REPORT DOCUMENTATION PAGE

Form Approved
OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data
sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other
aspect of this collection of information, including suggestions for reducing the burden, to Department of Defense, Washington Headquarters Services, Directorate for Information
Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other
provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY) | 2. REPORT TYPE 3. DATES COVERED (From - To)
06/27/2023 Conference Briefing

4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

T&E of Complex Al Use Cases WS56KGU-18-D-0004

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

Flo M Reeder; Elena Charnetzki

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

The MITRE_ Corp_oration REPORT NUMBER

[ o o

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR'S ACRONYM(S)
Office of the Director for Developmental Test, Evaluation, and Assessments OSD DTE&A

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT
DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.

13. SUPPLEMENTARY NOTES

Submission to ITEA Multi-Domain Operations Workshop

14. ABSTRACT

Complex Al use cases require extra attention. In this talk, we will:

§ Define complex Al

§ Describe how Al T&E for complex Al-enabled systems (AIES) is different from traditional T&E
§ Present a use case which represents a complex AIES

§ Describe the T&E needs of this use case

15. SUBJECT TERMS

Artificial Intelligence, evaluation; testing; complex Al; Atrtificial Intelligence; Al-enabled systems

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF |18. NUMBER | 19a. NAME OF RESPONSIBLE PERSON

a. REPORT | b. ABSTRACT | c. THIS PAGE|  ABSTRACT Ic:;GES Susan Carpenito

15 781-271-7646

19b. TELEPHONE NUMBER (Include area code)

Standard Form 298 (Rev. 8/98)
Prescribed by ANSI Std. Z39.18



T&E of Complex Al Use Cases

Dr. Florence Reeder
Elena Chartnetzki
June 2023

© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED
Approved for Public Release; Distribution Unlimited. Public Release Case Number 23-2142 MITRE SOLVING PROBLEMS
FOR A SAFER WORLD’




Introduction

PRUSCHURNE JPRpt i, T EX L TRETRVA (Y I U TPU R PR en T Y
oo A e IR i A Sl O e Asliall sl e L]
Ui Ay sl o i oy dasly (3 1 cotdl das by oy dashh Sy

(7 bl e by ey 2 datily (8 i

= Complex Al use cases require extra L chiBse
attention

g i e 14 Q1.8

N J Optomy cadh 325 45 2009 oo G &l 434';;

g L g O s da 0 90 000 55 Ly 15 e i

= |[n this talk, we will: e e el =

Wlnd S ol O 555 Lo SU5 p iy el DN U 083 oo sl el

Lolios Bas b oo gy OF KK gl (galasi¥ gaih daliasl ga Ladh e Dl

= Define complex Al

= Describe how Al T&E for complex Al-enabled
systems (AIES) is different from traditional T&E

» Present a use case which represents a
complex AIES
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What is Complex Al

Multiple sources of complexity:
= Mission context: operational constraints, environmental conditions, mission-
specific risk tolerances, legal and policy considerations

* Integration with other systems: multiple Al systems operating in concert,
upstream and downstream dependencies with other Al or traditional systems

= Human-Al interaction: user requirements for explainability, transparency,
interpretability, and confidence values; precision/recall preferences

= System data: availability of ground truth data, class imbalances or rare events,
presence of sensitive data, model drift

MITRE
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How is Complex Al T&E Different?

» T&E involves multiple layers of testing

= Multiple Al components or multi-model Al component requires component level, integration,
and user-level testing

» Complex data sources increases the variability of the testing requiring a larger evaluation data
set

= |ntegration in large systems requires lower degree of error tolerance for subsystems the Al
interacts with and more careful attention to integration requirements

» User-interaction complexities require both human-in-the-loop evaluation and specialized
training

= Errors in inputs to or outputs from Al components can cascade

» Characterizing these is important in the T&E process

» Highest performing Al components may not be most effective in a larger system

MITRE © 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED..




Al T&E Differences to Consider

» Risks contextualized in the operational environment: the possibility of cascading
errors, compounding uncertainty, and mismatches between precision/recall
preferences when Al components are integrated into an analytic workflow

= Burden on T&E to provide both success and diagnostic information greater

= Effectiveness evaluated at all levels: component-level evaluations, integration-
level evaluations, and system-level evaluations for mission driven use cases

» Requirements from which T&E derives may be more complex and T&E data requirements
higher to support both diagnostics and operational success

= Evaluation throughout the full system lifecycle: from evaluation considerations

prior to development through iterative evaluation after deployment and through
sustainment.

= Early engagement of T&E to influence plans and ensure sufficient resources/SMEs
MITRE
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Example MDO Use Case: JADC2 Humanitarian Relief

= Humanitarian assistance and disaster relief operations require close cross-
lingual coordination with host nation authorities and Non-Government
Organizations (NGOs), often without the benefit of previously established
systems

» Crisis operations also generate novel information requirements and require
analysts to quickly identify and fuse new sources of information, often in a
foreign language

= Al systems can fill critical gaps (e.g., demand for language-enabled analysts with
translation and triage skills exceeds availability)

» The outputs of the AIES can be fed into or merged with other information to
provide data inputs to mission planning and facilitate a shared operational
picture

MITRE © 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED




Why It’'s Complex

__ Al Component
= Multiple Al components working in concert:

= Optical character recognition converts N;éggdnl?t?éirt]y "™ Al Component
scanned images to text -

¥

= Named entity recognition identifies Domain Term

people, places, organizations Recognition .\l Component

= Domain term recognition identifies 9

keywords for a topic Machine
y P Translation  ham Al Component

= Machine translation translates from one 9
language to another Document

Categorization o Al Component

» Document categorization bins
documents

Accuracy for a given component depends on User Interaction
accuracy of previous component

MITRE © 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED.




T&E for Use Case

= Each component has a standardized performance
metric

Optical Character Recognition (OCR) — character or
word error rate —

Named Entity Recognition (NER) — precision/recall on
names —

Domain Term Recognition (DTR) — precision/recall on
domain terms —

Machine Translation (MT) — BLEU metric for overall
document (lacks ground truth).

= For terms, precision/recall —

Document categorization — precision/recall per
category and precision/recall for triage priority —

= Performance metrics, except MT, can help

categorize errors effectively
MITRE
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Is OCR performance
sufficient for NER &

DTR recognition?

Can named entities
conflict with domain
terms?

Can NER & domain
term recognition
improve MT?

Is MT accuracy
sufficient for
categorization?

Can categorization
output enable the
user to confirm?




T&E for Effectiveness of System

» Did the system prioritize the documents correctly?
Ultimate metric is the precision / recall on prioritization decision

from the system
1 applied the general theory of relativity to model the large-scale structure of the

Precision: percentage of documents in a category that are correct [GEEEETREEERE niedlsares It LTIz LL R
back to [SF3gaexm, where he had been a professor at the [ ERTIIR. He settled in

Recal I . pe rce ntag e Of d ocume ntS th at belo n g | na Categ (0] ry th at PoYg(=) the M8, becoming an American citizen in [[IEETY. On the eve of World War Il he endorsed a letter to

President (o) CRRIYER alerting him to the potential development of "extremely powerful
th ere bombs of a new type" and recommending that the [ begin similar research. This eventually led to
.. . . what would become the [ETERREXdProject. Einstein supported defending the Allied forces, but largely
P recision an d reca I I can be com b N ed | ntO an f'm easure an d denounced using the new discovery of nuclear fission as a weapon. Later, with the British
. . . philosopher [N ], EIRey signed the (- Eime NEmNe:, which highlighted the
traded Off based on user prefe rences (h Ig her preC|S|0n comes at danger of nuclear weapons. Einstein was affiliated with the [T Ly in R,

the expense of lower recall) MRS IR, unclhis deathin

A system is most effective when the precision and recall match TV e
users’ expectations and needs

Did the system give the analyst sufficient information to
confirm the prioritization?

» Named entities and domain terms often more important

» User-based testing indicated
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T&E Issues

» Defining minimal requirements for components is more art than science because
system design could either propagate or mitigate errors

= Highest scoring component model could be less effective, depending on the type of errors —
sometimes handled by pre-processing or checking outputs of upstream model prior to
downstream one
= AIES component testing increases data curation burden since different
annotations are required for each component except MT

= MT is a technology which has no ground truth (right answer), so evaluation must focus on the
requirements of the system which may have ground truth (such as names)
» Analysts and SMEs must identify domain terms and other important information
needs from triage

» Analysts must work with developers on user interface to ensure triage result is
confirmable — testing involves human-in-the-loop

MITRE © 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED.




T&E of Complex Al Use Cases: Summary

T&E of Al Enabled Systems must address multiple sources of complexity: A Complex AIES Use Case
Document Triage in Support of

= Multiple Al components operating in concert requires component Humanitarian Relief Operations

level, integration, and user-level testing

Complex data sources increase the variability of the testing requiring Is OCR performance
a larger evaluation data set sufficient for NER &
Integration in large systems requires a higher degree of error DTR recognition?
tolerance for subsystems Al interacts with N;efgggnE“fi';irt‘y Can named entities
User-interaction complexities require both human-in-the-loop sl ezl

. oo . terms?
evaluation and specialized training Domain Term

. . e ) ) . . Recognition Can NER & domain
Examining a specific use case illuminates the importance of: term recognition

improve MT?

= Risks contextualized in the operational environment: the possibility Machine
of cascading errors, compounding uncertainty, and mismatches Translation Is MT accuracy
between precision/recall preferences when Al components are sufficient for

o 2 o i ion?
integrated into an analytic workflow Document categorization

Categorization
Evaluation throughout the full system lifecycle: from evaluation Can categorization
considerations prior to development through iterative evaluation after 322%??;2;;128
deployment and through sustainment which needs component User Interaction
telemetry for trouble shooting in deployed model.
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Questions?
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