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Overview
Today we are goingtolook at ways to Operationalize Responsible Al so that we are building trustworthy
systems that support mission needs.

Imagine usingan Al-enabled virtual reality headset for the first time at work. This headset is able to ask
you questions and integrate your answers into the experience. You might expect to be asked basic
questions aboutthe purpose foryouruse, etc. Since thisisa work device, consider what might feeltoo
personal to share with the device. Nextimagine the second time you putiton —what would you expect
that experience to be like? Would you expect the system to remember your preferences?

To make a Responsible Al system, priorto designing those questions, someone needs to make decisions
about what dataare collected, how they are stored, and who has access to it. If someone accidentally
provides access to theirsocial security card or protected customer information, that information would
needtobe removed fromthe system.

Additionally, the system would need to work forthe different peopleinthe organization —they likely
have different head sizes and heights, and would vary in their eye movements and eye colors. For
example, someone with very light blue eyes is more sensitive to bright lights than someone with darker
eyes. If the team testing the system only have darker eyes, the system may be designed in away thatis
uncomfortableforpeoplewithlighter eyes.

Responsible Al is designing systems to work with and for people. There are three aspects of this work.
First doingresearch to understand the complexity of the context of use. The second aspectis
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understanding what is needed to enable human-machine teaming. The third is once the systemisin use,
teams need to engage in critical human oversight. The goal is to have end users choose to engage with
the systemand use itfor appropriate scenarios —in short, we wantto make a system that’s trustworthy.

I. Understand Complexity of Content

First, we needto understand the complexity of the context the systems are workingin. Thisincludes the
environmental and the human complexities, situational awareness, as well as the Al system’s
capabilities.

As teams evaluate these different pieces, they can begintoformanidea of what that collaborationis
goingto belike, and what types of interactions are expected to happen. What are the initial catalysts?
What initiates the interaction, and how does it get to closure? We need to start thinking about how the
system will work within existing situations and processes thatthe peoplearein.

Picture anautonomous vehicle movingdown aroad. If this vehicle encounters an obstacle in the road, it
needstodeterminewhatto do. One of those decisions may be to give control to a human. But how that
occurs, when that occurs, and what the human operator’s responsibilities are, are the key decisions that
the team making that system need to consider when they’re doing the development work. By
conducting user experience research and other human-centered research activities from the start, teams
can begintoidentify those needs earlyon sotheyaren't surprises whenthe systemisin use.

These are all aspects of understanding the complexity of context: looking at the primary user needs,
theiruse casesand context, and then translating thatinformation into design and functionality.

Il. Designing for Human-Machine Teaming

The second piece of this work is designing the system for human-machine teams. This means taking the
research finding and translatingthem into asystemthat people are willing to use - that they find to be
trustworthy. Trustworthy systems augment human abilities. They partner with humans to attain agoal.
They provide evidence of their capabilities tothe people teaming withthem so that people canbuild
confidence inthe system and understand when and how to use it.

Designing systems for human-machine teams needs to be based in the team’s shared understanding of
what they are makingand for whom, as well as what the capabilities of the system will be. Additionally,
the team needstoidentify the inherent biasin datasources, and otherinputsto the system, as well as
considerhow algorithm selection and other choices made throughout development will affect the
system. We can use technical ethics to prompt those conversations. Forexample, the Department of
Defense hasaset of ethical principles for Althatinclude: responsible, equitable, traceable, reliable, and
governable. Teams can leverage these principles to understand the goals of the system, reveal risks, and
supportinspection and mitigation planning. By having conversations about biases inherentin the system
and that are introduced by the situation that teams are developing this Al system for, they can beginto
make sure that they are building asystemthatis trustworthy.

The Al system will need to provide evidence, which means designing the outputs and the overall system
people willinteract with to be interpretable, understandable, and verifiable by the people who will
interact withitand those affected by it

Teams also need to provide transparency regarding the limits of the system, and consider what
boundaries and unfamiliar scenarios may be problematic.
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Ultimately - humans need to be in control of the systems, as they will be responsible for all final
decisions the systems make. We need to ensure understanding of what the responsibilities are between
the system and the human, and explicitly definethem.

When authority is given to a system, any significant or final decisions it makes should be able to be
overridden, be appealable, and reversible. Forexample, if an autonomous system is used to determine
ticketing at traffic lights, individuals who receive those tickets should be able to appeal the ticket, and
have a human make the final determination. There are situations where we may want to give the system
ultimate control - particularly in instances that would protect human life (such as automatic brakes), but
those should be rare.

Teams developing Al systems need to coalesce on aset of technical ethics sothey have ashared
understanding to base design decisions on, and to make Al systems that provide sufficient evidence to be
trustworthy and enable strong human-machine teams.

lll. Engage in Critical Oversight
The third area isengagingin critical oversight.

Critical oversightis only possible when we realize that these systems are dynamic. Because of that, they
require proactive identification of risks, and continuous human oversight. Teams need to take deliberate
stepsto minimize unintended harm, and to make sure the system they’re buildingis one they’re willing

to be responsible for.

Al systems, and all systems, have some form of bias. That’s because they are created by humans fora
reason. Al systems are based on data. Data is collected and curated by humans fora purpose, so
complete objectivity is misleading. The purpose of the data collectionimbues the initial bias, and the
dataset can alsoinclude historical biases that aren’t apparent, and curation of data can furtheradd bias.
. Bias can have purpose anditcan be helpful, and bias can be harmful. The people responsiblefor the
system need to make sure that they are aware of the bias, that they prevent risks where possible, and
monitor and control accepted risks..

Harmful biases that are derived from data and the system design canresultin unwanted or unintended
consequences. Teams need to understand the data, as datais the primary source of bias for Al systems.
They needto understand the creator's motivation, the inherent bias and variance within that data - as
well asitsrecommended uses. Awareness of these factors will confirm that they have the right data, and
it isa match with the context of use that they're designing the system for. By doing the work to identify
risks and hazards early, they can ensure that they are building a system thatis responsible.

Many types of harm can be identified through speculative work - thinking not only about harmful or
malicious use, butalsothe good and beneficial use, can help prevent unintended harms. This work
encourages curiosity, and speculative activities that most people enjoy once they begin doingiit.

For example, starting conversations with yourteam to discuss: “What dowe value? Who could be hurt?
What lineswon't our Al cross? And how are we shifting power?” can be difficult but valuable to gain
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understanding of what’s at stake. Framing these with aset of ethical principles, such as the DoD ethical
principlesfor Al or othersimilarsets of technical ethics, can drive constructive conversations.
Continuous human oversight requires monitoring, evaluation, and auditing. This work helps to make sure
that the system outcomes are what isintended, and that the Al is still an effective collaborator with the
end users. Teams need to do this consistently because these systems are dynamic. They're not stable, as
compared to typical software. And this work is time-consuming and can be expensive, soit’simportant
to planforit.

To engagein critical oversight, we need to understand the biasinherentinthe system, speculateabout
the misuse and abuse that could occur, prevent or plan to mitigate those risks, and then communicate
awareness of biasin the system and the affects it may have.

Operationalizing Responsible Al is really about building trustworthy Al, understanding the complexity of
context, designing for human-machine teaming, and engagingin critical oversight. Responsible Al
systems are designed to work with and for people.
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