RESEARCH REVIEW 2023 Cﬂl‘l'l(‘“i(‘

‘ O
e Mellon
- University
O Software
Y Engineering
) L Institute

. Formal Arguments for targe-Scale
- Assurance (FALSA)

Dr.\Gabriel Moreno
Principal Researcher

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
©2023




Copyright 2023 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with
Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official
Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED
ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR
MERCHANTABILITY, EXCLUSMITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY
DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT
INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see Copyright
notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting
formal permission. Permission is required for any other use. Requests for permission should be directed to the Software Engineering
Institute at permission@sei.cmu.edu.

DM23-1074

Formal Arguments for Large-Scale Assurance (FALSA)

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
©2023



Overview

DoD needs to deploy new capability with speed and confidence to adapt to changing
missions and environments.

However, assuring systems to deploy them with confidence is a bottleneck to
achieving the desired speed.

This work aims to speed up the assurance of evolving large-scale systems through
 reuse and sound integration of diverse assurance analyses

* rapid detection of non-conformance between the system behavior and its
assurance argument
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Model Problem

* Preserves the technical difficulties that
this project addresses
* Based on a humanitarian mission that

must be carried out autonomously by a
UAYV to deliver life-saving supplies in a

“‘ disaster zone
‘ * Implementation in simulation
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Model Problem Architecture

o = Main characteristics:
- comorers B3 « Multiple quality attribute concerns:
PayloadController Guidance VisuallLocalization . . .
safety, timing, control, security
N e « Mix of existing COTS and new
components to be integrated
comporents £ o componens O3 * Mixed assurance results
MissionManager FlightController
MAVLink
. «delegate»
IMissionMgr
]
p1
.Miss%Mgr All these characteristics are what make
P assurance with speed difficult.
GCS
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Barriers to Assurance with Speed and Confidence

Multiple factors hinder assurance speed:
e lack of effective reuse of assurance results
« inability to integrate multiple type of assurance analyses with different levels of

formality
- consequently, the inability to automatically and formally evaluate such assurance
arguments

*lack of flexibility to adapt to changing mission/environment
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Solution

Combine analyses and results that have different levels of formality in a formal assurance
argument that

 ensures that the combination has a single interpretation that can be automated
« can be developed incrementally
* is modular to allow reuse of assurance results

Use runtime monitoring and data to

» detect whether system behavior conforms to the assurance argument

« deal with incorrect or changing environment or system assumptions

* provide the foundation for runtime enforcement and adaptation in future work
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Argument Elements

Claim
Analysis
Assumption 1 Assumption 2
Evidence
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 Claim: property or assertion about the
system

« Analysis: a procedure that, given that
its assumptions hold, proves or
supports a claim

« Assumption: property that must hold
for the analysis results to be valid

 Evidence: data or facts about the
system and/or its environment relevant
to an assumption
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Building Formal Arguments
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Multiple analyses are combined to

guarantee high-level assurance claims

about a system (e.g., the drone flies safe

trajectories).

« Assumptions are discharged with other
analyses or with evidence.

* The argument can be built incrementally
(e.g., replacing partial evidence with the
result of a formal analysis).
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Different Levels of Strength in Assurance Arguments

Claim

T

Analysis

1

Assumption 1 Assumption 2

1

Evidence
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* Both analyses and evidence can have
different levels of strength, depending on
- comprehensiveness: how many cases they cover
- rigor: method of obtaining the result, such as
theorem-based analysis, model checking,
simulation, testing, or inspection
 Both analysis and evidence strength levels
Impact the strength of a claim.
*We need to “compute” the strength of a claim
based on the analyses and evidence that
supportit.



Handling Levels of Strength with Modal Logic

Modal logic: multiple worlds and modes in which something can be true
g BH © FH© ¢ 8 ¢ Fd B I K¢ @ § S kd I

O¢ SO0
O¢ ¢'is true in ALL worlds (i.e., cases).
O ¢ is true in at least ONE world.

Example of modal logic: temporal logic
* “World” expresses the state of a system at an instant in time.
« “Box” expresses that a property will always be true.

M«

box,” and “diamond” to
represent different types of analyses and claims within a single logic system.

One goal of our research is to describe how to instantiate “worlds,
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Combining Elements with Different Levels of Strength

G3 .
O0GL? What is the level of strength
il 3T < (mode) of this claim?
mission safely and on 0G.? ’
time. 3
Is this conjunction logically
G
A3 0G1 A 0G, correct?
Conjunction
T A
[ |
G1 G2 Are the sets of worlds for these o
oG Drone completes Drone completes (}GZ 4—————— and ¢ operators the same? Does
1 mission safely. mission on time. that matter?
Al A2
Safety Analysis Simulation
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Describing “Worlds” Through “Resources”

Just as time is the central concept in temporal logic, system analysis is the
central concept in our logic.

Analysis domains include
e real-time performance
*logic correctness

- safety

* physical correctness

Each analysis domain draws on information from the system, the platform on
which it executes, and the environment in which it is situated.

Collectively, we refer to this information as resources.
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Modal Logic in the Context of Analyses

Worlds, boxes, and diamonds
need to account for the
following observations:

« Different resources are
needed for different analyses.

 Analyses for different domains
are performed separately.

* Different analyses can implicitly
or explicitly affect one another.

« All analyses must eventually
be composed.
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We are proposing world types as vehicles for
separating the universe of worlds into subsets
based on resources.

*World types are defined in terms of
the resources they include.

» Modal operators apply to specific
world types.

0. ¢ #istruein ALL worlds of type #

0. ¢ #istruein at least ONE world of type
gD



World Type Example

Consider a type of real-time system analysis known as rate monotonic analysis
(RMA). One result in RMA expressed in predicate logic is

- If all tasks have rate monotonic priorities: Vi,j : T; <T; » p; > p;
* And total utilization is less than a known bound (UB): Y, C;/T; < UB
* Then all tasks meet their deadlines: Vi : R; < D;

Implicit in this representation is that this is true regardless of the state of alll
other resources associated with all other analyses.

World types explicitly define the resources of concern to a particular analysis.
Using world types, a more accurate representationis 0., ., R; < D;.

Formal Arguments for Large-Scale Assurance (FALSA)

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
©2023



Combining Elements with Different Levels of Strength

G3 G3 = 04161 || 042G, <
Claim: Drone completes
mission safely and on time. GB — DAlGl A OAZGZ

A
T We keep the strength
A3 level (mode) for each
Cenjunetion Composition O41G1 | €426, claim composed.
|
5 Gl » 5 G2 | o We can compute a single
rone compietes rone completes 3
04161 mission safely. by 42G2  strength for the claim.
Al A2
Safety Analysis Simulation
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Combining Elements with the Same Level of Strength

G3
Drone completes mission
safely and on time.

T

A3

0 A O Whether this is sound depends on
A1G1 AZ GZ the world types Al and A2.

The stronger the claims, the easier to

Conjunction compose them:
» Conjunction of two claims that are
| | necessary (0) is always feasible.
» Conjunction of two claims that are
<>A1 Gl Drone S)lmpletes Drone cff)zmpletes <>A2 Gz oStz ()i feaSIb_le oty _
mission safely. mission on time. - the analyses producing the claims

agree on the resources their world types

T T share and

- all their other resources are disjoint
Al A2

Safety testing Simulation Proofs for modal logic rules highlighted
this result.

Formal Arguments for Large-Scale Assurance (FALSA) [DISTRIBUTION STATEMENT A]
©2023

Approved for public release and unlimited distribution



Carnegie
Mellon
University

Software
Engineering
Institute

Assuring Physical Correctness



Physical Correctness

Many important military systems are cyber-physical
systems (CPS).

Assurance arguments for CPS must include quality
attributes that are important for a cyber system that
interacts with the physical world. These include

* safety
* real-time performance
* logical correctness

* physical correctness—The dynamics of how a
system moves through the physical world is
obviously important.

Scientific machine learning (ML) holds potential for
contributing to assurance of physical correctness.

(Photo by Staff Sgt. Andrew H Owen, Virginia Guard Public Affairs)
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Scientific Machine Learning

Scientific ML involves incorporating scientific principles (such as
those codified in differential equations) into deep learning models.

Can be used as a numerical Can also use data to “Higher-level techniques” —
method where training the determine differential operator learning — for
neural network is equation parameters. solving families of differential
constrained to finding a This is referred to as the equations by approximating
function that approximates “the inverse problem” the mapping from the “force
the solution to a differential (inverse PINN). term” of the equation to the
equation (PINN). solution (DeepONet).

FALSA'’s focus

PINN — physics-informed neural network
inverse PINN — inverse physics-informed neural network
DeepONet — deep operator network
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Deep Operator Networks (DeepONets)

Theorem 2 (Generalized Universal Approximation Theorem
for Operator). Suppose that X zs a Banach space, K,CcX, K» C R
are two compact sets in X and R, respectively, V is a compact set in
C(K,). Assume that G:V— C(K,) is a nonlinear continuous opera-
tor. Then, for any €> 0, there exist pos:ttve integers m, p, continuous
vector functions g : R" — R, f: R? — R?, and x,, x,, ..., x,,€K,,
such that

[1]
G(u)(y) — (g(u(x1), u(x2), - -- ’“(xm));i({)) <e

e s
branch trunk

- eewO)

[1] Lu, L. et al. Learning Nonlinear Operators via DeepONet Based on the Universal Approximation Theorem of
Operators. Nature Machine Intelligence 3.3 (2021): 218-229.
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The large circles represent sets of
functions. The operator G maps functions
of X, such as u(x), to functions of y,

G(u)(y)-

The theorem says G can be
approximated arbitrarily well by a well-
crafted dot product, <.,.>. Thus,
|G(u)(y) - <.,.>| can be made arbitrarily
small by picking g and f in a smart way.

Moreover, g and f inspire the structure of
a neural network that can serve as a very
good representation of <.,.>.
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DeepONets for Assuring Control Systems

Predicting trajectories in real time is key to runtime conformance
checking of physical correctness.

C — The space of all controls
T T — The space of all trajectories

G — An operator that acts on the controls to
return a function in trajectory space
> T(t) G is bijective and continuous.

G x — A specific control (function of time)

| T — A specific trajectory (function of time)

We approximate G with DeepONets, enabling fast checking of
systembehavior against the nonlinear dynamics of the system.
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Experiment Tracking a Desired Trajectory with DeepONets

Desired vs Solver vs DeepONet Trajectories

— Desired
= Tracking by solver
- Tracking by DeepONet

10 1

DeepONet tracking a target trajectory:

* When the DeepONet trajectory approaches
the target set point, its input set point is
changed to a new one on the desired path. 0 1 2 3 : 5

DeepONet allows us to check the physical correctness cyber-physical systems.
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Summary

This work aims to speed up the assurance of evolving large-scale systems through
 reuse and integration of diverse assurance analyses

* rapid detection of non-conformance between the system behavior and its
assurance argument

We showed how

» modal logic can be used to do sound composition of results coming from different
analysis worlds: rules for when they can be composed and how

e assurance claims can be checked against runtime behavior

» scientific ML can accurately predict nonlinear physical behavior in real time to
check physical correctness claims
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