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Lots of Hype about Using ChatGPT for Coding

https://www.zdnet.com/article/okay-so-chatgpt-just-debugged-my-code-for-real/

https://botpress.com/blog/how-good-is-chatgpt-at-writing-code

https://www.readysetcloud.io/blog/allen.helton/chatgpt-changed-how-i-write-software/

https://www.pluralsight.com/blog/software-development/how-use-chatgpt-programming-coding



Using ChatGPT to Detect Vulnerabilities in Source Code
© 2023 Carnegie Mellon University 4

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

CERT Secure Coding Standards

Collected wisdom from thousands of contributors on community wiki since 
Spring 2006

http://securecoding.cert.org

• SEI CERT C Coding Standard

• SEI CERT C++ Coding Standard

• CERT Oracle Secure Coding Standard for Java

Secure Coding Training and Professional Certificates

• CERT Secure Coding in C and C++

• CERT Secure Coding in Java

International Standards Participation

• ISO/IEC C Programming Language

• ISO/IEC C++ Programming Language

http://securecoding.cert.org/
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Noncompliant Code
Don’t try this at home!

Rule Organization – Noncompliant Code Example

Noncompliant code 

examples or antipatterns 

in a pink frame—do not 

copy and paste into your 

code. Most examples 

were found in the wild.
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Rule Organization – Compliant Solution

Compliant solutions in a 

blue frame that conform 

with all rules and can be 

reused in your code

Compliant Code
Fixes noncompliant 

code.
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Experiment

Ask ChatGPT to identify errors in 238 examples of noncompliant code from 

CERT C Secure Coding Standard

• ChatGPT 3.5 as of March 27, 2023

• Each trial run as a new conversation

• No trial repeated

• All examples (with solutions) available on the web during ChatGPT’s training 

data capture

• Some examples have comments suggesting error

• ChatGPT’s performance evaluated by SME
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Finding and Fixing an Error
(FIO47-C:Use valid format strings)

Example of noncompliant code:

#include <stdio.h>

void func(void) {

const char *error_msg = "Resource not available to 
user.";

int error_type = 3;

/* ... */

printf("Error (type %s): %d\n", error_type, error_msg);

/* ... */

}

ChatGPT:

The format specifier in the printf
statement is incorrect. %s is used for 
printing strings, but error_type is an 
integer. To print an integer, you should 
use %d instead. Similarly, error_msg is a 
string, so you should use %s to print it.
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Deep analysis of behavior – finding problem
(CON35-C. Avoid deadlock by locking in a predefined order)

ChatGPT:

The code seems to have a potential race 

condition. Since the two transactions are 

executed concurrently, it is possible that both 

threads try to acquire locks on the same two 

bank accounts in a different order, causing a 

deadlock.

To avoid this issue, the program should ensure 

that the locks are acquired in a fixed order. For 

example, all threads could be required to first 

acquire a lock on the bank account with the 

lower address and then on the bank account 

with the higher address.

Noncompliant code:
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Using knowledge beyond knowledge of programming
(ARR38-C Guarantee that Library functions do not form invalid pointers)

ChatGPT:

The code appears to be a portion of the OpenSSL 
library's dtls1_process_heartbeat function that handles 
the Heartbeat Extension. The Heartbeat Extension has a 
vulnerability known as the "Heartbleed Bug."

There is a potential buffer over-read issue in the 
memcpy function, which could lead to an information 
leak. 
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Not identifying behavior as error - examples

DCL38-C Use the correct syntax when declaring a flexible array member

ChatGPT: There is nothing technically wrong with this code

DCL39-C Avoid Information leakage when passing a structure across a trust boundary

ChatGPT: The code appears to be intended to copy a struct test to user space, but there 

is nothing obviously wrong with it.

EXP33-C Do not read uninitialized memory

ChatGPT: The code appears to be incomplete as it doesn't have any obvious errors.
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Overall Results – Finding Errors

Note: Underlying data in backup



Using ChatGPT to Detect Vulnerabilities in Source Code
© 2023 Carnegie Mellon University 13

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Overall Results – Fixing Errors

Note: Underlying data in backup



Using ChatGPT to Detect Vulnerabilities in Source Code
© 2023 Carnegie Mellon University 14

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Overall Results – By Feature Tested

Seems particularly good at:
• Fixing Integers
• Finding/Fixing Expressions
• Finding/Fixing Memory Management
• Finding/Fixing Strings

Seems particularly challenged by:
• Finding Floating point
• Finding Input/Output
• Finding Signals
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It’s not that ChatGPT did not find all the errors …..

It’s that it found as many as it did.
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Summary

• Experiment illustrates promise but also limitations

• Like many applications of LLMs, knowledgeable users must review output

• Unfortunately, programmers are not very good at reading and evaluating 

code

• ChatGPT certainly should not be used to replace programmers, and any 

other application should be monitored with great care
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