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ETMAC Argumentation Motivation
Model-Analyze-Build

Late Discovery of Design Errors in DoD
Systems is very costly.

Architecture modeling and analysis can detect
design error early

BUT:

Analysis assumptions are often implicit

If analysis assumptions not met: analyses
break down for reasons not clear to users of
analysis tools.

E.g., e2e Latency Assumption: periods
multiple of each other (harmonic)

DoD barrier for adoption
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Digital Engineering: Multiple Claims - Multiple Analyses

Different Assurance Claims

e Combine multiple analysis

Schedulability ogeteheckly Control Stability

<

* Validate assumptions

* Resolve assumption conflicts
Integrate into arguments to satisfy

Read/write Read/write
Sensor PID Actuator
Sampling Controller Controller

Comm Protocol (reliable/unreliable)

AADL

claims
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Shift Left And Down to the Metal

Early Analysis

* Evaluate design decisions with partial information
* E.g., latency analysis before worst-case execution time

(WCET)
- periods of tasks must be multiples of each other
Refinement
* Track pending information
- WCET
* Track and execute pending verification
- Schedulability
Conformance
* Track implementation assumption
« Verify implementation conformance

- Task executed strictly periodic «; 3
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Assurance Contract Argumentation

()

E Contract 3

[Ls

Proof Oblg

. | annex contract {--
Clalm i 2 contract <name: |
3 queries
4 <model vars =
5 <query to obtain model data>
Contract f domainsq >
. [ . 7 <domain reference>
Verification Claim 2 8 input assumptions
Plan 9 <Bool func to check data consistency>(
10 <model vars>)
7 1 assumptions
12 <Bool funcs(<model varss)
13 -=> <Symbolic assertion=
. 14 analysis
Claim 3 15 <Bool func>(<model varss)
16 -> <symbolic guarantee>
17 }
1% N .);

Listing 1: Contract Template

AADL

Static Verification

Evidence

~>Contract 2

Assumption

guarantee

AADL
Evidence
(Data)

Behavioral
model
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Assurance Contract Argumentation
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Claim 2

Claim 3

guarantee

Meet Radar-
Brake Deadline

Periodic

Proof Oblg

Delayed

Connections

AADL

E2E Latency

Threads
Schedulable

Static Verification

Evidence

AADL
Evidence
(Data)

~>Contract 2

Assumption

guarantee

Behavioral
model

Evidence
(Data)

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution



Symbolic Contract Argumentation

Assumptions

* Constraints that must be satisfied for avalid analysis
Analysis

* Evaluate whether the guarantee can be discharged

Guarantee

* Assertion presented as a true fact on model
Implementation

« Satisfiability Modulo Theories (Z3)
* Implements contract argumentation
- Evaluate whether constrains can be satisfied with facts from analysis guarantees

* Validate assumptions

- Proof obligations: lack of constraints allow any value that satisfy assumption (e.g., RM priorities)
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Encoding In SMT

Verification Plan

P =(K,D)

- K = {(k;, C)}
- k; predicates oversymbolic variables

Contract
¢ Ci = (Vd' Qi I;A; G,N)

V; symbolic variables from a domain

Q model variables (e.g., from AADL models)

I input assumptions (if enough data for analysis)

- A = (p, a) setof assumptions

G guarantee

N analysis predicate (imperative Boolean function)
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Algorithm 1 getSMTEncoding( Plan)

S W

~

t

Z\J'@'ﬁ&'#'d—

select

i
P

else if A\
for p € {p|(p.a) € t.A} do

: F — {ki|(k,C;) € Plan.K }
: T+ {C;|(k;. C;) € Plan.K'}
while 7" # () do

t from 7" and remove it from /'

if f is argument then

—Tut.C,
— F U (replG4C(t.F,,) = t.GG,)
,c¢ | then
if p is contract then
T«Tup
F B (/\‘:f'{ull_/'.u}t‘—r..-t} a)
AN = t.G)
else
F—FU(p = a)
end if

end for
end if

- end while

- return /7
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Contract Argumentation Scalability

Exploit Knowledge from Scientific Domain

« Efficient algorithms from specialized domains
- E.g., greedy worst-case response time in real-time theory

- Implemented in imperative languages
Assume correctness of analysis
» When validating the contract argumentation

» To be connected with other lower-level verification results

- E.g., PROSA: coq (theorem prover) verification of real-time theory
Correctness of implementation

* Exploit proven properties of runtime mechanisms: e.g., schedulers, hypervisors
* Exploit code generation

* Deferred code verification to conform to assumptions
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Enforcement-based Verification

Add simpler (verifiable) runtime enforcer to make algorithms predictable
Formally: specify, verify, and compose multiple enforcers

* Logic: Enforcerintercepts/replaces unsafeaction

e Timing: at righttime

* Physics: verified physical effects

Protect enforcers against failures/attacks %%
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Verifying Physics (Control Theory) ..

Recoverable Set: .. (1)
Safety Set: e...j(€5) £ €5 &, (1)

Controlled System: i = f,(z) = f(x.¢(x))
Lyapunov Function: V. : R" — R, Ny, (z,,,) Q N, ( Teq):
e

Vi (aeq) = 0 and Va € Nir, (weq) — {weq} : () Viola) > 0,
oV - , Viz)
( I) — f -(.7’) <0 15
ar =F

Lyapunov level set:For ¢ > 0, N

Es(e) ={x € N‘;,(.l‘,,,)ﬂ';_(.l‘) < e} e<1
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Real-Time Mixed-Trust Computation

©
Q
0w s Trusted
= Memory
|=
D) - n}z)i e Trusted
€f{l.. ["L"‘T¢ Timing
a*
| -
> 3 UberXMHF
— > - Verified space protection
T - Timing guarantees for temporal enforcer

VM scheduler
Timing guarantees in absence of failures
- In sync Wlth hyperwsor scheduler
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Discussion
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