
© 2023 Carnegie Mellon University
1

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
© 2023 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Assuring Cyber-Physical Systems

Research Overview
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ETMAC Argumentation Motivation
Model-Analyze-Build

Late Discovery of Design Errors in DoD 

Systems is very costly.

Architecture modeling and analysis can detect

design error early

BUT:

Analysis assumptions are often implicit 

if analysis assumptions not met: analyses 

break down for reasons not clear to users of 

analysis tools.

E.g., e2e Latency Assumption: periods 

multiple of each other (harmonic) 

DoD barrier for adoption 
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Digital Engineering: Multiple Claims  - Multiple Analyses

Different Assurance Claims

• Combine multiple analysis

• Validate assumptions

• Resolve assumption conflicts

Integrate into arguments to satisfy 

claims
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Shift Left And Down to the Metal 

Early Analysis

• Evaluate design decisions with partial information

• E.g., latency analysis before worst-case execution time 
(WCET)

- periods of tasks must be multiples of each other

Refinement

• Track pending information

- WCET

• Track and execute pending verification

- Schedulability

Conformance

• Track implementation assumption

• Verify implementation conformance

- Task executed strictly periodic 𝛼𝐿,3



© 2023 Carnegie Mellon University
6

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Contract 3

gu
a

ra
n

te
e

Contract 2

g
u

a
ra

n
te

e

Assurance Contract Argumentation

Contract 
Verification
Plan

Claim 1

Claim 2

Claim 3

Contract 1

gu
a

ra
n

te
e Assumption 3

Assumption 2

Contract 2

gu
a

ra
n

te
e

Static Verification
AADL
Evidence
(Data)Assumption 1

AADL
Evidence
(Data)

Behavioral 
model

Assumption
Assumption

Assumption

Analysis

Proof Oblg

Analysis

AADL
Evidence
(Data)



© 2023 Carnegie Mellon University
7

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

cybersecure
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Assurance Contract Argumentation
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Symbolic Contract Argumentation

Assumptions

• Constraints that must be satisfied for a valid analysis

Analysis

• Evaluate whether the guarantee can be discharged

Guarantee

• Assertion presented as a true fact on model

Implementation

• Satisfiability Modulo Theories  (Z3)

• Implements contract argumentation

- Evaluate whether constrains can be satisfied with facts from analysis guarantees

• Validate assumptions

- Proof obligations: lack of constraints allow any value that satisfy assumption (e.g., RM priorities)
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Encoding In SMT

Verification Plan

• 𝑃 = 𝐾, 𝐷

- 𝐾 ≔ { 𝑘𝑖 , 𝐶𝑖 }

- 𝑘𝑖 predicates over symbolic variables

Contract

• 𝐶𝑖 = (𝑉𝑑 , 𝑄, 𝐼, 𝐴, 𝐺, 𝑁)

- 𝑉𝑑 symbolic variables from a domain

- 𝑄 model variables (e.g., from AADL models)

- 𝐼 input assumptions (if enough data for analysis)

- 𝐴 = (𝑝, 𝑎) set of assumptions

- 𝐺 guarantee

- 𝑁 analysis predicate (imperative Boolean function)
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Contract Argumentation Scalability

Exploit Knowledge from Scientific Domain

• Efficient algorithms from specialized domains

- E.g., greedy worst-case response time in real-time theory

- Implemented in imperative languages

Assume correctness of analysis

• When validating the contract argumentation

• To be connected with other lower-level verification results

- E.g., PROSA: coq (theorem prover) verification of real-time theory

Correctness of implementation

• Exploit proven properties of runtime mechanisms: e.g., schedulers, hypervisors

• Exploit code generation

• Deferred code verification to conform to assumptions
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Add simpler (verifiable) runtime enforcer to make algorithms predictable

Formally: specify, verify, and compose multiple enforcers

• Logic: Enforcer intercepts/replaces unsafe action 

• Timing: at right time

• Physics: verified physical effects

Protect enforcers against failures/attacks

Enforcement-based Verification

Controller
Logical

Enforcer

at(x,y)

moveTo(x,y)
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Verifying Physics (Control Theory)

Recoverable Set: 𝜀𝑆𝐶 𝑗(1)

Safety Set: 𝜀𝑆𝐶𝑗 𝜖𝑠 ≜ 𝜖𝑠 𝜀𝑆𝐶𝑗(1)
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Drone Experiment
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Real-Time Mixed-Trust Computation
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UberXMHF
- Verified space protection

- Timing guarantees for temporal enforcer
VM scheduler
- Timing guarantees in absence of failures
- In sync with hypervisor scheduler

Mixed-Trust Task
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Discussion


