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Smoke Tests

Admin Test

Using environment-dependent configuration, establish that Observer(s) are sending messages
to the broker. You may view the same output as below from the container’s STDOUT logs. We
show the same output using an interactive session. You may do the same or by using a sched-
uled

task:

[I] vcaaron@mac-bigredapple 2/ ¥ - {master)> run —bin gitlab_projects
Finished dev [unoptimized + debuginfo] target(s) in 0.27s
Running °target/debug/gitlab_projects’

[*] lock file created. Proceed.

connecting to: amqps://ec2-52-2064-150-74. compute-1.amazonaws.com:5671/%2f7auth_mechanism=external
Retrieving projects

https://gitlab.sandbox.labz.s-box.org/api/v4/projects

Figure 1- Run gitlab_projects binary

[*] lock file created. Proceed.

connecting to: amgps://ec2-52-204-150-74.compute-1.amazonaws.com:5671/%2f?auth_mechanism=external
Retrieving projects

https://gitlab.sandbox. labz.s-box.org/api/vd/projects
https://gitlab.sandbox. labz.s-box.org/api/vd/projects/300/users
https://gitlab.sandbox. labz.s-box.org/api/v4/projects/300/runners
https://gitlab.sandbox. labz.s-box.org/api/vd/projects/300/pipelines
https://gitlab.sandbox. labz.s-box.org/api/v4/projects/298/users
https://gitlab.sandbox. labz.s-box.org/api/v4/projects/299/runners
https://gitlab.sandbox. labz.s-box.org/api/vd/projects/299/pipelines
https://gitlab.sandbox. labz.s-box.org/api/vd/projects/298/users
https://gitlab.sandbox. labz.s-box.org/api/v4/projects/298/runners
https://gitlab.sandbox. labz.s-box.org/api/vd/projects/298/pipelines

Figure 2- Output

Next, use kubectl to execinto the RabbitMQ container (or use Docker if you’re running alocal
instance). Use “rabbitmqctl” from the interactive shell to observe messages being queued:

puntu@ecZ- _queues
imeout: 60.0 seconds ...
isting queues for vhost / ...

ame messages
gitlab_projects 2664

Figure 3- RabbitMQ's rabbitmqctl tool output

Start the GitLab Consumer. Establish that Consumer(s) are receiving messages from the broker
and the queues are depleting:
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[I] vcaaron@mac-bigredapple ~/ tlab_agent (master) > run —bin projects_consumer
Finished dev [unoptimized + debuginfo] target{s) in 0.61s
Running " target/debug/projects_consumer’

connecting to: amgps://ec2-52-204-1508-74. compute-1.amazonaws.com:5671/%2f 7auth_mechanism=external

[*] waiting to consume
[*] Connected to neodj
[*] Transaction Committed
[*] Transaction Committed

Figure 4 - Running the projects_consumer binary

ubuntu@ec2-52-204-150-74:~% sudo rabbitmqgctl list_queues
Timeout: 60.0 seconds

Listing queues for vhost /
name messages
gitlab_projects 0

Figure 5 - Observing the empty queues

Observe nodes being created in Neo4) Browser. Enteryour Cypherqueryintothe query edi-
tor/input box. The simple Cypherquery we are using here is:

MATCH (n:GitlabProject) RETURN n LIMIT 25
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\TCH :G1tlabProject) RETURN n LIMIT 25
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Figure 6 - Match created GitLab Projectnodes

Note:Some queries will be logged to standard out by the consumer. An absence of output does
not necessarily mean that queries are not being executed, however. Itis bestto confirm queries
are beingexecuted by manually querying neo4j fora desired node. You can do this by constrain-
ingyour query, forexample, by the name of the node you are creating. The query above might
thenbe:

MATCH (n:GitlabProject {Name: “MyNewProject”}) RETURN n
The new nodes will be created, based onthe observation interval choseninthe scheduler. For

example, for GitLab Projects, the scheduler default we setitis every 30 seconds. Thisinterval
may differ, depending uponyour Admin’s configuration.
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User Test
Establish connection to GitLab

Log intoyour Gitlabinstance as a user with privileges to create objects such as a new projector
user OR confirm your Gitlab instance’s APlis reachable by interacting with it’'s RESTAPland
providing the same tokenyou planto use for Polarviathe PRIVATE-TOKEN header. (SeeGitlab’s
documentation for more details on how to do this)

Below isan example of tryingthe APl with Postman:

B local L] https:ffgitlab.sand... ® T aee
& https://gitlab.sandbox.labz.s-box.org/apifv4/projects/17/
!
GET ~  https:f/gitlab.sandbox.labz.s-box.org/api/v4/projects/17f
e}
Params Authorization Headers (7] Body Pre-request Script Tests Settings
Headers Hide auto-generated headers
D] KEY VALUE
Postman-Token & <calculated when request is sent>
Host @ <calculated when request is sent>
User-Agent () PostmanRuntime/7.28.4
Accept @ e
Accept-Encoding (@ gzip, deflate, br
Connection & keep-alive
PRIVATE-TOKEN glpat-abcdefghijkimnop
Body Cookies Headers (10) Test Results
Pretty Raw Preview Visualize JSON =
1 i
2 "id": 17,
3 "description”: "Project to store images for OKD, managed by Terraform",
4 “name": “images",
5 “name_with_namespace": “SEI / images",
6 “path": “images",
7 "path_with_namespace": "sei/images"”,
8 "created_at": "2021-06-02T18:03:41.296Z",
9 "default_branch": “master",
10 “tag_list": [],
11 "topics": [1,
12 "ssh_url_to_repo": "git@gitlab.sandbox.labz.s-box.org:sei/images.git”,
13 "http_url_to_repo”: "https://gitlab.sandbox.labz.s-box.org/sei/images.git”,
14 “web_url®: "htitps://gitlab.sandbex.labz.s-box.oxrg/sei/images",
15 "readme_url": null,
16 "forks_count”: O,
17 “avatar_url": null,
18 “star_count": @,
19 "last_activity at": "2021-09-83T17:22:12.907Z",
20 "namespace": {
21 “id": 7,
2 Hmmmate HCCTH

EO 2, Find and Replace B Console

Figure 7 - Example of setting a GET requestto GitLab API for a specific project
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https://docs.gitlab.com/ee/api/rest/#personalprojectgroup-access-tokens
https://docs.gitlab.com/ee/api/rest/#personalprojectgroup-access-tokens

Create some items. Using eitherthe Gitlab REST APi or the GUI, create some Gitlab resource
such as a new project:

Your work |/ Projects /| New project /| Create blank project

@ Create blank project

Create a blank project to store your files, plan your work, and collaborate on code, among other things.

Project name

‘ My awesome project

Must start with a lowercase or uppercase letter, digit, emoji, or underscore. Can also contain dots, pluses, dashes, or spaces.

Project URL Project slug

https://gitlab.sandbox.labz.s-box.org/ | Pick a group or namespace v ! my-awesome-project

Visibility Level
O A Private

Project access must be granted explicitly to each user. If this project is part of a group, access is granted to members of the group.
) @ Internal

The project can be accessed by any logged in user except external users.
) @ Public

The project can be accessed without any authentication.
Project Configuration

Initialize repository with a README
Allows you to immediately clone this project’s repository. Skip this if you plan to push up an existing repository.

(] Enable Static Application Security Testing (SAST)
Analyze your source code for known security vulnerabilities. Learn more.

UNCLASSIFIED - NO CUI

Figure 8 - Creating a new projectin GitLab

Open Neod) Browserand observe that the new items appearinthe graph. Aftertriggering the
Gitlabobserverforthatresource (l.e., aprojector user), and consuming the messages fromthe
rabbitmg instance, you can query neodjfor that resource, reliably by thatresource’sid. A query
for example could be:
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MATCH (n:GitlabProject) where n.project_id = €17’ return n

B

MATCH (n:GitlabProject) where n.project_id 17" return n

Figure 9 - Neo4J Browser - filtering query results for a specific project ID

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[DISTRIBUTION STATEMENT A] Thismaterial hasbeen approved for public release and unlimited distribution.

Overview

Node labels

GitlabProject (1)

Displaying 1 nodes, 0 relationships.



