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BLUF: MPM vs. MBSE? Both!

(Let’s start with the conclusion)

Model-based systems engineering (MBSE) is the “formalized application of modeling to
support system requirements, design, analysis, verification and validation activities
beginning in the conceptual design phase and continuing throughout development and later
life cycle phases.” INCOSE 2007)

“Multi-Paradigm Modeling (MPM) offers a foundational framework for gluing the several
disciplines together in a consistent way. [..] MPM offers processes and tools that can
combine, couple, and integrate each of the views that compose a system.” [MPM4CPS CfP]

One (provocative) thought: why are we doing that?

Obviously: to design, implement, and assure system, we need the most suitable notations to
define system elements and implement them, but also to extract and combine evidence

Two theses
1. one should not do MPM without MBSE, as MBSE defines a master plan

2. one cannot do MBSE without MPM, as MPM provides the formal foundations
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Overarching objectives — or what | am striving for
But is it MBSE or MPM ?

[....] assists engineers (mainly software, but also CPS and systems engineers) with models to

Organize stakeholders needs and elicit requirements

Capture system elements — design, reverse engineering or COTS
* Interfaces, components internals (static and behavioral), and
* a system architecture built from those: deployment, (re-)configuration

Apply analytical frameworks to assess model’s “compliance to some objectives”
 Syntactic, conformance to guidelines, patterns “well-formedness”
« Quiality of system, w.r.t. performance, safety, security, behavior metrics
» Behavioral correctness, e.g. model checking, simulation, proofs

Models as processable artifacts to guide the software engineering process
* “Modeling is the new programming”

Concepts

System

Provide more insights than CAD or code-only solution through relevant abstractions and automation
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Modeling landscape — science removed for the faint of heart
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1ISO15288 — Processes for Systems Engineering

A process is a set of interrelated or
interacting activities which transforms
inputs into outputs (ISO 9000:2005)

Processes are organized so that they
contribute to specific go
structured by an argumé
justifies the existence o

MBSE covers (mostly) ted
processes, but (may) lack many
advanced V&YV or simulation support

MPM provides solutions only for a
subset .. But interconnected with all

Enterprise Processes

Project Processes

Technical Processes

Enterprise
Management Process

Planning Process

Stakeholder Needs
Definition Process

Investment
Management Process

Assessment Process

Control Process

Requirements Analysis
Process

Hence, MBSE and MPM are both relevant
and compliment each other .. But what
about the “most suitable notation”?

Architectural Design
Process

Implementation Process

Integration Process

Verification Process

Agreement Processes

Configuration
Management

Transition Process

Acquisition Process

Validation Process

Supply Process

Quality Management

Operation Process

Disposal Process

The system life cycle processes Source: ISO/IEC 15288, Figure D.8

other process

1SO 15288 hass 23+ processes which have 123 outcomes derived from 403 activities.
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MBSE — It's not just about SysML

SysML supports capturing relationships among system functions, requirements,
developers, and users. But not the later development stages

Other modeling notations are required to

Capture hardware platforms, software architecture, behavioral semantics,
deployment of SW to HW, support safety or security assessment, performance
analysis, behavioral verification, memory budget validation, etc...

Claim: SysML supports MBSE, helps structuring top-most engineering artefacts through
specific design methodologies (OOSem, Harmony methods, ...)

We need another language with precise semantics for analysing CPS: AADL
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The Safety-Critical Embedded Software System Challenge

Problem: Goal: Solution:

- Software increasingly Early discovery of « Language standardized via SAE International & matured
dominates safety and system-level issues into practice through pilot projects & industry initiatives
g]elf/zllgn-r(r:\gtr;(t:al system through virtual « Tooling available under open source license continually

P integration and enhances analysis, verification, and generation

* Issues discovered long incremental analytical capabilities

after they are created assurance « Expertise in Modeling Safety-Critical Embedded Systems

1| 1568
tee P ]
i Ll P

A critical task: Reducing safety and security risks through early analytical assurance

CPRM =t RIS I 18 %
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i
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AADL Model-Based Engineering for Cyber-Physical Systems@SEl

Create the bestdesign Build a single modelto assess
hardware and embedded software

before the systemis built.

Testthe designwithout —
having to write any code. =

that holds up over time
as the system evolves.

At the SEI, my team works on analysis techniques for safety-critical models
Analysis operates either on the system, or a model of the system
Models have differentlevels of fidelity:
Either an abstraction of an existing system
Or a blueprint of a future system
Our main line of researchis on AADL, an architecture descriptionlanguage
Scheduling or latency analysis, generation of fault trees, code generation, ...
Each result from analysis is some form of an evidence

We focus on both MPM and MBSE research questions
We do supportprograms, we have end users with strong questions
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Interleaved problems — why we need MPM-like techniques

Need Semantics To

System Engineer Physical Plant Address these Challenges

System Hazards Characteristics Control Engineer

Measurement units

Boolean, integer,
Q System Control real, vs data
Under System abstraction
Control

Time-sensitiv
Operator SECETEIT

Error ' Processing

System User/Environment

Application

19dojanaq uonedddy

Compute Runtime f
Platform 1 Architecture -
I-IIEard.ware Virtualization & Concurrency &
ngineer Redundancy Communication

SW System Engineer

Why do system level failures still
occur despite best safety practices? Embedded software systems have become ]

a major safety and cyber security risk
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One example of unrolling concerns

Change of Encryption from CYBER
128 bit to 256 bit SECURITY One change drives multiple
Availability system issues

Integrity
Confidentiality

RESOURCE SAFETY &
CONSUMPTION RELIABILITY

Bandwidth
CPU Time
Power Consumption

Hazard Analysis
FMEA

ARCHITECTURAL
MODEL

SAE AS5506 AADL

Higher CPU

Demand Potential New]

Hazard

Single Source of Truth
Across Analysis
Models

’ REAL-TIME l
PERFORMANCE Affects Temporal
Increased Deadlock/ Starvation Correctness
Latency
Latenc Execution Time/ Deadline Temporal Correctness

Data Precision/ Accuracy
Confidence
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AADL Standard Suite (AS-5506 series)

Core AADL language standard [V1 2004, V2 2012, V2.2 2017, V2.3 2022]
- Focused on embedded software system modeling, analysis, and generation

Standardized AADL Annex Extensions
* Error Model language for safety, reliability, security analysis [2006, 2015]
* ARINC653 extension for partitioned architectures [2011, 2015]

* AADL Runtime System & Code Generation [2006, 2015]
e FACE Annex [2019]

* Behavior Specification Language for modes and interaction behavior [2011, 2017]
* Data Modeling extension for interfacing with data models (UML, ASN.1, ...) [2011]

- Evidence produced as a result of automated tool-supported analysis

- Performance analysis: worst-case response time, schedulability of the system
- Safety analysis: computing fault trees, probability of reaching an unsafe state

- Automated model review: conformance to modeling guidelines
- Code generation: generating “correct-by-construction” software
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The Impact: Improved Cost, Time and Quality
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AADL as an integration substrate for MPM

AADL support the precise design of CPS architecture as interconnected runtime elements
(i.e., threads, processors, buses) , each contribute to system metrics evaluation:
performance, safety. Natural connection with formal methods and code generation.

Non-exhaustive list of capabilities (1,600+ publications and counting):

Integration: SysML, FACE, Simulink, SCADE Performance evaluation: real-time and network calculus
Architectural pattern checks: Fault analysis: OSATE, COMPASS,
MILS, ARINC, Ravenscar, Synchronous Mapping to Stochastic Petri Nets, PRISM
Model checking: Security: CAMET (DoDI 8510.01)
Timed/Stochastic/Colored Petri Nets Simulation: ADeS, Marzhin
Timed automata et al.. UPPAAL, Versa, TASM Energy consumption of SoC: OpenPeople project
Scheduling: OSATE, CAMET, MAST, Cheddar, CARTS Code generation: SystemC, C, Ada, RTSJ, Lustre

WCET analysis: mapping to Bound-T

Claim: AADL is a contributor to MPM, helps connecting paradigms, either at design-time
or analysis-time, ultimately for assuring systems
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Why multiple modeling notations? A story by ESA

Mode Management
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What is the TASTE process?

https://taste.tools/ taste

TASTE derives from ASSERT (FP6, 2004 - 2008)

The TASTE process is based on simple observations

+ a system - ANY system - is made of heterogeneous components,
that have to live and communicate together

» system builders have other concerns than software implementation details,

+ and good software engineers are unhappy when they have “just” to develop application code and follow
associated process: their skills are misused, better used to hack-n-play: add drivers, play with hardware, add
verification/testing facilities, configure RTOé, etc.

Some considerations on Model-Based S(oftware|ystem) Engineering

» Desired functionality have reached levels (dangerously) close to being unmanageable by humans. “Empirical’
methodologies have reached their limit...

« Model Driven Engineering offers some notion of correctness, at the model level
» Tools generate C/Ada code - but no established standard for interoperability

+ Messages/data exchanged face the same issue - ho common data modeling

« Some options for automation - remove human from the loop

The TASTE process proposes solutions to
« capture a system using user-friendly (yet formal) modeling techniques
« automate repetitive and error-prone software activities
» build an homogeneous system having heterogeneous components

Carnegie Mellon UHiV("I'SitV Model-Based Systems Engineering and Multi-Paradigm Modeling and Simulation [DIS‘[I)'RIBUTION STATEMENT A] Approved for public release and unlimited
. °. distribution.
Software Engineering Institute

19


https://taste.tools/

Modeling your system

TASTE proposes an integrated set of tools for modeling
 Graphical DSL, provides basic blocks + semantics
- Follow Ravenscar computational model
* Or use directly AADL, and connect it with your own process

e B Wewn !
File Options Advanced Hel -
=t =F = ==P CE " mmemws@c 0 < a0 nn .
System Design | Code Generation | Scheduling &nalysis | Requirements Analysis [Fre=wevi fimara] Gomel T e T

Data view describes types used in your
application. It uses the ASM.1 format.

[ Edit data view |

Procesesr| cpras
Data View
1Patdnnl pantd

.

Muniry) frared

The Intarface View (IV) describas
system functions and interfaces.

|J Edit view | | Import code |

| Edit cade | | Export code | t(n’ste

Deployment view (DV) specifias the execution
platform and which compaonents it (LT — Erwar] anvers

Deployment View exacutes.
e
L)

Interface View

|JEdit deploymentview‘

Dvivet) ditewll

=]

NG Sanition
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Adding function behavior: pick your notation

Generation of code “skeletons” from AADL interfaces
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system basic_fv

USE Datamodel;
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ISIGNAL tcommand (T_HLTC_PLUS);

ISIGNAL basictocontrol (T_CONTROL_IN);
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Implementation of the TASTE process

System
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‘ The source code for each |
ASN.1 Code SU  Using grs
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e e Th : :
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\ 4
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b—m————- - v--------
: ASN1 compiler I
I (asnlc) I
v 1 I A4
C code 4 ol Y C code
Behavi 2 Behavi
Data structuress bData structures|
Encoder/decoder]
\ 4
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AARDL Runtume
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Gathering metrics from projects

Scheduling, memory, coverage analysis

* Integrate third-party tools, consolidate results

All available from main GUI, or command line
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N TeleCammands

Testing and so forth = reos

Rapid prototyping:

the toolchain generates GUIs to quickly test =

Wy
Ihelecommandd]  [leeswtny)

the system, replay capabilities using MSCs -

Simulation and Analysis:

Data can be monitored using real-time plotting. ’ '
Documentation: ICDs are generated automatically with a desc
data binary encodings (ASN.1 uPER Encodings)
MySequence ::= SEQUENCE { ‘ ! fimidl INTEGER
fieldl INTEGER (5..4294967295), 3 flaid2 NTECER
fjleiji éggigiﬁ ,(5..4096) OPTIONAL, 4 ﬁ:; f:l-h b 1 |
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Lessons learnt#1: Pragmatic MPM is “easy”, but ..

TASTE demonstrators: FDIR, Galileo receiver, robotic arm, ...

Focus on supporting most activities in V cycle, using AADL as integration substrate
Prototyping, testing, V&V activities (scheduling, resources) at both model and code levels
(ongoing) Support for formal methods

Pragmatic/opportunistic multi-paradigm: the most relevant notation at each step!

Models and processing steps align with established practice in the space domain
Peek standard, most suitable, notations for each design, coding, and analysis activity
Remove manual work in critical paths through aggressive model transformations
Orchestration of both modelling and build processes is key => hidden master plan

One instance of MPM, but process is NOT defined by a model, can we do better?
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TwinOps problem space: CPS Integration and Testing
See [MPM4CPS’20]for details
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Technology Focus: Models and Code Generation

One can generate code from models ready to be B :

embedded in the system (e.g., AADL to C) and get STy 3

insights from the system to refine the model metrics. e

One can simulate models and generate simulation | =
code as a mock-up of some system parts. | | | || | ‘ T

system and its digital simulated doppelganger.

One can build Digital Twins, that compare actual - ]
= =G TERINES
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MBSE and MPM at work

g 2. Controller (Simulink) — Jms

0.SysML e

Y
Digital Twins
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MBSE and MPM at work

1-2-3-4: “mega-modeling” V&V
e 1-2: HLR validation
o 2-(3+44) validationof I | R

How to organize models?

AADL extends/refines the SysML model block diagrams
Simulink implements requirements for a controller
Modelica implements operational context

Goal of each step within a process

[Caveats not discussed here: a model refining another model should preserve some
properties (structural, behavioral). Think Liskov, A/G contracts, etc.]

Notional process hidden: “model; + operation=> model,”

MPM must build on Systems Engineering and MBSE to define
Each process involved, specialization of ISO15288 processes

timing verification of software.
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Orchestrating activities as “DevOps pipelines”

Modeling
ShELE | , Process

AADL-to-C
- | Mod2code
SCM —(C Deploy binary . !

DISTRIBUTION STATEMENT A] Approved for public release and unlimited
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DevOps as a metaphor for process execution

- Ly — e

SCM Mod2Simu Digital

Twins
Modeling
Process
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TwinOps: Continuous System Improvement
through ModDevOps and Digital Twins

Testbench assembly

Plan requirements _ _
« Simulation

and properties
* Instrumented platform

o= ~

“ModDevOps is a systems/software co-engineering culture and practice that
aims at unifying systems engineering (Mod), software development (Dev) and
software operation (Ops). The main characteristic of the ModDevOps is to
strongly advocate abstraction, automation, and monitoring at all steps of
system construction.” (adapted from https://software.af.mil/training/devops/)

e a @ 0 Monitor

Code generation
run-time observers  Data Analysis

Virtual integration
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Process models — a.k.a. SysML strikes back

SysML and AADL provide foundations for architecting the system
SysML provides foundations for architecting process models (or BPMN, ...)

P o e S Tl i | 5d Pachagal 1] AL i
b . = - ¢ FAY This Block dagram defines e services provided by
\ - : — Parton g doved atgetatanmy | T ,_.."—:w:.__'_, o b B TwinOps. These are ather SCAWANE Services or task
| — —y—— et ————— ’ SbCONTBCHSE 10 ANgnees
' rroopadlily YL Covgue
] e atieaiivn | e M
snen . ] 5 -~ : s U QJ
D md A st p - ———— vav koo p—- i aus» e wees
P o Sriitia® | A - — Sy am A
| N | A 5 Engl TwinOy VAV Enginesr
| M S Mot ’ ) e "‘m
N O gl ! . ) g T W \ t
\ “— rciage | [
""""""" iy~ 1 g P) : Bty Yoo | |
r— S o " > — | * * . (@] Q
------------- \ Beror g Poetey Bkieg | sblocks | wocks | sod», | «biochs x =X
T i o, " ' ) Vi — ! SCM | CUCD Pipaiine | Modeding Tooks | Target HWISW Engineer  DevOps Engineer
- ‘ ' fatas (hagarpraees |
[C—3 2 - I |
— — |
. ooy e | [virgeamei Sy 2 1 Note: Systems Engireer and VAV Engnaer are users of
~icbamnsid | i el | TwinOpe. whereas HW/SW Engineer and DevOps
,,,,,,,,,,,,,,,,,,,,,,,,,, Enginoer are parts. The rafionale is that the Satier
— contribuie 1o tha TwinOps nfrastuctum by enviching &
L S B Bedate DevOps Ergineer acts as a team
; = an
T By
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Process models — a.k.a. SysML strikes back /2

Making each step of the process model a visible artefact
Generic steps + instantiation, e.g., “generate code from X”

Actual execution using typical CI/CD pipelines - e T
For provisioning tools, e.g., Modelica/OSATE container R

For automating simulation, analysis, code generationand build, s || -

and deploymenton target, etc. —_— ——

I - > 1 - - = ’-“.-0'
| Legend I = = < f 2 383 & e e
@ i = "
* Trace o u E § 2= % E 3 $ $ E o &E € * [Rep—
g I3 c =B 3 E g =3 2 =g a "
~BE83 Ex§ FiSe3:s53E E .
Faidgifqglicfaeiiies vt
] 3 -3 T 8 ¢ < § "
s323 38553583887 i¢susid e
Z 22z EEaEEEESSc8s "
222222225838 EEZEE2 IR
|51 T35 Analyze execution logs 1 o """"",‘ @
|i5) 3 Bulld Models(classilier beha 1 R 11 1 1
|# 9.3 Configure CI/CD pipelineiciassif < il SR g OFS 1 ¢
|81 23 Configure SCM 1 -
| €3 Implement platform 1 > Wl G5 1
|1 95 Package Building/Modeling took ¥ I
|8 22 Run Target 1
|
|& 93 Setup Targeticlassiber behavic 1
|15 €2 Trigger CI/CD Pipeline 1 1 11
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Lessons learnt #2: Efficient MPM using MBSE practice

We are NOT “herding cats”, TwinOps shows how to rigorously define model-supported
process that combine multiple “most suitable” models

From pragmatic to efficient MPM using MBSE abstractions
=> Make visible the process of combining models and model processing

Hierarchy of models is key to distinguish
system definition models from system engineering process models

Are we done yet? (time check: how far are we from the coffee break ;-)
No .. We are still only addressing the left side of the V-cycle
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Outline

Context

About AADL

An old story of Multi-Paradigm Modeling: The TASTE project
Process models for engineering: The TwinOps project

Process models for assurance: The ALISA DSLs

o 0k~ w D P

Wrapping-up
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Assurance as the final goalpost

We do models to build assured systems, i.e.,

As in properly defined, using proper engineering, with properly asserted properties

Many standards use requirements engineering to derive “what the system should do’

Requirements for a Patient Therapy System

The patient shall never be infused
with a single air bubble more than
Sml volume.

When a single air bubble more
than S5ml volume is detected,
the system shall stop infusion
within 0.2 seconds.

When piston stop is received, the
system shall stop piston movement
within 0.0 1 seconds.

The system shall always
stop the piston at the

bottom or top of the 3

Importance of understanding system boundary.
Multiple layers of system boundary.

Requirements and Design Information

I. The patient shall never be Infused
with a single air bubble more than

When a single air bubble more

PATIENT THERARY §Y §TEM

than 5ml volume Is detected,
the system shall stop infusion
within 0.2 seconds,

Smlvolume,
2,

RS IR,
ANRBUBBLE | |
DELIVERY SENSONR
NARDWARE
i\ fh i

[ FUMP SYBTEM

PUMP
HARDWARE

4. The system shall always
stop the piston at the
bottom or top of the
chamber.

rume
CONTROLLER

When piston stop Is recelve
system shall stop piston m
within 0.01 seconds.

Typical requirement documents span multiple
levels of a system architecture
Requirements specified a partial architecture
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Three Dimensions of Requirement Coverage
All supported by AADL

[ Design & operational quality attributes ]

[ System interactions, state, behavior ]

(L.M

) Reduce storage latency on

Environment Data

|
! : Performance Latency customer DB to < 200 ms.
Guarantees Constraints/ 1 |— Trancaction m) Deliver video in real time
Assumptions ! Controls . . Throughput “
: ~— Fault impact & contributors [ New products l_( ) Ada CORBA middieware
s noare san o manthe
1
: Omissi Commission
Invariants =
| Control System
! Value errors Sequence errors Output [ State ) Input
:Implemen
lcanstrain
Timing errors Replication errors
Concurrenc ( [ Behavior ]
Rate errors errors y |
Actuator System Under Control C Sensor
Authentication Authorization State
errors errors /
Fault Propagation Ontology
Carnegie Mellon UHiVﬁI'Sity Model-Based Systems Engineering and Multi-Paradigm Modeling and Simulation [DISTRIBUTION STATEMENT A] Approved for public release and unlimited

two faces of the same coin distribution, 39

Software Engineering Institute © 2023 Carnegie Melon Uriversity



Assurance & Qualification Improvement Strategy

Assurance: Sufficient evidence that a system
implementation meets system requirements

2010 SEI Study for AMRDEC
Aviation Engineering Directorate

Architecture-led Requirement
Specification

i tecture-centric Virtual Static Analysis & I cremental Assurance Plans
stem Integration Compositional Verificathon &MCases throughout Life Cycle

—
e ——— |

7 > 2
) N \
) \

/

epository
Architecture
Model
Component
Models
System
Implementation

| I
‘ S@ety,
System ‘ S¢ urity
configuration / ARalysis

Reliability
Safety
Security

THET T s -

\
d S
1

Architecture-Centric Virtual Integration (ACVIP) Architecture-led
Incremental System Assurance (ALISA)
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About the ALISA DSL

The ALISA DSLs provide for
establishing links between

the requirements written in
ReqSpec and the AADL model

the verification plans written in
Verify

Verification methods are either

written using Resolute (static, = FOL),
AGREE (dynamic, = model checking), Or
OSATE plugins (e.g. FTA, latency)

cacclProject.org

Global
constants

User-definable

Categories

' \
CrPlan
\Vgrification

Plaﬁgl

Method Registry

ALISA Model

. Assurance Case
— LA U o .
e nGonfigdration
H—=
| Verification
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Assurance Case Configuration & Results
Why GUI also matters for both MBSE and MBE!

Executing a verification plan provides an argument, stating how requirements are met
A verification plan is one form of process model: the process of assuring the system
Presenting results either in OSATE GUI or using GSN

: 3m7a Prepery v i P
b snce | et
« ST 1} o S0
e [ nn %
- o CQur
me
v me
et '
m
m
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Lessons learnt #3: What is a “most suitable notation”?
A never-ending story? A not finished one for sure

Efficient MPM and MBSE cannot rely on a user clicking at the right place at the right time

Typical issues include
Metrics to assert a model is ready for processing: coverage? Rule-based?
Conditions to assert that a model processing will yield a correct results (A/G contracts?)

Guiding process models’ execution is key for efficiency and correctness

Assurance models are another set of notations for improving MPM/MBSE effectiveness

= trace of the execution of a process model that connects outcomes of modeling or
verification activities: "A is safe because property X is met as shown in evidence E”.

Comes with a formal semantics and graphical representation as well (GSN, CAE, ...)
Can be both validated and reviewed
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1. Context

2. About AADL

3. An old story of Multi-Paradigm Modeling: The TASTE project

4. Process models for engineering: The TwinOps project

5. Process models for assurance: The ALISA DSLs

6. Wrapping-up
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So, what is a “most suitable notation”?

Going back to the most meaningful definition of what models are about (IMHO)

“To an observer B, an object A* is a model of an object A to the extent that B can use A* to
answer questions that interest him about A. The model relation is inherently ternary. Any
attempt to suppress the role of the intentions of the investigator B leads to circular definitions
or to ambiguities about "essential features" and the like.”

Minsky, “Matter, Minds, and Models”

Most suitable notation is not just about models for “asserting Y about X7, it is also about
showing how X has beenbuilt (models and process models),
how facts about X are established (process models)
how those facts are combined forassuring X (assurance model)

In other words: what the relevant questions to be answered are, who the stakeholders are
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Conclusion

Just opening the box: MBSE and MPM are strongly coupled
System models bring confidence for design, V&V, but "master plan” missing
Process models to further mature MPM: increase automation, correctness

engineering dimension: supportthe construction of large complex systems
With “enough” confidence, models are useful.
Confidence you are doing the right model, using the right processing, getting the right result
Confidenceit is worth the effort, and that “you’re not feeding the beast”

Open research questions
1. Define model“value” in a non-ambiguous way, as a complementto modellanguage and semantics
2. Define “fitness” of a process model w.r.t. designgoal .. so that we pick the “most useful notation”
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