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ABSTRACT

This article describes an effective procedure for identifying cyclostationary fea-
tures that strongly influence the performance of certain standard machine learning
prediction models. Cyclostationary features such as moments and cumulants ex-
tracted from raw electromagnetic signals are often utilized in detecting and classi-
fying digitally modulated signals. However, not all features contribute equally to
the outcome. In this work, we explore and implement SHAP (SHapley Additive
exPlanations), a game theoretic method to determine the significance of each cy-
clostationary feature in predicting the modulation types associated with received
signals. Using properly reduced feature sets obtained from SHAP, we demon-
strate that models such as XGBoost and Random Forest could achieve classifi-
cation accuracy comparable to the baseline with full feature sets. Furthermore,
our empirical results indicate that a balanced choice of significant features could
improve computational efficiency without compromising prediction performance.
Using cyclostationary feature selection as a use case, we show that the suggested
approach could be applied to a broader range of datasets and machine learning
techniques to identify and quantitatively explain the factors that most likely influ-
ence prediction model results.

1 INTRODUCTION

Advancements in artificial intelligence (AI) and machine learning (ML) have produced powerful
systems that contributed to many applications across scientific domains such as healthcare, finance,
automobile, criminal investigation, and military operations. These applications were made possible
with the continuous development in computation algorithms, prediction model architecture, simu-
lated and real-world system training. However, while an AI/ML model might produce results as
expected, its operations may not be totally transparent or understood.

In order to raise our confidence in using the AI/ML technology to complete important tasks, it is
imperative to comprehend and trace back to how models arrive at their outcomes. In addition to
assessing their accuracy and computational costs, we also measure the consistency in their perfor-
mance. Since the predicted results rely on the input data, the model structure, the task it aims to
accomplish, establishing an explainable relationship linking the data to the model is critical.

Lloyd Shapley introduced the Shapley value as a solution concept in cooperative game theory. Given
the set of factors (or features) that produces a certain prediction, the Shapley value method computes
for each factor’s contribution to the prediction outcome. Based on the principle of Shapley value,
Lundberg and Lee (Lundberg and Lee, 2017) developed a unified framework, SHapley Additive
exPlanations or SHAP, for interpreting machine learning predictions.

In this article, we first discuss the approach and methodology for testing and evaluating the SHAP
algorithm. This is followed by a description of the datasets selected and the experiments designed for
model assessment. Then, we present our empirical results and some insights. Lastly, we conclude
with our plans for future research.



2 APPROACH AND METHODOLOGY

We first searched for and investigated documentation and existing Python code for SHAP. The SHAP
installation procedure is described online in detail at https://shap.readthedocs.io/en/
latest/index.htmll The weblog (blog) also provides example use cases on linear models,
tree-based models, and neural networks, with applications in sentiment analysis, text translation,
and question answering.

Then, we implemented the algorithm on a linear regression model to duplicate the results shown in
the blog. Once code validation was completed, as described in § 2.1 we prepared model training
and test sets consisting of cyclostationary feature values.

Cyclostationary signal processing has many applications in mobile communication, radar, and sonar
(Napolitano, 2013). In particular, cyclostationary features extracted from raw electromagnetic wave-
forms are useful for modulation recognition in signal classification tasks (Spooner et al., 2017;
O’Shea et al.||2018). The description of the cyclostationary feature datasets used in our experiments

is provided in §[2.2]
2.1 SHAP IMPLEMENTATION - A SIMPLE LINEAR REGRESSION EXAMPLE

Following the procedure, we applied SHAP on a classic housing price dataset https:
//scikit-learn.org/stable/modules/generated/sklearn.datasets.
fetch_california_housing.html. The dataset consists of 20,640 blocks of houses
across California in 1990 and 9 features: ’MedInc’, "HouseAge’, ’AveRooms’, ’AveBedrms’,
"Population’, *AveOccup’, "Latitude’, ’Longitude’, ’Price’, defined as:

* MedInc - median income in block group

* HouseAge - median house age in block group

* AveRooms - average number of rooms per household

* AveBedrms - average number of bedrooms per household

* Population - block group population

* AveOccup - average number of household members

* Latitude - block group latitude

* Longitude - block group longitude

* Price - housing price

We computed the coefficients of a linear additive regression model which quantified the changes in
the model output in accordance with the changes in individual features, as shown in Table [I|below.

Table 1: Model coefficients of features in the California Housing Price dataset.

Housing Price Feature =~ Model Coefficient Value

MedInc 0.42563
HouseAge 0.01033
AveRooms -0.1161
AveBedrms 0.66385
Population 3e-05
AveOccup -0.26096

Latitude -0.46734
Longitude -0.46272

Because of scaling effects, measuring the magnitude alone will not tell us the absolute impact of
each feature. However, with a classical partial dependence plot, we can visualize the distribution of
a particular feature in relation to the model output. The partial dependence plots pertaining to the
Housing Price feature MedInc are depicted in the left panels in Figure
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As discussed in the blog https://shap.readthedocs.io/en/latest/example_
notebooks/overviews/An%$20introduction%20to%20explainable%$20AI%
20with%20Shapley%20values.html#nlp_model, computing SHAP values is difficult.
On the other hand, for a linear model the SHAP value can be obtained by taking the difference
between the expected model output and the partial dependence plot at the feature’s value. Examples
are shown in the center panel.

As for Shapley values, the contributions of individual features to the outcome of a trained prediction
model can be easily visualized using a waterfall plot. This result hinges on the fact that the sum of
the features always equals the difference between the expected and the current model output. The
waterfall plot for a linear model is given in the upper right panel. It shows how we get from the
baseline values E[f(z)] = 1.904 to the predicted value f(x) = 1.681. The top three contributors are:

e Latitude: 32.57
* Longitude =-117.07
¢ MedInce = 2.586
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Figure 1: Informational plots pertaining to the Housing Price feature MedInc. Left panel: classical
partial dependence plots. Center panel: SHAP values from partial dependence plots. Right panel:
waterfall plots. Plots in the upper half were obtained from applying SHAP on a simple linear regres-
sion model. Plots in the lower panel were obtained from using a generalized additive model.

2.2 CYCLOSTATIONARY SIGNALS

Cyclostationary signals are signals with periodic statistical parameters such as their mean values,
variances, and moments (Spooner, Chad. ”Understanding and Using the Statistics of Communica-
tion Signals.” Cyclostationary Signal Processing, 2022. https://cyclostationary.blog/
2015/09/28/welcome-to-the-csp-blog/). As an example, we can consider the auto-
correlation function of a digitally modulated signal : R, (1) = E[z(t + 7)z(t)]. If the signal x is

wide-sense stationary, that is, z(t) = x(t + Tp) Vt € R, then its autocorrelation function is periodic

with period of cyclostationarity Ty: R, (t + T, 7)

autocorrelation function is periodic, it can be expressed in Fourier series expansion:

—+oo

R.(t,7) = Z Rn/To (T)ejQ’T(TLo)t, cycle frequencies: 7,1 € Z.

n=—oo

Correspondingly, the Cyclic Autocorrelation Function (CAF) is defined as

To /2
To J-1,/2

Ry (t,7)e 7215 gy,

R,(t,7) Vt € R (Napolitano| 2014). Since the
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and the Spectral Correlation Function (SCF) is given by
S;L/To(f) = / RYTo(7)e=327IT g7,
R

On the other hand, higher order statistics including the temporal and spectral moments and cumu-
lants are described in detail in (Spooner and Gardner, |1994)). A plot of cyclostationary moments and
cumulants associated with various modulation types is given in Figure 2]
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Figure 2: Cyclostationary features associated with various modulation types. Mnm denotes moment
of order n with m conjugations, Cnm denotes cumulant of order n with m conjugations, and SNR
stands for signal-to-noise ratio.

2.3 DATASETS

A collection of seven datasets were employed in our experiments described in the next section. These
synthetic data sets were generated to represent the magnitudes of eighteen cyclostationary features
extracted from raw electromagnetic signals with nine different digital modulation types. Specifi-
cally, the modulations included OOK, MSK, 4ASK, 8ASK, 8PSK, 32PSK, 16APSK, 32APSK, and
16QAM. Two types of cyclostationary features were employed: the group of Moments consisted
of M20, M21, M41, M42, M43, M60, M61, M62, and M63, while the group of Cumulants was
composed of C20, C21, C40, C41, C42, C60, C61, C62, and C63. Furthermore, in order to inves-
tigate the effects of noise on SHAP values, we also considered seven signal-to-noise (SNR) values
€ {0,+5. £+ 10, 15,20} in generating the input data.

2.4 EXPERIMENTS AND RESULTS

We conducted our experiments on two popular machine learning (ML) models, XGBoost and Ran-
dom Forest, in three phases. First, we established a baseline for each prediction model by performing
waveform classification on the entire set of cyclostationary features over the seven SNR values. In
the second phase, we applied the SHAP method to determine the importance of each feature. Based
on the results we ranked the features and set the criteria for top feature selection. Finally, we re-
peated the process of waveform classification on the reduced set of selected features. The entire
process was executed for both XGBoost and Random Forest models.

As a demonstration, the empirical results obtained with XGBoost models for the case SNR = 20 are
given below. Results for other scenarios are provided in the appendix.

Computing and Ranking by Importance

Utilizing the SHAP algorithm, for each cyclostationary feature we obtained not only its Importance
value, therefore its contribution to the model output, but also the proportion of presence of each
modulation type. For example, the most influential feature for the present configuration is the Cu-
mulant C42 with an Importance value of 0.98, as shown on the left hand side in Figure E} The
significance of a particular modulation type is indicated by its length of proportion.



Figure 3: Ranking cyclostationary features by Importance. Left panel: SHAP value table showing
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Importance value for each feature. Right panel: bar-chart depicting significant modulation types.

Examining XGBoost prediction accuracy with confusion matrices

To qualitatively measure the impact of significant and insignificant cyclostationary features in classi-
fying modulated signals, we compared the model prediction accuracy resulting from reduced feature
sets to the baseline where the full feature set was used as the input to the model. Our experiments
showed that at SNR=20, XGBoost maintained a healthy performance even when eleven least impor-

tant features were removed from the datasets. This is shown in Figure ]
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Figure 4: Examining XGBoost prediction accuracy with confusion matrices.
in the upper left-hand corner.
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The overall XGBoost prediction Accuracy on reduced cyclostationary feature sets is presented in
Figure[3]

Accuracy
. Accuracy percentage After
Variables  percent .
. Using SHAP to Percentage Lost
removed  with all
Variables Remove

Predictors
6 86.389 86.111 0.278
9 86.361 0.028
11 86.306 0.083
14 85.250 1.139
16 72,778 13.611

Figure 5: Overall XGBoost prediction Accuracy on reduced cyclostationary feature set

Model accuracy vs. computational time

Finally, we also investigated the trade-off between model prediction accuracy and computational
time associated with different Cut-off threshold values. It is important to note that these two metrics
do not necessarily move in the opposite direction. For instance, in Figure [6| we observe that while
XGBoost continued to maintain high accuracy until 14 features were removed from the dataset, its
computational time dropped noticeably when 9 or more features were taken out. The right-most plot
in the figure suggests that excluding the 14 least significant cyclostationary features from the dataset
could produce an optimal trade-off between model accuracy and processing time.
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Figure 6: Model accuracy vs. computational time. Excluding the 14 least significant cyclostationary
features from the dataset could produce an optimal trade-off between model accuracy and processing
time.

3 CONCLUSIONS AND FUTURE WORK

In this work, we explored and implemented SHAP (SHapley Additive exPlanations), a game theo-
retic method to determine the significance of each cyclostationary feature in predicting the modu-
lation types associated with received signals. We demonstrated that models such as XGBoost and
Random Forest could achieve classification accuracy comparable to the baseline with full feature
sets. Finally, our empirical results indicated that an appropriate choice of significant features could
improve computational efficiency without compromising prediction performance. Our hope is that
the suggested approach could be applied to a broader range of datasets and machine learning tech-
niques to identify and quantitatively explain the factors that most likely influence prediction model
results.



Our future research will seek to accomplish two main tasks. First, we want to assess the effectiveness
of SHAP on the output of SLQ-32 shipboard electronic warfare system. In addition, we want to study
if deep neural network architectures such as convolutional neural networks and residual nets could
benefit from applying the SHAP method.
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Appendices

Additional Empirical Results are provided below for

* Random Forest Model at SNR = 20
¢ XGBoost Model at SNR = 15
* Random Forest Model at SNR = 15
* XGBoost Model at SNR = 10
* Random Forest Model at SNR = 10
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A RANDOM FOREST MODEL AT SNR =20
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Figure 7: Random Forest Model at SNR = 20. Ranking cyclostationary features by Importance.
Left panel: SHAP value table showing Importance value for each feature. Right panel: bar-chart
depicting significant modulation types.

Random Forest: Normalized confusion matrix
SNR: 20

Random Forest: Normalized confusion matrix
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Random Forest: Normalized confusion matrix
SHAP cutoff: 0.1 SNR: 20
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Figure 8: Random Forest Model at SNR = 20. Examining Random Forest prediction accuracy with
confusion matrices. The baseline is given in the upper left-hand corner.
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Figure 9: Random Forest Model at SNR = 20. Overall Random Forest prediction Accuracy on
reduced cyclostationary feature set
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Figure 10: Random Forest Model at SNR = 20. Model accuracy vs. computational time. Excluding
the 14 least significant cyclostationary features from the dataset could produce an optimal trade-off
between model accuracy and processing time.
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Figure 11: XGBoost Model at SNR = 15. Ranking cyclostationary features by Importance. Left
panel: SHAP value table showing Importance value for each feature. Right panel: bar-chart depict-
ing significant modulation types.
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Figure 12: XGBoost Model at SNR = 15. Examining XGBoost prediction accuracy with confusion

matrices. The baseline is given in the upper left-hand corner.
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Figure 13: XGBoost Model at SNR = 15. Overall XGBoost prediction Accuracy on reduced cyclo-
stationary feature set
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Figure 14: XGBoost Model at SNR = 15. Model accuracy vs. computational time. Excluding
the 15 least significant cyclostationary features from the dataset could produce an optimal trade-off
between model accuracy and processing time.
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C RANDOM FOREST MODEL AT SNR =15
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Figure 15: Random Forest Model at SNR = 15. Ranking cyclostationary features by Importance.
Left panel: SHAP value table showing Importance value for each feature. Right panel: bar-chart
depicting significant modulation types.
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Figure 16: Random Forest Model at SNR = 15. Examining Random Fores prediction accuracy with
confusion matrices. The baseline is given in the upper left-hand corner.
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Figure 17: Random Forest Model at SNR = 15. Overall Random Fores prediction Accuracy on
reduced cyclostationary feature set
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Figure 18: Random Forest Model at SNR = 15. Model accuracy vs. computational time. Excluding
the 6 least significant cyclostationary features from the dataset could produce an optimal trade-off
between model accuracy and processing time.
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Figure 19: XGBoost Model at SNR = 10. Ranking cyclostationary features by Importance. Left
panel: SHAP value table showing Importance value for each feature. Right panel: bar-chart depict-
ing significant modulation types.

XGBoost: Nermalized confusion matrix
SNR: 10

XGBoost: Normalized confusion matrix
SHAP cutoff: 0.1 SNR: 10

XGBoost: Nermalized confusion matrix
SHAP cutoff: 0.2 SNR: 10

16apsK. {RE]0.02 0.21 0.02 0.00 0.00 0.02 0.00 0.00) 16apsk LRE10.02 020 001 0.00 0.00 0.02 000 0.00 16apsk LRI 003 0.18 0.01 0.00 .00 0.02 0.00 0.00
16QAM BER! 0.04 0.00 0.00 0.00 0.00 0.00 0.00 0g  160AM 0.04 0.00 0.00 0.00 0.00 0.00 0.00| 0g  160AM 0.05 0.00 0:00 £.00 0.00 0.00 0.00) o8
324psk 10.16 002 [ 0.00 0.00 0.00 0.00 0.00 0.00) 2APSK 0.00 0,00 0.00 0.00 0.00 0.00) 2APSK 0.00 0.00 0.00 0.00 0.00 0.00
g 32PSK nuzuouuuouounmﬂuuauuﬂ 06 g 325K uoououluuuuuu 06 5 32P5K uUUDOﬂmDUUBDﬂ 06
2 z 2
2 aask {000000000 00ofH017 000000001 2 a5k 000000000 000fB017 000000 001 2 a5k 000000000 000fEW0 19000000 001
# gask 000000000 000011 04 ® gas 1000000000000 012[R00.000.000.00) 04 # gask 1000000000 000012[ 000000000 04
BPsK omnonuoouocoou 0,00 0.00 #psk. 10,04 0.00 0.00 {1 0.00 0.00 (0.0 0.00) BPSK omnonuoo@uocow 000 0.00
MK {0.00 0.00 0.00 0.01 0.00 0.00 0.01 [ 0.00 oz MSK {0.00 0.00 0.00 0.00 0.00 0.00 0.01 [ER0.00 vz MSK {0.00 0.00 0.00 0.01 0.00 0.00 0.00 (R 0.00 bz
00K {0.00 0.00 .00 0.00 0.00 .00 oougu w O 0.00 0.00 0.00 0.00 0.01 0.00 0.00 0.00) S 0.00 0.00 0.00 0.00 0.01 0.00 0.00 0.00) "
¥ x X ¥ o ow B OE N M ow ow ow ¥ B ¥ x x x
§g:5%328¢8 $§55%3¢8¢8¢ £35533¢2¢¢8
Predicted label Predicted label Predicted label
XGBoost: Normalized confusion matrix XGBoost: Normalized confusion matrix XGBoost: Normalized confusion matrix
SHAP cutoff: 0.3 SNR: 10 SHAP cutoff- 0.4 SNR: 10 SHAP cuteff- 0.05 SNR: 10
16APSK ﬂonsulzom 0,00 0.00 0.01 0.00 0.00) 16APSK Manouoozuwoooou:owooo 16apsx LORE] 002 0:21 0.02 0.00 0.00 001 0:00 0.00.
1604M {0 I 0.00 0.00 0.00 0.00 0.00 0.00 0g  150aM {027 032041 000 0.00 0.00 0.00 0,00 0.00 0g  160AM BB 0.04 0.00 0.00 0.00 000 0.00 0.00 s
32apsk J0.12 032088 0 00 0.00 0.00 0.00 .00 0.00) I2APSK n1snnﬁnuanmnnnnuunmonn 2APSK 00 0.00 0.00 0.00 D.00 .00
3275k {0.03 0,00 0.00 (38 nooooo.ooouou 06  32PSK {0.04000000 uouooo-oozoou 06 5 32PSK ODBDOODOUOOODW!DODOW 08
% Ak {0.00 0.00 0.00 0.00[R590.19 0.00 0.00 0.01 § ansk {0.000.00 0.00 0.00[8RE10.20 0.00 0.00 0.03 % 4asK {000 0.00 0.00 0.00[8EE 016 0.00 0.00 0.01
#  aask 1000000000 000 012[ 000 000 0.00 04 F gask 1000000000 0.00011[R0 000000000 04 # gasc 1000000000 0.00011FF)0.00 000 0.00 04
BPsK omooouoo.uocow 8PSk ouaoouooo.oouooo apsk {0.03 0.00 0.00 {41 0.00 0.00 888 0.00 0.00
msk 10.000.00 0.00 0.01 0.00 0.00 0.00 g o 0z MsK  {0.00 0.00 0.00 0.02 0.00 0.00 0.02 [i40.00 02 msk  {0.00 0.00 0.00 .01 0.00 0.00 001 [ERo.00 0z
00K {000 0.00 0.00 .00 0.00 0.00 0.00 0.00 |G . 00K {0.000.00 0.00 0.00 0.00 0.00 0.00 0.00 w0 0.00 0.00 .00 annumumnongn o
M oF M oM oy oy ow M ox M ow o, oy oy Mo M M oy oy oy
fgisi3ges SRR RERRE SRR RERRE
Predicted label Predicted label Predicted label

Figure 20: XGBoost Model at SNR = 10. Examining XGBoost prediction accuracy with confusion
matrices. The baseline is given in the upper left-hand corner.
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Figure 21: XGBoost Model at SNR = 10. Overall XGBoost prediction Accuracy on reduced cyclo-
stationary feature set
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Figure 22: XGBoost Model at SNR = 10. Model accuracy vs. computational time. Excluding
the 8 least significant cyclostationary features from the dataset could produce an optimal trade-off
between model accuracy and processing time.
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Figure 23: Random Forest Model at SNR = 10. Ranking cyclostationary features by Importance.
Left panel: SHAP value table showing Importance value for each feature. Right panel: bar-chart
depicting significant modulation types.
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Figure 24: Random Forest Model at SNR = 10. Examining Random Forest prediction accuracy with
confusion matrices. The baseline is given in the upper left-hand corner.
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Accuracy

A

Variabl ccura(t:v percentage After
ariabies pl-.zrcen Using SHAP to Percentage Lost
removed  with all
. Remove
Variables )
Predictors

1 80.069 80.528 -0.458
5 80.333 -0.264
13 67.208 12.861
16 64.347 15.722
17 49.722 30.347

Figure 25: Random Forest Model at SNR = 10. Overall Random Forest prediction Accuracy on
reduced cyclostationary feature set
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Figure 26: Random Forest Model at SNR = 10. Model accuracy vs. computational time. Excluding
the 5 least significant cyclostationary features from the dataset could produce an optimal trade-off
between model accuracy and processing time.
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