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1 SUMMARY

The primary objective of this research is to develop low-latency authentication methods in
the Global Navigation Satellite System (GNSS). The proposed approach is to superimpos the
authentication tag onto the navigation message and transmit them simultaneously within
the same frequency band. This innovative approach enables instantaneous authentication,
as both the navigation message and the authentication tag are received simultaneously. A
comprehensive evaluation was conducted, focusing on key performance metrics such as the
Authentication Error Rate (AER), Time Between Authentications (TBA), and Authenti-
cated Throughput.

To further reduce authentication latency, we investigated the option of segmenting the
navigation message into multiple segments, enabling simultaneous transmission alongside
the authentication tag. This segmentation approach showcased notable gains in authen-
tication latency, leading to faster and more efficient verification processes. Moreover, our
proposed method exhibited a substantial improvement in authenticated throughput com-
pared to existing techniques.

As a result, the developed approach holds immense value in the GNSS domain, where
timely verification of the authenticity of received navigation messages is of utmost impor-
tance. These innovative methods pave the way for enhanced security and more reliable

navigation systems, benefiting a wide range of applications and users.

1

Approved for public release; distribution is unlimited.



2 INTRODUCTION

With the continuous advancements in radio frequency microelectronics, generating Global
Navigation Satellite System (GNSS) signals has become more accessible and cost-effective.
However, this accessibility has also led to a growing concern about spoofing attacks, where
counterfeit GNSS signals are broadcasted to provide false information to victim receivers.

In response to this emerging hazard, Navigation Message Authentication (NMA) tech-
niques have been developed [1-6]. The core idea behind NMA is to send the navigation
message along with authentication tags, allowing verification of its correctness and making
it difficult for attackers to alter them through cryptography. Unfortunately, current NMA
techniques suffer from latency issues due to the need for long authentication tags, which
are appended to the navigation message. Consequently, the time between authentications
(TBA) is negatively affected, leading to poor performance.

This proposed research aims to address this challenge by developing a low-latency au-
thentication methods that involve superimposing the authentication tag onto the navigation
message and sending them simultaneously within the same frequency band. This approach
enables instantaneous authentication since both the navigation message and the authenti-
cation tag are received simultaneously. In contrast, existing systems require additional time
to receive and verify the navigation message after receiving the authentication tag. By re-
ducing authentication latency, the proposed method allows the receiver to promptly verify
the authenticity of the received navigation message.

We present three innovative methods for superimposing the authentication tag onto the

navigation message in GNSS. In scenarios where the message length exceeds the tag length,

2
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which is common in GNSS applications, we can augment the authentication tag with ad-
ditional parity bits. This enhancement significantly b olsters t he f orward e rror correction

capability of the tag. Another technique involves stretching out the tag symbol durations,
resulting in increased processing gain and coherent integration time. By doing so, we can
substantially improve the anti-jamming and tracking capabilities of a GNSS receiver. Ad-
ditionally, we explore a novel approach of splitting the navigation message into multiple
segments, allowing for simultaneous transmission alongside the authentication tag.
This approach effectively reduces the authentication latency, promoting faster and more
efficient verification.

We assess the effectiveness of the proposed methods t hrough a comprehensive evaluation,
focusing on key performance metrics, including the Authentication Error Rate (AER), Time
Between Authentications (TBA), and Authenticated Throughput. These metrics allow us
to gauge the reliability, frequency, and efficiency of th e au thentication pr ocess, providing
valuable insights into the overall system’s performance and security capabilities.

The implications of this proposed methods are significant for latency-critical applications,
such as autonomous space vehicles, where immediate verification a nd a ctions a re crucial
upon receiving a navigation/sensor message. Additionally, the shorter TBA provided by
this method creates smaller windows for potential adversaries to inject false data, making
spoofing a ttacks l ess s uccessful. A s a result, t his a pproach will b e highly valuable i n the
GNSS, where timely verification o f t he a uthenticity o f r eceived n avigation m essagesis of

utmost importance.

3
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Prior Works:

The idea of superimposing one message onto another message and communicating them si-
multaneously, known as superposition coding, has been first introduced by Cover in 1970
in a talk titled “Simultaneous Communication,” and appeared in his 1972 paper [7]. The
benefit of superposition coding is the increased capacity (data rate) over orthogonal trans-
missions, such as time-division multiplexing or frequency-division multiplexing. Since then,
superposition coding has been applied in numerous problems, including multiple access com-
munications [8], interference channels [9-11], relay communications [12], and confidential
communications [13,14]. In this project, we apply the superposition coding to send the nav-
igation message and authentication tag simultaneously, thereby reducing the authentication
latency. It can also make the authentication tag undetectable (invisible), thereby proactively
protect against spoofing attacks by avoiding the radar of spoofers in the first place. The
scope of this project is focused on low-latency authentication offered by the superposition of
navigation message and authentication tag.

Mitigation against spoofing attacks in GNSS has been a major research focus for the
past several years [1,15,16]. Anti-spoofing techniques can be categorized as either message-
or signal-based. The message-based schemes, known as Navigation Message Authentication
(NMA), typically involve cryptographic operations to the navigation message [2,3,5,6,17,18].
The core idea is to add signal features useful to verify the correctness of the received sig-
nals and to make it difficult for an attacker to alter them. Authentication and integrity of
the transmitted message can be provided through asymmetric or symmetric cryptographic

means, as a digital signature or a message authentication code (hereafter referred to as au-

4
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thentication tag), respectively [19,20]. The energy and computational cost of GNSS message
authentication have been examined in [21].

A signal-level spoofing attack is to send a set of false signals that are similar to the
true signals but have different spreading code phases and carrier phases such that a false
position/timing fix is induced at the victim receiver [1]. The presence or absence of such
signal-level spoofing attack can be detected by taking a cross-correlation between the signal
received at one location with a nearly synchronous signal received at a remote (preferably
trusted) station [22-25]. Other work has demonstrated an increased probability of detection
by utilizing distributed, low-cost receivers as opposed to one reference station [26]. These
works require the signal samples are transmitted from one receiver to the other receiver in a

secure mamnner.

3 METHODS, ASSUMPTIONS, AND PROCEDURES

3.1 Methods

We consider a GNSS in which a transmitter (satellite) broadcasts a navigation message v =
(v1, -+ ,v,) of length n bits, each of duration Ty, and its authentication tag u = (ug, -+ , Up,)
of length m bits, each of duration Tj, to receivers. We assume u and v are codewords of
length m and n bits, respectively. If the information bit rate is Ry, (bits per second) and the
code rate is r, then Ts = r/R,. We assume that Efu;| = Efv;] = 0 and Efu;v;| = Elu;|E|v;]
for all 4,j. Further, we assume El[[u;|?] = E[|v;|]*> = C. We assume that the channel gain

is 1. Hence, C' represents the received signal power. Each navigation message bit and each

5
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nT mT, 1 Nav Auth Parity
?
N u=h(k,v)
(b)sc ",
O(C':
mT (n—m)T; I
?
u = h(k,v)

Figure 1: (a)TD: conventional frame structure and (b) SC: proposed frame structure

In the current state-of-the-art, u and v are sent in time division (TD) multiplexing mode as
illustrated in Figure 1(a). As a result, the ground receivers may verify the authenticity of the
received navigation message v at time (n + m)T,. To reduce the authentication latency, we
propose superimposing v and u and sending them at the same time over the same frequency.
For n > m, one may add n—m parity symbols to the authentication message u, as illustrated
in Fig. 1(b). The addition of n — m parity bits to the authentication message results in
a code rate of rm/n, thereby enhancing the FEC capability for the tag. In addition, the
superposition coding (SC) of v and u enables the receivers to verify the received navigation
message at time nT}, reducing the authentication latency by a factor of n/(n 4+ m) over the
current state-of-the-art. The transmitter architecture of the proposed scheme is depicted in
Figure 2.

The transmitted signal in the proposed scheme can be expressed by

x = V1 — av;py + Vou,p. (1)

6
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Message Channel v R
Encoder 1 5 ;
pv a f

Tag —* Channel _»u ®—’ cos w,t
ag Encoder 2 3 % ¢
Pu Va

Figure 2: Transmitter architecture of superposition coding scheme

for i € {1,--- ,n}, where a € (0,1) is the fraction of power allocated to the authentication

bits. After applying x to the pulse shaping filter, one obtains the baseband signal

Z v1-— avzpvg + Z \/_uzpug t— UT) (2)

where ¢(t), t € [0,T.], is the impulse response of the pulse shaping filter, T, is the chip
duration, and N = T, /T, is the spreading gain (number of chips per code symbol) of the
message and tag. Without loss of generality, we assume fo 2(t)dt = T,. For the same total
transmission energy as in the TD scheme, the transmission power for z(¢) can be increased

to

C'=(1+m/n)C. (3)

The received signal is given by

y(t) =D ap(t) + (1) + n(), (4)

where K is the number of visible satellites, xx(t) is the baseband signal from the kth satel-

lite, j(t) is the jammer’s signal which is a Gaussian random process with E[j(t)] = 0 and

7

Approved for public release; distribution is unlimited.



E[|j(#)|?] = J, and n(t) is zero-mean white Gaussian noise with one-sided power spectral
density Ny, namely En(t)n(s)] = Nod(t — s). The signal-to-interference-plus-noise power

ratio (SINR) of the navigation message and the tag are given by

B (1—a)C’
T = (K —1+a)C"/N + J/N + Ny/T, (5)
al’

T K =)+ (1= a)C/N + J/N + No/T.

respectively, where (K — 1)C” is the interference power from K — 1 other satellites before
despreading and N = T, /T, is the processing gain.

For the TD approach (conventional scheme), the SINR of v and u is given by

_ C ;
T T (K=DCIN+J/N + NoJT. (7)

Remark 1: In GNSS, the interference power (K — 1)C'//N in (7) is much smaller than
the noise power Ny/Ts. This is due to the weak signal power (small C') and large processing
gain (large N). In such a noise-limited system, transmitting additional messages along with
the existing navigation message would not significantly affect the SINR of the navigation
message. That is, there is room for sending additional messages without affecting the SINR
of the navigation message. This is unlike the terrestrial cellular systems where interference
is much stronger than the background noise (interference-limited) so that the transmission
of additional messages degrades the SINR of other messages.

Remark 2: Since the multipath/delay spread on the spreading codes p, and p, are

exactly the same, one searcher circuit for acquisition will suffice. When a marker is embedded

8
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into the spreading code for the spreading code authentication, the marker can be embedded

onto p, only. Hence, the code tracking based on p, is not affected by the marker insertion

on py.

3.2 Decoding Error Probability

In this section, we derive the decoding error probability for the navigation message v and
the tag u.
Lemma 1. For a given transmission rate R, received SINR I', and block length N, the

decoding error probability is approximated by [27]

N C—R
o=@ ( p(1 = p)logy((1 —p)/p)> ’ ¥

where p is the bit error rate (BER) before channel decoding and

C =1+ plog,(p) + (1 — p)log,(1 —p) (9)

is the capacity of binary symmetric channel with crossover probability p. The decoding error
probability in (8) is tight even for relatively small N, e.g., N = 200 [27].

Lemma 2: For the BPSK signal, the BER is given by

p = Q(v2I) (10)

9
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in AWGN channel without jamming. With pulsed jamming, the jammer is either on with
probability p and off with probability 1—p, i.e., p is the duty cycle of the jammer transmission.

The resulting maximum average BER with the optimum duty cycle is given by [28§]

00803 T > (.709

p= (11)
Q(v2T), T <0.709.

3.2.1 Time Division

For the TD scheme, the decoding error probability of the navigation message of length n

and the tag of length m are given by

¢ (\/Elogg((cl_—rp)/p)) (12)

m C—r
Fou = Q( pu—pn%xu—pvm> (13)

o0
12

with I" in (10) and (11) replaced by ~.

3.2.2 Superposition Coding

For the SC scheme, the decoding error probability of the navigation message and the tag are

given by

I
2

n CU—T’
Q( mu—mn%xu—vaD (14)

Fou = G (\/ pu(ln—pu) logf(tzl_jz/)rr/lpu» (15)

10
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where p, and p, are given by (10) and (11) with I" replaced by ~, and 7,, respectively, and

Cv =1 +pv logQ(pv) + (1 _pv) 10g2(1 - pv)7 (16>

Cu = 1+ pulogy(pu) + (1 = pu)logy(l = pu). (17)

3.3 Stretching Tag Symbols

For n > m, one may stretch out the tag symbol durations such that the tag and the message

are of the same length, as illustrated in Fig. 3(b). It offers the tag symbol duration to be

> mTS >
(@) 70 c I . u
Ty
(1 —a)C’I
(b) SC 1
aC’,

Figure 3: (a) Time-division (TD) multiplexing, (b) superposition coding (SC) of navigation
message and authentication tag
3.3.1 Code Loop Tracking Threshold

Stretching the tag length provides additional benefit of increasing t he coherent integration

time by a factor of n/m compared to TD without affecting the effective data rate (bits per

11
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second). The GNSS signals are very weak, hence are vulnerable to jamming attack. The
key to jamming suppression in the code tracking stage is to integrate longer and longer to
average out the effects of the jammer noise. The required carrier-to-noise density (C'/Np)
for the code tracking, called the code loop tracking threshold, decreases as the coherent
integration time increases. This threshold determines whether a GNSS receiver can lock on
to the GNSS signal. Therefore, the code tracking can be accomplished at a lower carrier-
to-noise-density by stretching the tag length, improving the tracking capability of a GNSS

receiver. By Remark 2, it helps improve the tracking of the navigation message.

3.3.2 SINR

The signal-to-interference-plus-noise power ratio (SINR) of the navigation message, v, and

the tag, u, are given by

_ (1—a)C
" (K —1) +a)C"/N + J/N + N,o/T, (18)

(K=1)+(1=a)C"/Ny,+ J/N,+ No/ T,

respectively.

3.3.3 Decoding Error Probability

The BER, p, and p,, of the message and the tag can be computed using Lemma 2 with I"

replaced by ~, and 7,, respectively. The decoding error probability of the message and the

12
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tag are given by

oo = @ (\/ pv(ln—pv) 10g2((?—_p7;)/pv)) (20)
P = @\ ma ) (1)

where C, and C, are given by (16) and (17), respectively.

3.4 Rate Splitting

The time to send the navigation message and the tag, termed authentication latency, can
be further reduced by splitting the navigation message v into L segments vy,--- ,v!, and
spreading each segment using different spreading code as illustrated Fig. 4. This approach,
hereafter referred to as rate splitting (RS), reduces the time to send the message and tag
(authentication latency) to

T = [nT,/L], (22)

where [z] is the ceiling of x. Therefore, the SC/RS scheme can reduce the authentication
latency by a factor of 1/(L(1 4+ m/n)) compared to the conventional TD scheme. Fig. 5(c)

illustrates the frame structure of the SC/RS scheme for the case of L = 2.

'For example, if v = (21, Z2, T3, T4, T5,76) and L = 3, then v; = (x1,22), Vo = (23,74), V3 = (x5, T¢).

13
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L1
—®
Message Channel v_|Rate | pl\@—v
& Encoder Split
vy

o

—>

nTs/L

Figure 4: Rate splitting architecture

- = >

nTg mT; T
u = h(k,v)
(1—0()C’I r
(b)sc oC’, rm/n
mTg (n —m)Tg 1
?
K u = h(k,v)
(1-0C"/2 r
C)SC/RS I
(C)s¢/ (1-0C"/2,

r
] 2rm/n -

Nav Auth Parity

A
acC'
v

nT,/2

u =? h—r (kl 171, vZ)

Figure 5: Transmission schemes: (a)TD, (b) SC, (c¢) SC/RS for L = 2

The spreading codes, py1,--* ,Pv, and Py, - ,Pu,r, can be made orthogonal by mul-
tiplying the Walsh-Hadamard codes to the spreading code assigned to each satellite, such
as the C/A code and P code. In this case, there will be no intra-interference, namely no

interference between 2L segments within a satellite. However, the spreading codes across
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Approved for public release; distribution is unlimited.



different satellites are not orthogonal.

On the receiver side, the synchronization/acquisition subsystem can be demanding, espe-
cially when the carrier-to-noise density is low. However, the receiver does not require an
L-fold complexity increase in synchronization/acquisition. Since the multipath/delay spread
on the parallel spreading codes are exactly the same, one searcher circuit for acquisition will
suffice for all the parallel codes.

For the case of n/L > m, one may add n/L — m parity symbols to the authentication

message u, resulting in a code rate of Lrm/n for the tag. The code rate for v, [ =1,--- | L
remains r because (vy,---,vy) = v. To maintain the same total transmission energy as in
the TD scheme, the transmission power for SC/RS can be increased to
C"=L(1+m/n)C. (23)
This yields the SINR of v and u as
B (1-a)C"/L (24)
7T (K—D+(L-D1-a)/L+a)C"/N+ J/N+ No/T,
OéC,/

(K —1)+ (1 —a))C"/N + J/N + Ny/T,’

respectively, where (K —1)C” is the interference from other satellites and (L—1)(1—«)C" /L
in (24) is the interference caused by other sub-codewords of the navigation message from the

same satellite. Then, the decoding error probability of the navigation message of length n

15
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bits and the authentication tag of length n/L bits are given by:

n C,—r
Fou = @ (\/ po(1 = py) log,((1 - pv)/py)> (26)
N n/L Cu— Lrm/n
P = € ( Pl — p) loga((1 —pu>/pu>> | )

respectively, where

P = Q(2v) (28)

are the bit error rate (BER) of the navigation message bits and the authentication tag

bits, respectively.

3.5 Authentication Error Rate

The authentication error rate (AER) determines the expected rate at which the receiver
cannot verify the authenticity of the navigation message. An authentication error occurs if
the navigation message and/or the authentication tag are received in error. Hence, the AER
is given by

AFR=1-(1-P.,) (1= P.,,) = Pey+ Pey — PeyPey. (30)

It depends on the number of navigation message bits, n, the number of authentication tag
bits, m, and the power allocation o between them. In the presence of jamming, the processing

gain plays a major role in suppressing the jamming power and reducing the AER.
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3.6 Time Between Authentications

If the time to send the navigation message and the authentication tag is 7" and the AER is

P,, then the average time between authentications (TBA) is given by

TBA = T(1-P,)+2TP,(1-P,)+3TP}(1—P,) +--- (31)
T

T 1-FR, (32

~ T(1+PR,) (33)

where (32) follows from Y >° nP" ' =1/(1— P,)? and (33) holds true for P, < 1.
For the TD scheme in Fig. 1(a) where the authentication tag bits are appended to the

navigation message bits, T" is given by

T =(n+m)Ts, (34)

where Ty is the bit duration of the navigation message and the authentication tag. For the
SC scheme in Fig. 1(b) where the authentication tag is superimposed onto the navigation
message, 1" is given by

T = nT,, (35)

assuming n > m. Therefore, the proposed scheme (SC) reduces T by a factor of n/(n +
m) over the conventional scheme (TD). For the SC/RS scheme in Fig. 1(c) where the

authentication tag is superimposed onto the segments of the navigation message, T is given
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T = nT,/2, (36)

3.7 Authenticated Throughput

The authenticated throughput represents the amount of information that can be reliably
delivered and verified by a receiver per channel use. In order for a message to be success-
fully delivered and verified, both the message and the tag need to be successfult decoded.

Therefore, the authenticated throughput (bits per second) for SC is given by:

W = Rb<1 - Po,u)<1 - Po,v) (37>

12

Ry(1—=P,,— P,,), (38)

where the approximate authenticated throughput is maximized when P, , = F,,. It follows
from the inequlity X +Y > 2y XY for any X,Y > 0 and the minimum is achieved when

X =Y. The authenticated throughput (bits per second) for TD is given by:

W = R(1—-PF,,)(1—=P,,)/(L+m/n) (39)

where the factor 1 +m/n account for the addtional transmission time for TD compared to

SC.
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4 RESULTS and DISCUSSION

4.1 Authentication Error Rate

Figure 6 showcases the AER versus carrier-to-noise power spectral density ratio, C'/Ny. The
parameter « is chosen to minimize the AER. It can be observed that the proposed SC reduces
the required C'/N, by approximately 1.5 to 2 dB over TD for AER ranging from 1072 to

10719,

AER

10710 :
17 18 19 20 21 22

Carrier-to-Noise Density, C/N 0 (dB-Hz)

Figure 6: Authentication error rate of TD and SC versus carrier-to-noise power spectral
density ratio, C'//Ny (dB-Hz); K = 11, J = 0, R = 1/2, R,=50 bps, R, = 10 Mcps,
n = 1200, m = 548

Figure 7 illustrates the relationship between the required C'/ Nyand the code rate, r, for

achieving an AER smaller than 107°. In this scenario, n —m parity symbols are added to the
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tag to improve its forward error correction (FEC) capability while keeping 7T, equal to 7. It
can be observed that both TD (Time Division) and SC (Superposition Coding) exhibit
an optimal code rate around 1/3, which minimizes the required C/N, for achieving the

desired AER.

N
[e0)

N
~

C/No (dB-Hz) for AER < 107
N N N N N N N
o = N w I al (o)}

[N
©

[EEN
o]

0.2 0.4 0.6 0.8 1
Code Rate, r

o

Figure 7: Required C'/ Ny (dB-Hz) for the AER to be smaller than 10~° versus the code rate r;
K =11, J=0, R,=50 bps, R.= 10 Mcps, n = 1200, m = 548

Fig. 8 illustrates the AER of the conventional scheme (TD) and the proposed scheme (SC)
in the presence of jamming. It can be seen that pulsed jamming has a more detrimental
effect on SC than T D, particularly at a low jamming-to-signal p ower ratio (JSR). T he latter

indicates that the pulsed jamming is more effective w hen t he j amming power i s limited.
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— — Pulsed Jamming |3
— Constant Jamming | ]

10710
0 5 10 15 20 25 30

Jamming-to-Signal Power Ratio, J/S (dB)

Figure 8: Authentication error rate of TD and SC versus the jamming-to-signal power ratio,
J/S; C/Ny = 20 dB-Hz, r = 1/2, R,=50 bps, n = 1200, m = 548, N = 1023

4.2 Stretching Tag Symbols

Fig. 9 illustrates the AER for SC with stretching tag symbol and adding tag parity versus
jamming-to-signal power ratio, J/C. The power allocation factor « is chosen to minimize
the AER in both schemes. It can be seen that by adding tag parity a lower AER can be
provided than stretching tag symbols. However, the improvement diminishes as the jamming

power increases.
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Figure 9: Authentication error rate versus jamming-to-signal power ratio, J/C (dB); C/ Ny =
20 dB-Hz, K =11, r = 1/2, n = 1200, m = 548, R,=50 bps, R, = 10 Mcps

4.3 Rate Splitting

Figure 10 illustrates the relationship between the Authentication Error Rate (AER) and the
carrier-to-noise power spectral density ratio, C'/Ny, for different t ransmission s ¢ hemes. The
parameter « is chosen to minimize the AER. It can be seen that SC/RS provides a higher
AER than SC due to the increase of the code rate for the tag by a factor of 2 compared to

SC. However, SC/RS still provides a lower AER than TD over the entire range of C'/Ny.
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Figure 10: Authentication error rate of TD, SC, and SC/RS for L = 2 versus carrier-to-
noise ratio C'/Ny (dB-Hz); K = 11, J = 0, Ry=50 bps, R. = 10 Mcps, n = 1200, m = 548,
r=1/2

Figure 11 illustrates the relationship between the Authentication Error Rate (AER) and
the authentication latency for different t ransmission s chemes. T he a uthentication latency
values for TD, SC, and SC/RS schemes are (n+m)Ty, nTy, 3nTs/4, and nTy/2, respectively.
For the case of L = 4/3, where the authentication latency is 3n7,/4, the block length of
the message and the tag are 3n/2 and 3n/4, respectively, and their code rates are 2r/3 and
4rm/(3n), respectively. It is evident that there is an optimal authentication latency that
minimizes the AER for the SC/RS scheme. By selecting the appropriate code length for the

tag, the SC/RS scheme can achieve a significantly lower A ER compared to T D, while still
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maintaining a low authentication latency.

1072

AER

SCIRS
 L=4/3

6 8 10 12 14 16 18
Authentication Latency (sec)

Figure 11: Authentication error rate versus authentication latency; C/Ny = 20 dB-Hz,
K =11, J =0, Ry=50 bps, R. = 10 Mcps, n = 1200, m = 548, r = 1/2.

4.4 Time Between Authentications

Figure 12 illustrates the average Time Between Authentications (TBA) of three techniques,
TD, SC, and SC/RS with L = 2 as a function of the carrier-to-noise density, C'// Ny, in an
Additive White Gaussian Noise (AWGN) channel without jamming. At high C/ Ny, it can
be observed that the average TBA of TD and SC/RS converge to the limits of (n 4+ m)T}
and nT;/2, respectively. Similarly, the average TBA of SC converges to the limit of nT;. As
a result, SC can achieve a reduction in the average TBA by a factor of n/(n +m) compared
to TD. However, when C/N; falls below certain thresholds, the average TBA increases
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Figure 12: Average time between authentication of TD, SC, and SC/RS for L = 2 versus
carrier-to-noise density, C/Ny (dB-Hz); K = 11, J = 0, r = 1/2, R,=50 bps, n = 1200,
m = 548, N = 1023

rapidly due to the AER (Authentication Error Rate) being close to 1. Additionally, it can
be observed that SC/RS provides a lower TBA than SC and TD over the entire ranges
of C/NO

4.5 Authenticated Throughput

Figure 13 illustrates the relationship between the authenticated throughput and the code
rate under various signal-to-noise ratios (SNRs). It is evident that SC (Superposition Cod-
ing) offers a substantial improvement compared to TD (Time Division). Additionally, it
can be observed that the optimal code rate, which maximizes the authenticated throughput,

increases as the C'/ Ny (channel-to-noise power spectral density ratio) rises. This observation
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stems from the fact that a better channel condition (higher SNR) necessitates less redun-

dancy, leading to an increase in the optimal code rate.

0.8 w RN
— — SC,C/No=18dB-Hz s\
—— TD,C/No=18dB-Hz L7 \

0.7 |~ = sC,C/N0o=20dB-Hz y \ ]
—— TD,C/No=20dB-Hz ’ \

Auth Throughput (bits/s/Hz)
o
N

0 0.2 04 0.6 0.8 1
Code Rate, r

Figure 13: Authenticated throughput versus the code rate r; K = 11, J = 0, R=50 bps,
R. =10 Mcps, n = 1200, m = 548

Figure 14 illustrates the relationship between the optimal power allocation for the tag to
maximize the authenticated throughput in the proposed SC scheme and the code rate under
various signal-to-noise ratios (SNRs). It can be seen that the power allocation for the tag

needs to be reduced as the code rate increases.
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Figure 14: Optimum power allocation factor o that maximixzes authenticated throughput
versus the code rate r; K =11, J =0, R,=50 bps, R.= 10 Mcps, n = 1200, m = 548

Figure 15 illustrates the relationship between authenticated throughput and C/ Ny for dif-
ferent code rates. An interesting observation is that the optimal code rate, which maximizes
authentication throughput, rises as C'/Ny increases. As C/Ny reaches high levels, enabling
successful decoding of both the message and the tag, the authentication throughput con-
verges to r and nr/(n+m) for SC and TD, respectively. It is worth noting that SC offers a

gain of 1 4+ m/n over TD.
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Figure 15: Authenticated throughput versus C/N, (dB-Hz) for different code rates; K = 11,
J =0, Ry=50 bps, R. = 10 Mcps, n = 1200, m = 548

Figure 16 illustrates the relationship between authenticated throughput (bits/s) and in-
formation transmission rate (bits/s), Ry, for different values of code rate, r, when the length
of the message bits and tag bits, k,, and k,, are fixed. Fora givenk,,,k,,and R, the
codelength for the message and the tag are n = k,,,/r and m = k,/r, respectively, and the
code symbol rate Ry is Ry/r. An interesting observation is that there is an optimal Ry,
which maximizes authentication throughput, and that the optimal R, rises as r decreases.

Additionally, it can be observed that SC provides a significant g ain o ver TD.
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Figure 16: Authenticated throughput versus information transmission rate, Ry, (bits/s) for
different code rates ; K =11, J =0, R. = 10 Mcps, k,, = 600, k, = 274

Figure 17 illustrates the relationship between the optimal power allocation for the tagto
maximize the authenticated throughput in the proposed SC scheme and the information
transmission rate, R, under various code rates. It can be seen that the power allocation for

the tag decreases as Ry, increases and it increases as r decreases.
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Figure 17: Optimum power allocation factor e that maximixzes authenticated throughput
versus information transmission rate, R;, (bits/s) for different code rates; K = 11, J =0,
Ry=50 bps, R.= 10 Mcps, k,,, = 600, k,= 274

5 CONCLUSIONS

In this study, we have introduced three innovative methods for reducing authentication la-
tency in GNSS by superimposing the authentication tag onto the navigation message. A
comprehensive evaluation was conducted, focusing on key performance metrics such as the
Authentication Error Rate (AER), Time Between Authentications (TBA), and Authenti-

cated Throughput.

Our findings reveal that by superimposing the authentication tag (of length m bits) onto
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the navigation message (of length n bits), we achieved a remarkable reduction in authentica-
tion latency by a factor of n/(n+m) compared to the current state-of-the-art. Additionally,
this approach provides a SNR gain of 1.5 ~ 2 dB over the current state-of-the-art for AER
ranging from 1072 to 107'°,

To further reduce authentication latency, we explored the option of segmenting the navi-
gation message into multiple segments, allowing for simultaneous transmission alongside the
authentication tag. This approach demonstrated significant gains in authentication latency,
promoting faster and more efficient verification processes.

Furthermore, the proposed method exhibited a substantial improvement in authenticated
throughput compared to existing techniques. As a result, our approach holds immense
value in GNSS, where timely verification of the authenticity of received navigation messages
remains crucial. These innovative methods pave the way for enhanced security and more

reliable navigation systems.
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