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1. Introduction

There is an ever increasing urbanization, and it is predicted that two-thirds of the
world’s population is expected to live in urban areas by 2050. This is causing an
unprecedented demand for persistent and secure wireless connectivity in complex
environments for civilian and military applications. There has been significant ad-
vances in developing new wireless communication technologies that provide unique
capabilities leveraging different parts of the electromagnetic (EM) spectrum. In or-
der to address the complex and dynamic communication requirements for various
applications, the need to intelligently exploit state-of-the-art and emerging com-
munication technologies is also being explored.! One particular optical communi-
cation technology that has garnered significant attention recently ultraviolet (UV)
communication. Specifically, the UV-C band within the EM spectrum (i.e., wave-
lengths ranging from 200 to ~ 300 nm) have been shown to have unique propaga-
tion characteristics that are favorable.”™ First, since the size of the molecules in the
atmosphere is comparable to these wavelengths, the solar noise is reduced at the
ground level. Second, this scattering characteristics allows for a non-line-of-sight
(NLOS) communication link to be created via the reflected signal from the atmo-
sphere when a UV-C source and detector are operating on the ground as depicted
in Fig. 1. Finally, the line-of-sight (LOS) propagation loss at UV-C is higher com-
pared to radio frequencies, which makes UV-C a good alternative for short-range

LOS/NLOS networking that is harder to detect by an adversary farther away.

While there has been significant research focused on developing point-to-point
channel characterization and communication performance modeling,*” there is lim-
ited work in investigating the deployment of a UV network in realistic environments
with nodes having different LOS and NLOS links. A simulation analysis frame-
work for UV networks deployed in complex environments could provide important
insights in terms of steering optimization and performance analysis such as achiev-
able data rate, bit error rate (BER), and interference from neighboring nodes as well
as characterization of low probability of detection (LPD) when adversarial nodes

are present.

In this report, we develop a new simulation-based analysis framework for a UV
wireless communication network deployed in a complex environment (e.g., the one

shown in Fig. 1). This involves having multiple (>2) UV-C transceivers that are



Fig. 1 Depiction of NLOS UV wireless communications in a complex environment 3

operating in the same communication network. The relevant network parameters
include the node locations, transmit powers and beamwidth of the UV sources, and
the field of view (FOV) of the UV detectors. Furthermore, the geometry of the com-
plex environment (i.e., the locations of the physical obstructions such as buildings)
where the network is deployed is also necessary. The azimuth and elevation steer-
ing angles of each transmitter (Tx) and receiver (Rx) pair in the network is then

optimized with the goal of maximizing their respective communication links.

For a given network topology deployed in an environment, the simulation code first
determines if the transmitter and the intended receiver have an LOS or NLOS link;
then it computes the steering angles for optimal communications and provides the
resulting performance metrics including the data rate and BER. Furthermore, since
multiple transceiver pairs need to communicate simultaneously, the simulation tool
computes the interference signals at the intended receiver and takes into account the
effect of interference on the communications performance. A user interface (UI) to
create different network simulation scenarios and analyze the data is also developed.
In the rest of the report, we present background material on UV communication and
networking, describe the developed simulation framework and implementation, as
well as the UI and show some example simulations. A detailed description of the
algorithms and software implementation are also included in Appendixes A and B,

respectively.



2. Theoretical Background

2.1 Atmospheric Scattering

Since the sizes of the molecules in the atmosphere are comparable to the wavelength
of photons at the UV-C band, this frequency band has favorable characteristics that
could be exploited for NLOS wireless communications between nodes that are on
or near the ground using scattering from the atmosphere as depicted in Fig. 1. The
same scattering characteristics of UV-C with the atmosphere also limits the solar
interference for nodes on or near the ground as the UV light at this frequency from
the sun is also scattered. Rayleigh and Mie scattering are the two main sources of
UV scattering in the atmosphere. Rayleigh scattering consists of light scattering
off particles in the atmosphere, while Mie scattering consists of light scattering off
the aerosols in the environment.>!” The Rayleigh model breaks down with larger
wavelengths of light, while the Mie model can be used to approximate the scattering
with larger molecules.'®!! In order to account for the atmospheric scattering in the

environment, the Rayleigh and Mie phase functions will be used,!? expressed as

3(1+3y+ (1 —)p’)
16m(1 + 27)

PRayleigh (M) —

ey

and

1= g* 1 n 3u? —1
dm (14 g2 —29p)7 21+ g%

where g = 0.72, f = 0.5, and v = 0.017. The parameter y will be defined later and

PMie(M) (2)

depends on the steering angles of both the Tx/Rx nodes in a communication link.
These phase functions determine the distribution of scattering angles of the incident
light.!2

Overall, to account for all the scattering, we combine Eqgs. 1 and 2 to create the

overall scattering function:

KR
T KR4 KM

M
Ks

Rayleigh( ) + KR - KM

P(p) PY(p) 3)
For all these functions, —1 < p < 1, the plots showing the scattering functions as a
function of 1 can be seen in Figs. 2-4 for the case when Mie and Rayleigh scatter-
ing are balanced, when Rayleigh scattering dominates, and when Mie scattering is

dominant, respectively.
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Fig. 2 Scattering functions given equal weights on Rayleigh and Mie scattering
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2.2 UV-C Communication Model

The UV-C communication system consists of two main components: 1) a UV-C
transmitter, which may be, for example, a UV light-emitting diode (LED) sends
photons at the wavelength of interest, and 2) a receiver, which may contain a photon
multiplier tube (PMT) combined with a filter to receive the photons along with other
photons coming from the different noise sources.The PMT is a device that takes
light as an input and outputs varying amounts of current dependent on the number of
photons received. A PMT can also be set up with a highly selective band-pass filter
that allows only a very narrow band of light to be measured. The LED transmits
photons with a uniformly distributed power across its entire beamwidth. The PMT
is able to receive photons if they are within its FOV. Overall, the goal is to maximize
the overlap between the beamwidth and FOV of the LED and PMT, respectively.
The volume of this overlap is directly related to the rate at which photons can be
sent. To maximize this overlap, the optimal steering angles (elevation and azimuth)
need to be found. This approach is only valid for a single-scatter NLOS model; for

multiple scatter models there may be more considerations.

The highest photon rates occur when the communication link is the LOS link. When

2 where r is the

this occurs, the photon rate is approximately proportional to r~
distance between the Tx and Rx nodes. The equation depicting the photon rate can

be derived from the received power* and is given by

T\ PA, .
6 e

Pros = he  4mr2 ’

“)

where p, ¢ 18 the rate at which photons are received by the PMT, I is the efficiency
of the PMT, A is the wavelength from the LED, h is Planck’s constant, c is the
speed of light, P, is the transmit power, A, is the Rx aperture area, r is the distance
between the LED and PMT, and K. is the environmental scattering constant. All
other non-steering parameters being equal, the LOS communication channel leads

to higher photon rates than the NLOS communication channel.

The NLOS model is more complicated and involves the calculation of the volume

of the overlap between the beamwidth and FOV. The exact model'?

uses a specific
geometric formulation and relies on the elevation and azimuth angles of both the Tx
beamwidth and Rx FOV. In an effort to derive the exact intersection volume, a triple

integral using polar coordinates is required.'® The software implementation of this



exact volume calculation works efficiently if the steering angles are known. How-
ever, in an effort to find the optimal angles through a trust-constrained optimization

technique,'* the integral calculation becomes too computationally expensive.

3. Proposed Approach for UV-C Network Simulation

3.1 Design of Simulation Framework

The diagram shown in Fig. 5 depicts the components of the proposed UV-C network
simulation tool. The required inputs are shown on the left side of the diagram in
Fig. 5. This includes the parameters describing the Tx and Rx nodes such as the
locations, transmit power, beamwidth, and FOV. A CAD file containing the scene

geometry is also a required input.

BER Matrix
Tx Nodes Modeling Framework
Max Data
Rx Nodes Rate Matrix Heterogeneous
Network UVC Network
Tool - Network : Analysis
Network OO0 Models Optimal
Parameters Angles
Scene geometry - ;D
erference
Array

Fig. 5 Components of the proposed UV-C network simulation framework

Based on the above inputs, the network topology is created and overlayed on the
scene geometry. Then, the LOS and NLOS links are determined for all pairs of Tx
and Rx nodes. After that, the optimization procedure described in the next section
is used to determine the steering angles of the Tx and Rx nodes. The last step in
the computation of performance metrics includes BER, data rate, as well as inter-

ference.

3.2 Steering Optimization and Communication Performance

As mentioned in the previous section, the computation of the photon rates for NLOS
scenario is computationally expensive.'? For that reason, we use an approximation

of the exact model® to reduce the number of computations. The geometric formu-



lation of the approximated model® can be seen in Fig. 6 and the model uses the

Legendre-Gaussian quadrature approximation.> The implementation of the model

1‘14

algorithm from Zuo et al.”* can be seen in Appendix A.
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Fig. 6 NLOS geometric formulation'*

For the optimization of the UV-C NLOS model, the communication link must fit
into the geometry of Fig. 6. This means that the receiving node is at the origin and
the transmitting node is at (0, d, 0), where d is the distance from Tx to Rx. When
the two nodes are aligned in azimuth, then ¢ = —90° and ¢ = 90° for the Tx and
Rx azimuth angles, respectively. The optimization is also constrained by physical
obstructions in the network. These come in the form of buildings, walls, or any other
physical obstacle that interrupts the channel. More on how the elevation angles are
constrained is detailed in Section 4.

Once we implemented a steering optimization approach and a way to efficiently
compute the photon rates, the next step was to develop an approach for commu-
nication performance analysis. During the course of this study, we considered a
few different modulation schemes. However, due to time limitation, we only imple-
mented on-off-keying (OOK). OOK involves setting a threshold value for received
photons and if the PMT detects that more photons have been detected compared to

the threshold, it is considered as ‘1°. Otherwise, a ‘0’ is transmitted.

3.3 Interference Computation

Interference between multiple UV-C communication links acting simultaneously is

a less often studied concept. The theoretical model detailed in Section 2.2 enables



a simulation-based analysis. The key requirement is finding the azimuth angles of
two nodes when they are configured for communication with other nodes. The al-
gorithm is described as the interference algorithm in Appendix A. An additional
factor in the interference problem is the presence of physical obstructions blocking
signals. This is accounted for in the software implementation. Figure 7 shows how
the interference changes when either an interfering Tx or an intended Rx is rotated.
As the variable p is rotated in the intended direction, for either the Tx or Rx, the
interfering photon rate will change as shown on the right of Fig. 7. The blue plot
corresponds to Tx2 being rotated toward the intended receiver, Rx1, that has a steer-
ing direction for an optimized communication link with Tx1. The red plot shows
what happens when Rx1 is rotated to point toward Tx2 when Tx2 has a steering
direction optimized for communication with Rx2. The orange rectangle is a wall
that blocks LOS communication links between the pairs Tx1/Rx1 and Tx2/Rx2.
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Fig. 7 UV-C Interference with rotating Tx beamwidth and Rx FOV

4. Software Implementation

4.1 Network Topology

Using the software structure from the previous section, this section describes the
way to implement the model given the imported file UVC_Experiments.py.
The first step is to load in UV-C transceiver nodes. This can be done by declaring
multiple instances in code and then putting those instances in a list. Additionally,
there is a function read_node_csv that takes a .txt file as input and creates

instances of t x_node and rx_node. The .txt file needs to be created so it follows



the format in Fig. 8, where each line or row contains the following comma-separated

parameter entries in order.

Tx Power

Tx beamwidth

Tx elevation angle
Tx azimuth angle
X coordinate

Y coordinate

Tx wavelength
Data rate

Rx FOV

Rx elevation angle

e S A i e

[S—
e

11. Rx azimuth angle

12. Rx efficiency

13. Aperture area
e.eei, 17, 30, 0, 6, @, 275e-9, 16e4, 37, 30, 0, 1, 10e-4
e.eei, 17, 30, 0, 5, 0, 275e-9, 16e4, 37, 30, 0, 1, 10e-4
e.eei, 17, 30, 6, 10, @, 275e-9, 16e4, 37, 30, 6, 1, 10e-4
e.eei, 17, 30, 6, 15, @, 275e-9, 16e4, 37, 30, 6, 1, 10e-4
e.eei, 17, 30, 6, 28, @, 275e-9, 10e4, 37, 30, 0, 1, 10e-4
e.eei, 17, 30, @, 25, @, 275e-9, 10e4, 37, 30, 6, 1, 10e-4

Fig. 8 Example of .txt file with transceiver characteristics

Additionally, physical obstructions need to be loaded into the network. This is done
by loading two .txt files with physical obstruction vertices and heights. The vertices
and heights .txt files are loaded with read_obs_txt and read_obs_h_csv
functions, respectively. The .txt file formats can be seen in Fig. 9, and it is critical
for the vertices that there are no spaces inside the ordered pairs and no commas

between ordered pairs.

Overall, the formulation of the network topology is done after loading in the transceiver,
obstructions, setting the noise, and setting the constraints of each node (usually set
so the transceiver can access all possible steering angles). The lower bound of the

constraint is always changed when optimization algorithms are run on the network,



obstacle 1 (rectangle)

(18,58) (18,55) (110,55) (110,50) |
(1,1) (2,2) (1,3)
— obstacle 2 (triangle)

obstacle 2 height
obstacle 1 height

Fig. 9 Example of .txt files with obstruction vertices (top) and heights (bottom)

from UVC_Experiments import *

tx_arr, rx_arr = read_node_csv(

obs_array = read_obs_txt(

hl = read_obs_h_csv('load_

constraints = []

noise =

for i in ge(len(tx_arr))
tmpLb = [np.pi / 6, -np.pi, 8, np.pi / 6]
tmpUb = [np.pi, np.pi, np.pi, np.pil
A=1[[1, e, 6, 6], [e, 1, 6, 6], [e,
constraints.append((tmpLb, tmpUb, A))

networkl = txrx_network(tx_arr, rx_arr, constraints, noise)

networkl.load_obstacles(obs_array, hl)

Fig. 10 txrx_network class declaration code

so they are ignored whenever those algorithms are used. The code in Fig. 10 shows

how to initially declare a t xrx_network instance.

4.2 Run Models

After loading a network in, calling the functions detailed in Appendix B.2 is the
next step in creating data that can be stored in a .mat file and used for further
study. The first function to call is opt_General_sim_geom as it will set the
photon_mat and angle_mat matrices in the instance of txrx_network to
the optimal values. This means that the steering angles are now set to have the max-
imum received power for every Tx/Rx connection in the network topology. After
this, the interference matrix is created by calling

create_interference_matrix; this 4D interference matrix is detailed ear-

lier. After this, the functions detailed in Appendix B.2 that create a signal-to-noise

10



ratio (SNR) matrix, find the signal-to-interference-plus-noise ratio (SINR) of a spe-
cific scenario, and find the maximum data rate dependent on SNR and BER thresh-

olds can be used. The code to do this can be seen in Fig. 11.

networkl = txrx_network(tx_arr, rx_arr, constraints, noise)
networkl.load_obstacles(obs_array, hl)

Ka = le-

Ks_r = le-

Ks_m = le-

plot_network_topology(networkl)

photon_rate, tel, rel, tpl, rpl = opt_General_sim_geom(networkl, Ka, Ks_r, Ks_m)
create_interference_matrix(networkl, Ka, Ks_r, Ks_m)

networkl.calc_SNR()

networkl.calc_SINR([(®, 1), (2, 4), (3, 5)1)

networkl.SNR_threshold =

networkl.BER_MAX = le-

networkl. find_max_rate()

Fig. 11 Implementation of UV-C models in code

4.3 Other Functionality

Other than running the models in UVC_Experiments.py, the data can be man-
ually altered to reflect a change in transceiver characteristics, steering angle, or
elevation constraints. Examples of this can be seen in the file

UVC_Experiments_Testing.py.

4.4 Scene Geometry

The use of computer-aided-design (CAD) allows for a more complicated network
topology to be loaded in more easily. In order to account for this need, another
Python file is available called OCC_test .py. This file takes a .stp file and finds
all the vertices and heights of the buildings in the topology. This allows for a .txt file
to be input into the current model as shown in Section 4.1. This code is only able
to accurately map convex-faced obstructions into the appropriate file type. This is
due to the vertices not being ordered when the CAD file is read, leading to no
indication of the vertex order. The method to order the points requires finding the
center and ordering the points based on distance from the center. For non-convex-
faced obstructions, the code is not guaranteed to order the vertices correctly. In order
to do that, an algorithm designed to solve the traveling salesman problem must be

used. The output of this script can be seen in Fig. 12.

11
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Fig. 12 Importing the scene geometry

5. User Interface

To help users navigate the code, a simple UI has been created. The Ul main screen
shown in Fig. 13 is designed in an order that mirrors Section 4.1 and 4.2. The Python
file containing the Ul is UVC_UI2 . py and relies on the PyQt5 library to create the

interface.
B | UVC Network Simulator v1.0 - | *
Noise Min SNR Max BER
‘ | ‘ | ‘ | Generate Photon Rate Matrix he
Ka Ks_R Ks_M
Load Nodes
Load Matrices
Save .mat
Enter Obstacles Enter Heights D Display Topology Run

Fig. 13 UI main screen

The first step to use the Ul is to fill in all the blank boxes with information about
noise, min SNR, max BER, K,, K, and KM as they have been used previously.
Then, clicking the button labeled “Load Nodes” will pull up the file system (only
tested on Windows) and the appropriate .txt file can be selected for the desired

transceiver nodes.

12



After loading the node information, the options are to run LOS models or load ob-
stacles with obstacle heights. To do the latter, the buttons labeled “Enter Obstacles*
and “Enter Heights” need to be selected. Then the appropriate .txt files for the ver-
tices and heights can be loaded. To ensure that the topology is correct, the “Display
Topology” option should be selected, which will generate a 2D plot of the network
after the “Run” button is selected.

Once the network is loaded in, experiments can be conducted. This involves select-
ing the drop-down menu on the top right and selecting one of the options shown in

Fig. 14. The options for models can be seen in Table 1.

Generate Photon Rate Matrix

 Generate Photon Rate Matrix
Generate Interference Array
Interference Scenario
Generate Rate/BER/SNR Matrices
Update Photon Matrix (SNR)
Update Photon Matrix (BER)

Int vs FOV (4 NODES)

Fig. 14 UI drop-down menu to select experiment

Table 1 UI model options

Menu Name Description

Generate Photon Rate Matrix Finds optimal photon rate for every possible Tx/Rx pair in network
Generate Interference Array Creates 4D interference array

Interference Scenario Finds SINR in a user input scenario

Generate Rate/BER/SNR Matrices  Calculates matrices corresponding to max data rate, BER and SNR
Update Photon Matrix (SNR/BER) Removes communication if not meeting SNR/BER requirements
Int vs FOV Finds how FOV affects interference in 4-node case only

For the Interference Scenario option, an initial screen asks how many communica-
tion links are active at the same time. After this is answered, another screen (Fig. 15)
comes up, dictating which nodes that are to be investigated. The first row is the pair
for which the SINR will be calculated; the other rows are designated for interfering
links. Additionally, the value to be stored is determined by the metric being tracked,

which can be changed by the drop-down menu at the bottom.
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SINR bt Done

Fig. 15 Ul screen to select link of interest

For the Update Photon Matrix options, the photon rate matrix that is outputted can
be chosen such that only nonzero entries reflect when the communication links

satisfy either the SNR or BER requirement.

For the Int vs FOV option, it can be seen how increasing the FOV of node 3 in the
network impacts the signal from 0 — 3 while node 1 communicates to node 2. This
specific order enables finding the the signal-to-interference ratio (S/I) of a 4-node
network and how the FOV can impact that metric. The order of the nodes described

is the only way that the nodes are configured for this option.

After running the models (the recommended action is to run the first two options in
the drop-down menu and then proceed to the others), a .mat file containing infor-
mation detailed in Table 2 can be saved to the computer. This allows further use in
MATLAB or by using the numpy Python library. After this is done the first time,
the photon rate matrix and 4D interference array can by reloaded and the other ex-
periments run by loading in the same .mat file after clicking the “Load Matrices”

button.

6. Example Simulation Results

After the software implementation, various simulation examples were performed.
We describe some of the results in this section. The single link results were used to

validate the models used in Cao et al.,* and the results match those in other works.>®
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Table 2 Input and output file names

Mat File Variable Name Description

ang_mat Steering angle matrix

photon_mat Photon rate matrix

int_mat 4D interference array

interference_vector Listof all SINR/BER scenario results performed

Min_SNR Minimum SNR used in Ul

Max_BER Maximum BER used in UI

SNR_mat SNR values for every pair

SNR_mat_dB SNR values for every pair in dB

BER_mat BER values for every pair

Rate_mat Maximum data rate values for every pair given SNR requirement
Rate_mat_BER Maximum data rate values for every pair given BER requirement
INTVEOV Interference vs FOV vector in 4-node case

SIGVFOV Signal vs FOV vector in 4-node case

For the networking results, the topology will involve many specific scenarios, but
the same code can be used for any network topology. The biggest difference be-
tween running the models with varying topology is the run time. If there are a lot
of NLOS links in the network, the code will take longer. It is recommended to use

these models for networks with a maximum size of 36 nodes.

6.1 FOV vs. Interference

As the FOV increases, more signal power is able to be received by the Rx node.
However, in a scenario where two communication links are acting simultaneously,
an increase in FOV size allows more interfering photons to be received as well. In
order to find the S/I, we look at the 4-node case where the communication links
cross (Fig. 16). It can be seen how the S/I ratio decreases as the FOV is increased.
This ultimately leads to the conclusion that the best FOV option is the minimum

FOV to ensure stable communication.

6.2 Maximum Data Rate in Realistic Network

As shown in Fig. 17, the maximum data rate for a specific scenario changes de-
pending on the network topology between nodes. All the buildings are the same
height (5 m) in this scenario. The LOS nodes have a higher maximum data rate than

the NLOS nodes and have a near quadratic relationship with distance from node 0.
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Fig. 16 S/I for specific scenario where FOV increases

The NLOS connections may not be usable if they are separated by too much dis-
tance. Overall, this allows the determination of which links are capable of handling
different communication requirements (e.g., audio, video) in practical scenarios.

For communication across the network, a half-duplex, multi-hop strategy may be

needed.
¥ Max OOK data rate from node 0, (Max BER = 1e-3)
Obstruction
s00{ 3 /? 1 15| & 14000 LOS
250 % 12000 /
2001 2 L o g 2 10000+
€ 150 £ 8000 NLOS
1 5 9 13 a
wo{ § . g 6000
g € 4000
Lo : ¥ 3
6 so 100 150 200 250 20007
Xim)
1 2 3 4 5 6 7 8 9 1011 12 13 14 15
s o Rx Node
(red = Tx Node, Blue = Rx Node) Tx Power = 1mW

Fig. 17 UV-C data rate in realistic network topology

6.3 Interference Analysis

In order to analyze simultaneous operation of UV-C communication links, a desired
communication link and interfering links need to be specified. This allows for the
calculation of the SINR and BER for the desired link. In the same topology, certain
communication links do not have a significant impact on the BER from node 6
to node 9 (Fig. 18). However, certain links do cause a near order of magnitude

BER increase. Overall, for an arbitrary network configuration, it is possible to see
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how the performance degrades as more links are used simultaneously. This is done
with each communication link being optimized for just that link, there is no joint

optimization in this scenario.

Te-6 BER of blue link given other active links

300

-
LS
-
—
b
w

250

200 .

¥ (m)
]

3
ER
o
oD

100 0.4-

50

0 50 100 150 200 250 0.0l

X mi Blue Link Blue + Red Blue + Green Blue + Purple  AllLinks

Link Link Link

Fig. 18 BER increase in the presence of interference

7. Conclusions and Future Work

Overall, the UV-C network simulation model allows for the analysis of an arbitrary
network of UV-C transceivers. The simulation model includes an approximation of
the theoretical UV-C communication model and yields the pairwise photon rates,
SNR, BER, and maximum data rates. The analysis results could provide 1) eval-
uation of the capabilities the UV-C networking modality, 2) future application use
(e.g., as part of a heterogeneous networking paradigm), and 3) an exploration of the
possible interference effects. The developed model allows expert users to config-
ure their network for the desired application and characterize the communication
performance degradation due to interference effects as well as to inform the devel-

opment of intereference mitigation techniques.

In the future, a number of efforts could be pursued to improve the developed analy-
sis tool. First, a feature can be developed to enable the joint optimization of multiple
communication links within the framework. Rather than just optimizing the UV-
C NLOS links, the interference results can be combined and the S/I optimized to
achieve a more optimal communication performance. Second, the transceiver nodes
are currently in a 2D plane. Extending this to 3D by incorporating a new communi-
cation model, such as the one discussed in Cao et al.* . The third idea is to integrate
a variety of modulation approaches in the simulation framework, in addition to

OOK, so that a variety of modulation approaches can be analyzed. The fourth idea
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is to remove the assumption in the current version of the simulation tool in terms
of the beamwidth and FOV being fully clear of any physical obstructions. There is
a possibility of a hybrid LOS/NLOS link, where only part of the beamwidth/FOV
is blocked by the obstruction. It would be useful to add the simulation capability
for such cases. Finally, more networking features can be added to understand data

flows across a network.
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A.1 UV-C NLOS Model Algorithm

The ultraviolet-C (UV-C) non-line-of-sight (NLOS) model algorithm outputs the re-
ceived power P, from which the received photon rate can be calculated as p, o =
P.x % The required inputs are the transmitter (Tx) and receiver (Rx) elevation and
azimuth angles 01, ¢r, 0r, and ¢g; the transmit power F;; the distance r from the
Tx to the Rx; the transmitter beamwidth 57 and receiver field of view (FOV) (g;
the receiver aperture area A,.; the atmospheric absorption constant K ,; the Rayleigh
and Mie scattering constants K and K*; and the scattering function P(u) in Eq. 3

of the main report.

Algorithm 1 UV-C NLOS Model Algorithm
1: Inputs: 07, ¢r, Og, ¢r, P, 7, Ay, Br, Bry Koy KE, KM, and P (1)

2: Outputs: P,
3: 9T — g — QT
4. QR — g — QR
~ - - - 12
5. a4 [sin Or sinOg cos (¢pr — ¢r) + cos O cos HR} — cos? %R
6: b < 2rsin ¢r [Sin2 Or sin ¢ cos(¢pr — ¢r) — sin g7 cos? %R}
7: +7 cos Oy sin 20 sin ¢g
8 ¢ 1r? (sin2 0r sin? ¢ — cos? %R
9: fij  [sinOg cos g, sin Op sin ¢, cos O] T
10: @ ¢— Yb-dac
1y 2
12: e+ 0
13: if Im{a} = 0 then

14: for0 <k <ndo

15: v+ aty
16: 71 < [vsin 07 cos ¢r, v sin Oy sin g7, v cos Op] T
17: 73 < [0, —7,0]T — 7]
. 173
B I R
19: £ it

[I73]

20 € e+ wy A (K3 KINEP () exp{= (Ko + KIHKD) (I [1+]1721D} 102 Br
2||73]|2 [ 1—cos ﬁTT) 2

21:  end for

22: P+ P xaxe

23: else

24: P.«+0

25: end if
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A.2 UV-Cinterference Algorithm

The UV-C Interference algorithm outputs the rate of photons p, . at the de-

sired Rx from the interfering Tx. The required inputs are the intefering Tx and

affected Rx elevation and azimuth angles 01, ¢, 0z, and ¢p; the transmit power

P, of the interferer; the distance 7 from the interfering Tx to the Rx; the interfering

transmitter beamwidth 57 and receiver FOV [g; the receiver aperture area A,.; the

atmospheric absorption constant K ,; the Rayleigh and Mie scattering constants K

and KM; the scattering function P(u) in Eq. 3 of the main report; and the azimuth

angle vector between the interfering Tx and Rx nodes ¢ and ¢3.

Algorithm 2 UV-C Interference Algorithm

1:
2:

AN AN

Inputs: 07, ¢r, Or, dr, Pr 7y Ay, Br, Bry Koo KB, KM, P(1), ¢r, and ¢
Output: The rate of photons at the desired receiver from the interfering trans-
mitter

1 5 +or —Yr

G2 < 5+ Pr—Yr

P. +~ UVC NLOS (QT, ¢1, QR, ¢2, Pt, T, Ar, BTa ﬁR, K(“ KSR, KéM, P(,u))

+— P, x %’C\

p Interference
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Appendix B. Software Description
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To implement the approaches described in Section 3 of the main report, three Python
files were used to compose the back end calculations and a fourth Python script im-
plemented the user interface (UI). The back end is composed of the files: UVC_Functions.py,
UVC_Simulation_Classes.py,and UVC_Experiments.py. All of these
will be detailed in the following subsections in order of implementation, which

means that every subsequent file imports the previous file.

B.1 UVC_Functions

This file contains the algorithms depicted in Appendix A, as well as helper functions
for those algorithms. The different functions are detailed in the following subsec-

tions.

B.1.1 NLOS closed form txrx

Software implementation of UV-C NLOS Model Algorithm from Appendix A of
this report. It outputs — In(P,), as this helps speed up the optimization. To undo
this for actual power values, perform e~°“* when out is the output of the function.

—1000

To avoid computer precision error, e = (0, making it synonymous with the

algorithm.

B.1.2 check cone_intersection

Uses cone intersection algorithm! to see if two cones intersect. Integrated in
NLOS_closed_form_txrx, so not used elsewhere. Could be useful for future

development.

B.1.3 find_initial az_angles

Finds the azimuth angle between two points in space. This assumes a universal
coordinate system. This function outputs the values of {1, ¥y from the interference
algorithm in Appendix A.

B.1.4 opt_NLOS_closed_form_geom

Takes in the same arguments as NLOS_closed_form_txrx as well as a lin-
ear constraint from the scipy.optimize library. The linear constraint is applied to
all the steering angles of the transmitter (Tx) and receiver (Rx) node and con-
strains the optimization of NLOS_closed_form_txrx. The optimization uses

the scipy.optimize.minimize function, thus why we define the output of NLOS_closed_form_txrx

I'Twersky V. Rayleigh scattering. Applied Optics. 1964;3(10):1150-1162.
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Table B-1 tx_node Class variables

Variable Name Variable Description
tx_power Tx power

bw Tx beamwidth
elev_angle Tx elevation angle (67)
azimuth_angle Tx azimuth angle (¢71)

X x-coordinate of transmitter
Y y-coordinate of transmitter
wavelength Transmitted wavelength ()
R Tx data rate

Table B-2 rx node Class variables

Variable Name Variable Description
fov Rx FOV

elev_angle Rx elevation angle (0r)
azimuth_angle Rx azimuth angle (¢Rr)
X x-coordinate of receiver
Y y-coordinate of receiver
efficiency PMT efficiency

A r Aperture area

as we did. The minimization function also takes an initial guess as an argument, so
this defaults to min_tx_elev and min_rx_elev as the initial elevation guess
for the Tx and Rx node, respectively. For the initial azimuth guesses, —90° and 90°

should be used for the Tx and Rx nodes, respectively.

B.2 UVC_Simulation Classes

This file contains the primatry classes that are used in the model. How to initialize
these classes is detailed in Section 4 of the main report. The classes and relevant

class functions are detailed in the following subsections.

B.2.1 tx_node

This class stores the data for a transmitting node. The class has no functions, but
stores the internal variables listed in Table B-1.

B.2.2 rx_node

This class stores the data for a receiving node. The class has no functions, but stores

the internal variables listed in Table B-2.
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Table B-3 txrx_single_link Class variables

Variable Name Variable Description

Tx Instance of tx_node class

Rx Instance of rz_node class

Rx_photons Received photon rate in link (default=0)

Rx_power Received power in link (default=0)

constraints scipy LinearConstraint for steering angles (default=no constraint)

B.2.3 txrx_single_link

This class uses the tx_node and tx_node classes to perform calculations for
a single communication link. It allows for the implementation of the models from
UVC_Functions to find communication results. The initialization takes two pa-
rameters, one Tx node and one Rx node, which are instances of the t x._node and
rx_node classes, respectively. The internal variables and functions are listed and
described in Table B-3.

The t xrx_single_1ink class includes the following functions:

LOS_photon_count_Xu: Uses model from Xu? to find the LOS photon rate and
store in the internal variables from Table B-3. Same equation as seen in Section 2

of the main report.

NLOS_photon_count_Xu: Uses the non-line-of-sight (NLOS) model from Xu?
and computes the received power given arbitrary steering angles. These models
from Xu? assume that the nodes are pointing at each other in azimuth and only
calculate the power based on the elevation angles. This function stores the results

in the internal variables.

optimize_NLOS_angles_xu: Optimizes the NLOS equation from Xu? and
returns the optimal elevation angles given a constraint. This also stores the photon

rate and power in the appropriate internal variables.

opt_NLOS_General_geom: Optimizes the NLOS equation from Zuo et al.? and

returns the optimal elevation/azimuth angles given a constraint. This also stores the

2Xu Z. Approximate performance analysis of wireless ultraviolet links. In: 2007 IEEE Inter-
national Conference on Acoustics, Speech and Signal Processing ICASSP’ 07); 2007 Apr 15-20;
Honolulu, HI, USA. p. III-577.

37Zu0Y, Xiao H, Wu J,Li Y, Lin J. A single-scatter path loss model for nonline- of-sight ultravi-
olet channels. Optics Express. 2012;20(9):10359-10369.
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Table B-4 txrx network Class variables

Variable Name

Variable Description

tx_nodes
rx_nodes

const

noise

obstacles
obstacle_heights
isLOS

links

all links
photon_counts
links_created
angle_mat
photon_mat
interference_mat
SNR_threshold
BER_MAX
SNR_mat_dB
BER_mat

rate_mat
rate_mat_ber

List of instances of tx_node class

List of instances of rx_node class

Listof LinearConstraint instances for each node

Ambient noise in the network

List of vertices of physical obstructions in the network (default=[])
List of obstacles heights in network (default=[])

List of boolean values indicating if a link is LOS or not

Listof txrx_single_11ink instances (default=[])

List of all possible t xrx_single_1link instances (default=[])
List of photon rates for all links in 1inks (default=[])

Set to True if communication links have been set (default=False)
numpy array containing all steering angles in network

numpy array containing photon rates for every Tx/Rx pair in network
A 4D numpy array containing interference information

Sets a minimum SNR value (default=—00)

Sets a max BER value (defualt=0.5)

numpy array of SNR values in dB for all links in network

Matrix of BER values for all possible links

Matrix of maximum data rate values dependent on SNR_threshold
Matrix of maximum data rate values dependent on BER_MAX

photon rate and power in the appropriate internal variables.

create_angle_constraint: Creates a new

scipy.optimize.LinearConstraint with the inputs of an upper bound,

lower bound, and equality matrix. These are then input into a new

LinearConstraint instance that overwrites the default.

add_noise: Adds an integer value of ambient noise to the communication link.

B.2.4 txrx network

This class adds a set of Tx and Rx nodes and creates a network with an arbitrary
topology. Obstacles can be loaded in to change the constrained optimization algo-
rithm and data is stored in the network. The initial inputs to this class are a list of Tx
nodes, list of Rx nodes, list of steering constraints, and ambient noise value. This
is the biggest class and keeps track of all the models data. The important internal
variables and class functions are listed and described in Table B-4. There are other

internal variables, but their use is clear in the code.

The t xrx_network class includes the following class functions:
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load_photon_angle_matrices: Overwrites the values stored in

txrx_network.angle_mat and txrx_network.photon_mat.

load_obstacles: Loads in two lists of obstruction vertices and heights, creates
shapes using Python shapely library, and overwrites the values in obstacles and

obstacle_heights.

create_obstacle_elev_constraints: Takes a specific communication
link as an input and finds which obstacles are in the channel using the shapely
library. It then creates new LinearConstraint on the elevation angles. The
output is the new constraint on both Tx and Rx elevation angles, the obstacles that
limit the Tx and Rx nodes, and if the nodes are line-of-sight (LOS).

create_links: Takes as an input a number that corresponds to a Tx node in the
network. It then creates a list of instances of t xrx_single_11ink that represent
the input Tx node communicating to every Rx node. Used to create the data matrices

with iterating through all possible Tx nodes and storing.

create_all_links: Iterates through create_1links function for every Tx

node.

create_custom_links: Takes a list of tuples with nodes to create links with

as an input and then creates those specific links.

Xu_experiment: Uses models from Xu? and runs model on all created links. If
two nodes are LOS, it uses the LOS model; otherwise, it uses the NLOS model with
the constraints from the environment. Uses Xu functions from

txrx_single_link class.

opt_Xu_experiment: Uses the optimization equations from
txrx_single_1link class on the network using the logic of the previous func-

tion.

opt_NLOS_General_sim_geom: Uses the model from Zuo et al.’> and runs
the steering optimization on all created links. If a link is LOS, uses LOS equa-
tion from Xu?, otherwise, it uses the opt_NLOS_General_geom function from

txrx_single_link to find the photon rate for all created links.

calc_SNR: Takes the photon rate matrix, phot on_mat made with either
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opt_NLOS_General_sim_geom or opt_Xu_experiment and calculates
the signal-to-noise ratio (SNR) with the following equation assuming an OOK mod-

ulation scheme:

_1
_ photon_mat; (photon_mati,j + noz’se) 2 (B-1)

NR: . —
S R; 7 I

Additionally, outputted is the bit error rate (BER) for every Tx/Rx pair as well as
the SNR in decibels. BER is calculated as follows*:

VSNR,;
BER;; = ;erfc (2\[2”) , (B-2)

calc_SINR: Finds the signal-to-interference-plus-noise (SINR) value for a spe-
cific list of connections. The first tuple in the list is the SINR value we want to
investigate; the other tuples dictate interfering nodes. Output is the SINR and BER
defined according to Eqgs. B-1 and B-2 where the value in noi se is the sum of the

values in noise and interference.

find_max_rate: Finds the maximum data rate depending on SNR_threshold
and BER_MAX. Essentially solves Eq. B-1 and Eq. B-2 for R by setting SNR and
BER to their minimum and maximum values, respectively. This is done for every

Tx/Rx pair in the network and stored in the corresponding internal variables.

B.3 UVC_Experiments

This file takes the previous two files and combines them to create final data and
store it in an instance of the t xrx_network class. The functions that are needed

to run the model are detailed in the following subsections.

B.3.1 opt_General_ sim_geom

This function takes as input an instance of txrx_network, K,, KZ, and KM,
It then runs create_links and opt_NLOS_General_sim_geom to gener-
ate the optimal photon rates and steering angles for every possible communication
link in the network. The data is returned as well as stored in photon_mat and

angle_mat. The two matrices are square and the row of the matrix corresponds

4Chen G, Xu Z, Ding H, Sadler BM. Path loss modeling and performance tradeoff study for
short-range non-line-of-sight ultraviolet communications. Optics Express. 2009;17(5):3929-3940.

30



to the transmitting node, while the column corresponds to the receiving node. This

matrix format is consistent for every matrix in the software unless otherwise speci-
fied.

B.3.2 interference_single_point

This function takes as an input an instance of txrx_network, a tuple of a de-
sired Tx/Rx connection, and a tuple of an interfering Tx/Rx connection, K,, K f‘,
and KM It then uses the UV-C Interference Algorithm in Appendix A to find the
interference at the desired receiving node.

B.3.3 create_interference matrix

This function runs the interference_single_point forall interference sce-
narios. It then stores the data in a 4D numpy matrix, P. P[i, j, k, £], which corre-
sponds to the scenario where ¢ is optimized to transmit to j and k is optimized to
transmit to ¢. The value P[i, j, k, ¢] is defined as the interference seen at receiver j
from transmitter k£ given the previous scenario. More visually, the pointing direction
of each transceiver in this scenario is i — j,k — ¢ = P[i, j, k,¢] = Signal from
k — j. The default interference value is zero and that occurs when the cones of the
beamwidth and FOV do not overlap. This is done for every i, j, k, ¢/ combination
with the following rule: i # j, k # (. k # j, k # i, 0 # 1.
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List of Symbols, Abbreviations, and Acronyms

2D two-dimensional
3D three-dimensional
4D four-dimensional

BER bit error rate

CAD computer-aided-design
EM electromagnetic

FOV field of view

LED light-emitting diode

LOS line-of-sight

LPD low probability of detection
NLOS  non-line-of-sight

OOK  on-off-keying

PMT photon multiplier tube

Rx receiver

SN signal-to-interference ratio

SINR  signal-to-interference-plus-noise

SNR signal-to-noise ratio
Tx transmitter

UI user interface

uv ultraviolet
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