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1. Introduction

Encryption is the process of converting information into a secret code that can only
be decoded or decrypted by someone who has the appropriate key or password.
Encryption is used to protect sensitive data, such as personal information, financial
data, and confidential messages, to avoid theft or undesired interception.! The main
idea behind encryption is converting original data, also known as plaintext, and
transforming it using encryption algorithms, known as a cipher, to produce
ciphertext. Today multiple encryption ciphers are in wide use, and new ciphers are
being developed. During this educational exercise, participants will explore the use
of two widely recognized and effective ciphers, the XOR cipher and the Caesar
cipher, providing participants with an engaging and productive workshop that
imparts the fundamental principles of these encryption algorithms. This report
explains how to employ the open-source reverse engineering tool Ghidra to decrypt
messages encrypted using the XOR and Caesar ciphers. The exercise described
provides participants with comprehensive knowledge about these encryption
algorithms, as well as demonstrating the practical usage of Ghidra and its plugin
scripts, and aims at teaching participants necessary skills to decipher simple
obfuscated ciphertexts.

1.1 Exercise Overview

The objective of this workshop is to introduce participants to the encryption, with
a specific focus on the XOR and Caesar ciphers. In this scenario-based exercise,
participants assume the role of Harry Potter, who, through his extraordinary
magical abilities, intercepts a message sent by the notorious Lord Voldemort.
Despite his magical prowess, Harry finds himself unable to decipher the encrypted
message using conventional magical techniques. As a result, he must turn to non-
magical tools and techniques to break this encryption. Recognizing Ghidra as a
powerful software for reverse engineering, Harry uses his expertise in code
breaking and his familiarity with Ghidra’s capabilities. Armed with this knowledge,
Harry unveils the sinister content of the encrypted message, uncovering Lord
Voldemort’s malevolent plan to launch a devastating attack on Hogwarts School of
Witchcraft and Wizardry. Harry quickly alerts the wizarding community and
prepares to defend the school against the impending threat.

1.2 Ghidra Overview

Ghidra is a robust reverse engineering framework developed by the National
Security Agency (NSA) and made available as an open-source tool.? While IDA



Pro and similar software often come to mind when thinking about reverse
engineering, Ghidra offers comparable functionality and brings additional features
to the table. One such feature is the ability to decompile binary files back into source
code.’> Another notable aspect of Ghidra is its extensibility through scripting,
facilitated by its extensive application programming interface (API). This
empowers users to develop custom scripts and plugins tailored to their specific
requirements. By automating repetitive tasks and extending Ghidra’s capabilities,
these customized tools enhance efficiency and address users’ unique needs.

1.3 Gaining a Deeper Understanding

During this exercise, participants will gain knowledge about two encryption cipher
algorithms. They will also learn the fundamental uses of Ghidra, such as creating a
new project and importing files into the Ghidra software. Furthermore, participants
will understand the importance of creating their own Ghidra scripts tailored to their
unique requirements. By running a Ghidra script and completing the provided tasks,
participants will gain hands-on experience with basic Ghidra scripting syntax. The
primary objective of this workshop is to instill confidence in participants in using
Ghidra. Participants will discover that creating a script from scratch is not a
daunting task, but rather an accessible and straightforward process, even for those
with limited experience in this reverse engineering tool.

2. Setup and Configuration

The setup of the exercise includes a virtual machine (VM) with the following
software.

« Oracle VirtualBox 6.1.30 64-bit*
. Kali Linux 2023.2 64-bit VM?

« Ghidra 10.3¢

« CyberChef’

The US Army Combat Capabilities Development Command Army Research
Laboratory South Cyber Rapid Innovation Group (CyberRIG) Collaborative
Innovation Testbed® (CIT) is used to host the Kali Linux VM. The VM includes the
Ghidra reverse engineering tool as well as several compiled binary executable files
and sample plugin scripts. The VM is used by participants as their primary working
environment to conduct binary analysis and plugin development.

Configurations required by the participant for the Kali VM are explained in the
exercise.



3. Learning Objectives

The purpose of the exercise is to provide participants with a deeper understanding
of encryption, reverse engineering, the XOR and Caesar ciphers, and Ghidra scripts.
By delving into these topics, participants will gain valuable insights into the
principles and techniques that underpin cryptographic systems, code-breaking
methodologies, and custom script development.

The learning objectives associated with the exercise are as follows:

« Encryption. Exploring the purpose and significance of encryption,
participants will understand how it plays a crucial role in protecting
sensitive information from unauthorized access or interception. The
workshop will delve into the XOR and Caesar ciphers.

« Reverse Engineering and Ghidra. Participants will be introduced to the
concept of reverse engineering, a process of analyzing and understanding
the inner workings of software. Specifically, they will discover the
capabilities of Ghidra, an open-source reverse engineering tool developed
by the NSA.

« Ghidra Scripts. Individuals will also gain knowledge for creating their own
scripts based on their specific needs using Ghidra. They will use Ghidra’s
scripting capabilities and learn how to automate repetitive tasks, extend
Ghidra’s functionality, and tailor the tool to their unique requirements. By
exploring Ghidra scripts, participants will unlock the potential for
customization and efficiency in their reverse engineering workflows.

4. Exercise

The following exercise is intended to provide participants with a comprehensive
walkthrough, comprising a series of step-by-step tasks. Each task will be conducted
within the Kali Linux VM. It is essential to note that all data and systems involved
in this exercise are entirely fictional and simulated, exclusively for educational
purposes.

This mission briefing is presented to all participants to provide essential
information and instructions for the upcoming exercise:

Story: You are Harry Potter, who has gained access to an encrypted
message from Lord Voldemort. Despite your magical abilities, you cannot
decode it. Seeking help, you turn to Ghidra, a powerful code analysis tool.
Following a tutorial, you learn about encryption and attempt manual



decoding. Discovering Ghidra's script feature, you realize it can simplify
the process. With Ghidra's assistance, it is your job to decode the message
and prevent Voldemort’s plans.

Inside the Kali Linux VM, you will find Ghidra already installed, with its icon
visible on the desktop. Each step of the workshop is represented by separate folders
on the desktop. You will also come across two binary files that are preloaded with
code. You will only need to make a few changes or additions to these binaries to
ensure Ghidra works properly.

4.1 Step 1: Decoding a Ciphertext Manually

In this step, we will simulate a tutorial that Harry Potter discovered on the
web. During this initial part, you will have the opportunity to interact with a
straightforward cipher by manually decoding a ciphertext.

1) Open the Kali VM.

If you are prompted for a login on the VM in the browser, use the following
credentials (Fig. 1):

username: kali

password: kali

a kali
LS

Cancel Login

Fig.1  Login window

2) To open the folder needed for this first step, access the desktop folder
(Fig. 2). Double-click in the folder Decoding by Hand to access the needed
material.
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Dercoding )
Hand

Fig.2  Material folder

3) Once the Decoding by Hand folder has been open, double-click the .txt file
named ciphertext.txt (Fig. 3).

ciphertext

Fig.3  Ciphertext file

Upon opening the ciphertext file, you will discover an encoded text that will require
decoding through several subsequent steps (Fig. 4).

[ 4

~[Desktop/Decoding by Hand/ciphertext - Mousepad
File Edit Search View Document Help

B & mC x

1 DEEK UER
2

Fig.4  Encrypted text

However, at this stage, it is important to focus on identifying the type of cipher used
to encode the text, as the decoding process will be covered later.

4) Go back to the Decoding by Hand folder. Inside this folder you will find
two PNG files, double-click the Key Template file (Fig. 5).

Key Template.png

Fig.5  Key template

By opening this file, you will gain access to the key that holds the solution to
decrypting the ciphertext located in this very folder. Take a moment to carefully
analyze the key, and then proceed to the next step accordingly.

5) In the same folder, access the Description Table (Fig. 6) file.



Description
Table.png

Fig. 6  Description table

By opening this file, you will be presented with multiple descriptions detailing
various ciphers. Your task is to carefully analyze each descriptive section, shown
in Fig. 7, and proceed to the next step accordingly.

Cipher Type Description

Hill Cipher The Hill cipher is a polygraphic substitution cipher based on
linear algebra. It encrypts messages by multiplying the plaintext
with a matrix and then taking the result modulo a number. The

same matrix is used to decrypt the ciphertext.

XOR Cipher An XOR cipher encrypts plaintext by bitwise XORing each
character with a key. The same key is used decrypt the
ciphertext.

Substitution | In a substitution cipher, each letter of the plaintext is replaced
Cipher by another letter or symbol. The key specifies the substitution
for each letter.

Fig.7  Description table extended

6) After carefully analyzing the description table shown in Fig. 7, what type
of cipher do you think was used to encode the mysterious message
found in the ciphertext.txt file?

7) Now that you have everything you need and understand how the cipher for
this ciphertext works, please take a moment to decode the text in the
ciphertext.txt file.

Great work! You have successfully deciphered the hidden message. As you
experienced, manually decoding a text can be a time-consuming process. Now, you
are prepared to witness how effortlessly tools can be employed to unravel concealed
messages.

4.2 Step 2: Introduction to Ghidra and the XOR Memory Script

In this step, you will be introduced to Ghidra, a powerful software engineering
tool that will greatly simplify your work with its multitude of features. In this



particular section of the tutorial, you will have the opportunity to explore the
XOR cipher and engage with it directly.

1) On the desktop there is a folder named XOR. Double-click it to access the
necessary material for this section (Fig. 8).

XOR

Fig.8 XOR folder

2) The only file inside this folder is a C program named encoded.c (Fig. 9).
XOR Script - Thunar
e Edit View Go Bookmarks Help

4 & ¢« Akali mDesktop XORScript

Places
== Computer [C
- kali

= Desktop
Q_') Recent

. Trash
=

encoded.c

Documents
# Music
Pictures
Videos
Downloads
Devices
E File System
E sf_Exercise
Network
™1 Rrowce Mahwne

1file: 1.8 KiB (1,860 bytes) | Free space: 57.5 GiB

Fig.9 Inside XOR folder

It is your job to compile this program to create an executable file. The following
steps will guide you through the process.

3) At the top menu, double-click the terminal icon (Fig. 10).

Fig. 10 Terminal icon

4) Once the terminal window opens, type the following:
cd Desktop/ *press enter*

cd XOR/ *press enter*



You are now inside the XOR folder and will be able to compile the program in the
next step.

5) Youare now inside the XOR folder. To successfully compile the encoded.c
program, write the following in the terminal window:

gcc -00 -oencoded encoded.c

If you compiled the program correctly, a new executable file should appear in the
XOR folder (Fig. 11).

File Edit View Go Bookmarks

T A « Akl =

Places
& Computer ‘

I kali

= Desktop
(¥) Recent
' Trash
®

encoded.c

Documents
# Music
Pictures
Videos
Downloads
Devices
E File System
E sf_Exercise...

Network
2files: 1.8 KiB (1,860 bytes) | Free space: 57.5GiB

M Rrrwcs Nahwnrk

Fig. 11 Encoded executable

6) To execute the program, return to the terminal window (ensure you are in
the correct folder) and enter the following command:

Jencoded

You should see the prompt in Fig. 12.

~/Desktop/XOR

What's the password?

Fig. 12 Executable prompt

7) Enter your name as the password and press enter.

8) What is the program’s output when you enter your name as the input?




sk st st sk s s sk sk sk ok sk sk sk s s sk sk sk ok sk sk sk sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk s sk sk sk sk sk ke sk sk sk s sk sk sk sk ok sk sk sk sk skoskoskokok

Next, you will be guided to obtain the correct password for the encoded.c program.
To obtain the password, we will use Ghidra.

Ghidra offers a wide array of features and capabilities. In this phase, we will
concentrate on Ghidra's plugin scripts. You will gain firsthand experience with
the fundamentals of this tool.
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9) On the desktop window, find the Ghidra Icon and double-click it to open
and access the Ghidra software (Fig. 13).

Ghidra

Fig. 13  Ghidra icon

10) Once Ghidra opens, go to the File tap, and double-click the New Project
option (Fig. 14).

JZ[E) Edit Project Tools Help

NpRw Project... Ctrl+N
Open Project... Ctrl+0
Reopen >
Delete Project...

Restore Project...

Configure...

Install Extensions...

Exit Ghidra ctrl+Q

Fig. 14 New project Ghidra

11) The New Project window will pop up. Select the Non-Shared Project
button and hit Next (Fig. 15).



(A New Project

o Select Project Type o

® Non-Shared Project

() shared Project

jext > | Cancel |

Fig. 15 Non-shared project Ghidra

12) Please keep the project in its suggested location and choose a suitable name
for your project. A simple and relevant name for this Ghidra project would
be “encoded” (Fig. 16). Please press Finish once you have given a name to
your project.

o Select Project Location (1]

Project Directory: /home/kali/Desktop/ghidraproject

Project Name: | encoded

<< Back | t Einish L Cancel

Fig. 16 Project location Ghidra

13) Now it is time to import the file into our encoded project. To do this, go to
the File tab and click the Import File option (Fig. 17).

10



[FIEY Edit Project Tools Help

New Project... Ctrl+N
Open Project... Ctrl+0
Reopen >
Close Project Ctri+w
Save Project Ctrl+S

Delete Project...

Archive Current Project...

Configure...
Install Extensions...

Batchi!.mpon..‘

Open File System... Ctri+l

Exit Ghidra Ctrl+Q

Fig. 17 Importing a file in Ghidra

14) Make sure you are in the XOR folder and select the encoded file (we need
the executable, not the encoded.c file) Select the file and click the Select
File to Import button at the bottom.

15) A window will pop up. Keep the preconfigured option unchanged (Fig. 18)
and click Ok.

& Import /home/kali/Desktop/XOR/encoded

Format: | Executable and Linking Format (ELF) 3 (1]

Language: x86:LE:64:default:gcc |
Destination Folder: encoded:/ e

Program Name: encoded

Options...

0K | Cancel |

Fig. 18 Preconfigured options Ghidra

16) Wait for the file to be completely imported and click Ok on the Import
Results Summary.

17) To access the highlighted “encoded” file, you have two options. You can
either double-click it (Fig. 19) or click the dragon icon displayed in the Tool
Chest menu.

11



Eile Edit Project Tools Help
yakaan %
Tool Chest

L E ARt
Active PMed

Fig. 19 Accessing Ghidra file

This process could take a minute. Be patient.

18) Click Yes on the Analyze window (Fig. 20).

@ encoded has not been analyzed. Would you like to analyze it now?

l!es I No

K

Fig. 20 Analyze Ghidra window

A second window named Analysis Options will appear, and without making any
changes to the preconfigure options, simply press Analyze.

19) On the left side of Ghidra's main window, locate the Symbol Tree small
window (Fig. 21).

(5 symbol Tree o™X
3 Lﬁ.lmpﬁrts

» [ Exports

» |[IF) Functions

» @ Labels

» O Classes

» [} Namespaces

Filter: 43

Fig. 21 Symbol tree window Ghidra

12



Our objective is to locate the Key that was used to encrypt the password in the
encoded.c program. Spend a moment identifying a key word that will help you in
discovering the answer. (Hint: Look at the Exports folder and the Labels folder for
valuable clues.)

20) What is the Key that was used to encrypt the password for this program?

21) Now that you have found the Key, your next goal is to find the encrypted
text. Use the knowledge you gained in step 19 and find a key word that will
help you find the correct location.

22) At what memory address is the encrypted message located? (Hint: The
memory address starts with 00.)

Memory Address Location:

23)Now that you successfully have found the location holding the hidden
message, you need to highlight the area as shown in Fig. 22.

message XREF[3]:
71 6¢c 77 undsk‘ine...
71 78 78
71 7a 60 ...

Fig.22 Message location Ghidra

24) To make things easier, we will convert the series of bytes into a readable
string. Follow these steps: highlight the desired area, right click, choose the
Data option, and then select the string option.

25) What are the first eight letters of the encrypted password?

13
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Ghidra scripts are sets of code snippets written in Python or Java. These scripts
automate various tasks and operations, allowing the users to extend Ghidra’s
functionality.

In this section we will work with the XorMemoryScript. The XOR Memory script
automates the process of decrypting XOR-encrypted sections of memory and
revealing the original content. This script is written in Java and is available in the
list of preexisting scripts within Ghidra’s collection.

sk sk s sk s ke s sk sk s sk s ke s sk sk s sk s sk s sk sk s sk s ke sk sk sk s sk s ke sk sk sk s sk sk sk sk sk s sk sk s sk sk sk sk sk skeosk sk sk skoskosk sk

26) In the top menu, click the green play button (Fig. 23).

Cs A‘-RJB

Fig. 23  Green play button

This will open the Script Manager window (Fig. 24).

0% Bolx=m G % x
Name Description | [ category 5[ Modfied
w_ BangAddressToMemory.) 02/08/2023
» 2 anaiysis =] Poj al) 02/08/2023 j)
© arm ] Poj 02/08/2023
3 Assembly L Poj e java 02/08/2023
FridaTestscript java 02/08/2023
AddMappIng java 02/08/2023
o 02/08/2023
02/08/2023
02/08/2023
0240812023
02/08/2023
Corverts the \'s to _'s in... 02/08/2023
Create a function after . 02/08/2023 .
Conntne i noumocnas

© pata Types |y

|Filter: f | |Fiicer:

Fig.24 Script manager Ghidra

As mentioned previously, the XorMemoryScript is part of the preexisting scripts
in Ghidra.

27)In the Filter area, type XOR and the XorMemoryScript will appear
(Fig. 25).

14



Script Manager [CodeBrowser: encoded:/encoded]
cripts (of 279) =

InT... |Stat... |Name | Description Key
I 4] XorMemoryScript.java XOR's the memory of the ...

fl StStus: No script toolbar icon has been set
lFirter: xor

Fig. 25 XorMemoryScript Ghidra

28)In what programming language is the XorMemoryScript written?

29)Now, let us uncover the encrypted password. Ensure that you have
highlighted the message portion in the listing window. Next, follow the
previous steps to access the XorMemoryScript. Double-click the
XorMemoryScript and provide the Key you discovered in step 20
(Fig. 26).

Values to xor with selected memory: ||

=]

[' 0K | | cancel |

Fig. 26 XorValue Ghidra

30)If you have followed the steps correctly, you will find the unhidden
password displayed in the Listing window. What is the password? (Hint:
It should be in located in the same spot where you found the answer to
step 25.)

31) You can now execute the encoded.c program and provide the correct
password as input. If you need a refresher on how to compile or run the
program, please refer to steps 5 and 6.

15



32) Once you input the correct password, what will be the output of the
encoded.c program?

Excellent work! You have successfully mastered the fundamentals of Ghidra and
gained knowledge about how Ghidra scripts operate. You are now prepared to
proceed with your mission of decoding the secret message you intercepted from
Lord Voldemort.

4.3 Step 3: Encrypt Your Own Message in XOR

To gain a complete understanding of how the encoded.c binary operates, you
will now have the opportunity to encrypt your own message, using the same
logic this binary used. We recommend encrypting your own name for this
exercise. Additionally, you will need to choose the key to be used for this
encryption.

1) The encoded.c program will work perfectly for this section. You just need
to make a few changes. You will begin by copying the program and
changing its name (Fig. 27).

cp encoded.c testing.c

~/Desktop/XOR

encoded.c testing.c

Fig. 27 Copying command Linux

This command will make a copy of the “encoded.c” file named “testing.c”
Make sure you are in the XOR folder.

2) In this section you will be working on the testing.c program. To open the
program, right-click in the file and click the Open With “Mousepad”
option (Fig. 28).
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Fig. 28 XOR folder

3) Once the program is open in mousepad, you will see the window in Fig. 29.

P ~[Desktop/XOR/testing.c - Mousepad

File Edit Search View Document Help

mC

I

message[] =

solnLen = H

key[] = { b
badInput()

printf(
exit(o);

goodInput()

printf(

* getInput( ) {
* line = ( *)malloc( ). * linep = line:

Fig.29 Testing.c

Only the following parts need to be changed: the variables message[], solLen, and
key[].

4) Take note that the message array consists of hexadecimal bytes. These bytes
have already been encrypted using the XOR cipher.
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5) You will need to first encrypt your name with a key of your choice. (We
recommend using CyberChef for simplicity.)

6) Open your browser.
7) Navigate to the CyberChef application at the following URL:
https://gchq.github.io/CyberChef/

sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skeosk sk sk sk sk sk sk sk sk sk sk skeosk sk sk sk skeosk sk skokosk sk

CyberChef is a user-friendly web application that facilitates a wide range of “cyber”
operations directly within a web browser. CyberChef will allow us to encrypt any
text in any basic or advanced encoding.
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8) On the left-hand side of the website, you will come across various options.
Your task is to locate the Encryption/Encoding option (Fig. 30) and click it.

Entropy

Fork

Magic

Data format
Encryption [ En(@#ing

Public Key

Fig. 30 Encryption/encoding CyberChef

9) Scroll through the panel on the left side of the screen and find the XOR
option (Fig. 31) and drag it to the “Recipe” area as shown in Fig. 32.

ROT8000

XOR @

XOR Brute Force

Fig.31 XOR option CyberChef
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XOR

Key Scheme
HEX Standard

Null preserving

Fig. 32 Null preserving CyberChef

Ensure that the '""Null preserving'' option is chosen/selected.

10) Enter your chosen key in the Key box. This key will be used to encrypt your
message using the XOR cipher.

Write down your key below for future reference.

Key:

11) In the Input area (Fig. 33), type the text you want to encrypt (name, random
text, etc.).

Input

Fig. 33 Input area CyberChef

Write down your text below for future reference.

Text:

12) While you enter your text in the Input box, the Output area simultaneously
displays the encrypted text using the provided key. Copy the text displayed
in the Output area.

13) Now, you need to convert the ASCII text to hexadecimal bytes. To do this,
you can search for an “ASCII to Hex converter” using your preferred search
engine and use the website of your choice for the conversion.

14) After obtaining the hexadecimal bytes, you should copy the bytes and return
to the testing.c program you have opened in Mousepad. Next, paste the
converted hexadecimal bytes into the message|[] array within the code. The
bytes should be in the format \x75\x34 as shown in Fig. 34.
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Fig. 34 Bytes format

15) Now count the bytes and change the length in the solLen variable (Fig. 35).
solnLen = 17;

Fig. 35 solLen variable

16) In the Key|] array change the byte to the key you chose in step 10 (Fig. 36).
key[] = { b

Fig. 36 Key variable

Remember this should be in hexadecimal notation. Please save your changes before
proceeding to the next step.

17) Now it is time to see if you made the changes correctly. Go back to the
terminal and compile the testing.c program and then run it (Fig. 37).

gce -00 -otesting testing.c

Jtesting

~/Desktop/XOR
testing.c

~/Desktop/XOR

Fig. 37 Compiling testing.c

18) The program will prompt you to enter the password. After providing the
encrypted text you just generated, you should observe the message Access
Granted!! displayed, as illustrated in Fig. 38.

Access Granted!!

Fig. 38 Access granted output

If the program responds with the message Incorrect, it indicates that you need to
review and revise your work for this section.
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Congratulations! By successfully completing the exercise of encrypting your own
message using the logic employed by the encoded.c binary, you have gained a
comprehensive understanding of its operation. It is a remarkable achievement. Not
only have you mastered the usage of tools like CyberChef for text encryption with
the XOR cipher, but you have also acquired the knowledge of copying files in Linux
using the terminal. This is an essential skill that will greatly enhance your
command-line proficiency. Great job!

4.4 Step 4: Create Your Own Ghidra Script

You, Harry Potter, snuck into a hidden chamber and discovered Voldemort’s
computer. While exploring, you came across a strange folder named
“Voldemort's Vault.” Inside the folder, you found a peculiar binary file that
demanded a password. You had a strong intuition that once you entered the
correct password, it would reveal a very important message. Now, armed with
the knowledge from steps 1 to 3, you are ready to create your own Ghidra
script to suit your needs and decode the needed password.

1) To begin, please close all open applications. Once you are on the desktop,
locate the folder called Voldemort’sVault and simply double-click it to
gain access (Fig. 39).

Voldemort'sV
ault

Fig. 39 Voldemort’s vault folder

2) Within this folder, you will come across an executable file called
DarkSolemnity. To execute it, open the terminal window by double-
clicking on the corresponding icon located in the top menu, as illustrated in
Fig. 40.

Fig. 40 Terminal window

3) Once you have accessed the Terminal Window, make sure you are in the
correct folder.

cd Desktop/Voldemort\’sVault
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4)

5)

6)

7)

8)

9)

Run the executable by typing the following:
J/DarkSolemnity

The binary will prompt you for a password (Fig. 41). You are free to enter
any password at this stage.

What's the password?

Fig. 41 Executable prompt

When an incorrect password is provided, the executable will produce an
output. What exactly is the output message?

You now must access Ghidra (Fig. 42), create a new project, and import
the DarkSolemnity file. (Hint: Refer to step 2 if you need some guidance.)

Ghidra

Fig. 42 Ghidra icon

After successfully importing and analyzing the DarkSolemnity file, your
next objective is to locate the Key used for password encryption. Look in
the Symbol Tree window located in the left-hand side (In case you need a
refresher on locating the key within Ghidra, feel free to refer back to step 2
for guidance. Remember, it can serve as a helpful reference if you encounter
any difficulties during the process.)

Key:

Take a minute to find in the Symbol Tree window displayed in the left-
hand side Now that you have found the Key, your next goal is to find the
encrypted text. Use the knowledge you gained in step 2 and find a key word
that will help you find the correct location.

10) At what memory address is the encrypted password located? (Hint: The

memory address starts with 00.)

Memory address location:
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Similar to the previous binaries we encountered in steps 2 and 3, this binary
operates under the same logic. To facilitate the workshop, a prefilled Ghidra script
template has been provided, containing a few TODO tasks. These tasks will enable
you to gain a deeper understanding of how Ghidra scripts function.
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11) Go back to the desktop and find a folder named Script Template. Double-
click the folder to access it (Fig. 43).

Script
Template

Fig. 43 Script template folder

12) Once you have accessed the folder, you will find a template.py file
(Fig. 44). Double-click the program to open it.

[

template.py

Fig. 44 Template.py

13) Now, right-click and choose the option Select All. You can also do this by
pressing Ctrl+A. Copy the whole text by pressing Ctrl+C as shown in
Fig. 45.
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ghidra.app

8 memory = 777

i Select&l!‘

Fig. 45 Copy text

14) You are now ready to create your own Ghidra script. To do so, access the
Script Manager in the top menu inside Ghidra.

15) Once the Script Manager window is opened, you need to click the Create
New Script button in the top menu as shown in Fig. 46.

LG = xl
Create New Script
123 L]l |

Fig. 46 Create new script Ghidra

16) Select Python and press Ok (Fig. 47).

New Script: Type

Please select a script type:

Java d

Okk | Cancel

Fig. 47 Script type
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The objective of this workshop is to equip you with the necessary knowledge and
skills to create and interact with scripts in Ghidra effectively. To simplify the
exercise, here is a helpful hint: the password has been encrypted using a Caesar
Cipher encryption method.
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17) The script will be saved in the default directory. Please name your script
accordingly (Fig. 48), such as CaesarCipherDecoder.py, which would be
a suitable choice. Click ok to continue.

Please select a directory:

fhome/kali/ghidra_scripts

Enter script file name:

CaesarCipherDecoder py

@ | Cancel |

Fig. 48 Name script

18) Now you can paste the script template you copied in step 13 into the
CaesarCipherDecoder.py script (Fig. 49).
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(5]
0

*CaesarCipherDecoder.py

#T0DO replace this text with a description for this script
#@author

#@category _NEW_

#@keybinding

#@menupath

#@toolbar

import ghidra.app.script.GhidraScript as GhidraScript

# TODO: Fill in the memory part

# Instructions:

# 1. Retrieve the memory of the current program.

# 2. Assign the memory to the 'memory’ variable.

# Hint: You can use 'currentProgram.getMemory()' to retrieve the memory.

memory = ??? # Replace ??? with your code

# TODO: Fill in the block part

# Instructions:

# 1. Obtain the memory block containing the current address.

# 2. Assign the memory block to the 'block’ variable.

# Hint: You can use 'memory.getBlock(currentAddress)' to get the memory block.

hlask — 97979 & Danlaca 397 with vmie mnda

Fig. 49 CaesarCipher script

19) As you examine this template, you will come across a few TODO tasks.
We encourage you to spend a few minutes completing these tasks, as they
are designed to familiarize you with essential functionalities of the Ghidra
API. Doing so will enhance your understanding of the API and its
capabilities.

20) After completing the TODO tasks, remember to save your work by clicking
on the Save button located in the top-right corner of the menu (Fig. 50).

% QJH" oo O

Save (Ctrl+S)

whad am dha K7L Akhin-s

Fig. 50 Save button

You can now close the script manager.

21) You are now ready to test your script. Please go to the password location
and highlight the area as shown in Fig. 51.

password XREF[3]: Entry Point(*),
test1:0010146b(*),
test1:00101472(*)
20102008 44 79%4 undefine...
67 64 de
68 67 64 ...

AntAnAse an an AL

Fig. 51 Password location Ghidra
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22) We want to convert the bytes into a readable string. To do this, right-click
the highlighted area, choose the Data option, and select the String option

as shown in Fig. 52.

Bookmark...

Clear Code Bytes
Clear with Options
Clear Flow and Repair
Copy

Copy Special...

Paste

Comments

EEDEY croose Data Type.. T

Disassemble
Disassemble (Restricted)
Disassemble (Static)
Disassemble 32-bit x86
Disassemble 64-bit x86
Instruction Infe...

Modify Instruction Flow...
Patch Instruction
Processor Manual...
Processor Options...
Create Function

Create Multiple Functions
Create Thunk Function
Function

Extract and Import...

Addiabat

Ctrl+D
c

Ctri+C

Ctri+Vv
>

D

F12
F11

Ctrl+Shift+G

Ctri+Alt+!

EF[3]: Entry Point(*),
test1:0010146b(*),

test1:00101472(*)

Create Array...
Create Structure...

Open Bracket
Shift+Open Bracket

TerminatedCString
TerminatedUnicode
byte

char

double

dword

float

int

long

longdouble

pointer I
qword

uiry

Fig. 52 Data string Ghidra

23) Once you have completed the previous instruction, what string does the

password display?

24) In the top menu, click the green play button to open the Script Manager

window.

25)Once the Script Manager window is opened, in the Filter area, type

Caesar and the CaesarCipherDecoder will appear (Fig. 53).

InT... |Stat...

Name

| Description

Caesar(ipherDecoder.py TODO replace this t4

Filter: | cae

Fig. 53 CaesarCipherDecoder
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26) Now, make sure you have the password portion highlighted in the listing
window. Next, double-click in the CaesarCipherDecoder and provide the
Key you discovered in step 8 (Fig. 54).

Caesar cipher key: || 3

0K | Cancel |

Fig. 54 Caesar key Ghidra

27)If you have followed the steps correctly, you will find the unhidden
password displayed in the Listing window.

What is the password?

28) You can now execute the DarkSolemnity binary in the terminal window
and provide the correct password as input.

29) Once you input the correct password a message will be output.

To which location are Death Eaters summoned to meet Lord
Voldemort?

Congratulations! If you have followed the instructions correctly, you have
successfully uncovered the sinister plans of Lord Voldemort to attack Hogwarts.
Along this journey, you have not only created your own Ghidra script but also
gained hands-on experience with basic Linux commands. Furthermore, you have
delved into the world of encryption and discovered why ciphers play a crucial role
in safeguarding personal information from unauthorized access. Moreover, you
have firsthand experience in understanding the weaknesses of certain ciphers by
exploiting their vulnerabilities.

By reaching this point, you have demonstrated your proficiency in using Ghidra,
familiarity with Linux commands, and understanding of encryption and cipher
vulnerabilities. These skills will undoubtedly empower you to tackle future
challenges in the realms of reverse engineering, security, and information
protection.

Well done on your accomplishments!
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5. Conclusion

This report provides a basic learning module that introduces participants to binary
analysis, including the cases when basic encoding is in place. Participants are
exposed to Ghidra its scripting system, and some examples of how these can be
used for automated decoding and analysis. This hands-on exercise allows the
participant to gain a fuller understanding on how Ghidra can be used in different
scenarios that will fit their own needs. In a world where digital security and reverse
engineering are crucial, the knowledge gained from this module is valuable.
Participants are now better equipped to tackle complex binary challenges, decode
tricky codes, and navigate digital systems more confidently. As they continue their
journey in binary analysis, we hope these skills will help them make meaningful
contributions to the field of cybersecurity and beyond.
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List of Symbols, Abbreviations, and Acronyms

API

ARL

CIT
CyberRIG
DEVCOM
NSA

URL

VM

application programming interface

Army Research Laboratory

Collaborative Innovation Testbed

Cyber Rapid Innovation Group

US Army Combat Capabilities Development Command
National Security Agency

Uniform Resource Locator

virtual machine
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