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Major Goals:  Objective

Develop information-based methods for the design and learning of representations for visual data for the purpose 
of interaction with physical scenes. Interaction involves decision and control tasks based on visual data, whereby 
the underlying scene is complex, uncertain, and dynamic.



Approach

A “representation” is any computable function of the data that is “useful” for a task, or a class of tasks, where 
“useful” is defined in information-theoretic terms (information measures). An optimal representation is one that 
maximizes information content (or equivalently entails no information loss, due to the Data Processing Inequality), 
and at the same time is invariant to all sources of nuisance variability, which can be expressed as a minimality 
relative to a complexity criterion. Nuisance factors are generative factors in the data that are uninformative of the 
task. An optimal representation, or a minimal sufficient invariant, would be the ideal memory or “state” of a system 
for a specific task. 

This project has pioneered the formal characterization of optimal representations as Sufficient Invariants (ICLR 
2016), and the analysis of the resulting properties, including computability (JMLR 2018). While the project started 
independently of the wave of Deep Learning, and many of the ideas were rooted in foundational work conducted 
under the aegis of ARO during the prior decade, Deep Neural Networks proved to be an essential tool for 
implementing optimal representations at scale. Up to that point, minimality was being sought in the form of minimal 
dimensionality (ICCV 2009), and the kind of invariances being sought were maximal invariants. For example, the 
maximal invariants for images under all possible viewpoints and illumination is a zero-measure set (an Attributed 
Reeb Tree, a topological construction of the image), whereas Deep Learning map images onto activations maps of 
far higher dimension, where what is minimal is not the dimension, but rather the information in the representation. 
Dimension is only a rough upper-bound of information. 

However, even defining – let alone computing – information in a trained Deep Neural Network (DNN), is non-trivial, 
for real DNNs used today are deterministic functions, not probabilistic models, so traditional notions of (Shannon) 
information yield nonsensical results, for instance the fact that the trained weights contain zero information about 
the dataset (if quantized), or infinite differential mutual information (if considered as continuous). During this project, 
we have pioneered the notion of Information in the Weights, shown that it is well-defined even for deterministic 
networks, regardless of whether they are trained with Stochastic Gradient Descent, in the end there is one set of 
weights and the activation maps are computed deterministically at inference time. We have shown how the 
Information in the Weights, which can be computed during training, bounds the information in the activations of test 
data, which of course cannot be computed, but that defines the generalization gap of interest for any inductive 
inference task. 
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Scientific barriers that had to be overcome were not just technical, but foundational. As we progressed with the 
analysis and modeling tasks, the practice of DNNs was maturing, so we were able to quantify information content in 
trained networks with hundreds of millions of parameters, a scale that looks quant today as large language models 
are heading to the tens of trillion parameters, but that nonetheless during the progress of this project were out of 
reach of any technique to quantify and bound information in DNNs.



Significance

This project starts from first principles, defines desirable properties that a representation should have, and then 
instantiates it for different tasks. The significance of the analysis is that it informs the design and evaluation of a 
wide variety of methods to detect, localize, classify objects and scene in remote sensing data, which is of obvious 
significance to applications of importance to the Army: ATR, Persistent ISR as well as mapping, localization, 
precision-location, formation control.



At the commencement of this project, even defining what an “optimal representation” is, and characterizing its 
properties, was an open problem. Now a formal characterization is in place. More importantly, since the inception of 
the project, new computational tools have become available that allow not only to define, but also to compute and, 
most important, to optimize such information measures.
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Accomplishments:  Accomplishments

This project pioneered the study of representations from an information perspective. The “Emergence Theory of 
Deep Learning” defines Information in the Weights, illustrates how it can be computed depending on what prior 
knowledge was available: In the absence of any information (improper prior), the concept reduced to the classical 
Fisher Information. In the presence of the most informative prior (the marginal of trained networks over all possible 
datasets, clearly not a computable one), the Information in the Weights reduces to Shannon’s Mutual Information 
between the weights and the training data. And in between the user has agency on how to “choose the units” 
through the choice of prior.  

This is an information-theoretic framework that is compatible with PAC-Bayes theory and Kolmogorov complexity, 
and the first theory to provide bounds on generalization for deep networks that are validated empirically on modern 
networks. It also explains recently discovered empirical phenomena such as the role of flat minima and overfitting 
in deep networks.

This development started in 2011, but only with the advent of DNNs the concepts started becoming computable in 
practice. The starting point was the 2016 paper that formalized the notion of an “optimal representation” based on 
classical notions of statistical decision and information theory such as sufficiency, minimality, invariance (ICLR 
2016). This showed how to define and formalize, but now how to compute and optimize information measures 
needed to infer optimal representations. This, however, was merely a list of desiderata since, at the time, we did 
not have means of computing such optimal representations.

The first breakthrough came with Information Dropout, an information-theoretic regularization method that was 
shown equivalent to injecting multiplicative noise in the activation functions of a deep neural network. The result is 
surprising: Noisy computation helps (PAMI 2018). This revealed connections between optimal representations, the 
Information Bottleneck, Variational Autoencoding, and Variational Lower Bound in Bayesian inference. The central 
tenets of the theory are described in (JMLR 2017), which introduces a novel Information Bottleneck, dual to that 
described by Tishby and Co-Workers. The relation between these duals provides a bound on generalization based 
on a key information measure (the information the weights of a deep network contain about the given dataset for 
the task for which the network is trained).

Moreover, surprising connections between representation (the properties of the function learned, regardless of how 
it is learned) and optimization (how the loss function is minimized) were discovered: First, it was shown that the 
stochastic optimization in stochastic gradient descent (SGD) is the solution to a Hamilton-Jacobi partial differential 
equation (PDE), and that the corresponding distribution evolves according to a linear Fokker-Planck equation, 
solves an optimal control problem, and can be modified and analyzed using PDE theory (ICML 2017), leading to 
novel algorithms that beat the state-of-the-art (ICLR 2017), and, finally, shown that, even if explicit regularization is 
not accounted for, SGD implicitly regularizes the solution in a way that is  precisely the same as the information 
regularization developed in the Emergence Theory (ICLR 2018).

Finally, while an optimal representation is the best one can do for a task with the given data, there is no guarantee 
that this is any good (it is at most as good as the data!), so the question remains of what can go wrong, based on 
the data and training we have. In particular, the question of what data can fool a particular representation is known 
as the problem of “adversarial samples” or “adversarial training”. The first analysis of adversarial perturbations, 
which are small changes applied to any image in a dataset that will, with high probability, yield the wrong decision, 
has been developed in this project. They are universal because the perturbation is identical for every image in the 



dataset. It is also imperceptible, so to the naked eye, two images that look identical result in completely different 
decisions (ICLR 2017).



Further areas for exploration

This project addressed the question of how to define, compute, and analyze optimal representation for a given task, 
or set of tasks. However, more recently Deep Networks have shown a remarkable emergent ability of transferring 
knowledge across tasks. This means that a model trained for a task can then easily be repurposed (typically with 
fine-tuning, but also with a zero-shot modality) for another. This has led some to believe that there is a 
“representation to rule them all” (a.k.a. a Foundation Model). This is patently simplistic, for in the absence of any 
knowledge about the task, the best one can do is to just store the data, or any lossless encoding of it (for, trivially, 
the task may turn out to be to replicate the data). However, the goal of extending representations to span more 
tasks, characterizing the topology and geometry of the space of learning tasks, and understanding transferability 
are wide open problems. In a parallel project under separate funding, we have explored how to define a topology in 
the space of tasks, and defined distances between learning tasks that correlate with ease of transfer learning, but 
that work is in its infancy, and complementary to work that is just driven by scaling: Train bigger models and see 
what happens. Both are needed, and will likely be subjects of intense activitiy in years to come.
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Training Opportunities:  Nothing to Report

Results Dissemination:  Results is presented in conferences such as International Conference on Learning 
Representations (ICLR), International Conference on Machine Learning (ICML), and Journal of Machine Learning 
Research (JMLR).

Honors and Awards:  Stefano Soatto

- Fellow of the ACM.

- Keynote Speaker, ITA Information Theory and Applications, 2018

- Keynote Speaker, LA CTO Forum, 2018

- Keynote Speaker, Tokyo Deep Learning Workshop, 2018

- Keynote Speaker, Workshop on Learning and Adaptation for Sensorimotor Control, Lund, Sweden, 2018

- Distinguished Seminar Speaker, NYU Colloquium on Artificial Intelligence

- Keynote Speaker, CVPR Diff-CVML, 2018

- Keynote Speaker, CVRSUAD, 2017

- Keynote, NIPS workshop on Disentanglement, December 2017.
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Objective 
Develop information-based methods for the design and learning of representations for visual data 
for the purpose of interaction with physical scenes. Interaction involves decision and control 
tasks based on visual data, whereby the underlying scene is complex, uncertain, and dynamic. 
 
Approach: A “representation” is any computable function of the data that is “useful” for a task, 
or a class of tasks, where “useful” is defined in information-theoretic terms (information 
measures). An optimal representation is one that maximizes information content (or equivalently 
entails no information loss, due to the Data Processing Inequality), and at the same time is 
invariant to all sources of nuisance variability, which can be expressed as a minimality relative to 
a complexity criterion. Nuisance factors are generative factors in the data that are uninformative 
of the task. An optimal representation, or a minimal sufficient invariant, would be the ideal 
memory or “state” of a system for a specific task.  
 
This project has pioneered the formal characterization of optimal representations as Sufficient 
Invariants (Soatto and Chiuso, 2016), and the analysis of the resulting properties, including 
computability (Achille and Soatto, 2018). While the project started independently of the wave of 
Deep Learning, and many of the ideas were rooted in foundational work conducted under the 
aegis of ARO during the prior decade, Deep Neural Networks proved to be an essential tool for 
implementing optimal representations at scale. Up to that point, minimality was being sought in 
the form of minimal dimensionality (ICCV 2009), and the kind of invariances being sought were 
maximal invariants. For example, the maximal invariants for images under all possible 
viewpoints and illumination is a zero-measure set (an Attributed Reeb Tree, a topological 
construction of the image), whereas Deep Learning map images onto activations maps of far 
higher dimension, where what is minimal is not the dimension, but rather the information in the 
representation. Dimension is only a rough upper-bound of information.  
 
However, even defining – let alone computing – information in a trained Deep Neural Network 
(DNN), is non-trivial, for real DNNs used today are deterministic functions, not probabilistic 
models, so traditional notions of (Shannon) information yield nonsensical results, for instance the 
fact that the trained weights contain zero information about the dataset (if quantized), or infinite 
differential mutual information (if considered as continuous). During this project, we have 
pioneered the notion of Information in the Weights, shown that it is well-defined even for 
deterministic networks, regardless of whether they are trained with Stochastic Gradient Descent, 
in the end there is one set of weights and the activation maps are computed deterministically at 



inference time. We have shown how the Information in the Weights, which can be computed 
during training, bounds the information in the activations of test data, which of course cannot be 
computed, but that defines the generalization gap of interest for any inductive inference task.  
 
Scientific barriers that had to be overcome were not just technical, but foundational. As we 
progressed with the analysis and modeling tasks, the practice of DNNs was maturing, so we were 
able to quantify information content in trained networks with hundreds of millions of parameters, 
a scale that looks quant today as large language models are heading to the tens of trillion 
parameters, but that nonetheless during the progress of this project were out of reach of any 
technique to quantify and bound information in DNNs.  
 
Significance: This project starts from first principles, defines desirable properties that a 
representation should have, and then instantiates it for different tasks. The significance of the 
analysis is that it informs the design and evaluation of a wide variety of methods to detect, 
localize, classify objects and scene in remote sensing data, which is of obvious significance to 
applications of importance to the Army: ATR, Persistent ISR as well as mapping, localization, 
precision-location, formation control. 
 
At the commencement of this project, even defining what an “optimal representation” is, and 
characterizing its properties, was an open problem. Now a formal characterization is in place. 
More importantly, since the inception of the project, new computational tools have become 
available that allow not only to define, but also to compute and, most important, to optimize such 
information measures.  
 
Accomplishments: 
This project pioneered the study of representations from an information perspective. The 
“Emergence Theory of Deep Learning” defines Information in the Weights, illustrates how it can 
be computed depending on what prior knowledge was available: In the absence of any 
information (improper prior), the concept reduced to the classical Fisher Information. In the 
presence of the most informative prior (the marginal of trained networks over all possible 
datasets, clearly not a computable one), the Information in the Weights reduces to Shannon’s 
Mutual Information between the weights and the training data. And in between the user has 
agency on how to “choose the units” through the choice of prior.   
 
This is an information-theoretic framework that is compatible with PAC-Bayes theory and 
Kolmogorov complexity, and the first theory to provide bounds on generalization for deep 
networks that are validated empirically on modern networks. It also explains recently discovered 
empirical phenomena such as the role of flat minima and overfitting in deep networks.  
 
This development started in 2011, but only with the advent of DNNs the concepts started 
becoming computable in practice. The starting point was the 2016 paper that formalized the 
notion of an “optimal representation” based on classical notions of statistical decision and 
information theory such as sufficiency, minimality, invariance (Soatto and Chiuso, 2016). This 
showed how to define and formalize, but now how to compute and optimize information 
measures needed to infer optimal representations. This, however, was merely a list of desiderata 
since, at the time, we did not have means of computing such optimal representations. 



The first breakthrough came with Information Dropout, an information-theoretic regularization 
method that was shown equivalent to injecting multiplicative noise in the activation functions of 
a deep neural network. The result is surprising: Noisy computation helps (Achille and Soatto, 
2018a). This revealed connections between optimal representations, the Information Bottleneck, 
Variational Autoencoding, and Variational Lower Bound in Bayesian inference. The central 
tenets of the theory are described in (Achille and Soatto, 2018b), which introduces a novel 
Information Bottleneck, dual to that described by Tishby and Co-Workers. The relation between 
these duals provides a bound on generalization based on a key information measure (the 
information the weights of a deep network contain about the given dataset for the task for which 
the network is trained).  
 
Moreover, surprising connections between representation (the properties of the function learned, 
regardless of how it is learned) and optimization (how the loss function is minimized) were 
discovered: First, it was shown that the stochastic optimization in stochastic gradient descent 
(SGD) is the solution to a Hamilton-Jacobi partial differential equation (PDE), and that the 
corresponding distribution evolves according to a linear Fokker-Planck equation, solves an 
optimal control problem, and can be modified and analyzed using PDE theory (Chaudhari et al, 
2018), leading to novel algorithms that beat the state-of-the-art (Chaudhari et al, 2019), and, 
finally, shown that, even if explicit regularization is not accounted for, SGD implicitly 
regularizes the solution in a way that is  precisely the same as the information regularization 
developed in the Emergence Theory (Chaudhari and Soatto, 2018). 
 
Finally, while an optimal representation is the best one can do for a task with the given data, 
there is no guarantee that this is any good (it is at most as good as the data!), so the question 
remains of what can go wrong, based on the data and training we have. In particular, the question 
of what data can fool a particular representation is known as the problem of “adversarial 
samples” or “adversarial training”. The first analysis of adversarial perturbations, which are 
small changes applied to any image in a dataset that will, with high probability, yield the wrong 
decision, has been developed in this project. They are universal because the perturbation is 
identical for every image in the dataset. It is also imperceptible, so to the naked eye, two images 
that look identical result in completely different decisions (Chaudhari et al, 2019). 
 
Further areas for exploration: This project addressed the question of how to define, compute, 
and analyze optimal representation for a given task, or set of tasks. However, more recently 
Deep Networks have shown a remarkable emergent ability of transferring knowledge across 
tasks. This means that a model trained for a task can then easily be repurposed (typically with 
fine-tuning, but also with a zero-shot modality) for another. This has led some to believe that 
there is a “representation to rule them all” (a.k.a. a Foundation Model). This is patently 
simplistic, for in the absence of any knowledge about the task, the best one can do is to just store 
the data, or any lossless encoding of it (for, trivially, the task may turn out to be to replicate the 
data). However, the goal of extending representations to span more tasks, characterizing the 
topology and geometry of the space of learning tasks, and understanding transferability are wide 
open problems. In a parallel project under separate funding, we have explored how to define a 
topology in the space of tasks, and defined distances between learning tasks that correlate with 
ease of transfer learning, but that work is in its infancy, and complementary to work that is just 



driven by scaling: Train bigger models and see what happens. Both are needed, and will likely be 
subjects of intense activity in years to come. 
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