'ﬂ Research Report

RUSSELL HANSON, ADAM R. GRISSOM, CHRISTOPHER A. MOUTON

The Future of
Indo-Pacific
Information \Wartare

Challenges and Prospects from the Rise of Al



https://www.rand.org/pubs/research_reports/RRA2205-1.html
https://www.rand.org/

n today’s globally interconnected environment,

the advent of advanced artificial intelligence (AI)

language models creates both anticipation for

their potential benefits and apprehension over
their possible misuse. This concern intensifies when
considering the strategic ambitions of the People’s
Republic of China (PRC) in the Indo-Pacific region.
The PRC aims to assert its dominance, striving to
establish a hegemonic system that caters to the priori-
ties of the Chinese Communist Party (CCP).!

The PRC’s strategy “envisions Beijing weakening
U.S. alliances, expanding its own network of client
states, renovating and leading regional multilateral
institutions, and deepening the region’s integration
into a Chinese-led economic, political, and techno-
logical order.” It is within this broader strategic con-
text that the potential misuse of AIlanguage models
becomes particularly troubling, especially because
the United States has struggled to maintain its
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information warfare capabilities since the end of the
Cold War.3 The United States now faces the growing
threat of Al-powered disinformation campaigns that
could supercharge the building of believable personas
and can generate endless tailored content across a
variety of mediums.*

Brad Smith, president of Microsoft, underscores
the gravity of this situation. He warned, “We’re
going to have to address in particular what we worry
about most [from] foreign cyber influence opera-
tions, the kinds of activities that are already taking
place by the Russian government, the Chinese, the
Iranians.”™ Smith’s statement highlights the emerg-
ing threats in the digital landscape and the need for
vigilance, particularly considering the actions of the
PRC in the Indo-Pacific region and the fact that U.S.
adversaries, such as China and Russia, have been
investing heavily in information operations and
strategic communications.®

B The development of Al technologies, particularly advanced language models, has drastically expanded
the scope of possible disinformation campaigns. These technologies could enhance the People’s Repub-
lic of China’s ability to conduct information operations at an unprecedented scale and sophistication.

B The information environment necessitates constant vigilance to detect and neutralize disinformation cam-
paigns early. Advanced Al tools could be instrumental in this endeavor, helping to analyze, characterize,
and visualize the constantly changing information environment.

B Timely warnings can significantly dampen the effects of malign operations and are critical to combating
them. Promoting true narratives and exposing falsehoods can help inoculate populations against disinfor-
mation, creating societal resilience that curbs the effect of repeated false information.

B The efforts to counter disinformation should be multinational. Collaboration with partner nations is crucial
not only to increase the effectiveness of these operations but also to create a combined front against
malign activities. Local knowledge, trusted by local populations, forms a crucial part of this strategy.

B As the landscape of information warfare evolves with technology and global geopolitics, future informa-
tion operation strategies will need to be dynamic, collaborative, and proactive, combining vigilance, rapid
response, and multinational cooperation to counter threats effectively.




Information Operations and the
PRC

In the face of growing geopolitical tensions, the PRC
has been increasingly opportunistic in its approach
to subversion. China views modern warfare as being
centered on the struggle for information dominance,
which is considered the most important of the tradi-
tional “three dominances,” along with air dominance
and sea dominance.” Psychological warfare, a key
part of information operations, is one aspect of the
broader Three Warfares concept, which also consists
of public opinion warfare and legal warfare.®

Several instances exemplify China’s opportu-
nistic approach to subversion: exploiting the discord
between Bangkok and Washington following the
2014 coup in Thailand, filling the aid vacuum in
Cambodia in the aftermath of the 2021 crackdown by
Prime Minister Hun Sen, establishing the United Wa
State Army in the ungoverned areas of eastern Myan-
mar, and extending proxy maritime militia opera-
tions around the Natuna Islands during the peak
of the coronavirus disease 2019 (COVID-19) global
pandemic.® Although these instances each highlight
different facets of subversion led by varying PRC
actors, they all share a common thread: a distinctive
opportunism.

In the broader context, China maintains a
robust, meticulously coordinated infrastructure for
print, broadcast, and digital propaganda. The CCP
Central Propaganda Department and the United
Front Work Department underpin these efforts, yet
a variety of other actors also participate. Inspired by
the Russian model, China has made efforts to flood
the information space with its own narratives, stra-
tegically using its media assets to disseminate disin-
formation and subtly influence overseas audiences.!?
Together, these actions create a complex tapestry of
overt, gray, and covert messages designed to captivate
diverse overseas audiences.!! The result is a series of
orchestrated campaigns that intentionally dissemi-
nate disinformation, instigate dissent in targeted
nations, reinforce pro-PRC influencers, and contest
adversaries’ narratives.!2

There have been numerous recent examples that
highlight China’s application of opportunistic sub-
version in the information environment. The Chinese

Abbreviations

Al artificial intelligence

CCP Chinese Communist Party
COVID-19 coronavirus disease 2019
DoD U.S. Department of Defense
LLM large language model

PRC People’s Republic of China

consulate in New York is accused of discretely paying
influencers on social media to promote the Beijing
Winter Olympics.!? Similarly, Chinese state-run
news and media companies have paid influencers
and creators—both monetarily and with lucrative
views—to run pro-PRC stories on their channels.!
The blurred lines between the PRC and Chinese
social media companies potentially gives China
access to troves of data on the U.S. public as well as
influences what content the U.S. public does and does
not see.!> Members of the PRC Ministry of Public
Security were recently charged with operating troll
farms to target and attack dissidents whose views
were unfavorable to the PRC.1¢ In 2020, Twitter dis-
closed “23,750 accounts that comprise . . . [a] highly
engaged core network” and “approximately 150,000
accounts that were designed to boost this content, e.g.
the amplifiers.””

The PRC’s approach to subversion begins with
strategic, long-term investments in relationships with
regional economic, political, and military elites.!
When conditions turn favorable for transforming
these investments into functional assets and initia-
tives, Beijing reacts swiftly.! This opportunistic
strategy is evident in its territorial expansions in
the South China Sea, where the PRC has justified
its actions with economic and political rationales, a
tactic reminiscent of Russia’s approach in Crimea.?’
The aim is to exert influence and cement the new
status quo before the United States or other global
actors can mount a meaningful response. The
COVID-19 pandemic highlights another opportunis-
tic operation by the PRC to attempt to redirect blame
for the virus onto the United States and sow discord
among U.S. allies.?! Considering the PRC’s sophisti-
cated subversion capabilities, extensive network, and
opportunistic tactics, the subversion gap in the Indo-




Pacific presents a significant risk: It threatens to frac-
ture the counter-hegemonic coalition in the region.
Beijing’s goal appears to be to chip away at the coali-
tion, weakening the existing U.S. regional strategy.
Current attempts by the U.S. Department of Defense
(DoD) to bolster conventional deterrence seem insuf-
ficient to thwart Beijing’s subversive actions.

Artificial Intelligence and
Cognitive Bias

Recently, the world has been captivated by the
rapidly improving capabilities of AI large lan-
guage models (LLMs), such as OpenAT’s ChatGPT,
Google’s Bard, and Meta’s Llama 2. These models
are trained on enormous corpuses of open-source
data collected from the internet and contain many
billions of parameters.?? The capacity of LLMs to
generate coherent, well-structured, and persuasive
sentences, imitating human writing, has rightfully
alarmed experts. Lisa Costa, the chief technology
and innovation officer for the U.S. Space Force, suc-
cinctly describes this phenomenon: “It creates these
definitive short sentences that we typically identify
as very knowledge-based, and so when we read
these sentences, they sound . . . exactly right.”?* She
warns, however, that “we should not confuse sentence
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structure with knowledge.”* Costa’s commentary
highlights a cognitive bias, known as cognitive flu-
ency bias, an extensive subject in academic research.
Cognitive fluency bias—when people mistakenly
equate polished presentation for authenticity—can
mislead. This bias is deeply rooted, often influencing
one’s perceptions and decisions without their con-
scious knowledge. Cognitive fluency bias is especially
prone to “truthiness,” a term popularized by Stephen
Colbert and further studied by Eryn Newman.?
Newman characterizes truthiness as “how smart,
sophisticated people use unrelated information to
decide whether something is true or not.”?¢ Truthi-
ness illustrates how high-quality presentation—
whether through well-crafted text or compelling
visuals—can make statements appear more truthful.
In Newman’s words, “When things feel easy to pro-
cess, they feel trustworthy.”?

Malign actors can use Al-generated content to
capitalize on cognitive fluency bias and truthiness,
manipulating people’s intuitive thinking. These
“gut feelings”—the cognitive mechanisms for rapid
and often accurate decisionmaking—are rooted in
the brain’s evolved heuristics for judgments.?® The
presentation style of Al-generated content projects
an impression of intelligence and aligns with the
heuristic to accept certain statements at face value,
without considerable scrutiny to differentiate fact
from fiction.?” The consequences for disseminating
false information in a way that bypasses scrutiny are
concerning, especially as Al language models can
be employed to craft messages targeting vast seg-
ments of the population. Studies have also shown
that repeating information causes it to appear more
reliable, a phenomenon called the “illusory-truth
effect.”3% Al-generated content promoted by state-run
botnets can then prove a potent combination. The
internet, given its global reach, has become a major
platform for foreign interference through the exploi-
tation of truthiness. State actors are increasingly har-
nessing digital technologies to launch malign infor-
mation campaigns, using online tools and advanced
information operations to promote their agendas.3!
In response, some nations, such as Singapore, have
devised measures, such as the Foreign Interference
(Countermeasures) Act, which grants officials the
authority to investigate and counter these activities,




especially when they emanate from foreign sources.*?
The goal of these measures is to curb and mitigate the
proliferation of such malign information campaigns.

The implications of cognitive fluency bias and
truthiness ripple out beyond individual decision-
making and can affect the sociopolitical landscape
and expand the potential for large-scale misuse of
Al-driven language models for malicious informa-
tion operations.

Monitoring the Information
Environment

In recognizing the severity of this threat, DoD has
underlined the need for constant vigilance in moni-
toring the information environment. DoD’s 2016
Strategy for Operations in the Information Environ-
ment calls for enhancing capabilities to “monitor,
analyze, characterize, assess, forecast, and visualize”
the information environment.? This guidance aligns
with the Observe and Orient stages of the Observe-
Orient-Decide-Act (OODA) loop, a strategic concept
developed by U.S. military strategist Colonel John
Boyd.3* Observation represents the crucial first step
in the early detection of subversion attempts and
issuing of warnings about potential disinformation
campaigns. Orientation involves understanding
the complex interplay between cognitive biases and
the information produced by AI language models.
Together, observation and orientation lay the foun-
dation for informed decisionmaking and effective
action against malign information operations.
Examples of information-sharing initiatives,
such as the European External Action Service’s
Rapid Alert System, highlight the importance of
international collaboration in addressing disinforma-
tion threats.?> Launched in March 2019, the Rapid
Alert System aimed to facilitate common situational
awareness and responses to disinformation spread
across European Union member states. However,
its effectiveness has been limited because of a lack
of trust and engagement among member states.>® In
the United States, the Department of State’s Global
Engagement Center is tasked by law to “[identify]
current and emerging trends in foreign propaganda
and disinformation.™” However, the Global Engage-
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ment Center has been observed as “[lacking] the
necessary political and institutional clout to direct a
coordinated effort.”?

The advent of new AT and machine learning
technologies offer an opportunity to enhance obser-
vation capabilities by monitoring and analyzing vast
amounts of data to help detect patterns and anoma-
lies that could signal a subversion attempt or disin-
formation campaign. In practice, the development of
specialized units within the military or intelligence
communities dedicated to information warfare can
also provide the expertise needed to interpret and act
on this data.

The existing network of joint, intergovernmental,
and interagency relationships supporting informa-
tion operations in the Indo-Pacific region is a prod-
uct of past strategic priorities, which significantly
differ from current needs. The authorities and per-
missions governing these relationships—including
Title 10 and Title 50,3° along with the support sys-
tems that sustain them—are not fully aligned in the
region. This misalignment creates operational chal-
lenges and underscores the necessity for new types of
collaborations with interagency partners. Recogniz-
ing this, the National Security Strategy specifically
calls for an integrated approach and a pivot from the
existing structures to those that can effectively syn-
chronize the myriad tools at the nation’s disposal.

Furthermore, monitoring the information envi-
ronment is not a task that the United States should
undertake alone. As stated in the National Security
Strategy, “to solve the toughest problems the world
faces, we need to produce dramatically greater levels




of cooperation” and “assemble the strongest pos-
sible coalitions to advance and defend a world that is
free, open, prosperous, and secure.™? Collaboration
with allies and partners around the world is crucial
for sharing intelligence, building a collective under-
standing of threats, and coordinating responses.
Working together in this way can help build a more
robust, collective defense against the destabilizing
potential of malign information operations.

Issuance of Advanced Warnings

The crucial task of issuing timely warnings repre-
sents an important countermeasure against malign
information operations.*! Drawing from cognitive
inoculation principles, it is observed that preemptive
warnings about possible disinformation significantly
reduce the risk of people falling for these malign
attempts.*? Warnings serve an important function:
They alert audiences about potential misinforma-
tion, which in turn stimulates critical evaluation of
the information encountered. In this context, the
cognitive bias of perceived truthfulness is attenuated
to skepticism.*?

In the process of issuing effective warnings,
attention should be given to not only debunking
false narratives but to also endorsing true ones.**
Warnings perform a dual function in this context:
They counter misinformation while simultaneously
promoting validated information. These warnings
guide audiences toward trustworthy sources and
equip them with tools to verify the information that
they encounter. Therefore, ensuring that true narra-
tives are effectively promoted is a critical element of
this process. Importantly, a warning’s efficacy hinges

on the credibility of the entity issuing it. This high-
lights the significance of fostering public trust and
maintaining the authorities’ integrity, particularly
those authorities likely to issue warnings.*> It is here
that collaboration with allies and partners becomes
essential. Local knowledge and trust gained through
these partnerships can greatly enhance the warnings’
credibility and contribute to the resilience of these
societies against disinformation campaigns.

Issuing warnings is a dynamic process, not
a one-off event. Adapting to the rapidly evolving
information environment is key, requiring the abil-
ity to promptly detect and respond to emerging
disinformation campaigns. Leveraging advanced
AT and machine learning technologies can support
these efforts by monitoring the information envi-
ronment, identifying threats, and swiftly issuing
relevant warnings.*® In addition, local partners can
play a critical role because they are often better posi-
tioned to respond quickly to real-time events. Their
responsiveness can contribute to a warning system’s
overall effectiveness.

Although effective, warnings cannot exist as a
standalone solution to counter malign information
operations. A multifaceted strategy—incorporating
digital literacy improvement, fact-checking promo-
tion, and critical thinking skill enhancement—is vital
to successfully combat these operations. Within the
context of a DoD campaign to counter disinforma-
tion, it is crucial to recognize the constitutional, legal,
and political complexities that arise when consider-
ing increased DoD involvement because these efforts
might blur the boundaries between foreign and
domestic information spaces.

Warnings serve an important function: They alert
audiences about potential misinformation, which in
turn stimulates critical evaluation of the information

encountered.




Partner Information Operations

In the face of pervasive Al-driven threats, developing
partnerships and conducting collaborative opera-
tions have never been more crucial. By augmenting
partner nations’ capabilities, DoD can significantly
reinforce the resilience against disinformation and
subversion attempts. This partnered approach recog-
nizes the complex and dynamic nature of the infor-
mation environment.

A core objective should be to enhance partner
nations’ ability to execute successful information
operations independently. Equipping these forces
with the knowledge, strategies, and tools to oper-
ate effectively within the information environment
will not only counteract disinformation but will also
foster global literacy about malign information oper-
ations. A critical consideration for the United States,
in increasing its involvement, is to carefully balance
the provision of accurate information to counter
foreign disinformation campaigns against the risk
of inadvertently supporting narratives that might be
construed as propaganda, potentially aggravating
the situation.

Next, the United States should consider a shared
database that documents and tracks the PRC’s malign
information activities. This shared resource can
expose patterns, identify vulnerabilities, and aid in
the strategic formation of responses. It would estab-
lish a sharing foundation of knowledge for counter-
ing disinformation and integrating partner nations
through an irregular warfare approach applied to
information operations, increasing the collective
stance against malign information operations.

The lessons derived from both irregular warfare
(IW) and information warfare (IW) have significant
implications for countering malign information
operations.*” A fusion of these two IW principles—
which we refer to as the IW? concept—-can provide
unique insights for operations below the threshold
of armed conflict. This approach underscores the
benefits of partnered operations. It leverages U.S.
partners’ unique local knowledge and capabilities,
enhancing their ability to safeguard their sovereignty,
disrupt adversary subversion, and counter AI-driven
disinformation. Harnessing the IW? framework can
enhance deterrence, foster commitment to shared
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security objectives, and help position the United
States as the preferred partner of choice.*® Several
facilitating elements stand out in these operations.
The capacity to train partner forces outside their
countries creates a secure space for them to acquire
the necessary skills and prepare for future informa-
tion operations. Training outside the partner country
can improve operational security and afford efficien-
cies by centralizing resources. Information-sharing
can build trust and enhance the security of both the
partner nation and the United States. Similarly, an
increased ability for U.S. forces to work in sync with
partner forces, developing cultural sensitivity and
language skills, reflects the advantages of the collab-
orative nature of our recommended approach.
Increased funding for multinational exercises
can underscore U.S. commitment and offer shared
learning opportunities and practical skills appli-
cation. In the same vein, securing public support
within partner nations for cooperation with the U.S.
military becomes essential. It aligns with the need for
timely warnings and the promotion of accurate nar-
ratives. The backing of local populations can foster
enduring collaboration, bolstering the collective
defense against malign information operations.
Partner information operations represent an
important tool in U.S. efforts to counteract subver-
sion and future AI-driven disinformation campaigns.
The promotion of digital literacy, issuance of timely
warnings, constant vigilance in monitoring the infor-
mation environment, and conducting of collaborative




operations collectively construct a robust defense
against disinformation campaigns.

A Measure-Countermeasure
Dynamic

Measure-countermeasure dynamics have been cen-
tral throughout historical and technological evolu-
tion. The design of new offensive capabilities leads
to the development of corresponding defensive
strategies, which in turn catalyzes the creation of
even more-advanced offensive methods. The rise
of aviation, the anthrax bioweapon threat, Interna-

tional Traffic in Arms Regulations, and the Cold War

arms race illustrate how this dynamic has shaped
the responses to emerging threats. In each instance,
countermeasures did not eradicate threats; instead,
they prompted continually evolving ways to mitigate
risks. Today, AI language models present novel chal-
lenges that bring this dynamic into focus, forcing
governments to react to the advent and proliferation
of LLMs.*® Devising the countermeasure to these
challenges in a timely manner is critical because the
window to enact defensive policies might be short.>°
In 2017, the PRC released an Al roadmap outlin-
ing its ambition to define ethical norms and Al secu-
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rity policies by 2025 and become the world’s leading
Al innovation center by 2030.%! Although achieving
these goals might be unlikely, they serve as a motivat-
ing force for the United States to counter the PRC’s
efforts to shape global AI perspectives to its advan-
tage.”? In this light, taking steps to influence the AI
measure-countermeasure dynamic will be critical to
countering malign information operations.

To effectively engage with the measure-
countermeasure dynamic in the Al space, continu-
ous monitoring of the information environment
is crucial for early detection and neutralization of
threats. Timely issuance of warnings is another criti-
cal countermeasure to identify and counter false
narratives, fostering societal resilience against dis-
information. A unified, international approach that
leverages local knowledge and narratives is neces-
sary to counter malign operations while the power
to strengthen awareness and resilience in this era of
digital advancement is harnessed. Promoting trans-
parency and accountability in the development and
deployment of AI systems is essential to establishing
international norms and standards, which help create
a global effort to address Al-enabled threats. Mul-
tilateral engagement with U.S. partners can create
a coordinated approach strengthening the counter-
measure to malign information operations.

Recognizing the emerging threat posed by AlI-
enabled information operations, the United States
must understand the risks, implement necessary
countermeasures, and continue to leverage these
tools in a safer and more secure manner. Time is
critically important, and responding sooner gives
the United States the upper hand in the measure-
countermeasure dynamic. The role of Al language
models, as both measure and countermeasure,
underlines the complexity of the challenge but also
illuminates the path to managing it effectively. By
engaging proactively, the United States can develop
robust warning systems and counteract potential
threats, enhancing national security while reaping
the rewards of technological innovation.




Conclusions

In the evolving information environment, the

role of advanced AI technologies has drastically
expanded the scope of possible disinformation
campaigns. Notably, efforts by the PRC have dem-
onstrated the need for a concerted and strategic
response from the United States and its allies. To
this end, a potential strategy emerges, built on a
combination of monitoring, issuing warnings, and
conducting partner operations.

Continuous monitoring of the information
environment is the foundation of this strategy, a
prerequisite for the early detection and neutralization
of disinformation campaigns. A proactive stance,
underpinned by advancements in AT and machine
learning techniques, can aid in better understanding
the dynamic information environment and staying
ahead of potential threats.

A robust warning system that promotes truth
while spotlighting disinformation forms the second
pillar of this approach. Timely and effective warn-
ings can help inoculate the public against false nar-
ratives and mitigate the impact of disinformation
campaigns. The power of truth cannot be underes-
timated; it is a robust tool in negating the effects of
falsehoods.

Finally, partnering with international allies
multiplies the strength of these efforts. As the PRC’s
activities span the globe, so too must the counter-
efforts. U.S. allies not only provide valuable local
knowledge but also amplify a collective message in
the face of disinformation. The coordination of part-
ner nations is central to building an integrated front
against malign information operations.

The challenges posed by Al-driven disinforma-
tion are immense, particularly in the face of adver-
sarial competitors, such as the PRC. It is important
to note that this problem transcends regional bound-
aries and is, in fact, a global concern. However, the
combination of monitoring, warning issuance, and
partner operations offers a promising strategy to
secure the information environment, promote truth,
and counter the evolving threats to our free and
open societies.
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