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A. Major Goals

Describe the major goals of the project. Major goals are determined by agreement between the
researcher and the sponsor. 8k characters

There are four major goals of the project: 1) Hacking for Defense (H4D) University CoLrse Development
and Execution; 2) Educate NEPTUNE colleges on Hacking for Defense; 3) Military and veteran engagement;
and 4) Develop an H4D-NEPTUNE accelerator capability.

1. Hacking for Defense (H4D) University Course Development and Execution
Under the NEPTUNE Office of Naval Research (ONR) grant, Stanford University holds a Hecking for Defense
course focusing on cyber-physical sec ity and energy network cnhallenges facing the Department of
Defense (DoD) and intelligence commu ties (IC). The H4D Cyber Security and Energy Networks course is
taught during the Spring Quarter by NEPTUNE program supported faculty and instructors. Up to eight
teams, each consisting of 4-5 students, will address problems related to cyber security and energy
networks drawn from problems submitted by US DoD and other government organizations.
The goals of the course are to generate student mastery in the H4D lean problem-solv ng methodology,
give them exposure to working on real-world problems and government organizations, and enable them
to inform, if not solve, cyber security, energy netwark, and other national security problems submitted by
DoD/IC and other government sponsors. As sucn, H4D coursework advances science and engineering
education by giving students robust methodological tools and practical applications fo- these tools that
contribute to national security.
The H4D course is held to advance key  :PTUNE Program cbjectives to include:

¢ Instilling lean innovation methods and thinking in the next generation of students, with an

emphasis on the military-affiliated studert population {for more see point 2 below)
e Engaging talented students to solve defense related energy challenges.
e Promoting pathways to advance new concepts and technologies to market- a1d defense-ready
products meeting DoD requirel nts.

A core tenant of the H4D course is to teach students “beneficiary discovery”. This requires the class to
“get out of the building” and talk to a wide range of beneficiaries, end-users, industry experts and other






capability will support early-stage, growth-driven teams that emerge from the HAD class through
education, mentorship, and financing.

The HAD accelerator capability will combine the expertise of academic and industry leaders at Stanford
with industry and defense experts. In addition, it will provide structure, mentorship and funding support
for best concepts and technologies developed in H4D classes. The support will be aimed at teams, with a
working prototype or prototype concept of an innovative technology, that need to validate and vet their
business and mission models with DON and other DOD sponsors, as well as potential commercial partners.
The key to the accelerator capability is mentorship. The H4D accelerator capabiity will combine
mentorship opportunities from academia, industry, and defense by placing HAD teams with mentors in
each of these areas either at Stanford University labs and/or in Silicon Valley incubators and labs.

The HAD Neptune accelerator capability aims to have a positive impact on the NEPTUNE ecosystem by
taking great concepts developed in class and giving them the mentorship-driven, financial, and learning-
by-doing support to fully develop the mission solution. Through partnerships with Stanford’s Precourt
Institute and local energy accelerators, the H4D accelerator capability will build NEPTUNE's internal
capability of solving cyber-physical security and energy network-related problems.

One purpose of the accelerator is to bridge the funding gap between the H4D class and available follow
on funding from government and commercial sources. H4D teams will be in the accelerator capability for
four months as part of a cohort of other companies and receive a monthly stipend totaling between $25-
50k. The funding will enable teams to implement a small pilot test to further test their business and
mission models. In addition, the accelerator capability will connect these teams with the cyber security
and energy ecosystem

B. Accomplished under goals

A description of what was accomplished under the goals during the reporting period. 8k character limit.
Stanford had the pleasure of hosting Rich Carlin and Whitney Tallarico for a site visit on £ December 2017.
The visit situated and aligned Stanford’s contribution to the NEPTUNE program.

1. Hacking for Defense (H4D) University Course Development and Execution

The Hacking for Defense course streamlined the pathways for cyber-physical security, energy network,
and national security technologies and products to reach defense systems and operators. The Hacking for
Defense syllabus was written to incorpc ite the cyber-physical- and energy network-sp=cific focus.

Term Syllabus Website Number of Number of Number of
Student teams | Student teams government
| Applied Selected Problems Offered
Spring 2018 7 6 16
Spring 2019 17 8 25
Spring 2020 B 16 8 23
Spring 2021 T 14 10 18
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The 6 teams in the
Stanford Hacking for
Defense course spoke
to 620 stakeholders
during 10 weeks.
Team outreach and
prototyping was
supported by a
reimbursement
process that covered
the cost of student
travel for beneficiary
discovery and
prototype
development. Teams
used the funding to

The 8 teams in the Stanford
H4D course spoke to over
820 stakeholders during 10
week-quarter. By the end
the class, all of the teams
realized that the problem
as given by the sponsor had
morphed into something
bigger, deeper 4 much
more interesting. Team
outreach and prototyping
was supported by a
reimbursement  process
that covered the cost of
student travel for
beneficiary discovery and

We had the privilege of having 1C

Senior Defense Leaders (all

| [Lockneed Martin  ventures),

(Director of

Lvpersecurity at tne NSA),
(Chief Management

Utticer, boD)

The 8 teams in the Stanford H4AC
course spoke to over 1,000

The 10 teams in the
Stan“ord H4D course
spoke to 1,142
stakeholders during 10
week-quarter. By the
end -he class, all of the
teams realized that the
problem as given by
the  sponsor  had
morphed into
something bigger,
deerer and much
more interesting.
Tearm outreach and
prototyping was

supported by the




travel to Beale AFB,
San Diego, Naval
Postgraduate School,
and Fort Bragg.

The final
presentations were
held on 5 June. The
event was attended
or streamed by 155
people.

4 of the 6 teams plan
to continue working
on their solutions
(Acquiforce, Polaris,
Sea++, and Theia)
following the course.
They will represent
the first cohort to
enter  the H4D-
NEPTUNE Accelerator
Capability.

prototype development.
Teams used the funding to
travel to Beale AFB, San
Diego, Naval Postgraduate
School, and South Korea.

The final presentations
were held on 4 June. The
event was attended by 78
and streamed by 94
people.

Five of the 8 teams plan to
continue working on their
solutions (Learn2Win,
DeepFakes, IntelliSense,
Gutenberg, and Panacea)
following  the  course.
Learn2Win, DeepFakes,
and Panacea will represent
the first cohort to enter the
HAD-NEPTUNE Accelerator
Capability.

stakeholders during 10 week-
quarter. By the end the class, all
of the teams realized that the
problem as given by the sponsor
had morphed into something
bigger, deeper and much more
interesting. Team outreach and
prototyping was supported by 2
reimbursement process that
covered the cost of student
travel for beneficiary discovery
and prototype development.

The final presentations were
held on 5 June. The event was
streamed by 435 people.

7 of the 8 teams plan to continue
working on their solutions
following the course. 6 will
represent the second cohort of
the ONR-funded H4DLabs
Accelerator.

NEPTUNE grant via a
reimoursement
procass that covered
the cost of student
travel for beneficiary
discavery and
prototype
development.

The -inal presentations
were held on 1 June.

The event was
streemed by 245
peogple.

9 of the 10 teams plan
to continue working
on their solutions
following the course. 4
will represent the third
cohcrt  of H4XLabs
sporsored by
Lockheed Martin.

2. Educate NEPTUNE colleges on Hacking for Defense

2018

A NEPTUNE Student Summit was held at Naval Postgraduate School from 22-24 MAY. The Student Summit
consisted of 24 students and educators. Over half were affiliated with the military

The activity was subcontracted to Hacking for Defense, Incorporated. The Summit scught to teach NEPTUNE
school educators, students, and NEPTUNE-affiliated government personnel Lean methods to enable them to
apply the methods to their research for the purpose of solving national security challenges. The topics covered
were: Problem Curation, Benefi ry Discovery, Mission Model Canvas, and an Experimentation Primer and
discussion of MVPs.

A post-Summit survey consisting of 12 respondents (50% response rate: 7 students end 3 educators) reveals
that there is much room for improvement for the 2019 Student Summit. On a 5-poin= Likert Scale (Poor, Fair,
Good, Very Good, Excellent), participants were asked how they would rate the Stud2nt Summit overall. The
responses are as follows: Poor — 0, Fair — 2, Good — 6, Very Good — 4, Excellent — 0. The reason for the low
marks is due to the lack of aligning the product-based content with the research focus of the educator/student
audience.

Lessons learned from the Summit are already being incorporated into revisions for the 2019 Student Summit.

2019

Pre-ONR-H4X Summit Webinars

Stanford executed 3 webinars\ h an average of 56 students/faculty. The purpose of the webinars was to
provide prerequisite informatic leading up to Chaflenge Summit. The first webinar (2/27/19) introduced
NEPTUNE-affiliated faculty and students to the new approach ONR was taking with H4X in the NEPTUNE 2.0
grant cycle. The second webin  (3/8/19) gave participants a background on the H4X process. The third
(4/12/19) introduced students to the importance of curating their research problems to meet warfighter
needs.

Challenge Summit Overview
The Office of Naval Research Hacking for Defense Challenge Summit was held by the Precourt institute for
Energy at Stanford University on May 28-30, 2019. 73 people attended the Summit, rapresenting 14 different
















or pitching to venture capitalists or funnel projects from other courses that are working on a dual-use product
into Hacking for Defense to match their prototype to DoD/IC challenges.

2019

The Stanford H4D Project launched H4XLabs, an accelerator capability that provides select student teams
graduating from the H4D course at Stanford support beyond the course.
The purpose of Stanford H4D activities are to:

e Instill lean innovation | thods and thinking in faculty, students, and government and military
personnel;

e Engage talented faculty, students, professionals, and entrepreneurs in classes and events to help
them develop new concepts, technologies, and startup companies aimed at solving defense-related
challenges.

H4XLabs goal is to advance concepts, technology, and ventures arising from Stanford H4D educational,
training, and course activities to better meet ONR, Department of Navy, Department of Defense, and
Intelligence Community priorities. H4XLabs endeavors to accomplish this by providing a range of services to
transition ideas, concepts, and technologies into market-ready and government-deployable solutions.

The effort will simultaneously increase the number of commercial-oriented start-up and nontraditional
companies working in defense related fields and grow a professional workforce emphasizing military veteran
involvement with knowledge in both defense mission needs and the commercial marketplace. Significantly,
this effort will create concept-to-adoption pathways for artificial intelligence, cyber security, and energy
network technologies and products to reach defense systems and operators.

Specifications

H4XLabs will focus on accelerating viable, and Department of Navy-relevant, concepts and technologies
coming out of Stanford H4D engagements beginning in in CY2019. Our goal will be to provide support up to
five teams, or partially formed teams during this foundational period. The effort includes four tasks (Task
execution may overlap).

Task 1: Team Formation Sourcing and Company Creation Advisory Services

H4XLabs will provide up to 25  urs of support per month per team of advisory support to the teams
identified by Stanford H4D as having relevance to ONR priorities. The goal of Task 1 is to transition teams into
businesses by assisting them developing strong ties with the sponsor, identifying pathways to bringing their
solution to fruition as a startup, navigating creating a dual use startup.

These services will ready teams to begin developing their business model in Task 2 — Pre-Incubation Services.
The duration of Task 1 is an ongoing task for H4D teams and identified efforts for the next 5 months.

Task 2: Pre-Incubation Services - Creating Investment Ready Companies

Task 2 helps companies become investment-ready by assisting them in dev  ping their business models.
These services center around, creating a fundable team, validating Product- Mission Fit (are they creating
something that really is needed), validating the technology path and working to get the team to an investable
technology readiness level (TRL), and, finally, validating government and commercial paths to adoption of the
technology. The outcome of Task 2 will be producing teams that are well positioned to gain government (e.g.
SBIR) and commercial (e.g. venture capital, angel investor, and/or incubator/accelerator) support and/or
funding. Task 2 will provide up to 4 months of services per team.

Task 3: Next-Step Funding Services

Task 3 focuses on coaching and r  1toring teams to prepare them for government and commercial funding.
Some Next-Step Funding services clude assisting teams in creating a funding strategy around commercial,
defense, or dual-use tracks, locating appropriate funding pathways, and helping them prepare their pitch or
application for those government and/or commercial opportunities. Teams will start near the end of Task 2.
It is expected that teams will not 2 of sufficient IRL level to move out of Pre-Incubation and some interim
funding pathways will be part of the process.

Task 4: Team Stipends

H4XLabs will provide direct stipends between $10,000 (ten thousand) to $20,000 (twenty thousand) to
support teams as they continue to develop their technologies. The amount of stipend will depend on each
team’s investment readiness level based on their technology’s IRL, TRL, and ARL.
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