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ABSTRACT 

 Artificial intelligence (AI) and machine learning (ML) offer new capabilities for 

the overall technology ecosystem. As it forms the foundation for new technology, the 

security of a final software product depends greatly on that of the underlying supply 

chain, including its software dependencies. This study examines a portion of the supply 

chain for AI/ML by mapping the dependencies of a select sample of ML libraries for 

vulnerabilities. We search for a relationship between the depth of a dependency within a 

sample library’s dependency tree and the amount of vulnerabilities discovered within the 

corresponding library’s supply chain. We consider multiple development tools and 

libraries and their software dependencies, all of which exist as open-source software. 

Understanding the potential risks, vulnerabilities, and dependency relationships present in 

the development supply chain will inform further efforts to securely develop AI/ML 

products and secure its supply chain. 
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CHAPTER 1:
Introduction

Security experts have increased their attention on software supply chains and their vulnera-
bilities. The SolarWinds compromise in 2021 highlighted the severe damage that software
supply chain attacks can inflict. The U.S. government and multiple cybersecurity firms
believe an organized and dedicated attacker, specifically the Russian Foreign Intelligence
Service, conducted the SolarWinds breach [1]. However, it does not necessarily take a well-
resourced or even dedicated attacker to compromise critical software supply chains. In 2016,
thousands of developers had their projects broken when one author’s JavaScript module,
named kik, originally published on the package manager npm (for a description on package
managers see Section 1.1), was taken down and unpublished at the original author’s request.
Many news sources refer to this as the left-pad incident, due to the left-pad code that was
part of the removed kik module. The removal of left-pad halted web development and took
down many popular web apps that used the left-pad code as a dependency. The incident
showed the fragility of the software supply chain, specifically in 2016 [2]–[5]. These two
incidents, though separated in time by nearly 5 years, raise questions about the current state
of the supply chain. Has it gotten more vulnerable over time and/or have the threat actors
expanded their targeting to more of the supply chain?

While the vulnerabilities of conventional software supply chains have and are currently
being studied, the security of the tools within the supply chain of artificial intelligence (AI)
and machine learning (ML) remains under-explored. This lack of study comes despite the
increasing utilization of AI and ML technology by many companies and the U.S.. govern-
ment to achieve greater efficiency and new capabilities [6]. Developers for these entities rely
on increasingly complicated software supply chains, including package managers, annota-
tion tools, and AI/ML libraries, to develop their applications. Entities hoping to capitalize
on AI/ML by using external resources currently accept a largely unknown or an inaccurate
understanding of the risk to their supply chain. Developers frequently combine disparate
tool-chains in order to achieve their objectives, which introduces a level of complexity to
understanding the composition of an application’s supply chain. Due to the emerging nature
of AI/ML technology, the tools within the supply chain are not yet mature. Many tools and
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the dependencies of these tools change regularly and updates can go easily unnoticed. In
addition, malicious hijacking of packages has been seen in the wild, so even previously
trusted packages could become a liability for developers and organizations. We study the
supply chain of popular AI/ML tools in order to gain a more complete picture of the risks
involved in AI/ML development and how to manage these risks.

Popular AI/ML libraries include Scikit-Learn, Keras, and TensorFlow [7]. These libraries
can be downloaded from various package managers, such as pip, however package managers
can and have held malicious packages [8], [9]. This is because package managers typically
attest to integrity, users hold responsibility for ensuring they download the correct package
and version, and maintainers must publish the intended package and not a malicious one.

The goal of this research is to examine a portion of the supply chain of AI/ML development
and its risks. By studying the prevalence of vulnerable software packages present in AI/ML
supply chains, a better picture can be formed of the development landscape and what to
secure as well as how to secure them.

1.1 Research Questions
This thesis will perform a supply chain risk assessment of commonly used Python open
source AI/ML tools and libraries and open source software dependencies used by the these
libraries and managed by the package manager, pip. We evaluate the current state of the
supply chain and consider the risks that AI/ML tools and libraries are exposed to through
their dependencies. In addition, we consider the additional risks that AI/ML scientists,
engineers, organizations, and models themselves are exposed to through the distribution of
AI/ML tools and libraries by package managers.

Our study focuses on the likelihood of vulnerable dependencies/malicious packages in
specific libraries that attackers could exploit rather than the prevalence of these packages
across the entire repository. The intent is to understand the frequency of known vulnera-
bilities and/or malware being distributed in dependent packages installed as part of AI/ML
libraries.

The majority of software developers utilize package managers in order to take advantage
of the vast open source software ecosystem and incorporate existing software artifacts into
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their applications. These artifacts can be anything from software libraries written for the
intended language, binaries, containers, or packages. Essentially, we use artifacts as a broad
term for any manner of code that can be distributed. Package managers typically host
their own repositories for users to be able to download packages from. These repositories
need to be updated whenever a new package or new version of a package is released.
Within the ecosystem for package development, package maintainers hold responsibility
for maintaining their packages and typically host their packages at multiple locations, or
repositories.More details about their role can be found in Table 2.1. These other locations are
not package managers, but solely hosting locations, such as GitHub and personal/corporate
websites. Maintainers will also host on package managers for the intended language, such
as the pip package manager for the Python Package Index (PyPI) for Python and the
Comprehensive R Archive Network (CRAN) for R. Some packages also operate across
languages to provide additional functionalities. For example, many Python packages are
written in a combination of Python and C in order to provide better performance in certain
aspects.

The convenience provided by package managers makes them the preferred choice for in-
stalling new libraries and applications and they are indispensable to software developers to-
day. However, because package managers automatically install needed dependencies, many
developers install new desired libraries without fully understanding what the other depen-
dencies are. Installing a package manually typically requires manually satisfying required
dependencies and this provides an opportunity for the developer to assess the dependency
being installed. Package managers automate this process and the developer’s role is less
active. Some package managers, such as Advanced Package Tool (APT) will inform the
user of the names of packages and associated dependencies being installed and request
permission. These lists of packages could contain dozens or even hundreds of packages
and the user can only choose to accept all or deny all of them. Unless a user researches all
of the dependencies prior to installing the necessary packages, they have little knowledge
of the risk they are accepting, as the package manager does not necessarily provide much
information about the packages except names, version numbers, and that the installed state
is functional.

An alternative to package managers for automating the installation of tools, includes using
commands such as “curl [someScriptOnSomeSite] | sudo bash” which will download a
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shell script and execute it with root privileges. While this is a valid method of installing
software, the security risks this introduces are numerous as unverified scripts running with
root privileges can wreak havoc on a system. An example of a possible attack is if an attacker
compromises the aforementioned script to download malware.

The automated installation of applications and associated dependencies potentially exposes
the software supply chain to risks emanating from these dependencies. Many popular soft-
ware artifacts are developed by teams of people operating in an open-source environment or
corporate teams which allow outside contributions by the open-source community. There
exists an overall goal of honest behavior to create and improve projects, but these same
projects can be malicious from the start or become corruptible by adversaries acting dis-
honestly and maliciously to subvert the software towards their own goals.

Our operating security model assumes an adversary who wants to install a specific artifact
on a target machine without being detected, in order to accomplish their end-goals without
impediment. This could be accomplished on any machine in an organization or that of
a specific user’s. The artifact may have an existing vulnerability, known to the adversary
privately or even disclosed publicly, or may be a specially crafted malicious artifact that
the adversary has modified to include the vulnerability. Alternatively, the malicious artifact
may simply run a payload contained in the artifact. In order to deliver their target artifact,
the adversary may insert artifacts into repositories, run a repository, become a package
maintainer, contribute code to an open-source artifact, subvert a proprietary/closed-source
artifact, or steal signing keys from maintainers. We assume the adversary cannot run in-
stallation commands on the target machine, modify files on the target machine outside the
operation of their vulnerable artifact, or subvert the package signing infrastructure of pip.

The developers who use open source projects expect project maintainers to defend against
these adversaries by reviewing their projects and any contributions made by outside con-
tributors before releasing new versions. This expectation creates elements of trust within the
ecosystem based on honest behavior, whether it is deserved or not. It occurs between project
maintainers and contributors as well as between project maintainers and developers who
use their software artifacts. Whether any of these agents are actually trustworthy is another
matter. It is important to ensure that only those that are trustworthy become trusted and only
when absolutely necessary. This especially applies for closed-source projects where users
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cannot independently inspect or have evaluated the source code. The trust developers place
in a project maintainer and their artifact not only applies to the original intended artifact, but
also extends trust to its dependencies and those dependencies’ maintainers. The artifact’s
maintainer may decide to update their dependencies at any point in the future and encourage
it to be adopted through an update. They thus hold a critical role in selecting dependencies,
monitoring for compromises in dependencies, and acting as a steward for developers that
use their artifacts. Untrustworthy maintainers (i.e., malicious agents acting as maintainers)
can abuse their roles to compromise unsuspecting users.

The practice of vendoring may provide a possible solution to reduce the risk of developers
downloading malicious or compromised packages, but has yet to be studied in this context.
Vendoring refers to an act of copying dependency code or creating private/internal reposi-
tories of artifacts, such as containers or packages, in order to pin specific versions of depen-
dencies directly into a product rather than allowing package/dependency management tools
to do so automatically [10], [11]. The exact practice varies across programming languages
and many use it to solve issues arising from conflicting dependencies. The programming
languages Go and Ruby on Rails provide mechanisms that support vendoring [11]–[13].
In contrast, Python does not officially provide a mechanism to support vendoring, but vir-
tual environments provide a close alternative. The vendoring package available on PyPI
is intended only for use with Python’s pip package manager [14]. Vendoring can in some
cases complicate efforts to apply security patches to dependencies [10], [15]. If a package
vendors its dependencies, then any time a dependency releases a security patch then the
entire package must be updated and rebuilt to incorporate the patch. Otherwise, the package
will continue to use a vulnerable dependency.

Containers have managed to achieve some of the same effects that vendoring accomplishes,
such as achieving deterministic build environments. However, containers also face some of
the same issues, depending on the implementation, especially with regard to incorporating
vulnerable dependencies.

Today’s AI/ML tools and libraries make use of many dependencies that may vary in their
overall state of use and current maintenance. The overall usage of these dependencies in the
ecosystem may vary wildly from being known and considered an almost essential part of
almost any application to being an obscure dependency that is only noticed when needed.
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We analyze the risks from dependencies for popular AI/ML packages using Common
Vulnerability Enumerations (CVEs), a standardization used to uniquely identify vulnerabil-
ities [16]. Then we consider whether a relationship exists between CVE presence, common
dependencies between packages, and the depth of these dependencies in the parent pack-
ages’ dependency trees (more on dependency trees can be found in Section 1.2). Through
this we construct a better picture of the risk software dependencies create within the AI/ML
supply chain and where the risks that do exist come from.

1.2 Scanning Popular Package Dependencies
In order to answer our questions, we developed a custom-built tool, named the Dependency
Inspector for CVEs (DIC), to automate the generation of dependency trees for se-
lected AI/ML packages, which were then cross-referenced with the National Vulnerability
Database (NVD)s’ CVE and Common Platform Enumeration (CPE) databases. More on
the previously mentioned databases will be covered in Chapter 3, which enable our analysis
of the relationships between packages, package dependencies, and known vulnerabilities.

In theory, a Software Bill of Materials (SBOM) should enable this deep analysis, as SBOMs
contain information about software and all of the components that form it. More on SBOMs
will be covered in Section 2.3.2, Here, we observe that current imaginings of SBOMs ignore
important questions of use-in-context. An example would be creating lists of known vulner-
abilities mapped to components, an underexplored area. This research aims to contribute to
this area using dependency trees to visualize the structure of the information contained in
SBOMs, specifically the codebase and its components.

The relationships between a package, its dependencies, its dependencies’ dependencies and
so on, can be represented in several different ways. We can represent the dependencies of a
package as a directed acyclic graph (DAG), as these are essentially relationships between a
single package and a set of packages. DAGs allow directional connections between nodes
and no closed loops can be formed. For representing a package’s dependencies, one node
in the DAG represents the parent package and the other nodes represent the dependencies
necessary to fulfill all requirements. The transitive closure of the graph captures when a
package’s dependencies are satisfied. The acyclic nature of a DAG applies to dependency
relationships because any cycles that may exist in the dependencies will be broken and can
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be ignored once all are installed. To illustrate this point, consider three artifacts, A, B, and
C, where A depends on B, which depends on C, and C depends on A. Once all three artifacts
are installed then the edge where C depends on A can be ignored, as all relationships are
satisfied and the graph no longer needs to be traversed.

A tree can also be used to represent a package and its dependencies’ relationships. Trees
are defined as DAGs where the number of edges is equal to the number of nodes minus one.
A distinguishing feature of trees is that a child node cannot have multiple parent nodes and
there is a single root node that all children can be traced to. This can be useful for analyzing a
characteristic of a specific subset of the relationships such as the furthest that a dependency
exists from the parent package. In an unweighted DAG, the length of the path from an origin
node to a destination node is calculated by the number of edges in the path. Similarly, in
trees the depth of a node describes the number of edges from the root node of the tree to the
leaf, or child node. Some DAGs are not naturally trees, but can be transformed into them.
The dependencies in these DAGs may have cross-dependencies or shared dependencies,
causing a child node to have multiple parent nodes, and possibly multiple depths associated.
We transform these DAGs into trees by choosing a canonical way to attach shared nodes.
More on this will be covered in Section 3.1.

The study of software vulnerabilities takes many approaches. The use of open source
software components to develop products has only grown more widespread according to a
study conducted by Sonatype, a company specializing in software supply chain management
solutions [17]. That same study also found that of “the top 10% of the most popular
Java, JavaScript, Python, and .NET projects, 29% of them contain at least one known
security vulnerability” [17]. The security of modern software products depends not only on
developing secure code for the product, but also on incorporating well-built and maintained
software components.

Software can have known vulnerabilities and not-yet-discovered vulnerabilities which be-
come discovered (i.e., 0-day vulnerabilities). Dealing with vulnerabilities in today’s diverse
package environment involves not only considering development practices but also depen-
dency issues. Understanding the propagation and lifespan of vulnerabilities within a supply
chain can allow developers to make educated decisions about the risks being accepted when
incorporating new libraries into their applications. While they can be mitigated through

7

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



practices that promote secure software development, such as DevSecOps or secure devel-
opment lifecycles, developers who use third-party libraries should consider other factors
besides the development practices used. Alfadel et al. argue that the “two most critical
aspects in dealing with package vulnerabilities are how fast developers can discover and fix
the vulnerability, and how fast the applications update their packages to accommodate the
fixed versions” [18].

When analyzing supply chain risk, developers must consider the risks of supply chain
compromise that may come from both supply chain attacks and supply chain exploits.
These two categories of supply chain compromise differ in that we define supply chain
exploits as those attacks that take advantage of vulnerabilities already present in a system’s
supply chain whereas Cybersecurity and Infrastructure Security Agency (CISA) defines a
supply chain attack as occurring “when a cyber threat actor infiltrates a software vendor’s
network and employs malicious code to compromise the software before the vendor sends
it to their customers” [19]. Landwehr et al. in the creation of their taxonomy of computer
program security flaws chose to consider both intentionally inserted and accidental flaws,
or vulnerabilities [20]. The main difference between our two categories of supply chain
compromise is whether the compromise occurs because of intentional security flaws inserted
by an attacker, or through an attacker’s use of unintentional flaws, which exist because of
errors made on the part of developers. The end result in both cases is that supply chain
attacks and supply chain exploits expose developers and users who utilize a specific software
supply chain to the risk of being compromised by the third-party tools and libraries used.
For the purposes of defending against supply chain risks, the mitigations and risk analyses
for individual developers defending their own systems are largely the same as it involves
understanding the underlying system’s artifacts (e.g., containers, libraries, and binaries) and
applying mitigations to them so for our purposes, understanding supply chain exploits help
us to defend against both.
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CHAPTER 2:
Background

Concerns about supply chain security date back to the earliest efforts of security, being
mentioned at least as early as Karger and Schell’s [21] efforts in 1974. Their critical work,
Multics Security Evaluation: Vulnerability Analysis, was republished in 2002 due to its
continuing relevance today [21]. In their security evaluation of Multics, they discussed the
insertion of trapdoors at various stages of a systems life-cycle, from design to distribution
to replacement. Another author, Myers, performed an in-depth analysis on the practice
of subversion, the organized efforts to compromise computer systems by clandestinely
inserting mechanisms, e.g., trapdoors and Trojan horses, that can be used by an attacker
later on [22]. One of the key observations he made is that subversion can occur anywhere
in the life-cycle of a computer system or software. Thompson’s demonstration of compiler
insertion of a backdoor into code demonstrates one of the earliest supply chain attack
techniques. Thompson acknowledged in his famous “Reflections on Trusting Trust” Turing
Award Lecture, that he took inspiration from Karger and Schell’s work [21], [23].

For modern software development, package managers have become essential infrastruc-
ture, particularly for open source software, as they provide distribution for the majority
of commercial-off-the-shelf packages. They provide an efficient and convenient method of
distributing and obtaining software. Package managers usually support the package base for
a specific programming language or operating system, such as PyPI for Python or APT for
Debian systems.

Unfortunately, the critical role of open-source software and package managers also makes
them a prime target for attackers. As we stated in our security model in Section 1.1, we
assume attackers want to place a specific package on a victim’s system. This specific attack
package could already have vulnerabilities known only to the attacker or be a specially
crafted malicious package. The delivery of the attacker’s intended package abuses the
mechanisms in the software supply chain that are intended for the delivery of legitimate
software. Mechanisms that allow users to place a certain level of trust that the software
artifacts they download have been created and distributed with honest intentions. The
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attackers we consider in this work differs from that of previous work studying the software
supply chain. In previous work, the threat model is limited to an attacker that either takes
advantage of vulnerabilities in legitimate packages or places malicious packages, but not
both simultaneously. Our attacker model includes both types of attacks.

Our scope of supply chain attacks in this work also includes those attacks that exploit
vulnerabilities within the dependencies of a target application. A notably recent example of
this being the “Log4Shell” vulnerability (CVE-2021-44228) in the Apache Log4J library
[24]. Attacks which utilize this vulnerability may not fall into a strict definition of a software
supply chain attack. As we stated earlier at the end of Section 1.2, CISA defines supply
chain attacks as occurring when a threat actor infiltrates a software vendor to compromise
the software before the vendor distributes it commercially. For example, the insertion of
malware into software to be hosted on package registries and later download by unsuspecting
users falls under the definition of a supply chain attack.

For the purpose of evaluating risk and security within the software supply chain of legitimate
packages we consider supply chain compromise to include the types of attacks defined by
CISA as well as attacks by threat actors that utilize vulnerabilities found within software
artifacts. Vulnerabilities within the supply chain can have the same effects as “supply
chain attacks” in that they compromise large amounts of software through dependencies.
Studying supply chain compromise allows us to provide examinations evaluating security
of the software supply chain for broad portions of the ecosystem.

2.1 Supply Chain Security
Several recent studies have examined aspects of supply chain security. Some focus on
empirically examining the prevalence of attackers conducting supply chain attacks and the
risk of attackers inserting malware. The threat models in these studies depict an attacker
that places malware on package repositories for later download by users. Examples of
attacks include typosquatting attacks, hijacking of accounts that control packages, and
social engineering of both package maintainers and repository maintainers [9].
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2.1.1 Empirical Studies of Attack Prevalence
One method to evaluate the security risks present in a system involves building a picture of
the attacks and attackers being faced by defenders. For the software supply chain, this has
entailed studying the prevalence of malware distributed via package managers.

Open source software developers typically distribute their products in a combination of one
or multiple methods: privately hosted websites dedicated to the software, Github reposito-
ries, and package manager repositories. Package managers are a useful tool that streamlines
code sharing and promotes efficiency in code development, as it allows developers to freely
share code with their community as well as provide a central location for developers to find
code. For users, the benefits of using a package manager can include automatic installation,
dependency resolution, and updating of prior installed packages [9], [25]. Communities
have been built around package managers and this in turn encourages active development in
that ecosystem which benefits all stakeholders. Unfortunately, this is not without trade-offs,
specifically from a security perspective. Package managers and the people involved in the
operation of the ecosystem function as trusted intermediaries for its stakeholders (i.e., the
users that download packages). This position of trust provides an opportunity for attackers
to abuse the trust that exists in order to insert themselves into the supply chain.

Duan et al. [9] characterize the primary stakeholders’ roles within the ecosystem for package
managers. The stakeholders include registry maintainers, package maintainers, developers,
and end-users. Table 2.1 describes these roles. These stakeholder roles may overlap (i.e.,
an entity may act in multiple roles within the package manager ecosystem). Developers of
open source software frequently perform the role of package maintainer for their product.
Understanding the relationships between stakeholders provides a path towards examining
where attackers may insert themselves into the supply chain and how to defend against them.
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Table 2.1. Package Manager Stakeholder roles and Descriptions. Adapted
from [9].

Stakeholder Description

Registry Maintainers

They maintain the registry of packages as well as
the infrastructure involved in hosting and distribution.

Also known as package managers,
they typically operate web
applications to manage and

serve packages as well as client applications
for users to interface with and download packages

Mirror Maintainers

They maintain mirrors of
the registry of packages as well as
the infrastructure involved in hosting
and distribution from their mirror.
Typically they sync their mirror

to the official registry
for users to interface with
and download packages from.

Mirrors allow the traffic load to be
distributed across multiple servers.

Package Maintainers/Developers

They create and maintain their respective packages.
They then choose to host their packages
on platforms such as a package registry.

Open source package maintainers typically utilize a
hosting platform such as Github

for collaboration with the community.

Developers

They typically use packages
developed by others for
their own applications.

They must choose the packages
necessary for building their own applications.

End-users They are the users of software.
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Deeper understanding of the relationships between stakeholders helps to identify how
current practices in the package manager ecosystem may lead to security vulnerabilities,
which attackers then exploit to insert themselves into the supply chain. Duan et al. [9] use
a comparative framework to analyze registries and identify security gaps within package
managers. They identified mechanisms that can exist on package managers which can
provide functional, review, and remediation features. These include signing and verification
of packages, access control measures, and removal of packages from either the registry or
user systems. Many times these features were not available, but even when available they
were not used. Based on which features were present within each manager’s ecosystem,
possible vulnerability issues could be identified.

The threat models the authors consider focus on how attackers could exploit package
managers and their practices to distribute the attackers malware and compromise down-
stream stakeholders. Possible examples of these threat vectors include registry exploitation,
typosquatting, malicious publishing, account compromise, infrastructure compromise, dis-
gruntled insider, malicious contributor, and ownership transfer [9]. All of these attack
vectors ultimately lead to a malicious package being placed on a repository for download
by developers who trust the repository to serve legitimate packages, but instead are served
malware.

Package managers frequently use mirror servers, either public or private mirrors hosted by
third-parties, to distribute packages. They allow users to download packages from different
servers than the one hosting the main repository and provide benefits that reduce costs
and overhead for the package manager. Public mirrors can be endorsed by the repository
maintainers thus making the mirror an official mirror. Endorsement requirements vary, but
typically mirror maintainers must be in contact with the repository maintainers [8]. Official
mirrors hosted by third-parties serve an essential role and provide distribution capabilities
for many package managers. Attackers who use or control officially endorsed mirrors can
potentially gain access to many targets due to this. Unofficial mirrors provide distribution
capabilities for software packages, but generally for a different audience. These unofficial
mirrors may be public or private mirrors hosted by individuals or corporations for a wide
range of reasons. For example, a corporation may desire to maintain control over a private
mirror’s repository so they can host internal as well as external resources, restrict access, and
control what packages are allowed on their internal network. Public unofficial mirrors also
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provide services that an official mirror may not provide such as hosting package versions
unavailable on an official mirror. This potentially offers attackers an opportunity to distribute
their surreptitious attack package for users to download without going through the process
of obtaining an official mirror.

Attacking the mirror infrastructure used by package managers provides an opportunity for
attackers to dictate the packages installed by developers. Cappos et al. [8] developed a proof
of concept attack which looked at how an attacker could circumvent security practices and
checks in order to serve known vulnerable package versions from an attacker-controlled
mirror. While their research focused mainly on package managers that serve software for
operating systems, it applies for packagemanagers used to install software libraries. Because
of technical advances and ecosystem changes, many package manager maintainers have
increased requirements to become an official mirror and applying for and hosting official
mirrors has gotten more difficult in today’s environment. Despite this, the proof of concept
attack demonstrates that attackers can insert themselves in the role of mirror maintainer. As
depicted in Table 2.1, Mirror maintainers are an intermediate role meant solely to maintain
a mirror and its services. These mirror maintainers exist between registry maintainers, who
consolidate and serve packages, and developers and users, who use them. This unique role
places the attacker in a portion of the supply chain unexpected by users and allows them to
insert themselves as an easily overlooked intermediary. This role gives them the capability
to dictate packages installed by clients by making available certain versions for download,
these may be vulnerable versions of legitimate packages or attacker crafted malware. The
malware may either embed itself within legitimate packages, be a separate dependency or
be installed by the attacker later if a vulnerable package is used to provide an entry point
for malware.

Malware that embeds itself in a package often performs additional behavior entirely un-
related to the original intended purpose of the package. These behaviors include making
unusual network connections and sending sensitive data from paths unrelated to the software
when the original package operates solely locally. An example of this can be seen when an
attacker compromised the packages eslint-scope and eslint-config-eslint. New versions of
these packages, originally intended to support the ESLint project which statically analyzes
JavaScript code, had been published using an ESLint maintainer’s stolen account access
credentials. The attacker included a malicious postinstall script into each of these pack-
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ages. When a user installs the compromised version of these packages, the postinstall script
would run and exfiltrate over the network the user’s .npmrc authentication token [26], [27].
Another incident occurred in late 2020, when a legitimate ownership transfer occurred for
the Google Chrome extension The Great Suspender. The new maintainer of the software
package inserted code that potentially conducted user tracking and advertising fraud [28],
[29]. Lastly, in 2022 the maintainer for the node-ipc package, which receives millions of
downloads, modified his package to include a dependency written by him. This dependency
contained code which overwrote computers located in Russia and Belarus with text files
containing a protest against Russia’s invasion of Ukraine [30].

Duan et al. [9] studied the frequency of these types of malware disguised within and as pack-
ages on package repositories. Using their tool MALOSS, they automated program analysis
using metadata, static, and dynamic analysis techniques to identify malware. The meta-
data analysis involved identifying suspicious traits of packages. This includes filtering for
package names similar to popular trusted packages, which indicates possible typosquatting
attacks. Other characteristics the authors considered include comparing authors of packages
to known malware authors as well as examining file types within packages for suspicious
file types, such as embedded binaries [9]. The static analysis mainly focused on tracking
API usage and data flow analysis. This allows identification of suspicious API calls and
data flows to suspicious sinks such as HTTP network sinks. The dynamic analysis tracks
suspicious system calls. Overall, these techniques allow for unusual behaviors by a package
to be flagged and further analyzed.

Duan et al.’s [9] study focuses on identifying root causes and summarizing attack vectors and
threat behaviors within the package manager ecosystem. This means their empirical efforts
focus on attackers whose malware already presents itself within the ecosystem and uses
package managers as a distribution mechanism. Additional results of their efforts included
several of the packages discovered by them receiving CVE numbers for the purposes of
expediting notification to users and removal of the packages as they introduce significant
vulnerabilities into the supply chain. Cappos et al.’s [8] proof of concept attack also looks at
the distribution mechanism aspect by studying the feasibility of using mirrors to distribute
vulnerable packages and malware. Our study differs in that we look at the proliferation of
malware and vulnerabilities due to the usage of packages as dependency requirements for
AI/ML packages. Our study examines the effect on subsequent stages of the supply chain
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following the threat actors’ usage of packagemanagers’ distributionmechanisms to infiltrate
the supply chain. This allows us to consider the extent to which package distribution can
lead to compromises in other packages’ dependencies.

The study of package managers as distribution mechanisms for malware within the software
supply chain provides crucial background for our study as we also compare the names of
dependencies downloaded from PyPI to those provided on a package’s official GitHub page.
This allows us to verify that packages being installed through pip correspond to another
official distribution channel. Compromising package distribution exemplifies one family of
supply chain attacks, however similar effects to supply chain attacks can be achieved by
exploiting vulnerabilities within dependencies located on downstream targets.

2.1.2 Vulnerability Studies of the Supply Chain
Various authors perform studies measuring and analyzing vulnerability presence within the
software supply chain. One study into the relationship between software reuse and security
vulnerabilities byGkortzis et al. [31] finds an association between source code size, or source
lines of code (SLOC), and the amount of potential vulnerabilities as well as an association
between higher numbers of dependencies and vulnerabilities. It is no surprise that these
two relationships are similar as dependencies increase the total lines of code (LOC) for
a project. Other studies on vulnerability presence such as Alfadel et al. [18] focuses on
understanding vulnerability propagation and lifespan within a number of Python packages.
Besson et al. [32] studies vulnerability detection techniques through analysis of the packages
themselves. In a different vein, a study by Imtiaz et al. [33] compares analysis reports by nine
industry-leading software composition analysis tools, which typically generates inventories
of the open source components in a software product and the presence of any known
vulnerabilities.

Several studies find that a small number of popular packages could potentially affect large
parts of several software ecosystems, such as the JavaScript, Ruby, and Rust ecosystems.
Kikas et al. [34] analyze the dependency network structure of the aforementioned ecosystems
and found that the amount of packages vulnerable due to a popular dependency is increasing,
butmost other dependencies have a decreasing impact as popularity decreases. Zimmermann
et al. [35] find that packages in the npm ecosystem are densely connected via dependencies
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and compromises in just a few popular packages could affect hundreds of thousands of
others in the ecosystem.

Scanning software components for known vulnerabilities is another practice used to study
vulnerability characteristics. Williams and Dabirsiaghi with their work on scanning depen-
dencies for vulnerabilities, inspired a plethora of additional work on the subject [36]. The
Open Web Application Security Project (OWASP) Foundation built its Dependency-Check
tool to solve the issues laid out in Williams and Dabirsiaghi’s paper. Several papers utilize
Dependency-Check to perform vulnerability studies of several software development supply
chains, notably in the areas of tool feasibility studies and vulnerability tracking. Pathirathna
et al. [37] create a technical solution for scanning web applications using an automated
multi-part Software as a Service (SaaS) scanner. Their scanner utilizes Docker containers
that run various sub-scanners, specifically Dependency-Check, Zed Attack Proxy, and Find-
SecBugs. Cadariu et al. [38] also utilizes Dependency-Check in their Vulnerability Alert
Service tool to track vulnerabilities in Java projects built with Maven, a software tool used
by Java developers to automate the build process.

Alqahtani et al. [39] create an analysis framework, the Security Vulnerability Analysis
Framework (SV-AF), in order to “establish bi-directional traceability links between security
vulnerabilities databases and traditional software repositories.” They perform perhaps the
study most similar to ours, but it differs in several key aspects. Firstly, they limit their scope
to projects built with the Java programming language and Maven, whereas ours focuses
on Python based projects. Similarly to ours, their approach combines data from the NVD
and Maven central repository to create custom ontologies which allows them to determine
direct and transitive dependencies1 between reported vulnerabilities and potentially affected
Maven projects. Alqahtani et al.’s [39] work also compares their SV-AF to the OWASP
Dependency Check tool and achieved better results with their own tool. Our work extends
on their study and looks for vulnerability patterns in the dependency trees of popular Python
AI/ML packages.

1Transitive in this context refers to dependencies that indirectly affect the target project, such as second or
third order dependencies, which exist in the dependency tree due to more direct dependencies.
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Our method of evaluating dependencies’ vulnerabilities and relationships to the parent
package introduces a new direction, one that should allow for a better understanding of
the risk specific to using these AI/ML packages. We contribute towards this understanding
of risk in the supply chain by examining the propagation of vulnerabilities in AI/ML
dependencies to allow for a better understanding of the risks possibly being accepted when
utilizing these packages.

Overall, the modern software developer must be cognizant of what forms their software
supply chain, including the libraries incorporated, packagemanagers used in their workflow,
and potential vulnerabilities that exist. Much work has been done to examine the security
of some of the portions of the overall software supply chain such as examinations of supply
chain attacks in Ohm et al. [40] as well as the risks of supply chain exploits. Alfadel et
al. [18] specifically study the characteristics of vulnerabilities present in a select number of
Python packages in the PyPI ecosystem. Mitigating these risks can include utilizing secure
enclaves, which allows for secure execution environments that segregates and protects data
in untrusted environments [41]. Another method to mitigate the risks involves conducting
program analysis of third-party code to identify potential security defects which can then
be mitigated during incorporation [32].

2.2 Policy Guidance for Supply Chain Security
In the U.S., the security and durability of the software supply chain has received remarkably
increased attention beginning in 2021. On May 12, 2021, President Joseph R. Biden Jr.
signed Executive Order (EO) 14028. Section 4e of that executive order directs the National
Institute of Standards and Technology (NIST) to “issue guidance identifying practices that
enhance the security of the software supply chain” [42, p. 1]. Another portion of the same
EO also requires government agencies to comply with the resulting guidance released
by NIST by May 2023. Prior to the order, NIST had released the initial Secure Software
Development Framework (SSDF). Due to the EO,NIST revised the SSDF to complywith the
order and released SP800-218, Secure Software Development Framework (SSDF) Version
1.1: Recommendations for Mitigating the Risk of Software Vulnerabilities [43].

The SSDF describes at a high level the practices that should be implemented to securely
develop software. The SSDF covers its intended topics broadly and thus may not be the
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most useful for those without prior expertise. The authors of the SSDF acknowledge these
limitations, as they recommend that those intending to implement the practices described
within should have expertise in secure software development practices [43].

Organizations that are inexperienced in these subjects may find it difficult to achieve these
recommended practices, whether due to a lack of expertise or a shortage of resources
necessary to hire the expertise required. Consider, for example, a single author of a software
library who maintains their package and open-sources the project for use by anyone. This
scenario occurs often andmany larger organizations may utilize this author’s library for their
own projects. As discussed earlier, the same scenario occurred for the kik package located
on the npm repository [2]–[5]. For our example, it is likely the author of the library may
not attempt to adopt SSDF recommended practices because of the burden it creates which
may or may not have a benefit to security. Adopting SSDF practices could be costly and
challenging for small businesses [44]. As a result, any organization subject to complying
with the SSDF may be unable to use the lone author’s library without also going through
a review process. For those that do conduct the review process, it may be prudent to also
recognize that small organizations and development shops may just meet the minimum
standards for compliance in the review process.

The compliance framework that the SSDF will fall under is FedRAMP, the set of infosec
controls that need to be met to sell to the U.S. Government (USG). The Federal Acquisition
Regulatory (FAR) council is supposed to meet and add the SSDF to FedRAMP within
the mandated deadline of May 2022 and update the standard acquisitions clauses (Federal
Acquisition Regulation/Defense Federal Acquisition Regulation Supplement (DFARS)), if
necessary [42]. The compliance burden introduced by the SSDF may soon be limited to
those organizations conducting business with the U.S. government, but it likely will expand
in the future and be adopted by industry as other NIST standards and publications have
been, such as the Cybersecurity Framework [45]. Security often introduces a burden on
organizations. That burden can and should be lessened with appropriate tools, as insecurity
also presents costs. Trade-offs must be made and risk management applied to maximize
benefit. Increased adoption of secure development frameworks by organizations can lead to
a greater market for tools created to solve the issues of securing the supply chain.

19

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



2.3 Other Software Development Security Frameworks
and Practices

The following section will discuss various other security frameworks and software devel-
opment practices used to secure aspects of the software supply chain.

2.3.1 Reproducible Builds
Another framework that exists includes the Reproducible Builds project [46]. This project
pushes for software that one can verify came from a specific source both pre and post-
compilation. The efforts by the Reproducible Builds project support software transparency,
which describes the ability to observe and understand the composition and functionality
of software, especially its components. Many developers release software in the form
of pre-compiled executables, which can make transparency difficult. This includes open-
source software which may or may not compile to a binary identical to the one being
distributed, depending on how a user builds it. The Reproducible Builds project aims to
allow one to verify that no vulnerabilities have been inserted during compilation and to
assume that the post-compilation artifact corresponds with known code e.g., open-source
code [46]. Thompson’s demonstration of a compromised build tool, the compiler, provides
an example of the type of attack the Reproducible Builds project tries to defend against [23].
Additionally, Myers’ work in 1980 gives an overview of techniques that can be used to
address many of these problems [22].

Ideally, any abnormalities between a distributed binary and one compiled by a user from
source code can give an indication that the build process has been compromised and allow
for response and recovery. Abnormality detection typically is achieved through the use of
hashes as differing hashes between binaries will indicate changes between the copies of the
source being compiled. However, hashing does not provide a complete solution, especially
when third parties become involved, as users also need to be able to trust the entity they
compare hashes with to provide valid and correct hashes for the corresponding artifact.
Assume that we download an artifact from a package manager and compare the hashes we
obtain from the artifact to those the package manager claims to have. Using solely hashes
makes it difficult to verify the hash being received has also been received by others, and that
we can trust the hash provided by an entity is the same as the one they obtained. This issue
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can be mitigated through the use of signatures, as they allow the claims that hashes make
to move across time and space. Specifically, signatures provide verification the distributing
entity made a claim and non-repudiation that they served the artifact.

Achieving a reproducible build requires that several practices be incorporated into the
development process. The first is that builds should be deterministic, allowing one to
repeatedly compile source code and achieve the same results every time [46]. Recording
random or non-deterministic values, such as dates or data encoded with random values, into
a build will not allow it to be reproduced later on. Another practice is having a well defined
build environment and tool-chain. The Reproducible Builds Organization states that “the set
of tools used to perform the build and more generally the build environment should either
be recorded or pre-defined” [46]. This is reminiscent of a practice that NIST included in the
SSDF, namely the Software Bill of Materials SBOM, covered in Section 2.3.2. Containers
also provide automation that supports a repeatable, defined build environment [47]. The
last requirement to accomplish a reproducible build involves providing users a method of
replicating the developer’s build environment, building the software and validating the builds
match [46]. The process of validating should include the use of cryptographic checksums
and signatures to verify the build came from a trusted source.

The principles behind these practices arise from solutions faced by developers attempt-
ing to create reproducible builds for Debian packages. For example, in a history given
by the Reproducible Builds project of efforts to make Debian and software built around
Debian reproducible, they described how one developer built a tool to strip sources of non-
determinism from files [46]. As work continues on making more software reproducible,
more tools customized for different operating systems and environments to support creating
and checking reproducible builds will be created.

For software supply chains, specifically AI/ML supply chains, reproducible builds provide
a useful tool for verifying integrity of compiled software and the tools used in software
development. However, it only solves a portion of the issues that can plague software
supply chains. For example, it does not apply to libraries that are released source-only,
non-compiled programs, or ML models themselves. Thus, as a framework its applications
are limited and others may be better suited for other software development pipelines to
achieve security. Reproducible Builds are only a part of the answer.
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2.3.2 Software Bill of Materials
In mid-2018, the National Telecommunications and Information Administration (NTIA)
convened a multistakeholder process to support software transparency. This process led to
the concept of an SBOM, an inventory of software components and dependencies, with
the goal of providing transparency to stakeholders [48]. Multiple working groups formed
as a result of this process, each addressing different aspects of the issue with the goal
of developing a solution, and operationalizing it into workflows. These working groups
included the Framing Working Group, Use Cases and State of Practice Working Group,
Standards and Formats Working Group and a Healthcare Proof of Concept Working Group.
The working groups operated in a limited scope focused on the creation of a model for
SBOMs that aids in sharing information on software components.

The current proposal for an SBOM requires that it be a formal, machine-readable inventory.
There currently is no official analogue to what an SBOM would accomplish. The closest
would be dependency lists in software, however they typically only include the first level
of dependencies. An SBOM however should enumerate all of the software components and
their dependencies, as well as include information about the components and relationships to
each other. Enough information must be detailed within so that individual components can
be uniquely identified using a standard format. Ideally, creating an SBOM can be automatic,
but this may not always be the case, especially for older software [49]. Automation provides
a crucial capability for use in modern DevSecOps pipelines, which we detail further in
Section 2.3.3.

The Use Cases and State of Practice Working Group framed the software supply chain
through three main perspectives: producers, choosers, and operators of software [50].
Through the characteristics of SBOMs, they posited various benefits that each of these
perspectives stand to gain from the use of SBOMs. For example, producers of software
products can use SBOMs to better design software that avoids risky dependencies and
libraries that may be rife with vulnerabilities. Choosers of software should be able to build
a clearer picture of the components of the software, allowing better due diligence to be
performed. Operators can use an SBOM to identify and evaluate their potential risk to
newly discovered vulnerabilities in their software and the corresponding supply chain [50].
Table 2.2 from the working group summarizes their work.
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Table 2.2. Software Bill of Materials – Perspectives and Benefits. Reproduced
from source: [50].

Perspective on Software
Benefit Producer Chooser Operater

Cost
Less unplanned,
unscheduled work

A more accurate total
cost of ownership

More efficient
administration

Security Risk
Avoid known
vulnerabilities

Easier due diligence

Faster identification
and resolution.
Know if and where
specific software is

affected

License Risk
Quantify and
manage licenses
and associated risk

Easier due diligence
More efficient,

accurate response to
license claims

Compliance Risk

Easier risk
evaluation.

Identify compliance
requirements earlier
in lifecycle

More accurate due
diligence, catch
issues earlier in
lifecycle

Streamlined process

High Assurance

Make assertions
about artifacts,
sources, and
processes used.

Making informed,
attack-resistant
choices about
components.

Validate claims under
changing and
adversarial
conditions.

Though a relatively recent development, the SBOM has begun to be adopted as a com-
ponent piece of securing the overall supply chain. In the SSDF, NIST advocated for the
use of SBOMs as a method to obtain provenance information for software components,
which through further analysis will allow one to better assess the risk that components may
introduce [43]. Notably, the scope identified by the SBOM Framing Working Group explic-
itly excluded deep analysis related to supporting activities such as creating lists of known
vulnerabilities mapped to components, an under-explored area [48]. In our research we uti-
lize an analogous practice to SBOMs, dependency trees. They can accomplish some of the
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functions that SBOMs provide, though dependency trees simply model existing dependency
relationships rather than describing them explicitly. Nonetheless, dependency trees provide
a structure for obtaining information on software dependencies which we can then evaluate.

2.3.3 Software Development Lifecycles
There are several development methodologies that focus on approaches to development
and the Software Development Lifecycle (SDLC), such as Agile [51], DevOps [52], and
DevSecOps [53]. Agile focuses on improving the processes and organizational practices
around software development to optimize product delivery. DevOps aims to promote col-
laboration between the software development (Dev) and Operations (Ops) teams to improve
the planning, design, and release of products. This also allows developers to operate on in-
tegrated platforms like Kubernetes. DevSecOps incorporates security into the entire SDLC,
with emphasis on it being a consideration in the early development stages, as opposed to
traditional development practices that conduct security checks and add features near the
end of the development cycle [53]. Overall, these methodologies mainly focus on affecting
the culture and mindset of people in organizations. For DevSecOps, this entails making
security a significant part of the culture and development process.

In a multivocal literature review conducted on DevSecOps, Myrbakken and Colomo-
Palacios [54] identified several characteristics that distinguish DevSecOps, namely the
principles behind it and the practices implemented. These principles are summarized be-
low:

• Culture: to promote collaboration between development teams, operation teams, and
security teams who all integrate security in their work [54].

• Automation: to achieve DevOps objectives of rapid building and deploying, but also
for security.

• Measurement: to enumerate threats and vulnerabilities discovered throughout the
development process.

• Sharing Information: to ensure development teams, operation teams, and security
teams understand the environment.

• Shifting Security Left: to make security considerations at earlier parts of the SDLC .
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The practices the authors of the literature review enumerate for DevSecOps focuses on
some of the security practices that may be added or modified in DevOps rather than all of
the practices that an organization might conduct. The following outlines the practices the
authors discovered:

• Threat Modeling and Risk Assessment: which allow the teams to identify how attack-
ers could affect the system and how best to mitigate and defend [54].

• Continuous Testing: which includes automating security controls and testing in order
to scan code, the environment and protect from possible issues.

• Monitoring and Logging: to collect evidence and data to track the performance of
security controls.

• Security as Code: by defining security policies and thenwriting scripts and/or creating
configuration file templates to allow codified security policies to be implemented at
the start and reused across projects.

• Red-Team and Security Drills: to attack the system in order to find vulnerabilities,
improve processes, and find solutions.

The flexibility of DevSecOps allows it to also incorporate other frameworks and practices
such as the SBOM, though the category of practices to incorporate changes as fluidly as the
practices being created.

We know of no formal studies measuring the effectiveness of SBOMs in DevSecOps
workflows for vulnerability analysis, though there does exist work analyzing it theoretically
and incorporating practices that contain similar concepts to those of SBOMs. Additionally,
vendors have performed private studies to support their products that perform vulnerability
analysis using public and private data [17].

Graham conducted an informal examination on how the current environment around SBOMs
may affect DevSecOps [55]. Overall the analysis took a negative view of SBOMs as they
existed in January 2019 and claimed that they did not currently provide a benefit due to
insufficient practices and standards. One of the central arguments claims that SBOMs do
not have enough granularity to be useful. Specifically, they currently track main compo-
nents and focus on the license level, rather than tracking sub-components of components
(i.e., dependencies and libraries) or operating at more finely-detailed levels such as patch
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versions. We study whether this sub-component tracking is needed by looking at the level
that vulnerabilities are found and whether it is worth the effort to track these inner sub-
components. We obtain data on sub-components in part by using the NVD’s CPE and CVE
databases. More details on this are given in Chapter 3. Graham’s examination does point
out that even if vulnerabilities are found in a component, they may not always be reachable
and thus may not significantly affect the risk involved in using a component with known
vulnerabilities. It also makes the claim that DevSecOps practitioners may not be well-served
analyzing every package and sub-components’ vulnerabilities [55]. Our study supports this
conclusion, as many of the vulnerabilities found existed in the immediate dependencies of
the supply chain. Overall, there are several important issues SBOMs and their use in De-
vSecOps currently face. These same issues may not only apply to their use in DevSecOps,
but also any application of SBOMs. It will be crucial to perform studies examining their
effectiveness based on appropriate data and measurement techniques.
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CHAPTER 3:
Methodology

The primary goal of this thesis is to study the propagation of vulnerabilities within the
dependency chain of a sample of AI/ML libraries. We accomplish this using a purpose built
Python prototype tool: Dependency Inspector for CVEs (DIC). It builds dependency graphs
for each package using the Python package, pipdeptree. The OWASP Dependency-Check
tool performs similar functions as our DIC with a few key differences. Both Dependency-
Check and our DIC utilize the NVD repository to gather vulnerability data. However, our
DIC goes further and builds dependency trees where each node is a dependency, which we
then use to associate vulnerability data with each node. For our study we consider AI/ML
tools and libraries available on PyPI through the pip installer. The Python programming
language has become a popular tool for the development of AI/ML applications precisely
because of the various advanced open source tools that support AI/ML development.

By studying the number of vulnerabilities within dependencies for a relationship to prop-
agation measurements, we can highlight where efforts to secure the dependency supply
chain may be better focused. This could entail focusing efforts on rigorous evaluation of
upstream dependencies before incorporating them, securing downstream parent packages
from expected vulnerabilities, or both. Securing downstream parent packages may include
measures to sandbox dependencies or limiting data flows.

This chapter covers the DIC in further detail, the package sample we use in our study, and
the NVD and the CPE ontology we use for our vulnerability reference data.

3.1 Dependency Inspector for CVEs
Our custom tool, the DIC, builds links between vulnerability data and a specified project’s
dependency data. It is an early unvalidated, prototype that consists of a set of Python scripts.
These can be found in the link below,2 along with our raw result data and Python virtual
environments. What follows is a high-level overview. First, we retrieve the vulnerability data

2https://github.com/babadum/Dependency-Inspector-for-CVEs.
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for each package version, including dependency packages, from the NVD’s CVE database
using an Application Programming Interface (API) provided by the NVD.We then store the
resulting output in either one of two applicable dictionaries, one contains vulnerabilities that
apply to the current package version and the other contains those that apply to any package
version. These dictionaries are then both associated with the corresponding package object
for later reference. These package objects form the nodes of a dependency tree for the
original target package. Once the dependency tree is built, we analyze the data and structure
of the tree for relationships and patterns. The DIC is run individually on each package in
our study sample.

The ML libraries we study all rely on external dependencies in some manner. To collect
data on these dependencies, we utilize the open-source Python package pipdeptree, available
on PyPI [56]. pipdeptree builds dependency graphs for a requested package and includes
version numbers for installed packages and their dependencies. It relies on the internalAPI of
pip to retrieve information on installed packages, such as package names, installed versions,
and version constraints. Pipdeptree’s reliance on pip requires us to install the necessary
packages on our own and then use pipdeptree to retrieve data on installed dependencies, as
pip will only resolve the entire set of dependencies when installing packages. Thus, in order
to use the DIC, we first download a single target package from our study sample and its
associated dependencies into an isolated Python virtual environment. The versions of the
dependencies we download are determined by the default configuration of pip’s dependency
resolver.

We use pipdeptree and thus pip’s dependency resolver to gather the dependencies and
chose not to consider dependencies listed in a package’s requirements file.3We decided not
to resolve dependencies ourselves in order to take advantage of pipdeptree’s capabilities
to build JavaScript Object Notation (JSON) formatted trees. In addition, we wanted to
consider what end users would most likely see as their dependencies, as most would simply
look at the output that pip provides on the dependencies installed. Any vendored packages
or those seen in a package’s requirements file would not be displayed by pip, thus not
seen by the average user and ultimately the DIC. Unfortunately, this also prevents us from
fully understanding the vulnerability picture and dependency trees of those packages in our

3A requirements file refers to a file that packages have that is typically a text file containing a list of
dependencies and version constraints, if any.
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sample that do perform vendoring. We acknowledge that examining requirement files could
be a useful extension of this work.

The DIC utilizes pipdeptree’s JSON output functionality, which returns a DAG of the
requested target package’s dependencies. We use the resulting JSON DAG to build internal
representations, where each node is a package object. Object characteristics at this point
include the current package version and dependency depth. Later, when the full dependency
tree is built and we traverse the tree, we dynamically update the dependency depth to its
longest path value from the root node.

We then run search queries on the NVD’s CVE database using its API to retrieve vulnerabil-
ity data on each package in the set of dependencies, which ultimately is stored in dictionaries
as part of a corresponding package object. There are two dictionaries of vulnerability data
in each object, one is data that applies to the current version of the package, and the other set
contains all data that applies to any version of the package. The API utilizes search attributes
based on the CPE ontology (see Section 3.3) and when a request returns results, the output
includes CVE entries that match the specified search criteria [57]. In the case of the DIC,
this search criteria consists of the package name, as this allows us to retrieve data for all
package versions which the DIC then places into the appropriate dictionary. We manually
verified several of our results to ensure our search queries were generated correctly.

Once the Dependency Inspector collects all data, it builds a canonical tree of a target
package’s dependencies. We accomplish this by recalculating the number of vertices that a
dependency tree has based on the longest path. We then manually analyze the data for each
package in our study sample in order to track the propagation of common dependencies
across the various library supply chains.

For the purposes of studying where vulnerabilities exist within a package’s dependencies,
we consider a dependency tree constructed from the DAG of a package’s dependencies (For
more on DAGs see Section 1.2). This dependency tree places dependent packages at the
furthest depth possible from the parent node by running a longest path algorithm on the
DAG. We chose to use the longest path instead of the shortest path as it illustrates the least
control the parent package has over the dependency required.
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While users are able to specify directly which package and version to install, many choose
to specify only the name of the package. This does not guarantee that the package version
installed is that intended by the parent package. For example, when only the name is
provided, pip will match the name of the desired package and install the available version
that satisfies version constraints in that environment, not necessarily the latest version.

Consider Figure 3.1, where the numbers in the figure indicate version numbers. The version
numbers appearing inside the circles are the package versions installed from pip. Other
trees that we study may have an additional qualifier inside the circle that describes extra
characteristics. Version numbers appearing next to arrows with relational operators, e.g.,
“>=”, “==”, and “<”, describe version constraints set on the package pointed to by the arrow
that will meet dependency requirements for the package at the origin of the arrow. We see
that the version of package pyasn1 that is installed, when a user installs the google-auth
package, is not decided by google-auth directly but rather by the packages pyasn1-modules
and rsa. Each of those packages has its own version requirement for pyasn1.

Figure 3.1. This is an example of a DAG that must be transformed into a tree
as pyasn1 has two parent nodes. If pyasn1 only belonged to pyasn1-modules
for example, then this would be an example of a tree with a height of three.
The dependency depth of pyasn1 would also be two as it is on the second
level from the root node. Adapted from [58].
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The DIC builds dependency trees that allow us to perform a depth-first search and calculate
the height of each node. It also allows us tomanually identify common package relationships
between parent libraries and calculate the frequency of dependency usage between packages
for a relationship between commonality and vulnerability within the sample.

We study a small directed sample of packages, which we discuss further in Section 3.2.
This small sample gravitates towards some of the more popular packages. We look at the
prevalence of dependencies within a narrowly chosen set of packages rather than examining
the ecosystem as a whole in order to focus on popular emerging tools and applications for AI
and ML. While randomly choosing a sample is possible, we selected our sample packages
because of their ubiquitous use in AI/ML applications. In the following section, we organize
the sample by the number of packages in their respective dependency trees.

3.2 AI/ML Tools and Libraries
We chose six Python libraries which support ML to evaluate the dependencies of: Tensor-
Flow, PyTorch, SciPy, Scikit-learn, Pandas, and Matplotlib. These libraries ad hoc were
chosen from an informal survey of several professors at the Naval Postgraduate School. We
asked these professors to provide lists of what they believed to be the current most popu-
lar/important libraries for AI/ML and from their responses we chose libraries that appeared
most often on the lists or that we felt were especially related to our subject. At the time of data
collection, the latest version of each package was installed and vulnerability data associated.
We also enumerated vulnerability data for all existing versions of the sample packages and
respective dependencies, in order to obtain a maximum number of vulnerabilities that exist
in the total set. This specific portion of data could be considered to be an upper bound for a
future analysis approach to explore maximum and minimum vulnerability presence in the
supply chain based on version constraints set by parent packages.

3.2.1 TensorFlow
Developed byGoogle researchers, TensorFlowhas emerged to become a leading platform for
developing ML applications as many companies and researchers have utilized TensorFlow
[59], [60]. The project’s GitHub page indicates that more than 192k repositories utilize
TensorFlow, however this number most likely underestimates as not all projects that utilize
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TensorFlow appear on GitHub [59]. TensorFlow itself provides a framework for creating
large-scale ML models and then training these models on large datasets. It also can be
used to create deep learning models and neural networks. The aspects of how TensorFlow
achieves its capabilities are outside the scope of this paper, but it does utilize external
libraries for some of its capabilities [61]. One of the most significant libraries it uses as a
dependency is NumPy, which we cover further in Section 4.2.1.

3.2.2 PyTorch
PyTorch provides an alternative to the TensorFlow ecosystem. It has been used extensively
for development in the areas of computer vision and natural language processing. Developed
by a team at Facebook (nowMeta) in 2016, it currently exists as an open source project [62],
[63]. The PyTorch ecosystem hasmany dependencies and there existmany tools and libraries
intended to extend the usability of PyTorch [64]. This extensability has led to many utilizing
PyTorch for research [62].

We examine the PyTorch ecosystem that exists on pip’s ecosystem using installation instruc-
tions provided by their official website [64]. The exact command varies by the system chosen
to run PyTorch, specifically the computing platform. The options provided for computing
platform essentially distinguish between CUDA capable platforms and CPU only. CUDA
was developed by the technology company NVIDIA, a major graphics card manufacturer,
as a platform to enable parallel computing on graphical processing units [65]. CUDA allows
for computing-intensive AI/ML models to be run efficiently. All of the commands install
three packages, Torch, Torchaudio, and Torchvision. Torchaudio provides capabilities for
language processing, and Torchvision is used for computer vision. For our purposes, we
consider the Torchaudio and Torchvision packages to be dependencies for Torch because
the development team’s install instructions include all three.

3.2.3 Matplotlib
Matplotlib, a crucial piece of infrastructure for software applications, allows developers
to create static, animated, and interactive visualizations of data in Python [66]. It is a
competitor to the proprietary MATLAB software and is perhaps the most popular library in
Python for data visualization. For the purposes of developing ML applications, it allows the
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visualization of the massive amounts of data ML models typically utilize [67]. This gives
developers the crucial ability to better understand the data they work with.

3.2.4 Scikit-learn
Scikit-learn originated out of a Google Summer of Code project and developed into a
Python module to create medium scale ML applications for supervised and unsupervised
problems [68]. It aims to be accessible to allow non-specialists to easily incorporate ML
into their applications, as it provides several ML algorithms. This eliminates the need
for the user to implement their own. Its original design also attempts to rely on minimal
dependencies such as NumPy, SciPy, and matplotlib (see Section 3.2.3) to facilitate easy
distribution [68]. These libraries are often installed, as many other AI/ML frameworks
depend on them. Scikit-learn builds on the capabilities of the aforementioned foundational
libraries and provides tools directly to developers to perform classification, regression,
clustering, dimensionality reduction, model selection, and data pre-processing. Scikit-learn
does not have the extensibility of TensorFlow, as it aims for simplicity; however it provides
a great tool for users incorporating ML into products.

We note that it utilizes SciPy as a dependency and thus its true dependency graph should
differ from ours generated in Figure A.8 for reasons that we cover in Section 3.2.6.

3.2.5 Pandas
Beginning development in 2008, Pandas has evolved into a high-performance open source
project that provides data analysis and manipulation capabilities for a variety of applications
[69]. Similar to SciPy, it aims to be a fundamental building block for conducting data analysis
in general, and as a result has been found in the ML domain.

3.2.6 SciPy
The SciPy library consists of mathematical algorithms and functions built on top of NumPy
(see Section 4.2.1). It specifically builds on NumPy’s capabilities by providing additional
tools for array computing, and specialized data structures, such as sparse matrices and k-
dimensional trees. These allow python developers to conduct advanced data-processing and
prototype systems [70], [71]. The SciPy library differs from the Scikit-learn and Pandas,
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as it provides baseline infrastructure tools for mathematics, science, and engineering. For
the purposes of the AI/ML supply chain, it acts as a foundational library which other
infrastructure builds upon. Specifically, it provides several algorithms useful for different
computational areas in AI/ML such as array optimization and linear algebra.

We discussed earlier in Section 3.1 that some packages we study utilize vendoring for
managing dependencies and due to the design of the DIC, we do not examine those vendored
dependencies. SciPy is one of the packages in our sample that performs vendoring, and thus
when we look at its dependency graph later in Figure A.6 we will see a much smaller one
than its true graph.

3.3 The Common Platform Enumeration
The National Vulnerability Database (NVD) makes available the Common Platform Enu-
meration (CPE) as a search criteria for the purpose of matching platforms. The CPE frame-
work is intended as a standard ontology of platform components such as software products,
operating systems, and hardware devices [72]. A CPE itself is a structured name that allows
software and packages to be identified through a combination of various unique attributes
such as component name, developer, and version to name a few. The other part to obtaining
component data involves using a component’s CPE to search the NVD’s CVE database.

We take advantage of this ontology by specifying a target package name in the CPE format to
retrieve CVE results for, these targets include the sample packages and their dependencies.
Utilizing the ontology reduced the amount of extraneous CVEs that did not apply to any
of our studied packages. The gathered CVE data we collect for each package then gets
associated with the corresponding package object in our dependency graph.
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CHAPTER 4:
Results and Analysis

Using our tool, the DIC, we discovered that the number of CVEs in a package’s dependency
tree grew proportionally to the total amount of dependencies, and CVEs occurred more
frequently in the shallower dependencies (closer to the parent package). We performed our
data collection in early July 2022. Table 4.1 provides a high-level synopsis of some of our
findings. Further analysis for each package examined can be found in Section 4.1 and its
subsections.

Overall, our results indicate a potential path towards allowing developers to secure their
AI/ML supply chain and possibly the software supply chain in general by acknowledging
where vulnerabilities exist and what could be in a developer’s control. We found that the
overall number of CVEs in each sample package’s supply chain comes from a small subset
of dependencies of the entire dependency list. In addition, many of the same packages with
vulnerable versions appear frequently as dependencies for most of the sample packages. The
small set of common vulnerable packages and the relative shallowness of CVEs within the
dependency tree provides reassurance on the ability to secure the supply chain with practices
such as vendoring. The locations of packages with CVEs in the dependency trees as well
as the limited set affected, allows the developer greater control over what package versions
to install to fulfill requirements, satisfy dependencies and mitigate risks, and also suggests
that complete understanding of the formation of the supply chain may not be required to
mitigate most of the known risks.

35

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



Table 4.1. This table summarizes our main findings for our sample of pack-
ages.

Packages
Number of
Packages in

Dependency Tree

Number of
Vulnerable Packages

Number of CVEs
in Package Ecosystem

Tensorflow 44 10 57
Torch 15 4 44

Matplotlib 10 2 28
Scikit-learn 5 3 11

Pandas 5 2 9
SciPy 2 2 9

4.1 AI/ML Development Tools and Libraries
As discussed in the previous Chapter, we chose six Python packages to analyze the CVE
presence within their corresponding dependency graphs. Though these six tools represent a
small sample of packages, they are significantly popular within the development community.
Out of these tools, only one, TensorFlow v2.9.1, still used a vulnerable package as a
dependency, FlatBuffers v1.12, as of July 4, 2022. Thus, the majority of our analysis will
be on total CVEs across all previous versions of packages within the respective dependency
trees, including the parent package.

We compile data on all versions of packages, as not all packages in the supply chain
specify required versions for dependencies, and thus, for certain dependencies, any version
could satisfy the parent’s requirements. These inconsistencies in version requirements could
allow an attacker to conduct attacks that intentionally serve older and vulnerable versions
of packages, as described in Cappos et al. [8]. Though we compile data on all versions
of packages, we do not attempt to create potential sets of packages that could be formed
based on varying dependency requirements. This simplifies our analysis. Our work could
instead serve as a basis for future work that explores potential maximum and minimum
vulnerability presence in the dependency tree.
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Figure 4.1. This bar graph displays the total number of packages in the
selected sample ecosystems. The DIC utilized the pipdeptree library to obtain
dependency data for each package.

Figure 4.1 shows the total number of dependencies (including the parent package) for each
of our sample packages. More on each individual package’s ecosystemwill be covered in the
following paragraphs and in the Appendix. These overall results confirm the expectations
we have of these packages in terms of their code-base. TensorFlow and PyTorch (or Torch,
as this is the name of the package on pip) intend to be large frameworks that provide
functionality needed to develop ML models, thus they have more total packages. The
other packages provide infrastructure capabilities, such as data structures, algorithms, and
data visualization. The exception to both of these categories, Scikit-learn, matches the
infrastructure packages in number of dependencies because its developers intended it to
rely on as few dependencies as possible.
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Figure 4.2. This scatter plot displays the total number of CVEs in each sam-
ple packages’ dependency tree based on the total number of dependencies
in each tree.

In Figure 4.2, we see that the number of CVEs in each sample package’s ecosystem roughly
increases with the total number of packages in each dependency tree. This data potentially
reveals that a complex code-base with an increased number of dependencies may be an in-
dicator of increased risk from the supply chain. This increased risk could also be attributed
to the overall sizes of projects, as total LOCwould generally increase with an increase in de-
pendencies.We do not study our sample packages LOC directly, but others, such as Gkortzis
et al. [31], have already established a relationship between LOC and vulnerabilities for other
projects. Further analysis into the specific dependencies with vulnerabilities in the sample
ecosystems reveals that this relationship between dependency count and vulnerability may
be more nuanced.
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Figure 4.3. This chart displays the quantity of CVEs at each dependency
depth across all ecosystems. Depth 0 is where the parent package is located
and thus the root of the dependency tree. CVEs located at depth 0 indicate
vulnerability in a version of one of our sample packages.

As seen in Figure 4.3 above, we find a higher frequency of CVEs occurring at shallower
depths (depths zero, one, and two) versus deeper in the dependency tree. Though CVEs
appear more at shallower depths this may be due to a lack of security vulnerability research
into the deeper and possibly more obscure dependencies, rather than a legitimate lack
of vulnerability. In addition, our small sample size biases this data, as only TensorFlow
contained dependencies that existed at a depth deeper than three using a longest path search
on the dependency graph.

TensorFlow contains the largest ecosystem that we studied, in terms of the size of its
dependency tree which contains forty-four total packages. Of these forty-four packages, ten
previously had versions released for which CVEs have been found. Table 4.2 shows the
vulnerable packages, the number of CVEs for each package, and the deepest depth within
the TensorFlow ecosystem they can be found at.
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Table 4.2. TensorFlow Ecosystem CVEs for All Versions of Dependencies and
Corresponding Depths.

Package CVEs Depth
tensorflow 20 0
flatbuffers 2 1

numpy 8 2
markdown 1 2
protobuf 3 2
setuptools 1 2
werkzeug 5 2
requests 8 4

rsa 1 4
urllib3 8 5

Using the DIC, the results obtained for the Torch package seem to show that it has few
dependencies, as seen in Figure A.2; however this is not exactly the case. Checking the
application’s GitHub page shows that PyTorch has a number of dependencies which are
vendored directly as part of the package [63]. Because vendoring renders dependencies
invisible to pip, they are also not visible to our tool. Further study on PyTorch and its
dependencies may be needed to fully understand the vulnerabilities in its ecosystem. This
also highlights a weakness in our method of evaluating dependencies as we expect the
dependencies to be resolved by pip. Thus, any dependencies resolved in another manner
are not examined. Practices such as the SBOM are meant to solve this issue of “missing”
dependencies.

We attempted to gather and examine the CVE data for both Torch and its dependency,
Typing-Extensions. Unfortunately, no data seems to be available. It is highly unlikely that
vulnerabilities do not exist in these applications. Further vulnerability research is required
to better understand the Torch ecosystem. For example, more research could be conducted
into the Torch’s vendored dependencies in order to see if vulnerabilities exist in any of those
packages.
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Part of the Torch ecosystem is the Torchvision package which provides functionality in-
tended for use with computer vision applications. Specifically, it contains “popular datasets,
model architectures, and common image transformations for computer vision” [73]. Unlike
Torch and Torchaudio, this package has significantly more dependencies, as seen in Figure
A.4. The increased number of dependencies introduces complexity in the supply chain for
Torchvision. Though it only specifies five packages directly as top-level dependencies, sev-
eral of them specify their own dependencies which nearly doubles the number of packages
in the ecosystem as well as increases the maximum depth of the dependency tree. The
deepest dependencies for Torchvision exist at depth two and the parent package exists at
depth zero.

As can be seen in Table A.6, only two packages in the Matplotlib ecosystem have CVEs
associatedwith them.NumPy has been seen frequently already in our other sample packages.
The Pillow package has also been seen before in Torchvision’s ecosystem. Both of these
packages resided at a depth of one in Matplotlib’s dependency graph. Due to this, Figure
A.13, shows simply that a hundred percent of the total CVE quantity of twenty-eight existed
at depth one.

In Scikit-learn’s ecosystem,we foundCVEs for the Scikit-learn, SciPy, andNumPy package.
The NVD’s database does not contain any CVE data for its other dependencies, Thread-
poolctl or joblib. As we discussed earlier for Torch’s results, we do not believe that these
other packages contain no vulnerabilities, rather they have yet to be discovered. A possible
reason for the lack of CVEs may be related to the package’s popularity as they have not
appeared before, yet NumPy appears in almost all of our sample packages’ dependency lists.

Pandas has a smaller ecosystem than most of the others in our sample. It contains only three
direct and one transitive dependency. Of these we only found CVEs for one dependency,
NumPy. The Pandas package itself has one CVE associated with a previous version.

As discussed earlier in 3.2.6, SciPy acts as an infrastructure library for AI/ML. It uti-
lizes minimal dependencies to accomplish its goals as seen in its dependency graph in
Figure A.6. Though pip only resolves one package, NumPy, as a dependency for SciPy,
its doc_requirements.txt file (a file in a package used to specify dependency and version
requirements) lists several others. This illustrates one of the inconsistencies that we find
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between gathering dependency data using pip based tools like pipdeptree and manually
inspecting package files. For the reasons we outline in Section 3.1, we chose not to consider
the dependencies listed in the package’s requirements file.

4.2 Dependencies
Shared vulnerable dependencies are a common trait we find among our sample packages.
This implies that the ML supply chain for Python applications, as it currently exists, may
be limited in size. Thus, efforts to secure the entire supply chain may be more achievable.
This is possible because the dependency set for ML projects is small and previous research
mentioned in Chapter 2 has looked at vulnerability across entire software ecosystems and
the thousands of packages involved, rather than particular application domains.

4.2.1 NumPy
One package we would like to specifically highlight of the shared dependencies, NumPy,
appeared as a dependency in nearly all of our sample packages, except for Torch and
Torchaudio. As it appears for Torchvision though, we do consider it part of the Torch
supply chain since developers typically install Torch and its related Torch packages. In
addition, Torch does utilize NumPy in its requirements.txt file which we did not consider for
our dependency data collection. The prevalence and importance of NumPy in the AI/ML
supply chain cannot be understated. Based on the data we collected, it has the greatest
dissemination across our sample of packages, which all in some way relate to the AI/ML
supply chain.

This reach that NumPy has across the supply chain potentially makes it an appealing
target for attackers looking to conduct supply chain attacks. Eight CVEs apply to various
versions of NumPy, and as discussed in Section 2.1.1, Cappos et al. [8] demonstrated an
attack where attackers could specify known vulnerable package versions. In this case, an
attacker controlling a mirror that contains vulnerable versions of NumPy could potentially
compromise many downstreamML applications as well as other types of applications. This
includes SciPy and Pandas as they provide infrastructure for other applications.
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Though we chose NumPy to highlight, we found several other packages that appeared in
several of our sample’s dependency lists.

4.2.2 Other Overlapping Dependencies
We find multiple dependencies that overlapped across our sample include Pillow, Requests,
and urllib3. By finding these common dependencies across supply chains we potentially
find weak points of the supply chain that could have catastrophic cascading effects.

Matplotlib utilizes many dependencies as seen in Figure A.12. We see many of these
packages appear in the supply chains of our other sample packages, including python-
dateutil, NumPy, Pillow, and Six. In total, ten packages exist in Matplotlib’s ecosystem and
of these forty-percent can be found in the rest of our sample’s dependencies.

The Pandas package relies mostly on packages seen in our other sample’s dependencies,
as well as one, pytz, that we do not observe in any besides Pandas. As can be seen in
Figure A.10, Six exists in Pandas ecosystem only because python-dateutil relies on it as a
dependency. NumPy appears in nearly all of our other sample packages, while we observed
the Six package previously in TensorFlow’s ecosystem. Python-dateutil and pytz provide
support for date, time and timezone functions [74], [75].

4.2.3 Version Constraints
As stated earlier in Section 4.1, only TensorFlow, out of our chosen sample of packages
to examine, currently uses a vulnerable version of a dependency. We utilized the latest
version of TensorFlow (v2.9.1), available as of May 23, 2022. The vulnerable dependency,
FlatBuffers, does have a new version (v2.0.0) available, however TensorFlow directly pins
the required version of FlatBuffers to be >=1.12.0 and <2.0 [76]. The next version of
TensorFlow does update the pinned requirement, however it has not been officially released
yet [59].

This situation with FlatBuffers, highlights one of the dangers of vendoring code or pinning
versions. This especially would apply to unmaintained packages that choose to vendor
code, as those packages may not update its vendored code or pinned package versions
for significant periods thus leaving the supply chain vulnerable. However, TensorFlow is
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well-maintained and the developers most likely want to ensure compatibility with the new
version of FlatBuffers or propose a patch to the old version. Additionally, both products are
developed by Google, which could indicate less risk involved, as both development teams
are likely aware and conscious of the issue.While this could be one of many reasons, until its
next release the TensorFlow ecosystem is possibly vulnerable to FlatBuffer’s vulnerability
(CVE-2020-35864) [77]. A possible solution to this risk that vendoring code or pinning
versions introduces may be to check for vulnerabilities before choosing to vendor or ensure
maintainers are actively involved in their project.

Scikit-learn also sets version constraints that exposes its supply chain to risks. Scikit-learn
has four total dependencies, as seen in its graph, Figure A.8. The version requirement set
for NumPy by Scikit-learn v1.1.1 specifies that NumPy’s version should be greater than
v1.17.3, which allows any newly released version of NumPy to be utilized. Though Scikit-
learn allows for newly released versions of NumPy, SciPy establishes an upper-bound on
allowed versions of NumPy to be v1.25.0. Due to SciPy’s limit on NumPy version, this
effectively also limits NumPy’s version in Scikit-learn’s supply chain. Though no current
CVEs exist for NumPy v1.23.0 (the latest version of NumPy), in the event SciPy fails to
update its requirement past v1.25.0, Scikit-learn could potentially be at risk to vulnerabilities
in versions of NumPy prior to v1.25.0 despite allowing newer versions itself.

The situation seen with Six in Pandas’ ecosystem also illustrates the risk that version
constraints pose. We discussed earlier how SciPy in Scikit-learn’s ecosystem set constraints
for allowed versions ofNumPy,which indirectly restricts Scikit-learn’s ability to use versions
of NumPy outside of the constraints. In Panda’s ecosystem, only python-dateutil specifies
six as a dependency, so Pandas has no control currently as to what versions of Six enters
the supply chain. Even if the maintainers of Pandas in the future decide to specify Six, it
still would be restricted to what would be compatible with python-dateutil.

One of Matplotlib’s dependencies, pyparsing, has multiple version constraints placed on
it, similar to what we saw earlier with NumPy in Scikit-learn and Six in Pandas. For
pyparsing, the constraints essentially elevate the minimum version requirements while
disallowing a specific past version.Wediscussed before howmaximumversion requirements
could prevent security updates. The difference in this case comes from how the minimum
requirements do not expose the ecosystem to the same issues, as newer versions can be
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installed without much issue. This represents a case where version constraints do not
increase risk to the ecosystem.
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CHAPTER 5:
Conclusions

AI and ML have become incredibly popular areas of research and development. Many enti-
ties including tech companies, traditional industries wishing to innovate, and governments
have tried to adopt these technologies in some fashion. The promise of new capabilities
through exciting technology does not come without risks. We have seen already several
instances where supply chain compromise has led to disastrous consequences and this
will not go away. Despite people’s best efforts to secure their systems and supply chains,
vulnerabilities and the attackers that exploit them will continue to exist, and the threat of
compromise will always be there.

Securing AI/ML supply chains will require understanding its many facets, such as where
vulnerabilities exist, how attackers utilize them, and how agents in supply chains mitigate
the risks. Through understanding, we can then arrive at a solution to address issues found.
Our work focuses on understanding where vulnerabilities lie in the supply chain. Though
not all vulnerabilities for packages are necessarily known, CVEs provided an excellent tool
for measuring the frequency of vulnerabilities that have been found.

As discussed in Chapter 4, we found an increase in the number of CVEs in each supply chain
as the number of dependencies for a package in our sample increased. Most vulnerabilities
in our chosen sample of packages existed at dependency depths of zero, one, or two, where
zero is the parent package. As we examined deeper levels of the trees, we found that few
packages had deep dependencies and with that fewer CVEs. In addition, we saw many of
the same vulnerable packages among the dependencies of each of our sample packages,
with the most frequent package being NumPy. This does not come as a surprise as it also is
the most common package across each of our sample’s dependencies as well.

Though the DIC has not been validated yet, the results it provides allows us to make
observations we believe should be further explored. The largest ecosystem in our sample
was TensorFlow. Examining the data for TensorFlow, we find that only about a quarter of
the dependencies for TensorFlow have been discovered to have vulnerable versions. First,
it is highly unlikely that no vulnerabilities exist in the other thirty-four packages in the
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TensorFlow ecosystem. Second, our results support other findings in the literature, such
as Gkortzis et al. [31], that increased numbers of dependencies are associated with more
vulnerabilities. Third, some transitive dependencies are associated withmore vulnerabilities
than others.

5.1 Future Work
We collected our data using our tool the DIC which relied on several Python packages
including pipdeptree, requests, and packaging. pipdeptree provided crucial functionality in
generating dependency graphs of each of our sample packages in a JSON format, which
we then used to generate CPE search queries on the NVD’s CVE database. Using the CPE
ontology worked well for our purposes. We were able to obtain vulnerabilities relating to
all versions of a specific package. This is a result of our use of the NVD’s API which
allows us to provide a CPE-formatted string to be matched, which then returns CVE entries
associated with the search query. We manually verified several of our results to ensure our
queries were generated correctly.

Unfortunately, our approach limited our ability to dive deeper into dependencies, especially
those that pipdeptree does not find. Pipdeptree relies on pip’s internal API and pip only
resolves dependencies when a package requires it to. Thus, it does not necessarily capture
dependencies that have been vendored and are downloaded with the target package. An
example we found involves the absence of NumPy from the Torch package’s dependency
tree. Torch’s dependency tree as built by pipdeptree lacks NumPy as a dependency. However,
in manually examining Torch’s requirements.txt file, we were able to see that Torch does
depend on NumPy as well as many other packages that pipdeptree, and by extension pip,
do not provide to us.

This limitation of our tool, the limited ability to gather all relevant dependencies, demon-
strates one of the missing capabilities that the current Open-Source community does not
provide explicitly in an API. An ability to generate comprehensive dependency lists in a use-
ful format, specifically for Python. Github provides a limited version of this ability, however
features continue to be actively developed [78]. In order to further understand and secure
the software supply chain, more robust capabilities to generate and analyze dependency
data will become necessary.
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5.1.1 Vendoring
The ability to incorporate new versions of dependencies into the supply chain is crucial for
mitigating vulnerabilities.Most security advisories today almost always recommendkeeping
software updated in order to mitigate risk from vulnerabilities found in past versions. This is
partially because attacking known vulnerabilities generally presents an easier attack method
than discovering or developing new exploits and technologies. Those packages that do not
allow new versions and fail to update their dependency requirements potentially expose
themselves to vulnerabilities found in outdated packages. For example, in Figure A.6 we
see that SciPy sets a constraint on new versions of NumPy past v1.25.0. This constraint,
at the time of our study, potentially prevents SciPy and any product that uses SciPy as a
dependency from updating their version of NumPy past the constraint.

While constraining versions through pinning is not quite the same as vendoring software,
it presents an analogous method for us to analyze vendoring’s potential effects. Our results
show that one of the drawbacks of constraining versions means that TensorFlow still used
a vulnerable dependency (e.g., flatbuffers) whereas without constraining it may not have.
Though vendoring does have its uses, it should not be a default behavior and developers on
both sides (both vendors and vendored) should strive to make their code robust. Vendoring
packages provides a guarantee to developers that their project will not suffer a catastrophic
breakage from a dependency updating or disappearing, such as in the left-pad incident we
discussed in Chapter 1. However, this guarantee comes at the risk of using outdated versions
of packageswhich could expose their projects to vulnerabilities thatwould have been patched
in a security update. In order mitigate the risks of outdated versions, developers who practice
vendoring must be active maintainers of their projects and ensure they consistently monitor
for updates. This introduces increased workload on the part of developers.

We explained in Chapter 2 that attackers may introduce vulnerabilities to the supply chain in
new versions of software purposely, such as in the case of the Eslint attack [26], [27] covered
in Section 2.1.1. Due to the risks present from outdated packages as well as the risks from
compromised new versions or loss of a version, such as in the case of the left-pad incident,
we believe that vendoring, restricting updates, or pinning dependencies can play a role in
a developer’s security practices. If the developer has the capacity available to ensure their
vendored dependencies stay up to date, then the risk from an outdated dependency would be
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minimal and the benefits of vendoring could be maintained with minimal risk. However, as
the number of dependencies increase, the workload increases. Thus, small-scale developers
may not have the ability to ensure their vendored packages stay updated. A solution for
these smaller scale developers would be to adopt a hybrid approach where direct and well-
maintained dependencies, which garner a high level of trust from developers, do not need
to be vendored. In the hybrid approach, transitive dependencies in addition to ones that are
more obscure and less maintained should be vendored to ensure high levels of availability
as well as allowing closer monitoring by the developer for legitimate updates.

Though not vendoring introduces the risk of malicious dependencies through hijacked
maintainer accounts, solving this may not require significant action on the part of developers
that depend on the hijacked package. Instead,maintainers should better protect their accesses
to their code-base. In addition, package managers may need to take a more active role to
combat active supply chain attacks, such as those which take advantage of a lack of access
control mechanisms by the package manager.

5.1.2 Software Bill of Materials (SBOMs)
SBOMs for highly complex software may generate large amounts of data on dependencies.
But, this is necessary as our research shows that vulnerabilities can be found in almost any
level of the dependency tree. Mitigating the risks from vulnerable dependencies requires
understanding where they exist and SBOMs provide a path to this knowledge. As our data
shows in Figure A.1, 70.2 percent of the vulnerabilities in the TensorFlow ecosystem are
found within the first three depth levels. However, a still significant number, 29.8 percent,
of the vulnerabilities in TensorFlow’s ecosystem are found at the deepest levels. The other
sample packages we examine also have CVEs in nearly all levels of their dependency tree.
However, many of the other sample packages only have three levels of dependencies. Further
studies should be performed on larger sample sizes that looks for deeper trees to see the
frequency of CVEs at deeper levels.

From a risk management point of view, achieving a reasonable level of security in the
supply chain may not require an extremely detailed SBOM to identify vulnerable products
especially when vulnerability data may not exist for the majority of those products. Highly
detailed SBOMs may still be useful for other uses, but identifying products in the supply
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chain only provides a portion of the risk picture. As evidenced by our data, a majority
of the packages being used as dependencies in our sample’s ecosystems do not have any
vulnerability data available yet on the NVD’s database.

Finally, our research does not utilize an actual SBOM, instead we consider a close equivalent
to what SBOMs have been described to be. Future work in this field could also replicate our
efforts utilizing SBOMs to determine the actual effectiveness SBOMs have.
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APPENDIX: Additional Analysis

A.1 TensorFlow
TableA.1 providesmore detail than Table 4.2 in Chapter 4. It shows the vulnerable packages,
their CVE numbers, and the deepest depth within the TensorFlow ecosystem they can be
found at. Following that is a pie chart, Figure A.1, that visualizes the relationship between
the CVEs and the depth they are located at in the TensorFlow ecosystem.
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Table A.1. TensorFlow Ecosystem CVEs for All Versions of Dependencies
and Corresponding Depths.

Package CVEs Depth

tensorflow

CVE-2022-29213, CVE-2022-29212, CVE-2022-29211,
CVE-2022-29216, CVE-2022-29210, CVE-2022-29209,
CVE-2022-29208, CVE-2022-29206, CVE-2022-29205,
CVE-2022-29204, CVE-2022-29203, CVE-2022-29202,
CVE-2022-29201, CVE-2022-29207, CVE-2022-29200,
CVE-2022-29194, CVE-2022-29192, CVE-2022-29191,

CVE-2022-29199, CVE-2022-29198

0

flatbuffers CVE-2020-35864, CVE-2019-25004 1

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
2

markdown CVE-2018-1000874 2
protobuf CVE-2021-22570, CVE-2021-3121, CVE-2015-5237 2
setuptools CVE-2013-1633 2

werkzeug
CVE-2022-29361, CVE-2019-14322, CVE-2020-28724,

CVE-2019-14806, CVE-2016-10516
2

requests
CVE-2021-21676, CVE-2021-21674, CVE-2021-21675,
CVE-2021-29476, CVE-2018-18074, CVE-2015-2296,

CVE-2014-1830, CVE-2014-1829
4

rsa CVE-2016-1494 4

urllib3
CVE-2021-33503, CVE-2021-28363, CVE-2020-26137,
CVE-2019-11324, CVE-2019-11236, CVE-2018-20060,

CVE-2020-7212, CVE-2016-9015
5
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Figure A.1. This pie chart shows the quantity in parentheses and percent-
ages of CVEs at each depth out of the 57 total CVEs in the TensorFlow
Ecosystem. Depth 3 does not appear as there are no dependencies at that
depth with CVEs.
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A.2 PyTorch

Figure A.2. This directed acyclic graph displays the packages in the Torch
ecosystem installed using pip. As can be seen, Torch only has one depen-
dency.

We found no CVEs associated with the Torch package or its dependency, typing-extensions.
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A.2.1 Torchaudio

Figure A.3. This directed acyclic graph displays the packages in the Torchau-
dio ecosystem installed using pip.

When installing PyTorch, users that follow the developer’s instructions also install the
Torchaudio package, a library for processing audio and signal data [79]. This package has
Torch as a dependency and as a result also adopts Torch’s dependencies as its own, in this
case Typing-Extensions. An illustration of this relationship can be seen above in Figure A.3.

Examining the results of the DIC on the Torchaudio ecosystem, we receive a similar result
as before with Torch, with no CVEs entries in the NVD at the time of our data collection.
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A.2.2 Torchvision

Figure A.4. This directed acyclic graph displays the packages in the Torchvi-
sion ecosystem installed using pip. This package contains significantly more
dependencies than its relatives with a total of ten packages in the ecosystem.
It also contains packages with known CVEs.

Analyzing Torchvision’s ecosystem using the DIC we find that four of the dependencies
for Torchvision have versions where researchers discovered vulnerabilities, for which CVE
numbers were issued. These four packages, their CVE numbers, and the depth of the
package in Torchvision’s dependency tree are in Table A.2. The CVE data we display
represents CVEs found in any previous versions of packages in the set of dependencies. The
current version of Torchvision, v0.13.0, and the current compatible versions of packages in
Torchvision’s dependency tree have no CVEs available to date.
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Table A.2. Torchvision Ecosystem CVEs for All Versions of Dependencies
and Corresponding Depths.

Package CVEs Depth

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
1

Pillow

CVE-2022-30595, CVE-2022-22815, CVE-2022-24303,
CVE-2020-35653, CVE-2022-22817, CVE-2022-22816,
CVE-2021-27922, CVE-2021-27921, CVE-2021-27923,
CVE-2021-25290, CVE-2021-25289, CVE-2021-25291,
CVE-2021-25292, CVE-2021-25293, CVE-2021-25287,
CVE-2021-25288, CVE-2021-23437, CVE-2021-34552,

CVE-2021-28676, CVE-2021-28675

1

requests
CVE-2021-21676, CVE-2021-21674, CVE-2021-21675,
CVE-2021-29476, CVE-2018-18074, CVE-2015-2296,

CVE-2014-1830, CVE-2014-1829
1

urllib3
CVE-2021-33503, CVE-2021-28363, CVE-2020-26137,
CVE-2019-11324, CVE-2019-11236, CVE-2018-20060,

CVE-2020-7212, CVE-2016-9015
2

A majority of the forty-four total CVEs in the packages of Torchvision’s supply chain exist
at a depth of 1. Eight CVEs for both the Numpy and Requests packages and twenty for
Pillow. The final eight CVEs apply to urllib3, which resides at depth 2 in the Torchvision
dependency tree. All of these same packages also exist in TensorFlow’s supply chain. We
find shared vulnerable dependencies in many of our chosen sample packages and analyze
this further in Section 4.2. The following two graphs illustrate the relationship between
CVE quantity and dependency depth.
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Figure A.5. This pie chart shows the quantity in parentheses and percentages
of CVEs at each depth out of the 44 total CVEs in the Torchvision Ecosystem.
No CVEs exist at Depth 0 and thus it is not displayed.

Figure A.5 displays the quantity of CVEs found at each dependency depth in the Torchvision
ecosystem. Here we see that, unlike TensorFlow, the vast majority of CVEs reside at a depth
of one instead of at depth two or depth zero. In the case of Torchvision, because there are
no further dependencies beyond depth 2, and possibly due to the Torch developers practice
of vendoring large amounts of dependencies, we observed the entire ecosystem within the
first three dependency levels.
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A.3 SciPy

Figure A.6. This directed acyclic graph displays the packages in the SciPy
ecosystem installed using pip. The package creators and maintainers intended
it to rely on a minimal number of dependencies.

Table A.3. SciPy Ecosystem CVEs for All Versions of Dependencies and
Corresponding Depths.

Package CVEs Depth
scipy CVE-2013-4251 0

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
1

The CVE data for SciPy shows that it has nine total CVEs in its ecosystem. One CVE
applies to SciPy itself, and eight apply to its dependency, NumPy. As there are no further
dependencies, we examine the entirety of the ecosystem we see and its CVE data within
two dependency levels.
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Figure A.7. This pie chart shows the quantity in parentheses and percentages
of CVEs at each depth out of the 9 total CVEs in the SciPy Ecosystem.
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A.4 Scikit-learn

Figure A.8. This directed acyclic graph displays the packages in the Scikit-
learn ecosystem installed using pip. The package creators and maintainers
intended it to rely on a minimal number of dependencies.

Table A.4. Scikit-learn Ecosystem CVEs for All Versions of Dependencies
and Corresponding Depths.

Package CVEs Depth
scikit-learn CVE-2020-28975, CVE-2020-13092 0

scipy CVE-2013-4251 1

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
2
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Figure A.9. This pie chart shows the quantity in parentheses and percentages
of CVEs at each depth out of the 11 total CVEs in the Scikit-learn Ecosystem.

In Scikit-learn’s ecosystem, we found CVEs for the Scikit-learn, SciPy, and NumPy pack-
ages. Due to Scikit-learn being the parent package, the dependency depth data looks similar
to SciPy’s with the exception of two CVEs for Scikit-learn at depth 0. Overall, all CVEs
can be observed within three dependency depths as there are no deeper dependencies. In
summary, the CVE-dependency depth data for Scikit-learn incorporates the data collected
for SciPy and includes CVEs for Scikit-learn itself.
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A.5 Pandas

Figure A.10. This directed acyclic graph displays the packages in the Pandas
ecosystem installed using pip.

Table A.5. Pandas Ecosystem CVEs for All Versions of Dependencies and
Corresponding Depths.

Package CVEs Depth
pandas CVE-2020-13091 0

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
1
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Figure A.11. This pie chart shows the quantity in parentheses and percent-
ages of CVEs at each depth out of the 9 total CVEs in the Pandas Ecosystem.

Observing the depth of CVEs for the Pandas ecosystem, we find that the NumPy package, a
direct dependency, is the only dependency that has CVEs associated. One CVE existed for
the Pandas package itself, which resides at depth zero as it is the parent package. Overall,
we only needed to evaluate the first two dependency levels of Pandas to find all of the CVEs
for the ecosystem.
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A.6 Matplotlib

Figure A.12. This directed acyclic graph displays the packages in the Mat-
plotlib ecosystem installed using pip.

Table A.6. Matplotlib Ecosystem CVEs for All Versions of Dependencies and
Corresponding Depths.

Package CVEs Depth

numpy
CVE-2021-41496, CVE-2021-34141, CVE-2021-41495,
CVE-2021-33430, CVE-2017-12852, CVE-2019-6446,

CVE-2014-1859, CVE-2014-1858
1

Pillow

CVE-2022-30595, CVE-2022-22815, CVE-2022-24303,
CVE-2020-35653, CVE-2022-22817, CVE-2022-22816,
CVE-2021-27922, CVE-2021-27921, CVE-2021-27923,
CVE-2021-25290, CVE-2021-25289, CVE-2021-25291,
CVE-2021-25292, CVE-2021-25293, CVE-2021-25287,
CVE-2021-25288, CVE-2021-23437, CVE-2021-34552,

CVE-2021-28676, CVE-2021-28675

1
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Figure A.13. This pie chart shows the quantity in parentheses and percent-
ages of CVEs at each depth out of the 28 total CVEs in the Matplotlib
Ecosystem.

Matplotlib’s ecosystem is the only one in our sample with only its direct dependencies
having associated CVE entries. In the rest of our sample, either a transitive dependency or
the parent package would have CVEs associated with them.
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