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ABSTRACT

Predictive systems that incorporate neural network models have been deployed in
both non-safety-critical and highly safety-critical domains. When the models fail to
perform as desired, it is often difficult to identify a root cause. In domains where failures
might cause irreparable damage, or harm to life or property, steps must be taken to assure
those using these systems that risks have been mitigated by thoughtful analysis during
design. This thesis demonstrates the use of system-theoretic process analysis (STPA) as a
repeatable approach for selecting and calibrating machine learning development actions
to provide assurance during the machine learning development life cycle (MDLC). STPA
is a system analysis method that identifies component hazards arising from
component-level interactions in safety-critical systems. In this research, STPA is used to
assess machine learning development safety, with respect to responsible artificial
intelligence (Al) principles, for a system that utilizes a classification model to detect
maritime vessels based upon audio signatures. As an outcome of the analysis,
recommendations are made that can proactively guide the Al design process so that
decisions within each phase of the life cycle are explainable. It is demonstrated that by
applying this approach, Al systems are more reliable and safer to deploy.
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CHAPTER 1

Introduction

Software engineering has evolved over the decades since its recognized inception in the
1960’s [1]. The practice has played a critical role in shaping and transforming the world.
Misra et. al. discuss how this evolution is marked by the transitioning from delivering
software using manufacturing practices (waterfall) to Agile approaches, where changes are
defined, developed, and delivered through iterative cycles [2]. Historically, applications have
been written with requirements that can be directly mapped to functionality. When the state
of a system is not consistent with the expectation of stakeholders, taking into consideration
the inputs received, system designers are able to incrementally trace those failed outcomes
to a failure in the design of a particular method, class (for object-oriented models), or data
object used to inform the system. Classically, manual testing drives this tracing activity, a
practice that is prone to error due to inconsistency or other issues associated with procedural
integrity. In modern practices, automated test cases mitigate those issues and improve trace-
ability by ensuring consistency in test procedures: unit and integration tests created during
a test-driven software development cycle are accompanied by functional tests used during
subsequent verification and validation cycles, executed as part of an automated build process
or pipeline before the application is delivered to an end-user. This is referred to as continu-
ous integration/continuous delivery, and is a key aspect of DevSecOps practices [3]. These
pipelines deliver capability to operational environments—dynamic allocation of infrastruc-
ture resources, configurations automatically applied, continuous security assessment, and
quick implementation of changes to the system and environment. As enhancements in soft-
ware development and delivery emerge, expansion of the domains in which software is used

to solve organizational and mission problems has likewise occurred.

This trend is not isolated to traditional software applications, but also applies to software
applications that utilize machine learning (ML) in their core function. Many of these Al
systems incorporate neural networks to maximize precision and accuracy. When imple-
mented, these systems serve to either augment or replace human effort with minimal error,
consistency, and, when compared to a human counterpart, with more accurate results,

and leading to greater efficiency [4]. Wan et. al. discuss how challenging it is, however,
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to operationalize these systems [5]. For example, current machine learning/deep learning
methods also incorporate learning principles (continual, active, reinforcement, and feder-
ated learning) designed to improve the performance of core models through iterative cycles

by incorporating new data and/or aggregating model effectiveness.

The Machine Learning Development Lifecycle (MDLC) is a process, similar to the software
development lifecycle, which provides a framework for planning, developing, testing, and
delivering software [6]. However, although each of these lifecycles incorporate a planning
or analysis phase, a testing, and a delivery phase, MDLC expands the development process
so that attention is given to the iterative data preparation and model development activities.
In [7] these stages are explained in detail, while also explaining the role of data preparation,
model refinement, and model evaluation in the overall process. Figure 1.1 depicts these

activities.

Machine Learning Development Lifecycle

Monitor and Maintain

Model

Define Task - ()- Deployment and

Refinement Integration
Model
Exploration
Data Collection
Data Refinement Testing and Evaluation

Figure 1.1. The Machine Learning Development Lifecycle (MDLC) consists
of seven primary activities/phases in three concentric cyclical activities, each
integrated with the other in a cyclical manner. This is to ensure that model
improvements and performance measurements can occur in the context of
other business requirements or concerns. Adapted from [8].
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Whereas the traditional software development lifecycle (SDLC) aims to introduce new or
improved functionality into software through iterative planning, engineering, building, val-
idation, deployment, and monitoring phases, the goal of the machine learning development
lifecycle is to iteratively improve performance of a predictive model given a dataset which
may evolve over each iteration. In SDLC, design and engineering are generally guided by
changes in requirements or the need to correct observed defects so that end-users are satis-
fied. These iterations may end when all functionality is implemented. In MDLC, design and
engineering are also guided by requirements, yet the focus of each iteration is to produce
a version of a model that better predicts outcomes than prior versions. These iterations
continue as new data is obtained and are, essentially, ceaseless since a perfect predictor is

unattainable.

Machine learning development requires guardrails to ensure unsafe practices are not em-
ployed [9]. Data decisions require guidance; processing steps must be traceable and ex-
plainable [10]. Questions must be asked, such as, “is there enough data to achieve the goals
established for the system?” and “are we able to reproduce the results observed on repeated
trials?”” [11] These questions are important in traditional software system development, and
all the more critical in ML systems [5]. The set of failure modes described by Selbst et
al. [12] are those that arise when ML designers do not take into consideration the problems
which arise when technical solutions intersect with society. These intersections occur in
contexts such as justice systems where law enforcement rely on predictive software to guide
investigations or verdicts [13] or in prescription drug monitoring systems discussed in [14]
that can be used to limit access to certain patients based upon ML-driven decisions. Klein-
berg et al. [13] argue for considering the risk of, not only self-contained ML products, but
that of incorporating them as portable solutions, usable in larger systems whose require-
ments not only stem from hardware or software needs, but also from matters pertaining
to humanity and community. These are referred to as socio-technical systems. For these
systems, a change in social constructs may lead to unexpected societal or mission impacts,
even though the application may adhere to functional requirements. Similarly, when opera-
tors of the system transition to new duties, transferring operational responsibilities to new
personnel, a complete understanding of known insufficiency is not always communicated.
When these new operators expand use of the system for purposes which it was not intended,

undesired outcomes may arise.
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MDLC decisions should be informed by possible ethical and safety consequences. [15]
highlight the difficulty of achieving this since even humans have difficulty reconciling
ethical norms. Feature selection ought to be guided by these concerns and the potential
hazards that those features induce. Belitz et al. [16] propose an approach in feature selection
which elevates fairness of features to that of accuracy in performance. This work also

expresses the importance of scrutinizing optimization procedures.

The deployment, inference, and evaluation phases of MDLC are those where various learn-
ing techniques are considered to enhance the system. Each of these techniques present
their own challenges: Continual and Active Learning can introduce Catastrophic forget-
ting [17]; Reinforcement Learning can introduce rater bias (not all ratings are giving the
same care) [18]; Federated learning processes can be susceptible to contamination, privacy

concerns, data integrity, or other security risks [19].

With a mission-driven desire to build pre-trained systems capable of generating outcomes
that fulfill the expectations of users that will rely upon them, there is an inherent risk that
they may produce unexpected results which cannot be accounted for or traced by root cause
analysis. This is due to the fact that their architectures rely upon obfuscated calculations
during training where the primary goal is to improve the accuracy and/or performance
of a classification, transformation, or regression task (modeling the relationship between
a set of variables through an equation). Wan et al. [5] demonstrate in their survey of
software development practices that, although reproducing test results is not a challenge
with traditional software systems, ML systems do not provide the same assurances. Based
upon outcomes of their survey this is due to the stochastic measures taken during design.
Respondents indicated that reproducibility is challenging because of design practices that
introduce randomness in data, observation order, weight initialization, and optimization

parameters. As a result, it is difficult to assess or mitigate risk.

When outcomes cannot be reproduced during testing, the system is unpredictable. Un-
predictable systems are difficult to control since the control measures that are generally
implemented to affect undesired states may not prevent unknown states. When unknown,
ungoverned states arise, those controlling the system may not have mechanisms for prevent-
ing damage or harm. This concern is compounded when users over rely upon Al system

components that are not adequately understood; as humans are taken out of the control loop
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leading to scenarios where problems are not promptly identified. Indiscriminate deployment
of Al to perform self-governing tasks can lead to a lack of awareness of what a system does
and why, particularly if managers or stakeholders of these systems grow to inherently trust
the Al after a period of loosely monitored operational use [20]. Inappropriate expansion is
also a concern. This occurs when use of an Al component is migrated into domains that
were not intended by the creators; Selbst et al. [12] refer to this as “The Portability Trap.”
If those operating the system have limited knowledge of its purpose or assume capability
based upon an incomplete understanding about its purpose, there is a risk that the AI might
be deployed to perform tasks which may be similar to its design intent, but, ultimately, for

which it is not suited and thereby could present ethical, social, or physical harm.

This thesis focuses upon achieving the principles of responsible Al (RAI), a field that has
evolved into a discipline of its own [21]. It is motivated by a desire to identify a repeat-
able process for implementing RAI principles in the design and deployment of DOD Al
systems so that the safety, security, and integrity of the DOD mission is maintained. In
an era where designers of Al systems focus, primarily, on performance, RAI practitioners
evaluate Al solutions to assess whether their implementations can be trusted. [21] [22],
where the aim is to develop standards which prioritizes accountability over accuracy. Al-
though multiple attempts have been made to summarize the goals of RAI into a set of
principles, the Department of Defense, has chosen five which apply to both battlefield and
non-combat applications: 1) Exercise proper judgment during development, deployment
and use [responsible]; 2) take measures to reduce unintended bias [equitability]; 3) incor-
porate a means of auditing methods, data sources, design procedures and documentation
[traceability]; 4) implement measures to ensure testing can be performed through all stages
of the system’s life-cycle [reliability]; 5) incorporate mechanisms to detect, avoid, and halt

unintended consequences when the system is operational [governability] [9].
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1.1 Problem Statement

Standards for measuring the compliance of Al systems through the use of DOD RAI de-
mands are not commonplace, though there are efforts underway to make them so. Current
deficiencies with measuring compliance stem from the reality that agencies are eager to
quickly utilize artificial intelligence and are accelerating Al adoption without waiting for
policies to evolve. The machine learning development lifecycle phases are focused on engi-
neering models that perform well—optimizing an objective function to generate outcomes
(predictions) that satisfy a statistical ideal [12]. The MDLC conclusions reached during the
data and model refinement phases are not always easily traceable. It is not directly apparent
how the amalgamation of adjustments to the data or the model contribute either detrimen-
tally or favorably to a system’s behavior. For this reason, to prevent undesired outcomes that
emerge as a result of rapid implementation, a framework is needed which can be used as
part of the MDLC to help ensure responsibility and assurance are engineered into DOD Al

systems.

1.2 Research Questions

This work provides a case study analyzing the development of an ML model used to identify
maritime targets (biological or man-made) utilizing passive sonar [23], henceforth referred
to as the system of interest (SOI). Within the study, the thesis examines the feasibility of
aligning DOD RAI principles with the MDLC process, while affording the practitioner (the
Al system designer) the necessary space to deliver a valuable product. The fundamental
intuition is that ML developers operating within an MDLC prefer to discover problems as
soon as possible and, within DOD, want to ensure that the Al system operates in a lawful

and ethical manner. The steps involved in the analysis aims to answer the following:

* What considerations are important when evaluating DOD’s development of Artifi-
cially Intelligent systems? This understanding is gleaned, in part, from the concerns
identified in the Responsible Al Strategy memo and implementation pathway [9].

* How can the MDLC practitioner effectively trace unacceptable losses, hazardous
system states, and unsafe control actions to activities performed during MDLC?

* What are the tradeoffs, recommendations, and auditable criteria during ML develop-

ment that leads to effective governance for these operational Al systems?
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1.3 Preview

This thesis includes four additional chapters, organized as follows: Chapter 2 provides an
explanation of core concepts, necessary to understand when reviewing the methodology
and results. The methodology chapter, Chapter 3, introduces System Theoretic Process
Analysis (STPA) and a target system (the system of interest) that utilizes a machine learning
model to identify maritime vessels based upon their emitted sonar signature. Chapter 4
provides the outcome of a case study where the steps of STPA are performed against the
system of interest. Here, the purpose analysis, losses and hazards, control structure, unsafe
control actions, loss scenario, and proposed constraints and restraints are provided. The final
chapter, Chapter 5, concludes the research by summarizing how RAI goals are addressed in

the outcomes of the analysis.
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CHAPTER 2:
Background

The system of interest (SOI), a passive sonar maritime target classification system, for this
research incorporates learning strategies in the design and enhancement of the classification
models that require review. This work investigates the learning process to discern whether
certain activities performed during model design and development introduce unsafe prac-
tices or enable an environment where hazards can manifest. Although their work does not
explicitly address or engage RAI ideals, research by Fischer et. al. [23], exploring the SOI,
experiments with concepts outlined in this chapter, while attempting to build models that
perform well at predicting the presence of a particular vessel class based on underwater
soundscapes. This paper extends upon that work by aligning the following ML principles
with RAI principles.

In the development of the SOI, two common learning approaches are implemented: ac-
tive learning and federated learning. Performance of the system is assessed by measuring
accuracy, precision, and recall. The prediction models are devised using Bayesian Deep
Learning methods. These methods rely on uncertainty estimation and applying procedures

to reduce uncertainty.

2.1 Active Learning

Active machine learning involves updating an ML model based upon information provided
by a user or other system with knowledge (an oracle) of the labels for new data being incorpo-
rated into the training process. An ML system can be improved (i.e., decreasing uncertainty
regarding a particular prediction/classification) when otherwise unknown observed data is
labeled and added to the learned dataset. Active learning reframes the modeling paradigm,
adding an “update” step to incorporate new data into a trained model. To achieve successful
active learning, it is important to decide which data to include in the update process. This
involves deciding what new data is beneficial for the model’s knowledge base and which is
rejected. This approach is especially useful in systems where the initial dataset is small and

there is high epistemic uncertainty [23], [24].
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There are three common, though not exhaustive, approaches for capturing new data in
active learning [24]. In the first, Membership Query Synthesis, the system generates new
data samples and presents them to the oracle for labeling. This approach is useful when it is
difficult or costly to capture new samples in the wild (i.e., the unstructured and uncontrolled
environment where the model is deployed). The second approach, Pool-Based Sampling,
involves selecting a sample that lies within a pool of unlabeled samples based upon a
ranking algorithm that quantifies its benefit to the model. A final approach, Stream-Based
Selective Sampling, the approach that aligns more closely with the SOI, involves gathering
a sample observed while the system is in operation (samples being streamed to the system)
and determining whether to submit to the oracle for labeling. That determination is based
on identifying whether including the sample would be beneficial or most informative. The
informativeness of the sample is determined via a querying strategy. [25] discusses some
common approaches. The simplest and most common is Uncertainty Sampling. In short, this
Bayesian approach involves selecting the sample for which the predictor is least confident.

The general equation used for classification tasks is:

x'1c = argmax [1 = p(7 | 6.)] 2.1
This is to say that the least confident sample x" ;¢ can be identified by evaluating the
complement of the probability p of the most probable prediction () given the model,
represented by its parameters 6. Bouacida and Mohapatra [25] identify other approaches
that do not disregard other less probable class labels. Another querying strategy, Query-
by-Committee, requires multiple versions of the model predicting the class label for a
particular sample (see [26] for more detail on this approach). The most informative sample
is that which the committee disagrees about most. Other query strategies include Expected
Model Change, which involves selecting the sample that most significantly affects model
performance, and Expected Error Reduction, measuring how introducing the sample would
reduce generalization error in expectation [27]. Both these approaches can be expensive
(require undesirable time and resource allocation) and are more theoretical than practical.
Variance Reduction is a less expensive approach which involves selecting the sample which
reduces generalization error by way of minimizing variance. None of these strategies,

however, are as efficient as the first, uncertainty sampling. See [25] for a detailed discussion.

10
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2.2 Federated Learning

Federated learning (FL) is an approach whereby a version of the model (the base model)
is deployed on various nodes in disparate environments [19]. This decentralized approach
to learning is particularly useful in contexts where the nodes are actively capturing new
data that would be beneficial to the entire cluster once the information is aggregated and
incorporated into the base model. By consolidating their knowledge (each node delivering
their updates to a centralized aggregation system), overall performance is improved [28]. In
the SOI implementation of FL, the aggregation involves consolidating weights from each
decentralized model to achieve a new set of parameters that can be deployed to the edge
nodes during an update process. This is, in general, the process involved in Weight-Shared
Federated Learning [29].

2.3 Measuring ML Model Performance

For the DOD, trusting ML-enabled systems is not a matter of merely trusting how well the
technical implementation performs based on traditional performance metrics, but how gov-
ernable the system is, how well the user community is trained on the system’s capabilities
or known deficiencies, and how well the warfighter can accomplish the mission in a manner
consistent with the ethical principles that guide the Nation [9]. In classical performance
analysis, stakeholders deem outcomes favorable when several metrics demonstrate accept-
able results. Accuracy is one of these indicators. For classification problems, accuracy is
measured by simply calculating the ratio of correctly classified examples (i.e., true positive
and true negative) to the total number of examples classified (whether true positive, true

negative, false positive or false negative):

True Positive + True Negative

Accuracy = — - — .
Y True Positive + True Negative + False Positive + False Negative

(2.2)

Precision is also a common measure of performance, calculated as the ratio of true positives

to the sum of true positives and false positives:
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o True Positive
Precision = — — (2.3)
True Positive + False Positive

Recall measures how well a model can identify true positive instances while exhibiting fewer
false negatives. Recall is measured by taking the ratio of true positives to the sum of true
positives and false negatives, a criterion useful when false negatives are more detrimental
than false positive predictions, such as safety-critical systems where a false negative would

prevent a safety measure from activating (i.e., braking, turning, slowing, or halting):

True Positive
Recall = — - 2.4)
True Positive + False Negative

Yet another measurement of performance is the F-score (or F1 score) — a measurement used
to quantify the balance between precision and recall, the harmonic mean of the two (2 x
(precision x recall)/(precision + recall)). The calculation resolves to a value between 0 and
1. Ideally, the computation would be greater than .5 or 50%. Closer to 1 or 100% indicates

good harmony.

Precision X Recall
F1 Score = 2 x —<ci8ton = teed 2.5)
Precision + Recall

Great emphasis is placed on optimizing these metrics in aggregate. One can infer how
challenging it is, in the pursuit of improving them, to incorporate the added work of tracking
their incremental changes as data augmentation, model training, parameter tuning, and other
neural network design activities are repeatedly performed. However, accountability is a chief
objective in responsible Al —those designing systems must do so in a manner that harmonizes
improvements in performance with a continual aim of accountability in design, recognizing
that doing so will engender greater trust in the system and improve explainability. The more

explainable an Al solution is, the more likely that RAI goals are achieved.
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2.4 Bayesian Deep Learning (BDL)

When traditionally training neural networks, a single value is learned for each model
parameter using the training data [30]. This approach leads to a deterministic model. This
is not optimal since datasets do not, generally, represent all potential outcomes that a
model would need to predict. Bayesian deep learning introduces a method of incorporating
uncertainty into the parameter estimation process. This provides a means of quantifying
uncertainty so that different versions of the model can be compared not merely based upon
their ability to make accurate predictions but also based on their lack of certainty regarding
samples for which a reliable prediction cannot be made. In Bayesian neural networks, the
goal is to learn the probability that particular weight values would be used to model a
particular set of data after new information is obtained—this is referred to as the posterior
distribution. Using Bayes theorem, this posterior is evaluated by utilizing prior knowledge

and a likelihood, namely:

p(D|w)p(w)

pwiD) = F=2

(2.6)
In this equation, w is a model’s weight values. D represents the observed data (a non-infinite

set of x, y data pairs). These data pairs are the training samples used to generate the model.

D:{(xlayl),""(xl’l’yn)} (27)

p(w) is the prior belief (a probability distribution) about the model weights before data is
observed. p(D]w) is the probability distribution (or likelihood) of observing a particular
data set given particular weight values. p(w|D) is the posterior probability that is evaluated

using Bayes’ theorem; it is found by using the prior belief and the observed data [30].

2.4.1 Maximum Likelihood and Maximum a Posteriori Estimation

Maximum Likelihood Estimation (MLE) is a procedure for finding a point estimate, a
single value, that maximizes the likelihood that data will be fit by particular weight values
p(D|w) [31]. This is to say, it is the maximum probability that data will be observed

when particular model parameter weights are provided. Determining MLE is achieved by
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maximizing the combined probabilities of achieving a certain outcome given a specific set

of parameters:

n
argmax p(P|0) = argmax l_l p(yil0, x;) (2.8)
0 o =

An equivalent estimation can be achieved using the negative log likelihood [32]:

argmin ) ~log(p(16,7) (2.9)

i

The MLE solution, however, does not take into account prior information. Maximum a
Posteriori (MAP) estimation, on the other hand, does. The updated loss function is formally

written as:

argmin ) ~10g(p(16,39) ~ log(p(0)) (2.10)
Yy

which results in the particular weight values that maximize the posterior. A more detailed
discussion regarding these methods, along with detailed proofs, can be found in [32]. [31]

provides summary guidance on the concepts.

2.4.2 Variational Inference

Although maximum likelihood estimation (MLE) and maximum a posteriori (MAP) esti-
mation provide a means of arriving at a point estimate to approximate the posterior for a
model, a more robust Bayesian estimate can be achieved via Variational Inference (VI). This
approach approximates the intractable posterior distribution p(w|2D) with an optimization
technique that identifies a distribution g4 (w), which is an observable and tractable distribu-
tion in a family of probable posteriors O, that most closely represents the actual posterior. 6
refers to the learnable parameters of the variational distribution. Identifying ¢.(w) that most
closely estimates p(w|D) is achieved by minimizing the Kullback-Leibler (KL) divergence
between the two, a procedure that estimates how different two probability distributions are
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from one another. This estimation is achieved via a continuous summation (integration):

qo(w)
KL[gq(w)|lp(w]|D)] := / qo(w) log ————d(w) (2.11)
Q p(w|D)
where Q refers to all weights from the neural network from which w is obtained. Per [33],

this can be rewritten as:

Eqo(w)[—1log p(4il6, xi)] + KL[ge(w)||p(w]|D)] (2.12)

In variational inference, the desired variational distribution is that which minimizes the
objective, where the first term (the expected value) e stimates how closely the variational
distribution predicts the data, and the second (the KL term) indicates how closely the

variational distribution is to the prior.

2.5 Uncertainty

Traditional neural networks can suffer from overfitting—a condition where the model
performs well on training data samples, but does not when presented new samples [33].
This leads to overconfidence in predictive performance, may provide false assurance
to stakeholders, and can result in dangerous outcomes. Bayesian networks address this
concern by introducing an uncertainty measurement for the weights within each neural
network layer. As [33] explains, applying Bayesian techniques for weight estimation in
neural networks is a very difficult (intractable) problem, since the number of parameters

is large. Variational inference can make estimating a solution tractable.

Uncertainty in Bayesian deep learning (BDL) is observed from two perspectives - that
uncertainty which can be reduced with more data (epistemic uncertainty) and that which
cannot (aleatoric uncertainty) [34]. The irreducible aleatoric uncertainty is that which exists
due to randomness in outcomes. The reducible, epistemic uncertainty, comes about as a

result of estimation with limited data [35].

Total uncertainty, is quantified by taking the summation of aleatoric and epistemic uncer-

tainty:
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= 2 diag(p) =B+ 2 > (B = p)° (2.13)
=1 =1

2.5.1 Aleatoric Uncertainty

Randomness and noise within a dataset is difficult, and most times impossible, to control.
Each time a sample is selected for incorporation into training a model, it will be accompanied
by environmental elements which lead to uncertainty in the model. This type of uncertainty is
considered aleatoric [36]. Rather than attempting to improve aleatoric uncertainty, or reduce
it (which is not done in BDL training and model refinement), the standard approach is to
estimate it so that such calculations can be factored into the overall uncertainty assessment
of the model when inference is performed. Ideally, aleatoric uncertainty would be quantified
so that its value may be used to assess and improve upon the quality of a predictor. For
ML applications performing classification tasks, [35], referencing work by [37], suggest the

following quantification of aleatoric uncertainty:

T

R

= 2 diag(p) — % (2.14)
t=1

a summation where 7 represents the number of Monte Carlo samples taken while calculating
the difference between the diagonal matrix representation of the c-dimensional vector of
probabilities p; (c being the number of classes to predict) and the tensor product of the

same c-dimensional vector of probabilities with its transpose (5,°% = p,p; ") [35].

2.5.2 Epistemic Uncertainty

When a model is first trained there may not be a sufficient representation of data for the
model to accurately label all examples that might exist along a classification spectrum
(Figure 2.1). This implies that there is uncertainty as it pertains to those areas where little is
known, since the training dataset did not include enough examples to inform the model. This
uncertainty is known as epistemic uncertainty [33]. Like aleatoric uncertainty, epistemic

uncertainty can be calculated using the following equation proposed by [37]:
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where p is the mean of all Monte Carlo sample probabilities for each class and the tensor

product evaluated as follows:

(B —=D)** = (P - p)(p: — D) (2.16)

Unlike aleatoric uncertainty, epistemic uncertainty can be improved through the introduction
of data to inform the model about those areas where it lacks knowledge. Together, epistemic
and aleatoric uncertainty reveal total uncertainty that exists in a model. Figure 2.1 is a toy
chart depicting the relationship between aleatoric, epistemic, and total uncertainty [38]. In
this diagram, note that the epistemic uncertainty bands shrink where more examples (data)
are available, indicating that total uncertainty is more affected by aleatoric uncertainty,

which remains relatively consistent across all predictions.

4
s

2 .

0 -
—2q1 ZzZzZZ

—— Mean prediction
57 —== Epistemic uncertainty
4 .
—4 - ,:;' —-== Total uncertainty
z-7 Aleatoric uncertainty

25 -20 -15 -10 -05 00 05 1.0 15
Figure 2.1. Uncertainty can be measured from the perspective of data suffi-
ciency or model efficiency [38]. This toy depiction demonstrates how aleatoric
uncertainty is greatest where fewer data examples exist. For continual /active
learning, one aim is to discern the sufficiency of the data as compared to the
reliability of the model.
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2.6 Acquisition Functions

Epistemic uncertainty can be reduced through the acquisition of useful data. This is data
that informs the model in classification areas where it lacks confidence. Deciding which
new data to incorporate requires a systematic and quantitative process. A discussion on
the active learning approach used to identify where new samples are sourced is provided
in [24], Settles [39] along with Houlsby et al. [40] explain how this is achieved through
the use of mathematical calculations (or a function) that quantifies the benefit afforded by
the incorporation of a particular sample into training—an acquisition function [41]. The
three proposed calculations are 1) max entropy assessment, 2) Bayesian active learning by
disagreement (BALD), and 3) random sampling (making use of a uniform distribution to

randomly select from a pool of samples).
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CHAPTER 3:
Methods

Bearing in mind the challenges of ensuring accountability in design, balancing performance
objectives with principles for responsible Al, this thesis proposes a set of repeatable practices
(a framework) that can be implemented during the ML/DL system development phase that
might serve as a means of engineering safety, accountability, and, overall, assurance into
MDLC. This will be accomplished by examining whether actions taken during MDLC are

attributed to undesired outcomes that are observed when an Al system is operational.

Although several variations of RAI principles have been proposed in various domains, this
analysis adapts DOD RAI fundamentals as the basis for developing the assurance framework,
since the SOI is a DOD Al system [22]. The results of this analysis are transferable,
however — whether to DOD systems, other Government systems, or commercial systems.
Furthermore, this analysis can guide development of safety-critical systems (those that might
cause environmental harm, severe damage to property, or serious injury or death to humans
when they malfunction), weapons systems (those used to defend property and life from

adversarial entities), or other Al systems that do not operate in safety-critical environments.

3.1 Research Objectives

This thesis considers how such a systematic approach might impact the creative process
in the design phase. Frameworks and decision support systems often restrict the natural
flow of experimentation, taking control away from those making creative decisions during
development. By contrast, the framework proposed here presents recommendations in a

manner that synergizes creativity, performance, and explainability cohesively [10].

19

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



3.2 Systems-Theoretic Process Analysis (STPA) 1

A key assertion in this research is the proposition that system theory provides techniques or
methodologies that can be adapted to address RAI concerns. One such technique proposed
by Leveson [42] is System Theoretic Process Analysis (STPA) which introduces procedures
that guide hazard analysis. Adapting this framework to address the concern for engineering
responsible Al provides a means of producing a repeatable process for achieving governance,

reliability, and traceability in Al systems.

A strength of system safety engineering frameworks is that they connect abstract safety
policies, which are difficult to make actionable through technical means alone, to im-
plementable requirements. Tools from this domain further have the advantage of being
regularly applied in high consequence domains, well studied, and providing a strong basis
on which to systematize efforts to identify social and ethical risks [43] [44]. Such tools
include traditional safety-through-reliability techniques like fault-tree analysis (FTA) [45]
and Failure Mode and Effects Analysis (FMEA), quantification-oriented approaches used
for decades to reduce the number of failures in systems under analysis [46]. By contrast,
Leveson’s Systems Theoretic Accident Model and Process (STAMP) [47] explicitly rejects
the notion that reducing failures improves safety, noting that safety is a property of systems
not components. STAMP instead models hazardous states that could lead to defined losses

as insufficient control within an entire sociotechnical system.

3.2.1 Prior MDLC STPA Research

Qi et al. [48] acknowledge the usefulness of STPA for learning enabled systems. In this
analysis, they identify a number of examples where STPA was used to evaluate the ML
development lifecycle. It is acknowledged in their study that, although several attempts have
been made to adapt STPA to machine learning contexts, it is still not yet determined whether
there exists an approach that can be generalized across all ML systems. In fact, in reviewing
the 20+ papers that make the attempt to apply systems safety methods to identify causal
paths that lead to undesired or unsafe system states for learning systems, many take slightly
and, sometimes, significantly different approaches. In their paper, the propose a new form

of process analysis which they label “DeepSTPA”—an adaptation which 1) focuses upon

IThe summary introducing this section, 3.2, is captured from the NeurIPS Workshop paper [14], evaluating
the use of STPA for ML-based systems
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identifying hazards associated with data-driven activities occurring at all stages of MDLC
and 2) identifies the importance of evaluating deep learning neural network layer hazards
in order to discover parameter (weight) permutations that contribute to failures. In the end,
however, much remains unexplored. Although they identify the need for a standardized

approach and highlight intriguing studies, the work is ultimately a survey of the potential
that exists.

3.2.2 STPA Procedure

STPA ordinarily proceeds in four steps. This thesis proposes a modified six step process
for two reasons. Firstly, the standard process combines defining the system and identifying
losses and hazards into a single step. Doing so risks losing insights needed during root
cause analysis, since consolidating these elements may reduce their singular importance.
For large, complex systems, care must be taken in clearly defining what components are of
primary concern and why. Second, classic STPA concludes by identifying causal scenarios
without proposing changes to the system that would prevent these scenarios or the losses

that arise when they are encountered. The updated six step approach is depicted in Figure
3.1 and is described as follows:

Determine the Define Hazards & Build Control Find Unsafe Indentify Causal Establish
Purpose of Analysis Losses Structure Control Actions Scenarios Constraints &
«Define the reason the STPA s «Hazards - system states *Map relevant system «Control Actions which «Determine causal paths Restraints

being performed — the that may lead to a loss control loops, with will lead to unsafe for why each UCA
objective eLosses - outcomes that Elements tied by conditions might manifest in the
*Define the System Boundary, should be prevented, control actions and eTraceable to hazards system. proposed controls,
the system of interest given feedback Procedures, Audits etc.

*Control for UCAs by:
design alteration, new

Figure 3.1. The proposed 6-step STPA process. Adapted from [42].

1. Determine the purpose of analysis, this includes an explanation of why the STPA
is being performed, what the system of interest is and what system boundary will
be placed upon the analysis. Due to the inherent risk of scope expansion as the
analyst examines component interactions, establishing the analysis boundary is key
to ensuring the most useful safety and assurance recommendations are established as
an outcome of the activity.
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. Define hazards and losses. Hazards are unsafe system states that, when coupled with
worst case scenarios, will lead to an unacceptable loss. Losses are those outcomes
that must be prevented and are unacceptable consequences of a component’s failure.
These are system-wide aspects, not particular to the component or Sol, but to which
the component may contribute.

. Build a control structure, a mapping of how integrated components affect others,
the system control loops, as well as how controller inputs and component feedback
impact the overall state of the system.

. Find unsafe control actions (UCAs). A control action (CA) is a procedure, performed
by a controller (human or otherwise) that is necessary for each component within
the control structure to perform its task or place the system in a particular state. The
unsafe control actions are those CAs directly traceable to hazards, ultimately leading
to unsafe conditions.

. Identify causal scenarios (CS). This step involves examining each UCA to discover the
paths leading to their manifestation in the system. These are commonly referred to as
causal paths. By recognizing them one can identify actions that can either be avoided
or prevented or feedback that can be acted upon so that unsafe system conditions
might be avoided, which is the ambition in the final step;

. Establish constraints and restraints to guide system redesign efforts. The STPA is
incomplete if, in the end, the outcomes are not sufficient to inform system operators
and designers of what changes in behaviors, function, or operating procedures should

be made to prevent undesired system outcomes.
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3.3 The System of Interest

This research assesses a notional design for a passive sonar maritime system used to predict
the presence of certain vessels within a defined radius of a sensor (or group of sensors).
Applying STPA in this manner involves identifying the context in which such a system
might be used, enumerating the controls, losses, hazards, and modeling a control structure
for those hazards, and examining the components within the system to determine how their
design might be enhanced to reduce the likelihood of failure and/or help identify the root

cause of such failure if/when it occurs.

Performing an STPA prior to completion of development and while requirements might still
be under review, should lead to recommendations that will guide the efforts of engineering
traceability into data processing activities, active, federated, and continual learning proce-
dures (to reduce the potential for model drift), and the design and application of Bayesian
methods used to build the neural networks that govern the predictive processes. Because
modern software solutions are designed with Agile, fail-fast philosophies, one can leverage
such practices to identify deficiencies earlier in the formation phase of the system. The
intuition being that, such analysis would not hinder or slow the scientific design phase, but
inform it so that these systems would be more resilient, reliable, sustainable, and, overall,

effective when deployed.
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CHAPTER 4

Results

This thesis examines how STPA can be used to provide the MDLC practitioner a framework
for minimizing unacceptable outcomes and prevent the hazards that lead to them. It also
identifies recommendations for process improvement and criteria for auditing Al systems
to achieve more effective detection and mitigation of unintended consequences while they
are under development. This chapter contains the artifacts generated during STPA, using
the steps enumerated in Chapter 3, while analyzing the previously referenced passive sonar

system as the case study. What follows are the results arising from the six steps.

4.1 STPA Step One: Determine Purpose of the Analysis

The purpose of this analysis is to investigate the machine learning development lifecycle
(MDLC) used to produce a passive sonar acoustic sensing system that utilizes a neural
network model to classify seafaring vessels. In this STPA, MDLC is considered a controlled
process that must operate in a manner that comports with DOD RAI principles; particularly,
the considerations pertaining to the MDLC practitioner’s adherence to engineering respon-
sible Al and incorporating an ability to trace unacceptable losses, hazardous system states,
and unsafe control actions to activities performed during MDLC. In the final stage of the
STPA, tradeoffs, recommendations, and auditable criteria are considered for incorporation

into ML development so that the system is governed effectively.

In addition to articulating the purpose of the analysis, a description of the system under

evaluation is necessary. The larger system architecture consists of four components:

1. an array of passive sonar vector sensors designed to respond both to scalar acoustic
pressure as well as the vector motion of the medium in which they are deployed
[23]. These sensors are deployed along with onboard audio filtering components that
reduce the feature set for each audio sample to avoid overfitting, and a version of the
convolutional neural network (CNN) model trained using Bayesian Deep Learning
(BDL) techniques that assign class probabilities to each example—these classes (A-

E) consist of A) Fishing Vessel, Tug, or Towing Vessel, B) Pleasure Craft, Sailboat,
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Pilot, C) Passenger Ship, Cruise Ship, D) Tanker, Container Ship, Military Ship, Bulk
Carrier, or E) No Ship—Background Noise

2. aninference analysis component where input from each of the devices is gathered and
aligned with sonar observations either obtained as part of an Automatic Identification
System (AIS) data feed or other through other identification sources in use by ana-
lysts—ALIS is system that uses transceivers located on seafaring vessels that provides
information regarding registered vessels within a pre-defined range of a particular
sensor

3. A federated learning engine which is used to aggregate model parameters and deploy
the improved version of the shared model to the devices dispersed in the target area

4. An active learning engine that facilitates audio sample labeling by human operators

and shared model update when epistemic uncertainty improvements are incorporated.

Figure 4.1 depicts the operational view of the complete system:

26

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



Analyst Assessing
Inference Outcomes

\n
2

Container Ship
Emitting Audio Signature

\

= S
,‘éé )éé

t T wesp o, || 256 -pe
Dispersed Vector Sensors —_ _1 > d \ l J
w/Onboard Filtering and 3 * =\ O
BNN model i< —0 Federated Learning Active Learning
é% Engine Aggregating and Engine Updating
Redeploying Weights Uncertainty

Figure 4.1. Diagram depicting the activities performed within the System
of Interest. In this proposed version, vector sensors are deployed along with
signal processing capabilities and the neural network model. The local model
deployed with each sensor is updated as federated and active learning pro-
cedures are performed.
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4.2 STPA Step Two: Define Losses and Hazards

In system theory, losses are those accidents that system designers should aim to avoid by
implementing measures to reduce the likelihood the system enters a hazardous state, from

which losses can occur [42]. Table 4.1 enumerates the losses identified for this SOI:

Table 4.1. System-Level Losses

Losses

Refers to the inability to assign responsibility to an
individual, component, or process while pursuing an
L1 || Loss of Accountability | explanation for a given outcome. Also includes an in-
ability to prevent the system from ceasing undesired

actions

Pertains to the critical equipment (the defense systems
or other resources) that are unacceptable to lose, or
L2 || Loss of Property . .
costs associated with those losses that extend beyond

desired expenditures when the failure occurs

. Refers to casualties that arise from preventable haz-
L3 || Loss of Life

ardous system states

Hazards are system states that, when coupled with the worst case conditions (causal factors),
can lead to unacceptable losses [42]. When referring to the state of the system, it is necessary
to recognize the distinction between the state of overall system and that of the individual
components belonging to the system. The hazardous states enumerated in step two are
those that pertain to the system as a whole rather than to its individual components. With
hazards, the objective is to describe system-level conditions that must be prevented or
avoided through the use of constraints placed upon procedures performed by persons or
entities exercising control over the system (i.e., a controller). Table 4.2 lists the hazardous

states for the system aligned with the losses that could arise as a result:
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Table 4.2. Hazardous System States

Hazards
L1 L2 L3
H1 || Misidentification of vessel—friendly when hostile X X
H2 || Misidentification of vessel—hostile when friendly X X
H3 || Failure to identify vessel (Not Seen When Present) X X

4 Classification & Identification capability degrades X
over time (Catastrophic Forgetting)

(Unrecognized/Hidden) bias in predicting a partic-
ular class of vessel, whether too often or not often
H5 . . } X X
enough—overclassification of a particular ves-

sel—overfitting and non-generalized model

Compromised System State: Either System enters an
unexpected state and cannot recover (the unknown

H6 o X X X
unknown) or bad actors taint inputs or outputs to

yield unreliable results (classification outcomes)

Although there is no requirement within STPA to formally identify a relationship between a
set of system principles or defined standards and the artifacts produced during the analysis,
this thesis purposes to demonstrate how the losses and hazards identified in STPA step two
align with the concerns of the DOD RAI principles [9]. Table 4.3 highlights the relationship
between the RAI principles and losses and hazards that have been identified for the SOI.
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Table 4.3. Hazards and Losses Aligned to DOD Responsible Al Principles

DOD RAI Principles

Losses Hazards
Responsible L2,L3 H6
Equitable L1 HS5
Traceable L1,L2 H1, H2, H3, H4, H5
Reliable L1 H1, H2, H3, H4, H6
Governable L1,L2,L3 H1, H2, H3, H6

The responsible RAI principle defines the need to exercise proper judgment during devel-
opment, deployment, and use so that a loss of property and life can be avoided. Failures
in judgment can lead to misapplication (or non-application) of the measures necessary
to prevent a system from being compromised—a hazardous system state arising from the
controller exercising poor judgment while designing the system or utilizing it. The SOI is
compromised when tainted data is used during training, adversarial examples (audio signa-
tures purpose-built to deceive the neural network) are allowed to deceive the system, or bad

actors are able to intercept operations and manipulate outcomes.

When appropriate measures are not taken to reduce unintended bias, the system will not
operate in an equitable manner. Although this principle generally applies to fairness for
persons that may be affected by the outcomes of the system, for the SOI, bias can refer to
scenarios where one vessel class is predicted too frequently or not enough. Consequently,
a loss of accountability emerges since, when class prediction bias occurs, it may not be
immediately apparent which system component is responsible for producing this bias. This
compromises traceability. Accountability requires that outcomes be explainable by those
producing the outcomes. The SOI will not serve its stakeholders well if it does not equitably

predict the vessels upon which it was trained. Measures should be taken during model
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refinement to ensure that such inequity does not arise.

The traceability principle requires that designers incorporate a means of auditing the meth-
ods, data sources, design procedures, and documentation used during development and
when deploying their systems. Those responsible for the SOI must document why particular
datasets are chosen, the contribution the data makes to the overall performance of the model,
why a particular Bayesian neural network method of parameter estimation is selected, the
limitations introduced when choosing one method over another. They must also be able
to explain the weight aggregation methodology used during federated learning, as well as
the data acquisition and labeling approach used when active learning techniques are im-
plemented. They must document how uncertainty is quantified and how such quantification
enhances or degrades system performance. Outcomes must be reproducible either by the
same team or an independent body, with the same artifacts utilized by the designers. In-
ferential reproducibility [11] is a useful approach to achieve assurances that outcomes are

traceable.

A system that cannot be controlled or for which hazardous behavior cannot be detected is a
system with a potential for producing all losses that have been identified for that system. The
controller must possess an ability to govern the SOI’s behavior. This requires that designers
understand the hazardous system states and unsafe control actions that lead to these states.
Without control exercised during development or operation, the system will fail to identify
the vessels on which it has been trained. Failed identification will yield poor classification

outcomes and an unusable system.

Accountability is compromised when measures are not taken to provide a means of au-
diting the system in this manner. Resources may be lost if the auditing mechanisms are
inefficient due to failed controls—more effort may be required to establish an Authority to
Operate (ATO). More computing central processing unit (CPU) and memory resources may
be necessary when efficiencies are not incorporated early; a state that could develop when
proper care is not taken or adequate consideration applied during the design and develop-
ment phase. Each of the misidentification and classification bias hazards are at risk since
decisions made during data selection and preparation and model design cannot be justified
or explained. A root cause of catastrophic forgetting (a condition where a model which

previously performed well during inference on a particular sample, degrades in predictive
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capability after new data is introduced during active learning) may not be discernible when
measures are not taken to incorporate a means of auditing system activities that pertain to

active learning.

The SOI must be resilient, able withstand the rigors of independent verification and val-
idation (IVV), whether these IVV activities assess performance, security, safety, or other
business requirements. This resilience would assure stakeholders that the system is reli-
able. Failed resilience under validation leads to a loss of accountability, as errors found
in testing will cause developers to reevaluate and modify errant decisions that are deemed
acceptable during system refinement, prior to deployment. Failures in validation would
also demonstrate that the system will not be successful when deployed, leading to hazards
associated with misidentification, misclassification, and potential system compromise due

to vulnerabilities discovered during validation.

4.3 STPA Step Three: Build Control Structure

Control actions are used to manage conditions so that the system does not enter a potentially
hazardous system state. During this step of the STPA, the control structure is modeled in
an effort to emphasize the relationship between the controlled process of concern (i.e., the
MDLC) and the larger system in which that controlled process exists. As shown in the
diagrams that follow, both the overall system and the controlled processes have control
actions (commands sent by the controller) and feedback (outcomes arising from those

commands) that can be assessed empirically or subjectively.

Figure 4.2 depicts the overarching system. In this diagram, the controllers are made up of
the hardware used to gather and process sonar data, the algorithms used to make predictions,
the operators and analysts that interact with the deployed equipment, and the developers that
design the predictive components constituting the core of the SOI’s capability. Each of these
controllers perform actions and receive feedback. The actions are applied to the controlled
processes summarized in the diagram: detecting, recognizing, identifying, tracking and/or
targeting vessels, and the machine learning development lifecycle (i.e., the MDLC) used to

generate the predictive ML model.
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Control and Monitoring Systems

Hardware, Software (Algorithms), Operators, Developers

Control Actions Feedback

Controlled Processes

Machine Learning

Detect, Recognize, Development Lifecycle
Identify, Track, Target (MDLC)

Figure 4.2. Sonar Detection System Control Structure

A challenge in STPA is that of identifying boundaries upon which to scope the analysis.
Because most systems consist of numerous components and subcomponents, it can be
difficult to avoid secondary and tertiary considerations when the primary area of concern
touches upon activities performed within adjacent controlled processes. In this STPA, the
losses, hazards, unsafe control actions, and loss scenario analysis is confined to the MDLC
controlled process. Figure 4.3 provides a more detailed overview of how MDLC is viewed
within the context of STPA; as a set of controlled processes with particular control actions
and feedbacks.

33

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



Development Team

Controller

L ® e
) | © @ |

Data Decisions Model Decisions Monitoring Decisions
Data Collection Model Exploration Deployment and Integration
Data Refinement Model Refinement Monitor and Maintain

Testing and Evaluation

Controlled Process Controlled Process Controlled Process

Figure 4.3. Machine Learning Development Lifecycle Process

Within each MDLC controlled process, the development team acts as the controller - this
team consisting of the business analysts, data scientists, machine learning engineers, sonar
experts, and validation personnel that work together to produce an operational solution. Data
decisions are those that involve gathering, refining, and labeling the audio data needed to
inform the system during training. Model decisions are the neural network design activities
undertaken to produce reliable outcomes during testing and inference. Monitoring decisions
are actions taken after the model is deployed to identify and roadmap areas of improvement
by means of federated and active learning. The control actions and feedbacks for each of

these controlled processes is further elaborated within Tables 4.4, 4.6, and 4.8.
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4.3.1 MDLC Data Decisions

The data decisions controlled process represents the measures taken by the development

team (i.e., the controller) to identify data appropriate and of a quantity necessary to train

the system. For the SOI, this data must provide the needed detail to build a neural network

capable of classifying audio signatures within the number of designated ship classes re-

quired. When the appropriate data is identified, additional actions are taken to refine the

data, removing characteristics that do not contribute to or make it difficult to achieve the

desired performance in the ML model. Table 4.4 enumerates the control actions (CA) and

feedback (FB) that occur when the controller is implementing this process followed by Table

4.5 which provides brief explanations for each CA and FB: 2

Table 4.4. Data Decisions Controlled Process

Control Actions

Dataset Selection/Omission
Audio Sample Period
Frequency Filtering

Ship Class Label Determination
Test, Train, Validation Split

Data Augmentation

AN

Development Team

Controller

Feedback

Data Decisions

Data Collection
Data Refinement

Controlled Process

2For each of the control actions and feedback tables that follow, note that control actions and feedback do
not map 1:1, they are not directly associated with one another
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Data Sufficiency

Class Representation (Under/Over)
Data Credibility

Noise Presence/Absence
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Table 4.5. Data Decisions Controlled Process Control Action and Feedback
Descriptions.

Control Actions

Feedback

Dataset Selection/Omission

Determining which source will pro-

Data Sufficiency
Identified whether there is enough

CA-1 FB-1
vide appropriate audio samples for data to adequately train the neural
training network
Audio Sample Period .
o ) Class Representation
Deciding the length of time and
Observed whether each class is ad-
CA-2 | short-time Fourier transform (STFT) FB-2 )
) ) i equately represented in each test,
boundaries for segmentation of audio
train, validation set
samples used for training
Frequency Filterin
d ) Y ) £ ) Data Credibility
Applying filtering mechanisms to )
CA-3 FB-3 | Discovered whether the source data
reduce the number of dimensions ) o
) ) o can be relied upon for training
(i.e., features) used during training
Ship Class Label Determination )
Noise Presence/Absence
Selecting how many and which ves- ) )
CA-4 ) ) FB-4 | Observed the level of noise present in
sels should be included in classes for )
) o the samples obtained
which predictions are made
Test/Train/Validation Split
CAS Determining the proportion of and
which samples are included in the
test, train, and validation sets
Data Augmentation
CAE Efforts taken to increase the training
dataset by artificially producing new
data through modifying existing data
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4.3.2 MDLC Model Decisions

The judgment that guides ML designers through the process of engineering a reliable
model, capable of consistently predicting the class of vessel associated with an audio sig-
nature while also adhering to the RAI principles that must inform each decision, constitute
the model decisions controlled process. In this stage, feature engineering occurs, whereby
determinations are made as to what characteristics of the data are most pertinent for in-
clusion into the model. Additionally, neural network exploration occurs, wherein Bayesian
parameter estimation methods are examined to yield the most suitable model. Model re-
finement also takes place in this process. This includes tuning of hyperparameters such as
regularization, weight decay, learning rate, and batch size in an effort to reduce overfitting
and improve generalizability of the network. Following refinement and tuning, to assist in
making decisions about the viability of the model, performance testing occurs, providing
developers valuable insights needed to pursue additional refinement. Table 4.6 provides an
overview of the control actions performed and feedback encountered while undertaking this
process. Table 4.7 describes the CA and FB:

Table 4.6. Model Decisions Controlled Process

Control Actions Development Team Feedback

1. Hyperparameter Tuning (HT) 1. Hyperparameter Tuning

2. Neural Network Weight Controller Observations
Approximation Method 2. Classification Outcomes

3. Network Architecture (Inference)

4. Uncertainty Incorporation CA T 3. Performance Measurements

5. Acquisition Function 4.

Uncertainty Measurements

. Model Decisions
Determination

. Model Exploration
6. Federated Learning Approach Model Refinement
. . Testing and Evaluation
7. Active Learning Procedure

8. Multiclass vs. Multi-Label

Decision

Controlled Process

9. Feature Engineering
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Table 4.7. Model Decisions Controlled Process Control Action and Feedback
Descriptions

Control Actions

Feedback

Hyperparameter Tuning (HT)

HT Observations

CA-1 | Adjustments made to hyperparameters || FB-1 | Observed changes to neural network
to improve generalizability when HT values are modified
Parameter Approximation Method
Deciding whether Variational Infer- Classification Outcomes

CA-2 | ence or Markov Chain Monte Carlo || FB-2 | Observed class predictions based
vields the most suitable neural net- upon weights existing in network
work weights
Network Architecture

o L Performance Measurements
Decisions pertaining to network con- o
. Calculated class prediction accuracy
CA-3 | figuration such as dropout layers, type || FB-3 ) o
) metrics such as precision, recall, and
of network used - convolutional or re-
_ Fl-score
current, number of hidden layers, etc.
Uncertainty Incorporation
Model refinement in BDL includes
procedures for incorporating obser- Uncertainty Measurements

CA-4 | vations made when calculating un- || FB-4 | Calculated uncertainty for weights se-
certainty based upon probability dis- lected during model refinement
tribution for estimated NN parame-
ters/weights
Acquisition Function Determination
Selecting which method to use (i.e.,
max entropy, BALD, random sam-

CA-5

pling) when deciding whether a par-
ticular sample will improve epistemic

uncertainty
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Table 4.7 — continued from previous page

Control Actions Feedback

Federated Learning Approach

Applying a method to aggregate
CA-6 | weights for the distributed models de-
ployed on the distributed sonar detec-

tion nodes

Active Learning Approach

Selecting which method to use dur-
ing active learning to identify new
data for incorporation into model re-
CA-7 ) )
finement (i.e., membership query syn-
thesis, pool-based sampling, stream-
based selective sampling, or uncer-

tainty sampling

Multiclass vs. Multilabel Decision

During model exploration, determin-
ing which classification method op-
CA-8 | timizes performance—multiclass: as-
signing one label from multiple
classes, multilabel: assigning zero or

more labels from multiple classes

Feature Engineering

Decisions are made to establish what
aspects of the examples, provided as
A9 data, are important to incorporate into
the model in order to produce reliable

predictions
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4.3.3 MDLC Monitoring Decisions

Assessing model performance through the controlled process of presenting data and measuring class
prediction outcomes (inference) is the phase of MDLC where the design team gathers valuable input
to achieve improved performance in subsequent MDLC cycles. In this stage the model is deployed
to the SOI nodes where sound signatures are gathered, processed, and assessed. Activities such as
predicting vessel classification and ingesting changes to model parameters based upon federated
and active learning activities are undertaken. In addition, monitoring and maintenance activities
occur in this step. For example, system managers determine whether nodes should be removed,
relocated, or the entire system decommissioned as a result of outcomes discovered once deployed
to an operational environment. Table 4.8 provides an overview of the control actions performed and

feedback encountered while monitoring decisions are made. Table 4.7 describes the CA and FB:

Table 4.8. Monitoring Decisions Controlled Process

Control Actions Development Team Feedback
1. Sensor/Node Placement 1. Node Improvement or
2. Monitoring Interference Controller Degradation
and Noise l 2. Model Improvement or
3. Analyzing Model Drift Degradation
4. Processing Distributed @ T 3. Class Expansion
Weights Monitoring Decisions | - 4 System Failure

Deployment and Integration
Monitor and Maintain

Controlled Process
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Table 4.9. Monitoring Decisions Controlled Process Control Action and
Feedback Descriptions

Control Actions Feedback

Sensor/Node Placement

Deciding where best to place nodes Node Improvement/Degradation
CA-1 | on sea floor to achieve best per- FB-1 | Observed sensor performance based

Jormance for SOI federated node upon placement of node

network

Monitoring Interference and Noise .
o ) Model Improvement/Degradation
Monitoring the level of noise con-
) ) ) ) The performance change observed,
CA-2 | tributed by objects in the environ- FB-2 )
) based upon active and federated
ment which are not of concern for ) o
learning activities

SOI operation
Analyzing Model Drift
Actions taken to detect whether ora- Class Expansion
CA-3 | cle labeling provided during active FB-3 | Identified vessels which are not in-
learning has caused previous model cluded in existing class definitions

performance to degrade

Processing Distributed Weights .
) ) ) System Failure
Collecting weights from nodes dis-
) ) ) An observed state whereby the system
CA-4 | tributed in the environment so that FB-4 )
) no longer functions and must be de-
federated learning procedures may o
commissioned
be performed

4.4 STPA Step Four: Find Unsafe Control Actions

When documenting the artifacts of STPA in classic scenarios, control actions are purposeful com-
mands issued to the system by a controller as part of a controlled process. In this study the controlled

process is the ML development lifecycle, where “commands” issued in this context are the control
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actions enumerated in step three above. In step four, control actions are inspected to determine
whether performing them, not performing them, performing them in the wrong order, or ceasing
the action too early could result in a hazardous system state. Performing this step allows designers,
operators, system administrators, and other stakeholders to ascertain unsafe system states based
upon when and whether control actions are exercised (i.e., unsafe control actions (UCAs)). This is

an important step in determining where system constraints and restraints must be applied.

Traditionally the UCA analysis requires a “wrong order” assessment which includes a “too early”
or “too late” determination and is primarily useful for systems in motion; knowing MDLC is not
in motion, per se, this concern is simplified whereby “wrong order” is not further elaborated (e.g.,
this STPA does not inspect scenarios when selecting a neural network weight approximation method
occurs “too late” or “too early,” but only instances where this might take place before or after the
“Model Decisions” phase in the lifecycle). To further elaborate, when the Data Decisions controlled
process is evaluated and the control actions are investigated for safety, wrong order would refer to
whether the action is performed either prematurely or delinquently, such as in an MDLC stage that
is not appropriate for the action 1.1. In a similar sense, the traditional review of assessing whether
stopping an action too soon or applying it too long would cause a hazard is simplified to “Not
Completing.” This is to say that a hazardous state can emerge when an action is not completed prior

to proceeding to the next stage of the development cycle.

The following UCA tables describe the potentially hazardous system states along with conditions
that arise when the control actions, identified for each MDLC controlled process, are engaged. The
hazards in brackets (e.g., [H1, H2]) represent the hazardous states enumerated in step two. Tables
4.10, 4.11, and 4.12 lists the UCAs for the MDLC controlled processes:
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Table 4.10.

Unsafe Control Action Analysis—Data Decisions Process

Data Decisions (DD)

Not Providing

Providing Causes

‘Wrong Order Causes

Not Completing

CA# Control Action
Causes Hazard Hazard Hazard Causes Hazard
Not providing . .
. Not exercising Not completing the
dataset selectivity . . .
L Data required for discretion in dataset task of
criterion may cause . . . . L
Dataset effective training selection prior to discriminating
1 . o system to false .
Selection/Omission . may be excluded training leads to poor | datasets leads to poor
classify due to lack
. [H1, H2] model performance model performance
of data quality
[H1, H2, H3, H5] [H1, H2, H3, H5]
[H1, H2]
Not being thorough
. . Defining the period Performing this after in analyzing
Not defining a period . . X
. . that is too long may or before DD leads appropriate periods
2 Audio Sample Period may lead to i ! .
. . yield unwanted audio to wasted time may lead to
excessive noise [H1] . . .
signatures [H1] retraining [H3] unexplainable results
[H3, H5]
o Providing may lead
- Not providing may
Frequency Filtering . to wrong features Outcome same as
. R lead to overfitting, . . Outcome same as
3 & Dimension . . . being considered or CA2
. bias, mislabeling L CA2 [H3]
(Feature) Reduction prioritized [H3, H5]
[H1, H2, H3, H5]
[H1, H2, H3, H5]
Not labeling causes “
. Same as CA4 “Not .
Ship Class Label unknown . Same as previous
4 L . . Providing”
Determination classification [H1, H2, H5]
[H1, H2, H5]
[H1, H2, H5]
Not performing . .
. o . Partial completion
Test/Train/Validation makes training (next Same as CA5 “Not .
5 . . leads to unreliable
Split MDLC step) Providing” [H6]

impossible [H6]

model [H1, H2]
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Table 4.11. Unsafe Control Action Analysis—Model Decisions Process
Model Decisions (MD)
. Not Providing Providing Causes Wrong Order Causes Not Completing
CA# Control Action
Causes Hazard Hazard Hazard Causes Hazard
. Tuning some hyper
Model and Input Not providing leads X
parameters before Incomplete tuning
Feature to poor model
1 others may lead to leads to same
Hyperparameter performance .
. unreliable outcomes [H1, H2]
Tuning [H1, H2]
[H1, H2]
NN Weight . .
L Not selecting a Selecting after MD
Approximation
method causes poor leads to poor model
2 Method (VI or i
. network weights performance
Markov Chain
[H1, H2, H3, H5] [H1, H2, H3, H5]
Monte Carlo)
VI Distribution .
. Not calculating KL .
Selection Selecting after MD
. for VI causes poor or
(Mean-Field . leads to poor model
3 . unreliable model
Approximation, MC performance
. performance
Dropout with [H1, H2, H3, H5]
D [H1, H2, H3, H5]
Bernoulli Prior)
Number of layers, .
Selecting after MD
Number of Neurons,
Network leads to poor model
4 . Dropout, CNN, Fully
Architecture performance
Connected
[H1, H2, H3, H5]
[H1, H2, H3, H5]
Not incorporating
Measuring and uncertainty leads to
5 Incorporating poor model
Uncertainty performance
[H1, H2, H3, H5]
Not deciding upon an
6 Acquisition Function acquisition function Same as CAS “Not
Decision causes unreliable Providing” [H6]
active learning [H6]
Not implementing a
. federated learning
Federated Learning, Same as CA6 “Not
. . approach causes L
7 Weight Aggregation L. Providing”
distributed models to
Approach [H1, H2, H3, H6]

poorly perform
[H1, H2, H3, H6]
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Table 4.11 — continued from previous page

Model Decisions (MD)

. Not Providing Providing Causes Wrong Order Causes Not Completing
CA# Control Action
Causes Hazard Hazard Hazard Causes Hazard
Active Learning Not implementing . .
K . Implementing active
Procedure (Use of active learning .
. learning may lead to
Bayesian Deep causes system to not .
8 . . catastrophic
Learning by recognize unknown .
. forgetting
Disagreement - vessels
[H1 - H5]
BALD) [H1, H2, H3]
Not deciding impacts
Opting for Multiclass classification
9 or Multi-label performance and
Classification identification
[H1, H2]
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Table 4.12. Unsafe Control Action Analysis—Monitoring Decisions

Monitoring Decisions (MnD)
. Not Providing Providing Causes Wrong Order Causes Not Completing
CA# Control Action Causes Hazard Hazard Hazard Causes Hazard
No strategy for Not placing enough
placement can lead
Sensor/Node nodes can cause
1 to poor performance . . .
Placement . non-identification
or system failure [H3. H6]
[H1, H2, H3, H6] ’
Not measuring
Performing interference and
2 interference and noise leads to poor
noise measurements data quality
[H1, H2, H3, H6]
Not analyzing model
Assessing model drift contributes to Same as CA3 “Not
3 drift (Catastrophic catastrophic Providing”
Forgetting) during forgetting [H1, H2, H3, H4,
Active Learning [H1, H2, H3, H4, Ho]
H6]
Not gathering
weights from Partial agereeation
. - distributed nodes artial aggregatio
Gathering distributed leads to unreliable
4 . degrades federated
weights learning activities system state
[H1, H2, H3, Ha, [H1, H2, H3, H6]
H6]

4.5 STPA Step Five: Perform Loss Scenario Analysis

Under what conditions would an unsafe control action occur? Do they arise when a procedure is
not adequately documented, understood, or governed by reactive components engineered to prevent
the UCA? What would cause a controller to execute a control action improperly or not execute
it at all? STPA step five purposes to evaluate these questions by identifying scenarios that either
lead to UCAs or contribute to a controller’s negligence in performing an expected action within
the controlled process. In some literature, these scenarios are referred to as “causal” scenarios [49],
while the originators [50] refer to them as “loss” scenarios, each comprised of causal factors.
Both descriptions aim to summarize what must be the outcome of this step in STPA: to highlight
circumstances that lead to unsafe control actions and hazardous system states in an effort to better

perceive why losses emerge.
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For the SOI, losses are established in step two and UCAs are assessed in step four. In step five, loss
scenarios are presented in an effort to identify aberrant procedures that hinder successful system
operation. Table 4.1 provides a set of loss scenarios (LS) categorized by the circumstance from which
it arises (resulting from an unsafe control action or non-compliant execution of a control action) and

aligned to the loss conceived as a result of the scenario occurring:

Table 4.13. Loss Scenarios

LS Scenario Cause Loss

Distributed models degrade during feder-
ated learning due to poor calculations of Non-Compliant
LS1 i . . . L1,L2
Kullback-Leibler (KL) divergence, while CA Execution

applying aggregated weights

Model performs poorly on new examples
because epistemic uncertainty measure-

LS2 . } UCA L1,L2,L3
ments are not incorporated during model

refinement

The loss scenarios provide potential failures within the MDLC controlled process that lead to a
loss. In the first loss scenario (LS1), the controller’s failure to properly calculate the new weights
during federated learning procedures will cause the subject nodes to either degrade in their ability
to predict proper labels for detected vessels, or not be capable of detecting new vessels belonging
to a particular class. This leads to a loss of accountability (L1) since the controller responsible for
performing the aggregation may no longer be trusted to do so. It can also lead to a loss of property
(L2) since resources must now be commissioned to recalculate, redeploy, and, potentially, recover

failed nodes.

The second loss scenario (LS2) arises directly from a UCA; CA-4 within the Model Decisions
controlled process (see Table 4.7). This occurs due to a failure on the part of the controller to
either integrate new audio data during active learning procedures, or the controller not performing
epistemic uncertainty calculations when concluding upon model weights as part of the Bayesian

deep learning (BDL) training activities. In either circumstance, each of the three losses (L1, L2,
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and/or L3) are at risk of occurring: a loss of accountability arises due to a lack of understanding
regarding why the measurements are not incorporated or a lack of trust in the controller’s ability to
perform expected training procedures; a loss of property, as more human effort (increased effort by
controllers in other controlled processes within the system) is required to operate without the class
predictions that are anticipated; or a loss of life as those relying upon the class predictions may not
be aware of or able to identify unfriendly vessels, thereby risking the lives of those utilizing the

SOI’s capability.

Although additional loss scenarios may be considered, the aforementioned are proposed as examples

of an approach that can be taken as part of a more in-depth analysis for the MDLC system of interest.

4.6 STPA Step Six: Propose Constraints and Restraints

The final step in STPA is to identify parameters that should be applied to the system in an effort
to reduce the likelihood of a hazardous system state. These parameters are categorized as either
constraints, the things that must be done, or restraints, things that must not be done. Constraints
are the set of activities to enforce while operating the system in an effort to eliminate or mitigate
hazards. Similarly, restraints provide wider protections against hazardous system states in that they

define restrictions on a controlled process so that certain actions cannot be performed.

RALI traceability is achieved by following procedures for documenting and monitoring the lifecycle
of an Al solution from inception to deployment. As part of STPA, constraints and restraints are
introduced into the MDLC controlled process upon discovering hazardous states during the design

or following deployment of the Al system.

In step two, hazards are traced to one or more losses that may occur when the system enters an
undesired state. In step six, constraints are traced to the hazards prevented when they are implemented.
There are two types of constraints: 1) those things that must occur during operation to prevent a
hazardous state, and 2) the steps to perform that will minimize loss in the event that a hazardous
state arises. This thesis focuses upon the former—the set of proposed activities to incorporate into

planning and design so that hazardous states can be avoided. Table 4.14:
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Table 4.14. Proposed System Constraints

Constraints

H1 H2 H3 H4 H5 H6

Incorporate a secondary team to perform indepen-
dent validation of the model development process
Cl1 ) ) X X X X
to ensure outcomes are consistent using the sonar

data obtained

For federated and active learning procedures,
utilize automation to the greatest extent pos-
sible, documenting requirements, mathematical
C2 . . X X X X X
proofs, algorithms in use, and the expected out-
comes through deterministic processes and pre-

configured datasets

Implement a mechanism to quickly revert deployed
model to a previously reliable version through
the use of a secondary controlled process provid-
c3 ing configuration management system functions, X X
maintaining immutable, digitally signed, uniquely
identifiable versions of working models, so that, at
any time, these versions can be redeployed to the

operational environment.

Abstract hyperparameter tuning and other model
refinement activities away from the ancillary tasks
required to incorporate these changes into the
ca model for verification. Having an interface that X X
can allow the controller to only modify those spe-
cific parameters needed for testing their impact on

the model’s predictions (inference) will improve

traceability as iterative updates are performed

In addition to identifying actions that must be taken so that hazardous states are avoided, it is beneficial

to consider actions to avoid during design to achieve the same. These restraints are provided in 4.15:

49

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



Table 4.15. Proposed System Restraints

Restraints

H1

H2

H3

H4

H5

H6

R1

Model Decisions must not be pursued until data
acquisition and training thresholds are achieved.
These limits might pertain to the number of vessels
belonging to a particular class as represented in the
dataset, the amount of noise present and the level
of filtering required to achieve quality data, the
perceived distance of the sound signature from the

sensor, etc.

R2

Do not perform federated learning weight aggre-
gation if one or more nodes have exhibited catas-
trophic forgetting as a result of active and continual

learning procedures.
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CHAPTER 5:

Conclusion

Artificial intelligence presents promising advantages for processes that require consistent perfor-
mance, a reduction in the influence of human error, and data-driven predictive behavior that antici-
pates outcomes based upon observed signals or environmental states. In modern systems, machine
learning (or deep learning) enables artificial intelligence that empowers probabilistic methods which
are essential to their design. These components are integral during operation. Achieving success
when utilizing systems that rely upon machine learning or deep learning based Al requires that
performance be measured not only by how well the system achieves classic performance metrics,
but how well the solution aligns with responsible Al principles. In this sense, measuring the desired
outcome for the system is multi-dimensional; some dimensions align with requirements associated
with predictive performance, others dimensions require compliance with established responsible Al
(RAI) goals of ensuring proper judgment in design, development, and deployment, equitability when
producing results, traceability in procedures and processes, reliability when under validation, and

the ability to control or govern behavior when unintended behavior emerges.

This thesis demonstrates that it is possible to establish a reusable model for assuring safe and
responsible artificially intelligent systems. Traceability can be achieved by the use of a system
analytical process used in system safety engineering. STPA is traditionally used as a means of
designing hazardous system states out of safety critical systems. Here it is adapted to systems
that utilize machine learning, where system design practices that produce artificially intelligent
components may introduce undesired outcomes. When system analytical methods are used to assess
hazards, unsafe actions, and potential losses that would occur as these systems are used, there must

be a means of applying the same analytical processes across all components.

This thesis demonstrates how STPA can be used to evaluate system components which contain
controlled processes employing MDLC, where decision-making about data, model design, and post-
deployment monitoring occurs. By applying STPA to the MDLC process, it is shown that STPA is
well-suited to address concerns of explainability and overall traceability within a system. Responsible
artificial intelligence requires that those designing such systems incorporate methods for ensuring
accountability. The techniques demonstrated in this thesis provide a basis for adopting STPA as an
accountability framework that can be expanded beyond traditional system safety domains to those

that arise due to the emergence of artificial intelligence.
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