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Major Goals:  The objective of this project is to establish a new framework for developing network algorithms that 
ensure both end-to-end delay and end-to-end QoE for video delivery in battlefield networks in the presence of 
event-driven IoT applications. Our framework will be built upon two critical components: One is an analytical model 
that precisely calculates a range of QoE metrics, such as the frequency and duration of video interruptions and 
video quality, based on the traces of packet deliveries. This enables us to translate the perceived video quality, 
which is a subjective matter, into measurable, and hence optimizable, network performance metrics. The other is a 
network model that explicitly addresses several important features of battlefield networks, including unreliable 
wireless transmissions, multi-hop transmissions, end-to-end delay bounds, and unpredictable, adversarial even, 
packet generations from event-driven IoT applications. By combining these two components, our framework can 
serve as the foundation to analyze the actual QoE performance of network algorithms under realistic battlefield 
networks.



Based on our framework, we will develop a rich suite of network algorithms, including packet scheduling, multi-hop 
routing, and dynamic video rate control, that optimize end-to-end QoE under end-to-end delay constraints. Our 
algorithms will jointly consider video flows and event-driven IoT applications, and offer provably optimal QoE 
performance for video flows without sacrificing the reliability of event-driven IoT applications. We will also study 
implementation issues of our algorithms within the framework of software-defined networking (SDN).



Our research efforts are organized in the following four thrusts:



1. QoE optimization for one-hop wireless networks: We will start by considering the case of one-hop wireless 
networks, where a wireless gateway delivers multiple video flows to its connected users. Building upon our recent 
work on minimizing video interruption duration for on-demand video, we will further address the delay constraints of 
live surveillance video streaming, as well as other important QoE metrics such as the interruption frequency and 
video bit rate.

2. End-to-end QoE for multi-hop networks: We will further investigate optimizing end-to-end QoE for multi-hop 
networks. We will combine our recent breakthrough on guaranteeing end-to-end delay and timely deliveries, and 
results from Thrust 1 to develop tractable algorithms that simultaneously support both end-to-end QoE and end-to-
end delay bound. We will also focus on developing distributed algorithms that require minimum coordination 
between wireless nodes.

3. Coexistence with event-driven IoT applications under adversarial environments: We will study practical 
battlefield networks where video streaming applications need to coexist with event-driven IoT applications by 
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focusing on two specific challenges: The first is network congestion due to a short burst of event-driven packets, 
which will be addressed by dynamic video rate control algorithms. The second is the unpredictable nature of 
battlefield events, for which we will develop online algorithms that ensure both end-to-end QoE for video flows and 
end-to-end reliability for IoT applications even under an adversarial series of events.

4. Implementation and integration with software-defined networking: We will address the critical issues of 
realistically implementing our proposed policies. We will consider integrating our proposed policies in a SDN-based 
framework, where a SDN controller determines the optimal policies, while each wireless node simply carries out the 
prescribed policies. We will also implement and test our policies using our programmable MAC testbed that 
supports ultra-low latency scheduling.
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Accomplishments:  We have made significant progress related to the seven topics listed in Major Goals. This 
project has produced 8 journal articles, 20 conference papers, and one book chapter. Below is the summary of 
some major results related to the topics in Major Goals: 



1. QoE optimization for one-hop wireless networks: 

We have studied QoE optimization for three very different applications: real-time video streaming, virtual reality 
(VR), real-time estimation, and age-of-information (AoI). 

To study real-time video streaming, we consider two most critical QoE metrics: playback latency and video 
interruption. We characterize the fundamental tradeoffs between playback latency and video interruption. We also 
develop the optimal scheduling policy under mild constraints [1]. 

To study QoE optimization for VR, we consider delivering VR contents of both high video quality and fast 
responsiveness, over wireless networks with limited bandwidth. We propose to leverage the predictability of user 
movements in the virtual world and develop an optimal predictive scheduling policy. In addition to our theoretical 
study, we demonstrate the usefulness of our policy by building a prototype system. We show that our policy can be 
implemented under Furion, a Unity-based VR gaming software, with minor modifications [2]. 

To study real-time estimation, we consider wireless networks where multiple flows are delivering status updates 
about their respective information sources. An end user aims to make accurate real-time estimations about the 
status of each information source using its received packets. We propose a new metric called loss-of-confidence 
(LoC) to measure how the confidence interval of the end user’s estimation is impacted by packet deliveries. We 
develop the optimal scheduling policy for minimizing LoC under various systems [3, 4]. We also show that our 
policies indeed achieve the smallest estimation error for an actual estimation problem [5].

Finally, we study the optimization of AoI, a new performance metric that has gathered significant research interests. 
We develop a theoretical framework of designing scheduling policies for second-order optimization. We employ this 
framework for the optimization of AoI over Gilbert-Elliott channels [6]. We also study the information freshness in 
M/G/1 queueing system with a single buffer and the server taking multiple vacations. This system has wide 
applications in communication systems. We evaluate the information freshness in this system with both i.i.d. and 
non-i.i.d. vacations under three different scheduling policies. For the systems with i.i.d. vacations [7].



2. End-to-end QoE for multi-hop networks: 

We study the problem of broadcasting real-time flows in multi-hop wireless networks. We propose a distributed 
protocol called the delegated-set routing (DSR) that incurs virtually no overhead of coordination among nodes. We 
also develop distributed algorithms that aim to maximize the total timely utility under DSR [8]. To address 
interference in mulit-hop networks, we also develop a joint CSMA, routing, and scheduling policy that maximizes 
end-to-end timely throughputs [9]. Further, we study leveraging content caching to optimize end-to-end QoE. We 
propose a distributed algorithm that jointly optimizes cache-version selection and content placement for adaptive 
video streaming in wireless edge networks [10].



3. Coexistence with event-driven IoT applications under adversarial environments: 

We have studied adversarial environments from three directions: unknown future arrivals, selfish behaviors, and 
compromised devices. 

We study the amount of capacity needed to provide stringent timely delivery guarantees in adversarial 
environment. We propose a low-complexity online algorithm and prove that it only requires a small amount of 
redundancy to guarantee the timely delivery of most packets without any knowledge about future packet arrivals 
[11]. We also study a problem of jointly optimizing two important operations in mobile edge computing without 
knowing future requests, namely service caching, which determines which services to be hosted at the edge, and 
service routing, which determines which requests to be processed locally at the edge. We propose a simple online 
algorithm with sub-linear regrets [12].

We investigate the problem of index coding with selfish clients. Our objectives are to motivate each selfish client to 
reveal the correct private information and to maximize the social welfare. We develop joint coding and incentive 



schemes for achieving these two objectives [13].

Finally, we consider IoT applications where some sensors are compromised and may report false data. We develop 
watermarking techniques to address such vulnerability [14 – 20]. 

4. Implementation and integration with software-defined networking:

We have built a testbed that integrates PULS, which is our earlier work on Processor-Supported Ultra-Low Latency 
Scheduling, with software-defined networking (SDN), software-defined radio (SDR), and the optional usage of 
information-centric networking (ICN). We have used this testbed to evaluate a recent work on predictive scheduling 
for virtual reality. The video demo is shown in [21].

We also built a mm-wave testbed. We design and implement MAC protocols on this testbed [22 – 24].



In addition, we have many research accomplishments that are critical to battlefield networks, although not covered 
in Major Goals. They include employing Reward-Biased Maximum Likelihood Estimate method for reinforcement 
learning [25 – 28], developing learning algorithms for Whittle-based scheduling policy [29], and addressing safety in 
reinforcement learning [30].
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Training Opportunities:  This project partially supported eight graduate students. The PIs provide one-on-one 
mentoring to these students. Three of the students have received their Ph.D. degrees in the duration of this project.

Results Dissemination:  Our research results have been promptly disseminated through conference/journal 
publications. PI Hou has presented invited talks in Information Theory and Applications Workshop in 2019 and 
2020.

Honors and Awards:  1. PI Kumar received the IEEE Alexander Graham Bell Medal, 2022. “For seminal 
contributions to the modeling, analysis, and design of wireless networks." 

2. PI Kumar was elected as a Fellow of International Federation of Automatic Control (IFAC), July 29, 2022. “For 
seminal contri- butions to adaptive control and analysis of wireless networks

3. Best Paper Award in ACM MobiHoc 2020 for the paper: Ping-Chun Hsieh, Xi Liu, and I-Hong Hou, “Fresher 
Content or Smoother Playback? A Brownian- Approximation Framework for Scheduling Real-Time Wireless Video 
Streams,” in ACM MobiHoc 2020.

4. Runner-up for Best Paper Award in WiOpt 2019 for the paper: Daojing Guo and I-Hong Hou, “On the Credibility 
of Information Flows in Real-Time Wireless Networks.”
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Major Goals 

The objective of this project is to establish a new framework for developing network algorithms that 
ensure both end-to-end delay and end-to-end QoE for video delivery in battlefield networks in the 
presence of event-driven IoT applications. Our framework will be built upon two critical components: 
One is an analytical model that precisely calculates a range of QoE metrics, such as the frequency and 
duration of video interruptions and video quality, based on the traces of packet deliveries. This enables 
us to translate the perceived video quality, which is a subjective matter, into measurable, and hence 
optimizable, network performance metrics. The other is a network model that explicitly addresses 
several important features of battlefield networks, including unreliable wireless transmissions, multi-
hop transmissions, end-to-end delay bounds, and unpredictable, adversarial even, packet generations 
from event-driven IoT applications. By combining these two components, our framework can serve as 
the foundation to analyze the actual QoE performance of network algorithms under realistic battlefield 
networks. 

 

Based on our framework, we will develop a rich suite of network algorithms, including packet 
scheduling, multi-hop routing, and dynamic video rate control, that optimize end-to-end QoE under end-
to-end delay constraints. Our algorithms will jointly consider video flows and event-driven IoT 
applications, and offer provably optimal QoE performance for video flows without sacrificing the 
reliability of event-driven IoT applications. We will also study implementation issues of our algorithms 
within the framework of software-defined networking (SDN). 

 

Our research efforts are organized in the following four thrusts: 

 

1. QoE optimization for one-hop wireless networks: We will start by considering the case of one-hop 
wireless networks, where a wireless gateway delivers multiple video flows to its connected users. 
Building upon our recent work on minimizing video interruption duration for on-demand video, we 
will further address the delay constraints of live surveillance video streaming, as well as other 
important QoE metrics such as the interruption frequency and video bit rate. 

2. End-to-end QoE for multi-hop networks: We will further investigate optimizing end-to-end QoE for 
multi-hop networks. We will combine our recent breakthrough on guaranteeing end-to-end delay 
and timely deliveries, and results from Thrust 1 to develop tractable algorithms that simultaneously 
support both end-to-end QoE and end-to-end delay bound. We will also focus on developing 
distributed algorithms that require minimum coordination between wireless nodes. 

3. Coexistence with event-driven IoT applications under adversarial environments: We will study 
practical battlefield networks where video streaming applications need to coexist with event-driven 
IoT applications by focusing on two specific challenges: The first is network congestion due to a 
short burst of event-driven packets, which will be addressed by dynamic video rate control 
algorithms. The second is the unpredictable nature of battlefield events, for which we will develop 
online algorithms that ensure both end-to-end QoE for video flows and end-to-end reliability for IoT 
applications even under an adversarial series of events. 



4. Implementation and integration with software-defined networking: We will address the critical 
issues of realistically implementing our proposed policies. We will consider integrating our proposed 
policies in a SDN-based framework, where a SDN controller determines the optimal policies, while 
each wireless node simply carries out the prescribed policies. We will also implement and test our 
policies using our programmable MAC testbed that supports ultra-low latency scheduling. 

 

Accomplished 

We have made significant progress related to the seven topics listed in Major Goals. This project has 
produced 8 journal articles, 20 conference papers, and one book chapter. Below is the summary of some 
major results related to the topics in Major Goals:  

 

1. QoE optimization for one-hop wireless networks:  
We have studied QoE optimization for three very different applications: real-time video 
streaming, virtual reality (VR), real-time estimation, and age-of-information (AoI).  
To study real-time video streaming, we consider two most critical QoE metrics: playback latency 
and video interruption. We characterize the fundamental tradeoffs between playback latency 
and video interruption. We also develop the optimal scheduling policy under mild constraints 
[1].  
To study QoE optimization for VR, we consider delivering VR contents of both high video quality 
and fast responsiveness, over wireless networks with limited bandwidth. We propose to 
leverage the predictability of user movements in the virtual world and develop an optimal 
predictive scheduling policy. In addition to our theoretical study, we demonstrate the usefulness 
of our policy by building a prototype system. We show that our policy can be implemented 
under Furion, a Unity-based VR gaming software, with minor modifications [2].  
To study real-time estimation, we consider wireless networks where multiple flows are 
delivering status updates about their respective information sources. An end user aims to make 
accurate real-time estimations about the status of each information source using its received 
packets. We propose a new metric called loss-of-confidence (LoC) to measure how the 
confidence interval of the end user’s estimation is impacted by packet deliveries. We develop 
the optimal scheduling policy for minimizing LoC under various systems [3, 4]. We also show 
that our policies indeed achieve the smallest estimation error for an actual estimation problem 
[5]. 
Finally, we study the optimization of AoI, a new performance metric that has gathered 
significant research interests. We develop a theoretical framework of designing scheduling 
policies for second-order optimization. We employ this framework for the optimization of AoI 
over Gilbert-Elliott channels [6]. We also study the information freshness in M/G/1 queueing 
system with a single buffer and the server taking multiple vacations. This system has wide 
applications in communication systems. We evaluate the information freshness in this system 
with both i.i.d. and non-i.i.d. vacations under three different scheduling policies. For the systems 
with i.i.d. vacations [7]. 

 



2. End-to-end QoE for multi-hop networks:  
We study the problem of broadcasting real-time flows in multi-hop wireless networks. We 
propose a distributed protocol called the delegated-set routing (DSR) that incurs virtually no 
overhead of coordination among nodes. We also develop distributed algorithms that aim to 
maximize the total timely utility under DSR [8]. To address interference in mulit-hop networks, 
we also develop a joint CSMA, routing, and scheduling policy that maximizes end-to-end timely 
throughputs [9]. Further, we study leveraging content caching to optimize end-to-end QoE. We 
propose a distributed algorithm that jointly optimizes cache-version selection and content 
placement for adaptive video streaming in wireless edge networks [10]. 
 

3. Coexistence with event-driven IoT applications under adversarial environments:  
We have studied adversarial environments from three directions: unknown future arrivals, 
selfish behaviors, and compromised devices.  
We study the amount of capacity needed to provide stringent timely delivery guarantees in 
adversarial environment. We propose a low-complexity online algorithm and prove that it only 
requires a small amount of redundancy to guarantee the timely delivery of most packets 
without any knowledge about future packet arrivals [11]. We also study a problem of jointly 
optimizing two important operations in mobile edge computing without knowing future 
requests, namely service caching, which determines which services to be hosted at the edge, 
and service routing, which determines which requests to be processed locally at the edge. We 
propose a simple online algorithm with sub-linear regrets [12]. 
We investigate the problem of index coding with selfish clients. Our objectives are to motivate 
each selfish client to reveal the correct private information and to maximize the social welfare. 
We develop joint coding and incentive schemes for achieving these two objectives [13]. 
Finally, we consider IoT applications where some sensors are compromised and may report false 
data. We develop watermarking techniques to address such vulnerability [14 – 20].  

4. Implementation and integration with software-defined networking: 
We have built a testbed that integrates PULS, which is our earlier work on Processor-Supported 
Ultra-Low Latency Scheduling, with software-defined networking (SDN), software-defined radio 
(SDR), and the optional usage of information-centric networking (ICN). We have used this 
testbed to evaluate a recent work on predictive scheduling for virtual reality. The video demo is 
shown in [21]. 
We also built a mm-wave testbed. We design and implement MAC protocols on this testbed [22 
– 24]. 
 

In addition, we have many research accomplishments that are critical to battlefield networks, although 
not covered in Major Goals. They include employing Reward-Biased Maximum Likelihood Estimate 
method for reinforcement learning [25 – 28], developing learning algorithms for Whittle-based 
scheduling policy [29], and addressing safety in reinforcement learning [30]. 

 

Training 



This project partially supported eight graduate students. The PIs provide one-on-one mentoring to these 
students. Three of the students have received their Ph.D. degrees in the duration of this project. 

 

Dissemination 
Our research results have been promptly disseminated through conference/journal publications. PI Hou 
has presented invited talks in Information Theory and Applications Workshop in 2019 and 2020. 

 

Honors 
1. PI Kumar received the IEEE Alexander Graham Bell Medal, 2022. “For seminal contributions to 

the modeling, analysis, and design of wireless networks."  
2. PI Kumar was elected as a Fellow of International Federation of Automatic Control (IFAC), July 

29, 2022. “For seminal contri- butions to adaptive control and analysis of wireless networks 
3. Best Paper Award in ACM MobiHoc 2020 for the paper: Ping-Chun Hsieh, Xi Liu, and I-Hong Hou, 

“Fresher Content or Smoother Playback? A Brownian- Approximation Framework for Scheduling 
Real-Time Wireless Video Streams,” in ACM MobiHoc 2020. 

4. Runner-up for Best Paper Award in WiOpt 2019 for the paper: Daojing Guo and I-Hong Hou, 
“On the Credibility of Information Flows in Real-Time Wireless Networks.” 
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