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Design to work with, and for, people sotirs

Provide trustworthy .y
interactions. Al Engineering Initiative
Human-

We must design Al systems to: Centered Al

* be accountable to humans s

- identify and explain risks w

* be respectful, honest, and
usable

& ,

Human-Centered Al, White Paper. June 2021.
CMUSoftware Engineeringdfstitute
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All systems are biased.

Each decision
creates and affects bias.

Bias can have purpose
and can be helpful.

Our Goal: Reduce unintended
and/or harmful bias.

© 2023 Carnegie Mellon University
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Trustworthy, Human-Centered, and Responsible Al s

1. Understand complexity
of context

2. Design for
human-machine teaming

3. Engage in continuous
critical oversight
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Human-Centered Al, White Paper. June 2021.
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ldentify Sources of Bias and Complexity

‘.. SNVER
Environment
People
Information
System capabilities in context
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Image by Alan Warburton / © BBC/ Better ImagesofAl/ Plant / CC-BY 4.0
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Observe Use of System in Environment

no will use the system?
nat are their needs?
nat do they need to do?

===

Conduct Research
Observations,
Interviews

3.S. Air'Force photo by MasterSgtaBarry Loo
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Exchanges and Context

How do human and Al

« share information, capabilities,
situational awareness?

e learn when shifts have
occurred?

« manage change over time?

- adapt and evolve based on
dynamic contexts?

Operationalizing RAI
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Human-Centered Al, White Paper. June 2021.
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Activate Curiosity

Speculate about unintended and/or unwanted consequences.

What are potential
e severe misuse and abuse?

« negative consequences for people in marginalized
groups?

Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith.Software Engineering Institute Blog. March 9, 2020.
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Abusability Testing

1) Value proposition
2) Vulnerabilities
3) Abuse scenario

Provocation via prompts

UX in the Age of Abusability. The role of Composmon CoIIaboratlon and Craft in bqulng ethical products.
Dan Brown. Sep 18, 2018. https: - t 101f6k

Photo from workshop organized by Anna Abovyan, Theora KV|tka and Alllson Cosby ,

Pittsburgh IXDA Chapter for World Interaction Design Day 2019.
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3Q-Do No Harm Framework e

Engineering
Institute

HOW WILL
VULNERABLE GROUPS

WHEN THINGS DON’T
WORK, HOW WILL
THEY BE QUICKLY

WHO’S NOT HERE?

BE NEGATIVELY

IMPACTED? RESOLVED?
Create Inclusive Teams and Identify Unintended Consequences Ensure the path to resolving
Diversify Research Participants and Mitigate beforehand problems is clear and fast

3Q-Do No Harm Framework, Lisa D. Dance. https://serviceease.net/3g-do-no-harm-framework

: P [DISTRIBUTION STATEMENT A] This material has been approved for
823£§tclonallz.mﬁlRﬁ\l Uni . public release and unlimited distribution. Please see Copyright notice 1 4
arnegie Mellon University for non-US Government use and distribution.



Reward team members for finding ethics bugs

Howard
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Card Game: What Could Go Wrong?

Foster conversations around

potential challenges and issues

with complex technologies.
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Figure 1: What Could Go Wrong? A digital card game to foster conversation around potential challenges and issues of aun-
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Nikolas Martelaro and Wendy Ju. 2020. What Could Go Wrong? Exploring the Downsides of Autonomous Vehicles. In 12th Internatio nal Conference on Automotive User
Interfaces and Interactive Vehicular Applications (AutomotiveUl '20). Association for Computing Machinery, New York, NY, USA, 99-101.

https://doi.org/10.1145/3409251.3411734
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Understand context

Human-centered research to identify
- Complexity and sources
- Changes over time

Inform and support designs that provide evidence to users.

. . [DISTRIBUTION STATEMENT A] This material has been approved for
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Challenges

« Demystifying Al
« Creating more speculative activities
« Engaging teams in this hard and necessary work

[DISTRIBUTION STATEMENT A] This material has been apprc

o : erci
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Teaming requires trustworthy Al sotere
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Institute

Capabilities (and limitations)
are explained - transparency. N e o
Human-
Continuous monitoring Centered Al
and ove rSight dare priOritiZEd. Carnegie Mellon University
Software Engineering Institute
People are enabled to gain
calibrated levels of trust.

o

Human-Centered Al, White Paper. June 2021.
CMU'Software Engineeringdiistitute
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ldentify collaborative activities and
interactions

CATALYST 4 “= INTERACTIONS €@ CLOSURE

How IAs Can Shape the Future of Human-Al Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)

[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice 21
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Medical treatments - decision

——a

Operationalizing RAI
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ldentify collaborative activities and
interactions

CATALYST 4 = INTERACTIONS 4@ CLOSURE

T 4,

COMMUNICATION NEGOTIATION COORDINATION

How IAs Can Shape the Future of Human-Al Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
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public release and unlimited distribution. Please see Copyright notice 23
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Recognize human strengths

Humans are (still) better Exposing Bias
at many activities Identifying downstream impacts

Judgment

Recognizing Bias

Responding to change
Socio-political nuance

Taking context into consideration

Amanda Muller and Carol Smith. 2022. Perceptions of Function Allocation between Humans and Al-Enabled Systems. UXPA 2022 (pre-print).
https://uxpa2022.org/sessions/perceptions-of-function-allocation-between-humans-and-ai-enabled-systems/
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Consider Responsibility

Assess Act

Responsibilities explicitly defined
between people and systems. )  Hand Off

L ]
L ]
.
[ ]
L]
L]
L ]
L

L N NN I

Significant decisions made
by system

« explained

 able to be overridden Identify
« appealable and reversible

7
./

Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith. How IAs Can Shape the Future of Human-Al Collaboration.
Software Engineering Institute Blog. March 9, 2020. Carol Smith and Duane Degler. Presented on April 28-30,2021 at IAC21.
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Adopt Technology Ethics

« Harmonize cultural variations

 Balance to pace of change,
industry pressure

» Explicit permissionto consider

and question breadth of
implications

IMMEDIATE RELEASE

DOD Adopts Ethical Principles for Artificial Intelligence

LU 24, 2920

The L5 Degartment of Defense officially adopted & series of ethice| principles for the use of Artifciz
Intedligeree tocay Tedloeing recarmiendations srovided o Sscrelary of Delfenss D Wark T, Espss Ly
the Defenss | nnovatics Bosrd last Dooober,

The recommendationz came sftes 15 months of consultation with leading Al experts in commerial
industry, government, scademia #0d the Arnerican public that resulted in a rigorcus process of fesdback
and aralysls among Cra nathon's leading Al experts with mutize senues for pubilic Input 2 comiment.
The adoption of &1 2thical principles sligns with the DO0 A strategy objective directing the LLS militasy
lead in &l athics and toe lawtol use of Al spsterns,

The United States, tegether withour allies and paroners, must socelerate the adoptics of Aland lead in
Its national seousity applications o mai ntain our strategic oesition, prevall an iiture battlefealds, and
safepuard the rules based internastionzl order)” said Socretary Esper. Al technology will charae much
abour the battiefisld of the tuture. but nething will changs America’s stzadizst camm itmant o
resprnsibile ared nelful betersior, The adoplizn e &L slhical princ ples will secanee The department's
commitiment tausteding the highest ethical standardz a2 outlined inthe DOD A Stratey, whils
armbaraeing The VS molilary's stenng bestory of applving rigoooos Testieg ared Deliding standards T
tochnolofy inmowstions!

DoD Memorandum, “Artificial Intelligence Ethical Principles for the Department of Defense.” (Feb 2020)

Operationalizing RAI
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Use Frameworks to Guide Responsible Al

Pair checklists with technical ethics
as prompts for conversations
 Bridge gaps between
“do no harm” and reality
* Reduce risk and unwanted bias

« Supportinspection

and mitigation planning

Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020.
Checklist and Agreement - Downloadable PDF: https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636620

Carnegie Mellon University
Software Engineering Institute

Designing Ethical Al Experiences: Checklist and Agreement

USE THIS DOCUMENT TO GUIDE THE BEVELOPMENT of accountable, de-risked, respectful, secure,
henest, and usable artificial intelligence (Al) systems with a diverse team aligned on shared sthics. An

initial version of this document was presented with t
Teaming Framework to Guide Development by Carol S

We will design our Al system

with the following in mind:

O Designated humans have
che Ultimate responsibilicy for
all decisions and outcomes

+ Responsibllities are
defined hetwee
and humanis), and how the
areshared

* Human resporsiility
will be preserved for final
decisions tha affect a person's

fe. quality of life, health,
or repucation

+ Humans are always aole
to monitor, control, and
deactivate systems,

O Significant de
by the Al system will be

ions made

+ explained
+ abletobe overrdden
- appealable and reversible

Team Signatures and Date

About the SE|

We work to speculatively
identify the full range of
risks and benefits:

O Hammful, malicious use and
conseguentes, as well as good.
beneficial use and consaquences

O e will b cognizanc and
exhausdively research
unintenced consaguences.

We will create plans for the
misuserabuse of the Al system,
including the following:

O communication plans w share
pertinent information with all
affected people

O mitigation plans for managing
the identifled speculative risks

We value respect and security:
O Incerporating our values
of Aumanity, ethics, equity.
fairness, accessibilicy, diversity,

and inclusion
0O respecting privacy and data
rignts (Qnly necessary data
wil be collected
O previding understandable
security meth

paper Designing Trustworthy Al A Human-Machine
, available at hitps://arxiv.org/abs/1910.03515

We value transparency with

the goal of engendering trust:
O The purpose, limitati nd
biases of 1
explained in pla

0 Dara sources have unambiguous
respected sources, and biases
are known and explicitly stated,

O Algorithme and models are
appropriate and verifiable.

O Cenfidence and context are
presented for humars to base
dedisicns on.

O Transparent justfication
for recommendations ane!
outcomes is provided

O Swraightforward and
interpretable monitoring
systemns are provided

We value honesty and usability:

0 Humans can easly discern when

they are Inter

systern ve. 2 hu

O Humans can easily discern when
and wiy the Al system s taking
action and/or making decisions.

O Improvements will be made

O making the Al m robust, regulary w meel numan nesds
valid, and reliable and technical standards.
Contact Us

Operationalizing RAI
©2023 Carnegie Mellon University
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Defense Innovation Unit

DEFEMSE
INMOVATION UMIT

RAI Report, Guidelines, Worksheets, and Workshops

DEFENSE
INNOVATION UNIT

Have you clearly defined tasks,
quantitative performance metrics,

R E S P o N S I B L E and a baseline against which to
evaluate system performance?
AI G U I D E LI N E S responsible, reliable, governable

IN PRACTICE

Have you conducted harms
modeling to assess likelihood and
magnitude of harm?

equitable, governable

Y, JARED DUNNMON, BRYCE GOODMAN,
PETER KIRECHU, CAROL SMITH, & ALEXANDREA VAN DEUSEN

Have you evaluated ownership
of, access to, provenance of,
and relevance of candidate
data/models?

traceable

Have you identified the process
for system rollback and error
identification/correction?

responsible, governable

Are end users, stakeholders, and
the responsible mission
owner identified?

responsible, equitable

PROCEED TO

DEVELOPMENT

Defense Innovation Unit. Artificial Intelligence Portfolio, Responsible Al Guidelines. https://Awww diumil/responsible-ai-guidelines

Operationalizing RAI
© 2023 Carnegie Mellon University
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Make Informed Decisions + Prototypes

{

Button - Push Switch - Flip Knob - Rotate

\ 1,

\ p
)
: Light
Feedback

Drawings of Affordance: http://paaralan.blogspot.com/2010/09/affordance-and-educational-games.html

[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice 29
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Test System with Human Teammates

Prototype prior to significant development.
Are the human-machine teams able to complete tasks?

Evidence of...

- Improved efficiency/productivity?
- fewer errors?

- reduced training time?

- improved acceptance?

Operational'\zing RAI D\{STR\B#JT\QNV ,TjATE!‘WENTiA{T ntx mf'al D jas b o
©2023 Carnesie Mellon Universit public release and unlimited distribution. Please see Copyright notice
~ 8 Yy for non-US Government use and distribution.
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Iterative Cycles: Feedback and Improvement

Test Idea Analyze lterate Repeat
& Prioritize

Ongh
% - eLMedlum ‘

Operationalizing RAI [D R\BUT\ON STATEMENT A] This ma t ial h b n approved for
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Conversations for Understanding

Difficult Topics
« What do we value?
« Who could be hurt?

* What lines won't our Al cross?
« How are we shiftingpower?*

-
1

L LD ARRARARAAAE

*"Don't ask if artificial intelligence is good or fair, ask how it shifts power.” Pratyusha Kalluri.
ttos//www.nature.com/artices/d41586-020-02003-2
Photo by Pam Sharpe

https://unsplash.com/@msgrace?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText
On Unsplash - https://unsplash.com/s/photos/business-woman-smiling

Operationalizing RAI
© 2023 Carnegie Mellon University
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https://www.nature.com/articles/d41586-020-02003-2

Challenges

« Considerations for change over course of use
« Measurements of trustworthiness

« Al Systems are not fully able to team with humans yet,

- but we need to be ready!

i i [D\STR\BUT\ON ST/—\TEMENT Al Tf al ? t approved for
Operat\onahzmg RAI X . bI Se and Lm\ ed dis b P\ C pyright notice
©2023 Carnegie Mellon University f USG j dis t ution.

33



Carnegie
Mellon
University

Software
Methods, Mechanisms, and Mindsets Eng!neermg
Institute

Engagein Critical Oversight

[DISTRIBUTION STATEME
unlimited distribution. Pl

NT A] This material has been approvedfor public release and
east vernment use
distribution.

his
e see Copyright notice for non-US Go



Mitigate Unwanted Bias Holistically

Understand the complete picture of

data-derived bias

« Data creator’s funding, motivation
and collection process

* Inherent bias and amount of
variance in collected data

« Rationale for data inclusion, and
what was excluded

« Recommended uses of dataset

« Sensitivity of data

Dataset Overview

Sample data card, source: Pushkarna et al., 2022

Operationalizing RAI
©2023 Carnegie Mellon University
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Humans Must Constantly Monitor Al Systems

(for now)

Al systems are
« Not “stable” like typical software
« An expensive investment

* Proactively consider risks
 Probe with hypothetical cases

* Checks for bias, brittleness,
potential distribution shift

P i [DISTRIBUTION STATEMENT A] This material has been approved for
ggg;gt&onalla n%ﬂRﬁ‘l : . public release and unlimited distribution. Please see Copyright notice 36
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Implementation and Continuous Oversight

Plan for long term...

Al are great at finding patterns,
but
* can learn the wrong pattern
« connect the wrong data, and are
« dynamic (not like previous
software).

Nacho Kamenov & Humans in the Loop / Better Images of Al /
A trainerinstructing a data annotator on how to label images / CC-BY 4.0

. . [DISTRIBUTION STATEMENT A] This material has been approved for
gggggt(‘jonahz! nfl%/lRﬁ‘l . . public release and unlimited distribution. Please see Copyright notice 37
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Challenges

 Better tools to evaluate data.

« Define standard methods and processes for evaluating
system outcomes.

« Methods for continuous oversight.

i i [D\STR\BUT\ON ST/—\TEMENT Al Tf al ? t approved for
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Trustworthy, Human-Centered, and Responsible Al s

1. Understand complexity
of context

2. Design for human-machine
teaming

3. Engage in continuous
critical oversight

Operationalizing RAI
© 2023 Carnegie Mellon University
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Human-
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Human-Centered Al, White Paper. June 2021.
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Responsible Al systems

are designed to work with,
and for, people

Carol J. Smith, Al Division /

cjsmith@sei.cmu.edu
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