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Purpose

To help you
 understand the functions of National or Government Computer Security Incident
Response Teams (CSIRTs) and the philosophy behind them
 appreciate the possible roles played by such CSIRTs
* identify some of the challenges faced by these types of CSIRTs

 appreciate the key issues and decisions that must be addressed when creating or
operating a National or Government CSIRT
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Course Goals
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Discuss the unique role of a National or Government CSIRT.
Review the components of a CSIRT in general.

Identify enablers and supporting resources for establishing a National or
Government CSIRT.

Characterize Stakeholders for National and Government CSIRTS.

Identify needed collaboration, coordination, and information sharing
Initiatives and activities.

Discuss planning decisions and strategies.
Identify implementation strategies.

Review methods for evaluating National and Government CSIRTs and
Implementing resulting process improvements.
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Intended Audience

Individuals tasked with creating a National or Government
CSIRT or incident management capability

Other individuals who need or would like an understanding of
general CSIRT and specifically National CSIRT issues and
processes

Individuals interested in learning more about CSIRTs, National
CSIRTs, and incident management activities in general
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Applying Course Materials

Each organization is different.

Refer to your own country, economy, or government rules,
regulations, laws, and policies.

Refer and align with your parent organization incident
management policies, procedures, and processes for

« established roles and responsibilities
« approved workflows
« appropriate responses and response times

* prioritization and escalation criteria

Planning and Implementinga National/Government CSIRT [DISTRIBUTION STATEMENT A]Approved for public release and
© 2023 Carnegie Mellon University unlimited distribution.



No Single Recipe

There is no single recipe for creating a CSIRT.

It depends on your
* needs and requirements
* mission and goals
« available resources and support
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Stages of CSIRT Development

Stage 1 Educating the organization
Stage 2  Planning effort

Stage 3 Initial implementation

Stage 4  Operational phase

Stage 5 Evaluation and improvement
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CSIRT Development Continuum

Nascent

An individual or
group learning
about concepts and
operations at the
foundational level

Developing
The ability to both
plan for and stand

up/implement the
CSIRT

Capable

The ability to
provide and/or
operate a CSIRT at
an initial operating
capacity

Sustaining

The ability to
provide and/or
operate a CSIRT at
a full operating
capability that
maintains its
viability by using
continuous process
improvement
techniques

Contributing
Partner

Ability toactas a
leader and expert in
the community and
contribute to the
overall growth and
improvement of the
community.

|
Leading Edge

The ability to be at
the forefront of
CSIRT research
and development
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Some Definitions

CSIRT « Computer Security Incident Response Team or capability
 an organization or capability that provides services and support, to a defined
constituency, for preventing, handling, and responding to computer security incidents

National « CSIRT with National responsibility
CSIRT « designated to have specific responsibilities in cybersecurity protection for a country or
economy

Government . can be a CSIRT responsible for cybersecurity strategies and protection for government
CSIRT ministries or departments or a national CSIRT or perform the role of both

Constituency -« organization or individuals being served by the CSIRT
Stakeholder -« internal or external organizations or individuals who are interested in, support, or partner
with the CSIRT
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Questions and Discussion
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