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This module explains and demonstrates how to

« Use the Plaso family of tools to create timelines
« Some tips

This module does not replace the Plaso documentation site which is here:

https://plaso.readthedocs.io/en/latest/ o
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Timelines -1

An ordered by time list of items, typically events

Focus on a specific time and slowly expand the window
Aggregate as much data as possible

« Entries in log files
« Modified, accessed, and created times on files
«  Browser history

« Etc, etc, etc
Combined with physical timestamps

« Timestamps from video, audio, paper, witnesses, etc.
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Timelines -2

Key concepts
1. CLOCKS MUST BE SYNCHRONIZED!
- If not synchronized, hard to “sort” data based on time
- Manual translation may be required
- What does an arbitrary time mean?

«  What is the month, day, year, hour, minute and time zone in:
03/01/02 12:00 p.m. EST

2. Datain question is just bits stored somewhere (e.g. disk)
- (Malicious) user with appropriate permissions can alter
- Tryto find as many sources of “events” as possible to improve credibility

- Corroboration with physical events: video time codes, eyewitnesses, logs/journals
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Timelines -3

Most systems can log many things

« System logs

 Application logs (e.g., a browser history file)
« Network/firewall logs

* File MAC times

Challenge is
Extracting all this information

Normalizing it
"Publishing” it
Efficiently
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Plaso -1

Enter Plaso (Plaso Langar Ad Safna Ollu)
Timeline framework

« Extensible (plugins and parsers)

«  Windows, Linux, and MacOS

« Parse arbitrary timestamped data

« Front end that creates data repository (psteal.py and log2timeline.py)
«  Operate on Plaso data repository metadata (pinfo.py)

« Postprocess data repository (psort.py and image_export.py)

«  Written in Python 3

«  Previous version in Perl (no longer supported)
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Plaso -2

Overview

Collects information from Process sach
the imageffiles/mount point extracted

that can be used during event. But it in
Preprocess processing a queue, sort

the queue

before

flushing it to
disk

Worker 1

- Storage

Collector process
e

Goes over the

image/mount
p.xc:»im:g to find all Worker N e
files that need disk.
o be
processed. Process each file,
file opened,
classified and other
files potentially
extracted from it and
also processed,
parsed and events
extracted.
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Plaso -3

Large datasets benefit from
« many CPUs/cores (16 cores)

« much memory
Plaso storage files (aka data repository files)

* SQLite 3 format
« Created by front end programs (psteal.py and log2timeline.py)
« Naming convention:

- 1SO 8601 timestamp-imagefFileName.plaso
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Plaso Tools — psteal.py -1

From the help output of psteal.py:

psteal is a command line tool to extract events from individual files, recursing a directory (e.g. mount
point) or storage media image or device. The output events will be stored in a storage file. This tool will
then read the output and process the events into a CSV file.

Example:
psteal.py —--source imynd.dd -w imynd.timeline.txt

There are many, many options.
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Plaso Tools — psteal.py -2

Let's look at an example

& ~ —ssh —ssh

14 2012 evidence.E0O1

*tors from

Winds
NTFZ file
Vo lume
% getconf NWPR

Creating Timelines w ith Plaso [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
© 2024 Carnegie Mellon University



Plaso Tools — psteal.py -3

psteal.py --source evidence.E0l -o 1l2tcsv -w timeline.csv

Queued Processing Merging Abandoned
0 0 5 ]

Status Memory Sources
mergir 616.2 Mi 1
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Plaso Tools — psteal.py -4

e ff ~— ssh —ssh
rlasoc — psteal wersion 20200717

Storage file : 20200828T140305-evidence .E01l.plaso
Frocessing time : 0O0:19:56

Events: Filtered In time =slice Duplicates HMACE grouped Total
a u] 1030 1523966 1538525

Identifier PID Status Hemory Events Tags
Main 30055 exporting T79.1 MiE 1538525 (O) a (o)

Procegsing completed.

FAEFELEFXFETLATXALELTL TR ALRRSERLLRRANES COUNEEY FF A A A Fd aa A A A A A A A A A A AR A AR A AR AR T LA LS

Storage file is 202005283T140305-evidence.E0Ll.plaso
§

o0 # ~ — ssh — ssh
$ we -1 timeline.esv

145493536 timeline.csv
§
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Plaso Tools — psteal.py -5

Creating Timelines w ith Plaso
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This timeline has too many rows for Excel
and other spreadsheet programs to view.

"Interesting” parts need to be extracted
and those looked at.

We'lluse pinfo.py — the Plaso Inventory
Program — to slice and dice this
information.
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Plaso Tools — psteal.py -6

pinfo.py -v 20200828T140305-evidence.E0l.plaso

m configuration:
Ho=s : RELL
Windo

T=sernatme

==

and

T
:; <

o

i

and
domexl

o]

and

L

ot stemltr i ] T 3 and
Ldwministrator stembriv and
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Plaso Tools — psteal.py -7

What filters were applied and how much information did they find?
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Plaso Tools — psteal.py -8

Look at the recycle bin information

(head -1 timeline.csv ; grep -i recycle bin info2 timeline.csv) > RecycleBin.csv

L] A e 9 s
Home Insert Draw Page Layout Formulas Data Review View

¥ .
r" ., dbcut Calibri (Body) + 12 — [®- B Wrap Text +

\ Copy ~
Paste - o o
' Format B I U — Merge & Center

date

Itime timezone MACE source sourcetype  type user host ‘
10/28/08 16:58:34 UTC M... RECBIN Recycle Bin  Content Deletion Time - REALISTIC_XF|
10/30/08 3:3%:29 UTC M... RECBIN Recycle Bin  Content Deletion Time - REALISTIC_XF|
10/30/08 3:39:29 UTC M... RECBIN Recycle Bin  Content Deletion Time - REALISTIC_XF|
10/30/08 3:39:32 UTC M... RECBIN Recycle Bin  Content Deletion Time - REALISTIC_XF|
10/30/08 3:39:38 UTC M... RECBIN Recycle Bin  Content Deletion Time - REALISTIC_XF |

&t Share ~

y AutoSum v
General E- ’r. i - = e - @®-
, = = Bl g

$ - % £ Conditional Format I Note Insert  Delete  Format Sort&  Find &
Formatting as Table & Clear ~ Filter  Select

L M N o] P Q
short desc version filename inode notes format extra
F Deleted file: ¢ DC1 -> C:\Documents and Settings\Administrator\Desktop\Office2007Enterprise (from drive: C) 2- 29296 - recycle_bin_i drive_number: 2; file_size: 585256960
F Deleted file: ( DC1 -> C:\Documents and Settings\domex1\My Documents\This is a spreadsheet deleted and emptied by domex user 1.xlsx (from drive: C) 2- 28685 - recycle_bin_i drive_number: 2; file_size: 12288
F Deleted file: ( DC2 -> C:\Documents and Settings\domex1\My Documents\This is a word document deleted and emptied by domex user 1.docx (from drive: C) 2- 28685 - recycle_bin_i drive_number: 2; file_size: 12288
F Deleted file: ¢ DC3 -> C:\Documents and Settings\domex1\My Documents\This is a word document deleted by domex user 1.docx (from drive: C) 2- 28685 - recycle_bin_i drive_number: 2; file_size: 12288
F Deleted file: ¢ DC4 -> C:\Documents and Settings\domex1\My Documents\This is a spreadsheet deleted by domex user 1.xlsx (from drive: C) 2- 28685 - recycle_bin_i drive_number: 2; file_size: 12288

H @ B - @ +
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Plaso Tools — psteal.py -9

For the URLs that were typed into a browser, list all of those URLs

url[0-9] [0-9] *:
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Plaso Tools — psteal.py-10

When did most events happen?

on,filename, inode, hot
-10

21067 Interesting
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Plaso Tools — pinfo.py

pinfo.py can:
« Show information about a Plaso
storage file
* This is metadata that describes what

psteal.py or log2timeline.py found
in the image file
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Plaso Tools — log2timeline.py

Creating storage

« Details here: https://plaso.readthedocs.io/en/latest/sources/user/Using-
log2timeline.htm|

« Prototype
log2timeline.py [OPTIONS] Output-File Input-File

- With psteal.py, you get a bunch of default options (the kitchen sink)
- With log2timeline.py, you can be more selective about processing a source file

« Many, many, many options
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Plaso Tools — psort.py

psort.py can:
« Select events based on dates and a slice around that date
« Specify filters to reduce dataset size
« Specify alternative output formats

« Specify arbitrary filters: https://plaso.readthedocs.io/en/latest/sources/user/Event-
filters.html

« Usepsort.py -h to seethe options and their format
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https://plaso.readthedocs.io/en/latest/sources/user/Event-filters.html
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Plaso Tools — image_export.py

image_export.py can:
« Export all files with a suffix (.pdf)
« Export all files with a name
« Export all files matching a signature
« Export files modified, accessed, or created between a date range
* Use image export.py -h tosee the options and their format
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Summary

Creating Timelines w ith Plaso
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Timeline important for telling a story
CLOCKS MUST BE SYNCHRONIZED

Plaso is one way to extract events from
an image (e.g. dd, EO1)

Storage files — metadata about events
In image

Resource (CPUs and memory)
intensive
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If You Want to Know More

Plaso https://plaso.readthedocs.io/en/latest/index.html
ISO 8601 https://www.iso.org/standard/70907.html
Sqlite 3 https://sqlite.org/index.html

Usinglogzeimeliney - https.//plaso.readthedocs.io/en/latest/sources/user/Usin

g-log2timeline.html

Plaso Filters

https://plaso.readthedocs.io/en/latest/sources/user/Even
t-filters.html

Plaso from DFIR -references an https://digital-forensics.sans.org/summit-archives/DFIR_Summit/Plaso-Reinventing-the-Super-Timeline-
olderversion of Plaso Kristinn-Gudjonsson.pdf
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Questions

Creating Timelines w ith Plaso
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