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STEM Degrees: STEM Participants:

Major Goals: The goal of this project was to establish a network testbed with commercial off-the-shelf (COTS)
systems and a high assurance, high security systems that could be used to test and evaluate methods for
monitoring and protecting networks of systems of varying levels of assurance and security.

The design of the testbed is to have two subnets connected by a gateway/firewall. One subnet would have the high
assurance, high security GEMSOS system and COTS computers, and the other would have COTS computers. The
testbed would not be connected to the Internet, except for one system that would serve as a "switch" -- it can be
connected to either the testbed or the Internet, but not both. This can be used to transfer data and programs from
one network to another.

This would support several Department of Defense projects and proposed projects.

Accomplishments: Unfortunately, COVID-19 interfered with this work, as UC Davis closed the campus in early
2020 and did not reopen until late 2021, and did not require in-person class (and other) attendance until late 2022.

* Set up and began using the GEMSOS system

* Attended training, recorded it so others could learn

* Developed small controller for stop sign to test its use controlling CPS and loT systems
* Designed network; began implementation, which was delayed due to COVID-19

Training Opportunities: The GEMSOS system, which is a high assurance, high security system uses a different
model than Linux, BSD, Windows and Macintoshes use. It very much resembles the Multics programming
environment, treating files and memory as segments, and programs manipulate segments, and indeed execute in
segments. The GEMSOS ring access control mechanisms work exactly as do the Multics rings. This means users
of the GEMSOS system have to be trained on how to use it and, in particular, learn a completely different
programming model. So AESEC, the company developing GEMSOS, provided a two-week tutorial on the
architecture of GEMSOS, how to use it, and how to program it. With AESEC's permission, we recorded the tutorial
so incoming graduate and undergraduate students could learn about the system, use it, and program it. This
contributed to their training and education because it showed them the constraints and architecture that a high
security, high assurance system provides.

Results Dissemination: Nothing to Report
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Abstract

The objective of this project was to obtain a high assurance, secure system and create a testbed
around it That would enable researchers to test attacks, defenses, malware, worms, and other inimical
actions and programs against the high assurance system, and from the high assurance system. We
completed procuring and training on the system, and designed the network.

Objectives
This was a one-year project. The objectives were:

e Establish a network testbed with commercial off-the-shelf (COTS) systems and a high assurance, high
security systems;

e Train students and faculty in the use of such a system; and

e Implement a testbed hat could be used to test and evaluate methods for monitoring and protecting
networks of systems of varying levels of assurance and security.

Findings
We accomplished the following;:

e Procured, set up, and began using the GEMSOS system,;
e Attended training, recorded it so others could learn;

e Developed a small controller for stop sign to test the computer’s use controlling CPS and IoT systems;
and

e Designed network; began implementation, which was delayed due to COVID-19

The GEMSOS system, which is a high assurance, high security system uses a different model than
Linux, BSD, Windows and Macintoshes use. It very much resembles the Multics programming environment,
treating files and memory as segments, and programs manipulate segments, and indeed execute in segments.
The GEMSOS ring access control mechanisms work exactly as do the Multics rings. This means users of
the GEMSOS system have to be trained on how to use it and, in particular, learn a completely different
programming model. So AESEC, the company developing GEMSOS, provided a two-week tutorial on the
architecture of GEMSOS, how to use it, and how to program it. With AESEC’s permission, we recorded the



tutorial so incoming graduate and undergraduate students could learn about the system, use it, and program
it. This contributes to their training and education because it showed them the constraints and architecture
that a high security, high assurance system provides.

Unfortunately, COVID-19 interfered with this work, as UC Davis closed the campus in early 2020 and
did not reopen until late 2021, and did not require in-person class (and other) attendance until late 2022.





