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ABSTRACT

Deep convolutional neural networks (CNN) are shown to be effective in
underwater soundscape classification, providing the potential for increased automation
and performance of contact detection systems on board ships and autonomous unmanned
underwater vehicles (UUV). CNNs are known to be vulnerable to adversarial attacks that
add a small perturbation to the input, causing a classifier to incorrectly classify the input
example. A common method in audio classification is to transform source audio into
spectrogram images to use as features for classification. We test several established
image-based adversarial attack methods against an underwater soundscape classifier to
demonstrate the wvulnerability of a system reliant on spectrograms. Five methods
successfully fooled the target classifier over 80% of the time with small €. Additionally,
this thesis introduces a novel, perceptually motivated, audio-based adversarial attack on
audio classification systems. The attack modifies an existing attack generation scheme to
include perceptually motivated penalty functions with the goal of reducing loudness of
the adversarial noise, which reduces the perceptibility of the attack. Inclusion of
perceptual metrics in the attack training reduces the relative loudness of generated
perturbations by 4.5 dB for attacks against the underwater soundscape classifier and 8.7

dB for speech command classifier on average without impacting the success of the attack.
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CHAPTER 1

Introduction

Deep learning techniques are proving to be useful across a variety of domains. Deep
convolutional neural network (CNN) architectures have improved our ability to perform
tasks like image recognition and speech translation [1], [2]. The Department of the
Navy (DoN) has shown in interest in exploring the benefits of machine learning and ar-
tificial intelligence in the modern combat environment [3], [4]. The deployment of CNN
technologies to applications in the underwater acoustic environment is of significant interest
to the DoN. Specifically, there are numerous activities in the DoN using CNN architectures
for classification in the underwater acoustic environment. Other work focuses on classiying
marine life and manmade vessels using underwater acoustic information [5], [6]. The ever-
decreasing cost of computation and sensors creates an opportunity for the DoN to deploy
arrays of unmanned sound monitors that leverage CNN to observe ocean traffic in areas of

interest.

CNN architectures are quite powerful; however, it has been shown that many CNN ar-
chitectures can be forced to incorrectly classify an input when a small, specifically crafted
perturbation is added to that input. Attacks of this type were first shown in the image domain
by Goodfellow et al. in 2015 [7]. Similar attacks were shown to exist on sound classification
systems by creating perturbations in the audio domain by Carlini et al. in 2018 [8]. The
existence of these adversarial examples have important implications for the creation and

deployment of systems reliant on CNNSs.

1.1 Research Objectives

CNNs have been mostly applied to solving problems in the computer vision applications
specifically in image recognition tasks. To a much lesser extent, certain audio recognition
tasks have also been able to successfully leverage the benefits of AI/ML technology. Ad-
versarial examples can target networks in both of these domains. However, they are not
well understood in the audio domain, mainly because of the lack of applications and the

existence of the publicly available data sets. The applications of CNN to tasks in underwater



soundscape classification are largely unexplored. As a result, the existence of adversarial
examples on classifiers in underwater soundscape classification has yet to be shown in a

wide set of applications.

In underwater soundscape classification, classifiers often rely on generating spectrogram
images for classification [9]. This means that there are two possible avenues for adver-
sarial attacks on such classifiers: adversarial spectrogram images and adversarial audio
waveforms. The goal of this research is to demonstrate the vulnerability of a CNN based
underwater soundscape classifier to adversarial examples of both kinds. Other work con-
ducting adversarial attacks in the audio domain often omit an in-depth discussion of the
perceptual qualities of the generated audio attacks. We show, through a survey of existing
image-based adversarial attack methods, that the differences between generated adversar-
ial images and the original are imperceptibly different to a observer. Early tests from the
audio-based attacks in this work suggest that audio generated by similar methods may be
detectable by a human observer. We wish to generate adversarial audio examples in a man-
ner that reduces perceptual differences between the adversarial audio and the original audio
signal by incorporating perceptual metrics into the objective function. Finally, we aim to
develop a modular framework that allows for the development and extension of this type of

audio attack to deployment in a physical space.

1.2 Significant Contributions

The contribution of this work is three-fold. First, we evaluate the susceptibility of a sound
classification system reliant on spectrogram images to known image-based attacks. Evalua-
tion shows that several attacks, available in open source libraries, are capable of successfully
attacking such a system with success rates nearing 100 percent for relatively small perturba-
tions. Additionally, these attacks can produce adversarial spectrogram that are imperceptibly

different from the original.

Next, we propose the first ever perceptually motivated, audio-based adversarial attack on
audio classification systems. We do this by altering an existing attack scheme to include
perceptually motivated penalty functions in the generation of waveform perturbations. Using
a penalty functions that measures the loudness of the adversarial signal to the source signal,

we show that we can achieve an average improvement of the generated adversarial signals



relative loudness by 4.5 dB and 8.7 dB for underwater sound data and speech command
data, respectively. This improvement come with a negligible decease in the success rate of

the generated attacks.

Finally, we provide a mathematical approach for creating additional perceptually motivated
penalty functions. This framework allows for the simple implementation of additional
penalty functions based on popular perceptual audio standards such as perceptual evaluation
of speech quality (PESQ) and short-time objective intelligibility (STOI). Our framework
enables further improvements in audio-based attacks, especially for problems related to

speech classification.

1.3 Organization

We first provide an overview of adversarial attacks targeting CNN-based classification
methods, with a focus on methods designed to attack audio classification systems in Chapter
2. Chapter 3 discusses our study evaluating the application of some commonly available
image-based attacks on spectrogram-based audio classifiers. Specifically, we examine a set
of methods available in an open source toolbox, Foolbox [10], targeting an underwater
soundscape classification network [11]. In Chapter 4 we present our proposed audio attack
generation method, adapted from the method developed by Xie et al. [12], including the
development of perceptually motivated penalty functions. Chapter 5 presents an analysis of
the performance of the proposed method’s performance. Finally, Chapter 6 provides insight

into potential future work and overall conclusions.
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CHAPTER 2:

Previous Work

Over the last decade improvements of deep convolutional neural network (CNN) archi-
tectures by have led to improvements in tasks like image recognition and speech transla-
tion [1], [2]. CNNs work by leveraging convolutional filters inside of the network to detect
patterns in the input signal while reducing the number of parameters required when com-
pared to dense neural networks. Rather than focusing on the fundamentals of CNNs that an
interested reader can find in many textbooks [13], we provide an overview of adversarial

attacks on neural networks.

2.1 Defining an Adversarial Attack

An adversarial attack is the deployment of any method of generating an adversarial pertur-
bation with the intent of compromising the target network.

Adversarial examples for a specific target classifier are benign input values that have been
altered to raise a false response from a target classifier, while appearing unchanged to a
human observer. In its simplest form an adversarial example x is the sum of the original

signal x and some small perturbation ¢ as in equation 2.1.

X=x+6 2.1

Several methods to arrive at a perturbation ¢ that satisfies the adversarial condition have
been shown. Goodfellow et al. provides one such method known as the fast gradient sign
method (FGSM) [7]. This method calculates a value of ¢ by finding the sign of the gradient
of the cost function, C, used in training the target network, fixed at the current network
parameters, 6. The method is captured in Equation 2.2, where € is a constant chosen to

constrain the size of the perturbation.

Od=¢€- sign{VC(G,x,y)} (2.2)



Another method to arrive at an adversarial perturbation for an image is known as the basic
iterative method, as described by Kurakin et al. [14]. This method extends the FGSM by
framing it as an iterative process. A clipping function is introduced in order to constrain the
magnitude of each pixel value in the adversarial image. The basic iterative method (BIM)

is given by:

Xod = X, X9 = Clip{xfyf” + 5}, 2.3)

where ¢ is the result of Equation 2.2 for X ]‘(,d”.

A limitation of the BIM is a lack of stopping criteria. BIM as originally presented, runs
for a specified number of iterations. As a result, there is no guarantee as to the success
of the method generating an perturbed image that raises a false response from the target
classifier. Liiv and Strémberg introduce the stopping criteria & (X) # k(x), where k(.) gives
the classification of an example by the neural network [15]. The authors go on to extend the
BIM to four different equations that each implement a different norm as a constraint on the
generated example. Additionally, the authors introduce another style of adversarial attack,
DeepFool, which is based on the gradient of the target network’s output instead of its learned
parameters. Despite the different gradient calculation, this method largely follows the same

iterative process in Equation 2.3 using the stopping criteria introduced by the authors.

2.2 Adversarial Audio Attacks

Many methods for generating adversarial examples have been focused on image classifica-
tion networks. One reason for this is the areas of image classification and regression tasks
has been the largest breeding ground for work utilizing and expanding CNN technology.
However, some of the most interesting new user technologies rely on voice and speech
recognition in order to provide services to end users (e.g., Apple’s Siri, Amazon’s Alexa,
and Google Assistant). One example of a speech-to-text transcription neural network is
DeepSpeech, introduced by Hannun et al. in 2014 [2]. DeepSpeech is a type of neural
network known as a recurrent neural network (RNN). RNN are different from other neural
networks by retaining activation values from previous example input in order to calculate

the activation for the next example. Operation in this manner makes RNN well suited for op-



erating on streams of input data where maintaining temporal context can provide additional
insight into the correct classification for a single input value, like speech-to-text translation.
Using this technique the authors were able to achieve error rates lower than 5 comparable

speech-to-text systems.

Comparable with how the success of neural network-based image classification systems
encouraged the development of attacks against those systems, the success of DeepSpeech
as a speech-to-text software encouraged the development of its own adversarial attacks.
In 2018, Carlini and Wagner describe a technique to generate adversarial audio examples
capable of fooling the DeepSpeech network [8]. The authors employ a method similar to
image attacks described above. They frame the perturbation generation as a constrained
optimization problem that minimizes the sum of the L-2 norm of the perturbation and a
loss function to evaluate the closeness of the classification of the perturbed audio to the
correct label. An additional constraint is placed on the generated audio perturbation to keep
the intensity of the generated signal below some threshold. Intensity of a given signal, x, is
measured in decibels as dB(x) = max 20 - log,,(x;) [8]. In addition to the success rates of
the proposed attacks the authors offler some insight to the intensity of the perturbation, ¢,

relative to the original signal, x, according to Equation 2.4.
dB.(6) = dB(6) — dB(x) (2.4)

For this relative intensity measurement, a more negative value equates to a lower intensity in
the generated perturbation and therefore a greater chance that the addition of the perturbation
to the original signal goes unnoticed by an observer. The attacks generated by the author’s
method were able to achieve a 100 percent success rate with the relative intensity, according

to Equation 2.4, of -31 dB on average [8].

An interesting extension of this was conducted by Yakura and Sakuma in 2019 [16]. In
their work, the authors adapt the methods introduced by [8] to conduct an attack in the
physical space. This is in contrast to [8] where the crafted attacks dealt exclusively with
the digital audio signals. Yakura and Sakuma increase the robustness of the generated
adversarial examples such that they retain their adversarial properties when played through
a speaker and then recorded by a separate microphone. The proposed method augments the

perturbation generation process described in [8] by using combination of a band-pass filter



and the addition of white noise to the perturbation. By combining these two augmentation
methods, adversarial signals were generated that were successfully played over the air to
attack the target classification system. Generated signals from this method have a signal-to-
noise ratio of -4.0 dB on average. The signal-to-noise ratio inverts the relationship between
the original signal and the perturbation as given in 2.4. By this metric, a larger number
suggests that the perturbation carries less energy in comparison to the original signal.
The authors include a third augmentation method that accounts set of impulse responses
gathered from a variety of potential deployment environments. This augmentation method
is ineffective in generating adversarial examples capable of being played over the air unless
combined with both of the previously mentioned metrics. In this case, the generated signals
have a signal-to-noise ratio of 10.6 dB on average. The perturbations generated by this
method carry more energy than the ones developed by Carlini and Wagner [8]; however, the
authors of this work report that of 25 human observers polled most were unable to detect the
perturbation through observation. Avoiding human detection while being deployable over

the air makes this attack method arguably more effective than the methods that it extends.

2.3 Fast Adversarial Attacks

A limitation of the methods discussed in the previous section, is the speed at which adversar-
ial examples can be generated. The iterative optimization process can require a significant
amount of computation time in order to arrive at a solution. The authors of [8] stated that
their method requires approximately one hour of computer time on a system with a single
NVIDIA 1080Ti graphics processor. Xie et al. identified this weakness and propose an
new attack generation scheme, fast audio adversarial perturbation generator (FAPG), with
the goal of significantly reducing the time required to generate adversarial examples [12].
Using a generative neural network based on the Wave-U-Net architecture [17] the method
is able to produce an adversarial example in a single forward pass of the network, greatly

improving generation speeds.

A potential drawback of a generative neural network architecture for creating targeted
adversarial attacks is that a typical generative architecture would a unique generator for
each target class. This problem stems from the way a generative network is trained to target
a specific class. A network’s target class is controlled through the loss function used to

train the network parameters. With that loss function being adjusted to train the model to

8



output perturbations that look create adversarial examples that look like the target class.
To circumvent this limitation and reduce memory required to support targeted attacks for
all possible target classes, the authors modify the Wave-U-Net architecture to include some
number of swappable parameters. For n target classes, there would be n different sets of
parameters that could be swapped into the generative network. The training procedure then
includes a periodic swapping of these parameters and a matching adjustment to the loss
function so that the model was training to learn the target class associated with that set of
parameters. The authors choose the “bottom” layer in the Wave-U-Net architecture, that is
the layer where the input has been reduced in size to the maximum extent of the network. In
theory, the swappable layers could be at any point in the network; however, the selected layer
makes intuitive sense as it is the layer immediately before the network begins upsampling
the input back to the original input shape. Said another way, the activations from this layer

directly seed the generative process in the network.

The FAPG method was tested across three types of audio recognition tasks: speech command
recognition, speaker recognition, and environmental sound classification. The quality of
the generated examples were evaluated on three metrics: fooling rate, success rate, and a
distortion metric. Fooling rate is the rate at which the target network incorrectly classifies
an adversarial example. Success rate differs from fooling rate by evaluating a targeted
attack on its ability to force the target network to classify an example as the selected
target class. Finally, the authors give a distortion metric to measure the intensity of the
generated perturbation relative to the original signal in decibels. While slightly different in

presentation, this metric is the same as the one used in [8].

D(x:.6,) = 20l0g1e ™0 (2.5)
max(x;)

Across all three audio classification tasks the authors report success rates over 90 percent.
Additionally, these generated samples have a distortion level between -30 dB and -18 dB.
The distortion metrics used by Xie et al. is based on the maximum intensity of a single
sample from an audio waveform. This means that this metric is not comprehensive for
the entirety of the signal. A property that creates certain edge cases where a signal may
appear of a better quality than it actually is; however, it is sufficient to determine a ballpark

relationship between the magnitude of the perturbations relative to the original signals.

9
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CHAPTER 3:
Image-Based Attacks

A common method for audio classification is to process the input audio by translating it
from a time series signal to frequency space to create a spectrogram image. Classification
is then performed on these spectrogram images instead of the raw audio input. This audio
processing method is used by the classifier developed by Pfau and serves as the target
classifier for this study [11]. Knowing the target network processes audio signal into the
frequency domain creates a potential attack vector for fooling the system. By accessing the
system just between the data processing of the target system and the classification network,

perturbed audio examples can be supplied to the classifier to elicit incorrect classifications.

3.1 Underwater Sound Dataset and Target Network

The underwater sound dataset and target neural network used throughout this work were
developed by Pfau [11]. The dataset consists of 30-second audio clips stored as wav files
with a 4 kHz sample rate. The audio was recorded at Thirty Mile Bank off of the coast
of Southern California between December 2012 and April 2013. Pfau goes on to assign
each 30 second clip to a class based on the presence of a ship during that clip according
to an ontology introduced by Santos-Dominguez [18]. The ontology groups ships into four

classes based on the relative tonnage of each vessel, leaving a fifth class for the presence of

no ship.
Class Example Vessel Types
A Fishing Vessel, Tug, Towing Vessel
B Pleasure Craft, Sailboat, Pilot
C Passenger Ship, Cruise Ship
D Tanker, Container Ship, Military Ship, Bulk Carrier
E No ship present

Table 3.1. Example vessels for each class.
Adapted from [11].

11



Presence of a specific class of ship was determined by comparing the time stamps of a sound
clip with corresponding shipboard Automatic Identification System information and broad-
cast Maritime Mobile Service Identity numbers or International Maritime Organization

numbers.

| Conv Block Construction Batch Normalization

. L3
2D Conv Layer | Conv Blockl (16, 10x5) |
Batch Normalization

2D Conv Layer | Conv Block2 (32, 10x5) |

- . 1 - L
Batch Normalization | Conv Block3 (48, 10x5) |
Global Avg Pooling, 2x2 |

r
Conv Block4 (64, 10x5) |

r
| 2D Conv Layer( 80, 10x5)
2D Conv Layer(80, 10x5)

T
[ Flatten |
—
32 Dense Nodes

P : .
Classification

Figure 3.1. Structure of target classification network.
Source: [11].

Input audio is processed into spectrogram images by using a Mel-filter bank to create
spectrograms on a scale similar to the human auditory range. The network processes the
input images through a series of convolutional blocks composed of individual convolutional
layers followed by batch normalization layers. The performance of the version of the target
network on the test dataset is show in Table 4.1. A more detailed explanation and evaluation

of the target network and dataset construction can be found in [11].

Precision | Recall | F1-Score
class A 0.67 0.86 0.75
class B 0.71 0.88 0.78
class C 0.58 0.97 0.73
class D 0.96 0.72 0.82
class E 0.68 0.99 0.81

accuracy - - 0.80

Table 3.2. Precision, Recall, and F1-Score by target network.
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3.2 Foolbox Survey

To evaluate the susceptibility of the target network to adversarial attack, we conduct a
survey of known attack methods. The tested methods are available in an open source python
library Foolbox [10]. Methods discussed in Section 2.1 are implemented with several
gradient descent methods and norms constraining the adversarial perturbations. Foolbox
also implements attack methods that differ in approach to those discussed previously.
Examples of these attacks include the Carlini-Wagner Attack [19], the Inversion Attack [20],
the Boundary Attack [21], and others.

Foolbox specifies two approaches for conducting attacks: misclassification and targeted mis-
classification. The misclassification approach uses each Foolbox attack method to perform
an untargeted attack. This means that for a given example spectrogram a successful attack is
any perturbed version of the example for which classifier classifies the adversarial example
as anything other than the example’s true label. The targeted misclassification approach
will perform a targeted attack. That is to say, for any example provided the attack method
will attempt to find a perturbation that makes the adversarial spectrogram be classified as a

given class.

The survey is conducted by evaluating each available attack implemented by Foolbox at
different values of € and the default parameters associated with that attack. All attacks are
conducted with the misclassification criteria, such that they are creating untargeted attacks.

Each attack method is tested on the 7264 test examples in the underwater sound data set.

3.3 Survey Results

Our survey considers each attack made available by Foolbox. For consistency between the
evaluated attacks, we exclude attacks that require any additional, attack-specific parameters
from the survey. Of the 44 attacks implemented in Foolbox, 29 were able to evaluated on
the underwater sound dataset. Attacks are evaluated on their ability to create successful
adversarial examples from the examples available in the test set. Success rates from the top

N attacks are shown in Figure 3.2.

13



Success Rate of Select Foolbox Attacks on Single Label Underwater Sound Classifier

LinfBasiciterativeAttack

LinfProjectedGradientDescentAttack

LinfFastGradientAttack

LinfDeepFoolAttack

LinfRepeatedAdditiveUniformNoiseAttack

Attack Name

L2BasiclterativeAttack
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L2FastGradientAttack
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DDNAttack
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Figure 3.2. Heatmap of top performing Foolbox attack success rates for listed
epsilon values.

The results of the survey show that the classifier is susceptible to a variety of the attacks
implemented in Foolbox. For the attacks tested, all demonstrate some level of success
in attacking the target classifier. Among the best performing attacks are those that rely
on the L, distance metric. We hypothesize that the L., distance metric allows for larger
perturbations per pixel when compared to other distance metrics such as Lj or Lj, due
to the metric constraining the size of only the largest pixel value in the perturbation. The
best performing attacks begin to reach 100 percent success rates for fairly small values of
€, around 0.071. Examples of successful attacks generated using methods implemented in

Foolbox are given in Figure 3.3.
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Class C Example Class C Example Class C Example

Perturbation Perturbation Perturbation

C Adversarial C Adversarial Adversarial

BTN e Lk Dt |

Figure 3.3. Examples of Lo, Deepfool attack (left), L, Basic Iterative attack
(center), and L Basic Iterative attack (right) on a Class C spectrogram
image with € = 0.06.

The generated adversarial images demonstrate the property of being imperceptibly different
from the original spectrograms. This property makes these attacks more likely to fool a
human observer, in addition to the target network. The quality of being imperceptible to an

observer makes the attack more likely to remain undetected, when compared to an attack

that can be perceived by an observer.

3.4 Attack Scenario

Deploying this type of image-based attack to affect a real sound classification system poses
some challenges. The first of which is the digital nature of this attack. In order to provide

a perturbed spectrogram as input to the classifier, the system would need to be intercepted

15



between the audio processing step and the input to the neural network. Secondly, many
of the Foolbox attacks require the parameters of the network to be available in order to
construct an attack. To overcome these obstacles, the attack would need to have full access
to the inner workings of the sound classification system. Assuming that the attacker is able
to gain access to the system, he or she would be able to use one of these image based
attacks to distort spectrogram images at will. The attack can use this to hide the presence of
one of his or her underwater assets or to mislead the system by making it report a contact
where there is none. The attack also has the advantage of being inconspicuous. An attacker
with access to the system, could choose to take the system offline completely, alerting his
or her adversary to the system failure. Alternatively, by injecting adversarial images into
the network, the attacker is able to maintain a persistent advantage by selectively choosing
when the system will malfunction and for how long. While this type of attack is theoretically
possible, the requirement to have full access to the system is not plausible in real situation.
In the scenario where an attacker has gained access to the system, the attacker could deploy
simpler methods of attack to achieve the same effect as with injecting adversarial examples
into the network. One example would be for the attack to manipulate the output of the
network directly. That is to say, regardless of the input to the classifier, an attacker with
complete access to the system is able to arbitrarily change the classification reported by the

network.
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CHAPTER 4
Audio Attack Methodology

Audio-based attacks on input features in time domain of sound classification system have two
distinct advantages over image based attacks. First, constructing adversarial audio attacks
does not require any assumptions to be made about how the classifier processes audio input.
Specifically, it does not rely on the classifier using spectrogram images as input features.
This enables the attack generation to occur in a black-box fashion. Secondly, an adversarial
audio input can be extended into an attack deployed in a physical space. For this type of
classification system, an adversarial image would need to be provided to the target classifier
digitally, circumventing the input processing done by the system. In contrast, adversarial
audio can be provided as raw input to be provided by the system. An attack of this type, if it
is sufficiently robust, can be deployed such that the adversarial audio is played through the

sound transmission medium to be detected by the system in the physical space [16].

Adversarial audio attacks can be categorized into two broad types: iterative optimization
[8], [16] or through a generative model [12]. We focus on the latter approach because
a generative model will allow for faster audio generation times at deployment. Increased
audio generation speeds make this style of attack more well-suited to a real-time attack in
a physical space. A draw back of generative models for audio signals is that there are often
significant artifacts in the audio signal due to the generation process [9]. Audio artifacts
reduce the effectiveness of these adversarial attacks because a human observer is able to
identify artificially crafted signals by the presence of artifacts. To combat this we propose a
novel approach for reducing the impact of audio artifacts by introducing penalty functions
based on perceptual audio metrics. Including these functions in training forces the generative
model to produce audio signals that are perceptually similar to the source signals, thereby

reducing the perceived audio artifacts.

4.1 Training Scheme
Commonly adversarial audio is generated by treating each example as an individual op-

timization problem [8], [16]. This approach has been shown to generate high quality ad-
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versarial examples that are difficult for humans to distinguish from benign examples. As
pointed out by Xie et al. [12], these methods are often too slow to deploy an attack in real
time. To combat this they developed an attack generation method using a generative neural
network to construct audio perturbations. This approach reduces generation time for single
adversarial examples compared to the iterative optimization approach by leveraging offline
learning. At generation time, only a single pass through the generative network is required
to create an adversarial example. For this reason, we adapted a training method based on

the work of Xie et al. for the present study. Our approach is Algorithm 1, below:

Algorithm 1: Audio Attack Training Procedure

Result: Trained audio perturbation generator: G(.).

Input: training data X = {xi, ..., x,}, labels: Y = {yy, ...y, }, target classifier: F(.),
penalty functions: P = {Py..Py}

for each training epoch do

for number of steps do
x « minibatch of m samples from X

y < minibatch of m labels from Y

X' —x+G(x)

Yy« F(x')

loss = 77 ( = & Zlovi - log(1 = g + (1 = y) - log(§)) + 757 Ty Pi(x,x')
G(.) « backprop(loss)

end
end

The implemented training scheme differs from that in [12] in two significant ways: the
objective function is changed to train the generative network to preform an untargeted attack
and the generative network is simplified to have fixed embeddings. The two changes are
related. Training for an untargeted attack is conducted in part to simplify the learning process
for the generator. To facilitate a targeted attack, additional parameters would need to be added
to the network architecture. The additional parameters could take the form of multiple output
layers, swappable embeddings [12], or as completely separate neural networks. Intuitively,
removing the requirement for the additional parameters reduces the training time required
for the model to learn how to create adversarial perturbations. Additionally, it is sufficient to
show the vulnerability of the target network to adversarial examples and how to improve the
quality of those adversarial examples through an untargeted attack. The original architecture

had swappable embeddings to facilitate the training of the generative network to construct
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targeted attacks. Since the study does not desire a targeted attack on the network, there is

no longer the need for the swappable embeddings in the generative network.

The generative network is trained in a manner similar to how Generative Adversarial
Networks (GAN) are trained [22]. In GAN training, two neural networks are being trained
simultaneously. One of these networks is the generator and the other is the discriminator. The
job of the generator is to generate realistic examples that look like the training data, such that
generated examples are able to fool the discriminator network. The job of the discriminator
is to learn how to distinguish between examples that were a part of the training dataset and

those created by the generator. An overview of training method is provided by Figure 4.1.

Classification of Perturbed Audio

Wave-U-Net Based Perturbation
Architecture

Target Classifier

Figure 4.1. Overview of audio perturbation generation training scheme.,

Our training scheme, defined in Algorithm 1, exclusively trains the generative network with
the goal of create audio perturbations. The target classifier plays the role of the discriminator.
Since, the discriminator is not being trained in our attack scheme we are able to treat the
target classifier as a black-box. In other words, our attack scheme is black-box, independent
of the parameters of the target network. A more general definition of a black-box attack
would prohibit any knowledge of the classification system beyond the input and output, not
only the parameters of the target classifier. In implementation, our attack does not conform
to this latter definition. We implement an "Audio-to-Spectrogram" conversion module to

replace the normal input pipeline of the classification system. This module performs all of
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the input processing that is performed to translate audio into spectrograms that the target
classifier uses as input features. In reality this module is not required to perform the attack.
We could have written each adversarial example to a file and provided them to the input
pipeline of the target classifier instead. Training in this method would be very slow as
each epoch would require multiple reads and writes of data from memory. This module is
implemented in order to improve the training time of the generative architecture by removing
the need for these read and write operations. Since the conversion model is optional, the
form of the attack satisfies the general definition of a black-box attack as well, even if our

implementation does not.

4.2 Generative Architecture

Wave-U-Net was developed by Stoller et al. for the task of audio source separation [17]. The
architecture functions by passing an input audio source through a series of n downsampling
blocks, followed by a series of n corresponding upsampling blocks. Each Downsample
block, D;, performs a 1-D convolution with filter size F; followed by a decimation. As
defined by the authors of the orignal paper, the decimation is performed by discarding every
other sample in the time domain. An Upsampling block, U; concatenate the features from
the output of D; and then performs a simple upsample of these features. This is followed
by 1-D convolution with filter size. F),. This process reduces the size of the feature space
significantly through downsampling, and then returns it to the original input dimensionality
through the matching upsampling steps. Operating in this fashion creates a generative
network the is seeded by the original input signal. This approach is in contrast to using
noise as the input to the generative network directly. In effect, the downsampling process
creates a specifically crafted noise vector that is used as input to the generative portion of the
architecture. This property makes the architecture a natural choice for generating adversarial
audio samples, which is the task of taking an arbitrary audio signal and generating a new
audio signal to add to the original to perform an adversarial attack. A diagram of the Wave-
U-Net architecture is shown in Figure 4.2. The original architecture output k audio signals
as the output of an audio source separation task. This architecture differs from the original
architecture by only having a single output channel as multiple output channels are not

needed for the task of generating adversarial examples.

The original paper specifies values for Fy, F,, and n as 15, 5, and 12 respectively. The audio

20



Audio Perturbation
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Concat

Decimation
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Figure 4.2. Modified Wave-U-Net architecture.

signals used in [17] and the ones used in this work have a different number of samples per
signal(16384 and 120000). To account for this difference the parameters used by the authors
were changed to allow for proper functioning of the network, while maintaining as many
of the original parameters as possible. As a result, the depth of the network needed to be

limited. The values for F,, F,,, and n used in this experiment are 15, 5, and 6.

4.3 Choice of Loss Function

As indicated in section 4.1, the generative network is being trained to generate an untargeted
audio perturbation for a given input sample. To accomplish this, the network needs to be
encouraged to produce audio signals that when added to the input audio produce an incorrect
classification from the target network. This can be expressed for use in optimization in terms

of the Cross Entropy loss function that is often used in training neural networks:

N

. 1 . .
CrossEntropy(y, 7)) = N E yi - log(g;) + (1 —y;) - log(1 — 5). “4.1)
i=0
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This loss function is small when the true label, y, is similar to the label predicted by the
neural network, §. Upon inspection this captures the an opposite behavior to what is desired
in the loss function to train an untargeted attack. That is, the desired loss function should
be small when y and 7 are different and large when the two values are similar. The desired

loss function can be achieved by substituting 1 — 7 for § in equation 4.1:

N
N 1 . .
CrossEntropy(y,1 —7) = T E Y- log((l - y,-)) +(1-y)- log(l -(1- y,-)). 4.2)
i=0

Which, when simplified becomes one component of the training objective for our proposed
attack method.

N
X 1 . .
UntargetedLoss(y.§) = - D i log(1 =) + (1 - ) - log(h) (4.3)
i=0

A similar derivation can be used to arrive at a loss function to train a generative network
to construct a targeted attack on the target network. From equation 4.1, the true label y is
replaced with a fixed set of labels y*, a set of labels where each individual label is the label

belonging to the class being targeted.

N
* A 1 k A * A
TargetedLoss(y".§) =~ > v -log(@i) + (1 =) -log(1=g) ~ (44)
i=0

For example, in an attack targeting class A, y* becomes an appropriately sized matrix
consisting of labels matching class A. The behavior of this function is to be small when
all predicted labels are similar to the label for class A, indicating that all examples fooled
the target classifier into predicting the examples to be class A, the definition of a successful

targeted attack.

Attacks using this targeted loss function are explored in [12]. This work does not go on to

evaluate the effectiveness attacks created using this loss function, instead choosing to focus
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on untargeted attacks and the impact of perceptually motivated penalty functions. Equation

4.4 is included here for completeness.

4.4 Perceptually Motivated Penalty Functions

Penalty functions are functions that evaluate some additional constraint to be placed on
an optimization problem. In training a neural network, penalty functions are often used to
regularize the weights of the network [13]. Alternatively, a penalty function may be used to
constrain the output of the network more directly. We will be taking the latter approach. As
a result, the objective function for the neural network becomes a sum of the loss function

and one or more of these penalty functions.

J(-) = Loss(-) + P(-) 4.5)

Xie et al. define an objective function of this form for their FAPG attack [12]. In their
function they place an additional constraint on the generated adversarial signal in the form
of an L2-norm, or mean squared error (MSE), between the adversarial example and original

audio signal.

N
=, gox.8) = = > i log(g) + (1= y)) - log(1 =g+ Bl =2l (4.6)
i=0

Experimentation with the MSE penalty function in an untargeted attack lead to the creation of
audio signals that sounded artificial (e.g., sound had audible artifacts). This artificial quality
of the generated sounds could lead to an observer identifying an adversarial example as
such. It would be nice if the network could be trained to generate sounds that sounded more
natural to a human observer. To accomplish this, we propose the inclusion of perceptual
quality metrics as penalty functions into the training of the generative network. Perceptual
quality metrics, such as loudness, STOI, and PESQ, are all metrics by which audio signals

can be evaluated and scored based on ways that a human would perceive that audio signal.

In order to define a form for perceptually motivated penalty functions (PMP), we begin

by defining a difference function, A, for a given perceptual metric, Q, over the original
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and adversarial signals x and Xx. In certain cases, a perceptual metric may be inherently
relative (e.g., PESQ). Defining a difference relationship for relative metrics does not make
any sense because they are defined in a way to capture the difference between some signal
and a reference signal. As a result the difference function, A, for a relative metric is simply

the result of that metric.

With a difference function established, we can develop a function to penalize any relative
difference in the chosen perceptual metric by following the steps outlined in [23]. We proceed
by defining an inequality using the relative function and a desired threshold parameter, «.
This inequality establishes the constraint that the measured perceptual difference between

the original and adversarial signal should be no larger than «.

Ap(x.%) < a 4.7)

Which, can be rewritten as:
Ap(x, %) —a < 0. (4.8)

From this inequality, we would like to define a function that is O when this inequality is
false. That is when the perceptual difference between the adversarial signal and original
signal is less than the chosen threshold there should be no penalty. Otherwise, this function
should return some positive value to penalize the difference on the metric Q. Since, the
difference relationship is defined to be greater than O in the cases we want to penalize, a

maximum function can be used to define a penalty function of order n,

Po(x,%) = max [0, Ag(x,%) —a]” (4.9)

Equation 4.9 represents the most general form of a PMP. To demonstrate the use of a PMP in
training an adversarial attack we define a penalty using the integrated loudness of the audio
signals. The integrated loudness calculation is performed using the standard described by
ITU-R BS.1770-4 [24]. The loudness of a signal over a time interval, T, is defined as:

LKFS =-0.691 + 10log,, Z G;-z. (4.10)
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G; are the weighting coefficients for the audio channels and z; is the power of the input

signal according to

1 T
P = = ldt 4.11
z T./o Y (4.11)

The numerical implementation used is available in an open-source python toolbox, pyloud-

norm [25].

As the integrated loudness is an absolute metric, we must first define a difference relationship

between the original and adversarial signals.

Ap(x,£) = LKFS(%) — LKFS(x). (4.12)

Equation 4.12 will be a positive value when the adversarial signal is louder than the original
signal, a property that we would like to penalize by the inclusion of a PMP. Next, we set
a = 0. This means that we penalize the adversarial signal for being any louder than the
source signal. Finally, we decided on a quadratic PMP to match the order of the penalty

function used in [12]. This gives our loudness PMP as:

Py (x,%) = max (o, AL(x,)?))z. 4.13)

4.5 Experimental Setup

To evaluate the effectiveness of the proposed training scheme and PMP we will train several
Wave-U-Net generators using the training scheme described in Algorithm 1. We will test the
training scheme on two different datasets. The first is the same dataset and target classifier
discussed in Section 3.1. In addition we will test the attack generation scheme on a classifier
trained on a subset of Google’s Speech Command Dataset [26]. Our subset consists of
utterances of the digits zero through nine and will be referred to as the SC09 dataset. Each
sample in the SC0O9 dataset is one second long and saved at a 16 kHz sample rate. For

the SC09 dataset, a classifier is trained using the same architecture as described in the
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TensorFlow speech recognition tutorial [27]. The architecture given in Tensorflow’s tutorial
is shown in Figure 4.3 and the training curves for our implementation of this architecture

are given in Figure 4.4.

Resizing (32,32)

| 2-D Convolution (32, 3x3) |

l

| 2-D Convolution (64, 3x3) |

MaxPool
Dropout (p=0.25)
Flatten
128 Dense Nodes
Dropout (p=0.5)

Figure 4.3. Structure of SC09 target classification network.

SC09 Target Training Curve
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Figure 4.4. SC09 target model training curves.

Despite its simplicity the target architecture is able to achieve a fairly high degree of accuracy
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Precision | Recall | F1-Score

Zero 0.93 0.95 0.94
One 0.94 0.92 0.93
Two 0.88 0.90 0.89
Three 0.97 0.92 0.95
Four 0.92 0.96 0.94
Five 0.89 0.91 0.90
Six 0.96 0.93 0.94

Seven 0.94 0.94 0.94
Eight 0.93 0.93 0.93
Nine 0.92 0.92 0.92
accuracy - - 0.93

Table 4.1. Precision, Recall, and F1-Score by target network on SC09 clas-
sifier.

across all 10 classes, Table 4.1. The target classifier achieves an overall accuracy of 93% on

the test examples and the lowest F1-score for any class is 0.89.

The additional architecture and dataset are chosen to be able to offer more insights to
the perceptual differences between generated signals as a human observer and to test the
method against publicly available data and architecture. Verifying measured perceptual
improvements on the underwater soundscape data is difficult because to a human observer
this data is substantially similar to noise. Instead, by including a test of speech data we are
able to manually inspect generated examples for perceptual differences because we know
what speech is meant to sound like. Furthermore, both the dataset and code to create the

model are publicly available enabling reproduction of these tests.

For each dataset, two generative networks will be trained. One of these networks will be
trained using an objective function that utilizes a MSE penalty function like the attacks
conducted in [12].

M=

L] , , :
Tuse(.9.x.9) = 3 (=5 Do ulog(1 =) + (1= y) - log(@) + |k = £l2) (4.1
i=0
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The other will be trained with an objective function incorporating the PMP defined in
equation 4.13.

N
L1 , ) i
I 95,8 = 5 (=5 > ui1og(1 =)+ (1=y) -Tog(#) +max (0, AL (x.))’) @.15)
i=0

All four networks will be trained for a total of 20 epochs with a batch size of 64. The
network is optimized using the Adam optimizer with a learning rate 0.0001, and decay
rates 81 = 0.9 and B, = 0.999. The iteration of each network that performs the best on its

objective function over a separate set of validation data will be used for analysis in Chapter
5.
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CHAPTER 5:
Audio Attack Results

5.1 Evaluation Criteria

We will be evaluating the success of the generated adversarial attacks on three criteria:
success rate, a distortion metric, and relative loudness. The success rate of an attack is the
percentage of generated examples that successfully fool the target classifier. The distortion
metric used will be calculated using the same equation used by Xie et al. [12] shown in
equation 2.5. Finally, we will evaluate the relative loudness of the generated perturbation
in comparison to the source signal. Given that the loudness of a signal is given in decibels,
the following equation describes a ratio between the source signal and the perturbation in

terms of loudness, similar to the signal-to-noise ratio.

Relative Loudness(x,8) = loudness(x) — loudness(9) (5.1)

An important aspect of this metric is that it is a comparison of the perturbation and the
original signal as opposed to the adversarial signal and the original signal as is done with
the difference function shown in Equation 4.12. If we were to compare the adversarial signal
to the original signal in this manner we would likely see them to be of a similar loudness, as
this is the behavior encouraged by minimizing Equation 4.15 during the training process.
Instead, we compare the loudness of the original signal to the perturbation to arrive at
a metric that is similar in formulation as a signal-to-noise ratio. For this metric, a large
value indicates a perturbation that is much quieter than source signal, a characteristic that

is desired in constructing an adversarial attack.

5.2 Underwater Soundscape Attacks
Attacks on the underwater soundscape classifier show a high rate of success using both a
MSE penalty function and the loudness-based PMP accross all of the test examples, Table

5.1. The generative model trained with our PMP performed significantly worse on class
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B examples. When trained with an MSE penalty function the attack success rate on class
B is 0.828, while only being 0.148 with the PMP. This was the least successful class for
from training with both of the tested objective function. Class B is also the least represented
class in the dataset. Of the 58,290 examples present in the training dataset, only 1,031 are
class B examples. Being the least represented class it makes sense the the generative model
performs the worst on these class. Since class B is such a small percentage of the total
number of examples, the poor performance on class B does not have a significant impact

on the success rate when measured as a fraction of all examples.

Class | MSE Penalty | Loudness Penalty | Delta Truncated MSE Truncated Delta
Penalty Loudness Penalty

Class A 0.998 0.998 0.0 0.998 0.998 0.0
Class B 0.828 0.148 -0.680 0.828 0.148 -0.680
Class C 0.998 0.860 -0.138 0.998 0.860 -0.138
Class D 1.00 0.998 -0.002 1.00 0.998 -0.002
Class E 1.00 0.980 -0.020 1.00 0.980 -0.020
Overall 0.994 0.967 -0.027 0.994 0.967 -0.027

Table 5.1. Success rate of generated audio attacks on underwater soundscape
classifier.

Training with the PMP caused a noticeable improvement in the integrated loudness of the
generated signal. Overall, the MSE penalty function created perturbations that were 4 dB
louder than the source signal. In contrast, training with the loudness PMP shows that on
average the generated perturbations are 0.5 dB quieter than the source signals, Table 5.2.
This is in direct contrast to the performance seen on the distortion metric defined in Equation
2.5. By this measure, we saw that the generated signals had an average distortion of -6 dB
and 10 dB for the MSE penalty and PMP respectively. The distortion metric suggests that
an attack produced by MSE is less likely to be detected by an observer than the attack
produced with the PMP, and relative loudness measure suggests the opposite. This is not a
surprising result. Training the model using MSE penalty function will produce perturbation
signals that are similar to the source signal, reducing the value of the distortion metric. The
examples generated by our method did not perform as well as either of the prior works that

measured results using the distortion metric. Those papers reported distortion metrics as
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low as -30 dB [8], [12]. This is most likely due to those methods employing signal clipping
to a specified value. For example, Xie et al. [12] use a clipping value 7 = 0.05 which will
decrease the value of their distortion metric where in the worst case it could be -6 dB.
Furthermore, this metric is based on a singular value from the tested signals, whereas our
measure of relative loudness is measurement that is comprehensive of the entire signal. For

this reason, we prefer the relative loudness as a way to measure the quality of the generated

examples.
Truncated
MSE Penalty Loudness Penalty Truncated MSE
Class Delta (dB) Loudness Penalty Delta (dB)
(dB) (dB) Penalty (dB)
(dB)
Class A -5.133 -0.210 4.923 -4.775 -0.343 4.432
Class B -2.186 1.738 3.924 -1.023 0.712 1.735
Class C -5.356 -0.468 4.888 -5.040 -0.626 4.414
Class D -4.693 -0.080 4.613 -4.100 -0.460 3.64
Class E -3.587 1.106 4.693 -2.375 0.115 2.490
Overall -4.024 0.503 4.527 -3.180 -0.093 3.087

Table 5.2. Relative loudness of generated perturbation on underwater sound-
scape classifier in dB.

The generated signals, shown in figure 5.1, show clear edge artifacts. Those being the large

spikes in signal intensity at the beginning and end of the adversarial signals.

Class A Waveform Class A Adversarial - MSE Penalty Class A Adversarial - Loudness Penalty
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Figure 5.1. Example waveforms from underwater soundscape attacks.

This leads to the concern that the success of the attacks could be a result of these edge
artifacts. To test this we reevaluate the signals by truncating the generated perturbations to
remove the produced edge artifacts. The results of these tests are in the right side of tables

5.1 and 5.2. From these results we see a near zero change in the success rates of the attacks.
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This indicates that the adversarial properties of the generated signals were not primarily
the result of the edge artifacts. There is a decrease in the improvement in relative loudness

between the two attacks, however, there is still a notable improvement on this metric.

5.3 Speech Command Attacks

Using our loudness-based PMP had an even larger impact on the quality of attacks on the
SCO9 classifier than the underwater soundscape classifier. Table 5.3 shows the success rate
of the attacks on all 10 classes. We see high success rates with both penalty functions when
generating attacks on this dataset. Unlike the underwater sound data there is not a single
class that performs significantly worse than the other classes. The SC09 dataset is a balanced
dataset. That is, there is an equal representation of all classes in the training and test data.
This observations reinforces the conclusion that the under performance on class B observed

in Section 5.2 is caused by the lack of training examples for that class.

Class | MSE Penalty | Loudness Penalty | Delta Truncated MSE Truncated Delta
Penalty Loudness Penalty

Zero 0.987 0.987 0.0 0.987 0.987 0.0
One 0.996 0.975 -0.021 0.996 0.975 -0.021

Two 1.00 1.00 0.0 1.00 1.00 0.0
Three 1.00 0.996 -0.004 1.00 0.996 -0.004
Four 0.996 0.992 -0.004 0.996 0.992 -0.004
Five 1.00 0.992 -0.008 1.00 0.992 -0.008
Six 0.987 0.975 -0.012 0.987 0.975 -0.012
Seven 0.979 0.983 0.004 0.979 0.983 0.004
Eight 0.970 0.992 0.022 0.970 0.992 0.022

Nine 1.00 0.992 -0.008 1.00 1.00 0.0
Overall 0.992 0.989 -0.003 0.992 0.989 -0.003

Table 5.3. Success rate of generated audio attacks on SCO09 classifier.

Attacks developed with the loudness-based PMP show a significant improvement in the
relative loudness of generated signals, Table 5.4. We see an average improvement of 8.7 dB

in the relative loudness by training with our PMP. Furthermore, by listening to the generated
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signals we are able to verify the perceptual improvement indicated by the calculated metrics
for a smaller set of test examples. In those examples, we observe the signals generated using
the MSE penalty had an artificial quality to them. Those generated with our PMP did not
have this same quality. Instead, save for edge artifacts from the sound generation process,

the attacks generated using our PMP sounded indistinguishable from the source signals.

Truncated
MSE Penalty Loudness Penalty Truncated MSE
Class Delta (dB) Loudness Penalty Delta (dB)
(dB) (dB) Penalty (dB)
(dB)

Zero 2.588 11.946 9.358 2.588 12.052 9.464
One 4.570 15.220 10.65 4.580 15.019 10.439
Two 1.865 12.487 10.622 1.879 12.496 10.617
Three 2.094 11.983 9.889 2.099 12.095 9.996
Four 2.770 13.380 10.61 2.777 13.567 9.790
Five 6.172 12.584 6.412 6.175 12.792 6.617
Six 4.501 13.482 8.981 4.498 13.436 8.938
Seven 5.096 12.821 7.725 5.010 12.944 7.934
Eight 3.437 12.219 8.782 3.449 12.255 8.806
Nine 5.427 10.317 4.890 5.427 10.415 4.989
Overall 4.086 12.815 8.729 4.089 12.858 8.769

Table 5.4. Relative loudness of generated perturbation on SC09 classifier in
dB.

Unfortunately, a limitation of written presentation of audio signal processing is that a visual
representation of the waveform does not always do a good job of capturing the auditory
similarity between two signals, such as Figure 5.2. That is for the majority of the audio
samples manually verified the waveform at the right of Figure 5.2 sounds more like the
original signal than the signal in the center of Figure 5.2 despite the generation artifacts.

Eight Waveform Eight Adversarial - MSE Penalty Eight Adversarial - Loudness Penalty
05

000 04
03

02

-0.04 -0.10 01

0 2000 4000 6000 8000 10000 12000 14000 16000 0 2000 4000 6000 8000 10000 12000 14000 16000 0 2000 4000 6000 8000 10000 12000 14000 16000

Figure 5.2. Waveforms generated for a class Eight example.
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Examining the waveforms in Figure 5.2 we see evidence of two types of artifacts in the
generated signals. Specifically, we see edge artifacts, like we saw with the signals discussed
in section 5.2, and a DC bias was introduced in the generation process. The DC bias is
a property of the waveform not being centered at zero. In the examples show by Figure
5.2, we see the MSE penalty signal being centered at -0.04 and the loudness penalty signal
being centered at 0.4. Both of these artifacts can be addressed with some systematic post-
processing steps. First, the DC offset can be estimated and removed from the signal by
applying a linear shift to the signal. Then, the same truncation method used in 5.2 is applied
to the signal. After both of these steps, the generated waveforms have a shape much more

similar to the original signal, Figure 5.3.

Eight Waveform Eight Adversarial - MSE Penalty with Post-processing Eight Adversarial - Loudness Penalty with Post-processing

o 2000 4000 6000 8000 10000 12000 14000 16000 0 2000 4000 6000 8000 10000 12000 14000 16000 0 2000 4000 6000 8000 10000 12000 14000 16000

Figure 5.3. Waveforms generated for a class Eight example with post pro-
cessing steps.

Including our loudness-based PMP in the training process of the generative network, we
are able to achieve significant improvements in the measured perceptual quality of the
adversarial examples without sacrificing attack success rate. More importantly, we are able
to reduce the observed perceptual differences between the adversarial example and the

source signal.
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CHAPTER 6:

Conclusions and Future Work

6.1 Conclusions

This thesis work originally set out to demonstrate the feasibility of conducting adversarial
attacks on underwater soundscape classification networks. We demonstrate the ability for
open-source, image based adversarial attack libraries to create adversarial attacks on an
underwater soundscape classification network. Five of the tested attacks had over 80%
success rate with an epsilon value of 0.01. These spectrogram images also demonstrated a

property of being imperceptibly different from the source spectrograms.

Additionally, we demonstrate the ability to create adversarial audio waveforms using a
generative neural network. To capture the imperceptibility demonstrated by the image-based
attacks we develop a novel training procedure that incorporates audio perceptual metrics as
perceptually motivated penalty functions (PMPs). We provide a general formulation of this
type of penalty function that can be used to construct additional penalties based on perceptual
metrics. The proposed training scheme is demonstrated by developing a PMP based on the
signal’s integrated loudness. With this penalty function we were able to generate audio
signals that are imperceptibly different from the source signals without placing explicit
constraints on the magnitude of the generated signal. This is an improvement over the same

training procedure that utilizes a more traditional MSE penalty function instead of a PMP.

The developed attack generation method is not limited to attacking classifiers in the un-
derwater soundscape domain. The attack method is modular in its design to allow for the
development of attacks on new datasets, target classifiers, and additional penalty functions.
We show this by constructing attacks on a speech command classifier. Inclusion of a PMP
in training this attack has an even greater impact on audio quality improvement than in the

attacks on the underwater soundscape classifier.

In the case of both datasets, we are able to use a loudness-based PMP to construct ad-
versarial audio waveforms that successfully fool the target classifier over 96% of the time.

Furthermore, these attacks possess a measure quality increase over the same attack trained
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using a MSE penalty function. Attacks on the underwater soundscape classifier benefited
from a 4.5 dB average improvement and attacks on the SCO9 classifier show an 8.7 dB
average improvement in relative loudness. Training generative attack schemes using these
penalty functions will allow for the creation of audio adversarial attacks that are more likely
to go unnoticed by a human observer than those generated with a traditional MSE penalty

function.

6.2 Future Work

This work demonstrates the feasibility of PMP in training a generative adversarial attack by
using the integrated loudness of the signals. There are plenty of other reasonable perceptual
metrics that could be used to construct similar penalty functions that could prove more
effective than the signal loudness. For example, attacks in the speech space could benefit
from penalty functions built using STOI, PESQ, or virtual speech quality objective listener
(ViSQOL).

By using a generative architecture, the time required to generate singular examples is
relatively low when compared to other audio attack methods [12]. Fast generation times
enabled by the offline training of the generative model make this style of attack suitable
to extension into an attack in a physical space. Pulling in methods demonstrated in [16],
an attack scheme capable of attacking an audio classification system over the air, could be

possible.

The type of target classifier could also be explored in more depth. For example, Bayesian
neural networks introduce a probabilistic measure of uncertainty to the network’s output. A
high uncertainty measure may be able to indicate to the classification system that a specific
example is an adversarial example instead of a benign input. Uncertainty measurement may
make this type of classifier harder to attack with a black box, generative attack shown in

this work.

Adversarial training is a useful approach for creating classification networks that are robust
towards the types of attacks described in this work. Adversarial training functions by
including adversarial examples as input examples to a neural network during the training

process [7]. The attack method show in this work could be used for this purpose. Since,
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the method is developed using a generative neural network, adversarial examples can be
generated during the training process with out imposing a serious penalty to the training

time of the new classifier.

Finally, the PMP training scheme proposed in this work could be extended to a targeted
attack scheme. This work chose to simplify the problem by focusing on the untargeted case.
The methods used by [12] could be easily altered to include the PMP style of penalty function
into the training scheme. A work choosing to do this would be able to draw more meaningful

conclusions about the inclusions of PMP on that fully established training methodology.
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