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Project Title: Building Robust and Practical PUFs with Configurable Ring Oscillators
Performance Period: 11/1/2015-7/31/2016

Abstract

Physical Unclonable Function (PUF) is one of the most promising hardware features that can be utilized
to improve system security. Ring Oscillator (RO) PUF captures the delay difference of a pair or a group of
ROs introduced during fabrication process and defines PUF secrecy based on such difference. In this
project, we propose a framework to build RO PUF at inverter level, instead of RO level. This will provide
us the flexibility in choosing whether an inverter should be included in the RO-PUF and hence improve
the security and reliability of RO PUF secrecy and reduce its hardware cost. We anticipate the successful
completion of this project will have direct impact on the hardware related design for trustworthy
computing, which is of critical importance for cyber warfighting. Silicon PUF, despite its great promise in
enhancing system’s security and trustworthiness, will not be adopted in real systems unless its high
hardware inefficiency and unreliability issues are solved. This research will provide a timely solution to

these problems and thus will have huge impact on security and trustworthy computing.

Objectives

We propose to investigate the delay measurement scheme at inverter level with special focus on (1) how
to minimize the number of physical measurements we have to take to guarantee the accuracy of the
calculated delay of each delay unit; and (2) what is the delay accuracy we have to achieve to ensure that
the configurable RO PUF will generate reliable PUF bits when operating environment changes. Another
goal of this proposal is to study how to build PUFs based on the relatively accurate delay information of
each inverter in order to improve PUF’s usability in terms of hardware efficiency, information security,
and information reliability.

Findings

Our proposed flexible RO PUF has the fundamental difference with the existing PUF approaches. In our
design, after the chip is fabricated, we can measure the real delay difference of each stage. Then
construct the ring oscillator through pre-computation. Moreover, compared with traditional RO PUF,
which only has the bit-stream output, our design contains the configuration vectors as additional
information. Keeping this difference in mind, we can facilitate new security properties. In [1], we
demonstrate that the configuration vectors can help to prevent cloning. The vectors have the mapping
relation with the secret keys. Compared with the traditional PUF, this relation makes the cloning more
difficult. The potential cloning method doesn’t work for our design. The vectors are generated through
computation based on the measurement. So the rule of mapping is determined rather than randomly
generated. Thus the configuration vectors should be protected from being tampered with.

Our single RO PUF uses only one RO to generate one PUF bit [1]. This offers several advantages. Because
the fast sub-ring and slow sub-ring share the same path, and the value of the PUF bit will be determined
by whether a specific inverter belongs to the fast sub-ring or the slow sub-ring, the on-chip spatial
variation will have less impact and we can expect more reliable PUF bit. Also the path sharing makes this
PUF resilient to EM measurement based side-channel attacks.
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As the follow-up of this funded research, we showed in [2] that the proposed RO PUF can be built against
advanced machine learning attacks; we also showed in [3] that our RO PUF can be used to enhance the
entropy of random entropy sources, particularly when the original entropy source does not provide high
entropy [3] and applied this to improve the password security and usability for loT applications.

PDF of the four references are attached in this report.

[1] M Gao, K Lai, J Zhang, G Qu, A Cui, and Q Zhou. Reliable and anti-cloning PUFs based on configurable
ring oscillators. 14th International Conference on Computer-Aided Design and Computer Graphics. 2015.

[2] Q Wang, M Gao, and G Qu. A machine learning attack resistant dual-mode PUF. Proceedings of the
Great Lakes Symposium on VLSI, 177-182, 2018.

[3] Q Wang and G Qu. A silicon PUF based entropy pump. IEEE Transactions on Dependable and Secure
Computing 16 (3), 402-414, 2018.

[4] Q Wang, M Gao, and G Qu. Puf-passse: A puf based password strength enhancer for iot applications.
20th International Symposium on Quality Electronic Design (ISQED), 198-203, 2019.
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Abstract—Ring oscillator Physical Unclonable Function (RO
PUF) is a popular silicon PUF due to its ease of implementation
on both ASIC and FPGA. However, RO PUFs have severe
reliability issues when the operating environment deviates
from the nominal condition and security issues as cloning
attacks have been reported. In this work, we propose to build
configurable RO PUFs based on the notions of configurable
RO PUF [6,16] and highly flexible RO PUF [22] to address
these concerns. First, we demonstrate how to build RO PUF
from single flexible ROs, which improves both the reliability
and hardware efficiency of RO PUFs. Then we propose a novel
dual voltage based configurable RO PUF to mitigate the cloning
attacks. Our experimental results show that our configurable
RO PUFs are more reliable and hardware efficient than the
existing RO PUF designs. Using the flexible RO PUF [22] as
baseline, we have reduced the bit flip rate by 69% and improve
the hardware utilization by 136 %. In addition, the anti-cloning
approach generates PUF data significantly different from the
original PUF secret (average 47.5% Hamming distance) which
makes potential cloning attacks very difficult.

Keywords-ring oscillator; PUF; configurable; reliability; volt-
age scaling; anti-cloning

I. INTRODUCTION

Ring oscillator (RO) PUF is a popular silicon PUF that
can generate highly reliable outputs by amplifying the delay
difference caused by fabrication variations through the RO
substructure. For two ring oscillators RO, and RO,, we
can measure their amplified delay difference by connecting
them to two counters and then compare the readings of
the counters. We can define that, for instance, a bit ‘1’
is generated if RO, is faster than ROy and that a bit
‘0’ is generated otherwise. However, with the working
environment changes, especially temperature and supply
voltage, the delay difference will not always remain the
same. This problem severely challenges the PUF’s reliability
requirement. If the impact is sufficiently large, it becomes
possible that one RO is faster than the other at one voltage

This work is supported in part by the National Natural Science Founda-
tion of China under Grant No. 61228204 and 61176035.
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or temperature but becomes slower at another voltage or
temperature. If this is the case, the bit generated from
this pair of ROs may flip and cannot be used for security
applications.

One of the most important and effective methods to im-
prove PUF reliability is to increase the delay difference be-
tween the pair of ROs [3,6-8]. For example, the configurable
RO PUF provides two inverters for selection at each stage
[6] and the highly flexible RO PUF only includes selective
inverters instead of using all the inverters [22]. In this paper,
we propose a configurable RO PUF based on the concept
of flexible RO PUF to answer some of the tough challenges
in RO PUF design. More specifically, we first combine the
concepts of configurability and flexibility to build a new RO
PUF that is capable of generating one PUF bit from each
single RO. This is a novel structure of RO PUF because
it does not require delay comparison between a pair of a
group of ROs. Therefore, it can lead to promising hardware
efficiency. Second, we leverage the sensitivity of delay to
supply voltage change and configure the RO PUF carefully
such that the PUF bits remain reliable at normal voltage
levels, but will become different when we change voltage
to a level higher than normal. This feature can be used to
countermeasure the recently potential cloning attacks [1,14].
Experimental results demonstrate that the configurable RO
PUFs can deliver these promises. We believe that more
security applications can be found when we fully utilize the
concepts of configurability and flexibility. The rest of the
paper is organized as follows. We briefly survey the current
research on RO PUF in Section II. The configurable and
flexible RO PUFs are introduced in Section III. In Section
IV and V, we demonstrate how to combine them to improve
reliability, hardware efficiency, and security (anti-cloning
attacks). Section VI reports experimental results.

II. RELATED WORK

Since the first introduction of the notion of PUF, a variety
of PUF hardware structures has been proposed [23], among
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which silicon PUFs are of the most interest in terms of
fabrication cost and readiness to be integrated into tamper-
resistant devices. This rapid development successfully brings
the PUF into several security-related application, such as
the IP protection [24]. Generally speaking, silicon PUFs
exploit the uncontrollable wire delay and device voltage
transfer characters determined by fabrication process vari-
ations. Such unique characteristics of each fabricated IC are
measurable through embedded ring oscillators [3], multi-
plexer (arbiter)-based delay circuits [21] or cross-coupled
circuits [4], or the random fluctuations of SRAM cells
[2,5]. Different PUF structures determine that one PUF may
have advantages over others under certain design constraints.
For instance, arbiter PUF is more suitable for resource-
constrained applications than RO PUF [3]. However, RO
PUF provides higher reliability over arbiter PUF or Butterfly
PUF [4] under a wide range of temperature fluctuation.

Due to their different mechanisms, RO PUF has arguably
the highest requirement on hardware efficiency than other
silicon PUFs. With n ROs, the original pair-wised RO
PUF [3] can generate n/2 PUF bits, however, as we have
mentioned earlier, these bits are not reliable. The 1-out-of-8
scheme [3] significantly improves the reliability at the cost
of hardware efficiency. It can only produce n/8 PUF bits.
Maiti and Schaumont [8] suggest pairing up the adjacent
ROs, which increases the PUF bits from 7/8 to about n— 1.
Another concern of RO PUF is the data dependency in the
PUF information extracted from the ROs.

Meanwhile, there are recent reports on the vulnerabilities
of PUF and several successful attempts to clone the unclon-
able PUF information. Karakoyunlu and Sunar [9] reported
the first successful power side-channel attack on the software
implementation of fuzzy extractor. This implies that software
implementation of any error correction scheme is potentially
vulnerable to side-channel attack and error correction can
lower the security of PUF. Merli et al. [10] studied the side-
channel analysis of silicon PUFs and their fuzzy extractors.
They pointed out that the frequencies of ROs on FPGA
can be measured with state-of-the-art EM equipment and
thus it becomes possible to clone the RO PUF. They also
implemented attacks on the fuzzy extractor which can suc-
cessfully extract the cryptographic keys generated by PUFs
using fuzzy extractor. In another work [11], the same authors
showed that by exploiting the chained challenges and EM
emanation, it is possible to deduce the relative frequency
rank of the ROs and guess correctly the PUF secret bits.
More recently, the same group [12] demonstrated that it is
feasible to measure the EM emission of a single tiny RO
with only three inverters within a single configurable logic
block on an FPGA chip. Helfmeier et al. [13] demonstrated
the first successful cloning of an SRAM PUF based on
the fact that SRAM cells emit near infrared light when
it is read and the cells power-up value can be obtained
from the emitted light. Rhrmair et al. [14] described how
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to use machine learning techniques to attack both RO PUF
and arbiter PUF by modeling the PUF behavior. Mahmoud
et al. [15] combined the machine-learning based modeling
techniques and side channel information leak to attack strong
PUFs such as the XOR arbiter PUF.

III. CONFIGURABLE AND FLEXIBLE RO PUFS

The notion of configurability in RO PUF has been intro-
duced by Maiti and Schaumont[6]. Their main approach is
at each stage of the RO, there is a multiplexer selecting one
of out of two inverters. For the 3-stage RO shown in Fig. 1,
there will be 8 possible configurations. The configurations
of one pair of ROs, whose delay difference is the largest,
are used for regenerating the PUF output bit. Their 3-
stage configurable RO PUF occupies two Configurable Logic
Blocks (CLB) in Xilinx FPGAs; each 3-stage configurable
RO occupies a single CLB.
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Figure 1. Configurable RO PUF proposed in [6]

Xin et al. [16] provide an improvement by increasing the
number of possible configurations to 256 and still using
the same number of CLBs. Compared to their works, Gao
et al’s approach [22] is more flexible because during the
construction of each RO, there will be the option to use
or not use each of the inverters. In other words, currently
“configurable” means that we can choose which inverter to
use at each stage, but the number of stages (or the number
of inverters) in the RO is fixed; while “flexible” means that
the number of stages in an RO can be changed based on the
delay variations. In the rest of this section, we introduce the
flexible RO proposed in [22].

Fig. 2 depicts the architecture that gives the flexibility to
select inverters for the construction of ROs. A multiplexer is
added after each inverter to control whether the inverter will
be included in the RO. This is achieved by the selection bit of
the multiplexer. If the selection bit is ‘1°, the corresponding
inverter will be included in the RO; if the selection bit is ‘0,
the inverter will not be used and the signal will go through
the wire to the next inverter. We use the term configuration
vector to refer the collection of all the multiplexer selection
bits.

The delay of inverter can be measured by selecting each
inverter individually. The approach in [22] is illustrated
below.

Authorized licensed use limited to: University of Maryland College Park. Downloaded on May 30,2023 at 04:24:39 UTC from IEEE Xplore. Restrictions apply.
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Figure 2. Flexible RO PUF proposed in [22]

Example 1: Consider a pair of ring oscillators, RO; and
RO5, each consisting of 7 inverters. Assuming that the
delays of these inverters are: {d1=5, d2=4, d3=8, d4=7,
d5=4, d6=6, d7=3} and {cl=7, c2=5, c¢3=7, c4=5, c5=l,
c6=4, c¢7=5}, where di and ci denote the delay of the ith
inverter in RO, and RO-, respectively. The total delay of
these two ROs can be computed as

Dro1 =5+4+8+7+4+6+3=237

Dproos=7+5+7T4+5+14+4+5=234

ROq is 37-34 = 3 units of time slower than RO,. This
delay difference can be used to generate one PUF bit and its
reliability is determined by this delay difference. In general,
a large delay difference leads to a reliable bit. In [22], the
three inverters in the middle {d4, d5, d6} and {c4, c5,
c6} are selected to build RO; and RO-, respectively. The
delay difference becomes (7+4+6)-(5+1+4) = 7 units of time,
which is more than twice as large as the delay difference
when all the inverters are included in the ROs.

The rationale behind this is that the fabrication variation
is unpredictable. An inverter in RO; is equally likely to
be faster or slower than the inverter at the same position
in RO>. When all the inverters are included in the ROs,
the delay difference between inverters at the same position
can be canceled out. In this example, although RO; is
slower than RO,, it has faster inverters at the first, second
and last position than RO, including these three inverters
in the ROs will reduce their delay difference. Selectively
choosing inverters to configure the RO can increase the gap
between two ROs’ total delays and thus improve the PUF
bit’s reliability.

IV. RELIABLE AND HARDWARE EFFICIENT RO PUF

Compared with traditional pairwised RO PUF, even
though [22] increases the reliability, the hardware effi-
ciency does not get any improvement. According to this
disadvantage, in this section, we propose a novel approach
for configurable RO to significantly improve the hardware
efficiency while maximizing the PUF’s reliability. Our work
is based on the configurable structure proposed by Gao et
al. But our contribution is totally different with theirs. We
explain our One-RO-One-Bit (OROB) approach through a
motivational example. Then we compare our new approach
with the existing configurable ideas.

196

Motivational Example 2: Let us consider the 3 fastest
inverters with the 3 slowest inverters in each RO. For RO,
the total delay of the 3 fastest ones Dyqq, = 4+4+3 =11
and the total delay for the 3 slowest ones is Dgjpyp, =
8+ 7+ 6 = 21. We see a delay difference of 10 units
of time. For RO3, we have Dyqg, = 4+ 1+ 5 = 10,
Dgiow, = 7+ 745 =19, and a delay gap of 9 units of
time. All the new generated gaps are much bigger than the
gap when using all inverters. If we can create a PUF bit by
comparing the faster inverters with the slowest inverters in
the same RO, we are able to generate bits from both RO,
and ROy that are more reliable than the bit generated by
comparing RO; and RO,. More importantly, we get two
PUF bits instead of one.

In the traditional RO PUF, the bit is generated not only
by the comparison of frequencies or delays, but also two
ROs physical locations (the top one and the bottom one).
However, in our OROB approach, each bit comes out from
the same RO. There is no more top and bottom. Therefore,
we define a new bit generation mechanism using the con-
figuration vector. Consider the configurable RO architecture
shown in Fig. 1, if the configurable RO has 10 inverters,
we can choose 5 fastest ones and 5 slowest ones (we have
to choose odd numbers of inverters to make RO oscillate).
Their configuration vectors V; and V> should be comple-
mentary to each other, assuming V3= (1011011000) and Vs=
(0100100111). We can define the sub-ring containing the
first inverter (the first bit of configuration vector is ‘1’) as
the top RO, and then the other is the bottom one. So in
the example, V1 represents the top RO, and V5 represents
the bottom RO. ‘1’ can be defined if the V7 is faster than
V4, otherwise ‘0’. Compared with other existing approaches,
such as traditional pairwised RO PUF, 1-out-of-8 RO PUF,
neighbor chainwised RO PUF, our approach dominates in
both hardware efficiency and response reliability. Compared
with [22], our approach not only maintains the high relia-
bility, but also almost doubles the hardware efficiency.

As the bit is generated from the same RO, the frequencies
measurement process through counter cannot be parallelized.
Firstly, we enable the top subring subRO; using configura-
tion V. Secondly, we send the frequency value f; from
counter to secure memory. Then we enable the bottom
subring subRO4 using V5. The comparison is between the
new countered fo in the counter and the previous stored
f1 in the secure memory. People may argue the potential
information leak of storing and retrieval process of f;.
However, if the attacker knows f; through some side channel
attacks, there is no help to guess out the PUFs response
since f is totally unknown. The configuration vectors have
the spatial mapping relation with the response bits, just like
the physical location of each RO in traditional PUF. If the
attackers hack the configuration vectors, they only know
which subRO is top one which is bottom one. Exposure
of configuration vector does not detriment the security of
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PUF. To get the secrete key, they still need to run the PUF.

The configuration vectors can also have multiple usages.
Take chip/device authentication for example, we can release
the configuration vectors as a public ID of the chip/device
and keep the PUF bits as a secret or private ID. When the
chip/device needs to authenticate itself or to be authenticated
with low level of security or confidence, such public ID
can be used. The secret PUF bits will be reserved for
high security authentication applications. In this case, the
configuration vectors are also need to protect, such as being
stored in secure memory.

V. ANTI-CLONING RO PUF
A. Potential clone threat analysis

PUF is short for “Physical Unclonable Function”, whose
the most important feature is “Unclonable” obviously. But
this feature is threatened with the attack technique devel-
opment. Silicon PUFs are based on fabrication variations.
This intrinsic feature cannot be cloned atom by atom due to
the limitation of current fabrication technology. However,
instead of cloning the exactly same variations, attackers
nowadays are putting efforts on constructing the functional
clones. The functional clone refers to a clone method guar-
anteeing that the cloned PUF generates the same response
even though its structure might be very different with the
original one. This leads us to the risky place where the
“unclonable” feature is lost or weakened. The deep reason to
make functional clone possible is that we digitize the PUF’s
variations and omit its analog features. Moreover, when the
digitization process is not reliable, namely when bit flip
happens, various methods are proposed to physically enlarge
the intrinsic fabrication variation to achieve a stable digital
output. For example, optical proximity correction method
is used to make PUF information unique [18], and several
approaches have been proposed to improve the reliability
of delay-based PUF under temperature variations [7,19].
However, as a side effect, these techniques make it possible
to physically extract the PUF’s digitization results, such as
using EM emanation to capture the frequency differences
if these differences are large enough. When the digitization
information is available, cloning the PUF becomes much
simpler. In the case of RO PUF, it is trivial to build a RO
faster than the other (for example, by adjusting gate size or
threshold voltage or simply replacing it with a wire). Here
is a simple scenario to prove the feasibility of cloning RO
PUR.

Cloning Scenario: There are two pairs of RO {A, B} and
{C, D} with 5 inverters in each, generating two bits 01. This
means delay.A > delay.B, and delay.C' < delay.D. The
attackers can use the EM emanation to measure these two
relations. To clone this PUF, they can simply build A and
D with 5 inverters and build B and C with 1 inverter. The
inverter numbers’ mismatching will guarantee the clonable
PUF generate the same response with the original one.

197

B. Authentication based Anti-clone Approach

The traditional RO PUF does not have the resistance to
the above scenario. However, using configurable RO, we
can prevent or detect this potential clone threat with the
help of configuration vectors. The idea is alternated by
authentication process. Besides the secret key configuration
vector Vi, we introduce the testing vector V; for anti-
cloning purpose. Testing vector V; is carefully selected to
generate stable testing response R;. In the working phase,
V4 is configured to PUF to obtain the reliable secret key. In
detecting phase, V; is configured to PUF to achieve the test
bitstream R;. For cloning detection, we can use multiple
testing vectors. All these vectors should be very different
with each other. It is better to cover all the inverters during
the testing phase. In the cloning scenario, it could possibly
provide the same response under a specific configuration
vector. However, when using several configuration vectors,
the probability of cloning all the right responses decrease
dramatically.

The rationale of above approach is that configurable RO
can be used to generate Challenge-Response-Pairs (CRPs).
The configuration vector is the challenge. The famous 1-out-
of-8 RO PUF and [6] provide the Challenge and Response
schematics, respectively. But the sizes of their challenges
are not large enough for authentication. Configurable RO
PUF can provide enough CRPs with adequate length of
each RO. Even though configurable RO PUF can be used in
authentication field, we do not suggest it to be a conventional
authentication PUF, like arbiter PUF. People should not
get unlimited access of V;, otherwise it will suffer from
modeling attack [1]. A few carefully selected configuration
vectors are enough to reduce the cloning risk.

C. Dual Voltage based Anti-cloning Approach

The lesson we have learned in above section is that the
intrinsic fabrication variation of silicon PUFs is unclonable,
but PUF is clonable during the process of digitization
that losing the distinctive analog information. Since dig-
itization is inevitable in the digital circuit, we propose a
novel anti-cloning mechanism to extract more utilization of
PUF’s physical characters during the digitization process.
The following motivational example will illustrate how our
configurable RO PUF can use a voltage scaling scheme to
detect and thus defeat physical cloning.

Motivational Example 3: Consider the following two ROs,
each consisting of 5 inverters whose delays are:

At voltage V;:

RO, ={4,5,3,7,6} RO, ={6,3,4,7,4}

At voltage V2 (Vo < V1):

RO, ={10,12,9,13,11} RO, = {11,8,10,12,9}

As the supply voltage decreases, the delays of the inverters
increase. Because of the configurable feature, we don’t have
to use all the inverters. In this example, we can choose
the first three. At V3, delay.ROy = 4+ 5+ 3 = 12,
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delay.ROy = 6+3+4 = 13, and delay. RO, < delay.RO,.
But when we change the voltage to Vs, delay.RO;
10+ 12 4+ 9 = 31, delay.RO2 = 11 + 8 + 10 = 29, and
so delay.RO1 > delay.ROs. So if at V; the PUF output
bit is “0”, the bit will flip to “1” when the supply voltage
changes to V5. Prior to the PUF secret key generation phase,
the configuration vector of RO; and ROs is set to {11100}.
We can get bitstreams .S; and S5 under the working voltage
V1 and V5 respectively. If S; is complementary to So,
the PUF’s authenticity is confirmed. Moreover, because the
usages of controlled reversible bitstream {S7,S2} are to
verify and prevent cloning, they do not need to be exactly
complementary to each other. Majority complementary is
acceptable. The feasibility of this approach is based on the
fact that different inverter has different sensitivity of voltage.
This sensitivity variation is caused by fabrication process
variation. Ideally, the delays of inverters will change with a
function of voltage f(v,p) that has the same parameters p.
When the working voltage changes, all inverters behave the
rigorous delay changes based on f (v, p). Then PUF’s output
will keep stable. However, due to the process variation,
parameter p of each inverter varies to each other, causing
the irregular delay variations. Furthermore, the scale of
additional irregular delay variations under different voltages
is much smaller than the scale of inverter’s delay. Therefore,
the inverter number’s inequality mentioned in above cloning
scenario cannot realize this reversible feature. If the attacker
tries to clone the ROs with the same number of inverters,
any specific pair cannot be guaranteed to flip under voltage
difference, because the voltage sensitivity is uncontrollable.
More than only use delay difference as a one-dimensional
constraint, we expand the PUF’s security constraint to two
dimensions: the delay difference and voltage sensitivity
variation. Obviously, under this two-dimensional constraint,
cloning is much more infeasible.

Even though there is no theoretical proof shows that the
bits generated by ROs will flip under given voltage variation,
two features will still guarantee the effectiveness of our
dual-voltage anti-cloning approach. 1) With the configurable
feature, it is much easier to find the configuration vectors
that lead to bit flips under voltage variation. 2) Our approach
does not require all the bits to flip. Only a portion of them
is sufficient to verify the clone.

VI. EXPERIMENTAL RESULTS

We use our in-house data to validate the uniqueness and
reliability of our approach. The configurable RO PUFs are
implemented on 9 Xilinx Virtex-5 FPGA boards: 3 ML501’s,
3 ML506’s, and 3 ML510’s. The PUFs are operated at 35°C
and 70°C so that we can determine the percentage of flips
in PUF-response bit-streams under temperature variation.

Each stage (including an inverter and a multiplexer) of
the Configurable RO PUF is implemented by one Look-Up-
Table (LUT). The locations of LUTs and the measurement
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flip-flops are manually specified using Relative Location
Constraint so that we can achieve identical placement of
all Configurable RO PUFs — this helps increasing the
uniqueness and randomness of the PUF’s outputs.

A. Uniqueness of Configurable RO PUFs’ outputs

Fig. 3 shows the histograms of the inter-chip HD of
the outputs of our Configurable OROB PUFs. One special
feature of our OROB approach is that we can build even
number of inverters in one ring. But we must pick odd
number of inverter to form a subRO. In the experiments,
we build 15 inverters in every ring. The histogram shows
the inter-chip HD under 35°C. The mean HDs and standard
deviations of each histogram are 46.44%, 8.23%. The his-
togram shows that there is not a pair of FPGA boards that
produce identical or completely complementary PUF output
stream. Even though the number of FPGA boards used in
this experiment is small, this result still suggests that our
Configurable OROB PUF has near-ideal uniqueness.

Inter-chip Hamming Distance of PUF responses
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Figure 3. Pairwise Hamming distance (HD) of PUF output bits generated
on different chips.

B. Reliability

Using the delay information of inverter collected from 9
FPGA boards at 35°C and 70°C, we construct our traditional
RO PUEF, 1-out-of-8 RO PUF, neighbor-chained RO PUF,
Gao’s RO PUF and our configurable OROB PUF, with
different lengths and compare their PUF outputs’ reliability
under temperature variation. For our configurable OROB
approach, length n means that we compare |[n/2] fastest
inverters with [n/2| slowest inverters we assume n is odd.
Fig. 4 shows a quantitative comparison of the reliability of
our configurable approach and other RO PUF designs. The
average percentage of bit flips is calculated by averaging the
percentages of flips in PUF response bits of 9 FPGA boards
under temperature variation. On average, our configurable
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approach always generates more reliable PUF response bits
than traditional and neighbor-chained approaches regardless
of the length of ring oscillators.

From Fig.4, we can calculate that the average bit flip
ratio between OROB and [22]’s approach is (9.93/22.81 +
7.25/21.37 + 3.01/19.43) /3 = 0.31. This means compared
with [22], our approach reduces the bit flip rate by 69%.
The bit flips of all approaches from Fig. 4 are much higher
than the experimental results published by the corresponding
authors. It is because we implement these PUF at inverter
level, and the extra programmable circuit inside FPGA
system is very noisy. However, even under such severe
testing environment, our OROB approach still achieve very
low bit flip rate.

Average Percentage of Bit Flips vs Length
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Figure 4. The average Percentage of Bit Flips under different Length

C. Hardware Utilization on FPGA

We define the hardware utilization metric as the number of
reliable PUF response bits per one hardware unit. For FPGA
implementation, because LUTs are the most basic building
block of FPGA architecture, we can consider one LUT as
one hardware unit.It might seem that the configurable RO
uses more hardware (multiplexers) to implement than the
traditional RO, but it is not true in FPGA implementation.
Typically, one inverter is implemented in one LUT in other
RO approaches. In our approach, we implement an inverter
and the multiplexer inside one LUT. So based on the number
of response bits generated by 9 FPGA boards for each
approach, we can calculate the corresponding necessary
number of LUTs. Then we can calculate the FPGA hardware
utilization by dividing the total number of reliable bits
generated by 9 FPGA boards by the total number of LUTs.
Fig. 5 shows our quantitative comparison of the FPGA
hardware utilization between our OROB approach and other
RO PUF designs. Clearly, our approach has the second
best FPGA hardware utilization and is only outperformed
by neighbor-chained approached. Because neighbor-chained
approach generates many response bits that are dependent
due to its re-usage of ring oscillators, its security is much
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weaker and information entropy is much smaller than our
approach. Therefore, our configurable approach has the best
trade-off among reliability, hardware cost, and security and
stands out as the most attractive candidate for FPGA-based
RO PUE.

FPGA Hardware Utilization vs Length
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Figure 5. Hardware Utilization Comparison in FPGA

The hardware utilization of our OROB approach is
(0.129/0.055+0.084/0.0364-0.065,/0.027) /3 = 2.36 times
higher than [22]’s approach, which means our approach
improve the hardware utilization by 136%.

The major reason of the high hardware utilization of our
approach is that we break one RO into two subRO. To
generate response bits, we need two response cycles, because
two subROs cannot be configured at same time. However,
since the major problem of PUF is to solve the secure issues,
compared with PUFs reliability and security, the cost of
longer response time is a minor issue.

D. Dual Voltage based Anti-Cloning Approach

Because our in-house data doesn’t include the voltage
variation conditions, so we use the Virginia Tech (VT)’s
public PUF data [20] to validate this anti-cloning approach.
Although the data consists of only frequencies in RO level,
we can build each RO composed of an odd number of
small ROs. The frequencies of small ROs are come from
the VTs data. Because we use the reverse pattern to detect a
physically cloned PUF, we want the pattern to be reliable so
we define a threshold R;j. If the delay difference between
two subROs is bigger than R, at both V; and V5, and the
responses at V1 and V5 are different, we will consider it as a
reliable flip and use it for anti-cloning; otherwise we cannot
use it.

Table 1 shows the flipping patterns for five XC3SS00E
FPGA boards from VT data. The 2nd columns are the
PUF secret bits in hexadecimal generated at normal supply
voltage 1.2V. The 3rd column shows the PUF secret bits
under 1.44V. If we convert the hexadecimal data into binary,
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Chip PUF data PUF data Flipping
1D at 1.2V at 1.44V rate (%)
D059546  59F4A484 A2585843 68.75
D113702  2DE8523E C789604E 43.75
D113938 D2225B59 D87ADBDD 25.00
D225158  182C25ED C07CA419 40.63
D225159  48C85CCS5 BAO7FA93 59.38
Table 1

FLIPPING PATTERN

we can clearly see that the data in 3rd column is much
different with the data in 2nd. The 4th column is computed
by dividing the number of bit flips at 1.44V by the number
of secret bits. The average flip rate of these 5 chips is 47.5%.
This means the testing voltage will generate the bitstream
with 47.5% HD compared with the normal working voltage.
This makes cloning very difficult. A straightforward way to
detect a clone is following: (1) set the voltage to 1.2V and
get the PUF secret bits Ry; (2) set the voltage to 1.44V
and get the PUF response bits Ro, and finally; (3) check
whether some certain bits in Ry will flip compared with R;.
If yes, the PUF is genuine; otherwise it is a physical clone.
This result shows the feasibility of finding the configuration
vectors that yields a high flipping rate to detect a physically
cloned PUF.

CONCLUSION

In this paper, we propose a novel PUF schematic that
configures the RO after fabrication based on the real inverter
delay measurement. Compared to existing RO PUF designs,
our method generates more PUF secrets bits which are
more reliable in the presence of environment variation. Also
our approach enhances the RO PUF’s resistance against
existing physical cloning attack by utilizing the inverters’
voltage sensitivity. All of our proposed approaches have been
validated by experiments on our in-house data and public RO
PUF data.
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ABSTRACT

Silicon Physical Unclonable Function (PUF) is arguably the most
promising hardware security primitive. In particular, PUFs that are
capable of generating a large amount of challenge response pairs
(CRPs) can be used in many security applications. However, these
CRPs can also be exploited by machine learning attacks to model
the PUF and predict its response. In this paper, we first show that,
based on data in the public domain, two popular PUFs that can
generate CRPs (i.e., arbiter PUF and reconfigurable ring oscillator
(RO) PUF) can be broken by simple logistic regression (LR) attack
with about 99% accuracy. We then propose a feedback structure to
XOR the PUF response with the challenge and challenge the PUF
again to generate the response. Results show that this successfully
reduces LR’s learning accuracy to the lower 50%, but artificial neu-
ral network (ANN) learning attack still has an 80% success rate.
Therefore, we propose a configurable ring oscillator based dual-
mode PUF which works with both odd number of inverters (like
the reconfigurable RO PUF) and even number of inverters (like a
bistable ring (BR) PUF). Since currently there are no known attacks
that can model both RO PUF and BR PUF, the dual-mode PUF will
be resistant to modeling attacks as long as we can hide its work-
ing mode from the attackers, which we achieve with two practical
methods. Finally, we implement the proposed dual-mode PUF on
Nexys 4 FPGA boards and collect real measurement to show that it
reduces the learning accuracy of LR and ANN to the mid-50% and
low 60%, respectively. In addition, it meets the PUF requirements
of uniqueness, randomness, and robustness.
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1 INTRODUCTION

Physical Unclonable Functions (PUFs) have been widely accepted
as a promising hardware security primitive and recently adopted in
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many security applications such as hardware fingerprinting and au-
thentication, secure key generation, and secure storage for ciphers.
One of the most important features of PUF is that it can map chal-
lenges (inputs) to responses (outputs) based on the intrinsic physical
variation in the hardware devices. The properties of unclonability
and unpredictability among others give PUFs certain advantages
over conventional cryptography based solutions in many security
applications, in particular on systems where computing, power, and
storage resources are limited.

There are three representative PUFs that can generate challenge-
response pairs (CRPs) exponential to the number of bits in the
challenges: the classic arbiter PUFs [1] where the challenge de-
termines the delay paths, the reconfigurable ring oscillator (RO)
PUFs [2] where the challenge determines whether the inverter in
each stage will be included in the delay path, and the bistable ring
PUF [3] which can generate a stable random bit based on the chal-
lenge applied to each of its stage. However, due to the fact that
the exponential number of CRPs in these PUFs are generated from
hardware units (such as MUXes and inverters) that are linear to
the number of bits in the challenge, it is not surprising that they
are facing severe threats from (machine) learning based attacks. In
such modeling attacks, the attackers can utilize a subset of CRPs to
build mathematical models for the PUF and then use the model to
predict the response of the other challenges thus breaking the PUF.
Arbiter PUFs and reconfigurable RO PUFs are vulnerable to linear
learning techniques such as logistic regression (LR) [4-6] and the
bistable ring PUF can be broken by differential and linear analysis
[7].

Our goal is to seek novel PUF structures that are highly resis-
tant to machine learning attacks based on both linear models and
non-linear models. This paper makes the following contributions
towards achieving this goal:

(1) We apply the machine learning attacks on conventional ar-
biter PUF and RO PUF. Both the linear model based attack
(Logistic regression, LR) and the non-linear model based
attack (artificial neural network, ANN) can break the PUFs
with about 99% accuracy.

(2) We introduce a feedback structure in the PUF where we
perform bitwise XOR of the challenge and its response and
use the result as input to challenge the PUF again in order
to create the real response. This hides the direct relationship
between challenge and real response because the attacker
cannot observe the first response. This approach successfully
reduces LR’s learning ability to the low 50%, but ANN’s
learning accuracy is still above the 80%.

(3) We propose a novel dual-mode feedback PUF on the recon-
figurable RO-PUF platform which can behave as either an
RO PUF or a bistable ring PUF to confuse the attacker. We
implement the dual-mode PUF on FPGA and the measured
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data show that we are able to reduce the learning accuracy
of LR to the mid-50% and that of the ANN to the low 60%.

(4) We evaluate the quality of the proposed dual-mode PUF in
terms of randomness, uniqueness, and reliability (against
temperature changes). The results based on real FPGA chip
measurement show that the dual-mode PUF meets all these
requirements.

The remainder of the paper is organized as follows: Section 2
introduces the related PUF designs and their vulnerability to model-
ing attacks; Section 3 presents the proposed design of configurable
dual-mode PUF. In addition, the challenge obfuscation and masking
schemes are introduced in this section; Section 4 provides the exper-
imental results for the modeling attack and demonstrates that the
dual-mode PUF could resist the state-of-art modeling attacks. Sec-
tion 5 presents the quality analysis of the innovated PUF structure,
and then Section 6 concludes this paper.

2 PUF DESIGNS AND THEIR
VULNERABILITY TO MODELING ATTACKS

For machine learning attacks, it is necessary to collect reasonably
amount of training data. Therefore, in this section, we briefly dis-
cuss PUFs capable of generating large amount of CRPs and their
vulnerability to modeling attacks.

2.1 Arbiter PUF and basics of modeling attack

The classic arbiter PUF [1] consists of two MUX arrays, at each
stage of the array there are two MUXes, both connecting to the two
MUZXes in the next stage. Two signals start from the two MUXes in
the first stage simultaneously and choose their path according to the
value of the selection bit to the MUX in each stage. These selection
bits are known as challenge. Due to manufacture variation, the two
signal will not go through the last stage at the same time and this
delay discrepancy defines a PUF bit, which is called response.

In a modeling attack, the input of the training data is the chal-
lenge of PUF: C = ¢ - - - ¢; and the label will be the 1-bit response
r € {0, 1}. The arbiter PUF could be modeled as a linear additive
model since a response bit is generated based on the summation
of delay segment in each stage depending on the challenge C[4, 5].
The delay difference A can be expressed as

A=w'® (1)

where w is the delay vector for each of the segment in the arbiter
PUF structure and @ is the following function of the k-bit challenge
C

®(C) = (@'(C), ..., ok (), )T ()

where &/(C) = [—[fzj(l —2¢;) for j = 1, ...,k (Note: different types
of PUF would have different ® function to map a challenge C to a
real value). If A > 0, the response bit r will be ‘1. Otherwise, r will
be ‘0.

The goal of a machine learning attacker is to find out an estimate
of w that can represent the actual delay vector of physical PUF
structure. With sufficient number of CRPs, the delay information w
of each stage in the arbiter PUF can be learned with high accuracy
[4, 8, 9]. Now the general assumption is that such attack requires
less than 10% of the total number of CRPs [10].
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There are several methods proposed to resist the modeling at-
tacks on PUFs. One solution is to complicate the modeling attack
by altering the PUF structure and reducing the correlation between
challenges and responses, e.g., the XOR-mixed PUF [5] and the
twisted PUF [11]. These attempts provide some modest defenses
over the linear learning algorithm; however, simply adding non-
linearity in the PUF structure cannot defend more powerful learning
techniques that could solve non-linear classifications.

Another efficient approach to confuse the adversary is to in-
troduce redundancy in the challenges[12]. In this approach, the
challenges are obfuscated either by adding another redundant chal-
lenge or by padding some unused bits in the original challenge
in order to hide the real challenge from the adversary. This will
definitely increase hardware cost in both the PUF instance and
the authentication server. Also, it will cause longer response time
as both the PUF and the server need a pre-processing procedure
before the authentication.

2.2 Reconfigurable RO PUF and Bistable PUF

The original RO PUF uses the delay difference between two ring
oscillators with an odd number of inverters to create one bit of
information. Its main application is to generate a secret key and
does not support CRPs. Modification to the RO PUF structure has
been proposed to enable CRP, for example, by having two invert-
ers at each stage and use the challenge bit to select one. In the
highly flexible reconfigurable RO PUF, a selection bit decides at
each stage whether the inverter will be included in the RO. Thus
different challenges, which are called configuration vectors, may
result in different response [2, 13]. Delay in the reconfigurable RO
PUF structure could be mapped as linear additive functions, which
demonstrate vulnerabilities to machine learning methods.

The concept of bistable ring PUF (BR PUF) was proposed in [3]
where even number of inverters are connected from head to tail
to force it into two arbitrary Boolean states, logic 0 or logic 1. The
security evaluation of BR PUF has been studied in [11], where the
resilience of BR PUF against modeling attacks is evaluated and it
is stated that a possible mapping relationship between challenge
and response may cause the PUF response to be predictable. Fur-
thermore, it shows that the alternative twisted bistable rings PUF
(TBR PUF) is immune to learning algorithms. However, it still leaks
some correlations between the challenges and the final stable states,
which could be learned by specific learning strategy.

Our proposed dual-mode PUF design is developed based on the
architecture of the reconfigurable RO PUF but allow the use of an
even number of inverters to provide features of bistable ring PUF.
Thus, depending on the challenge (i.e. the configuration vector),
the dual-mode PUF may work either as an RO PUF or as a BR
PUF. Because these are two different types of PUF and existing
machine learning models to attack them are different (to the best
of our knowledge, there has not been any efficient model reported
working for both the delay ring and bistable ring), it will be very
challenging for model-based attacks to break the proposed dual-
mode PUF.
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3 DESIGN OF DUAL-MODE PUF

In the following, we will first discuss the design of unit cell and
propose our dual mode topology. Then we will introduce the tech-
nique applied in the dual mode PUF design to thwart the modeling
attacks.

Ck

counter

0 state reg

=\ Ouputor i
Ck
1
counter

0 state reg

Figure 1: The architecture of K-stage reconfigurable dual-
mode PUF, a single delay element is marked in shaded box

3.1 Dual-mode PUF structure

As shown in Fig.1, the basic delay element which consists of an
inverter and a multiplexer has been placed in parallel and connected
from head to tail. The corresponding challenge bit of stage i is c;
which controls the inverter to be selected or not. If the selection bit
is “17, the delay of this stage would be dpath1 = dmux+dino+dwire;
otherwise, the delay of the inverter would not be included and the
delay would be dpatho =dmux + dwire-

By connecting the basic delay element, we build the dual mode
configurable PUF. Unlike those delay based RO-PUFs, which require
odd number inverters in the chain to guarantee the oscillation, our
new design would work on both odd and even number inverters.
More precisely, the working mode of our PUF depends on the parity
of the challenge as shown in Fig.1. For the odd mode, the circuit
drawn in a rectangular box works as a counter which counts the
oscillating frequency, and the circular shape module represents
a comparator which compares the frequency and generates 1-bit
response based on the difference. For the even mode, the function-
ality of the rectangular box is a state register which stores the
stable state is whether 5 (0101) or A (1010). The following mod-
ule is an exclusive-or function generates 1-bit response from two
separated rings to make the even structure compatible to the odd
structure. Moreover, the exclusive-or (XOR) logic has the linearly
non-separable attribute, which would offering intrinsic resilience
to linear machine learning attacks. In addition, the output of XOR
logic is of uniform distribution as long as one of the inputs is uni-
formly distributed. Therefore, XOR logic gate standouts other logics
like AND, OR, etc. in our design.

3.2 Overcoming the learning vulnerability of
bistable ring

Our basic delay element shown in Fig.1 has some significant changes

compared to the bistable ring shown in Fig.2. First, we only de-

ploy one inverter and the compared delay path as pathy is gener-

ated by the intrinsic delay of the wire and the MUX. Compared to
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the bistable ring, we get rid of the duplicated inverter and the de-
multiplexer for each stage which could definitely save the hardware
cost.

Besides, our design overcomes the modeling attack vulnerability
of bi-stable ring discussed in [7]. In the traditional bistable ring, the
driving behavior of one fixed inverter is compared to the inverter
in the adjacent stage. With this assumption, the author defined
the difference between the pull-up and pull-down capability of the
inverter as strength t; for the ith stage. And all the even stages will
contribute toward the positive response as t;, the odd stages will
contribute toward the strength as —t;. Thus the attacker can model
the competition behavior based on the strength of each stage.

}.
}.

Figure 2: Delay element of bistable ring PUF

/.

MUX DeMUX

However, this model would not work in our dual mode design
because we do not fix the odd stages to be pull-up and the even
stages to be pull-down. On the contrary, each stage in our design
could either be the pull-up or pull-down determined by the input
challenges. When the selection bit for this stage is 0, the inverter in
this stage would be bypassed and the input signal would directly
drive on the next selected inverter. This could avoid the fixed ad-
jacent “strong-weak” pattern in the bistable ring. Moreover, the
connecting wires and the MUXs could influence on the output re-
sistance of the inverter which indeed impacts the driving capability
of it. All of the aspects make it infeasible to accurately model the
behavior of our new design of bistable ring by the pull-up and
pull-down strength.

3.3 Hiding the working mode by challenge
obfuscation and masking

The work mode of the dual-mode PUF is purely determined by the
parity of the input challenge. If the adversary could learn the parity
of challenge in advance, he may build two separate models for the
dual-mode PUF and the complexity of learning the PUF would be
halved. Here, we designed two mechanisms to hide the working
mode of our dual mode PUF to mitigate the security concern as the
adversary could know the parity of the challenges.

3.3.1 Challenge obfuscation. Fig. 3 shows the flow chart of our
challenge obfuscating and masking approaches. The original chal-
lenge C would pass the challenge obfuscated circuit first, and sev-
eral bits of C are modified to make the parity of the new generated
challenge C’ is unknown to the adversary. As a result of this, the at-
tacker cannot build separate learning models even though he knows
how the dual mode PUF works. Note that the challenge obfuscation
circuit is built with the PUF instance in hardware; there is no I/O
ports for the adversary to acquire the new generated challenge C’.
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Obfuscation
circuit

iy Wait for the
oscillation
stable state
frequency

| |
| |
| Count for the |
| |
| |
| |

i++, XOR with
challenge
C"=C*"XOR R’

Figure 3: The flow chart of two-round Dual mode PUF illus-
trating the challenge obfuscation and masking

A 16-bit challenge case is shown in Fig.4. The input challenge
is divided into 4 parts (the length of the challenge is the multiple
of 4). We determinatively choose one bit from each part (colored
in yellow), and generate the boolean value by bitwise AND or OR
operation. Next, we assign the new boolean value to the selected
positions (e.g. bit 8 and bit 9 in this example). The goal for this
challenge obfuscation is to confuse the adversary on the parity
of the challenge. Even though some bits are unchanged from the
original challenge after the obfuscation, this would not hamper the
effect we expect. We conduct statistical analysis on our obfuscation
mechanism and results show that for both even and odd inputs, the
parity flip rate is 0.5 which is as the same as random flip rate.

C(9)=C(6) OR C(16)

Bit position 1 2 3 4 10 11 12§13 14 15 16

Challenge [T | | [T 1 IIII [T 11

C(8)=C(1) AND C(11)

Figure 4: Challenge obfuscation example, when the chal-
lenge bit is 16 and each sub-block has 4 bits

3.3.2  Challenge masking. From the first step, the obfuscation
circuit successfully hides the parity of the input challenge but some
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bits of are still exposed to the attacker. It is necessary to find an
approach to hide the input pattern from the malicious attackers
without hampering the PUF property. Thus, we design a two-round
masking scheme to conceal the input challenge to the adversary
shown in Fig. 3. In the first round, the challenge after the obfuscation
circuit C” would input to the PUF directly and the same length
output is generated as R” = PUF(C’) , where we place the same
number of rings to keep the length of output unchanged. Then, the
response R’ would be exclusive-or with the input challenge C’ in
obtaining a new challenge as C”/ = C’ @ R’ which is the input to
the PUF in the second round. This procedure masks the challenge
of the second round which not only conceals the parity but also
hides the relationship of challenge and response to the attacker. The
intermediate result R” and C” would input to the PUF in the next
step immediately, thus leaving no time for the attacker to intercept
them. Therefore, the adversary can only use the input challenge
with two-round response (C, R) to train a model. The direct additive
relationships between challenge and response pairs are confused
by the XOR function and the two-round iteration. The intermediate
responses are required in order to derive the final response, but the
intermediate results are invisible. Hence, those CRPs leak limited
information to an adversary in modeling the PUF.

After implementing the challenge obfuscation and masking, the
adversary faces a big challenge to find out the appropriate model
for the PUF. Since the parity of the input challenges is hidden to the
adversary, he can only randomly guess the combination of work
mode of the PUF from 4 possible patterns: odd-odd, odd-even, even-
odd and even-even. However, the adversary has no knowledge on
how to distinguish the CRPs from the four patterns. If he arbitrary
choose one mode, there are 3/4 noise CRPs which he could not
figure out. We will theoretically prove the upper bound of the
prediction of accuracy in the following. It has been demonstrated
that a relationship between machine learning complexity and noise
of input labels is subject to the noise bit corruption rate  , where
a value of = 0 means that none of the labels are corrupted, and
n = 0.5 means that values are completely corrupted by random
noise.

The adversary can guess, among all the candidate mode, given
an incoming CRP, the adversary can have 1/D chance to guess the
correct working mode. In our case, for two-round dual mode PUF,
as D=2, the successful rate of the guess would be 1/D x 1/D = 1/4.
We define the mode uncertainty for one step would be as ¢,(D) =
1—1/D . Thus, for the dual mode PUF the mode uncertainty would
be 1-1/4=3/4. Besides, we assume that the learning noise for a certain
mode would be 7, , and the learning noise after apply the working
mode uncertainty would be

Nna(n) = 1= [eu(D) - ne(n) + (1 = eu(D)) - (1 = ne(n))] ~ (3)
We can get the noise of input labels by experiment and plug into
the equation to get the bound for the final noise level. By plugging
the noise level of 0.046 from experiment [14], the noise after two

rounds would be a level of 0.273, and the advantages would grows
with D.

4 EXPERIMENTAL RESULTS

We choose the most representative two methods (LR and ANN) to
test our dual-mode PUF design. To make a comparison, we also
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Figure 5: Results of modeling attack (logistic regression) on
(a) RO PUF, (b) Arbiter PUF, and (c) Dual mode PUF with
2000 CRPs (d) Dual mode PUF with 5000 CRPs

test the traditional arbiter PUF and RO-PUF by the same learning
algorithms. Also, we will verify the potential of anti-modeling on
different proposed dual-mode PUF structures.

4.1 Results from logistic regression

4.1.1 Test results on a single pair of ROs. We first test a single
pair of RO with different stage size as 16, 32, 64, 128. The CRPs for
arbiter and RO-PUF are from the simulated data. Paper [5] demon-
strates that modeling attacks would work both on simulated and
silicon data, and the only difference is that the results on simulated
data are noise free. However, by using more CRPs in training stage,
results from the real silicon could achieve the same accuracy rate
(e.g., 99%) compare to the simulated data.

The logistic regression attack results for three kinds of PUFs
are shown in Fig.5. We sweep the training size from 10 to 2000
for the traditional arbiter and RO-PUFs and enlarge it to 5000 for
our dual-mode PUF. The y-axis represents the learning accuracy
rate and the maximum value is 1 which means the PUF responses
can be completely predicted. For ideal learning resistant case, the
accuracy should be around 0.5, meaning that the machine learning
prediction is no better than the random guess.

It can be seen in Fig.5 (a) and (b) the learning rates are near 1
(100%) when the training set is around 2000 which indicates that
the logistic regression successfully models the arbiter and RO-PUF.
The learning accuracy got from the dual mode PUF is dramatically
different from the above, shown in the 5 (c). The learning rate is
oscillating around 0.55 nearing the randomly guess rate. More-
over, even we enlarge the training set to 5000 shown in the Fig. 5
(d)(nearly double size we used for delay based PUFs), the predica-
tion rates has no trend in increasing. From the results summarized
above, it is confident to conclude that our dual mode PUF could
resist the logistic regression learning attack.
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4.1.2  Test results on PUF array. Further, we apply the attack
method on PUF array structure in section 3.3. As discussed before,
the attacker may group the challenge based on its parity and build
different learning models separately. To solve this problem, we
propose the array structure to break the linear relationship of the
challenge and response as discussed in section 3.3. We place in total
32 ring instances on the FPGA and each ring consists 32 stages. We
name this structure as (32,32) PUF array. To keep consistent, the
single pair of ROs we studied above is named as (32,1) structure.

The array structure masks the actual challenge of the second
round C”’ by the first round response R’ as C”” = C’ @ R’. We
choose XOR function because it could add resilience to the linear
learning model. As a result of this, the learning accuracy rate shown
in Table 1 goes down to around 0.5 when using logistic regression
to model the masked PUF arrays. To make a comparison, we also
list the attack result of a single pair of 32-bit ROs shown in the
table as (32,1). Results from the Table 1 shows that the logistic re-
gression method fails in modeling the array structure. The reason
is because LR is a linear learning algorithm and only works for
the linear separable models. The masking method applied on the
input challenges introduces the intrinsic non-linearity, thus making
the logistic regression ineffective. However, the state-of-art neu-
ral network could overcome the limitation of the linear learning
algorithms. Therefore, we also test the same array structure design
under the neural network based learning method.

4.2 Results from neural network

The ANN method could model non-linearity based on the multilayer
network structure and the non-linear activation function. The ANN
learning network structure we used in the experiment is a 2-layer
MLP with 40 nodes in each layer. The learning results from the
ANN method are shown on the right side of Table 1. We observe
that the ANN method greatly improves the learning rate for the
arbiter PUF and RO PUF, but still fails to learn the dual-mode PUF.

Table 1: Attack results for three type of PUFs

Type LR ANN
(32,32) | (32,1) | (32,32) | (32,1)
Arbiter PUF 0.5132 | 0.9851 | 0.8192 | 0.9933
RO PUF 0.5009 | 0.9906 | 0.8132 | 0.9982
Dual Mode PUF || 0.5404 | 0.5580 | 0.6162 | 0.6105

5 PUF QUALITY ANALYSIS

In this section, we evaluate the quality of the two kind of implemen-
tations for the dual-mode PUF: one is the single pair of ROs which
has 16 bit, 32 bit, 64 bit and 128 bit challenge width respectively;
the other is the array structure, where n pairs of dual-mode rings (n
delay elements for each) are placed and the length of the controlled
configurable bit is chosen as n = 16, 32.

We evaluate the uniformity(randomness of the output) of a sin-
gle pair RO based on the response collected from FPGA board. The
uniformity checks the distribution of “0” and “1” under different
configuration inputs. The good PUF should have the ideal value
of 0.5 as uniformly distributed. The results of uniformity per bit
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under 50000 random selected challenges are shown in the table 2.
We further examine the same statistical properties of the (16,16)
and (32,32) PUF arrays. Results show that conducting XOR on the
intermediate response will have extra good effects on the unifor-
mity. This is because the output of XOR gate would have uniform
distribution if the input is uniformly distributed. From the results
in Table 2, we could observe that the (32,32) array has better prop-
erties in uniformity, which makes it as a good candidate in real
applications. The slight bias from the ideal value (0.5) might be
caused by multiple reasons. First, since we use the data acquired
from the FPGA board, factors such as the disturbance from FPGA
surrounding logics and the noise could drift the response, this phe-
nomenon has also been observed in the FPGA based PUFs [15]. As
lots of effective solutions have been discussed in the literature to
solve this [16], this problem is not the key point we should follow
in our paper.

Table 2: Statistical evaluation on the dual mode PUF with
50K CRPs

16
0.4108

32
0.4465

64
0.4874

128
0.4923

(16,16)
0.4377

(32,32)
0.4765

Type
Uniformity

To analyze the reliability of our dual-mode PUFs, we also test
the 32-bit PUF instance at several different temperatures from 0°C
to 65°C. Taking the CRPs measured at 25°C as the reference, we
calculated the average bit flip rates under each temperature. Fig 6
shows the results got from different temperatures, which confirms
the temperature sensitivity observed in others’ implementations
[3]. However, the temperature sensitivity of PUFs has already been
solved either by error correction [17] or by the extended authen-
tication protocol for environmental-condition-sensitive PUFs[18].
We could take use of those techniques to overcome the reliability
drawback of our dual-mode PUF.
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Figure 6: Reliability of dual mode PUF

6 CONCLUSION

Modeling attack is one of the most powerful threats to the PUF
based security applications. In this paper, we propose such a PUF
design based on both the delay-based PUF and the memory-based
PUF which could work effectively in defending the modeling attacks.
We implemented the PUF design on the Nexys 4 FPGA board and
collected real challenge-response pairs from the board. We tested
the learning results using those data and it demonstrated that our
design could successfully resist the modeling attacks.
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A Silicon PUF Based Entropy Pump
Qian Wang™ and Gang Qu

Abstract—The security level of many cryptographic protocols and secure systems is determined by the strength of the cryptographic
keys, which can be measured by entropy. Finding an entropy source that can generate secure keys with high entropy is a very
challenging problem and it is normally associated with high cost. Instead of looking for a low-cost entropy source, we study in this article
how to improve the entropy generated by a low-entropy source. Unlike the existing approaches based on hash function or cryptographic
protocols, our solution leverages the intrinsic randomness in physical properties such as silicon physical unclonable functions (PUFs).
Silicon PUF is a piece of circuitry that can capture certain intrinsic on-chip variations that were introduced during the chip fabrication
process. It is generally believed that such variations are random and unpredictable. In this article, we demonstrate that the silicon PUF
can be used as an effective entropy pump to boost low-entropy keys. Our approach is based on a recently developed highly flexible ring
oscillator (RO) PUF. When we use the low-entropy key to configure the RO PUF, we find that the corresponding PUF response exhibits
higher entropy, which means that the key’s entropy has been improved. We implement our design on Nexys 4 Artix-7 FPGA board and
demonstrate that the configurable PUF structure can successfully enhance the entropy of input keys. Compared to the other entropy

enhancement methods, our PUF based entropy pump has the lowest hardware cost. Moreover, we apply this in a password
enhancement application to provide robust high entropy passwords that can resist attacks such as the pre-compute attack.

Index Terms—Silicon PUF, entropy, cryptographic keys, password enhancement

1 INTRODUCTION

THE importance of entropy to information security can be
seen as it is a standard metric for the randomness of
cryptographic keys [1]. Pseudorandom number generators
(PRNGs) are commonly used to generate keys, but the
sequence of numbers they generate is deterministic and can
be traced predictably to the seed. Thus PRNGs must be
seeded with sufficient entropy from a reliable source [2].
Entropy sources that provide true randomness are usually
based on non-deterministic physical processes, such as ring
oscillators, unpredictable events, human-driven mouse
movements or keyboard stroke timings. However, these sour-
ces often provide a limited amount of unpredictability or low
entropy. The development of quantum information science
offers high entropy sources built on photonic and atomic
qubits where the randomness depends on quantum effects in
physics. But the cost of implementing silicon quantum wire
arrays to test the quantum phenomenon is extremely expen-
sive compared to the traditional way to collect entropy [3].
The goal of this article is to develop a low-cost platform to
enhance the entropy of keys generated from low entropy
sources so they can be used for security applications. Unlike
the existing approaches that rely on encryption, hash func-
tion, or information-theoretic techniques [4], [5], we propose
to leverage the intrinsic randomness of physical features in
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the system and we demonstrate this through the example of
silicon physical unclonable function (PUF).

PUF is a kind of innovative circuits that can extract the fab-
rication variation from hardware characteristics of integrated
circuits (ICs) during its manufacture process [6], [7]. Due to its
properties of low-power, small area, unpredictability, and
unclonability, PUF-enabled secure architectures have been
proposed for the authentication of individual ICs and the gen-
eration of volatile secret keys for cryptographic operations,
which are best suited for the Internet of Things (IoT) appli-
cations where resources are extremely constrained. In this
article, we study how PUF can be used as an entropy pump to
boost the entropy of cryptographic keys.

The output of an entropy source often passes through a
pseudorandom function (PRF) conditioner, such as a hash
function or a block cipher, to distribute entropy uniformly
across the bits of outputs samples. However, the hash func-
tion has some limitations when using to distribute entropy, as
the main drawback of those algorithms is that the attacker
could pre-compute the hash values for the input seed [8].
Such attacks always exist in the password system, because the
password system only stores the hash value of the password.
Therefore, an attacker can pre-compute the hash values for
common passwords variants. This enables a very quick recov-
ery of passwords whose length is short. As an example of our
proposed system, we demonstrate how our silicon PUF based
entropy pump can resist such rainbow attacks. The proposed
PUF based entropy pump uses the ring oscillator PUF, instead
of the hash function, to build a password system. First of all,
the embedded randomness of the PUF could serve as a secu-
rity enhancer which could pump the entropy source, thus
offering security applications with higher entropy. For
example, in the key generation procedure, higher entropy
source could provide corresponding higher security level of
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keys thus lower the risks for entropy loss in the repetition
code configurations. Second, the physical properties also
assemble the PUF with uniqueness between different devices
which could be utilized in the authentication. For example, if
the attacker pre-computes the passwords on one device, the
pre-computed table will become useless for other devices,
which significantly hinders the attacker’s ability to implement
attacks on a large number of devices of the same type.

We propose a novel configurable PUF structure to
achieve the goal to enhance the entropy of the input source.
To make our proposed PUF robust, we choose to implement
flexible configuration delay based RO PUF and develop the
robust inverter selection algorithms to assist our hardware
structure. We develop three mapping strategies to select an
odd number inverters out of the chain to oscillate. Our
structure works for different input cases (from low entropy
to high entropy). And we test the entropy results both in
simulation environment and on FPGA board. To demon-
strate our PUF based structure works for real-world appli-
cation, we develop the password strength machine and
prototype it in hardware.

In summary, this
contributions:

presents the following

paper

(1) We design and implement the entropy enhancer
based on the RO PUF. As a part of our imple-
mentation, we also show how to use intrinsic varia-
tion of PUF to enhance the entropy of source and
achieve security applications.

(2)  We study the trade-off between randomness and
stability of the configurable RO PUF under different
temperatures. Based on this, we propose a modified
structure which provides stability at the cost of los-
ing some amount of entropy (around 0.08 on aver-
age). We show an application uses the response of
our PUF scheme to enhance the password’s strength.
This scheme would play an important role in secu-
rity applications such as IoT authentications where
the devices are deployed in temperature changing
environments.

2 PRELIMINARIES

2.1 RO PUF and Configurable RO PUF

PUF is a lightweight hardware primitive which exploits the
inherent manufacturing variations to generate unclonable
secrets. The RO PUF is one of the popular PUF designs that
leverages the delay difference of two ring oscillators [7]. An
RO is a device composed of an odd number of inverters,
whose output oscillates between two voltage levels in a
fixed frequency. One secret bit can be generated from a pair
of ROs by comparing their frequencies and the bit is consid-
ered as random and not predictable because the delay
distribution is random due to the fabrication variation. The
single component generating the delay is usually called
delay element or stage which has inverters or other logic
gates. The name as k-stage PUF refers to the structure who
has k delay elements for a single RO ring.

The notion of reconfigurability in RO PUF has been intro-
duced by Maiti et al. [9]. In their approach, at each stage of
the RO, they place two inverters and use a multiplexer
(MUX) to select one to form the RO. Gao et al. [10] improve
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this design by using only one inverter in each stage and
replacing the other inverter by wire. The input configurable
bit actually controls the multiplexer thus the selection. If the
selection bit is ‘1, the corresponding inverter in the stage
would be used in the ring; if the selection bit is ‘0’, the
inverter will be disconnected and the signal will pass
through the wire. In this article, we explore a new applica-
tion of the configurable RO PUF in boosting the entropy of
the input bit-stream.

2.2 Definition of Entropy

Entropy in information theory is defined as the function of
probability distribution which is a measurement of the
unpredictability of information content [11]. The entropy of
a random variable X with probability mass function Pr(x)
is defined by:

H(X) == Pr(z)log, Pr(x). 1)

For a random variable X with binary outcomes (0 or 1), if it
is distributed uniformly, the entropy H(X) should be 1. The
conditional entropy is:

H(X[Y) ==Y Pr(Y = y)H(X[y). @)
yeY
The joint entropy is:
HX)Y)=- Z Z Pr(z,y)log Pr(z,y). 3)
reX yeY

The chain rule of entropy based on conditional entropy and
joint entropy is:

H(X,Y) = H(X) + H(Y|X). (4)

More generally the entropy of a collection of random varia-
bles is the sum of the conditional entropy:

H(X1, X,y X)) = Y H(Xi| X 1,0, X1). ®)
i=1
By the chain rule of entropy, we have the following inequal-

ity property for joint entropy:

T

H(X1, Xo, .., Xo) < S H(X). (6)

=1

This becomes an equality if and only if X; are independent.
We will utilize this equality to calculate the joint entropy.
The entropy definitions discussed above are all Shannon
entropy. In the analysis of cryptographic constructions,
min-entropy is also widely used as the most conservative
way to measure the unpredictability of a set of outcomes.
Formally, the min-entropy for a random variable X is:

H,in(X) = —logs (max,cx Pr(X = z)). (7

In this paper, without specific mention, we use Shannon
Entropy.

Py
Authorized licensed use limited to: University of Maryland College Park. Downloaded on May 30,2023 at 04:26:56 UTC from IEEE Xplore. Restrictions apply.



404 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING,

First Phase Selection Bit:
1011...01
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Second Phase Selection Bit:
110...1

Fig. 1. Architecture of the two-phase configurable RO (The bold line shows the selection path in this configuration bit.).

2.3 Entropy of PUF

The concept of PUF entropy was introduced to measure the
unpredictability of PUF readouts [12]. In [13], the author
introduced several methods to model PUF and provided an
approach for entropy estimations. Paper [14] derived the
tight upper bounds on the min-entropy of several PUFs
including the RO PUF. We will refer their conclusion to sup-
port the entropy enhancement for our approach. More spe-
cifically, a relationship between the stage m of PUF and
min-entropy provided by the PUF is proved in the paper.
As the formula shows when m is odd,

(m—3)/2 .
H(X) < —log2<% <1—,/m71 > ()22(71)'))) ®)
o (1)"(4m

i—

Based on this inequality, we can calculate that a 63-bit input
PUF could generate around 200 bits output entropy and the
127-bit input would generate around 500 bits of entropy. This
implies that output entropy from PUF has the potential to be
much higher than the entropy of the challenge input, which
motivates our work on using RO PUF to enhance entropy.

3 DESIGN oF NovEL RO PUF STRUCTURE

Our proposed configurable RO structure is derived from the
basic RO PUF concept by adding the multiplexer to make the
inverters selectable, as shown in Fig. 1. Notice that we only
draw one ring in the figure for simplicity, although the RO
PUF has two parallel rings. The motivation of our design is to
build an entropy booster on the proposed oscillated rings.
Thus, our design has some significant differences from the
basic RO PUF. For instance, we come up with a new selection
method for the configurable input to make the output ran-
dom, as well as to improve the output entropy eventually.
Unlike the configurable RO PUF design in [10] which is to
make the response stable, our design aims to extract the
uncertainty in the PUF output and utilize this on the security
primitive. Such a design needs the delay difference of inver-
ters to be small to have a high uncertainty. To achieve this
purpose, we propose two phases of configuration for the RO,
which is illustrated in Fig. 1 and explained in the following.

3.1 First Phase Design: Inverter Selection Method

The first phase design strategy of the PUF is to select inver-
ters from the ring which have small delay variation. In [10],
the authors choose those inverters which have the largest
delay difference to guarantee the stability of the output
when the environmental conditions change. However, our
strategy goes in the opposite direction as to select inverters

potentially in providing randomness of the PUF output.
This requirement drives us to select those inverters making
the delay differences of the two rings small. By doing this,
the output would have a lower dependence on the intrinsic
sum of delays. We do not expect the output bit to be fixed
on whether ‘1" or ‘0’. As a result, if the delay difference of
two rings is small, choosing different configuration chal-
lenges makes the output random. On the contrary, if the
delay difference of two rings is large, the final comparison
result might be fixed to 0 or 1, no matter what is the chal-
lenge input. This situation implies less of randomness and
will hinder the application for entropy enhancement.

Algorithm 1. Inverter Selecting Algorithm

Input: n-element inverter arrays: Inv, (1 : n), Invy(1 : n)
Output: k-element inverter arrays: Inv (1 : k), Inve(1 : k)
1: Sorted Inv; , Inv, in descending order
2: fori=1ton — kdo
3:  if sum(Inv;) < sum(/nvy) then

4 remove [nv; (1) and Inv,(end);
5.  else

6 remove [nv; (end) and Invy(1);
7:  endif

8:  rearrange Invi(1:n — i) and Invy(1 : n — 1)
9: end for
10: return Inv (1 : k), Invy(1 : k)

To implement this, we first measure the delay of each
stage, which consists of the delay of the inverter and the
multiplexer, following the method proposed in the paper
[10]. Next, we will select a set of suitable inverters according
to the measurement from the former step, the details for the
selecting algorithm is described in Algorithm 1. The prelim-
inary input of the algorithm is the delay of each stage mea-
sured and stored in the arrays represent as Inv; or Invs.
First, we sort the inverters by the delay in descending order
and define k (k < n) as the number of inverters to be
selected. Then, we remove the inverter out of the ring one
by one following the routine in Algorithm 1 until we have k
inverters left. For example, if sum(Invy) > sum(Invs), we
will remove the inverter that has the largest delay in Inv;
and the smallest delay in Inv,. 'Remove’ in real implemen-
tation refers physically isolated, which means that inverter
would not be used in the future. Since the delay of each
inverter is similar, the delay difference between two rings
decreases after this rearrangement. After repeating this pro-
cess (n — k) times, the remaining inverters in the two rings
will have a smaller delay difference which fulfills our goal
to make the PUF output random. The result after the first
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phase selection is also illustrated in Fig. 1. As the figure
shows, the inverter drawn in dashed lines are those
removed by the first phase. Those inverters would not be
used in the next phase selection.

3.2 Second Phase Design: Odd Number Selection
An odd number of inverters should be guaranteed to trigger
the oscillation in the RO ring. However, as the configuration
input is generated from the random source, we cannot guar-
antee that the input bit-stream always consists of odd
number of ‘1" . This implies that we should implement an
approach forehead to map the configuration input to a bit-
stream whose Hamming weight is odd. One native solution
is designing a strategy to map all the input combinations to
the values which meet the requirement. The obvious draw-
back of this method is that the mapping strategy cannot
guarantee uniformity of the outputs. That is to say, it is
difficult to make the probability of each inverter to be cho-
sen equally. To overcome the biased mapping problem, we
leverage a simple, yet efficient back-up inverter technique
by adding a back-up inverter at the end of the ring to adjust
the Hamming weight based on the parity of the input. This
method also balances the chosen probability of each
inverter. We will describe both the mapping and back-up
inverter strategies in details in the following.

3.2.1 Mapping Strategy on Configuration Bits

The first straightforward method to solve the odd-number
problem is to map any inputs to the values with the odd num-
ber of ‘1’ s. We design a simple look-up table to achieve this.
Because the probability of each bit cannot be identical in the
mapping strategy, the mapping will inevitably introduce bias
to the randomness. Besides, if the mapping strategy is too
complex, the time delay and power consumption will affect
the efficiency of the system. To reduce the cost and complex-
ity, we choose small odd numbers (3, 5 or 7) and design two
strategies as 3 to 5 mapping and 7 to 5 mapping.

3 to 5 mapping: we map every 3-bit input to a 5-bit vec-
tor, which must contain three ‘1’ s. There are in total 23 = 8
input cases for a 3-bit binary vector. Choosing 3 positions in
the 5 bits, we will get (2) = 10 output cases. Therefore, this
mapping strategy is to map 8 input cases to 10 output cases.
Obviously, there are two unused output cases which cause
the probability for each bit is not equal.

5 to 7 mapping: we plan to map a 5-bit input to a 7-bit out-
put vector, which has the Hamming weight of 5. The total
number of input cases is 2> = 32 and there are in total 21 out-
put cases of when we choose 5 positions in the 7-bit vector.
Unlike the 3 to 5 mapping strategy discussed above, the 5 to 7
strategy has input redundancy. There are 11 pairs of two 5-bit
vectors that will map to the same 7-bit configuration vector.
We deliberately design this mapping table, balancing the
selecting probability of each inverter. As a result, we map
those two vectors that are complementary in binary to the
same output vector. For example, both 5 (00101) and 26
(11010) will map to the same vector (1110101).

3.2.2 Back-up Inverter Strategy on Configuration Bits

The drawback of those mapping strategies is that they cannot
avoid the redundancy in the mapping, which will influence
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the randomness. For example, the 3 to 5 mapping has output
redundancy and the 5 to 7 mapping has input redundancy.
To solve the mapping redundancy problem, We come up
with another effective method called the back-up inverter
strategy to meet the requirement for odd number of inver-
ters. For example, if we have an 8-bit input, we will add
another inverter (9th) in the ring as the back-up inverter
marked as INV*. If the Hamming weight of the 8-bit input is
odd, which could generate the oscillation, we will make the
corresponding selection bit of INV* ‘0". Otherwise, if the
input vector has selected even number of inverters that could
not lead oscillating, we will add the last inverter as INV* in
the ring to generate the output bit. First, this strategy solved
the unbalanced mapping problem because the selection bit
of the INV*is decided by the parity of the input stream which
is uniformly distributed in nature. In addition, this strategy
has a great advantage in hardware implementation, as the
last configuration bit for INV* could be easily got by bit
exclusive-or the input.

3.3 Randomness versus Stability

As we discussed above, our proposed entropy pump can
be designed for different applications based on both the
randomness and stability feature in it. That is to say, we
can manipulate the property of the PUF by designing dif-
ferent inverter selection algorithms (The algorithm for the
first phase). To our best knowledge, the former selection
algorithms in literature are always aiming to guarantee
the stability of PUF output [10]. Here, we develop a corre-
sponding algorithm to achieve the random output
instead, thus generating higher entropy, shown in Algo-
rithm 1. However, due to the delay of each inverter
would be drifted by the temperature or voltage supply,
the stability comes to be another important concern when
we would like to apply our structure in the authentication
applications, e.g., the password application. In this kind
of security applications, both the stability and entropy
should be considered. As a result, we come up with a
modified algorithm, shown as Algorithm 2, which guar-
antee the stability of the PUF under different tempera-
tures with an acceptable entropy loss.

Algorithm 2. Stable Inverter Selecting Algorithm

Input: n-element inverter arrays: Inv, (1 : n), Invs(1 : n)
Output: k-element inverter arrays: Inv, (1 : k), Invs(1 : k)
1: Calculate difference diff(1 : n) = Invy — Invy
2: Group the diff in positive and negative as diff, and diff,,
and sorted in decreasing order by absolute value as
diffp,(1:ny), diffo(l:n9),n1 +no=n
3: fori=1ton —kdo
4:  if sum(Inv;) < sum(Invy) then

5: remove the inverter pairs at the index n; as diff,(n1),
ny=n; —1

6: else

7: remove the inverter pairs as the index ny for diff, (n2),
N9 = N9 — 1

8: endif

9:  rearrange Invi(1 :n — i) and Invy(1 : n —1)

10: end for

11: return Inv; (1 : k), Inva(1 : k)
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Algorithm 2 is designed to select those qualified inverters
in the ring under two conditions: first, it would make the
delay difference of the two rings smaller, the same as Algo-
rithm 1; second, it will make the difference of two inverters in
the same position large. After this selection algorithm, the left
inverters would hold the small delay differences between two
rings which makes the output random. Meanwhile, compared
between two rings at the same stage, the delay difference is
large, which guarantees the response to be stable.

4 SIMULATION RESULTS AND ANALYSIS

We first test our new PUF structure as an entropy pump on
a simulated dataset to verify the assumption for entropy
enhancement.

4.1 Input Vector Generation

We generate several input test vectors (the probability of 1’
occurs from 0.1 to 0.9) to test the proposed entropy pump.
More specifically, the input bit-streams are generated fol-
lowing Bernoulli distribution B ~ (n,p). For example, the
first test case is acquired when the probability is set to
p = 0.1. The input entropy of this case is low because of
lacking randomness. With probability p = 0.5 as both ‘1’
and ‘0" occur at 50 percent. The input entropy is high in this
case, which reaches the full binary entropy as 1.

4.2 Simulation Entropy Results

Our proposed entropy pump is first demonstrated on the
simulated RO PUF with delay measurement obtained from
the Virginia Tech’s public PUF dataset, which consists of
frequency measurements of ROs from 198 Xilinx Spartan
(XC3S500E) FPGA boards. We assume that the delay of RO
measured in the dataset is proportional to the delay of
inverter. Thus, we treat the delay of RO as the delay of the
inverter in our simulation. Among the 198 boards, 194
boards have the measurements at a fixed supply voltage
(1.20V) and a fixed temperature (25°C). We simulate our
proposed PUF structure using data from these 194 boards
and extract the output of PUF for the following entropy test.

We implement the reconfigurable PUF for the three map-
ping cases discussed above:

Case 1: 3 to 5 mapping strategy has been used.

Case 2: 5 to 7 mapping strategy has been used.

Case 3: back-up inverter strategy has been used.

Here, we use Shannon entropy to evaluate both the input
and output. For simplicity, we keep the length of output
consistent to the length of configuration input. Thus, we
place the same number of RO pairs as the number stages of
one RO. The input is defined as X = (X;X;...X}) and the
output of the RO PUF is defined as Y = (}1Y5...Y},). For each
time, we select one challenge vector as , and we will get an
outcome vector in the same length as y. First, we calculate
the Shannon Entropy of each bit X; as H(X;). Then we uti-
lize the equality property of the chain rule to get the joint
entropy of random variable X as H;,(X) = Zle H(X;)
based on Eq.6, as well as for the output variable Y as
H,.(Y) = Zle H(Y;). Note that the equality holds when
the X; (or Y;) are independent.

The Shannon entropy results for the input and outputs
with three mapping strategies are all illustrated in Fig. 2.
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Fig. 2. Entropy results for different mapping strategies.

We can observe that in all the three cases, the output
entropy has been significantly improved. As the figure
shows, when the input is not random and the entropy is
below 0.5, the output entropy has been pumped up to 0.9
(near the full entropy). However, when the input entropy
is already high which is close to 1, the output entropy of
mapping strategies (Case 1 and Case 2) decrease 10 per-
cent from the input entropy, that is reasonable because
the mapping strategies have bias mapping as we dis-
cussed before. However, the back-up inverter strategy
(Case 3) could partially solve this problem as its entropy
is close to the full entropy.

4.3 XOR with the Original Input

From the simulation results, we observe a large enhance-
ment on the output entropy when the input entropy is low.
However, when the input has high entropy, our scheme
may reduce the entropy. To overcome this, we propose to
exclusive-or the output with the initial input. This solves
the problem when the input entropy is already near the full
entropy, the XOR output could keep the high entropy as
well. This scheme is the same as the one-time pad in cryp-
tography. In the following, we will prove the bound for
improvement in entropy based on the one-time pad prop-
erty and the definition of perfect secrecy system. It is
believed that the one-time pad scheme is perfect secrecy
[15]. We define the input as a random variable X, the output
Y and the result of the exclusive-or is defined as Z. There-
fore, the final output entropy would be H(Z), where
Z = X @Y. The definition of conditional entropy could be
written as H(X|Y). It measures the average uncertainty
about X given the observation of the variable Y. For a
secrecy system, we call the conditional entropy H(K|C) as
the key equivocation. And it holds the theorem below [15].

Theorem 1. H(K|C) = H(M)+ H(K) — H(C)

As an immediate implication of the above theorem, we
have H(K|C) = H(K) in the case of a perfect secrecy sys-
tem, and this is a necessary and sufficient condition for per-
fect secrecy. That is, uncertainty about the key does not
decrease with knowledge of the ciphertext. We plug in our
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TABLE 1
Results of Input Entropy versus Output Entropy
Input probability 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Input Entropy H;, 0.463 0.721 0.884 0.972 0.999 0.97 0.878 0.722 0.467
Simulation Results
Output Entropy H,,; 0.9095 0.9583 0.9716 0.9818 0.9844 0.9844 0.9855 0.9816 0.9808
Output Entropy H,,, 0.9398 0.9864 0.9949 0.9984 0.9992 0.9991 0.9980 0.9928 0.9880
Implementation Results

Output Entropy H,,; 0.8879 0.9327 0.9465 0.9543 0.9608 0.9584 0.9527 0.9385 0.8822
Output Entropy H,,, 0.9289 0.9722 0.9905 0.9963 0.9972 0.9943 0.9862 0.9678 0.9151

definition to the Theorem 1 as M = X, K =Y,C = Z, from
this, we could have

H(Y|Z) = H(X) + H(Y) - H(Z). )

From the conditional entropy definition, we have H(Y|Z)
< H(Y). Hence

H(X) - H(Z)=H(Y|Z)— HY) <0
(10)
H(X) <H(Z).

Thus, it proves that we can improve the exclusive-or
entropy H(Z) from the input entropy H(X).

The results for the input entropy, output entropy and the
exclusive-or entropy for 9 different input cases are shown in
the middle part of Table 1. We can observe that the original
output entropy (H,,:) has been improved to close to the full
entropy 1. Also, the exclusive-or entropy (H,,,) increased
by 0.02 than the H,,;.

4.4 Improve the Entropy by lteration

By using the XOR method discussed above, we could
achieve almost full entropy when the input entropy is high
(i.e., when the probability is from p = 0.3 to p = 0.7), dem-
onstrated in Table 1. However, we find out that there is still
a small gap to the full entropy (around 0.05) for the other 4
input cases (e, p=0.1,p=02,p=0.8,p=0.9), whereas
the input entropy is too low and only one-time enhance-
ment cannot pull it up to the full entropy. Intuitively, iterat-
ing the result to the PUF pump would further enhance the
entropy. We conduct the iteration with the four low-entropy
input cases list above. Results in Fig. 3 show that by iterat-
ing at least 4 times, the output reaches to full entropy.

5 FPGA IMPLEMENTATION AND RESULTS
EVALUATION

5.1 Implementation

We implement our novel RO PUF design for entropy
enhancement on the Xilinx Artix-7 FPGA in Nexys 4 DDR
board. The FPGA board communicates with the PC by the
serial port. Through the serial port communication, We
send the configuration input generated by the Matlab to RO
array implemented on FPGA board and collect the corre-
sponding response. We choose to implement the back-up
inverter strategy on the FPGA board as it has the best simu-
lation result shown in the former section. Another reason is
that the parity bit for the last inverter is easier to implement
in hardware by using XOR gates. We implement 32 pairs of

RO in total and each ring consists of 32+1 stages (32-bit con-
figuration input and 1-bit for back-up inverter). The layout
of the RO obeys the relative location constraints. Also, this
constrains could help us to reduce the delay difference
between the two parallel rings, thus making the output ran-
dom. The inverters and multiplexers are implemented using
the basic LookUp Table (LUT) element in FPGA. And in
total 608 LUTs (569 slices) are used in the RO design for 32
groups and each group has 32+1 stages.

5.2 Entropy Result from FPGA Implementation

The input and output entropy results acquired from
the FPGA board are shown in the bottom in Table 1. The
results of FPGA implementation are consistent with
the simulation results we got before but a bit lower than
the simulation. The average output entropy for 9 cases is
0.9349 in FPGA implementation and the corresponding
entropy in simulation under the same condition is 0.9717.
Meanwhile, H,,,. from FPGA is 0.9721 and it is 0.9885 in
simulation. As the table shows, when the input entropy is
lower than 0.9, our design could improve the entropy by
around 0.03. However, the same entropy decrease exists
when the input entropy is already high. But by XOR with
the input source, the final entropy goes back to near full
entropy 1.

5.3 Dependence and Bias
We test the dependence and bias of our structure for 5 input
cases with probability as 0.1, 0.3, 0.5, 0.7 and 0.9 respectively.

0.98 -+ -Input Pr=0.1 1
--#-=|nput Pr=0.2
—o—Input Pr=0.8

0.98 -4 [nput Pr=0.9 |

*

Shannon Entropy
=} =}
N R

091+ 1

0.88 s s s s
3. 4

Iteration Number

Fig. 3. Entropy results of iteration with different probability.
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Fig. 4. Dependence distribution for different input cases.

5.3.1 Configuration Dependence

We define the configuration dependence (CD) as the aver-
age Hamming distance of the two responses from any two
different challenges. For k£ random selected challenges, L-bit
PUF responses are generated, i.e., 71, rs,...,r;. The configu-
ration dependence is calculated as follows:

&N HD(ry, 1)
,122 l]’

lJll

1n

where HD(r;,r;) denotes the Hamming distance between
two responses as 7, 7.

L
> i @ Tim), 12)

m=1

I{D(’I’,‘y7 T’j) =

where 75, and r;,,, are mth bit of L-bit r; and r; respectively.
This metric indicates that whether the responses generated
by different challenges are related or not. We send k& = 1000
random selected challenges to the PUF structure and calcu-
late the Hamming distance for any two outputs. Then the
corresponding CD is got by averaging the Hamming distan-
ces. Intuitively, the average Hamming distance of two ran-
dom vectors should be half of the vector length, L/2 in this
case. Thus, the ideal CD by averaging all the responses
should be 0.5 based on Eq.11. As shown in Fig. 4, the config-
uration dependence of the output bit-stream is around 0.3
which is lower than the ideal value as 0.5. This is because
the correlation of stages in the PUF influences the random-
ness of output. To overcome this drawback, we exclusive-or
the input with the output bit-stream and the XOR output
result goes back to ideal value as shown in Fig. 4.

Results show that for all the 5 test cases the dependence
of XOR output is better than the original output. In the most
bias input case, the input dependence is as low as 0.2. How-
ever, the original output CD does not improve too much.
The CD of the XOR output increases a lot in this case.

5.3.2 Hamming Weight Calculation

Now we focus on the Hamming weight as the bit-wise cor-
relation of the bit-stream. If the probability of ‘0" and ‘1’
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Fig. 5. Hamming Weight for different strategies.

occurs half to half in the vector, the average Hamming
weight per bit, in this case, should be around 0.5 which
shows no bias for the inter-bit. Generally, the formulation to
calculate the Hamming weight is shown as follows,

(13)

The same notations are used as before: k is the number of
responses and L is the bit-length of each response. r;,,
represents the m-th bit of L-bit response r;. The bias of
input bit-stream changes with the probability because
each bit of input is generated as an independent random
variable, so the average Hamming weights of the input
stream is linear to the probability as shown in the as
x-axis of Fig. 5. The y-axis in the figure illustrates the
Hamming weights of output bit-streams for three differ-
ent mapping strategies we discussed above. The dashed
line shows the ideal value 0.5 which means for all the bits
in the response, ‘0" and ‘1" occurred evenly. The figure
shows that the output Hamming weight swings between
the ideal value. This trend is related to the correlations of
intrinsic delay of the oscillated rings. Due to the layout
distributions of rings, when the input configuration is not
random, the rings may generate the same response highly
relates to the intrinsic delay but not too much depends on
the configuration input. As a result, the Hamming weight
of the corner cases (p = 0.1 or p = 0.9) are away from the
ideal value. At last, from Fig. 5, we could find out that
the back-up inverter strategy has the best result as it is
the closest to the ideal value.

5.4 Results of Comparisons between Randomness
and Stability

As expected, different temperature conditions yield dif-
ferent entropy output. It can be seen from Fig. 6 that the
average entropy for the Algorithm 1 (random algorithm)
is around 10 percent higher than the entropy of Algo-
rithm 2 (stable algorithm), which is consistent with the
algorithm. It is proved that under the same input
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Fig. 6. Entropy and bit difference results of random and stable schemes.

condition, the entropy result from Algorithm 2 drops a bit
to get more stability during temperature changes. Besides,
the temperature also drifts the entropy because our
selection algorithm is applied at the fixed temperature as
25°C. When the temperature is higher, the delay of
inverter might change from the original delay. It will
influence the frequency of rings and eventually change
the response bit. For this test, we choose the response bit
at 25°C as the reference to study the influence of different
temperatures. Compared the lines in Fig. 6¢c and 6d, we
could see that the average bit difference is different for
two schemes, as for Algorithm 1 is 15 percent and 2 is
3 percent. It demonstrates our expectation that the Algo-
rithm 2 is much stable than the Algorithm 1 when the
environment changes. Meanwhile, a variation of the bit
difference for different temperatures across 25°C to 65°C
are also plotted in Fig. 6. It shows the variance of bit dif-
ference is also smaller for Algorithm 2 than Algorithm 1.
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5.5 NIST Statistical Test Results

Besides, we evaluate the randomness of bit-streams using
the NIST statistical test suite. NIST test suite is a statistical
package consisting of 16 tests that were developed to test
the randomness of binary strings. Table 2 shows our experi-
mental results in the NIST suite as well as the overall pass-
ing proportion. The pass proportion illustrates how many
tests the stream passed over the total 16 sub-tests. The
P-value represents the probability of obtaining a test statis-
tic as large or larger than the one observed if the sequence
is random. Hence, small values (conventionally, P-values
< 0.05 or P-values < 0.01) are interpreted as evidence that
a sequence is unlikely to be random. The P-value in the last
line of the table is the sum of all the 16 tests.

5.6 Security Analysis: Modeling Attack
Modeling attack is reported the most efficient attacks on
PUFs, especially for delay-based PUF. The attacker makes

TABLE 2
Results of NIST Test Suite

Input probability 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Pass proportion  0/16  1/16  3/16 1/16  16/16 5/16 3/16 2/16 1/16
Input Test Result P-Value 0 072 103 075 736 263 241 192 1

Pass proportion  2/16  2/16  4/16 3/16  7/16  6/16 4/16 3/16  2/16
Output Test Result P-Value 146 031 223 191 265 225 078 088 022

Pass proportion  3/16  3/16 9/16 10/16 16/16 8/16 6/16 3/16 1/16
XOR Output Test Result P-Value 099 252 232 624 696 466 231 129 045
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use of the publicly accessible interface to collect a large
number of challenge-response pairs (CRPs) in order to
model the PUF. Modeling attacks have been demonstrated
successfully in modeling delay based PUFs (e.g., the arbiter
PUF and RO PUF) given around 1000 CRPs. Our proposed
PUF structure is susceptible to modeling attacks if the CRPs
can be observed. However, in our article, the PUF is pro-
posed to use as an entropy pump not used in the traditional
authentication. As a result, there is no direct access interface
to read the input and output from the PUF in this applica-
tion. Besides, to get enough number of valid CRPs is chal-
lenging for the attacker as he needs to break in the chip and
get the input and output in a pair. Literature has demon-
strated that if CRP access interface is not guaranteed, the
modeling attacks cannot be successfully launched [16]. In
addition, the selection algorithms are reconfigurable in our
proposed structure. As we demonstrated before, different
selection algorithms have been applied in the PUF (.e.,
Algorithms 1 and 2). If the configurable algorithm changes,
the former obtained CRPs cannot be used in modeling
which reduces the risk of attacks [17].

6 APPLICATION FOR PASSWORD STRENGTH
ENHANCEMENT

We have already demonstrated that our proposed PUF struc-
ture could improve the entropy of the given input sources.
Based on this property, we apply the entropy pump for pass-
word strength enhancement in IoT related field.

On today’s Internet, websites always authenticate users by
requiring a password and the IoT scale authentication also
uses the concept of passwords. Because of the limits of
passwords’ length, Id/password pairs are relatively light-
weight, yet managing them in high quality is more challeng-
ing. Unfortunately, bad passwords cause even worse effects
to IoT-scale authentication than the Internet-scale authentica-
tion because of the restricted storage and bandwidth of IoT
devices. Another concern is that the credential of the pass-
word is easy to be thwarted by malicious attacks. For exam-
ple, the quality of the passwords has been proved to be lack
of entropy and the passwords are easy to be hacked by attack-
ers. Classical cryptography algorithms have provided sound
solutions in solving these problems related to passwords.
However, for most proposals are designed for Internet-scale
applications which either need post-quantum cryptography
or expensive cryptography algorithms (i.e., Diffie-Hellman
protocols) [18], [19]. Moreover, in paper [20], they also pro-
pose to use a hardware security module (HSM) at the authen-
tication server to prevent off-site password discovery. While
their scheme is designed for the Internet scale as they try to
protect the stored user passwords in the server from cracking
by the adversary. Therefore, to some extent, those schemes
cannot meet both the security and resource requirements
from the compact IoT devices which have strict energy and
timing restricts. Hence, our proposed PUF based entropy
pump can serve as a lightweight and efficient password
enhancer for applications in IoT devices.

6.1 Preliminaries on Password Application

For the human-generated passwords, the problem caused
by lacking entropy is severe. People are notoriously poor at

achieving sufficient entropy to produce satisfactory pass-
words. The lack of entropy indicates the low-security level
of the human-generated passwords which could cause
problems in the authentication procedure. According to one
study involving half a million users, the average entropy of
passwords was estimated as 40.54 bits [21]. It indicates 5
symbols (8 bits entropy represents one symbol in ASCII
table) are in the password which is far away from the
requirements of the password as 8 symbols.

Moreover, there exist some patterns in human-generated
passwords which could be easily learned by the malicious
attackers. Users rarely make full use of larger character sets
in forming passwords. For example, hacking results
obtained from a MySpace scheme in 2006 revealed 34,000
passwords, of which only 8.3 percent used mixed case,
numbers, and symbols. As a result, an eight-character
human-selected password without uppercase letters and
non-alphabetic characters is estimated to have 18 bits of
entropy which is far from the randomly selected passwords
as 64 bits (8 symbols and 8 bits per symbol). The above
Results demonstrate that from the security perspective,
human generated passwords are far away from the border-
line of password security. However, the user-generated
password has its advantages as easy to use and easy to
remember. Since there exists the entropy gap between the
human-generated password and the entropy requirement
of the password, our entropy pump is applicable to solve
this problem by offering entropy improvement for the
human-generated password.

6.2 Evaluation on Password Dataset
6.2.1 Password Test Sets

The password sets we used in this article are collected from
the RockYou password list [22]. The RockYou list was origi-
nally obtained by a hacker who utilized a SQL injection
attack against the rockyou.com website, and then later
posted the passwords online. RockYou provided applica-
tions for numerous social networking sites such as Face-
book, MySpace, and Friendster. The actual list itself
contained over 32 million passwords. Due to the list’s enor-
mous size, we select typical sub-sets labeled as “the most
common XX passwords”, which “XX” stands for the num-
ber of passwords in the set. To make the password test
implementable on the PUF array structure, we choose the
first 32 bits as 4 characters in each password for testing.

6.2.2 Experimental Results

We first test the most common passwords sets from the Rock-
You list and results are as we expected showing that the
human-generated passwords have low entropy as in Fig. 7.
The group of bars drawn in the leftmost represents the
entropy of “the most 500 common passwords” case which is
the lowest, and the entropy has a trend to increase with
enlarging the size. The middle bar in each group represents
the output entropy which increases from the original entropy
(around 6 bits). Moreover, by applying the exclusive-or
method, the entropy increases to 7.5 bits which is much closer
to the full entropy as 8 bits. These results demonstrate that
our entropy pump could certainly improve the low entropy
of the most common human generated passwords sets.
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We also test the “most 1000 common English family
name” set in contrast with the password sets. In this case,
the original entropy is lower than the human generated
password set because all the characters for family names
are alphabet letters. However, the output entropy, as shown
in Fig. 7, has increased to almost the same level as the pass-
words sets. This result indeed demonstrates that our PUF
pump is effective for even worse inputs.

In addition, we also test the recommended human gener-
ated password in the RockYou list and the results are drawn
on the right most of Fig. 7. The good human-generated pass-
word is consist of numbers intersecting with letters, so the
input entropy is around 5 bits which is much higher than the
other cases but still has 3-bit gaps to the full entropy. However,
by being processed of our entropy enhancer, the output
entropy increased to 7.8 bits which is very close to full entropy.

6.3 Mutual Information Evaluation

To prove that our proposed PUF holds uniqueness imple-
mented in different devices, we test the mutual information
(MI) of the outputs from two devices. In the information
theory, mutual information of two random variables is a mea-
surement of the mutual dependence between the two varia-
bles. Mutual information can be equivalently expressed with
entropy as,

I(X;Y) = H(X) — H(X|Y)
(Y) - H(Y|X)

H (14)
H(X)+H(Y)-H(X,Y),

where H(X) and H(Y) are the marginal entropy, H(X|Y)
and H(Y|X) are the conditional entropy, and H(X,Y) is the
joint entropy of X and Y.

In the password application, the ideal mutual informa-
tion of two devices should be as small as close to 0. That is
because if two customers occasionally generate the same
password, the final passwords from the entropy enhancer
should not be the same. This guarantees the attacker cannot
obtain the passwords of the other machines if he knows the
passwords generated from one machine. Otherwise, if we
replace our PUF based enhancer by the cryptography algo-
rithms without any other random sources, e.g., the salt
value, different devices would result in the same output.
Because those functions are identical on different devices,
this scheme cannot resist attacks as pre-computed attacks.
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To solve this authentication problem, the device imple-
mented with hash functions needs to add extra random gen-
eration functions to concatenate a random number with the
password. However, in our scheme, the random function is
embedded in the PUF structure, thus we can save the cost
both in hardware and time.

The results of the mutual information of two devices are
shown in Fig. 8. The output entropy of Device 1 and Device
2 are all above 0.85 for 9 different input cases. On the con-
trary, the mutual information results of two devices are all
less than 0.1. Results demonstrate that by knowing the out-
put of one device, the attacker cannot get useful information
on the other device.

7 RELATED WORK

From the above discussion, our proposed entropy pump
has been demonstrated in enhancing the entropy of input
source using the intrinsic randomness of hardware PUF. It
could be used as a booster for the random source or a low-
cost replacement for distiller functions, making it a promis-
ing hardware security primitive for IoT applications. In this
section, we survey the most commonly used random num-
ber generators (RNG) and discuss how our proposed
entropy pump can be used to improve them.

7.1 Random Number Generators
A true random number generator (TRNG) uses a non-deter-
ministic source, e.g., thermal noise, circuit noise or quantum
effects, as the entropy source to produce randomness. In
order to guarantee the randomness for TRNG, some post-
processing functions, such as the entropy distillation [5], are
used to overcome the weakness in the entropy source.
There are some popular TRNGs based on semiconduc-
tor chips. Electronic noises and time jitter are usually the
most common stochastic phenomenon that are suitable
for the integration in embedded systems as chip-card con-
trollers [23], [24]. Chaos theory based chaotic behaviors
have provided an alternative and qualitatively different
type of random number generators [25]. Besides, the
initial SRAM states can also be used as a source of TRNG
for identifying fingerprints. The state randomness is
unpredictably scattered throughout the SRAM and must
be collected by an entropy extractor [26]. Transition effect
ring oscillators (TERO) based TRNGs have been proposed
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to obtain randomness from the oscillatory metastability in
circuits. More specically, the randomness of TERO ele-
ment is from a combination of transient oscillatory meta-
stability and the behavior of bistable flip-flops [23], [27],
[28]. A post-processing procedure is normally associated
with these TRNGs for entropy distillation by utilizing the
diffusion and confusion properties of cryptographic func-
tions [5], [23], [29].

Quantum random-number generators (QRNGs) are
believed to be a good entropy source to generate informa-
tion theoretically provable random numbers in principle
[30]. But in practice, unfortunately, the quantum random-
ness is inevitably mixed with classical noises. To distill this
quantum randomness, one needs to quantify the random-
ness of the source and apply a randomness extractors [31].
The extractors would add additional cost to the already
expensive QRNG, making it not applicable for IoT applica-
tions because of their limited resources. However, random-
ness beacons have been reported where the entropy is
generated by the quantum source [32].

Random numbers in most applications are from pseu-
dorandom number generators which use deterministic
processes to generate a series of outputs from an initial
seed state (e.g., from the TRNG). Because the output is
purely a function, which describes the PRNG, of the seed
value, the actual entropy of the output can never exceed
the entropy of the seed. This limits the entropy of PRNGs
and hence the security level it can provide in emerging
applications [33], [34].

7.2 Cost of Random Number Generators

The cost of the entropy generation can be evaluated based
on many criteria and is of great importance for many appli-
cations, in particular those resource constrained embedded
systems and IoT devices. There are two major cost related to
random number generators: the cost to collect the random-
ness and the cost for the post-processing distiller. As we dis-
cussed earlier, entropy could be obtained from different
entropy sources. In general, the equipment required for
TRNGs to capture physical randomness is very expensive.
For instance, we have learned that quantum source may
generate good randomness, but capturing the quantum
effects can cost thousands of times higher than the cost of
collecting the randomness from the noise that could be
achieved in small circuits.

In addition to the equipment cost for TRNGs, another
negligible cost is related to the post-possessing procedure
called distiller. Hardware based random number genera-
tors can feature a very high throughput, however, even
when well-designed, the produced bit streams usually
show a certain level of correlation due to bandwidth
limitation, fabrication tolerances, aging and temperature
drifts, and deterministic disturbances. To address this
problem, a common procedure to remove statistical
imperfections in the output bit stream is to process the
sequence with a carefully designed correcting algorithm.
The algorithm uses a high speed near-random input
stream to generate a lower speed bit stream with
increased statistical quality, distilling the entropy con-
tained in the input sequence [23]. Most of random num-
ber generators need the distiller compression algorithm

implemented either in software as the hash function or in
hardware used long shift registers. For both the software
and hardware implementations, the time delay may cause
problems as the reaction of the random number generator
will be delayed by this process. Distilling codes and cir-
cuitry are expensive in terms of the number of raw bits
and silicon resources required. Moreover, the post-proc-
essing procedure may disclosure the randomness to mali-
cious attackers.

7.3 Relationship of Our Work with the Previous Arts
Silicon PUFs, including RO PUF, have been used to create
the seed for random number generators [24], [27], [28]. It is
important to differentiate our PUF entropy pump from
those early works. Our goal is to improve the entropy of
random numbers, not to create random numbers from
scratch. So the entropy pump can be considered as a low
cost auxiliary to random number generators.

For TRNGs, our proposed PUF based entropy enhancer
plays a similar role of the post-processing distiller in
enhancing the entropy of output from TRNG. The key
advantage of our approach is its lower hardware cost com-
pared to traditional cryptographic functions used in the dis-
tillers. For example, our PUF based entropy pump requires
only 569 slices in the FPGA implementation, while popular
cryptographic algorithms would cost 1000-2000 slices. As
the data from both simulation and FPGA implementation
shows, our entropy pump can enhance entropy to a level
very close to the full entropy. Therefore, it can be considered
as a replacement of the expensive distiller for devices con-
strained by resources.

The TERO based designs share some similarities with
our proposed entropy pump, although they are two
completely different structures designed for different appli-
cations. The TERO captures the transition instability to gen-
erate random numbers, however, in our cases, we utilize
the intrinsic delay difference in boosting the entropy from a
given source. TERO can be considered as an entropy source
where the randomness is derived from the intrinsic jitters.
In that aspect, it will be interesting to investigate whether
our entropy pump can improve the entropy of TERO.

For QRNG;, recall that the randomness extracted from the
quantum effects cannot be used directly because of noises. It
is possible to use our proposed entropy enhancer to distill
such noise and make the bit stream generated by the quan-
tum effects usable for applications in IoT devices. On the
other hand, for random number generators that do not need
further entropy improvement such as the NIST randomness
beacon [32], the proposed PUF entropy pump can be used
for security purpose. For instance, when a QRNG is pro-
vided by an untrusted manufacturer, the random output of
the randomness beacon can be pre-generated and recorded
such that the manufacturer can always predict the output.
By our PUF entropy pump, the untrusted output will be
“encrypted” and the manufacturer will not be able to pre-
dict it unless the entropy pump is compromised. Notice
that our simulation and FPGA implementation data has
demonstrated that the PUF entropy pump will be cost sig-
nificant entropy loss when the input entropy is high. There-
fore, this approach will add security to the high entropy
randomness beacon.
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8 CONCLUSIONS

The strength of cryptographic keys plays a central role in
security. However, high entropy sources normally come with
a high cost and traditional entropy enhancement methods are
also expensive. In the article, we propose a novel approach to
boost the entropy of keys generated from low entropy sources
by utilizing intrinsic randomness in the physical devices.
More specifically, we use the low entropy key as the configu-
ration bits to configure a recently developed highly flexible
ring oscillator PUF. This will integrate the unpredictable sili-
con fabrication variation with the low entropy key to produce
potentially high entropy outputs, which has been validated
by both simulation and FPGA implementation. The low-cost
feature of RO PUF makes our proposed system a perfect hard-
ware security primitive for many IoT applications where the
devices have limited resources and the applications do not
require high-security level. We demonstrate this with the
implementation of a PUF-based password system. Our
experiments show that this method can enhance the entropy
from about 5 bits per character to 7.5 bits per character,
a 50 percent improvement.
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Abstract

Authentications and encryptions are urgently needed by
the growing number of hardware devices for security
applications of the Internet of Things (IoT). However, the
existing cryptographic solutions may not be applicable to
IoT devices because of the strict timing and power
requirements of the devices. As a result, Physical
Unclonable Function (PUF) is a promising hardware
primitive to provide security in existing and future IoT
applications due to it is lower hardware cost and energy
efficient. In this paper, we propose an innovated application
of PUF as an entropy pump to improve the entropy.
Furthermore, we apply the PUF-based entropy pump in a
password enhancement application for embedded IoT
devices. We confirmed that an overall 48% significant
improvement on the entropy of the human-generated
passwords. The proposed design is demonstrated on the
Nexys 4 DDR FPGA board with low hardware overhead,
which ensures the feasibility for IoT applications.

Keywords
PUF, Entropy source, Password, IoT

1. Introduction

The arrival of the IoT era offers a unique opportunity for
hardware-based security. The primitive of the [oT is that the
devices (e.g., microcontrollers, RFID receivers and variety
of sensors) are connected in the network and are able to
collect and exchange data. And the IoT network allows
objects to be sensed and controlled remotely across existing
network infrastructure. However, those applications generate
emergent security concerns on the IoT network and make
security one of the most challenging tasks. Since IoT devices
are constrained with limited CPU, memory and battery
power, the existing computational intensive cryptographic
algorithms and protocols cannot be efficiently implemented
on such devices, leaving them vulnerable. As a kind of
lightweight hardware security primitives, PUF has the
properties of low-power, small area, unpredictability, and
unclonability. Thus, PUF (Physical Unclonable Function) is
considered to be a promising primitive who is secure and
efficient to meet the requirements of IoT-based applications
[1][2]. PUF is a hardware implemented one-way function
utilized the variance of fabrication which cannot be
predictable [3]. Despite for the already existing PUF
applications for device authentications [4][5], we propose a
new application as a PUF-based password strength enhancer
(PUF-passSE) to improve the entropy of passwords for IoT
devices.

978-1-7281-0392-1/19/$31.00 ©2019 IEEE

For today's Internet, websites authenticate users by
requiring a password through the Secure Sockets Layer
(SSL) protocol. The IoT scale authentication also borrows
this idea and most of the devices in the network require valid
passwords before executing program or sharing data.
Unfortunately, as bad as passwords have been for Internet-
scale authentications, they are even worse for the IoT. One
of the main reasons is because that the resource restriction of
IoT device limiting the length of passwords. Since the
Id/password pairs are relatively lightweight, managing them
in high quality is not practical. Another concern is that the
security credential of the password cannot be guaranteed
because of the reported malicious attacks to break passwords
[6]. For example, the adversary who steals the list of hashed
passwords can use brute-force to pre-compute the rainbow
table thus discovering a password stored for a user [7, 8].
For the IoT-scale devices, the threat model is similar as the
brute force attack on Internet. The adversary can precompute
the valid passwords and use it for device authentication or
user authentication. However, the valid passwords are
usually shorter for the IoT-scale, thus making it even easier
for pre-computing. Besides, using the human-generated
passwords for authentication makes the precarious credential
even worse as the intrinsic lack of randomness. On the
contrary, fulfilling minimum length and character type
requirements while attempting to create something
memorable can become an arduous task, leaving the users
frustrated and confused. How to filling the gap between the
human-generated passwords and the ‘good’ passwords
becomes a percussive problem that must be solved to
guarantee security for loT applications.

After discussing the vulnerabilities related to passwords,
it naturally arouses one question: how can we evaluate the
property of password? Here, we use the entropy in
information theory as the metric to evaluate the strength of
password. After that, the next critical question is how can we
increase the entropy of passwords. In this paper, we propose
a PUF based entropy enhancer which takes use of the PUF’s
intrinsic unclonability and randomness. The PUF-passSE is
designed to be applied in enhancing the password strength
for lightweight IoT authentications. Specifically, it could
achieve the following purposes for IoT applications.

1) First of all, the embedded randomness of the PUF
could serve as a security enhancer which could pump the
entropy source, thus strengthen the password with higher
entropy.

2) Secondly, the physical properties also assemble the
PUF with uniqueness between different devices which could
be utilized to resist the pre-compute attacks for passwords. It
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could achieve in making password cracking impossible
without physical access to the devices. For example, if the
attacker pre-computes the passwords on one device, the pre-
computed table will become useless for other devices, which
significantly hinders the attacker's ability to implement
attacks on a large number of devices of the same type.

3) At last, the PUF-passSE could also assist in the
password authentication procedure with human interfaces.
The user just needs to remember his own password, while
the PUF-passSE can process the original insecure password
to generate a new password with higher entropy. Moreover,
the hardware-module is easily to be embedded into any
portable devices.

In the remainder of this paper, we will make this high-
level intuition precise in the following way: first, we
introduce the backgrounds on the password related threats
and define the notation of password strength and entropy of
the password in Section 2. Then, in Section 3, we describe
the design of RO PUF. In Section 4, we give proof on the
improvement of entropy. Next, we introduce the system-
level implementation on FPGA board in Section 5. We test
the entropy on the password dataset to validate our claim in
Section 6 and finally concludes the paper.

2. Background and motivation

2.1. Human generated passwords and problems
Passwords are the most dominant form of authentication
and will remain in use for many users despite their weakness
to malicious threats. Naturally, people are notoriously poor
to generate satisfactory passwords even with the guidance
from some password policies. According to one study
involving half a million users, the average entropy of
passwords is around 40.54 bits [10]. The number indicates
that human-generated password on average contains 5
characters (8 bits entropy for a character) which is less than
the password policy which requires password should have a
minimum length of 8. Moreover, people inevitably generate
passwords with some regular patterns which are easy to be
discovered by the attackers. For example, in one analysis of
over 3 million eight-character passwords, the letter ‘e’ was
used over 1.5 million times (50% of passwords), while the
letter ‘f” was used only 250,000 times (8.3%) [10]. Users
rarely make use of the full character set in forming
passwords. For example, hacking results obtained from a
MySpace scheme in 2006 revealed 34,000 passwords, of
which only 8.3% used mixed case, numbers, and symbols
[11]. Apparently, those drawbacks of human-generated
passwords would cause serious security issues in the
authentication procedure. An eight-character human-selected
password without uppercase letters and non-alphabetic
characters is estimated to have 18 bits of entropy which is
worse than the average as 40.54 bits, and far from the
requirements as 64 bits. The 8-character lowercase
alphanumeric passwords case would easily tractable using a
personal computer with time estimated as 5 hours.
Therefore, results from the above studies prove that the
human-generated password lacks entropy and is vulnerable
to attacks. However, users continue to use poor passwords

because of the convenience of those passwords. Thus, it is
necessary to help people in generating more secure
passwords to fulfil the authentication procedure from
malicious threats. Despite the instructive password policies,
we propose a hardware assist method based on PUF to
enhance the password security and overcome the
shortcomings of the human generated passwords.

2.2. Password strength

Usually, password consists of a set of symbols in which
each symbol is equally likely to be selected from a symbol
set (e.g., the ASCII character set). To measure how
unpredictable the password is, entropy is brought up as a
criterion. The idea of information entropy was an approach
to measure the amount of information that is unknown to
random variables [9]. Most often this randomness or
information is expressed using the following equation as the
definition of entropy:

Hx)=Y P(x) log,x, (1)

Similarly, entropy can be used to measure the strength of
passwords which depends on the actual randomness in
selecting symbols. Password entropy predicts how difficult a
given password would be to crack through guessing, brute
force cracking, dictionary attacks or other common methods.
For example, for passwords generated by a process that
selects a set of symbols of length, L, from N possible
symbols, the number of possible passwords can be acquired
by raising the number of symbols to the power L, i.e. N-. The
strength of a random password as measured by entropy is
conduct base-2 logarithm on the number of possible
combinations. Obviously, increasing either L or N will
strengthen the password by enhancing the entropy.
Therefore, the information entropy of passwords, H, is given
by the formula:
log N

H=log, N"=Llog, N=L
log2

2

Password entropy is usually expressed in terms of bits. A
password that is already known has O entropy; one that
would be guessed on the first attempt half the time would
have 1 bit of entropy. A password's entropy can be
calculated by finding the entropy per character, which is a
log base 2 of the number of characters in the character set
used, multiplied by the number of characters in the password
itself.

From the definition, we could find out that the full
strength of entropy when using the ASCII character set
(numerals, mixed case letters, and special characters) is
achieved only if each character in the password is chosen
with equal probability from that set. From this claim, we
could find out that capitalizing a letter or adding numbers or
special character to a password will not make the password
more secure. Even worse is that if the numbers and special
characters are added in a predictable way, saying at the
beginning and end of the password, it will decrease the
password strength compared to when all letters are random
selected. As a result, instead of padding characters, it is

Authorized licensed use limited to: University of Maryland College Park. Downloaded on May 30,2023 at 04:27:52 UTC from IEEE Xplore. Restrictions apply.



necessary to find a solution to enhance the security level of
the passwords.

2.3. Related work

A number of cryptographic functions have been used in
computer systems to protect passwords. The motivation to
develop additional algorithms is to make the cracking
process of stolen passwords to become resource intensive.
However, most of those schemes are designed for Internet-
scale applications, without considering the additional cost
for these underlying functions. However, for most proposals
are designed for Internet-scale applications which either
need post-quantum cryptography or expensive cryptography
algorithms (i.e., Diffie-Hellman protocols) [16], [17]. There
are the other attempts trying to use a hardware security
module (HSM) at the authentication server to prevent off-
site password discovery [18]. While their scheme is designed
for the Internet scale as they try to protect the stored user
passwords in the server from cracking by the adversary. Our
proposed entropy pump is designed for light-weight
application in IoT devices, where we focus on enhancing the
entropy of the human generated passwords from the user
side, not how the passwords can be stored securely on the
server side.

3. Design of PUF-passSE

Due to the fact that process variation is unclonable, the
input-output mapping of an individual PUF is deterministic
but unpredictable. We utilize this property to build our
password entropy enhancer.

Our proposed PUF-passSE is built on a new design type
of PUF called the configurable RO PUF. The initial idea for
configurable PUF is derived from the structure proposed by
Gao et al. [12] [13]. The original RO PUF consists of an odd
number of inverters and connected from head to tail. A
multiplexer is added after each inverter which controls
whether selecting this inverter into the final oscillator ring or
not. The selection signal of the multiplexer is defined as the
configurable input or configurable bit.

Fig.1. shows the configurable RO PUF design for the
PUF-passSE. We make some significant modifications on
the original design to realize the new application as the
password enhancer. First, we choose the number of
configurable bits as 8 because passwords are represented by
a character and each character could be mapped to an 8-bit
binary value. In this case, we place 8 inverters in the ring.
However, a circular ring composed of an even number of
inverters cannot oscillate, because the output of the last
inverter is always the same as the input of the first inverter.
To make the ring oscillate, we add a backup inverter in the
ring, as marked in dash line in Fig.1. The backup inverter
works as follows. If the 8-bit configurable input has odd
number of ‘1’s, which could generate the oscillation, we just
make the selection bit of the backup inverter ‘0°. Otherwise,
we will connect the backup inverter in the ring by setting the
configurable bit to ‘1’. A simple method to generate the
configuration bit for the backup inverter in hardware is by
bit-wise exclusive-or the 8-bit input.

Output 0 or 1

Fig. 1. Schematic of the RO PUF design, 8 inverters with a back-up
inverter (drawn in dash) make up a single ring, the output is generated by
comparing the time delay of two parallel rings.

4. PUF model analysis

As we stated before, PUF-passSE design has 8 stages for
each ring, and the configurable input is defined as challenge
C. The backup input bit is the parity bit of the challenge
which could be defined by the exclusive-or function. The
PUF function would work on the concatenation of the input
and generate one-bit response for each ring. The PUF
function could be represented as:

R=puf (C||®;_,C)) 3)

Here, we will give some theoretical proofs of why the
PUF based enhancer could enhance the entropy of the
password. We will start with the definition of one-way
function and the construction of pseudorandom permutations
based on this [14].

Step 1, one-way function: PUF is believed to be a one-way
function following the definition as it is easy to compute but
hard to invert. With the more specific definition as

Definition 1: PUF is a function f:{0,1}" = {0,1}" is one-
way if the following two conditions hold:

1. Easy to compute: There exists a polynomial-time
algorithm M; computing f', that is Mf (x) = f (x) for
all x.

2. Hard to invert: It cannot be converted in a

polynomial time.

Step 2, from one-way function to one-way permutation:
In our PUF-pass design we make the output is consistent
with the input length as both of them are 32-bit. It is indeed
constructing the one-way permutations. A one-way
permutation is a one-way function with additional structural
properties. We say a function is length-preserving if [f{x)=|x|
for all x. A one-way function that is length-preserving and
one-to-one is called a one-way permutation.

Step 3, Hard-core predicates:

By definition, a one-way function is hard to invert. But it
is not always the case that nothing about x can be determined
in polynomial time from f{x). For more specific applications,
we need to find some information about x that is hidden by
f(x). This motivates the notion of a hard-core predicate.

The definition of hardcore predicate he: {0,1} — {0,1} of

a function f has the property that hc(x) is hard to compute
with probability significantly better than %2 given f{x). We
stress that hc(x) is efficiently computable given x. the
definition requires that he(x) is hard to compute given f{x).
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One of the typical hard-core predicts used in cryptography is
defined as hc(x)=@®;_ x, where xi... xn denote the bit of x.

For our PUF function, we can write it as f (hc(x)). And it is
clear to show that hc is a hard-core predicate of f. If f cannot
be inverted, then f{x) must hide at least one of the bits x; of
its preimage x, which would seem to imply that the
exclusive-or of all the bits x is hard to compute.

Step 4, from one-way functions to pseudorandom
permutations:

We know that the one-way function can construct
pseudorandom permutations. Here we will prove how the
one-way function PUF to fulfill this. First, we have shown
that the hard-core predicts of the PUF one-way function.

Since hc is to be a hard-core predicate of f, then the PUF
function can be written as a function directly on the PUF
function as G(s) = f (he(s)|ls), where G is a pseudorandom
generator. This is intuitively why G, as defined in the
theorem, constitutes a pseudorandom generator, not first that
the initial n bits of the output fs) are truly uniformly
distributed when s is uniformly distributed. Next, the fact
that hc is a hard-core predicate of f means that he(s) ‘looks
random’.

5. System-level FPGA implementation

We implement the PUF-passSE design on the Xilinx
Artix-7 FPGA in the Nexys4-DDR board and we also build a
graphical user interface (GUI) for the PUF-based password
strength enhancement application demo.

5.1. RO placement

We place in total of 32 groups of RO instances on the
FPGA chip. The input of each group is also 32-bit which
could be translated from 4 characters. The input 32-bit will
be sliced into 8-bit for each slice and the 8-bit configuration
input is for the 9-stage RO. Note that the last bit is the parity
to generate the oscillation. Thus, the 32-bit input would be
grouped into 4 sub-groups and each sub-group has the same
structure as depicted in Fig.1. To make the output consistent
with the input, the responses from the 4 sub-group will
exclusive-or to form a 1-bit final output. Thus, one pair of
ROs will generate 1-bit output and the combined output is
32-bit. If the password length is longer than 32-bit, we
address this as follows. We divide the input into chunks of
length of 32 and then feed each chunk to the 32 groups of
RO. After that, if the left part is less than 32-bit, we will just
initialize partially the corresponding sub-group in terms of 8-
bit. When placing the ROs, we use the relative location
constraints (RLOC) from the Xilinx EDA tools to ensure the
delay difference of each ring is generated by the variance of
the die layout.

5.2. System implementation

We build a serial port communication from the FPGA
board to PC using the wuniversal asynchronous
receiver/transmitter forms. To make the communication
compatible with the 32-bit RO PUF, the communication
width is set to be 32-bit per frame and any length passwords
will be split into 32-bit (4 characters). A graphical user
interface is shown in Fig.2. The input string is the user-

generated password and it is first converted into ASCII code.
The actual input of the RO PUF is the binary value
converted from the ASCII code. The output is translated to
the corresponding enhanced password from the binary code
shown at the bottom of Fig.2.

Both the input and output passwords are presented in
Fig.2 to make a comparison. In addition, we also display the
corresponding hex and binary values for reference. But note
that in real applications the intermediate values are not
exposed for security consideration. That is to say, the user
only needs to remember his personal password, no matter
how simple it is. The embedded PUF-passSE will convert it
into a strong password and use that one in the following
authentication.

Original  nhelloworld 4 >> HEX value >>

— 68656C661776{726¢64

Binary value
011010000110010101101100
011011000110111101110111
011011110111001001101100
01100100

New Password <L HEX value K<L

iLIb=C @? 692¢49917d3dfe09403f

Binary value

011010010010110001001001

100100010111110100111101

C ] — 111111100000100101000000
Neak Medium Strong 00111111

Fig. 2. A typical demo of the PUF-passSE System, the input is the original
password which is labled as ‘weak’ by the password security checker, while
after processing by the PUF model, the newly generated password is
labeled as ‘strong’.

6. Results and analysis

To evaluate the applicability of our PUF-passSE on real-
world passwords, we assess its performance in terms of
entropy enhancement for the password dataset acquired from
the online servers. Moreover, we also test the results on
different FPGA boards and evaluate the mutual information
between different devices.

6.1. Bit entropy result

The concept of PUF entropy is to evaluate the
randomness and unpredictability of the PUF readouts. The
higher the entropy means the output/password is more
random. It also indicates that attacker faces more difficulties
in guessing or breaking the output/password. We begin
verifying the performance of the PUF based entropy
enhancer by calculating the bit entropy enhancement. First,
we generate the input random bit-stream obeys Bernoulli
distribution B~(n,p) with different probabilities (p). For
example, when the probability equals 0.1, it indicates the
frequency of ‘1’ occurred in the bit-stream with proportion
as 10%. The entropy, in this case, is low because of the
majority of the bits in the stream is ‘0°, thus lacking
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randomness. When p=0.5, it means ‘1’ and ‘0’ occur in the
bit-stream with the same probability. It shows the most
random case for Bernoulli distribution and the entropy, in
this case, is equals the full entropy 1. As for p=0.9, in which
‘1’ occurs 90% of the bit-stream, the entropy is also low.
We evaluate the average bit entropy of the input stream,
output stream and as well as the bit exclusive-or result of the
two, shown in the Fig.3. First, from the figure we see a clear
increase from the input entropy to the output entropy.
However, when the input entropy is already high which is
close to full entropy, passing by the PUF, the corresponding
output entropy decreases a bit, i.e, 0.05. The decrease is
because PUF output is not ideal random in implementation.
Some variance in the hardware may add bias to the PUF
output. To overcome this limitation, we propose to
exclusive-or the output with the initial input. This solves the
problem when the input entropy is already near the full
entropy. In Fig.3, it is evident to see the exclusive-or entropy
Hxor is higher than the original output entropy How. This
method guarantees that the enhancement still holds when the
input entropy is already high. In summary, from the binary
entropy result, we demonstrate that the PUF-passSE can
enhance the input entropy of bit-streams.
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Fig. 3. Bit entropy result for 9 different cases

6.2. Result of password dataset

After confirming the increase of entropy for generated bit
streams, we conducted the following experiment to further
validate the enhancement of the entropy on passwords
dataset. We use the passwords from the RockYou password
set [15] to validate our PUF-passSE. The RockYou list was
originally obtained by an attacker who utilized a SQL
injection attack against the rockyou.com website. RockYou
provides applications for numerous social networking sites
such as Facebook, MySpace, and Friendster, and thus
included the associated login details created by users for
those sites. The list contains over 32 million passwords. Due
to the list’s enormous size, we select typical sub-sets labeled
as “the most common XX passwords”, which “XX” stands
for the number of passwords in the set. To make the
experiment consistent with the PUF array structure we
implemented, we divide the password string into groups with
4 characters (32 bits) of each group. And for each character,
we map it first to ASCII code and then to binary value. For
the input entropy, unlike the former evaluated bit entropy,
we use the character entropy (8 bits) in this test. We
calculate the entropy for each character and then average the

result. Thus, in this case, the full entropy of a character
should be 8 bits.

Table I: The Entropy results for different password sets.

Password Set Input Output Input XOR
Entropy Entropy Output
500-common 4.41 5.79 7.07
10k-common 4.44 6.14 7.23
100k-common 4.75 6.81 7.43
500-recommended 5.01 6.86 7.79

Table I shows the test results on the most common
password sets from the RockYou list. Not surprising, the
original entropy of is as low as 4 bits, which is around half
of the full entropy. Several trends are evident from this plot.
First, we observe the trend of initial input entropy increasing
with increasing number of password set. Second, for each
password set, there is an evident increase of entropy after
processing by the PUF-passSE. Then, we exclusive-or the
input with the output, the entropy increased above 7 bits
which is near the full entropy as 8 bits. This notable results
demonstrate that the performance of our PUF-passSE is
good even if the input entropy is getting worse. Moreover,
we test the 500 recommended passwords from the RockYou
list. These kinds of ‘good’ passwords are selected by the
password rules. For example, it should contain numbers
intersecting with letters. The input entropy of this case is
around 5 bits which is the highest for all the test cases.
Although it is labeled by recommended passwords, it still
shows a gap to the full entropy under our test. When
applying the PUF enhancer on it, we can see a significant
increase (from 5 bits toward 7.8 bits) in the entropy.

6.3. Mutual information of two devices

To prove that our proposed PUF holds uniqueness
implemented in different devices, we test the mutual
information (MI) of the outputs from two devices. In
information theory, the mutual information (MI) is a measure
of the mutual dependence between two variables. In the
PUF-passSE application, we would like to find out the
mutual dependence of two devices in order to show the
generated password is unique to the device. If the mutual
information of two devices is small, the password would
seldom be same when two customers occasionally use the
same initial password. That is to say, each device would use
its unique hardware features in generating the passwords.
Otherwise, the PUF-passSE would result in a collision when
the input passwords are the same. Moreover, the attacker
would not learn the passwords from another PUF-passSE
device, if he can totally control one device.

The equation to calculate the mutual information of two
devices is defined as:

I(X,Y)=H(X)-H(X|Y) 4)
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X represents the output of the Device 1 and Y represents the
output of Device 2. The mutual information could be
calculated as the entropy of one variable subtracting the
conditional entropy on the other variable.

The results of the mutual information of two devices are
shown in Table II. The first row is the input probability (p)
selected as different test cases. From the second row, we find
out that the mutual information of the two devices is less
than 0.1 which is low compared to the entropy as around 0.9.
Those results could demonstrate that by knowing the output
of one Device, the attacker cannot get more information
about the output of the other Device.

The limited mutual information among devices
demonstrates the uniqueness of the PUF-passSE which is the
significant advantage over the traditional cryptography
algorithms, i.e, hash functions. As those functions are
identical for different devices, the scheme implemented by
hash functions would need to add extra random nonce to
guarantee its uniqueness. However, in our PUF-passSE, the
random function is embedded in the hardware structure
which could save more hardware cost for the constrained
IoT devices.

Table II: The mutual information for two devices

P 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

0.086 0.077 0.068 0.072 0.073 0.074 0.075 0.077 0.114

1X.Y)

7. Conclusion

In this paper, we present a PUF-based entropy enhancer
for the application of passwords. The design uses
configurable ring oscillators (RO) PUF to generate
randomness. We demonstrate that this approach can
significantly increase the entropy of the source input.
Besides, we also test the performance on real passwords set
and show the achievements in pumping the entropy of the
human generated passwords. Since the PUF-passSE is low-
cost hardware add-ons to enhance the security level of
passwords, incorporating such hardware device will provide
a better and secure alternative to the IoT authentication
applications.
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