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Major Goals:  In modern architectures, there are several attacks which directly corrupt contents in memory. For 
example, the Direct Memory Access (DMA) enables  components of the architecture (such as embedded devices 
and/or peripherals) to access a computer's memory directly, without OS supervision. While this feature permits 
extremely fast data transfers, it also allows a malicious (e.g., exploited) device to potentially steal sensitive data, or 
run malicious programs on the computer. Another typical memory-corruption attack is Rowhammer which if 
successful, causes some memory cells to interact with and flip the values in nearby memory rows.



 Common mitigations used against these kinds of attacks include disallowing physical connections or access to the 
machine, disabling DMA, or enhancing the system such that damage is minimized from memory corruption (e.g. 
using error-correcting code to recover from corrupted memory). However,

while most existing solutions may cover part of the attack surface, they do not stop all feasible attacks with a similar 
effect.

For example, denying physical access to the device may not be always possible, and bit flipping faults can be 
induced without physical access to the device (e.g. Rowhammer over the network radiation). Moreover, error-
correcting codes, an existing defense against Rowhammer, are ineffective against an attacker who can alter 
arbitrarily many bits. Notably, following the common trend in injection-detection, existing defenses against such 
attacks are typically heuristics, and do not come with a proof of security or a characterization of the class of attacks 
that they defend. In contrast, cryptographic solutions which do come with a security model and proof, induce too 
high slowdowns, rendering them inapplicable.

The above situation leads to the following natural question:

Can we formally define a class of realistic attacks which is general enough to capture the above types of memory 
corruption, and can we devise/implement an efficient scheme that is provably secure against any attack in this 
class?

In this work we answer the above question affirmatively. In a nutshell, we first define a model of computation which 
is as close as possible to the underlying system on top of which the scheme runs and devise appropriate 
cryptographic-style definitions  of what it means to be ``secure" against the attack class.  We then describe a 
detection scheme for such attacks which is provably secure, and benchmark its performance various simulated 
settings. Even though the simulation of hardware components induces a clear slowdown in the execution, our 
results indicate that with only minimal extensions on the  CPU list of commands  (and no additional security 
assumptions from the CPU) we can get slowdown which can be acceptable for securing critical computations.

Accomplishments:  We focus on detecting a subset of exploits which allows the attacker to target and overwrite 
any part of memory. We call this attack ``direct injection". In particular, this includes (but is not limited to) a system 
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being the target of a successful write-only Direct Memory Access (DMA) attack. Our attack allows arbitrary leakage 
on the program which is executed and its inputs and outputs---the attacker knows (in fact, he chooses) which 
program is being executed and on what inputs.  In Section “future works” we will discuss as future direction, how 
we can protect against an adversary who can read memory as well as write, and how we can extend our security to 
include other memory corruptions, such as bit-flips of Rowhammer attacks.

Our work extends the theoretical model and scheme of PI to include and handle features of modern architecture 
such as cache, the heap, variable instruction lengths, and a richer instruction set including function calls and heap 
operations. We devise cryptographic-style definitions of security in this more realistic model. We further improve the 
efficiency of this work in two ways. First, we replace the expensive random oracle invocation (implemented by a 
hash function) and multiplication steps with one AES operation, while formalizing the necessary assumptions on 
AES. (Roughly, we need it to have properties similar to a strong randomness extractors.) Second, we leverage the 
cache, which had not been considered before, to avoid the expensive repetition of the scheme's verification for data 
that was retrieved from cache (rather than from the corruptable memory). Using the cache, we can also remove the 
atomicity assumption that the adversary cannot attack between the MAC verification and data access.



We prove the security of our scheme by showing that it satisfies two properties which we formulate in our model: 
correctness, and detection accuracy. Given a system vulnerable to direct injection attacks, and a program whose 
code and data we wish to secure, we transform the program such that it behaves the same way as before when no 
attack has happened (correctness property), but is able to respond to attestation queries from a remote verifier and 
detect when a direct injection has occurred (detection accuracy property).



Lastly, we implement a proof of concept and benchmark the performance our scheme, and demonstrate that our 
scheme is composable with security mechanisms implemented in the program itself. Composability is implied by 
the correctness property of the scheme (as by correctness, our scheme does not alter the behavior of the program 
when no direct injection occurs); to demonstrate this, we implement stack canaries, a common defense against 
buffer overflows, and pass the program with stack canaries through our scheme. This yields a program that 
protects against any attack which stack canaries would prevent in addition to any direct injection attack. To our 
knowledge, our work is the first to demonstrate generic composition of defenses that provably protects against the 
union of the attacks that each of the composed defenses protects. Our benchmarks indicate that for programs 
which make moderate use of cache---the more use the better for our benchmarks---our scheme causes at 
slowdown of just 2x over the unprotected program.
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Summary 
Direct Memory  Access  (DMA)  attacks  can  allow  attackers  to  access memory  directly,  bypassing  OS 

supervision or software protections. In this work, we put forth and benchmark a cryptographically secure 

attestation scheme, which detects DMA attacks. In fact, our scheme detects any attack in a more general 

class of attacks which we call direct injection. 

We prove security of our scheme under a realistic machine model which extends in a non‐trivial manner 

a cryptographic model proposed by Lipton, Ostrovsky, and Zikas (ICALP 2016.) 

Despite the fact that our scheme, in its current form, protects against write‐only attacks, both our security 

model and our scheme can be extended to allow the attacker to have additional read access to memory‐

‐‐thereby capturing leakage‐‐‐as well as detecting more types of memory corruptions such as bit flips. 

Introduction 
In modern  architectures,  there  are  several  attacks  which  directly  corrupt  contents  in memory.  For 

example, the Direct Memory Access (DMA) enables  components of the architecture (such as embedded 

devices and/or peripherals) to access a computer's memory directly, without OS supervision. While this 

feature  permits  extremely  fast  data  transfers,  it  also  allows  a malicious  (e.g.,  exploited)  device  to 

potentially steal sensitive data, or run malicious programs on the computer (e.g. [3,9]) Another typical 

memory‐corruption  attack  is  Rowhammer  [7,10], which  if  successful,  causes  some memory  cells  to 

interact with and flip the values in nearby memory rows. 
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 Common mitigations used  against  these  kinds of  attacks  include disallowing physical  connections or 

access  to  the machine, disabling DMA, or enhancing  the  system  such  that damage  is minimized  from 

memory corruption (e.g. using error‐correcting code to recover from corrupted memory). However, 

while most existing solutions may cover part of the attack surface, they do not stop all feasible attacks 

with a similar effect. 

For example, denying physical access to the device may not be always possible, and bit flipping faults can 

be  induced without physical access to the device (e.g. Rowhammer over the network [2,8], radiation). 

Moreover, error‐correcting codes, an existing defense against Rowhammer, are  ineffective against an 

attacker who  can  alter  arbitrarily many  bits  [4].  Notably,  following  the  common  trend  in  injection‐

detection, existing defenses against such attacks are typically heuristics, and do not come with a proof of 

security or a characterization of the class of attacks that they defend. In contrast, cryptographic solutions 

which do come with a security model and proof, induce too high slowdowns, rendering them inapplicable. 

The above situation leads to the following natural question: 

Can we formally define a class of realistic attacks which is general enough to capture the above types of 

memory corruption, and can we devise/implement an efficient scheme that is provably secure against 

any attack in this class? 

In  this work we  answer  the  above  question  affirmatively.  In  a  nutshell, we  first  define  a model  of 

computation which is as close as possible to the underlying system on top of which the scheme runs and 

devise appropriate cryptographic‐style definitions   of what  it means to be  ``secure" against the attack 

class.  We then describe a detection scheme for such attacks which is provably secure, and benchmark its 

performance various simulated settings. Even though the simulation of hardware components induces a 

clear slowdown in the execution, our results indicate that with only minimal extensions on the  CPU list of 

commands  (and no additional security assumptions from the CPU) we can get slowdown which can be 

acceptable for securing critical computations. 

Our Contributions 
We focus on detecting a subset of exploits which allows the attacker to target and overwrite any part of 

memory. We call this attack ``direct injection". In particular, this includes (but is not limited to) a system 

being the target of a successful write‐only Direct Memory Access (DMA) attack. Our attack allows arbitrary 

leakage on the program which  is executed and  its  inputs and outputs‐‐‐the attacker knows (in fact, he 

chooses) which program is being executed and on what inputs.  In Section “future works” we will discuss 

as future direction, how we can protect against an adversary who can read memory as well as write, and 

how we can extend our security to include other memory corruptions, such as bit‐flips of Rowhammer 

attacks. 

Our work extends  the theoretical model and scheme of  [5]  to  include and handle  features of modern 

architecture such as cache, the heap, variable instruction lengths, and a richer instruction set including 

function  calls and heap operations. We devise  cryptographic‐style definitions of  security  in  this more 

realistic model. We further improve the efficiency of this work in two ways. First, we replace the expensive 

random  oracle  invocation  (implemented  by  a  hash  function)  and multiplication  steps with  one  AES 

operation, while formalizing the necessary assumptions on AES. (Roughly, we need it to have properties 

similar  to  a  strong  randomness  extractor  [6].)  Second, we  leverage  the  cache, which  had  not  been 
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considered  before,  to  avoid  the  expensive  repetition  of  the  scheme's  verification  for  data  that was 

retrieved from cache (rather than from the corruptable memory). Using the cache, we can also remove 

the atomicity assumption that the adversary cannot attack between the MAC verification and data access 

implicit in [5]. 

We prove the security of our scheme by showing that it satisfies two properties which we formulate in 

our model: correctness, and detection accuracy. Given a system vulnerable to direct injection attacks, and 

a program whose code and data we wish to secure, we transform the program such that it behaves the 

same way  as before when no  attack has happened  (correctness property), but  is  able  to  respond  to 

attestation queries  from a  remote verifier and detect when a direct  injection has occurred  (detection 

accuracy property). 

Lastly, we implement a proof of concept and benchmark the performance our scheme, and demonstrate 

that  our  scheme  is  composable  with  security  mechanisms  implemented  in  the  program  itself. 

Composability is implied by the correctness property of the scheme (as by correctness, our scheme does 

not alter the behavior of the program when no direct injection occurs); to demonstrate this, we implement 

stack canaries, a common defense against buffer overflows, and pass the program with stack canaries 

through our scheme. This yields a program that protects against any attack which stack canaries would 

prevent in addition to any direct injection attack. To our knowledge, our work is the first to demonstrate 

generic composition of defenses that provably protects against the union of the attacks that each of the 

composed defenses protects. Our benchmarks indicate that for programs which make moderate use of 

cache‐‐‐the more use the better for our benchmarks‐‐‐our scheme causes at slowdown of just 2x over the 

unprotected program. In Section “Future Works we will also discuss directions in reducing performance 

overhead. 

Related Works: Provable security against memory corruption 
 Our approach is inspired by the recently proposed theory by Lipton et al. [5], that assumes the simple  

Random Access Stored Program Machine (RASP) model abstracting a program and  its memory as a bit 

string. The scheme has two main components: an additive sharing of a secret key, and MAC tags (Figure 

1). First, between each word of memory, the scheme inserts a share of the secret  key, such that the sum 

of  all  shares  inserted  is  the  secret  key.  During  attestation,  the  key  shares would  be  validated  by  a 

challenge‐response process where  the program  is  challenged  to produce  the  correct decryption of  a 

random  encrypted  message  by  reconstructing  the  secret  key.  The  advantage  over  stack  canaries, 

however, is that every strict subset of the key shares is a set of completely random values, and the secret 

key is not stored in any one location. 

Note  that  the work of Boldyreva et al.  [1] also  inserts additive  sharing of a  secret  key  into memory. 

However, their work focuses on protecting remote heaps (rather than the entire memory), with the goal 

of detecting heap overflow rather than attacks like DMA. 

Finally, we observe that inserting key shares is not enough if the attacker is able to skip over corrupting 

them. Thus, a message authentication (MAC) tag authenticating each word is used, keyed by the key share 

after each word. This MAC tag is verified before the data is read or executed, and updated after the data 

is changed via a write instruction. 
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Figure 1: Mac tax corresponding to each word 1 to 4 make sure the words of data are not tampered 

with. 

Overview of Our Scheme 
 

Our scheme takes as  input a program, written either  in source code or assembly (our  implementation 

takes either C source code or x86‐64 assembly code). It first transforms the program to make space to 

interleave key shares and MAC tags, and changes instructions so that they do not write over or leak these 

key shares and MACs. It also inserts new code which performs set up, MAC tag verification, and responds 

to attestation challenges from the remote verifier (these are the only instructions allowed to access the 

key shares and MAC tags).  Then, we run the modified program, where the set up code inserts the random 

key shares and computing MAC tags. The result of this scheme is a running process which is able to detect 

direct injections. 

 

Figure 2: Key shares and MAC tags are inserted throughout each section in the virtual address space. 

We show that our scheme is secure by proving the following two properties: correctness, and detection 

accuracy.  Informally, correctness means that the modified program has the same outputs as the  input 

program, when no direct injection attack has occurred. This is satisfied by our modification of the input 

program's instructions, so that they are unaware of the additional interleaved key shares and MAC tags. 

The  second  property,  detection  accuracy,  says  that when  a  direct  injection  attack  has  occurred,  the 

remote verifier is able to detect it as the process is not able to answer the decryption challenge correctly. 

We find this property to be too strong, as it requires checking the MAC tags in the entire memory, even 

at  locations which would never be accessed. Thus, we relax this notion of security slightly by requiring 

detection only in the case when the corrupted memory is either read or executed. This reduces overhead 
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dramatically by limiting MAC verification to only data we will access. Moreover, by taking advantage of 

the fact that cache is not part of memory and cannot be overwritten by direct injection attacks, we can 

further reduce performance overhead by only verifying the MAC tag when the data is first put into the 

cache. 

Benchmarks 
We implemented and benchmarked our scheme on a machine with four Intel Core i5‐6267U at 2.9 GHz, 

and AES NI support, running Linux Mint 18.3 64 bit (kernel 4.13). 

We  tested  our  implementation while  varying  two major  parameters:  the  number  of  bytes  between 

consecutive key shares (which we call ``block size") $n$, and the cache size. 

We tested how our implementation performed with different types of programs, such as finding primes, 

matrix multiplication, finding the determinant, and Dijkstra algorithm. 

The benchmarks demonstrated the cache's effect on lowering the overhead of our scheme (by reducing 

the number of MAC verifications required). As we increase cache size towards what modern CPUs offer‐‐

‐i.e., 400 blocks  in  the  figures‐‐‐the performance  increases almost exponentially. Moreover, when  the 

block size $n$  is  larger, a similar overhead reduction  is seen. At $n = 64$ bytes, we reach the current 

optimal of 2x slowdown for programs which make good use of cache or require less memory (eg. finding 

primes, solving Tower of Hanoi). Conversely, programs like Dijkstra algorithm and matrix multiplication 

suffer the most slowdown of 15x‐20x. We find that composing our scheme with stack canaries incur no 

additional slowdown other than what was already incurred by this software protection. 

 

 

Figure 3: Slowdown of secure (with stack canaries (w.c.)) vs. insecure program run time as function of 

cache size and with block size 64. With larger cache (and more cache‐friendly programs), blocks of 

data in memory may be verified less often, leading to smaller slowdown. 
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Future Directions 
A useful extension of our current class of attacks and scheme is to include kinds of memory corruptions 

other than direct injection attacks, such as bit flipping. This would include attacks like Rowhammer [7,10]. 

Current mitigations  include probabilistically  refreshing  rows,  in addition  to  software defenses  such as 

analyzing memory accesses to detect potential Rowhammer attacks (e.g. [4, 11]).  However, the security 

of  these mitigations have been  shown experimentally  rather  than proven. Our  scheme, while proven 

secure under a different attack, may also be secure under bit flipping attacks, as the adversary should not 

be able to produce a valid MAC tag by flipping bits. 

Another  direction  is  to  provide  security  even  against  an  adversary  who  could  read,  in  addition  to 

overwriting memory. This could be achieved partially by  following  the approach of  [1]  to periodically 

refresh all key shares so any strict subset of key shares leaked before a refresh become useless. However, 

this is an expensive operation, especially as we also need to refresh MAC tags. A possible solution would 

be to instead perform frequent ``local" refreshes to small subsets of key shares. 

Lastly, current efforts have been to improve the performance of the scheme. As our proof‐of‐concept is 

implemented in software, the lowest overhead has been a 2x slowdown. Thus, one direction is to develop 

a hardware  implementation to perform MAC check and data access  in one atomic operation. Another 

direction is use the  observation that there is no need to place the MAC tags and their corresponding key 

shares  at  interleaved  locations  in  memory.  The  MAC  tags  would  authenticate  each  block  of  data 

regardless. Changing the  layout of memory by separating program data and data used by the scheme 

(keys, tags) will help reduce the need to skip over the keys and tags when accessing data or executing 

instructions. 
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