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Executive Summary

How does one effectively explore and extract insights from large collections of highly heterogeneous
documents across a diverse set of use cases? The Institute for Defense Analyses (IDA), a nonprofit
corporation operating three federally funded research and development centers, helps government sponsors
answer challenging questions that lie at the intersection of national security, science, technology, and policy.
These questions often involve making sense of large numbers of documents and files. Moreover, factors
important to one question may not be important for others. Most existing solutions to document analysis and
review employ a one-size-fits-all approach that cannot be easily adapted to different use cases. IDA has
developed in-house text analytics capabilities to facilitate search, exploration, and analysis of large
collections of files in ways that enable greater flexibility in answering research questions. An extensible set of
machine learning and natural language processing methods can be targeted and applied in real time to
subsets of documents of interest through a no-code, point-and-click, web-based user interface, which allows
for more focused insight extractions. In addition, programmatic APIs are locally and remotely accessible,
which allow users to customize document processing and analyses for a wide range of different use cases
without requiring source code modifications. For instance, researchers have previously used the API to ingest
documents from diverse data sources and train custom machine learning models to auto-label documents to
make them findable or filterable. In this talk, I provide a high-level overview of this work with illustrative
examples.
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IDA is a Research Organization with a Wide Range of 
Use-Cases for Text Analytics

National 
Security

Science

Technology Policy

Image from https://www.ida.org



3

Agenda

Common Tasks for Text 
Analytics at IDA

Customizable Software Can Be 
Tailored to the User’s Needs

Real-time Analysis Features 
Enable Greater Insight into Data

IDATA
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Task 1: Search – Find Important Documents

Uninteresting Large Corpus Important Documents
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Task 2: Discovery – Find Themes in Documents

Clusters

Representative
Documents

Example Cluster
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Task 3: Comparison – Analyze Similar Documents 

Enacted Law
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IDATA

IDATA is a highly customizable capability for searching and exploring large 
collections of documents with real-time analysis features

• Keyword searches
• Theme discovery
• Language translation
• …

Real-time AnalysisRaw Documents Indexed Documents

• OCR 
• Text extraction
• Document metadata
• Keyword discovery
• …

Ingest

Credit: Icon “text mining” by Fahri from Noun Project (CC BY 3.0)

https://thenounproject.com/icon/text-mining-5624082/
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IDATA is a python package powered by open-source tools

Web User Interface

Remote API Machine Learning / Analytics

Back-end Front-end 

Data Repository

IDATA
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Multiple Interfaces for Users to Interact with Their Data

Web User Interface Programmatic API Remote-Accessible API
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Streamlit-Based User Interface 
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Standard Search for “Machine Learning” 

Key file metadata

User view marker

User labelling

Search highlight

Easy access to file
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Machine Learning Pipeline to Improve Search Results

Important document

Irrelevant documents Predicted as unimportant

Results users 
need to examine

Trained 
classifier on 

user tags
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Low Code Text Analytics from

ktrain is available on GitHub: https://github.com/amaiya/ktrain

# STEP 1: Load and preprocess data

# STEP 2: Load model

# STEP 3: Estimate learning rate (a neural network hyperparameter)

# STEP 4: Train model using 1cycle learning rate schedule for 4 epochs 

Example: Building a Chinese-Language Sentiment Analyzer Using BERT (a Deep Learning Model by Google)

https://github.com/amaiya/ktrain
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Features in Users’ Hands

• Standard search
– Lucene query syntax
– Field filtering 

• Document tagging
• Key phrase extraction
• Dynamic faceting
• Export results to 

spreadsheets
• View hits in documents
• Find similar documents
• Paragraph-level comparison 

of similar documents

• Word clouds
• Batch search
• Corpus statistics 
• Theme discovery
• Named entity extraction
• Sentiment analysis
• Document summarization
• Question-answering
• Folder browser
• Image browser
• Language translation
• Report bugs and feedback

• Customizable document-
processing and user interface

• Ability to auto-tag documents 
with custom ML classifiers

• Custom report generation
• CLI management scripts

– Bulk ingest of files 
– Export data, update tags …

• Automatic document 
deduplication

• Manage users/projects 
• Add/delete documents
• Automatic user activity logging

For Users For Admins
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Example Use Cases

NSF Grants

Search
Discover
Compare

NDAA 

Search
Discover
Compare

National Strategies

Search
Discover
Compare
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Examining NSF Grants

User Pre-Processing
of XML Files

AWARD_DICT = {
‘text’ = TITLE + ABSTRACT,
‘investigator’ = INVESTIGATOR,
‘institution’ = INSTITUTION,
... }

IDATA

Standard Ingest
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Flexible API Allows for Creating Custom Analyses

DYNAMIC_FIELDS = [‘investigator’, 
‘institution’,
‘effective_date’,
‘expiration_date’,

‘award_amount’]

ResultsUser Input



18

Search and Filter on User-Defined Dynamic Fields

DYNAMIC_FIELDS = [‘investigator’, 
‘institution’,
‘effective_date’,
‘expiration_date’,

‘award_amount’]

ResultsUser Input
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Discover Clusters in the Filtered Results

DYNAMIC_FIELDS = [‘investigator’, 
‘institution’,
‘effective_date’,
‘expiration_date’,

‘award_amount’]

ResultsUser Input
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Discover Clusters in Different Types of Documents

NSF Awards NDAA Sections
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NDAA Processing

DYNAMIC_FIELDS = [‘title.keyword’]

Results
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Compare Different Versions of NDAA
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Compare Different Versions of NDAA
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Compare Different Versions of NDAA
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Document Comparison

Locality Sensitive Hashing Algorithm

Near-duplicate documents

Bucket 1

Bucket 2

Bucket 3

Keys Hash Buckets

Bucket 4

Candidate 
Pairs

Gestalt Pattern Matching

Highlight 
Differences

Documents with similar content
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Comparison of Cybersecurity Strategies
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Semantic Comparison of Cybersecurity Strategies 

NCS_DICT = { “Sec 1.1”: Text, “Sec 1.2”: Text, ... }

EXEC_ORDER_DICT = { “Sec 01”: Text, ... }

Results = SemanticMatcher.execute(EXEC_ORDER_DICT, NCS_DICT)

National Cybersecurity Strategy

Strategic Objective 3.3: Shift Liability for 
Insecure Software Products and Services 

Strategic Objective 3.5: Leverage Federal 
Procurement to Improve Accountability 

Score 70%

Score 61%

Sec. 4. Enhancing Software Supply Chain Security

Executive Order 14028  
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Example Use Cases

NSF Grants

Search
Discover
Compare

NDAA 

Search
Discover
Compare

National Strategies

Search
Discover
Compare
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Customizable and Real-Time Analysis Features Enable Users to 
Tailor Analyses to Their Needs and Generate Better Insights

Common Tasks for Text 
Analytics at IDA

Customizable Software Can Be 
Tailored to the User’s Needs

Real-time Analysis Features 
Enable Greater Insight into Data

IDATA

Questions? 
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