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Accomplishments 

What were the major goals and objectives of the project? 

The objectives of the project are the following: 

01. To design provenance analytics techniques that combine domain-agnostic properties of 
provenance, such as network metrics and topology, with domain-specific information, to 
relate provenance logs about the creation of plans to quality of plans in terms of their 
outcomes. 

02. To devise analytics techniques {both network-based and summarization-based) capable 
of mining provenance and extracting discrete activities performed by operators and 
unmanned vehicles, and compare the performance of these techniques. 

03. In the context of unmanned vehicle management systems, to devise principles of 
accountability allowing the system and the analytics techniques to be accountable to 
their stakeholders. 

04. To study the scalability of the techniques investigated in the project. 
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Figure 1. An overview of the proposed w-:Jrk in the PA4C2 project. 

What was accomplished towards achieving these goals? 

Key findings 
1. Provenance Kernels (PK) [ANALYTICS] are novel graph kernels [1] developed specifically to 

characterize provenance graphs by exploiting the types of nodes and edges contained therein, or 

their provenance types. The kernels provide us with a generic tool to compare and classify 

provenance graphs and, by extension, data from several applications with high accuracy without the 

need for manual selection of graph features as required by our existing Provenance Network 

Analytics method [2] while being 100s faster (see Figure 3.). A summary of provenance kernels and 

their applications are provided below, with the full results are reported in [3]. 

2. Provenance Types Library [ANALYTICS & SCALABILllY] is an efficient data structure to record 

provenance types, designed particularly to support the analysis of provenance data generated from 



continuously running applications [4]. Not only that it compactly stores provenance types, but it also 

supports the incremental (re)inference of the provenance types of existing provenance graphs when 

new provenance records are added to them without the need for expensive re-computation. 

Therefore, a provenance type library makes provenance types required by provenance kernels 

readily available for the analysis, classification, and summarization of provenance d3ta whenever 

the need arises. 

3. PROV-Template compiler [SCALABILITY] is a software development tool to facilitate i:rovenance 

instrumentation in software and applications via the PROV-Template approach [5]. The tool 

compiles provenance templates into (a) an application-side library to record the rig1t application 

data for the specified templates in a conforming CSV representation and (b) a provenance-side 

library to expand such CSV data into the corresponding provenance graphs. In addi1ion to expediting 

the provenance instrumentation process, the approach enables applications that generate large 

amounts of provenance data to record them efficiently in a compact CSV data format. Moreover, 

the provenance-side library can compute provenance types directly from the CSV d3ta without the 

need to expand them into provenance graphs before so doing. The tool is made available in the 

open-source ProvToolbox1 package. 

4. Explanations for PK classifications [ANALYTICS & ACCOUNTABILITY] can be produced by combining a 

machine learning (ML) model built on PKs with the LIME method [6] to identify whi:h provenance 

type(s) significantly contribute to a specific classification decision. A narrative in a ratural language 

describing the graph patterns associated with such a provenance type can then be ::>roduced to help 

users of the ML model understand why certain classification is picked by the model. An illustrating 

example of this method is presented in [3]. 

Provenance Kernels 
The proposal's 01 and 02 objectives planned to study provenance graph metrics [2] and provenance 

summarization [7] as the analytics techniques for IMPACT provenance data. However, graph metrics 

have to be arbitrarily selected without any established principle; furthermore, domain-specific 

information does not naturally integrate with graph metrics. Thus, principles of graph kernels [1] were 

used in combination with the concept of provenance types introduced in [7], allowing ~emantic 

information to be integrated into provenance analytics in a systematic manner. Graph <:ernels are tools 

used to capture similarities of networks according to different aspects of their structure (or graph 

patterns), expressed in terms of type information associated with graph nodes and edges. Such aspects 

can be identified, or "discovered", by graph kernels without relying on human selection of graph 

features like the PNA method. Those can be associated with the number of nodes in a graph or their 

connectivity, or to the set of possible paths or subtrees encountered in them, as well a; more abstract 

notions such as the Lovasz number, central in graph theory and combinatorial optimizction. Once a table 

of similarities between graphs is calculated with the aid of a graph kernel method, traditional machine 

learning algorithms can be applied to those graphs, for example, to classify them according to a 

particular characteristic. 

1 Available at https://lucmoreau.github. io/ProvToolbox/. 



As part of this project, to analyze provenance graphs, we have developed a notion of provenance types 

that captures (1) provenance semantics, (2) local graph structures, and (3) application-domain 

information from provenance graphs. Provenance types are_. in loose terms, an encoding of the 

neighborhood of nodes in a graph in such a way that each node is assigned a type that summarizes the 

history of that provenance expression. Based on such provenance types, we built the Provenance Kernel 

method, which involves comparing provenance graphs according to how many of such neighborhood 

structures (i.e., provenance types) they have in common. Provenance Kernels can then be used similarly 

to traditional graph kernels for the classification or clustering of provenance graphs (to gain insights 

from them as shown in the Applications below). As part of this line of work, we designed an algorithm to 

infer provenance types in linear time with respect to the size of input graphs. Thanks to this, the 

computing time of Provenance Kernels is 100x faster than that of the network metrics employed by PNA 

on the same graphs (04). We showed that Provenance Kernels not only give us high accuracy in 

prediction tasks (see the Applications section) but also can be done incrementally as new data becomes 

available, as discussed in more detail in [4]. 

Objective 03 was addressed by defining a set of templates for provenance for unmanned vehicle 

management systems [8]. Combined with the methodology ''Explainability by Design" conceived in a 

sister project2
, they allow for explanations of the systems to be generated to address the user's needs. 

In addition, the provenance kernel approach was shown to t:e able to provide explanation of the most 

significant features of a graph, in term of semantic types anc the PROV provenance vocabulary [3]. 

Applications 
We have applied Provenance Graph Kernels in several suitable provenance data sets available to us to 

build predictive models for data in those applications. Specif cally, we have successfully applied the 

method to predict (see Figure 2): 

1. whether a patient's admission to a hospital resulting in a fatality (Figure 2) based on the 

provenance graph recording their journeys through the hospital -the provenance graphs were 

built from logs of critical care data in the MIMIC-Ill dataset [9]; 

2. the data quality label of buildings, routes, and route sets crowdsourced in the CollabMap 

application [10] from their provenance; and 

3. the team to which a player belongs based on their actions, as recorded in provenance graphs, in 

Pokemon game simulations, where each team employs a different strategy. 

2 The PLEAD project - Provenance-driven & Legally-grounded Explanations for Automated Decisions. 
See https://plead-project.orq. 
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Figure 2. The accuracy (0.0-1.0) of two variants of provenance kernels (PK-G and PK-A), the best graph kernels, 
and the PNA method in six classification tasks from the MIMIC-II/ dataset [9], the Co//abMap (CM) datasets [10], and 
the provenance of Pokemon game simulations (PG). The e"or bars show the 95% confidence intervals. 
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Figure 3. The relative time costs of the best-performing methods shown in Figure 2 plotted on the log scale. It shows 
that, in terms of computing cost, provenance kernels are competitive compared to the faster, existing graph kernels 
while significantly out-perform the PNA method in analyzing provenance data. 

See [3] for a more detailed report on the provenance kernels and their performance. 



What opportunities for training and professional development did the project provide? 

On November 20th, 2019, Luc Moreau (LM) and Trung Dong Huynh (TOH) ran the Provenance Tutorial 

session at the Open Data Science Conference 2019 in London for about 30 conference participants. The 

recording is available at https://www.youtube.com/watch?v=v8noJFOYFEk. We explained the 

motivations for provenance, introduced the PROV standard, presented some applications of 

provenance, and reviewed some tools for provenance. We concluded the tutorial with a practical 

session on provenance modeling. We acknowledge funding -=rom ONR-Global in our presentation 

(https://openprovenance.org/tutorial/odsc2019.html). 

How were the results disseminated to communities of interest? 

In addition to our fortnightly teleconferences with the SPAWAR team, we undertook the following 

engagements: 

1. IMPACT Provenance Modelling workshop at KCL (March 14-15, 2018) between KCL and 

SPA WAR teams, resulting in an initial set of provenance templates for IMPACT. The provenance 

template approach is introduced to the SPAWAR team. 

2. Visit SPAWAR in San Diego (Feb 2019): LM and TOH visited SPAWAR between Feb 19th and 22nd 

to report our research and to plan the collaboration between the two teams. We also worked 

with the SPA WAR team on provenance modeling and recording during the visit. 

3. MAPLE 4 Trial at QinetiQ Portsdown Technology Park (May 18th and 22nd
, 2019). KCL team was 

introduced to the MAPLE project and the role of IMPACT in the whole MAPLE exercise. We 

reviewed additional provenance templates created ty the SPA WAR team and helped the 

SPA WAR team integrate the ProvToolbox library into their provenance service within IMPACT, 

enabling it to generate provenance directly without the need for external utilities. 

4. Global Maritime Forum in Liverpool, April 30th, 2019. LM presented ongoing work in the project 

and took part in a panel on Big Data Analytics 

https://nmio.ise.gov/Portals/16/GMF%20Reports/Docs/GMF 2019 Final.pdf. 

5. The SPAWAR team (Crisrael Lucero, Doug Lange) visited KCL in London on May 21't and 22nd
, 

2019, and then September 3pt, and Oct 3rd
, 2019. We discussed the research agenda and 

worked on the provenance recording for IMPACT. 

6. ONR Science of Autonomy Meeting in Washington, DC, August 5th-8th, 2019: LM presented the 

PA4C2 project to the Science of Autonomy program. 

7. Open Data Science Conference Europe, London, Sept 2020, LM presented "Provenance: a 

fundamental data governance tool - a case study for data science pipelines and their 

explanations" https://odsc.com/speakers/provenance-a-fundamental -data-governance-tool­

%E2%8E%AF-a-case-study-for-data-science-pipelines-and-their-explanations/ 

8. Plenary presentation "Explanations on the Web: A Provenance-based Approach", by LM, WEBIST 

2020, 05 November, https://vimeo.com/channels/webist/478043709 

9. "Explanations on the Web: a Provenance-based Approach" by LM at Warwick Cybersecurity 

Expert Seminar series, https://warwick.ac.uk/research/priorities/cyber-security/seminarseries/ 



10. Al Strategic Challenge Assurance Workshop organized by The Technical Cooperation Program 

(TTCP) {September 30th and October Pt, 2021). LM and TDH presented "Provenance-based 

Explanations" to the workshop. We also discussed how provenance could beneiit assurance 

cases in command-and-control applications. 

11. Visit to NIWC Pacific (December 6-10, 2021) : TDH (and LM remotely) reported the findings and 

results of the project to NIWC team. We discussed future research collaboration and 

opportunities. TDH was introduced to NIWC collaborators at the UK Maritime Warfare Centre 

(MWC), leading to a funding award to apply provenance technology to wargam ng exercises 

with MWC (see below). 

Further Project and Funding 

Provenance of Robotic Planning: We initiated a new line of work with colleagues from the Planning 

Group at KCL in which we record the provenance of plans and plan execution from RO5Plan [11], a 

planning system for robotic systems in ROS3
. Once this is completed, we plan to simula:e various 

planning and plan execution scenarios akin to those in dynamic command and control environments 

with the aim to apply provenance analytics techniques over their provenance. 

Provenance Analytics for War Gaming: The KCL team applied and awarded innovation funding to work 

with the UK Maritime Warfare Centre, Deep Blue C Technology Ltd4, and NIWC Pacific :o apply 

provenance analytics techniques to wargaming exercises in the Serge environment5
. \i\e will exploit 

results from this project to demonstrate provenance-based analytics capability over user interactions 

within war games. 

Honors: What honors or awards were received under this project in this reporting period? 

In a closely related but distinct project, under the theme of accountability (see Figure 1), from March to 

June 2019, and subsequently in 2020-2021, we investigated and developed a demonstrator6 in which 

textual explanations are generated from the provenance of automated decisions to arswer various 

questions with respect to their data protection concerns. This work was carried out in collaboration with 

legal experts at the University of Southampton and with inputs from the UK Information Commissioner's 

Office (ICO), the data protection regulator in the UK. 

The ICO published its guidance on Explaining decisions made with Artificial Intelligence in May 2020. The 

guidance refers to our above work and introduces our provenance-based explanation approach as an 

3 The Robotic Operating System: https://www.ros.org. 
4 http://deepbluec.com. 
5 https://sites.google.com/deepbluec.com/serqe/. 
6 The demonstrator is available online at https://explain.openprovenance.orq/loan/. 



example technique7 "to help provide information for the data explanation ... [and to] provide details for 

the responsibility, and safety and performance explanations". 

The provenance kernel approach has been shown to contribute to this explainability capability and was 

mentioned in talks at WEBIST and Warwick. 

Technology Transfer 
Please list any technology transfer activities including patent applications (include patent number, title, authors, 
and application date and status), inventions, licenses (include license title, application date and status). Please 
describe interactions with Navy laboratories or other DoD Agencies. Describe any commercialization efforts. 

Provenance Modelling and technical support 
We had regular fortnightly teleconferences and face-to-face meetings with the SPA WAR team, both in 

San Diego and in London (see above). During those engagements, we provided the following: 

1. Training on the PROV data model and provenance rrodeling via workshops and tutorials. 

2. Training on the PROV-Template approach [SJ and on using the ProvToolbox library to 

instrument provenance recording for IMPACT. 

The SPAWAR team managed to integrate the above provenance technology into their software, leading 

to the following publications reporting results from their provenance-related work: 

1. C. Lucero, P.H. Nguyen, "A Modern Approach to Big Provenance," 2019 IEEE International 

Conference on Big Data (Big Data), 2019, pp. 6142-6144. 
2. C, Lucero, T.D. Huynh, D. Lange, L. Moreau, "Information Provenance for Evaluating Autonomy," 

/JCAl-19 Workshop on Evaluation of Adaptive Systems/or Human-Autonomy Teaming 

(EASyHAT), 2019. 

3. C. Lucero, T.D. Huynh, D.S. Lange, L. Moreau, "Modeling Provenance of Decisions within the 

Human Autonomy Team," NATO STO-MP-HFM-300 S}•mposium on Human-Autonomy Teaming, 

2019. 

4. S. Wark, M. Nowina-Krowicki, C. Lucero, D. Lange, "But Why? Generating Narratives Using 

Provenance," OzCHI 2018 Workshop on Interaction Design for Explainable Al, 2018, pp. 5-8. 

5. C. Lucero, B. Coronado, E. Gustafson, D.S. Lange, ''Tracki ng provenance in decision making 

between the human and autonomy," International Conference on Engineering Psychology and 

Cognitive Ergonomics, 2018, pp. 171-180, doi: 10.1007/978-3-319-91122-9_15. 

6. C. Lucero, B. Coronado, 0. Hui, D.S. Lange, "Exploring Explainable Artificial Intelligence and 

Autonomy through Provenance," Proceedings of the IJCAI-ECAI 2018 2nd Workshop on 

Explainable Artificial Intelligence {XAI}, 2018. 

7. M. Nowina-Krowicki, P. Argent, C. Lucero, D. Lange, S. Wark, "Now This Changes Everything: 

Managing Provenance using Multimedia Narrative," ICRA Workshop on Robot Teammates 

Operating in Dynamic, Unstructured Environments {RT-DUNE), 2018. 

7 The provenance-based explanation approached is described n the guidance's Part 2, Task 2, available 
at https://ico.org .uk/for-organisations/guide-to-data-protection/kev-data-protection-themes/explaining­
decisions-made-with-artificial-intelliqence/part-2-explaining-ai-in-practice/task-2-collect/. 



Products 

You have the option of selecting "nothing to report" in this section. 

There are no limitations to the number of entries you submit and you can also pull information directly using the 
publication DOI. 

Below is the information detailed for each product submission: 
1. Journal Article 

a. Title: Provenance Graph Kernels 

b. Authors: David Kohan Marzagao, Trung Dong Huynh, Ayah Helal, Luc Moreau. 

c. Publication Status: pre-print. 

d. Publication Date: 20 Oct 2020 

e. Publication Identifier Type: ArXiv 

f. Publication Identifier: https://arxiv.org/abs/2010.10343 

g. Acknowledgement of Federal Support? Yes 

2. Conference Paper 

a. Title: Incremental Inference of Provenance Types 

b. Authors: David Kohan Marzagao, Trung Dong Huynh, and Luc Moreau. 

c. Conference Name: International Provenance and Annotation Workshop (IPAW) 

d. Conference Date: July 19th - 22nd
, 2021 

e. Conference Location: Due to Covid-19, it will now be held virtually and onl ne. 

f. Publication Status: Awaiting publication. 

g. Publication Date: July 9th, 2021. 

h. Publication Identifier Type: DOI 

i. Publication Identifier: 10.1007/978-3-030-80960-7 9 

j. Acknowledgement of Federal Support? Yes 

3. Conference Paper 

a. Title: The PROV-JSONLD Serialization. A JSON-LD Representation for the PROV Data Model 

b. Authors: Luc Moreau and Trung Dong Huynh. 

c. Conference Name: International Provenance and Annotation Workshop (l=>AW) 

d. Conference Date: July 19th - 22nd
, 2021 

e. Conference Location: Due to Covid-19, it is held virtually and online. 

f. Publication Status: Published. 

g. Publication Date: July 9th, 2021. 

h. Publication Identifier Type: DOI 

i. Publication Identifier: 10.1007 /978-3-030-80960-7 4 

j. Acknowledgement of Federal Support? Yes 

4. Conference Paper 

a. Title: ProvViz: An Intuitive Prov Editor and Visualiser 



b. Authors: Ben Werner and Luc Moreau. 

c. Conference Name: International Provenance and Annotation Workshop (IPAW) 

d. Conference Date: July 19th 
- 22nd

, 2021 

e. Conference Location: Due to Covid-19, it is held virtually and on line. 

f. Publication Status: Published. 

g. Publication Date: July 9th
, 2021. 

h. Publication Identifier Type: DOI 

i. Publication Identifier: 10.1007 /978-3-030-80960-7 18 

j. Acknowledgement of Federal Support? Yes 

5. Conference Paper 

a. Title: Information Provenance for Evaluating Autonomy 

b. Authors: Crisrael Lucero, Trung Dong Huynh, Doug Lange, Luc Moreau. 

c. Conference Name: IJCAl-19 Workshop on Evaluation of Adaptive Systems for Human-

Autonomy Teaming (EASyHAT) 

d. Publication Status: Published. 

e. Publication Date: 10 Aug 2019 

f. URL: https://kclpure. kcl.ac. u k/porta I/ en/publications/information-provenance-for­

eval uating-autonomy( 8a095afd-a683-4831-826f-lbaaa 7fe6801). htm I 

6. Conference Paper 

a. Title: Modeling Provenance of Decisions within thE! Human Autonomy Team 

b. Authors: Crisrael Lucero, Trung Dong Huynh, Doug Lange, Luc Moreau. 

c. Conference Name: NATO STO-MP-HFM-300 Symposium on Human-Autonomy Teaming 

d. Publication Status: Published. 

e. Publication Date: Apr 2019. 

f. URL: https://www.sto.nato.int/publications/ST0%20Meeting%20Proceedings/STO-MP­

HFM-300/MP-HFM-300-11.pdf. 

7. Software Library (Other Product) 

ProvToolbox is a Java library to create and convert W3C PROV data model representations. It 

incorporates the PROV-Template compiler as part of its functionality. The library is available online 

at https://lucmoreau.github.io/ProvToolbox/. 

8. Code & Data (Other Product) 

The code and data used for the Evaluation of Provenance Kernel is published at 

https://github.com/trungdong/provenance-kernel-evaluation. 
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