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Abstract 

 

The Department of Defense (DoD) faces a vital imperative to expand and 

strengthen its cyber workforce amid rising threats from a contested and congested cyber 

domain. The Fourth Industrial Revolution, Third Strategic Offset and increasingly 

capable, determined adversaries provide precedence for this strategy. The DoD faces 

persistent shortfalls in the capacity and capability of its cyber talent pipeline. 

Fundamentally transforming its talent management approach requires a renewed focus on 

empowering cyber personnel by cultivating self-efficacy. Research shows that self-

efficacy predicts motivation, perseverance and performance. This study examines 

practices that develop self-efficacy across the talent pipeline. Key strategies include 

professionalizing the cyber workforce, establishing a cyber ambassadorship program, 

fostering prosocial motivation and organizational citizenship, capitalizing on “hidden 

workers” and scaling private-public partnerships (PPPs). Evolving the DoD Cyber 

Workforce Strategy to center on human capital development requires prioritizing talent 

engagement and development initiatives to enhance self-efficacy, yielding increased 

prosocial motivation and organizational citizenship behavior (OCB). A people-focused 

strategy will empower the workforce and maximize purposeful work. 

Through a qualitative analysis of the theory, precepts and strategy, this study aims 

to interject new ideas, perspectives and arguments to shape and evolve the DoD Cyber 

Workforce Strategy. By establishing that self-efficacy is a valuable instrument for 

increasing the capacity and capability of the cyber talent pipeline, this research implies 

that scaling cybersecurity PPPs can be mutually beneficial to DoD and the cybersecurity 

enterprise in the perceived “War for Cyber Talent.” 
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Chapter 1: Introduction 

The Department of Defense (DoD) is competing for cyber talent while embracing 

the advent of the Fourth Industrial Revolution, characterized by the convergence of the 

Internet of Things (IoT), artificial intelligence (AI), advanced automation, quantum 

science and biotechnology. This technical innovation possesses the potential to 

revolutionize the global landscape and warfare. The impact of this phenomenon will 

extend to all aspects the world’s geopolitical environment. The size, scope and intricacy 

of the transformation will surpass any previous encounters in human history. The 

revolution's double-edged effects could hinder the DoD’s Third Strategic Offset 

technological priorities from outperforming the nation's top adversaries.1 Hence, strategic 

competition is the scene-setter for the current challenge: the DoD and cybersecurity 

enterprise face a serious cybersecurity talent pipeline gap. This talent gap is a top DoD 

concern in the 21st century. In illustration, CyberSeek reports that the current supply of 

cybersecurity professionals in the United States (U.S.) is only sufficient to meet 69% of 

the existing demand for cybersecurity positions.2 Further, the demand for cybersecurity 

professionals is accelerating due to ever-evolving threats. As a result, our nation’s 

response must be comprehensive and integrated. Human capital, as opposed to financial 

resources, will be the deciding factor. Hence, the nation’s cybersecurity enterprise must 

establish partnerships that prioritize people and give them agency.3 Increasing workforce 

self-efficacy is paramount to this strategy. 

The utilization of secure technology and data plays a crucial role in ensuring 

national security. Rising vulnerabilities have the potential to disrupt economies, foster 

distrust toward institutions and undermine national security. In contrast, the constricted 
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cybersecurity talent pipeline for the DoD has resulted in an increased workload for cyber 

teams, unfilled job requisitions and a notable prevalence of job burnout. According to the 

DoD’s internal assessment, the situation has the potential to negatively impact its 

operational readiness, imposing adverse implications for national security.4 Adding cause 

for concern, the Office of the Director, Operational Test & Evaluation reported in 2022 

that the DoD is currently facing significant cyber talent and mission deficits in 

automation, cybersecurity, data management, AI and digital engineering.5  

Facing a national shortfall of cybersecurity talent, demand signals are emerging to 

research strategies to address the nation’s critical need for a highly capable cybersecurity 

workforce. Current scholarly discourse highlights cyber talent pipeline capacity and 

capability deficiencies, the growing competition for cybersecurity talent, concerns over 

great power competition and the DoD’s attrition challenge. The predominant theme 

throughout the literature characterizes the environment as a “people war.” Human capital 

is viewed as the key resource of a sustained cybersecurity talent strategy, and having the 

right people with the needed skills is the goal. Further, building and growing a 

cybersecurity talent pipeline is contingent upon removing barriers and establishing a 

competitive advantage. So, how can the DoD most effectively use its means to favorably 

influence the strength and direction of its cyber workforce strategy? The DoD can further 

improve its talent strategy, aiming to lead, not win, the nation’s buildup of cyber talent, 

through a focus on building self-efficacy toward a cybersecurity career. Since people are 

the center of gravity, and the object of the competition, the approach must enable talent 

as its focal point, and address the adaptive challenges of self-efficacy. Mediating 

initiatives may include: 1) promoting career opportunities through ambassadorship, 2) 
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providing stability and a family-centric quality of life and 3) providing autonomy, 

mastery and purpose.6 

As one of the nation's major employers, the DoD is a laggard in the cyber talent 

competition, which threatens national security. The DoD no longer maintains a 

competitive advantage in acquiring top cybersecurity talent and is no longer the innovator 

for technology, a status that it maintained during the Cold War period. Low self-efficacy 

toward a cyber career and military service threatens the department’s ability to compete 

for cyber talent by not meeting recruitment targets and not maintaining and growing its 

Cyber Mission Force (CMF). These personnel challenges produce gaps, such as 

incapability to fill senior leadership positions and incapacity to meet emerging needs 

within Cyberspace Operations (CO). Low DoD personnel self-efficacy toward cyber 

careers reflects the following competitive assumptions: 1) higher-paid private sector jobs 

are more desirable, 2) DoD CMF mission requirements preclude personal development, 

3) the DoD CMF lacks clear professional pathways, 4) the reward system for maintaining 

demanding credentialing and privileging status is inadequate and 5) the military structure 

is inflexible toward family-centric quality of life. These barriers within DoD’s cyber 

talent management system (TMS) provide insight into opportunities for improvement. 

The DoD Cyber Workforce Strategy Implementation Plan 2023-2027 estimates that the 

DoD currently faces a 25 percent vacancy rate in its CMF.7  

In terms of strategic risk, the U.S. Government Accountability Office (GAO) 

reports that the U.S.’ ability to provide cybersecurity over the nation’s critical 

infrastructure is a high risk. The report highlights the foremost need to establish a talent  

comprehensive cybersecurity strategy. Further, the GAO reported that solving cyber 
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management issues is one of the four critical actions to mitigate the risk.8 

In context, a recent Defense Business Board (DBB) assessment noted the DoD is 

in a "war for talent" as a result of a perfect storm of market stressors: 1) the workforce is 

aging, 2) workforce participation is dropping, 3) there is global talent competition and 4) 

there is a rising need for “knowledge workers.”9 In addition, the report highlights the 

following DoD unique stressors: 1) the pay gap concerning private industry, 2) its 

waning appeal to younger workers, 3) an aging workforce and 4) great power 

competition. While these changes have been difficult for the private sector, they are just 

the beginning for the DoD.10 The DBB states that growing the cyber talent pipeline is the 

best strategy for winning the talent war and that the approach must be aimed at 

maintaining a continuous supply of qualified job candidates to meet current and future 

staffing needs. The pool of candidates must include individuals from outside the 

organization as well as existing employees, and the pipeline must incorporate personnel 

currently in education or training and hidden workers. The DBB asserts that the DoD 

talent acquisition approach must adopt private industry methods to grow its talent 

pipeline. In addition, the DBB emphasizes that the DoD must cultivate talent networks to 

increase the self-efficacy of its cyber workforce and build critical skillsets.11 

Consequently, the DBB warns that if the DoD does not develop a more modern, 

proactive strategy, then the DoD will fall further behind the People's Republic of China 

(PRC) in terms of cyber modernization and operational readiness.12 

In framing the problem, a consistent scholarly perspective is that there is a “war 

for cyber talent,” suggesting that the dyadic relationship between government and 

industry has progressed negatively from competition to conflict. There is rising fear over 
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impending transformations, and a compounding perception that the DoD is in a position 

of disadvantage.13 However, research does not indicate any deliberate and destructive 

acts between government and industry in competing for cyber talent. Although fear is 

usually a greater catalyst for change than hope, it can provide a bond for cooperation and 

collaboration, and the stance of this research is that the cybersecurity enterprise is at a 

crucial moment mandating that this fear and hope be yoked together.14 In expanding this 

problem frame, a pragmatic analysis deduces that there is chaos and anarchy in the hyper-

competitiveness for cyber talent, which presents an opportunity for a leading approach 

versus a winning approach.15 In sum, this research seeks to introduce the idea that 

improving the self-efficacy toward a career in cybersecurity can be a common theme for 

partnership, binding the DoD and industry in growing a mutually supportive talent 

pipeline, vice competing with each other over scarce human capital. 

In examining national strategic guidance, the National Security Strategy 2022 

defines the interest of securing cyberspace as a vital national interest to protect the 

nation’s national functions and critical infrastructure.16 Our world is on the verge of 

significant change, characterized by geopolitical upheavals, causing a reconfiguration of 

the worldwide economic order that has thrived since the Cold War. This movement is 

pervasive and poses structural issues, such as rivalry across economic models, struggle 

for technological leadership and control over physical and digital communication and 

technology. In response, the President of the United States (POTUS) directs the nation to 

increase its cybersecurity capacity and capability to reshape the technological 

landscape.17 Further, the POTUS aims to gain and maintain a strategic advantage in 

cybersecurity and proclaims that our nation's strength and resilience is dependent upon a 
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capable and inclusive cybersecurity workforce. In concert, the POTUS declared that the 

nation’s cyber enterprise (government, industry and academia) must reconceptualize how 

it acquires, maintains and develops its cyber workforce. The POTUS provides the 

following amplifying guidance for enterprise leadership: 1) prioritize equality, diversity, 

inclusion and ease of access; 2) enhance the efficacy and efficiency of recruiting, 

retention and talent development practices; 3) provide pragmatic professional pathways; 

4) support opportunities for talent transfers and 5) prioritize the acquisition of 

underrepresented and untapped talent.18 Further, the POTUS emphasizes scaling private-

public partnerships (PPPs) to build a more resilient national cybersecurity posture.19 

Hence, this research is relevant because it seeks to interject new ideas, perspectives and 

arguments to shape and evolve a talent strategy for the national security imperative of 

building, developing and growing a national cyber workforce. As the cyberspace domain 

has evolved as a consequential environment for strategic competition,20 the DoD must 

develop resilience and enhance endurance in its cyberspace capabilities.21 

To inspire innovation, the POTUS, through the National Cybersecurity Strategy 

2023, challenges the cybersecurity enterprise to strengthen and diversify America’s 

cyber workforce. The POTUS challenges the enterprise to remove the gatekeepers, 

myths and other impairments for the profession, and develop the ways to make a career 

in cybersecurity accessible and attainable to every American who desires to pursue and 

attain it. In support, the administration will realign incentives to favor long-term 

investments in security, resilience, and promising new technologies, and will collaborate 

with Congress to provide the necessary resources and tools to guarantee the strategy's 

survivability.22 A talent deficit in the U.S. threatens the nation's ability to counter the 
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PRC’s and Russia's growing asymmetric information operations threat, which both 

produce more cyber workforce capacity. The federal government has the most direct and 

indirect impact on cyber talent development in addressing the issue.23 

Additionally, the 2023 National Cyber Workforce and Education Strategy 

highlights the need to make a cybersecurity career more attainable and attractive, and 

challenges the cybersecurity enterprise to coalesce to reach the cyber workforce needs of 

our nation.24 Further, the 2022 National Defense Strategy asserts that the DoD must 

change its cyber talent management strategic culture and approach to establish a 

competitive advantage.25 In response, the DoD 2023 Cyber Strategy emphasizes that 

people are the nation’s most valuable cyber asset and that reforming DoD’s cyber 

workforce TMS is a top priority. With the strategy, the DoD prioritizes: 1) establishing 

targeted cybersecurity skillset incentive programs, 2) founding rotational employment 

programs with the private sector, 3) revamping tour length and commitment personnel 

policies, 4) clearly defining career progression models and 5) utilizing the Reserve 

Components more strategically to share and develop talent with the private sector.26 The 

Secretary of Defense (SECDEF) directs that to effectively attract and retain a world-class 

workforce, it is imperative to transform the DoD’s institutional culture and implement 

comprehensive reforms in its business practices.27 Moreover, the Fiscal Year 2023 

National Defense Authorization Act (NDAA) directs a review of the cyber personnel 

policies, strategy, education and training of the DoD’s CMF to mitigate security risks to 

the nation. This study will address these strategic requirements by providing 

recommendations for increasing personnel self-efficacy toward a DoD cyber career and 

identifying barriers to be removed. To posit the thesis, enhancing personnel self-efficacy 
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will advance the talent development and talent engagement initiatives within the DoD 

Cyber Workforce Strategy. 

This research will employ a four-part analysis structure: first, gain an 

understanding of the problem from a theoretical and practical standpoint; second, conduct 

a critical examination of the current cyber strategy for addressing the problem; third, 

review a similar high-demand TMS within the DoD to identify components that meet the 

critical needs of a highly technical/professional workforce; and fourth, provide 

recommendations for filling gaps in the DoD Cyber Workforce Strategy 2023-2027 and 

DoD Cyber Workforce Strategy Implementation Plan 2023-2027. The overall aim of the 

research is to show that self-efficacy is a positive mediating factor in increasing the 

capacity and capability of the DoD’s cyber talent pipeline and is crucial to acquiring 

underrepresented and untapped talent. Increasing self-efficacy is the basis for DoD and 

industry collaboration and cooperation toward innovation and creating a mutually 

supportive cybersecurity talent pipeline. The collective capacity of the cybersecurity 

enterprise is greater than the problem at hand. 

Background 

The Defense Business Board (DBB) reported that private-public collaborations 

(PPCs), a term that has evolved in current discourse to private public partnerships (PPPs), 

can provide the DoD competitive advantages and offer efficiency and cost savings in a 

budget-constrained environment,28 and are critical as the nation shifts from a “whole of 

government” toward the “whole of society” strategic competition approach.29 Moreover, 

the DBB proclaimed that PPCs can leverage private and other agency resources, but that 

the DoD either misses, weakly pursues or does not exploit PPCs, and that the DoD must 
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implement this skill set to help match private sector speed and agility.30 In this vein, the 

National Infrastructure Protection Plan (NIPP) 2013 emphasizes greater emphasis on 

cyber integration between all levels of government, private and nonprofit sectors.31 

Concerning cyber talent management, the National Research Council (NRC) 

conducted a project, supported by the U.S. Department of Homeland Security, on 

building the capacity (pipeline) and capability (knowledge, skills and abilities) of the 

nation’s cybersecurity workforce. The NRC concluded that the number of qualified 

workers willing to fill positions depends on the visibility and desirability of cybersecurity 

occupations, the availability of training and education, and the overall labor market 

stressors.32 Further, the NRC’s report encouraged professionalization mechanisms to 

establish a long-term pipeline of cybersecurity talent.33  

More recently, the National Academy of Public Administration (NAPA) 

highlighted the need for a government-wide strategy for developing the national 

cybersecurity workforce. In addition, the NAPA suggested the incorporation of four 

components:  1) encouraging more people to choose a career in the cybersecurity field 

through outreach and education, 2) enabling education and training to build needed 

competencies and alternative career pathways, 3) overcoming talent acquisition obstacles 

and 4) assessing performance and promoting innovation in workforce development 

practice.34                                                                                                                                     

Further, the Senate, as part of the 2022 NDAA directed the GAO to review the 

DoD’s cyber talent management challenges. The GAO’s report highlighted that ensuring 

the cybersecurity of the nation is a high risk, persisting since 1997.35 The GAO asserts 

that the DoD faces rising levels of competition for cyber talent from private industry, 
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attributing the strain to social and economic issues, including low unemployment rates, 

competitive labor markets and limited entry-level workforce eligibility.36 In addition, the 

GAO concludes that an alignment of incentive pay to critical skill sets was required.37 

Further, a recent military academic initiative noted that to effectively address 

DoD’s cyber workforce needs, it is imperative to employ partnerships with industry and 

academia. This approach, articulated as a whole-of-society defense, aims to streamline 

efforts and enhance the nation's ability to meet cybersecurity challenges. The researchers 

argue that the establishment of such partnerships will be operationally and strategically 

beneficial for all. This synergy will result in the development of a flexible cyber 

workforce, which will be strengthened by the interconnected network of cyber agencies 

and organizations in the U.S. The authors conclude that to effectively achieve talent 

management objectives, it is imperative for the implementation plan to address the needs 

of the workforce in its human capital pillars.38 

In terms of the DoD CMF feedback, three DoD-supported retention-oriented 

surveys provide bottom-up insights to help mitigate the problem. A 2019 Army Cyber 

Command (ARCYBER) Retention Study produced the following top three insights for 

why personnel were dissatisfied with military/government service: 1) inability to focus 

on their mission without constant administrative burdens/distractions, 2) lack of time to 

exercise their skills and complete skills training and 3) greater pay and incentives in the 

private sector.39 In addition, a 2021 U.S. Cyber Command (USCYBERCOM) Retention in 

Cyber Command Survey concluded with the following perspicacity: 1) personnel were 

dissatisfied with pay and benefits, 2) family members were dissatisfied with the military 

lifestyle, 3) personnel felt less in control of their careers, 4) 50% of respondents would 
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leave the service early to take a civilian industry position if it was available to them, 5) 

provided schooling and training opportunities were highly valued and 6) latitude/control 

over assignment/location of choice and job of choice would be a significant motivator 

for retention.4041 Furthermore, the Blue Star Families’ Military Family Lifestyle 

Survey:2022 concluded that: 1) military families worry most about money issues and 2) 

the ramifications of military duty on family life persist.42 

Concerning increasing the capacity of the cyber talent pipeline, research indicates 

that there is a large, overlooked “hidden worker” talent pool able and willing to work 

under the right circumstances. The DoD traditionally acquires talent from categories like 

veterans, immigrants, people with disadvantaged backgrounds, young people not in 

education/employment/training (NEETs), people without traditional qualifications, 

degrees, or work history and the long-term unemployed. Further engaging this non-

traditional talent pool, the DoD can target compatible demographics, establish a 

foundation and utilize champions to connect with them.43 

Moving forward, the U.S. government must further scale PPPs in emerging 

technologies and domains, alongside the maintenance and augmentation of investments 

in domestic research and innovation.44 In support, the POTUS provides the following 

2025 cybersecurity investment priorities: 1) increasing the capacity and capability of the 

nation’s cyber workforce; 2) strengthening PPPs through the sharing of knowledge, data 

and information; 3) building additional capacity for specialized cyber analysts to partner 

with private industry and 4) invest in, and prioritize initiatives, to develop fundamental, 

technical cyber competencies and required capabilities.45 
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Methodology 

This research will utilize a multi-component qualitative methodology to critically 

analyze and provide recommendations for improvements to the DoD Cyber Workforce 

Strategy & Implementation Plan 2023-2027. The qualitative analysis includes: 1) a 

review of literature on the theory of self-efficacy and motivation, 2) a review of the role 

of the human capital pillars of talent management on increasing self-efficacy, 3) a critical 

analysis of the current DoD Cyber Workforce Strategy and Implementation Plan 2023-

2027 and 4) a recursive analysis of professionalization within the Defense Health 

Agency’s (DHA’s) TMS. Through an informal content analysis of the DoD Cyber 

Workforce Strategy and Implementation Plan 2023-2027, inferences will be made on the 

extent the strategy aims to improve and/or build self-efficacy in the CMF. Hence, the 

overall analysis structure of the research will be to first, understand the problem in theory 

and experience; second, critically analyze the current cyber strategy for fixing the 

problem; third, to conduct a review of a sister high-demand TMS within the DoD, to 

identify components that meet the critical needs of a highly technical workforce and 

fourth, to make recommendations to fill gaps in the DoD Cyber Workforce Strategy 

2023-2027 and DoD Cyber Workforce Strategy Implementation Plan 2023-2027. The gap 

analysis will involve two parallel lines of investigation: 1) determine the level and scope 

of incorporating self-efficacy theory/practice into the current strategy and 2) highlight 

what additional goals and initiatives should be included. Further, the qualitative review of 

the theory of self-efficacy and motivation will recommend ways to increasing the 

capacity and capability of the DoD’s cyber talent pipeline. Finally, the study will 

recommend ways to apply self-efficacy and motivation theories and precepts to improve 



13 

 

the DoD Cyber Workforce Strategy and Implementation Plan 2023-2027, setting 

conditions for the DoD to become an incubator for cyber talent. The research has three 

aims. Research Aim 1 is to establish that self-efficacy is a key personnel variable that 

must be cultivated throughout the continuum of talent management. Research Aim 2 is to 

identify gaps in the DoD Cyber Workforce Strategy and Implementation Plan 2023-2027 

concerning addressing the self-efficacy needs of the current and future DoD cyber 

workforce and any structural weaknesses in its strategic approach. Research Aim 3 is to 

deduce ways to improve and/or innovate the existing cyber workforce strategy. 

Together, these four components enable a holistic evaluation of how well the 

current DoD cyber workforce strategy addresses self-efficacy as a mediator for increasing 

the capacity and capability of its cyber talent pipeline. The methodology will produce 

actionable recommendations for the DoD to better manage its cyber talent pipeline in 

support of the DoD’s strategic focus on empowering its cyber workforce and scaling 

PPPs.
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Chapter 2: Enhancing Self-Efficacy as a Promising Addition to DoD’s Cyber Talent 

Management Strategy 

Despite the burgeoning demand for cybersecurity professionals, the lack of 

motivated applicants is an additional focus area for mitigating the DoD’s cyber talent 

pipeline dilemma. Two primary aspects affecting cybersecurity as a career option are the 

candidate’s awareness of the field and confidence in their abilities to follow it as a career 

path. Self-efficacy, a concept introduced by renowned psychologist Albert Bandura, 

refers to people’s perceived beliefs in their abilities to control their choices and events 

influencing their lives.46 Concerning career choices, Bandura acknowledged the role of 

interest and perceived abilities to pursue a specific career path as candidates disregard the 

options they think are beyond their capabilities. In support, Marilyn Gist proposes that 

two important factors can be influenced to improve personnel self-efficacy: 1) personal 

factors (e.g., skill level, anxiety, desire and available effort) and 2) situational factors 

(e.g., competing demands and distractions),47 and that the availability and degree of skill 

acquisition and one’s understanding of their relative contribution to the organization’s 

mission/goals are the most important conditions.48 Other prominent theorists emphasize 

the significance of self-efficacy in empowering individuals to persevere in the face of 

adversity, especially in the pursuit of a chosen career.49 Further, researchers have noted 

that a lack of awareness crops up when candidates are ignorant or uninformed of their 

abilities and how they could relate their interests to cybersecurity job opportunities.50 

Thus, cybersecurity self-efficacy becomes an essential aspect in motivating candidates to 

pursue it as a career. Daniel Pink posits that the key to achieving optimal employee job 

satisfaction lies in fulfilling people's needs to have control over their own lives, engage in 
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continuous learning and innovation, and strive to be a part of something greater than 

themselves.51 In his work, Pink draws upon a substantial body of scientific research 

spanning four decades that focuses on human motivation. He sheds light on the disparity 

that exists between employee motivation and business human resource practices, and how 

it affects attracting and retaining employees. The author concludes that there are three 

fundamental components of genuine motivation, namely autonomy, mastery and 

purpose.52 

Self-efficacy theory presents four critical sources of self-efficacy, namely, 

mastery experience, social persuasion, vicarious experience and intrinsic motivation.53 

Mastery experience, an essential construct in the formation of self-efficacy, refers to how 

individuals perform. It also includes their prior experiences of success or failure. Further, 

vicarious experience is an observational method that refers to observing others' actions. 

Seeing other people completing tasks enhances self-efficacy by strengthening the belief 

about one’s own competencies. It also provides a reference for social comparison 

between others' performance and individual expectations in a field. In addition, social 

persuasion means encouragement, support and feedback from friends, parents, teachers, 

etc. Moreover, intrinsic motivation refers to emotional arousal toward a specific career. 

Further, research indicates that cybersecurity candidates have a propensity towards traits 

such as openness, investigative interests and logical decision-making styles.54  

Literature asserts that experiential learning supports all sources of self-efficacy.55 

Experiential learning helps candidates apply theories to real-world situations, which 

significantly boosts their confidence and self-efficacy.56 Thus, completing hands-on 

assignments improves a candidate’s mastery experience as their self-efficacy gets a boost 
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when they finish the tasks successfully. For example, completing a task in a cybersecurity 

experiential lab will significantly build a candidate’s confidence and self-efficacy. Seeing 

others doing the same task will nurture vicarious experience, building their motivation to 

perform similar tasks. Further, seeing their peers effectively doing cybersecurity lab will 

develop their self-assurance in similar tasks. There is a solid consensus in the literature 

that the self-efficacy of cybersecurity career candidates can be improved using: 1) 

experimental labs, 2) gaming and 3) playable case studies (PCSs). 

Ten studies revealed that game-based strategies are effective in motivating 

students to pursue a career in cybersecurity.57 A practical game-based approach can 

efficiently engage students, honing their skills in identifying and countering cyberattacks. 

Secondly, games allow students to perform as both attackers and protectors, which helps 

them to anticipate various ways attackers can use and appropriate measures to defend 

themselves. Various scholars cited in this review acknowledged the challenges children 

face and how they inspire them to enhance their ability to pursue cybersecurity.  

Further, the literature mentions the significance of these games in enhancing skills 

and improving self-efficacy. Players must analyze the situation, adapt to the environment, 

employ critical thinking and judge their decisions based on the relative value of choices. 

Providing supporting evidence, Bandura suggests that self-efficacy comes from self-

modeling and social comparisons, i.e., evaluating own capabilities and observing how 

others, like them, are accomplishing similar tasks. Undeniably, game-based learning 

provides ample opportunities for players to observe others and make comparisons. 

Therefore, playing games provides solutions to students and helps them observe the 

effectiveness of their choices.58 
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PCSs are a type of educational simulation that allows learners to “play” through 

authentic scenarios and solve realistic problems as a member of a professional team. The 

PCS architecture offers learning activities and allows them to observe and analyze those 

activities. This is in sync with self-efficacy principles, especially the vicarious experience 

or the social comparison.59 In support, another study stated that cybersecurity PCSs were 

found to increase learners’ understanding of key aspects of cybersecurity and improve 

their confidence in applying cybersecurity-related skills. Around fifty percent of the 

respondents reported that case studies improved their curiosity toward cybersecurity.60 

Another research study demonstrated that cybersecurity PCSs enhanced cybersecurity 

self-efficacy among teenage girls. Almost all participants reported that the case studies 

made them feel more assertive about their capability to perform well in cybersecurity 

education and training.61 

In sum, addressing the cyber talent pipeline dilemma requires addressing 

candidate self-efficacy deficiencies. Factors influencing personnel self-efficacy include 

personal and situational factors. Experiential learning can boost confidence and self-

efficacy. Game-based strategies can engage students and enhance their skills. PCSs 

provide educational simulations that allow learners to experience authentic scenarios and 

solve problems. These tools increase learners' understanding of key aspects of 

cybersecurity and improve their confidence in applying cybersecurity-related skills. 
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Role of Talent Management on Self-Efficacy 

Today's global and fast-paced strategic environment and ever-changing labor 

force conditions require a rigorous and well-planned approach to managing talent.62 

Government and industry leaders recognize that talent helps drive the performance of an 

organization. It is, therefore, no surprise that talent management has become a crucial 

strategic priority.63 The DoD urgently needs to expand and strengthen its cyber 

workforce. Beyond recruitment, retaining top talent requires career development 

strategies that empower employees and instill confidence in their ability to have a 

meaningful impact through their work. This literature review explores current research on 

the human capital pillars of talent management that have the greatest effect on increasing 

self-efficacy. 

In an organizational context, an employee with high self-efficacy is more likely to 

pursue challenges, see obstacles as surmountable and be intrinsically motivated to 

achieve organizational goals. As such, self-efficacy has been positively associated with 

job performance and satisfaction and negatively associated with turnover intentions. 

These conditions make developing self-efficacy an important objective for talent 

management strategies.  

Talent engagement involves creating an environment where individuals feel 

valued and connected to their work, while talent development focuses on enhancing skills 

and capabilities. As noted in the previous section, fostering engagement through 

challenging tasks, ongoing learning opportunities and a supportive environment can boost 

self-efficacy of employees in the cyber workforce. Offering training programs,  

mentorship and exposure to real-world scenarios can also empower personnel, increasing 
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their confidence in handling cybersecurity challenges and pursuing a career in the field.  

How can the DoD take advantage of self-efficacy to improve its strategy for 

managing cyber talent? Research indicates that prioritizing ongoing learning 

opportunities is imperative to surmount talent shortages.64 Talent development enhances 

the competencies, skills and knowledge of individuals, which are intricately linked to 

talent engagement.65 Further, when talented people learn and grow in the right ways, their 

career growth is positively enhanced, which inspires them to participate and contribute 

more in and towards organizational activities and goals.66 Therefore, talent development 

boosts the organization's appeal as a source of non-monetary gain and an instrument for 

employee engagement. New abilities boost talents' sense of self-efficacy. Talent 

development initiatives not only boost trainee capacity but also foster a good attitude 

among employees toward the organization. The more an employee believes that his or her 

talent is being developed, the more engaged he or she becomes. Employees who are 

provided professional development opportunities tend to engage more in their work and 

remain loyal to the organization.67 

Talent engagement is a leading indicator in forecasting the recruitment and 

acquisition of talent, and it is an essential aspect of talent management.68 Investing in 

talent engagement has shown to be an effective way to leverage human capital while 

providing them with sufficient extrinsic and intrinsic rewards to maintain motivation.69 

As a result, organizational socialization strategies are mediated by self-efficacy, as 

demonstrated by the increased recruitment and retention of talent.70  

The DoD Cyber Workforce Strategy 2023-2027 guides efforts to build and sustain 

a highly skilled cyber workforce. Research suggests that talent development and 
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talent engagement pillars have the greatest potential to increase self-efficacy among 

cyber workforce personnel. Talent development and talent engagement generate 

employee value proposition (EVP), which results in higher talent self-efficacy and 

improved organizational performance.71 The coordination of talent engagement and talent 

management strategies enhances organizational performance by lowering staff attrition.72 

Building competencies significantly increases cyber personnel self-efficacy, and 

talent development signals to candidates and current employees that the organization 

values continuous growth and empowers them to meet new challenges.73 Further, 

empowering cyber workforce personnel to participate in decision-making provides 

opportunities to apply their expertise. Involving cyber personnel in decisions positively 

influences their self-efficacy by signaling trust in their judgment. Empowerment fulfills 

autonomy needs and cultivates a sense of ownership over work.74 Additionally, access to 

mentors and role models allows for vicarious learning, an important source of self-

efficacy. Mentorship programs increase the self-efficacy of cyber talent by guiding 

experienced professionals. Exposure to successful professionals who have overcome 

challenges builds confidence.75 An organizational climate that supports innovation can 

enhance cyber workforce personnel's beliefs in their abilities. Studies indicate that 

leadership, which encourages new ideas, risk-taking and learning from mistakes, 

promotes self-efficacy.76 Environments where innovation is valued empower employees 

to think beyond norms. Last, merit-based reward systems provide cyber workforce 

personnel with evidence of their capabilities. Research finds that merit-based reward  

systems enhance cyber workforce self-efficacy by signaling organizational appreciation 

of their competence.77 Formal mechanisms for recognizing contributions are validating.                          
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Evolving the DoD Cyber Workforce Strategy to strengthen self-efficacy requires 

addressing current barriers and implementing talent management practices demonstrated 

to have the greatest impact. Focusing on the talent management pillars of talent 

development and talent engagement will likely yield substantiated results in increasing 

the self-efficacy of cyber talent. Beyond recruiting technical talent, retaining skilled 

personnel requires cultivating their self-efficacy through developmental opportunities. 

Talent management pillars that empower employees and build confidence will strengthen 

the DoD cyber workforce. 
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Chapter 3: Linking Self-Efficacy, Prosocial Motivation and Organizational 

Citizenship Behavior to Cyber Talent Management 

Self-efficacy plays a significant role in shaping individuals' professional choices, 

their level of commitment to their chosen career path, their performance outcomes, their 

willingness to engage in increasingly demanding tasks and ultimately serves as a source 

of intrinsic motivation.78 The distinctiveness of military and government service lies in 

the profound dedication to serve one's country to protect and defend others. In this 

respect, there is a correlation between selfless service (prosocial motivation) and the 

goals of military and government service. It propels individuals to voluntarily go above 

and beyond for coworkers and the company, which is called organizational civic behavior 

(OCB). Further, self-efficacy constitutes an integral component of an indispensable 

process of constructing meaning.79 Scholarly discourse suggests that: 1) emerging 

professionals foresee obstacles within the realm of cybersecurity, and veterans need to 

promote and tell their stories to attract new talent; and 2) improving self-efficacy and 

culture can have a positive influence on the cybersecurity community.80  

Self-efficacy, prosocial motivation and organizational citizenship behavior (OCB) 

are interconnected conditions. Literature suggests that self-efficacy enhances prosocial 

motivation and OCB,81 and prosocial motivation impacts OCB positively.82 Self-efficacy 

and prosocial motivation lead to favorable outcomes for OCB, resulting in desirable and 

beneficial employee actions and behaviors, such as altruism, teamwork and civic virtue.83 

Figure 1 depicts a way to visualize this relationship. 
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Figure 1: Cyber Talent Self-Efficacy Observability Pipeline Model (Design by author) 

 

Prosocial motivation acts as a bridge between resources and work engagement, indicating 

high levels of work engagement as prosocial motivation levels rise.84 In short, positivity is a 

byproduct of self-efficacy, in which a combination of high prosocial motivation and high 

self-efficacy tends to manifest in quality and committed employees. 

Self-efficacy acts as a catalyst for prosocial motivation, which in turn manifests in 

increased positive organizational functioning of the institution and employee loyalty.85 

Overall, the connection between self-efficacy, prosocial motivation and OCB suggests that 

individuals who possess a strong belief in their capabilities and a genuine desire to benefit 

others are more likely to engage in behaviors that go beyond their formal job roles,  

contributing positively to the organizational environment. Further, increasing self-efficacy 

and prosocial motivation can positively impact talent acquisition and retention.                          

Talent acquisition is positively impacted by: 1) an increased attraction of talent, 2) a 
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positive organization reputation and 3) enhanced recruitment efforts. A workplace that fosters 

high self-efficacy and promotes a culture of prosocial motivation tends to attract talent. 

Further, individuals are drawn to environments where they feel they can contribute 

meaningfully and where their abilities are recognized and developed. Organizations known 

for empowering employees, nurturing their self-efficacy and encouraging prosocial behaviors 

tend to have a positive reputation. This reputation can attract and retain top talent, as people 

are inclined to join workplaces where they believe they can excel and make a difference. 

When an organization focuses on these factors, recruitment efforts benefit. The organization 

can thereby showcase its culture and values that resonate with candidates seeking 

environments where they can thrive and contribute beyond their roles.86 

Increased talent retention is manifested through: 1) improved engagement and 

satisfaction, 2) benefits from development opportunities, 3) stronger relationships and 4) 

decreased turnover. Employees with higher self-efficacy are often more engaged as they feel 

confident in their abilities to meet challenges. Prosocial motivation manifests in individuals 

finding greater fulfillment in contributing to the welfare of others. This engagement and 

sense of gratification lead to higher job satisfaction, making employees more likely to stay 

with the organization. Further, organizations that invest in improving self-efficacy provide 

opportunities for skill development, growth and autonomy. When employees feel they are 

growing and enhancing their abilities, they are more likely to remain loyal to the 

organization. Additionally, fostering a culture of prosocial motivation encourages 

collaboration, empathy and support among employees. Stronger interpersonal relationships 

and a sense of belonging can significantly influence an individual's decision to stay within an 

organization. Last, higher self-efficacy and prosocial motivation can contribute to lower 

turnover rates. Employees who feel confident in their abilities and are connected to the 

organization are less likely to seek opportunities elsewhere.87 
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Prosocial motivation, a key driver of interest in military service, is influenced by self-

efficacy, which plays a significant role in shaping professional choices, commitment and 

performance outcomes. The DoD can leverage the effects of self-efficacy through its talent 

development and talent engagement initiatives by fostering a culture of prosocial motivation 

and OCB. This combination of self-efficacy and prosocial motivation leads to increased 

positive organizational performance, loyalty and a positive brand. By nurturing self-efficacy 

and promoting prosocial motivation, the DoD can create an environment that attracts and 

retains top talent, leading to a more engaged workforce and reduced turnover. 
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Chapter 4: Evaluation of the DoD Cyber Workforce Strategy 2023-2027 

The DoD Cyber Workforce Strategy 2023-2027 establishes the framework for the 

DoD’s efforts to cultivate a cyber workforce to carry out the department's diverse and 

ever-expanding cyber mission. The strategy’s pillars encompass the identification of 

workforce needs, the recruitment of skilled individuals, the development of talent to 

align with mission requirements and the retention of personnel to address the cyber 

talent management challenges faced by the DoD. Collectively, these pillars aim to 

facilitate the department's capacity to see itself, understand the problem, and formulate 

data-driven decisions. This approach allows the DoD to proactively anticipate workforce 

trends through the implementation of standardized tools and processes for workforce 

analysis. Additionally, it involves ongoing efforts to enhance the capabilities of cyber 

personnel to meet emerging demands. Furthermore, the DoD advocates for the 

innovative utilization of human resource authorities. Lastly, it focuses on establishing 

strategic partnerships to support the growth, diversification and fortification of the cyber 

workforce. The endstate depicted in the document is a unified cyber workforce under the 

principles of diversity, equity, inclusion and accessibility (DEIA).88  

The SECDEF states that the implementation of the DoD Cyber Workforce 

Strategy Implementation Plan will aid the department in promoting results-driven talent 

management activities to implement the goals and actions outlined in the Cyber 

Workforce Strategy. According to the SECDEF, the implementation plan is expected to 

support the DoD in its efforts to enhance personnel management activities, with a specific 

focus on cultivating a cyber workforce that is agile, flexible and responsive. The 

document states that the DoD currently experiences a twenty-five percent vacancy rate in 
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both military and civilian positions, but the department is currently constrained in its 

ability to “see itself,” and is seeking to establish baseline vacancy rates in its CMF to 

establish recruitment and retention targets. The presented approach acknowledges the 

existing limitations in the cyber talent pipeline and emphasizes the need for the DoD to 

enhance diversity in its workforce by targeting underrepresented and untapped talent, 

which will contribute to increasing the acquisition of new cyber talent. The SECDEF 

articulates that this is a foundational plan that will evolve once personnel measures and 

trends are identified.89  

In sum, the strategy and supporting implementation plan aim to synthesize data 

for analysis and decision-making to achieve four overarching goals: 1) to execute 

capability assessments to capture and define the DoD’s cyber force requirements, 2) to 

establish a talent management program that is in line with both present and future needs, 

3) to facilitate a cultural shift that optimizes personnel management activities and 4) to 

foster collaboration and partnership to enhance both capability development and 

operational effectiveness. Further, each of these objectives is associated with key 

performance indicators that assess the level of achievement. In addition, the DoD 

endeavors to establish a comprehensive categorization of all the occupational positions 

within its cyber workforce. This foundational step toward the professionalization of the 

DoD’s cyber workforce will facilitate the identification and resolution of training 

deficiencies and the provision of policies and incentives within its services. In the context 

of this research, the DoD seeks to identify and target incentives that will help address its 

pipeline challenges and critical cyber workforce capability gaps. These initiatives will 

assist the DoD in its data-driven decision-making to maximize its investments, policies 
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and procedures for cyber talent management. The endstate of the strategy and plan is to 

reach 100% strength and operational readiness, supported by a self-sustaining culture and 

TMS. 

In review, the strategy is foundational in terms of “professionalizing” the cyber 

workforce. It aims to fill gaps identified from Congressional reviews and studies and is 

aligned with current strategic guidance. Further, it incorporates an effective TMS but uses 

a legacy strategy of recruitment, versus talent acquisition. However, the strategy can be 

further evolved to incorporate self-efficacy as a tool for increasing the cyber talent 

pipeline, as well as establish self-efficacy as a cooperation/collaboration initiative for 

further scaling cybersecurity PPPs. These partnerships play a critical role in information 

exchange and constructing a robust cybersecurity ecosystem.90 

The DoD does not need to research or develop a model of professionalization of a 

high-tech workforce with a high degree of self-efficacy. The next section presents such a 

model and suggests features of a talent strategy that can be considered for evolving the 

DoD Cyber Workforce Strategy. 
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Toward a Professionalization Strategy 

The Defense Health Agency (DHA) established a strategic priority to create an 

enriching environment wherein performance is motivated by a sense of purpose, 

individual development is prioritized and competence is rewarded. As part of its Strategic 

Plan 2023-2028, DHA seeks to enhance the agency’s workforce by implementing 

innovative talent acquisition strategies, prioritizing talent engagement and talent 

development investments. These efforts aim to bolster the capabilities of the workforce. 

DHA’s talent management goal is to attract and retain a diverse and highly skilled 

workforce through a strategic approach that fosters a people-centric work environment.91 

The key factor to the DHA’s talent strategy is the professionalization of its workforce 

through top-down processes. 

The concept of professionalization has two main precepts. First, it entails the 

educational, training, credentialing and privileging activities that facilitate the transition 

of an individual into a professional team member. Secondly, it encompasses the social 

mechanisms through which a particular occupation evolves into a recognized and 

established profession.92 Professionalizing a workforce involves several components 

aimed at elevating the skills, knowledge, behavior and overall standards within a specific 

field or industry. These components typically include: 

1. Training and Development: Offering structured programs, workshops, 

seminars, or certifications to improve technical skills, industry knowledge and 

professional competencies to facilitate continuous learning. 

2. Certifications and Qualifications: Encouraging or mandating personnel to 

obtain industry-recognized certificates, licenses or qualifications to 
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demonstrate their knowledge and advance their careers. 

3. Standardized Practices and Protocols: Implementing guidelines and protocols 

to realize quality, consistency of performance and professionalism. 

4. Ethical Standards and Codes of Conduct: Promoting integrity through the 

implementation and reinforcement of ethical standards.  

5. Mentorship and Coaching Programs: Experienced professionals mentor newer 

or less experienced personnel to promote knowledge transmission, skill 

development and professional belonging. 

6. Career Pathways and Advancement Opportunities: Providing avenues for 

career growth and promotion in the field, such as promotions, lateral 

transfers and specialized roles based on talents and knowledge. 

7. Professional Associations and Networking: Promoting and incentivizing 

participation or membership in industry events and professional associations. 

8. Performance Evaluation and Feedback: Creating fair, transparent methods for 

constructive criticism to set expectations and improve performance outputs. 

9. Recognition and Rewards: Recognizing and rewarding performance and 

accomplishments with awards, bonuses and skill incentives. 

10. Implementing a Continuous Improvement Culture: Promoting innovation, 

learning and adaptability to industry changes by encouraging employees to 

ask for feedback, make changes and have a growth mentality.93  

A holistic strategy to professionalize a workforce raises standards, improves skills and 

maintains a profession or industry's legitimacy and effectiveness.  

The field of cybersecurity has evolved since the inception of shared and 
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networked computers. The cyber workforce has existed for over 50 years, but it is not yet 

recognized as a distinct professional domain with specialized areas. Workers are 

increasingly identifying as cybersecurity experts based on their responsibilities, 

experience and expertise. Additionally, government and business sector organizations are 

aggressively promoting this field's professionalization. Professional societies in computer 

science, computer engineering, and cybersecurity have worked to build knowledge 

frameworks and ethical standards. Several government departments, including the DoD, 

the Department of Homeland Security (DHS), the National Security Agency (NSA) and 

the Office of Personnel Management (OPM) are now engaged in workforce development 

initiatives. Further, there has been an increasing proliferation of educational institutions 

that provide academic programs focused on cybersecurity. These accreditations are 

granted based on predetermined criteria established collaboratively by the federal 

agencies. Last, there has been a notable proliferation of certificates and certifications in 

diverse areas of cybersecurity expertise and specializations.94  

The DHA’s key strategy is the professionalization of its workforce through top-

down processes, which include educational, training, credentialing and privileging 

activities. Comparatively, the professionalization of the cyber workforce in the DoD is 

currently a bottom-up process and is foundational in its approach and strategy. The DoD 

Cyber Workforce Strategy 2023-2027 and the DoD Cyberspace Workforce Qualification 

and Management Program promote educational attainment and certification within its 

workforce facilitate the creation of educational curriculum, educational programs and 

advocate for the utilization of certification as a regulatory mechanism.95 96 See Table 1. 
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  Talent Strategy 

Components DoD Cyber DHA 

Training & Development Passive Active 

Certifications & Qualifications Passive Active 

Standardized Practices & Protocols Active Active 

Ethical Standards & Codes of Conduct Active Active 

Mentorship & Coaching Program Active Active 

Career Pathways In-Progress Active 

Professional Associations & 

Networking Passive Active 

Performance Evaluation & Feedback Active Active 

Recognition & Rewards Partial Active 

Continuous Improvement Culture Active Active 

 

Table 1: Comparison Table DoD and DHA Professionalization Strategy Implementation 

(Table by author) 

 

The DoD should adopt a top-down approach, as matured within the DHA’s talent 

strategy, to fully actualize the goals of professionalization to build the capacity (pipeline) 

and capability (knowledge, skills and abilities) of the nation’s cybersecurity workforce.97 

Additional leadership focus on the “Passive” or “Partial” components of the DoD Cyber 

Workforce Strategy could serve as a starting point for its next update. 
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Chapter 5: Findings & Recommendations 

When talent is aligned with the resources needed to succeed, individual and 

organizational performance can be maximized in quality, innovation and efficiency. Why 

do some employees freely demonstrate innovation; ensure high-quality output; adhere to 

organizational principles, norms, and regulations; work effectively and efficiently within 

constraints; engage in constructive interactions with others and actively contribute to 

problem-solving?98 The findings of this research demonstrate that increasing self-efficacy 

improves prosocial motivation and organizational citizenship behavior. Talent 

development and talent engagement initiatives provide the greatest means to boost the 

DoD’s cyber workforce self-efficacy, which in turn will yield increased talent acquisition 

and retention. The factors of personal drive, personal investment and civic engagement in 

the workplace manifest into the formation of affective commitment.99 The DoD can 

enhance its cyber talent strategy by building self-efficacy toward cybersecurity careers. 

This approach promotes career opportunities, stability, and autonomy, fostering 

collaboration and innovation within the DoD Cyber Workforce Strategy. Developing 

personnel self-efficacy is crucial for advancing the DoD Cyber Workforce Strategy, 

fostering collaboration and enhancing the collective capacity of the cybersecurity 

enterprise. 

This research recommends that DoD should adopt a professionalization strategy 

to further evolve the DoD Cyber Workforce Strategy 2023-2027 to incorporate self-

efficacy as a tool for increasing the cyber talent pipeline. 

To posit the recommendation, addressing the cyber talent pipeline dilemma 

requires addressing candidate self-efficacy deficiencies. Experiential learning, game-
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based strategies and educational simulations can boost confidence and skills. The DoD 

can foster a culture of prosocial motivation and OCB to attract and retain top talent, 

leading to increased organizational performance and loyalty. A top-down approach is 

needed to build the DoD’s cybersecurity workforce. The DoD Cyber Workforce Strategy 

2023-2027 can be further evolved to incorporate self-efficacy as a tool for increasing the 

cyber talent pipeline, as well as establish self-efficacy as a cooperation/collaboration 

initiative for further scaling cybersecurity PPPs. 

In light of the research findings, it is recommended that the DoD should 

emphasize fostering self-efficacy among individuals in pursuit of careers in cybersecurity 

to evolve its talent strategy and strive to lead rather than simply win the nation's 

accumulation of cyber talent. The following specific recommendations/ways are 

provided: 

 1. Institute a top-down talent management approach to professionalizing the 

cyber workforce. 

To address the gaps in implementing the educational, training, credentialing and 

privileging professionalization standards of practice in the DoD Cyber Workforce 

Strategy 2023-2027, it is recommended that the DoD employ a top-down cyber talent 

management approach that is incentives-based. Incentive management can provide the 

means to close the gaps of cybersecurity professionalization for the DoD. Current 

prioritized funding support can used for the establishment of accession bonuses for direct 

commission contracts, Variable Special Pay (VSP) for the acquisition of critical skill 

positions, Certified Special Pay (CSP) to reward the cyber workforce 

credentialing/privileging and additional special pay and retention bonuses for hard-to-fill 
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positions and continued service. Non-monetary incentives can include dedicated time, or 

extra leave allowances, to study for and complete certifications. These incentives can 

help DoD increase the self-efficacy/motivation of personnel to continue service past their 

initial service obligations. Alongside these incentive structures, DoD cyber personnel 

should be provided personalized career pathways for full professionalization and lifelong 

personal and professional growth. 

 2. Establish a Cybersecurity Ambassadorship Engagement Program. 

 Establishing a Cybersecurity Ambassadorship Engagement Program and 

developing cybersecurity experiential labs, gaming applications and PCSs can be 

achieved through PPPs.  These efforts can bear fruit in improving the stream of qualified 

candidates into the field and DoD. 

 3. Revamp personnel service policies. 

 Consideration should be given to revamping DoD, service and component 

policies to clearly define cyber-service obligations, relax or alleviate tour 

length/movement requirements and promote mission area specialization. This endeavor 

can help mitigate dissatisfaction with the military lifestyle by allowing for the 

stabilization of personnel in their desired locations, which is important in improving 

family quality of life and supporting dual-career families. 

 4. Develop cybersecurity experiential labs, gaming applications and PCSs. 

 Personnel self-efficacy is affected by personal and situational factors. Experience 

builds mastery/confidence and self-efficacy. Game-based methods engage and improve 

skills. PCS simulations let students experience real-world circumstances and solve 

difficulties. These tools improve students' cybersecurity knowledge and confidence. 
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These tools can be developed in partnership with the cyber enterprise for mutual benefit. 

By implementing these recommendations, the DoD can increase the number of 

personnel entering and remaining in the cyber talent pipeline in ways that would not 

require a disproportional investment of resources to the benefits. In support, the means 

are: 1) the current prioritized funding to build the capacity and capability of the cyber 

workforce, 2) the current strategic guidance to scale PPPs and 3) the implementation plan 

initiative to establish a part-time surge support capacity in the Reserve Component. 
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Chapter 6: Conclusion 

As our world becomes increasingly interconnected through digital networks and 

information technology, cybersecurity has emerged as a top national security priority for 

the U.S. High-profile cyberattacks on critical infrastructure and government agencies 

demonstrate that no entity is immune from these threats. Further, these incidents 

underscore how cyber operations are now an integral part of modern hybrid warfare. In 

the 2023 National Cybersecurity Strategy, the POTUS calls for cooperation and 

collaboration within the cybersecurity enterprise (government, academia and the private 

sector) to strengthen and diversify America’s cyber workforce.100 In response, the 

POTUS challenges the entire cybersecurity enterprise to remove the gatekeepers, myths 

and other impairments for the profession, and develop ways to make a career in 

cybersecurity accessible and attainable to every American who desires to pursue and 

attain it.101 In support, the POTUS declares that to keep up with the rapid evolution of the 

cyber ecosystem, the administration will coordinate with lawmakers to secure adequate 

funding for cybersecurity initiatives.102 

For the DoD, securing cyberspace is essential across all domains of warfare. 

Cyber capabilities are deeply integrated into U.S. military operations, combat plans and 

joint warfighting doctrine. From intelligence gathering to offensive operations, the cyber 

domain provides capabilities for and imposes risk to critical American military 

capabilities. Adversaries like the PRC and Russia are rapidly building up their cyber 

forces, posing an asymmetric threat designed to counter traditional U.S. military 

advantages. This pressing threat environment demands that the DoD continue building a 

world-class cyber workforce to defend vital national interests. Strengthening 
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cybersecurity and expanding cyber forces are urgent priorities for the DoD. Cyber threats 

continue growing more diverse, elegant and destructive with each passing year. 

Malicious state-sponsored hackers, criminal networks and extremist groups all utilize 

cyber capabilities to further their aims at America's expense. Russia's invasion of Ukraine 

also highlights how cyber warfare is now a key feature of modern military campaigns. To 

counter this complex array of threats in cyberspace and the electromagnetic spectrum, the 

DoD must recruit top talent, foster innovation and invest in emerging technologies. By 

maintaining superiority in the cyber domain, the U.S. military can deter aggression, 

prevail in kinetic conflict and safeguard the nation's security. 

Building capacity and capability in the nation’s cyber talent pipeline is a national 

imperative and a critical enabler for the DoD to become an “employer of choice,”103 as 

well as mitigating its challenge of retaining its very best talent.104 The DoD is hardly 

alone in struggling to find and retain cybersecurity talent. Estimates suggest the global 

cybersecurity workforce must grow by 145% to meet demand and manage risks by 

2030.105 The supply-demand gap stems from society’s rapid digitization and new 

technological threats outpacing the professionalization of cybersecurity, and the most 

recent study cites that the gap between needed and available cybersecurity personnel has 

grown 12.6% year over year.106 Cyber roles require highly specialized skills that 

constantly need updating, contributing to quick turnover. Within the DoD specifically, an 

understaffed cyber workforce has become a critical national security issue. Persistent 

personnel shortfalls have put sensitive systems and operations at risk, and there are 

critical skill gaps in AI/Machine Learning, Cloud Computing Security and Security 

Engineering/Zero Trust Implementation.107 The cause for further concern stems from the 



39 

 

aging demographics of the DoD cyber workforce, with nearly two-thirds of personnel 

above age 45. As older cyber staff approach retirement, the DoD must recruit and 

develop younger talent. Yet Gen Z and young Millennials are detached and uninterested 

in the DoD compared to other sectors. 108 Failure to attract this cohort could leave the 

DoD dangerously understaffed. Fostering a culture of service is essential to overcoming 

the recent recruitment challenges faced by the DoD. Prosocial motivation is the main 

justification offered by the majority of political leaders for encouraging 

military/government service.109 

The DoD has implemented various initiatives to address critical staffing gaps, 

from upskilling programs to recruitment bonuses to academic partnerships. However, 

many of these efforts adopt a reactive, piecemeal approach focused on quickly getting 

more people into the cyber workforce.110 What’s missing is a proactive, people-centric 

strategy, based on principles of workforce professionalization, with high organizational 

engagement and the prioritization of professional development and growth. 

Strategic human capital management research indicates taking this people-focused 

approach is vital for building an agile, high-performing workforce suited for the digital 

age. Traditionally, organizations like the DoD have treated employees as interchangeable 

assets meant to fill roles rather than as individuals with unique passions, strengths and 

purposes who seek opportunities for personal growth.111 However, today’s workforce 

desires work-life integration where they can harmonize professional and personal identity 

and customized career experiences tailored to their evolving skills and interests.112 

Centering talent strategy on empowering people pays dividends. Organizations 

rated highly on people-focused culture benefit from greater workforce productivity, 
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innovation, collaboration, knowledge sharing and reduced turnover. People-centric 

cultures also foster diversity and inclusion, enabling organizations to benefit from a wider 

range of perspectives and talents.113 For the DoD, a humanistic approach to cyber 

workforce strategy will require fundamentally rethinking how it attracts, develops, 

organizes, and motivates personnel. Research on self-efficacy provides pathways for this 

transformation. 

Cultivating self-efficacy for the DoD’s cyber workforce should significantly 

enhance recruitment, retention and performance. Personnel who believe in their cyber 

skills and capacity to continually improve them will likely feel greater motivation for 

DoD service, commitment to mission and empowerment in their military and civilian 

roles. Highly efficacious cyber staff will pursue more learning opportunities, attempt 

more difficult tasks and persist through the problem-solving challenges inherent in cyber 

work. Increased self-efficacy should strengthen the DoD’s cyber talent pipeline and 

enable current personnel to combat emerging threats better.  

Further, promoting the development of self-efficacy and work-readiness plays a 

crucial role in establishing a sustainable pipeline, and must be a part of an effective talent 

acquisition strategy. Cultivating self-efficacy toward a cybersecurity career must be 

incorporated end-to-end within the TMS and is an enabler for the human capital pillars of 

talent acquisition, alignment, development and management. Therefore, an effectively 

designed talent strategy should optimize the self-efficacy of the talent pipeline to be 

resilient. The ability of DoD to effectively attract and retain cyber talent is of paramount 

importance in attaining and maintaining a competitive edge in cyberspace, and increasing 

the self-efficacy of its future and current cyber workforce can help create a sustained 
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pipeline of cyber talent. Further, increasing the self-efficacy toward a career in 

cybersecurity can be a cooperation and collaboration mechanism for scaling PPPs within 

the cyber enterprise, and the current chaotic and anarchic environment of hyper-

competition for cyber talent. Doing so is in line with current national strategic guidance 

and funding priorities and is relevant through the prioritization of the ongoing strategic 

advancement of a flexible, skilled and ready DoD cyber workforce. 

Expanding and diversifying recruitment pipelines will provide another lever for 

enhancing DoD cyber workforce self-efficacy. Currently, DoD cyber roles lack gender, 

racial, ethnic and neurodiversity, drawing from a narrow talent segment.114 However, 

extensive research confirms that diversity and inclusion are vital for maximizing 

workforce performance, especially in complex, cognitively demanding fields like 

cybersecurity. Teams comprised of members with diverse backgrounds and thought 

patterns consider more information, generate more solution options and identify more 

nuanced risks.115 Underrepresented groups also often have untapped talents and non-

traditional educational backgrounds valuable in the field of cybersecurity.116 

Critically embracing diversity requires going beyond recruitment to foster 

inclusion, where individuals feel valued, respected and able to express their authentic 

identities. Cyber personnel who feel comfortable bringing their whole selves to work 

experience greater belonging, empowerment, engagement and intent to stay. These 

outcomes stem from increased self-efficacy when work contexts enable people to 

harmonize their personal and professional identities.117 Diversity and inclusion practices 

will expand the DoD’s cyber talent pool while enabling recruited personnel to maximize 

their self-efficacy. 



42 

 

Finally, borrowing from the DHA talent strategy, the DoD should provide cyber 

personnel with customized career pathways, leading to full professionalization and 

facilitating lifelong professional and personal growth. Traditional rigid career ladders no 

longer motivate today’s workforce, who instead seek opportunities to continually gain 

new skills and experiences aligned with their evolving passions and talents. The DoD 

should thus offer cyber staff flexible career paths with built-in on and off-ramps for 

retraining, rotational assignments, stretch roles and sabbaticals. Research shows that 

employees feel more agency over their development and future when organizations 

support customized career journeys.118 This agency activates the personal choice source 

of self-efficacy.119 Personnel also gain exposure to more diverse experiences, building 

wider competence. Adaptive career pathways will empower cyber staff to expand their 

capabilities while pursuing meaningful work continuously.120 This fosters retention and 

enables the DoD to fully leverage investments in its cyber workforce. 

Fundamentally, the DoD has yet to place the cyber workforce at the center of its 

human capital strategy. To evolve its approach, the DoD should draw upon research on 

self-efficacy to increase cyber personnel recruitment, retention and performance. Decades 

of research have shown that self-efficacy is a strong predictor of motivation, 

perseverance, resiliency and success across educational and technology adoption 

contexts.121 By building cyber workforce self-efficacy, the DoD can empower personnel 

to overcome current obstacles, while removing barriers to future career growth and 

advancement. Talent development and talent engagement initiatives in the cyber talent 

pipeline, mediated by self-efficacy, will yield increased prosocial motivation and 

organizational citizenship behavior within the talent pool, enabling a Cyber 
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Ambassadorship Program and the scaling of private partnerships through the pipeline, 

ultimately resulting in the increased capacity and capability of the pipeline (Figure 2). 

 

 

Figure 2: Expanded Cyber Talent Self-Efficacy Observability Pipeline Model (Design by 

author) 

 

The current research can be continued to determine how future and current DoD 

employees respond to the recommended cyber talent management measures 

implemented. Future research can be conducted relating their level of self-efficacy to any 

effect on talent acquisition and retention. Future research can also be performed focusing 

on the relationship of development programs, self-efficacy and job performance. 

Ethical Considerations 

The POTUS established the National Infrastructure Advisory Council (NIAC) to 

ethically evaluate and improve PPP coordination to secure vital infrastructure.122 The 
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private industry owns and operates 85% of our cybersecurity-critical network 

infrastructure, and the DoD has established PPPs to build a cybersecurity service provider 

network to defend this vital infrastructure. Additionally, policies and procedures have 

been developed for resource and information exchange within these PPPs, which operate 

in the same regulatory framework as the DoD.123 The mature culture of existing 

partnerships allows the network to be scaled beyond perceived boundaries and within 

normalized activities. This strategy seeks to scale PPPs to facilitate resource interchange 

and improve DoD and their interactions for a common cause. 

As the DoD must preserve public trust, it must establish procedures to ensure 

compliance with law and policy. Therefore, the recommended strategy must follow four 

ethical principles, and should: 1) not damage public trust, 2) maximize transparency, 3) 

support the core mission of protecting critical infrastructure and 4) hold agency staff 

accountable for implementing partnership rules and principles. Key implementation 

guidelines are as follows: 1) all policies, procedures and guidelines regulating 

partnerships with private industry should be made public to promote transparency; 2) the 

public should understand that the rewards outweigh the risks; 3) a formal comprehensive 

review process must be used to evaluate partnership decisions and 4) the DoD must 

identify private entities that should be excluded from partnerships.124  
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Appendix 1: Utilization of Army Data for Academic Research 
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Appendix 2: Definition of Key Terms 

The study examined the longitudinal relations among the individual relations of 

emotional, social, and work beliefs and behaviors, as well as their moderating and 

mediating effects on talent strategy. Social cognitive studies and the overarching social 

cognitive career theory (SCCT) provide valuable insight into how individual inputs, 

contextual affordances, and sociocognitive variables influence the development of 

vocational interests, career objectives, and actions.125 For context, the terms used within 

this study are defined as follows: 

• Organizational Citizenship Behavior: The concept of organizational 

citizenship behavior (OCB) encompasses all constructive and positive 

actions and behaviors exhibited by employees beyond the scope of their 

official employment responsibilities. It is anything that employees do for 

the benefit of the organization as a whole and in support of their 

coworkers.126 

• Prosocial Motivation: Prosocial motivation refers to the human activity 

and meaningful commitment to serve, patriotism, and the desire to 

safeguard others. Prosocial motivation provides meaning in military 

service.127 

• Self-efficacy: Self-efficacy refers to an individual's belief in their capacity 

to perform a task or achieve a goal. It encompasses an individual’s belief 

in their ability to regulate their own actions/decisions, exert influence over 

their environment, and maintain motivation while striving to achieve their 

objectives. Self-efficacy can be manifested in a variety of contexts and 
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domains, such as education, career, personal and professional 

relationships, and work/life situations.128  

• Talent Development: Talent development is an integral component of 

talent management. Talent development enhances the knowledge, abilities, 

skills, and competencies of individuals within a career field, which are 

closely linked to their active involvement and commitment.129 

• Talent Engagement: Talent engagement is the inclination and involvement 

of professionals to achieve organizational goals. Talent engagement 

comprises a strategy for capitalizing on human resources by providing 

extrinsic and intrinsic rewards to create or sustain employee motivation.130 
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