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Major Goals:  [1] Major Goals



Investigating the Impact of Transformer Architectures on Traditional Security Paradigms 

1. Craft an evaluation framework for measuring the transferability of adversarial examples across different pre-
trained model architectures. 

2. Demonstrate how transformer’s exhibit high transferability rates of adversarial examples against other model 
architectures. 

3. Show that the degree of transferability of adversarial examples is dependent on the fine-tuned dataset. 



The Space of Adversarial Strategies

1. Develop a unified framework of attacks in adversarial machine learning.

2. Evaluate the generalization of attacks introduced by our framework across threat models, datasets, and robust 
v. non-robust models.  

3. Determine the components that yield the most performant attack.

Accomplishments:  [2] Accomplished under Goals



Investigating the Impact of Transformer Architectures on Traditional Security Paradigms 

Transformer architectures are revolutionizing machine learning across a diverse set of domains.

Consequently, understanding the potential risks of transformer's in conventional cybersecurity is

a challenge. In this work, we use transferability of adversarial examples as a metric for 

robustness to evaluate its impact on traditional architectures. We craft adversarial examples on 

pre-trained convolutional neural network, transformer, and hybrid models fine-tuned on a range 

of distinct image datasets to evaluate the cross-model transferability.  

In this work, we plan to demonstrate that (1) transformer architectures offer more robustness in 

the transferability of adversarial examples and (2) transferability of adversarial examples are 

dependent on the dataset used for fine-tuning. 

 

The Space of Adversarial Strategies

To generalize white-box evasion attacks in machine learning, we observed that seminal 

attacks operate in two modalities: (1) they first produce information which encodes 

adversarial goals (i.e., gradients), and (2) they act on that information to best achieve 
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those goals under a specific budget (i.e., a perturbation). This yields a natural 

generalization for which we label the former as surfaces and the latter as travelers. We 

exploit this paradigm by identifying the components within these structures and permute

them, yielding a vast space of 575 attacks. We then observe that attacks can be fairly 

compared against a theoretical attack: the Pareto Ensemble Attack (PEA), which 

bounds the performance attacks aim to achieve. Finally, we apply hypothesis testing to 

identify the components that lead to high attack performance, conditioned on a dataset, 

threat model, or defense technique. 

From our investigation of three threat models, seven datasets, and robust vs non-robust

models, we found that: (1) attacks do not readily generalize, depending on the threat 

model, dataset, or even if the defender is using a robust model, attack performance can 

be substantially affected through these factors, and (2) of the attacks that perform well 

within a given budget, dataset, and defense technique, there are many attacks that are 

near-optimal, suggesting that there is actually a vast space of legitimate attacks that can

adversary could choose form to meet their goals.

 

One of the key takeaways from our work is that we now have a framework to generate a

wide array of attacks to perform robustness evaluations and techniques to identify the 

efficacy of components that are introduced by attacks. Through this, we can now 

identify the attacks most likely to be used by an adversary that are uniquely equipped to

attack a domain for a given threat model, and subsequently, cater our defensive 

techniques towards such attacks.
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NSF Funding: Why, What and How, School of Computer, Data & Information Sciences, UW-Madison, Madison, WI, 
October, 2022.



The Challenges of Machine Learning in Adversarial Settings: A Systems Perspective, Temple University, 
Philadelphia, PA, March, 2022.



The Challenges of Machine Learning in Adversarial Settings: A Systems Perspective, CACR Security Speaker 
Series, Indiana University, Online, August, 2021.



The Challenges of Machine Learning in Adversarial Settings: A Systems Perspective, Robustness of AI Systems to 
Adversarial Attacks (RAISA3), Online, August, 2020.



The Challenges of Machine Learning in Adversarial Settings: A Systems Perspective, Computer Science 
Department, University of Wisconsin-Madison, Madison, WI, February, 2020.



The Challenges of Machine Learning in Adversarial Settings, Computer Science Department, Stonybrook 
University, Stonybrook, NY, December, 2019.



The Challenges of Machine Learning in Adversarial Settings, Cylab Security and Privacy Institute, Carnegie Mellon 
University, Pittsburgh, PA, December, 2019.



The Challenges of Machine Learning in Adversarial Settings, S2ERC, Ball State University, Muncie, IN, November, 
2019.



The Challenges of Machine Learning in Adversarial Settings, Triangle Area Privacy and Security Day, Durham, NC, 
October, 2019.



AI-Cybersecurity Workshop Briefing to the NITRD and MLAI Subcommittees, NITRD and MLAI Subcommittees 
Quarterly Meeting, Washington, DC, July, 2019.
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Yohan Beugin, Quinn Burke, Blaine Hoak, Ryan Sheatsley, Eric Pauley, Gang Tan, Syed Rafiul Hussain and 
Patrick McDaniel, Building a Privacy-Preserving Smart Camera System, Proceedings on Privacy Enhancing 
Technologies, July, 2022. 



Bolor-Erdene Zolbayarn, Ryan Sheatsley, Patrick McDaniel, Michael J. Weisman, Sencun Zhu, Shitong Zhu and 
Srikanth V. Krishnamurthy, Generating Practical Adversarial Network Traffic Flows using NIDSGAN, Technical 
Report arXiv:2203.06694, arXiv preprint, March 2022. 



Ryan Sheatsley, Nicolas Papernot, Michael J. Weisman, Gunjan Verma and Patrick McDaniel, Adversarial 
Examples for Network Intrusion Detection Systems, Journal of Computer Security, IOS Press, January 2022. 



Patrick McDaniel, Thorsten Holz, Indra Spiecker, Genannt Dohmann, Christopher Burchard, Ahmad-Reza Sadeghi, 
Konrad Rieck, Kamalika Chaudhuri, Somesh Jha, Andrea Matwyshyn, David Evans, Felix Freiling and Amy Hasan, 
Cybersecurity and Machine Learning: Vision Document, Report on the joint NSF/DFG Cybersecurity and Machine 
Learning Research Workshop, Public Report, National Science Foundation/Deutsche Forschungsgemeinschaf, 
December 2021.



Ahmed Abdou, Ryan Sheatsley, Yohan Beugin, Tyler Shipp and Patrick McDaniel, HoneyModels: Machine 
Learning Honeypots, Proceedings of the Military Communications Conference, IEE, November 2021.



Ryan Sheatsley, Matthew Durbin, Azaree Lintereur and Patrick McDaniel, Improving Radioactive Material 
Localization by Leveraging Cyber-Security Model Optimizations, IEEE Sensors, Vol.21, No.8, April 2021. 



Dan Boneh, Andrew J. Grotto, Patrick McDaniel and Nicolas Papernot, Preparing for the Age of Deepfakes and 
Disinformation, Stanford HAI Policy Brief, 2020. 



Ryan Sheatsely, Blaine Hoak, Eric Pauley, Patrick McDaniel, The Space of Adversarial Strategies, Published 
Computer Science, ArXiv, September, 2022. Accepted at 32nd USENIX Security Symposium.

Honors and Awards:  SIGSAC Outstanding Innovation Award

for innovative research in mobile device security, trustworthiness of machine learning, and systems security, 
November 2021



Penn State Engineering Society Premier Research Award

Given to one faculty member per year, the Penn State Engineering Alumni Society Premier Research Award 
recognizes and rewards an individual whose contributions to scientific knowledge through research are exemplary 
and internationally acclaimed, April 2021



AAAS Fellow

for distinguished contributions to the field of computational security and privacy, particularly for advancing 
algorithms for the formal analysis of mobile devices and applications, November 2020



SIGOPS Hall of Fame Award

recognizing the paper "TaintDroid: an information-flow tracking system for realtime privacy monitoring on 
smartphones" (Will Enck first author), "which sparked an important research agenda on smartphone privacy that 
continues to this day", November 2020



J. D. Williams student paper award, Nuclear Security and Physical Protection division

recognizing the best student papers by area in Proceedings of the Institute of Nuclear Materials Management 
Annual Meeting (INMM), July 2019
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RPPR Final Report 
as of 27-Sep-2023

Technology Transfer:  CleverHans is a software library that provides standardized reference

implementations of adversarial example construction techniques and adversarial training. The library may be used 
to develop more robust machine learning models and to provide standardized benchmarks of models' performance 
in the adversarial setting. Benchmarks constructed without a standardized implementation of adversarial example 
construction 

are not comparable to each other, because a good result may indicate a robust model or it may merely indicate a 
weak implementation of the adversarial example construction procedure.  This software has been widely distributed 
within the research and used in hundreds of research papers.
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[1] Major Goals 
 
Investigating the Impact of Transformer Architectures on Traditional Security Paradigms  

1. Craft an evaluation framework for measuring the transferability of adversarial examples 
across different pre-trained model architectures.  

2. Demonstrate how transformer’s exhibit high transferability rates of adversarial examples 
against other model architectures.  

3. Show that the degree of transferability of adversarial examples is dependent on the fine-
tuned dataset.  
 

The Space of Adversarial Strategies 
1. Develop a unified framework of attacks in adversarial machine learning. 
2. Evaluate the generalization of attacks introduced by our framework across threat 

models, datasets, and robust v. non-robust models.   
3. Determine the components that yield the most performant attack. 

 
[2] Accomplished under Goals 
 
Investigating the Impact of Transformer Architectures on Traditional Security Paradigms  
Transformer architectures are revolutionizing machine learning across a diverse set of domains. 
Consequently, understanding the potential risks of transformer's in conventional cybersecurity is 
a challenge. In this work, we use transferability of adversarial examples as a metric for 
robustness to evaluate its impact on traditional architectures. We craft adversarial examples on 
pre-trained convolutional neural network, transformer, and hybrid models fine-tuned on a range 
of distinct image datasets to evaluate the cross-model transferability.   
 

 
 
In this work, we plan to demonstrate that (1) transformer architectures offer more robustness in 
the transferability of adversarial examples and (2) transferability of adversarial examples are 
dependent on the dataset used for fine-tuning.  
  
The Space of Adversarial Strategies 
To generalize white-box evasion attacks in machine learning, we observed that seminal 
attacks operate in two modalities: (1) they first produce information which encodes 
adversarial goals (i.e., gradients), and (2) they act on that information to best achieve 
those goals under a specific budget (i.e., a perturbation). This yields a natural 



generalization for which we label the former as surfaces and the latter as travelers. We 
exploit this paradigm by identifying the components within these structures and permute 
them, yielding a vast space of 575 attacks. We then observe that attacks can be fairly 
compared against a theoretical attack: the Pareto Ensemble Attack (PEA), which 
bounds the performance attacks aim to achieve. Finally, we apply hypothesis testing to 
identify the components that lead to high attack performance, conditioned on a dataset, 
threat model, or defense technique.  
 

 
 
From our investigation of three threat models, seven datasets, and robust vs non-robust 
models, we found that: (1) attacks do not readily generalize, depending on the threat 
model, dataset, or even if the defender is using a robust model, attack performance can 
be substantially affected through these factors, and (2) of the attacks that perform well 
within a given budget, dataset, and defense technique, there are many attacks that are 
near-optimal, suggesting that there is actually a vast space of legitimate attacks that can 
adversary could choose form to meet their goals. 
  

 
 
One of the key takeaways from our work is that we now have a framework to generate a 
wide array of attacks to perform robustness evaluations and techniques to identify the 
efficacy of components that are introduced by attacks. Through this, we can now 
identify the attacks most likely to be used by an adversary that are uniquely equipped to 
attack a domain for a given threat model, and subsequently, cater our defensive 
techniques towards such attacks.  
 



 
 


