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Major Goals: [1] Major Goals

Investigating the Impact of Transformer Architectures on Traditional Security Paradigms

1. Craft an evaluation framework for measuring the transferability of adversarial examples across different pre-
trained model architectures.

2. Demonstrate how transformer’s exhibit high transferability rates of adversarial examples against other model
architectures.

3. Show that the degree of transferability of adversarial examples is dependent on the fine-tuned dataset.

The Space of Adversarial Strategies

1. Develop a unified framework of attacks in adversarial machine learning.

2. Evaluate the generalization of attacks introduced by our framework across threat models, datasets, and robust
V. non-robust models.

3. Determine the components that yield the most performant attack.

Accomplishments: [2] Accomplished under Goals

Investigating the Impact of Transformer Architectures on Traditional Security Paradigms
Transformer architectures are revolutionizing machine learning across a diverse set of domains.
Consequently, understanding the potential risks of transformer's in conventional cybersecurity is
a challenge. In this work, we use transferability of adversarial examples as a metric for
robustness to evaluate its impact on traditional architectures. We craft adversarial examples on
pre-trained convolutional neural network, transformer, and hybrid models fine-tuned on a range
of distinct image datasets to evaluate the cross-model transferability.

In this work, we plan to demonstrate that (1) transformer architectures offer more robustness in
the transferability of adversarial examples and (2) transferability of adversarial examples are
dependent on the dataset used for fine-tuning.

The Space of Adversarial Strategies

To generalize white-box evasion attacks in machine learning, we observed that seminal
attacks operate in two modalities: (1) they first produce information which encodes
adversarial goals (i.e., gradients), and (2) they act on that information to best achieve
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those goals under a specific budget (i.e., a perturbation). This yields a natural
generalization for which we label the former as surfaces and the latter as travelers. We
exploit this paradigm by identifying the components within these structures and permute
them, yielding a vast space of 575 attacks. We then observe that attacks can be fairly
compared against a theoretical attack: the Pareto Ensemble Attack (PEA), which
bounds the performance attacks aim to achieve. Finally, we apply hypothesis testing to
identify the components that lead to high attack performance, conditioned on a dataset,
threat model, or defense technique.

From our investigation of three threat models, seven datasets, and robust vs non-robust
models, we found that: (1) attacks do not readily generalize, depending on the threat
model, dataset, or even if the defender is using a robust model, attack performance can
be substantially affected through these factors, and (2) of the attacks that perform well
within a given budget, dataset, and defense technique, there are many attacks that are
near-optimal, suggesting that there is actually a vast space of legitimate attacks that can
adversary could choose form to meet their goals.

One of the key takeaways from our work is that we now have a framework to generate a
wide array of attacks to perform robustness evaluations and techniques to identify the
efficacy of components that are introduced by attacks. Through this, we can now
identify the attacks most likely to be used by an adversary that are uniquely equipped to
attack a domain for a given threat model, and subsequently, cater our defensive
techniques towards such attacks.
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Technology Transfer: CleverHans is a software library that provides standardized reference

implementations of adversarial example construction techniques and adversarial training. The library may be used
to develop more robust machine learning models and to provide standardized benchmarks of models' performance
in the adversarial setting. Benchmarks constructed without a standardized implementation of adversarial example
construction

are not comparable to each other, because a good result may indicate a robust model or it may merely indicate a
weak implementation of the adversarial example construction procedure. This software has been widely distributed
within the research and used in hundreds of research papers.
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Abstract: One of the principal uses of physical-space sensors in public safety applications is the detection of
unsafe conditions (e.g., release of poisonous gases, weapons in airports, tainted food). However, current
detection methods in these applications are often costly, slow to use, and can be inaccurate in complex, changing,
or new environments. In this paper, we explore how machine learning methods used successfully in cyber
domains, such as malware detection, can be leveraged to substantially enhance physical space detection. We
focus on one important exemplar application—the detection and localization of radioactive materials. We show that
the ML-based approaches can significantly exceed traditional table-based approaches in predicting angular
direction. Moreover, the developed models can be expanded to include approximations of the distance to
radioactive material (a critical dimension that reference tables used in practice do not capture).
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[1] Major Goals

Investigating the Impact of Transformer Architectures on Traditional Security Paradigms
1. Craft an evaluation framework for measuring the transferability of adversarial examples
across different pre-trained model architectures.
2. Demonstrate how transformer’s exhibit high transferability rates of adversarial examples
against other model architectures.
3. Show that the degree of transferability of adversarial examples is dependent on the fine-
tuned dataset.

The Space of Adversarial Strategies
1. Develop a unified framework of attacks in adversarial machine learning.
2. Evaluate the generalization of attacks introduced by our framework across threat
models, datasets, and robust v. non-robust models.
3. Determine the components that yield the most performant attack.

[2] Accomplished under Goals

Investigating the Impact of Transformer Architectures on Traditional Security Paradigms
Transformer architectures are revolutionizing machine learning across a diverse set of domains.
Consequently, understanding the potential risks of transformer's in conventional cybersecurity is
a challenge. In this work, we use transferability of adversarial examples as a metric for
robustness to evaluate its impact on traditional architectures. We craft adversarial examples on
pre-trained convolutional neural network, transformer, and hybrid models fine-tuned on a range
of distinct image datasets to evaluate the cross-model transferability.
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In this work, we plan to demonstrate that (1) transformer architectures offer more robustness in
the transferability of adversarial examples and (2) transferability of adversarial examples are
dependent on the dataset used for fine-tuning.

The Space of Adversarial Strategies

To generalize white-box evasion attacks in machine learning, we observed that seminal
attacks operate in two modalities: (1) they first produce information which encodes
adversarial goals (i.e., gradients), and (2) they act on that information to best achieve
those goals under a specific budget (i.e., a perturbation). This yields a natural



generalization for which we label the former as surfaces and the latter as travelers. We
exploit this paradigm by identifying the components within these structures and permute
them, yielding a vast space of 575 attacks. We then observe that attacks can be fairly
compared against a theoretical attack: the Pareto Ensemble Attack (PEA), which
bounds the performance attacks aim to achieve. Finally, we apply hypothesis testing to
identify the components that lead to high attack performance, conditioned on a dataset,
threat model, or defense technique.

Traveler Surface

' x + Random-Restart(x)

X « Change of Variables(x) '. V.. Loss « % g

X

| Optimizer(x, o) |

V. Surface

[x,- IR S T ?xl.Surface-}

From our investigation of three threat models, seven datasets, and robust vs non-robust
models, we found that: (1) attacks do not readily generalize, depending on the threat
model, dataset, or even if the defender is using a robust model, attack performance can
be substantially affected through these factors, and (2) of the attacks that perform well
within a given budget, dataset, and defense technique, there are many attacks that are
near-optimal, suggesting that there is actually a vast space of legitimate attacks that can
adversary could choose form to meet their goals.

Component H, Component H; Condition p-value Effect Size

L SGD is better than BWSGD when Dataset = MNIST <22 % 107 99 %

2. Adam is better than BWSGD when Dataset = MNIST <22 % 107 99 %
B4, Idantity Loss is better than Differance of Logite Ratie Less when Dataset =HN5L-XDD 2.2 1077 093 %
8. 5GD is better than BWSGD when SaliencyMap = Jacobian Saliency Map <2.2x 107°% 92 %

393. DeepFool Saliency Map  is better than Jacobian Saliency Map when Dataset = FMNIST =5 % 107% 00 %
394, Py is better than Carlini-Wagner Loss when  Change of Variables = Disabled <5 x 107° 6l %
1689, by is better than i when Threat Model = #;+ 1.0 9.8 107! 509
1690, Identity Saliency Map is better than DeepFool Saliency Map when Threat Model = /. + 0.4 Lo 49 %

One of the key takeaways from our work is that we now have a framework to generate a
wide array of attacks to perform robustness evaluations and techniques to identify the
efficacy of components that are introduced by attacks. Through this, we can now
identify the attacks most likely to be used by an adversary that are uniquely equipped to
attack a domain for a given threat model, and subsequently, cater our defensive
techniques towards such attacks.






