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SUMMARY

A. TECHNICAL PROBLEM

This projeet is one part of a larger effort dire cted at extending packet sw itching technology
into the area of radio communications. The technical investigations are focused on a Packet
Radio Network (PRN) to serve fixed and mobile digital termiuals in a tactical command and
control environment. The objectives of the Collins investigations are:

® perform research covering the application of radio frequency technology to packet
switched communications.

® Dparticipate in the overall ARPA Packet Communications Technology Program tader
the guidance of the Packet Radio Communications Working Group.

® Develop experimental equipments to support the Packet Radio System /Network
experiments.

® Rccommend a system architecture to provide terminal-to-terminal security for the
nacket-switched radio network.

B. GENERAL METHODOLOGY

The approach to the packet radio investigations is a combination of theoretical studies,
equipment design efforts, and laboratory experiments. Worvk has been directed in each of
the following areas:

® Experimental Equipment Design and Build. Detailed design ana assembly of the
experimental repeater described in the quarterly report, "Technical Plan tor the
Packet Radic Experimental Repeater,' July 1974, This effort includes both hardware
and software development.

® Communications Security. Evaluation of the ‘mpact of encryption and traffic flow
security requirements und disciplines on system design. Development of a system
architecture and design guidelines for an end-to-enid encryption capability for Packet
Radio Networks.

The above studies and design efforts are organized as an interactive process to achieve a
proper balance between system performance and ithe constraints of available technology'.

C. TECHNICAL RESULTS

This quarterly report treats four topics that have been investigated and developed during the
reporting period in support of the experimental packet radio repeater development. The
results of work done in communicatiors sccurity are reported under separate cover.
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summary

Specilic technical results reported in this document include the lollowing:

L

DL

The emphasis during the next quarter will be to complete the integration, test, documentation,
and delivery of the First three experimental repeaters for the packet radio test bed. Investi-
gations of communications security for the packet radio network will continue. In addition, i
detailed investigations ol specilic issues aflecting the radio system design (ie, mobile link
characteristics, coexistence strategies, channel organization and management) will be

addressed.

4
A Tunctional description of the software being developed for the experimentul packet )
radio repeaters. o
.,‘
A description of the rf head to be incorporated into the experimental repeaters. Test \‘
data on the transmitter and front-end receiver performance are included. .

A description ol the mechanical structure and assembly of the experimental repeater.

A discussion of experimental equipment configurations for network elements as they
might be used for various applications in the experimental test bed.

PLAN FOR NEXT QUARTER ACTIVITIES !
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Section 1

Introduction

The first experimental packet radio repeaters are in the final stages of developmunt and
integration. At this point, test data have been gathered on various modules ana subassem-
blies, the software structurc is being finalized, and the mechanical configuration of the
repeater has been decided. This report provides a compilation of some of this test data,

a functional description of the repeater software, and a brief mechanical description of the
repeater. It also contains an inventory of the hardware and soltware elements that make up
the experimentai repeater, along with discussions of the functional capabilities of each of
these elements. Possible configurations of these elemants to perform various functions in
the experimental network are deseribed.

Section 2 provides a description of the software organization for the experimental repeater.
A description of the rf head, comprising significant portions of both the radio transmit and
receive chains, is presented in section 3 complete with test data. Section 4 presents a briet
mechanical description of the repeater. Finally, section 5 discusses the hardware and
software elements in the experimental repeater and addresscs the issue of what elements
are needed to perform particular functions in the experimental network.
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Seetion 2

Software Deseription of Experimental Repeater

2.1 PURPOSE AND SCOPE

This section provides a funetional description of the softwa: e being developed for the experi-
mental packet radio repeater, This software will serve as a developmental operating system
to be used for system testing, to support testing at Stanfeod Researeh Institute, and as the
operating system used by the packet protocol and processing soitware clements to be
developed by Network Analysis Corporation in cooperation with Collins Radio Group. Addi-
tionally, the operating system design permits utilization of the experimental repeater as a
front-end to a station and/or terminal in the packet radio network experiments,

This section is preliminary in that it describes development work in progress. It will be
modificd and expanded to become an experimental repeater user's guide to be delivered with
the experimental repeaters,

2.2 ORGANIZATION AND OPERATIOMA L DESCRIPTION

The major elements of the software system for the ex; erimiental repeater are illustrated in
figure 2-1. All elements shown are being developed by Collins with the exeeption of the
packe!. control preprocess program and packet header process routines, which are being
developed wholly or in part by Netwovk Analysis Corpovation, These programs, in gencral,
define the packet protocols and high level packet input/output (1/0) control to be incorporated
into the experimental repeater, Collins is providing the experimental repeatev operating
system, system rest and debug aids, and software interfaces to the repeater hardwars.

9.3 PROCESSING iN THE EXPERIMENTAL REPEATER

The software system is a multiprogrammed, interrupt-driven system; multiprogrammed in
the sense that two independent programs may coexist in the system, and the state of the sys-
tem is saved as control is transferred from one program to another, The system is interrupt-
driven in that program contro} is transferred and processing initiated as a result of CPU
interrupts.

The system is struetured into three proeessing modes defined as foreground, background,
and exeeutive. Figure 2-2 illustrates the assignment of proeessing tasks within the pro-
cessing modes and transfer of eontrol between modes,

The executive mode is utilized for system initialization, mode control, and system test and
debug aids, In general, the exceutive mode is noninterruptable for foreground and background
proeessing, Trancfer of control between the foreground and background modes is through

the exeeutive mode, which saves and restores the state of the foreground/hackground modes
as represented by the CPU; program counter, registers, status, and staek, The executive
determines when to remove power to seleeted repeater hardware elements and reinitiates
proeessing when power is restorcd, Programs whieh operate in the exeeutive mode include
the following.
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Figure 2-1. Experimental Repeater Software,
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PROCESSING

® SYSTEM TEST/DEBUG AIDS

PROGRAM
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1/0
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Figure 2-2. Experimental Repeater Proeessing Organization,

a, Executive prograir
h, Interrupt proecss routine
c. Initialization/restart program
d. Debug/control program,
f' The foreground processing mode is utilized for radio

The foreground mode programs retiin control until p
completed, and then programs release control by checkpointing to the executive. They regain

and station packet 1/0 and processing,
acket 1/0 and proeessing is temporarily
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software description of experimental repeater

control upon the oeeurrence of a DMA channel interrupt i.dicating the completion of a
packet 1/O and, thus, the nced for packet processing. The foreground mode is interrupted
periodically to service echaracter 1/O to the terminal, The foreground programs in the ex-
perimental repeater inelude the following:

a. Packet control preprocess program

h. Tacket header process routines

c. Packet program loader

d, Radio/station 1I/O voutines,

The background processing mode is vtilized for overlay programs, on-line diagnosties, per-
formance monitoring, and later opevator/terminal interaction programs ir the packet radio
network terminal, Overlay programs include programs that ave contained in packets and are
executed and then overlayed, ‘This featuve will serve to reducc memory requirements for
resident software in the repeatev,

The remaining software elements illustrated in figurc 2-1 may be utilized by all process
modes and assume the current process mode wher called for execution, These programs
include:

a, Packet allocation/velease voutines

h., Termiral 1/0 routines

¢. Common routines,

All interfaces between process modes and calls to commonly used routines are via indirect
calls to memory basc page. This simplifies program interfaces and provides a form of
program relocation eapability via modification of base page contents,

2.4 MEMORY MANAGEMENT IN THE EXPERIMENTAL REPEATER

The initial experimental repeaters will contain 1024 words of PROM and 3072 words of RAM
memovy, The PROM is utilized for the basic operating system which includes:

a, Initialization/restart program

b. Debug control program

c. [Executive program

d., Interrupt routines (except for DMA channel)
e, Terminal I/O routines,

The hase page (RAM locations 0 - 25510) is utilized fov program linkages, tables, jump tables,

constants, and operational parameters, Approximately one-half of these locations are utilized
by thc Collins-developed operating systcm and programs, The remaining words are resevved
for use by other programs,

2-4
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software description of experimental repeater

Approximately 1500 words of RAM memory are utilized for the remaining elements of the
operating system which include:

a, DBase page

b. Four packet buffers

e. Radio/station 1/O and interrupt routines
d, Packet allocation/release routines,

Thus, about 1500 words remain for usc by the packet control preprocess program, packet

header process routines, packet program loader, and overlay program area plus one-half of
base page,

The off-line diagnestic and test support programs utilize the RAM memory area, but are
overlayed when rot in use,

2.5 OPERATIONAIL PROCEDURES IN THE EXPERIMENTAL REPEATER
2.5.1 Initialization

The PROM memory software, when the repeater power is turned on, initializes base page and
prompts the operator at the terminal, The full capabilities of the debug control program

are at the disposal of the operator via appropriate terminal keyboard input and terminal dis-
play, Normally, additional programs will be loaded into RAM, utilizing the loaders resident
in PROM, These programs may be off-line diagnostics, or the remaining elements of the
operating system and the high level packet protocol and processing programs, The operator

may then initiate, supervise, and control the operation of foreground and background programs
via the repeater terminal,

2.5.2 Packet 1/0 and Processing

High level packet 1/0 control and protocol processing is accomplished by the packet control
preprocess program and packet header process routines, In general, the packet control
preprocess program will begin by requesting packet buffers via the packet allocation routine,
and will request the enabling of radio (and station if implemented) receivers, The program
may then release control (checkpoint) until receipt of a packet signified by a DMA channel
CPU interrupt, The interrupt returns control to the foreground process mode where the
packet control preprocess program calls the radio/station 1/0 routines, requesting the
address of completed packets., Packet processing determines if the packet was received
correctly, if it is addressed to the repeater, and decodes the packet type. The packet type is
utilized to call the appropriate packet header process routine, where detailed processing of
the packet header is completed and firal disposition of the packet determined, The packet
may he discarded by an echo acknewledge to prior packet, or may be transmitted to the radio
or station by appropriate calls to packet 1/O routines, In addition, the called receiver is
reenabled to receive other packets,

In this manner packets are input/output and processed normally on a first-in/first-out basis,
The radio/station 1/0 routines arc designed to permit the ngh level protocol software to re-
quest one packet 1/0 per imp'emented DMA channel packe: 1/0 interface, They determine

when to enable the appropriate transmitters and receivers Lased on other 1/0 activity and
packet 1/0 parameters stored in memory base page. They deiect completed packet 1/0 trans-
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actions and supply upon request the associated packet buffer addresses to the high level soft-
ware,

In summary, the packet control preprocess program and packet header proeess routines are
responsible for requesting packet 1/0, processing of the packet headers and final disposition
of the packets, use of the packet buffer resouree, and specification of the packet 1/0 para-
meters. The packet 1/0, interrupt, alloeation, and release routines are responsible for the
real-time implementation of the packet 1/0 and appropriate use of the paeket 1/0 parameters,

2.6 SOFTWARE OPERATING SYSTEM ELEMENT DESCRIPTION

The major software elements being developed by Collins, to be supplied with the developmen-
tal repeaters, are illustrated in [igure 2-3. These elements provide a basic operating system
to be ctilized to support the radio packet algorithms, station and terminal interfaces, re-
peater hardware diagonostic programs, and software/hardware test and development,

Some of these software elements will be PROM resident, others will be loaded from the ter-
minal (paper tape and/or tape cassette) as needed,

2.7 INITIALIZATION/RESTART PROGRAM

This program is responsible for initialization of the repeater software from a repeater
power-off state, Two power-off states are possible: (1) power is totally removed from the
repeater; (2) only selected high power consuming elements have power off. In the first case,
the software initializes RAM basic page (first 256 memory loeations) as required by the
PROM resident software, Control is then passed to the debug/control program which
prompts for operator input to the terminal,

In the second case, the software restores the CPU registers, status, and staek and restarts
the programs being exeecuted when power was removed, This power-off state is accomplished
under software control, Power is restored as a result of a CPU interrupt from the DMA
channels or terminal, This program is resident in PROM,

2.8 EXECUTIVE PROGRAM

The executive program implemen.s the foreground and background proeessing modes and
provides the path by which control is transferred from one mode to another, It saves and
restores the machine state for the foreground and background processing modes as repre-
sentad by the four CPU registers, status, stack, and program address counter,

The foreground and baekgreund programs pass control to the executive program when they
have no current nroeessing requirements, or control is passed automatically as a result of
repeater input,/‘output events,

Additionally, the executive program determines when to initiate partial repeater power shut-
down and save th: machine state for later restoration, This program is resident in PROM,

2.9 INTERRUPT PROCESS ROUTINES

The interrupt process routines are entered upon the oceurrence of a CPU interrupt through
memory location 0001, The interrupt register is read and interrupt souces decoded, Control
is passed, in turn, to routines which service each interrupt detected. The interrupt sources
are as follows.

MPR..T et ied
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PACKET
PROGRAM
UBHLEn INITIALIZATION
RESTART
PROGRAM
EXECUTIVE
SRI PROGRAM
TEST DEBUG
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PACKET RADIO STATION
ALLOCATION PACKET IT/%RM'NA' COMMON
RELEASE /0 ROUTINES
ROUTINES ROUTINES ROUTINES
PACKET
BUFFERS
Figu.e 2-3. Developmental Repeater Software,
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software deseription of experimental repeater

a, Time interval clock

h, Staek overflow

e. Muwun! (operator)

d. DMA channels (for radio, station 1/0)
e. Terminal 1/0 channel,

All the interrupt proeess routines are resident in PROM exeept for the DMA echannel routines
in theinitial experimental repeaters,

2.9.1 Time Interval Clock Interrupt Routine

This reutine adds one to a memory location in bkuse page upon each clock interrupt, This
memory word may then be utilized by programs to determine elapsed time, The memory
loeation is ineremented by 1 to a maximum value of 7I"FF16 and reset to 000016' The eloek

interrupt interval is currently 131 ms.
2.9.2 Stack Overflow Interrupt Routine

This routine halts further forground or haekground proeessing and returns control via the
exeeutive program to the debug/control program where the operator may determine the
causes of the stack overflow, Normally, this will result from a software error, but may be
the result of a hardware failure.

2.9.3 Manual Interrupt Routine

This routine is identieal to the staek overflow interrupt routine. It permits the operator to
regain control of the repeater via activation of a pushbutton switeh,

2.9.4 DMA Channel Interrupt Routines

There is one interrupt routine per implemented DMA channel: one for station input, station
output, radio transmitter; and one each for the two radio reeceivers in the experimental re-
peater, DMA channel interrupts oecur as a result of the beginning of data transfer for radio
packet reeeption or upén completion of packet data transmit or reeeption on the radio and
station DMA ehannels,

The interrupt routincs place the address of the packet buffcr assoeiated with the interrupting
DMA channel in the packet service queue and update the information in the paeket buffer for
use by the paeket control preproeess program and packet header proeess routines. Addition-
ally, these routines will initiate any pending DMA ehannel 1/0 now possible as a result of the
completed DMA I/O operation, For example, if the packet transmision has heen eompleted,
any pending radio reeeiver DMA 1/0 is initiated, Finally, the DMA interrupt routines return
control to the foreground proeessing mode s> that proeessing may be initiated for the
completed packet 1/O operations,

2.9.5 Terminal I/O Channel Interrupt Routine

This routine inputs or outputs a single eharaeter to the terminal per interrupt, The 1/O may
be either binary or ASCII data, Additionally, the routine decodes message edit charaeters
and recognizes the single character ENQ as an operator request to transfer control to the
debug/control program.

2-8
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2.10 DEBUG/CONTROL PROGRAM

The debug/control program provides the operator at the terminal with system supervisory
control, and test and debug aids via appropriate terminal input and display, The program is
executed upon completion of repeater initialization or upon occurrence of certain events
during normal operation: for example, operator input of ENQ character and manual or stack
overflow interrupt,

The program prompts the operator at the terminal, and the operator responds with desired
control seleetions, The following are the operator directed functions,

a. Initiate foreground and/or background programs at defined locations,

h. Display and modify foreground/background; program counter, registers, status and stack,
c. Select program breakpoints for software trace debugging.

d, Display and modify selected memory locations and peripheral 1/0 interfacc registers,

e. Load bootstrap or absolute (nonrelocatable) RLM format programs from the terminal,
These formats are as defined by National Semiconductor Corporation for the IMP-16P,

£, Dump (create) bootstrap format programs to the terminal,
g. Halt (idle and clear) forground/background prograrns.
This program is resident in PROM,

2. 11 PACKET ALLOCATION AND RELEASE ROUTINES

These routines provide a packet bhuffer or veturn a packet buffer to the packet buffer pool
upon request of the packet preprocess and control program or other programs requiring
packet buffer space,

The routines are accessible via indirect subroutine call through the memory base page. The
system currently provides four packet buffers in the experimental repeater, These routines
are currently resident in RAM,

2.12 RADIO/STATION PACKET 1/O ROUTINES

These routines implement packet 1/0 as requested by the packet prutocol, process, and
various test programs, and provide upon request the packet addresses of completed packet

1/0.
2.12.1 Use of Packet 1/0 Routines

Packet /O and other processes are requested via indirect subroutine call through the memory
base page. The user provides the packet buffer address and modifies the packet buffer dis-
psoition word to define the desired packet 1/0, The 1/O routines, in turn, insert information
into the packet buffer to be used by the user programs to determine the status of the packet
and initiate the requested packet 1/0, The 1/O routincs will accept one packet 1/0 request
per implemented DMA radio/station interface, and initiate the request immediately or queue
the request for later initiation if current DMA activity prohibits immediate execution. For
zxample, radio (ALOHA mode) transmit will not be initiated if radio receiver is inputting data,

2-9
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but will be initiated when the data transfer is completed, If the radio receivers are enabled
and not transferring data, they will be disabled and reenabled upon completion of transmit,
Similarly, radio reeeption is not initiated if the transmitter ic enabled, If the earrier scnse
transmit mode is selected, the 1/O routines will enable idle radio reeeivers with dummy
paeket buffers to verify absense of earrier sense before transmitting,

Upon completion of packet 1/0 signified by DMA channel CPU interrupt, the associated packet
buffer address is stored in the packet serviee queue, The user has aeeess to these addresses
via indireet subroutine eall through memory base page,

2.12.2 Paeket Buffer Format

The packet buffer format is illustrated in figure 2-4 and deseribed in the following para-
graphs,

a, Paeket Chain Address. Aadress is of the next packet buffer in packet buffer queuc,
Packet buffer addresses in all ea=es point at first word of paeket header/test.

b. Packet Identifieation, This is a unique code utilized by 1/0O routines to cheek validity
of paecket address,

c. Significant Event Check, Valuc is of the time clock (updated hy elock interrupt routine)
when paeket status ehanges,

d, DMA Status/Control Register, image is of the DMA ehannel status/control register
when packet status is updated, ana is used by 1/O routines,

e. DMA Address Register, Image is of the DMA channel addvess registe: when packet
status is updated,

f. Daeket Status. Packet status, inserted by the 1/O routines, is utilized hy the high level
suftware to determinc the current state of the packet, The status indications are:

1. Idle - Unassigned

2. ldle - Assigned to User

3. TX/RX Pending (queued TX/RX)

4, TX/RX Initiated (assigned to enabled DMA channel)
5. RX in Progress (data transfer in progress)

6. TX/RX Complete

7. TX/RX Complete with Error,

g. Spare, Three words are reserved for future definition, two of which may be defined and
used by the high level programs,

h., Packet Disposition. The paecket disposition word is modified by the high level software

to define the desired paeket 1/0O to be executed by the 1/O routines. The defined packet
dispositions are as follows.
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PACKET CHAIN ADDRESS

PACKET IDENTIFICATION

SIGNIFICANT EVENT CLOCK

DMA STATUS/CONTROL REGISTER

DMA ADDRESS REGISTER

PACKET STATUS

SPARE (FOR 1/0 ROUTINE USE)

SPARE (FOR HIGH LEVEL USER)

SPARE (FOR HIGH LEVEL USER)

PACKET DISPOSITION

PACKET PREAMBLE
(3 WORDS)

PACKET
HEADER/TEXT
(128 WORDS)

PACKET ERROR CHECK
(2 WORDS)

Figure 2-4.

Packet Buffer Format,

LI e
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] Idle Packet (disable DMA and/or remcve from qucue)
2. Radio Transmit 106 KBIT Ratc

3. Radio Transmit 400 KBIT Rate

4, Radio Receive 100 K BIT Rate

5. Radio Receive 400 KBIT Rate

¢.. Transmit to Station

7. Receive from Station,

i. Packet Prcamble, Threc words are transmitted to the radio to define the packet
preamble code,

j. Packet Header/Text. Content is of the packet received and/or transmiiteed, A maximum
of 128 wourds is provided for each packet,

k. Packet Error Check. Two words are received at end of the packet utilized by the repeater

hardware to verity packet data,
2.12.5 Radio Transmit Parameters
Feur words are defined in base page to specify radio transmit parameters, These may be
modified by the packet protocol and process pregrams to control radio transmissions, These
parameters are:
a. Radio Transmit Enabled/Disabled
h. Radio Transmit Mode - ALOHA, Carrier Sen e, or Test
c¢. Radio Transmit Power Level
d. Radio Transmit Frequency.,
2.13 TERMINAL I/O ROUTINES
The terminal I/O routines implement the tvansfer of data between the terminal and requesting
programs, Initially, the voutines will supprot a TTY keyhoard, printer, and paper tape
reader and punch terminal, Additional routines will be developed to utilize the Texas
Instruments Silent 700 keyboard, printer, tape cassette tc rminal,
PROM memories will be programmed to support the terminal being used, The routines are

accessible via indirect subroutine call through base page and return contvol to the user upon
completion of the requested terminal operation. These routines/call provide the capability to:

2. ASCII message 1/0 to/from keyboard and printer
h. Binary data record 1/O to/from the tape media

c. Scan for unsolicited keyboard input

2-12
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d. Hold terminal for several calls (to resolve terminal contention)
». Release terminal (inverse of above)
f.  Print binary word as four hexadecimal characters preceded by two spaces,
2.14 COMMON ROUTINES
Resident in PROM are several routines and binary constants that may be used as required hy
the repeater programs, The routines are ealled by indirect subroutine call through base
page, The eonstants are resident in Lase page. These routines provide the following:
a. Set Status Flag
b, Clear Status Flag
¢. Complement Status Flag
a, Skip if Status Flag True
e. Encode Binary to ASCII (0-9, A-T)
f. Decode ASCII (0-9, A-F) to Binmary
Constants resident in base page are:
FFoo

0002 0004, . .... 8000

16° 16° 16’ 16
2,15 DIAGNOSTIC T'.8T PROGRAMS

FF g
00 1‘16 and 0001 16°

Several diagnostic test and test support programs will be provided for initial repeater develop-
ment and for repeater operational verification, These programs are not resident in the re-
peater memory, but are loaded via the terminal and executed as required, Operational con-
trol of the programs is exercised by the operator at the terminal keyhoard, and all error re-
porting is made to the terminal printer,

The programs to be provided are:

a, CPU diagnostic test program

b. RADM diagnostic test program

c. Packet 1/O diagnostic test program

d, SRI test support program,

The CPU diagnostie test program is the National Semiconductor Corporation IMP-16P test
program modified to utilize the terminal,

The RAM diagnostic test program provides a comprehensive test of random aceess memory,

The packet 1/0 diagnostie test program provides a comprehensive test of the operation of the
DMA channels, interfaees, and radio.
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Testinyg is aceomplished via coneurrent transmit and reeeive of data through two DMA chau-
nels where the ehannels are eonnected baek-to-back through various loopbaek paths provided
by the DMA channels, interfaces, internal to the radio, and reeeption of the repeater's own
transmissions. In addition, the option is provided for transfe: of packets between two re-
peaters,

The SRI test support program will receive packets for radio transmisstion from the station
and transmit to the station packets input on the radio receivers, The goal is to provide a
transparent packet transfer media to suprort the SRI testing,

It is important to note thal the packet 1/0 diagnostie program and SRI test support program
utilize the normal software 2lements of the operating system,

Additional diagnostie information is provided by the operating system, In general, when
failure is detected, control is transferved to the debug control program where, with use of
program listings, the funetional failure may be diagnosed,

-




Sectior: 3

RF Head Deseription

The rf head is a solid-state, fully integrated unit contained within a single housing. Miero-
wave integrated circuit (MIC) techniques have been used throughout to achieve significant
size and weight advantages. A photograph of the completed unit is shown in figure 3-% and
a functional block diagram is presented in {igure 3-2. w3

The noduic features a transmitter and a low ncise receiver coupied to the antenna port
througl a microstrip cireulator., The transmit chain consists of an up-converter and three
sections of rf gain. Other functions include filtering to reduce mixer spurious products and
two step-attenuatorsto provide up to 20-dB reduction of output power in 5-dB steps,

The receive seetion is proteeted at its input by a T/R switeh-limiter that provides a minimum
of 30-dB isclation when the module is in tiie transmit mode, During receive, the switch is
turned off and signal flow is into the low-noise amplifier; however, it still provides a passive-
limiting function so that the power level appcaring at the amplifier's input will not exeeed

+13 d Bm, which is well below the ""damage” level, A down-converter, low-pass filter and

if amplifier complete the receiver cireuit.

Measured data showing the performance of the transmit cnain is presented in figure 3-3. A
minimum of 8 W was obtained across the entire operating hand, with 9.5 W at midband. The
spurious response for worstcasc was 43 dB down at 1765 MHz, The entire chain, at full
power, draws 1,7 A maximum off of a 24-V line.

The receiver response is summarized in figure 3-4. The rf-to-if gain is approximately
31 dB with a 4. 5-dB noise figure (rising to 5.0 dB at 1850 Mhz), The 1-dB gain com-
pression point measured at the if output port is approximately +2 d Bm, The receive re-
quires +15 V and 23 mA,

3-1
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TRANSMITTER PERFORMANCE
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Figure 3-3. Transmit Chain Performance,
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Figure 3-4. Receiver Response,
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Section 4

Mechanical Description of Experimental Repeater

The following is a brief description of the mechanical features of the experimental repeater.
Figures 4-1 and 4-2are views of the unit from the right frontand left rear, respectively. The
repeater has three major mechanical subassemblies: the chassis, the whitc finished hox
shown in figures 4-1 and 4-2; the rear cover assembly, the chromate finished finned section
shown in figure 4-2; and the antenna, the tall eylinder atop the unit,

The entire unit, less antenna, measures 41.91 em (16.5 inches) high, 27.94 cm (11,0 inches)
deep and 29,46 cm (11.6 inches) wide,

The chassis is a raintight, white cpoxy painted, sheet aluminum enclosure with a hinged and
latchable front cover., The enclosure allows convection cooling through a perforated, screen
covered bottom plate and a similar top plate, Rain is prevented ‘rom entering the top open-
ing by an elevated, baffled top cover, as shown in figure 4-1. The front cover provides access
to the front of the radio and digital card cages, and opening the cover allows removal of the
modules for testing and service. The card cages are constructed of stamped and formed
aluminum card guides. The radio card cage has an alumirum backplate mounting slide on
coaxial connectors which mate with connectors on the radio modules. Behind the metal con-
nector plane is a printed circuit backplane that mounts and interconnects the module printed
board connectors. The digital card cage has only the printed circuit backplane for edge-on
printed board connector mounting and interconncct.

The rear cover assembly, like the front cover, is hinged and latchable. The rear cover pro-
vides access to the rear of the radio and digital card cage printed circuit backplanes for
maintenance and service, The rear cover is a finned plate with a metal shroud or wrap-
around, and both are made of aluminum alloy.

The finned plate provides heatsinking for the rf module and repeater dc-to-dc converter which
are mounted directly to the inside of the plate. Also mounted on the inside of the rear cover
are the rf module filters uand power supply filters, as well as the power connector and fuses
on the input power lines us illustrated in figure 4-3. The antenna is mounted to the top of

the rear cover.
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Figure 4-1. Experimental Rej

ater, Right Front View.
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Figure 4-2. Experimental Repeater, Left Rear View,
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Section b

Equipment Configurations

5.1 INTRODUCTION

As we move into the final stages of development of the first experimental hardware and soft-
ware for packet radio, it seems appropriate to take inventory of what hardware and software
elements will be available and to clarify their functional capabilities. The term ' Lxperimen-
tal Repeater" has been used to describe this equipment; however, this is a misnomer and is,
in fact, too vestrictive, Secondly, Fralick, in his latest note entitled "PRN Topices for Dis-
cussion, " suggests that, in addition to our original terminology of terminal, repeater, and
station, we adopt the term Packet Radio Unit (PRU), which is common to all network ele-
ments; and that we review and verify agreements on the original network element definitions,

Therefore, the purposc of this section is twofold, First, it is to briefly describe the function-
al hardware and software components currently being developed under the reference of ex-
perimental repeater, and to submit for consideration a functional description of this new PRU
in terme of these hardware/software components, Second, it is to review the funetional
definitior s of the original network elements, and to suggest some other elemeats that might

be a part of a Packet Radio Network,

5.2 HARDWARE/SOFTWARE INVENTORY

The experimental hardware/software presently being developed has been called "an experi-
mental repeater''; however, it might best be described as a group of hardware/software sub-
elements or components, [Figure 5-1 illustrates how this equipment might be partitioned,
and is referred to as the initial equipment/software group, A brief functional description of
each of these components follows,

a. Radio Transceiver, The radio transceiver consists of the transmitter and receiver which
has a data detector at two diffevent data rates, lts sole function is the conversion of
digital packets into radio signals and vice versa. It is under the control of certain com-
ponents in thedigital section, Its connection the other components is through the
radio/digital interface and can he remoted up to 304.8 meters (1000 feet). The rest of
the components, with the exception of the power distribution, have been lumped together
and termed the "digital section," Dissecting this digital section reveals the CPU/
memory centrol, direct memory access (DMA) channel, memory, radio 1/0 intertace,
1/0 device channel, and software,

b. CPU/Memory Control, This includes the CPU microprocessor chips and the address de-
code hardwarve logic. It is the central processor to all other digital elements,

c. DMA Channel, Its function is the transfer of 16-bit parallel words between memory and
its 1/0 ports, The radio transceiver uses three ports, onc for transriit and two for re-
ccive. The DMA channel accesses inemory on a cycle-stealing basis with the CPU
given priovity on memory cycles,

d. Memory, lts function is ohvious and is partitioned into 1K words of PROM and 3K words
of RAM,
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RADIO
TRANSCEIVER

RADIO 1/0
INTERFACE

CPU
MEMORY
CONTROL

1/0 DEVICE
CHANNEL

DMA CHANNEL

SOFTWARE

MEMORY

POWER
DISTRIBUTION

Figure 5-1.

Initial Equipment/Software Group.

Radio 1/O Interfaee, This is the hardware between the radio transeeiver and the DMA
channel, It consists of two reecive radio interfaces and one transmit radio interfaee.

Its function is the eonversion between bit serial and 16-bit parallel and error eneoding/
decoding via a 32-hit eyclie redundant eoder/deeoder,

I/O Device Channel, This channel provides 1/0 to an 1/0 device via a serial EIA RS-

232C or a current loop interface will aecept baud rates of 110, 150, 300, and 1200,

purpose is fo. software loading, diagnostie, and debugging activities,
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equipment configurations

g. Software, The software consists of an executive system and two independent programs
called foreground and background processing, The transfer from one program to another

is controtied by the executive system which also handles initialization and is interrupt- t
driven, Figure 5-2 illustrates this software structure. Foreground is where the actual 3

packet processing and radio control takes palce. The background mode has the function
of providing the device 1/0 and diagnostie capability to the processor,

Continuing the dissection process on the foreground mode produces two levles of packet ‘4
handling, The first is called "high level software” and performs the logical decisions on
routing and flow control, and directs the other level of packet handling which is called
"low level software.' This software is the actual doer iv packet handling and is the
controller of the radio, while the high level is the manager of packet handling, This
distinction is important since it shows that the low level packet handling in the foreground
processing is invariant to high level packet routing protocol and is common to all net.
work elements,

h. Power Distribution, The power distribution converts +24 volts dc to all the required
voltages needed for all the hardware components; however, it does not provide power
for the 1/0 device channel or any 1/O devices.,

5.3 PRU DEFINITION. :
g Based on the initial equipment’ software group components, the following are submitted as 1
Y the components that make up the Packet Radio Unit (PRU). These include the following: 1

a. Radio transceiver

h. CPU/memory control

c. DMA channel

d. Radio I/0 interface

e. Memory

f. Power distribution

g. Software }
1. Executive program

' 2. Low level packet handling foreground program
The PRU is illustrated in figure 5-3.

The radio transceiver can be renoted from the other components with redundant power
distribution for both the radio transceiver and digital equipment.

5.4 NETWORK ELEMENTS

The following is a discussion of the original network elements and others that have not been
well defined.

a. Repecater, The sole function of a repeater is the extension of range hetween other
network elements. For this reason, its function consists of the rereption and retrans-
mission of packets, It additionally applies error control and invokes packet routing 4
protocol as dictated by the station, The repeater has no operational 1/O requirements

sA
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EXECUTIVE MODE
@ INITIALIZATION

® CONTROL/INTERRUPT
PROCESSING

® SYSTEM TEST/DEBUG AIDS

PROCGRAM
CHECKPOINT
1/0
INTERRUPT

FOREGROUND MODE
@ RADIO/STATION PACKET 1/0

® PACKET PROTOCOL AND
PROCESSING

Figure 5-2. Software Strueture,

PACKET
1/0
INTERRUPT

PROGRAM
JUMP

BACKGROUND MODE

® OVERLAY PROGRAM
PROCESSING

® DIAGNOSTICS
® PERFORMANCE MONITORING

@ OPERATOR/TERMINAL
INTERFACE J

from its pracessor, The basic eomponents of the repeater are, in terms of our
newly defined PRU, one PRU and the high level repeater initialization and routing
protoeol software as shown in figure 5-4. There would be no need to separate the

radio transceiver from the other eomponents and, therefore, all hardware is eolocated.

b. Terminal (One 1/O Deviee), A terminal is thc user interface to the network and,
therefore, its primary funetion is to make the network operation appear as trans-
parent to the user as possible, This requires that the terminal have a PRU apnd an 1/0

device channel, In add:tion, it must have additional terminal software.

nal software must perform the following tasks:

This termi-
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DMA CHANNEL

SOFTWARE
{(EXECUTIVE
PROGRAM)
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PACKET
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Figure 5-3, PRU Functional Componcnts.,
Initiate terminal to nctwork
Take messages and build packets
Take packets and build messages

Initiate acknowledgments and othev control packets

cquipment configurations

RADIO |/0
INTERFACE

POWER
DISTRIBUTION

Interface and encode/decode messages to at least one 1/0 device including charac-

ter positioning, cursor control, ctc, up to 304.8 meters

(1000 fecct).
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PRU

SOFTWARE

HIGH LEVEL
REPEATER
INITIALIZATION
& ROUTING

Figure 5-4. Repeater,

Figure 5-5 shows the functional components of a terminal, whica are a PRU, 1/0 de-
vice channel, 1/0 device, power distribution for 1/O channel, and terminal software.

The provision for remoting the radio transceiver from the rest of the PRU and re-
moting the 1/0 device from the 1/0 device channel should be available.

Station, The station is a multifunction network element, It has the responsibility for
the network initialization, packet routing, and directory, It also is the gateway to the
network, and must coordinate exogenous messages into the network and indogeneous
messages out of the network,
The functional components that make up a station are:

PRU

Minicomputer

Twe UMA channel ports

DMA channel interface to minicomputer

Station minicomputer software
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POWER
PR DISTRIBUTION
" (FOR 1/0
CHANNEL)
1/0
DEVICE
CHANNEL
10 TERMINAL
DEVICE SOFTWARE
Figure 5-5. Terminal (One 1/O Device) Functional Components,
6. High level mieroproeessor station software
7. Power distribution ot DMA channel interface.

The radio transceiver would be remoted from the rest of the PRU and the micropro-
cessor and minicomputer would be within 15,24 metres (50 feet) of each other. The
interface between the minicomputer and the PRU DMA channel ports would vary de-
pending on the minicomputer, Figure 5-6 shows these functional components,




A i

-»
-~

equipment configuration

SOFTWARE

HIGH LEVEL

MICROPROCESSOR-
STATION |
PR SOFTWARE )

2 DMA POWER

DMA CHANNEL |
INTERFACE CHANNEL DISTRIBUTION |
PORTS TO INTERFACE 1

MINI STATION

MINI-COMPUTER
SOFTWARE

Figure 5-6. Station Funetional Components.,

d. Drop Repeater (Repeater/Terminal). The drop repeater has the dual function of being
both a repeater and a terminal, It. functional components are, therefore, the union
of eomponents of the terminal and repeater, These functional components are:

1. PRU
2. 1/0 device ehannel

3. 1/0 device 1
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Software

(a) High level repeater software

(b) Modified terminal software

5.

Power distribution to 1/0 channel

The terminal softv.arc would have to be modified since the initialization of a terminal
to a repeater would be to itself, Figure 5-7 shows this configuration, The I/O de-
vice would be remote from the PRU (1/O device channel).

Multiple Terminal (1/O Devices), Thne terminal function has been described and the
multiple terminal has the function ol providing access to the packet radio network to
more than one terminal. If multiple implies more than one and less than three, this
could be handled by adding additional 1/0 device channels, Beyond three terminals,
another configuration would be necessary,

This multiterminal configuration would contain a concentrator, The coneentrator
would have message buffers, and would decode serial data (85-232C type) or output
serial data to the terminal devices from the message buffers, The message buffers
would be loaded from or dumped to the PRU via a DMA channel port. Thus, the PRU
processov is relicved of servicing characters to/from multiplc terminals and only
service entire messages. The terminal devices could be remoted from the concentra-
tor. The number of terminal devices that could be serviced would depend upon the
data rates of the individual devices. The functional components are:

1. PRU
2. DMA channel interface
3. Concentrator
4. Software
(a) High level packet handling software for PRU
(b) Concentrator software
5 Power distribution for DMA [/O channel and concentrator
6. I/O terminal devices,

The components are shown in figure 5-8.

Multiple PRU Station, It has becn suggested that one way to relieve the bottleneck
congestion at the station would be to Fave multiple radio channel links that are spatially
isolated via directive antennas., Each PRU would have its radio transceiver equipped
with a direetional antenna remoted from the other functional components of the PRU,

The interface to the station minicomputer would be identical to the single PRU station
interface. The station minicomputer would have the additional task of coordinating
packets to and from the various PRU's, The functional components are:
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1. REPEATER
2. MODIFIED
TERMINAL
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PRU

POWER
DISTRIBUTION TO
/0 CHANNEL

Figure 5-17.
I N number of PRU's with directive antennas
2% Minicomputer
3. 2N number of PRU DMA charnel ports

4, N number of minicomputer to DMA channel interfaces

Software

(41

Drop Repeater Functional Components,

/0 DEVICE

/0 DEVICE
CHANNEL
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DMA CHANNEL

PR
= INTERFACE
!
SOFTWARE
CONCENTRATOR HIGH LEVEL
PACKET HANDLING
CONCENTRATOR
1/G TERMINAL POWER
DEVICES DISTRIBUTION

Figure 5-8. Multiple Terminal Functional Components,
Minicomputer station software
High level packet handling software for PRU's
Power distribution to DMA channel interfaces.

Figure 5-9 shows the interconnection of functional components,
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