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ABSTRACT 

RM tliasical reliability modtl tu.   N-tnodular redundancy (M^k) assumes the network to be failed 

when a majority ol modules which drive the same voter (all.  It has Ion« been known that this model Is 

pessimistic ill. e there are instances, termed compensating module lailures, where a majority of the 

modules tail ma the network is nonlailed.  A dilierent module reliability model based on lead reliabil- 

ity is proposed which has the classical NVR reliability model as a special case.  Recent results from 

the area of iest generation are employed to simplify the mod;le reliability calculation under the lead 

reliability model.  First a lault equivalent technique, based on lunttional equivalence of faults, is 

developed to determine the eftect of empensating module failures on system reliability.  This technique 

can increase the predicted mission time (the time the system is to operate at or above a given reliabil- 

ity) by at least AO* over the classical model prediction for simple networks.  Since the fault equiva- 

lent technique is too complex for modeling of large circuits a second, computational simpler technlaue, 

based on fault dominance, is derived.  It is then snown to yield xsults comparable to the fault equiva- 

lent technique.  A more complex example circuit analyzed by the fault dominance model shows at least a 

75* improvement In mission time due to modeling compensating module failures. A coranercially available 

31 gate integrated circuit chip is also moceled to demonstrate the applicability of the technique to 

large circuits. 

Key Phrases:  Triple modular redundancy (Ml), compensating module failures, fault equivalence, fault 

'loninance, mission time improvement. 

INTRODUCTION 

New system designs for reliable computers mus^ be explored to meet the Increasing demand for reli- 

ablj computing systems. One important method ol predicting the performance of a system is the modeling 

of the system reliability. 

Modeling requires a mathematical or physical representation which incorporates the salient para- 

mtters of the modeled system [I],  A model is an incomplete representation of the subject under study. 

To be of value, the modeling technique must be convenient to apply and must successfully predict the 

behavior of the subject under various parameter changjs.  11 a reliability model Is accurate, then In- 

sights can be gained as to how the system reliability changes as a lunction of the design parameters. 

An exact method to model the effect of a majority of failed modules in the N-modular redundancy 

tmR)   scheme is presented and shown to Increase ti,e predicted mission time (the time for which the sys- 

tem is to operate at or above a given reliability) over that of the eUttiMt reliability model by at 

least 40^.  This exact method is too complex to apply to a large circuit.  Tims a second and 
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conipntai ivinallv   simpler muthod   is  tlevelüpud  and   shown   lo  vield  a   predicted mission   time  within   lO"*  ol   t!:ü 

exact  nod-il   tor  example   svsturns. 

CUSSICA1. MO  KELlABILirr HODEL 

NMK     2      is   imilemented   by  dividing  the  nu'rednndant   network   into module:,,   replicating   Che  modules 

N  times   iwhtre  N ■  2t   ^   1   and   t   is  an  integer),   and   inserting a majority gate  hetween each   set  ol   repli- 

cated  modules.     Figure   i   depicts   the   implementation  ol   a   triple  modular   redundancy   (TMH;   version of  a 

portion ot   a  nonredundatit   network  consisting of  a  two   input,   single  output module.     IMK will  he  the 

r.ajor  topic  ol   -Uscussion,   although  the  procedures  piesented have  straight forward applications   to  the 

gei'.eral  < ase  ot   S.VK. 

Classically  the   rellahlliry of  tne  network   in  Ijgure   1   Is modeled  hy assigning  the  modules  a  reli- 

ability  function,   call   it   R   (t),  or  K    with  time as an understood  variable.     The  probability ol  module mm ' 

failuie   Is   thus   1   -  K   .     it   is   tnen assumed  th.at   the  system  falls when  two   >    more modules  drivinR  the m 0 

same  voter,   say  voter A   in  Iigure   I,   tall.     The  classical  reliability model   is: 

KJ  f 3R (1  • R ) (1) 

The efiect ol nonperttct voters can readily be incorporated Into (1) if voters are assigned to mod- 

ule inputs [3t4t3]a  jince each voter drives exactly one module input, a voter failure has the same ef- 

fect «s a module tailure.  It H  is the voter reliability, then the effectie module reliability in (1) 

2 
becomes K K .  Networks that do not have a voter lor every module input can he modeled bv more complex 

techniques [6],  tlowever, »oi me present discussion we will assum» every module input lias an associated 

voter.  Further, the discussion will center on applying the modeling techniques to modules only.  Non- 

perfect voters can easily be modeled by applying the techniques to modules and thc'i- associated input 

voters. 

Kquatio1. (1) is pessimistic since there are many cases that a majority of the modules are failed 

yet the network of Figure 1 would not be failed.  For example, consider two failed modules for the net- 

work ot Figure 1.  Assume module one has a permanent logical ot.a on its output while module three has a 

permanent logical zero output.  Tie network will still realize Its designed function.  Such multiple 

rrodule failures which do not lead fo network failures will be termed compensatiig moHiue failures. 

Adding these double, and even triple, moJule failure cases can often lead to a substanti'I ly higher 

predicted reliability than the classical reliability model.  With a setter reliability model some sys- 

tems previously designed may he lor id to be overdesigned for their specific mission because an inidequato 

reliability model was used. 

  ■ " 
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Figure   I.     Classical   triple-moduler redundancy. 
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MODKLlNti   aiMPENSATINC   FAIl.irRKS 

In  the  literature,   equation   (1>   is   sometimes  rewritten  to   take   into accovnt   the  cases where   two 

modules  can  lail   so as   to  have   Lorapensat i n,; effects  at   the   voter; 

3 2 2 
K"R     +3K(l-k)<-K(3K)(I-K) ni m m m m (2) 

Th«  K  In   (2 i   is  .-.  probability   formed  by  the  ratio ol   the   number  of  ways   in which  compensating  failures 

can occur divided  by  the   number of ways  any  failure  can occur.     K   has  often  been  taken as   l/2   [7], 

An    alternative model   lor   conpensating  lailures   t.iat   has  appeared   in   ttie   literature   [7]  is: 

»__  -   R3   +   3R2(1   -   R   )   +  R3 

TMR mm mm 
ra-1 n"l r"0 

K   I" 
mnr mnr 

(XT) 
m+n+r 

(3) 

where the module failures tollow the Poisson assumption; there are K   ways of designating which of the 

three modules have m, n, and r failures respectivelv; and P   is the probability that the system oper- 
mnr 

ates correctly with in  failures  .n one module,  n  lallures   in another, and  r  failures  in the other. 

Equation  (3)   can  be   rewritten as 

K_»   "   K     +   3R2M   -   R   )   +  R^       +   R^, 
TMR m n m Tvo Three 

(4) 

where l-g^i K-r>lree 
is the contribution to the system reliability from compensating failures in two t.nd 

three modules respectively. 

Methods for calculating K or P   are not described in the literature.  The next two »»ctlons will mnr 

develop a  technique   to   calculate  K_      and  R based  on  a   lead   failure model for module rellabill ty.    The 
Iwo     Three ' 

technique can also be used to calculate the P   of equation (3), If some assumptions about the relation- mnr ^ ' r 

ship  between  the   lead   failure model  and   Poisson  lallure model  of  module  reliability are made. 

This exact   technique     s  only  practical   for  small  circuits.     A  computationally  simpler method,   em- 

ploying  the  concepts  of   fault  equivalence  and  fault dominance,   is  derived   lor determining  the  contribu- 

tion  to  R        of  two  failed  modules  with  one   failure   In each.     The   latter method   Is   validated as  a  good 

approximation by  comparison   to  the  exact   technique. 

MODULE   FAILURE  MODEL 

In order   to  calculate  R and  R we will  have   to  define what  we mean by a module   failure.     Re- Iwo Three 

search   in  the  area  of   testing and   iiagnosing  combinational  and   sequp-'ial   logic  circuitry has  relied 

heavily on  the  logical   stuck-«t-fault  mode     [I],     This model  assumes   that most  or all  failures  of   inter- 

est   In a  logic  circuit  manifest   themselves  as  some  line   in   the  circuit   taking on a  constant  logical 

.A^^MMM^MM 
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vslue, either one or zero.  Now that algehralc structure which applies to the behavior of networks In 

the presence ot stuck-at faults has been developed '8,11,12;, t'ie tools are available to iormulJte and 

analyze a new module rellaüility model. 

The new model will asjign a reliability function to each lead in the network rather than each mod- 

ule as in the ilassical model.  Lead ruliability will be represented by K and the probability of lead 

i'ailure by 1 - K. 

Much has been written In defense of the stuck-at failure model [8] but a few words will now be de- 

voted to just i I icat ion ot the lead reliability model.  In one study of iC failure mechanisms [9] It was, 

lound that about 84< of the 1( failures were directly related to lead failures, either of input leads or 

of metalization on the chip itself. 

Similar to the classical model assumption that module failures are statistically independent events, 

it will «Iso be assumed that lead failures are statistically Independent.  A further advantage of the 

lead reliability model is that it takes into account the increased number of Interconnections required 

for the massive redundancy version ot a nonredundant system.  Wiring errors and off-chip Interconnec- 

tions than may be the major source of failures. 

It will be assumed that the stuck-at-one (s-a-1) faults are as likely to occur as the stuck-at-zero 

(s-a-0) faults.  Hence, the probabll ty that a lead is s-a-1 is; 

P (s-a-1) - P (lead failure) P (s-a-1 | lead failure) 

P (s-a-1 ) - i1-R) • 1/2 

(5) 

PABLT FQUIVALENT KKLIAKIUTY MODKL 

Using the aKove model for module failure it is now possible to calculate k   .  First, a few assump- 

tions are necessary.  The modules will be assumed to consist of irredundant combinational logic [8] so 

that any single Interna' module fault will cause an Improper output for at least one set of Inputs.  It 

will also be assumed thai the system has failed as soon as it Is possible for the voter to give a wrong 

response to any possible Input combination.  This excludes the situations where a module trio fa?ls but 

subsequent faults within the module trio restores proper behavior. 

To model the faulty modules we will adopt the notation developed In [8).  We will now Illustrate 

the evaluation of the I*   , I.e., the case of two faulty mo-lules for a simple module. 
TVo 

1) Transform the logical circuit Into the corresponding logical model [8], 

Consider Figure 2(e) where the module under study Is a single two Input NAND gate.  The logical 

model is a directed graph shown 'n Figure 2(b). 

2) Form the functional equivalence classes for al'. single and multiple faults In the logical 

i ■■ ■ ■ ■ — — — - 
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FIR. 2.  An example module (a) for the calculation of supplementary 

Classen and (b) Its logical model. 

■ ■ -    



I Ml   IMMW^B^ n mmtm    I     I    n 

-7- 

modc 1     8   . 

A   fMlt   l.  sa.d   to N   lunct tonally enuivaUnt   Lo another   taul,   il   and  only   If   the  output   function 

realized   hv  the mod.le  with  onlv   the   .irst   taul,   present   I.  ec^ual   to   the   lunction   realized  when  only   the 

second   imlt   is  present.     .or example,   t/fl  and  c/l   (the notation   t/i  means   line   I  stuck  at   logical   value 

i)   are   l.uutionaliv equivalent.   Table   1(a)   snows   the  fault  classes  and   their members.   Hen-   >.  is   the  null 

.ault   .nd   represents   the   fault   free   network.     The   functional  equivalence   classes   are  assigned  numbers 

arbitrarilv. 

For a  m  svstem.   two   faults,   t,   and   f^   occurring    n d.ffercnt  modules are  .aid   to be  supplementary 

•t   their   simultaneous   presence  does   not   cause   network   failure.      IVo   functionally  equivalent   fault   classes 

ara   Called   mÜmUaa   Biimi   "   the   tamtl   contained   la one   class  are   supplementary   to   faults   in   the 

other. 

3)     Knumerate  the  supplementary  classes. 

ror  the case of   two   -odule   laUures  one  of   the   nodules will   he   the   fault   free   function. 

Iba majority gate  can be  considered   to be  a   threshold gate with   input weights   1   and   threshcld  of 2   [10], 

In Table   Kb)   the  Karnaugh maps   represent   the   fault   functions   for  the   faults   v.   a/l,  and  b/l   respec- 

tively.     We  continue  to  try all  possible  combinations  of   faulty  function pairs until  all  supp-.entary 

classes  are   formed.     These  are   shown   in Table   1(c)   for our example. 

S'wo 
In  the   last  step a matrix  I   is used   to actuallv evaluate  K_.     Element t     .   of equivalence  class 

1 I J 

mam is   the number of   faults   In equivalence  class  j   (the equivalence  classes were assigned  numbers 

unaer  step 2>  which are a  result  of  i   leads   in a module   failing,  where   i   is   termed  the   fault multiplicity. 

4)     Form  the  ter,„  for  two  faulty modules  by use of  the equivalence  class matrix  E  and  the equation: 

If     /        k-1 

Two Ek-<JK3p'k('-R>k it) 

V i,j  such that   (i,j)   is a 
supplementary class 

where  p  is   the  number of   leads   in a module  and  k  is  the   sum of uE   line  failures  in  the   two  failed modules. 

The .'evelopment  of  step 4)   is  best  given  by an example.     The  equivalence  class matrix  for   the  NAND 

gate of   Figure 2  Is derived  from  the entries   i„ Table   1(a)   C.,H   is   shown in Table  2. 

For our example  of   two  tailed  NAND modules   (6)   becomes: 

Qj((2«A)a7(l-t)a   ♦   (72/8)R6(1-R)3  +   (n8/lb)R5(l-K)4 

+   (96/32)K4(l-R)5  +   (32/64)R1(l.R)6] 
(7) 

  -■     — - --       -     -      ■       ■----.■   -     ^_ -      — ■ ■  
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Tnhic  1. The    a'   faull  clsssoa,   (b) an exaaple of the test  for 
Mippleacntary   lauli   classes,   and   (c)   the   RUpplMMltary 
classes   for   the   .V\M)  ^a t e  example  of   Kip. ~  . 

Class 

rKl Ul 

cr. ^a   1] 

cn fbl] 

'pi* 
(c/0; 

a 'l.c^C^/C.c/C^ 'l.b/l; 

b 'l.c/O-.b'O.c/O; 

a l,bA,c/0;a/l,b/0,c/0; 

a/C,b/0,c/0;a /O,b/l,c/0) 

Fault   Function 

X   -f  Y 

Voi n 

Vci 

YVO 1 

'P5 
(a/0;b/0;c/l; 

a/l,c/l;a '0,c/l;b/l,c/l; 

b/O.c/^a/^b/C; 

a/0,b/0;a/C,b/l; 

a/l,b/l,c/l;a/l,b/0,c 'I; 

a/0,b^,c/l;a/0,b/l,c/l) 

'a) 

x 1 

\ 
J 

•1 

..\x. 

1 
1 1 

1        V \-G  1 
0 
1 

a/I 

#3 
b/1 

VN xoi 
0 
i 

3  ? 
c1  0 

Thre 
M 
shold 
ap 

(b] 

(   (2,3)    (?,5)    (3,r;)    (^,5)    1 
(3,2)    (5,2)    (5,3)    (5,»0 

(c) 

N^ rr 
i i 

YN '0  1 
0 1   1 
1 1 

Vc ter 
Ou t pu t 

Kun( ;tio n 

i^MHMMa«MH 
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Table 2.  n.e equivalence class „,atrix for the NAN-, gate of Figure 2. 

Equivalence Class 

2 3 

Number of 
Failed Leads 

«.«--, «u- *, „ ,...lly „dlfyabu „ h,ndl, tha tass H ^^ ^ 

emuni OF FAULT nnaum »»„ .-„SS.CAL ■uuiun mmu 

II the« M. p i,M, ,,. , „odul tbm „li.bmtv i,  .   ,, 
■ ,.,  ■ . . "inMUtj., R^. icnKn, to th. Hul, .,„1.,. 
lent nodel just niesented ic w"  c _ tu 

the classical reli.bUity model give, a reliability of: 

LN/2 

£ 
i-0 

/NN.N-l ,,     i 

(8) 

It will now be shown  that  the  first    N/? I + i   ► r    . 
r       , 

/2J + 1   terrS 0f  the  fault   ***** reliability model are  lden. 
t**k  to   (8).   the  classical  NMR  reliabUity mode.. 

fewer module  failures. t /   J  "i 

^M.   - ^..Illt, .1 „ .odul. ,.„„.. , (RP). . .. ^^ ^ ^ ^^ ^ M 

2 —. -*-«- -.,..,.. mm... ,„. .ouia noc c.u„ <yite. miure so to 
....., th. th.„.., M1 „ n„a <hov lt th<t tte cl>1>lclI flaule ^ 

tb. tt^. «M. „„„^ prob.,lllty „, the flult tflJ<<lt>( ^ 

■ta ...It .,.,..,„, ,.„„„ prot,.bl,lty „,, Ilngle <-lta ls 

p 

E     1/2,, 

k-l k.i Rp-k(l-R)k 

(9) 

^^ Mi 
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The Kk(j tern,, considering the cases for all i. I. 2^) since there are (P) way« to select k failed 

leads fron, p.  Each failed lead My be In one ot two failure „.odes, s-a-1 or s-a-0, which accounts for 

the 2 .  Hence (9) becomes: 

P 

k-1 
O-K^ . -K" + , (10) 

which is the probability of module failure using the classical xeliabiiUy model.  This cou.pleres the 

proof of Theorem 1. 

The classical reliability model (1) was compared to the fault equivalent model for the .ingle NAND 

gate -odule of Figure 2 and a two NAND gate module.  The comparison was made in tenr.s of mission time 

Improvement I [7].  I is the ratio of the time at which two reliability models h-ve the same reliability. 

To obtain 1. the classics: reliability at cime  t was equated to the new reliability at time It and the 

resultant equation solved for I.  W mission time improvement for the fault equivalent model (evaluated 

for compensating failures in only two modules) over the classical reilability model la shown in Table 3. 

It is important to note that the apparent impro-ement in mission time Is not due * any change in the 

modeled hardware system but rather to a more accurate reliability model. 

Taoic 3.  Mission time Improvement, I, of 

,   3 2 LI      +  3   K     (1-R   )   +  ,;        J   over 
m m m TVoJ 

2 
^Rm + 3  Km   ""'V^   for  tvo  simPle modules. 

Single  NAND gate 

TVo  NAND gate 

0-7 0.8 0.9 O.-JS 0.99 

1.474       1.477       1,484       1.491       1.496 

1.491       1.497       1.515       1,526       1.539 

It can be seen that a mission  time  improvement of 50< can be obtained by adding f.ie effect of R 
TVo 

to  the  classical  reliability model.     Another way of  looking at  the   parar-eter   I   is   that   U  the  classical 

model   is used,   then  the  resultant  system  is  overdeslgned  by  50< slrce   it  could meet   its mission  time 

specification with  less reliable  components. 

The technique outlined above  for the  fault equivalent  reliability model can also be employed  to 

detennln^  the  P^  tenn of  equation   (3).     In  (3)  a module   is  assumed   to  follow  the  Polsson distribution, 

e.g.   the probability that  there a.e exactly n  failures  in a given period of  time  t  is: 

(Xt)n 

m    n; 

In (3) a module can have an infinite number ol failu es.  If we associate a failure in a module to a lead 

■■'--—--  - -  •-—■-■ ■■■-   ■-■  ■--■ -   -■ ■       .^-  . - .-■..■ - .- -,-... ■mm     -M—Uli »11 .   ■    j        __,.. --■■ - - ■ -   —■ ■   ■ ■--- -    ■  -  '    - '       ■---*- J—J^—^.-^-^-^^-^—J-^fcA— 
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tailurc and assume P   "0 lor at,   n, r  p, where u  is the numher ot leads per module, then P   is 
mm "ino 

given by: 

00-".. ml   nj 
.   sucli  that   (i,l)are  supplementarv  classes 1 

(11) 

The first term is the number ol ways two modules can fail with ra failures in ma and n In the other. 

Further, each lead ian tail in one ol two ways (s-a-0, s-a-1).  The second term of (11) is the number of 

wavs two modulos with m and n lead iai'ures can lorm compensating failures.  The modifications of (11) 

to calculate P   are obvious, 
mnr 

The fault equivalence class matrix I   )s the computational bottleneck .or the fault equivalent model. 

A significantly simpler model, based on fault donlnance, is developed in the next section.  Subsequently 

It will be compared to the fault equivalent r.odel and shown to be a tight lower bound. 

FAULT DOMINANCE RELIABILITY MODEL 

One might speculate that the first term In the summations of equation (3) (m-1, n-1, r = 0) or 

equation (6) (k " 2) might be the dominant term as far as compensating failures are concermd.  That 

this Is tl.e case will be demonstrated by comparison with ÜM fault equivalent model and a multiple fault 

model,  hence we shall consider the case of two Module failures with one failure per module.  A simple 

formula for P, „ and R   (with one lead failure In each of two modules) assuming tree structured mod- 
110     Two 

ules will now be derived.  Approximations for modules with reconvergent fanout will also be given. 

The modules adhere to the same assumptions as the fault equivalent reliability .„uutl.  The follow- 

ing definitions will be required: 

Dc Unit Ion 1 :  A test set, T , for a fault f. is that set of Inputs which can detect fault f ; i.e., 

produces a different output if f. occurs than when no fault is present. 

Deilnltion 2:  Fault f. is equivalent to fault f., denoted by f ■ f , If an 1 only If T ~ T., where 

•V denotes set equivalence. 

Definition 3:  Fault f?   Is said to dominate !., denoted by f   f  iff XL 3 T. where ~ denotes set cover- 

ing.  Conversely f. Is said to be dominated by f.. 

The necessary and sufficient conditions for compensating module failures can now be given, p 

stands for the empty set. 

Theorem 2:  Single faults f. and f are supplementary (written f ~ f.) If and only If T. 0 T. ■ ^. 

^^^—fcÄ— - - -— _J 



Proof: 

I'Jri    l .      II   T,  H T, • 4  IIILMI   t     ~ I ,. 

i ot   in)   input   t,   e   Tj,   lilji        1   ■   1   where   F   is   the   nonlauliv   output   and   K(f  )   is   th«  output   witi 

tMll    I,   present.     But   F(f2)    ■■   I   >   Ü  or   '(!,)  -  K  s i m e   ^   does  not   delect   1,.      Puts  majority   (Id    ), 

'^j'.   M       '•     Similarlv   lor any   input   t.   e  T2,   I'l.l       f   -   1  and  Kl^       f m  o.     bo majority   (F(f.), 

'•Ij1.   F)   J   1.     Hence   il   T,   H  T,  -   <    then   I     ~ 1 

''art    II:      II   f,  — f,   tlu;n  Tl   "  T'  "  !• 

ihe  prooi   is  by contradiction.     Assume   f,  ~ I,  but   r.   '   T-  / ^i.     Tak«   the  case  T    f  T    ■  t  . 

Sine«   t.    is  a   le»t   lor   f^   Kd,!    :   t =   1   to:   the   input   t..      Likewise   I.   is  a   te, t   lor   I,,  and   VU,)   *   1-1. 

IlM  majorii.   (1(1,1.   Kl^l,   M   4   V and   I,  /. (^     Tl.e  original   assumption   is   contradic.ed  and   U.erelnre 

il    fj  '• fj   tiK;"  !]   ft tj  *  ^.      Hiis   completes   the  prool . 

liiere  are   two  corollaries   to   Hieorem  2  which -nil   prove  helpful. 

(orollarv  ..'. I :      U   I,   ■   I ,   then   1     A i.,. 

XXaaL      "   'i   =   '.)   t,"■■1  T|        *2   by   the  dtiri"ition  ol   'a>'lt   ^(iu i valence.     Thus   T     '   T.^  ^ and   I     £ f  . 

Corollary  ,'.2:      II   I,        f     then   I,   ^ f,. 

i^Üi-1      "   'l        r2   the"  'ri        T2   hv   "^  definition ol   lault  dominance,     Kurther  T    f  $  since   the  module 

was assumed   irredundant   ami  a  lault   lor which  there   is no detection  test   is  considered  redundant.     Hence 

T,   '  T-,  /  * and   I,   I 1^. 

Tlie  modules will  also  be  assumed   to  he   composed  ol   elementary  i;ates:      Invert,   AND,  (IK,   NANU,   ana 

NOR are  depicted   in Kigure   i.     The  equivalent   and dominating  lault  class  structure,  as developed   in   ;8, 

11,12   .   is also depicted.     Consider  the  two  input AND gate   in  figure  3.     In  the  graphical  representation 

or   the  AND gate each  lead   is  represented  hy a  pair of  circles;   the upper  circle  stands   for a s-a-1   tault, 

the   lower one   lor a  s-a-0.     hquivalent   faults are  connected  hy a  straight   line.     Fottltl  related  hy dom- 

inance  are  connected  hy an arrow pointing  from  the dominating  lault   to  the dominated  fault.     The   test 

sets   tor   the  various   faults are  atso given  in Kigure  3,     The  notation  I  .,  means  the  test   set  lor   input 

'a'   being  s-a-1.     The  first element of  the  test  vector corresponds   to  the uppermost   lead, etc.     Thus,   to 

delete  a  s-a-1   in  the   two   input AND -ate  a  0  should  he applied   to   input   'a'   and  a   1   to  input   V. 

An   important  observation  to make   Irom  Kigure  3   is  that   tor elementary  gates  the   test  sets   tor all 

uults,   other   than equivalent   faults,   are  disjoint.     This   includes   taults  dominated  hv  the   same  output 

fault.     A  test   tor a  circuit  can only put   one  value on each  lead of   a  circuit,   thus  the  circuit   test   sets 

lor   two   taults   in an  elementary  gate  must   be  disjoint   il   t lie   laults  are  not   equivalent. 

-    -      -    ■■ -       -    -•   ■ -■ MMMMM 
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a 

b 

T
a/1 = T 

b/0 = [0] 

T./o ■ Tb/1 - [1] 

Ta/0- Tb/0 ■ Tc/0 ■ [11] 

Ta/1- [01] 

Tb/1- 
(10] 

I.I, - [00. 01, 10] 

a 

b 

la/l 

ra/0 

rb/o 

rc/0 

Tb/1 = Tc/1 ■ W 

[10] 

[01] 

[01, 10. 11] 

a/0 

ra/l 

rb/l 

rc/0 

"b/O 

[01] 

Tc/1 " W 

[10] 

[00, 01, 10] 

(a) 

a/1 

ra/0 

rb/o 

rc/l 

Tb/1 = Tc/0 = W 

[10] 

[01] 

[öl, m, ii] 

(b) (c) 

Figure!.  The elementary gates (a), the test sets (b) 
and the class structure (c) 
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A   tree   circuit   is deputed   in  Plgun 4(a)   and   Its   tain:  class  structure   in Figure  4(1)).     Alttiuu^li 

ASU and  OK  gates  dre  used   the   tault   class   structure  of   Figure 4(b)   is  representative  ot   the   lault   class 

structure  01   anv arl)itrarv   tree  composed  ot   elenentary  gates. 

The  exact   numher ot   supplcme-.uar.   faults   tor  a  given   'ead  can be  derived with   th«  aid  of   the   follow- 

ing  detinit ions . 

üef in* ..ton 4:     A   lead  v   is  a  successor of  a   lead  x   iff  every  path   fron-  x  to  the  circuit  output  also  pass- 

es   through  y. 

lietinition  i:     A   lead  x   is  a  predecessor  ot   a   lead  v  iff  y   is  a  successor of  x. 

In  Figuie   •   J     lead  y   is  a  successor  of   lead   x  and  ".  is a  predecessor  of  y. 

Ihtorera  3;     The  number ol   supplementary  single   faults   to a   failure  on  lead  x  is  an arbitrary  tree  cir- 

cuit  composed  ot   arbitrary  combinations  ol   elementary gates   is; 

p  -  n -  n pre sue 
(12) 

where p is the number ot leads, n    the ntmber of predecessor leads of lead x and n    the number of 
prj sue 

successor leads ot x. 

Proof:  For a tree with p leads the tault class structure will always consist of two trees of p nodes 

each regardless ot what combination of elenentary gates are used.  Ot the 2p single faults, anv fault in 

one tree is supplementary with any fault in the other f. ee since their test sets are disjoint.  A lower 

bound on the number of i^pplementary faults is thus p.  To illustrate this consider faults f. and f, in 
4 b 

Figure  4.     It v.  dene  e   their   test   sets  by  T,   and   T  ,   respectively,   it   is easy  to demonstrate  that 

T,   '   i,   •  p.     So matter what   the  relative  positions  of   f,   and   f     are   there   is  always  a   fault   in one   iree 

•uch   that  T    ■  T,   J  f   (where  U denotes   set  unlotiand  a  corresponding  fault   in  the  other  tree  such  tha' 

T,   ■  T r.     Also  the   faults   f     and   f,   will  be   in  the   same  eleinentarv  gate   so  that   K    r  T    "  i.     TTius 
ho g h g h       T 

(T4  U o)   r  (T6    I r) • 4 

(T4   r V   '    (T4  ^  r)   '    (0  0 V   >1  (c  ' r)  -  ^ 

This can be the empty set only if each individua' term is empty.  Hence '4 H T. ■ p. 

Within each tree of the fault class  ; -ucture any fault on lead x will either dominate or be equiva- 

lent to any predecessor node because of the transitivity of the dominance and equivalence relat ionsMis 

■11,'2].  Hence there can b» r.o supplemer.«.* v failures on the n   predecessor leads since a test set 
pre 

for a   fault  on  a  predecesso--  Itad will  not  be  disjoint   from  the  test   set   for  a  fault  on  lead  x.     Similar- 

ly,   faults on  successor   leads   to  x  tBtOlt      'e   supplementary  to x  sine?  they will  either dominate or  be 

 ■ - •■^MM^^«Mto*^MM*B..M« 
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A tree circuit is depicted in Flgura 4iai and Its lault class structure in I-igure 4(1)).  AlthouKti 

nD and OK gates are used the iault class structure ut figure Aih) is representative ot   the fault class 

structure of anv ariiitrary tree coniposcd ol elementary gates. 

The exact numher ot supplementarv laults lor a given lead can be derived with the fciil of the follow- 

ing del mit ions, 

Helinition 4.  A lead v is a successor of a lead x iff every path from x to the circuit output also pass- 

es through y. 

■ 'e 1 ini t ion '">:  A lead x is a predecessor ol a lead y iff y is a successor of x. 

In Figure 4(ai lead v is a successor ol lead x and x is a predecessor of y. 

lüeore". i:     The number of supplementary »ingle faults to a failure on lead x is an arbttrarv tree cir- 

cuit composed ol arbitrary combinations of elementary gates is: 

p - n 
pre   sue 

(12) 

where p is the number ol leads, n    the number ot predecessor leads ot lead x and n    the number of 
pre sue 

successor leads ot x. 

Proo!;  lor a tree with p leads the fault class structure will always consist of two trees of p nodes 

each regardless ot what tonnmation of elementary gates are used,  01 the 2p single faults, any fault In 

one tree is supplementary with an> fault in the other tree since their test sets are disjoint.  A lower 

bound on the number of supplementarv faults is thus p.  To illustrate t..is consider faults ', and I,   In 
4     o 

1 gure 4.  If we denote their fest sets by T, and T , respectively, it is easy to demonstrate that 

T. ^ T. " 0,  No natter what the relative positions of 1, and t  are there i.i alwavs a faul* in one tree 

such that I ■ T, . ; (whtre . denotes set unioaiand a corresponding fault in the other ;ree such that 

T ■ ~  . r.  Also the faults f  and f, will be in the same elementary gate so that T P T. ■ ■.  TTius 
n    6 g     h '   a g    h   ' 

(I. U p) A (T. I T) • p 

(T4 r V   (T4 "  r)   (C ~ V ' (C ' r> " ♦ 

Tnis can be the empty set only if each individua, term is empty.  Hence T, " T, ■ i. 
4    o 

Within each tree of the fault class  : uclure any fault on lead x will either dominate or be equiva- 

lent to any predecessor node because ol the transitivity of . ne dominance and equivalence re lationshl .is 

11,12],  Hence there can b« ro supplementa v failures on the n   predecessor leads sinci- a t';st set 
pre 

for a fault on a predecessi-'- lead will not he disjoint from the test set for a fault on lead x.  Similar- 

ly, faults on successor leads to x cai ■-,   e supplem-jntary to x since they will either dominate or be 

•M^MMMMteMMM 



< 1 *    ■" "»- -w^^ i^m'^m*i^~immm*^*r**mf. 

r\ 

i$- 

- p^ 
C7 ^ PN 

y 

t? 
(a) 

Figure 4.  An example tree circuit (a) and if fault class structure (b). 
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equivalent   to   it.      Phis  accounts   lor   the   nesative   Icnus   in   (12). 

All   that   remains   to  bl   shown   is   th. t   eacr.   remaining   Ic-ad  contrilx.tcs  exactly  one   supplementarv 

lault.      lor  any  given   successor   lead,   v,   one   tree  ot   the   fault   class   structure  will   have  a   fault   on  y 

domnatin,;   a   lault   on  x  or  a   tault   on  a   successor   lead  of   x.     Kit  other   tree  wil!   have   an  e(,uivalence 

relation.      Reler   to  Flt;..re  4   to  daritv   the  discussion.     Assume   lead  x   is   represented   by   faults   1   ,   f 

and   Irad  v  by   I,,   lh.     It  will  he  shown  that   laults   1^,   t^,   i ^ are  suppl.-ent ary   to   f    nut   1,1,1 

• i-e  not   supplementary  to  f7. 

The   t   st   seCl   (or   fj  and   1 j  are  disjoint   hence   1^  ~ fy     By  the   transitivity  of   equivalence  and 

dominance,   the   same  disjoint   relationship  holds   tor   the   test   sets  ol   l,^   T.     lience   f     is   suppl^mentarv 

to  all   the   taults   in  the   subtree  dotninated   by   1,.      By   similar   reasoninn,   L  ^ f,   bocMlM   t«*t   sets  are 

not   disjoint.      Hence   tg X 1,  and   t, /- f,.      By   the   transitivity  ol   equivaleiue  and   dominance,   the  above 

reasoning  holds   lor all   successor«  ol   lead   x.      In   sumnarv,   each   suhtree  dominated   by  a   lault   on  a   suc- 

cessor  ot   lead   R  contributes  one   supplementary   lault   per   lead.     Taken  over  all   successors   ol   x   the   re- 

sult   is   one   supplementary   lault   per  non-successor  and  non-ptedecessor   lead  of   x.     This   completes   the 

proof. 

With   Theorem   1   the  number  ol   supplementary   single   laults   in  an arbitrary   tree   can  he  deduced   by 

Inspection.     A  closed   form  fonmila will   now be derived   for a  lull,  unlfom,  tree. 

'nieorem J'      T,,e  number  ol   supplementary   faults   in  a   full   tree  of   t-input   elementary  gates  of   |  levels   is 

(13) 

-   I H\ )   t 

Proof:  Iron the first term of (12) Mch laulty lead is supplementary to p other lead faults in the 

other module.  Since there are p leads in a nodule and two types of failures per lead the first term in 

2 . ^ ' , 
'13) should represent zp .  We must show that p - l       •' .  At each level i of the tree there are t' 

leads.  Thus p ■ 
MI 

iVo 

1  f -1 
"     ~ •  nie remaining tonns count the number ot leads that are not predeces- t-1 

sors or successors o, a given lead, tor all leads. lor level k there are ^ leads whien ate Mt prede- 

cessors or successors to subtrees consisting ol i-k, J-k - 1,...;-1 levels, „evcU are nu. ered Iron the 

module output to input.  rhus the number ot supplementaly laults Is augmented by: 

■ 
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I 
^       i-1 

i        l'-l      i-'   /    1  

I«! l"« 

...... i  — 
which   is; £ 

(U) 

l.quatlon   i 14 i   hecome:: 

i      y     k/.-''1 - t
J-k+1   J [15) 

t-i) \(t-i) [Tt-Tl J    it-n 
W .        ktk \ f16) 

k-1 

It   remains   to  be   shown  that 

<     ,   k 
_    kt     - 

k-1 

1 ft1' ^ ^ ^A J—   / -—  u   -1)   +   t   -   ( «+i )   t        ) 
(t-D \ t-1 J 

,■-: 

1   ktk -  .   -   ktk''   ♦ t • t   2,    (k+1)   ik - t 
k-1 k-2 k"1 

i 
L £+1 

t   /     (k+D t    + t -  U+l)   t 
k-1 

I I 
U k iH 

/.   kt    + t   i.    t    + t  -  (JKD   t 
k-1 k-1 

t   r i    £+i .. AH '   - (t    -t) + t - (i+1) t. 
(t-1) It-l 

This  completes   the  proof  of   the  t'ieorem. 

ft.   subtree  counting  technique  employed   in  TWren, 4  can  he  used  to  calculate   the  number  of   supple- 

raen:.ry   faults.   S2   ^for a   single   lead   failure   I. each  module)   for  an arbitrary   tree.     m...   from equa- 

tion   (6i 

|        - 3.f,   •   M/2)2  P
3p-2   (1-R)2 (17) 

■'Vo 2 

Note  tha^   for   the   MM gate  of   Figure  2   ? -   1   and   (11)   yields  S2  -  20.     Thence   (17)   agrees with   the   fir.t 

term  of  equation   (7,.     Similar  correspondences  have  been .nade  between  the   [«It  equivalence  and   tall 

dominance models   for   tree   structured modules.     Table A  depicts  the mission  time   Improvement   of   the   fault 

d«nlnance   rell.HK.y model  over   the  classical   reliability model   lor  various  circuits.     A   four  level 

binary  tree   is   ilso  listed   In Table  4   to demonstrate   that   the   fault  dominance model  can  lead  to 

■  m 
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substantial   nission   tia*   ii'iprüvi;ment, 

Tahiti  4.     Mission   till*   ii:ipri)veim;ir ,    I,   of   tlie   hault   L-I|II i vdlencc 
re 1 iat)il i tv  nudfl   and   Fault   dominan.t:   reliahility 
nodtl   over   the  classical   rdlahil i tv müdel   fur  various 
modules. 

Single   SAND  ^att: 

Hquivalence   Model 

Dominance   Model 

1\io   NASD ^ate 

Equivalence  Model 

Dominance  Model 

Four  Level   hull 
Nary   Tree 

Dominance  ' odel 

Multiple   Fault   Model 

Dominance   plus    Multiple 

1.476 

1 . (iS 

1.494 

1.355 

1.405 

l.'JOO 

1.442 

U.H 

1.477 

1.382 

1,497 

1.3B4 

1.4S1 

1.31H 

1.48cj 

U.h', 0.9 U.9'J u.99 

1.4H1 

1.40^ 

l.SIO 

1.414 

1.505 

1.389 

1.535 

1.484 

1.439 

1.515 

1.452 

1.575 

1.361 

1.598 

1.491 

1.472 

1.52b 

1.492 

1.663 

1.386 

1.692 

1.4 96 

1.491 

1.539 

1.531 

1.766 

1.408 

1.771 

In order   to   illustrate   that  equation   113)   is   the  dominant   term   in equation   (hi   a   reliahilitv  model 

employing multiple   faules   can  he  devl loped  using   the   lüllowing   theorem: 

Theorem  5:     A   lover  hound  on  the  number  of   supplementary   taults   for  N  lead   lailures   in   uwo modules  of  a 

full   /  le.el   tree  of   t-input  elementary  gates   is: 

IM r i 's   r t 

(18) ss-2 
s-l 

i-1 ^k-0 ''trm^w 
''roof :  tquation (18i enumerates the subtree multiple faults <JM1), those multiple faults whose component 

faults «re all in one ■> ' tree with one fault at the root of the subtree.  Since the fault at the root 

mask» the effects of other taults in the subtree then the SMF isuhtref multifle fau.t) will be supple- 

mentary to any other SMF in the other module so long as the root faults are in different lault class 

k £-Ml 
structure trees.  At level k there are t  subtreer each with I      branches.  Thus there are 
A      .    /   f-k-tl   N 

y   SMFs  where  [    ]   is  defined   as   zero   it   v       x  or   v       0.     The   outer   sum   in   (18i   enumera-er 
r tu™ 
k-0 
the ways N faults can be distributed between two modules with at least one fault per module.  Finally 

only two ol the N faults have specilied values (those ät the roots ol the subtrees) hence there are 2 
N-2 

values of s-a-1 or s-a-0 the nultiile tMlt can assume and still be supplementary.  Finally, there are 
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two ways the root faults can be In dillerciu lault class ■tructur« trees.  This accounts lor th« 2""' • 

^•i   tactor in (18) and completes the proot. 

Kquatlon (17) tan now be amended tc 

-" 
Vo"3^ *„ (i/a)* «3'-V»)!) d») 

Equation   (19)   is  ■   lower  bound  since   there are multiple  supplementary   laults which do not  have  all   of 

their  component   faults  restricted   to a  single   subtret .     In  Table 4   the Mu'tiple  Fault  Model   is  compared 

to  the  Domln-nce  Model   lor  a   four   level  binary  tree   lor S.  exact   (13),   S„ estimated   (18^   for  all   :,,   and 

a  combination  of  double  and  multiple   tauits   (191.     Krom  the  comparison we   can  see   cnat  S,  exact   Is   the 

dominant   contributor   to  the  mission  time   improvement   and   that  multiple   faults  as  given by   (18;   are  a 

second  order  ellect. 

Kquatlon   1131   can  be  used   to estimate  o0   lor  arbitrary  trees  or  circuits with  reconvergent   fan-out. 

An upper-bound  on  S.,   for  an arbitrary  tree would  lit  equation   (13)  with   the maximum depth  uf   the   tree  sub- 

stituted   for   ; and   the maximum number of   Inputs  per  gate   lor   t.      [hli  accounts   for  all   supplementary  faults 

in  the  circuit  and   :or   some   that  do  not  exist.  A   lower  bound would  be   (13)  with minimum   I. amd minimum  t. 

The   lault  dominance model   can also  be used   Ic-r  circuits with  reconvergpr.L   ;an-out.     The  circuit   is 

■cdeled  by  an   identical  circuit  with   lan-out  points  removed.     Figure   5(al   depicts  an exclusive-OR  cir- 

cuit   and  Figure   <(b)   the   tree  circuit  used   to  calculate   the   supplementary  faults.     This value   for  S    will 

•ie  a   lower  bound  since  not  all   laults  are  considered.     All   supplementary  laults   In  the  reduced  circuit 

will  also  be   supplemer.tary   In  the  original  circuit   since   fan-out   points  only  reacrict  tiie  values  of  test 

sets.     Gate   Inputs   are  no  longer   independent.     Table   ri  depicts   the mission  time   improvement   for   'he ex- 

cluslve-OK  and a     SS74)A7   10-line-to-4-llne  priority encoder  chip.     The   latter  consisted  of  31   gates  and 

70   leads.     The  value  of  S, was   calculated  by  Inspection.     The  number of  non-successor and  non-predecessor 

leads   for  each   lead,   taken over all   leads,   took  less   than   10 m.nutes   to determine  by hand.     This   Illus- 

trates   the  applicability of   the   technique   to  large  circuits. 

Table  5.     Mission  tune   Improvement,   I,  of  th<    fault  dorn' lance 
reliability model  over   the  classical  reliability 
model   for modules with  reconvergent   fan-out. 

exclusive-Ok 

priority encoder    1,228 

0.75 

I. 196 

0.8 

1.207 

1.244 

0.85 

1.219 

1.263 

0.9 

1.232 

1.283 

0.95 

1.240 

1.304 

0.99 

1.259 

1.324 

— - ^-. 
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(a) 

A 

a 

AB 

(b) 

Figure  5.     An exclusive-OR circuit   (a)   and  the modeled circuit with  fan-out 
removed   (b). 
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Ihc   ,ault   dominance nodel  can also be used  to calculate  P,ln  Uy dividing  the 

l-ults  by  the  total  mmher ol   single  faults.     To  lind  the na 

•quciion (13) bv ,t  -t 

■.j  -»*«>■! the number of si pplementary 

xlmum value ol \'u0  for a full tree divide 

i   t.1    and take the limit as | approaches infinity.  The result is: 

1/2 +1/4-1- 
t-t 

Hence   P,^   is  between  , -  and   .'4   .or a binarv  tree,   it  can  be  shown  that  adding  levels  to a  tree  causes 

I';i0  to   increase while  addin« an   inverter or a  new gate   input  ca-.ses   l>nü  to decrease. 

CONCLUSION 

A  .echnique.   the   fault  equivalence  reliabilitv .odel.   has  been developed  and  .hown  to   increase mis- 

sion  time  bv  ',ur  for some  simple  circuit..     A computat ionaUy  simpler model,   the   fault  dominant  reU- 

•blltty model,  has  been demonstrated  tc    .e a good approximation  to  the   fault  equivalence model.     Both 

techniques   can  be  appUed   to  calculate   the   H^s   for  modules  employing   the   Poisson   failure  assumption. 

The  classical   reltabilitv model  may  be  su.ficient   for establishing  the  better  of   two different   fault 

tolerant  architectures where   the mission  time   improvement  mav be  on  the  order of  5-20.     However,   in  fine 

tuning  oi   the des.gn and  pred.t.ons  o.   the  reliabilitv .,   the   iinal   system a method which  accounts   for 

tmf  nsating module  failures  should  be used. 
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