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PLURIBUS DOCUMENT 2: SYSTEM HANDBOOK

PREFACE

"pluribus Document 2: System Handbock" is one of a set of nine
which, taken together, provide complete documentation of the
Pluribus line of computer systems. In the present document,
part 1, entitled "Gulde to Documentation," glves an overview of
the entire set. Part 2, "System Description," contains an ex-
tensive discussion of the Pluribus line and the ways in which it
can be used. This system description s the primary text for

anyone seeking familiarity with the Pluribus, although, of course,

there are many details which can only be found elsewhere in the

set. Part 3 1s a glossary of specialized Pluribus terms used

throughout the set. Part U4 is an index to the present document.

Part 5 contains reprints of several papers relevant to the

Pluribus.

Of the five parts of "pluribus Document 2," parts 1, 2, 3, and

.5 are presently included here; part i 1s in production and will

be added when it becomes ready.

111
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The Pluribus line of computer systems 1is documented in
a series of nine volunes entitled as follows:

"Pluribus Document 1: Overview," BBN Report No. 2999
"pluribus Document 2: ~System Handbook," BBN Report

No. 2930
"pluribus Document 3: Configurator," BBN Report No. 3000
"pluribus Document 4: Basic Software," BBN Report No. 3001
"pluribus Document 5: Advanced Software," BBN Report

No. 2391
"pluribus Document 6: Functional Specifications,"”

BBN Report No. 3002
"Pluribus Document 7: Construction," BBN Report No. 3003
"pluribus Document 8: Card Testing," BBN Report No. 3004
"pluribus Document 9: System Integration," BBN Report

No. 3005

The set of documents taken as a whole 1s intended to cover
all aspects of the Pluribus; e.g., the decision to use a Plurlbus,
the design of systems involving the Pluribus, programming the
juribus, actually fabricatling the Pluribus hardware, and
maintaining Pluribus systems. On the other hand, the set of
documents is organlzed so that any one aspect of Pluribus
endeavor (e.g., Pluribus manufacture) should be documented with
a subset of the documents; thus, not everyone need carry all
documents with him at all times--only those he needs.

The chart on the following page suggests which Tluribus
documents will be useful for which areas of endeavor and for

what types of people.
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The documents have a loose-leaf format to facllitate
updating.

Of the nine, documents 1 through 6 will be avallable in
reasonably large quantities. Documents 7, 8 and 9 contain much
detall of little general interest (e.g., wire lists, assembly
drawings) and are extremely cumbersome to produce; therefore,
their avallability from BBN will be quite limited, although
they will be submitted to the National Technical Information

Service to allow general access.

In the following paragraphs, we discuss each of the
nine documents in turn, presenting the contents of each and
discussing its expected use.

Document 1: Overview. This document is meant to provide
a quick summary of the Pluribus's capabilities, possible appli-
cations, and architecture, and 1s the first document one should

read to determine if he is at all interested in using a Plurlibus.

Document 2: System Handbook. This document 1s the primary
text for one seeking familiarity with the Pluribus. The funda-
mental ideas of the Pluribus are introduced and then discussed
in detail, including the structure of the hardware and guldance
on how we think the hardware should be configured and programmed.
In particular, after a brief general description of the Pluribus
system structure, there are discussions of the processor
structur: and of the addressing structure for the system, an
outline of how programs might be written to use the Pluribus

structure effectively, a discussion of Pluribus device handling
and I/0 handling, a discussion of the structure of the Plurilbus
busses and how they are coupled together, summaries of the
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various devices whici. can be connected to the Pluribus, and a
discussion of the Pluribus reliability mechanisms. While this
document might pest be thought of as a programmer's reference
manual for the Pluribus, or alternatively, as the reference
manual for Pluribus systems analysts, we think that everycne
assoclated with any phase of Plurlbus development and use will
be likely to want it, wlth the possible exception of those

concerned with only very local aspects of Pluribus construction.

This document is enhanced by the inclusion of a glossary,
4 gulde to other documentation (which you are reading), an
{ndex, and some reprints of relevant papers written during the
Pluribus development process which may glve the reader greater
inglght into the use and structure of the Pluribus.

Document 3: Configurator. This document lists the various

components that make up Pluribus systems (e.g., memories,

processors, pusses) and gives rules for confipuring Pluribus

systems. These rules are of two forms: rules of the firsu
form are concerned with performance limitations; rules of the
second form are corcerned with physical limitatilons. An
example rule of the first form tells how effectively multirie
processors on a bus can share a memory on the same bus as a
function of processor speed and memory speed. An example rule
of the second form says that if more than some number of cards
are to be used on a bus, then a pus extender will be needed.
Of course, in some areas these two forms of rules are not
independent; for 1lnstance, adding a2 bus extender may slow down
the bus.
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This document will be used primarily by the systems
analyst or system architect for a computer system using the
Pluribus. Further, it will be necessary in order to price
Pluribus systens accurately, since only careful configuration

will 1list all the system components actually needed.

Document 4: Basic Software. This document presents only
encugh about the Pluribus software to enable the reader to
program in basic machine language for the Pluribus. The Pluribus
instruction set is presented, the several different Pluribus
assembly languages are introduced, and there 1s a discussion
of the basic debugging package which allows Pluribns memory
locations and machine state information to be inspected and
changed.

Every Pluribus programmer will need to read this document

as this is the software he will need to do "hands on" debugging

of his program. Additionally, those buillding and maintaining
Pluribus hardware systems will need to read this document
hecause it describes the software they will need to operate
nardware diagnostic programs.

Document 5: Advanced Software. This document describes
software beyond that needed just to debug programs and operate
hardware diagnostics. The software avallable for the Lockheed
SUE, the processor used in the Pluribus, is listed. Detalled
descriptions and operating procedures are given for the two
cross—assemblers available to assemble programs for the Pluribus.
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The somewhat unstructured "package" that has been developed to

permit reliable operation of the Pluribus is also discussed.

Every Pluribus programmer, whether he is writing application
programs, utllity progranms, or diagnostics, will need to refer

to this document.

Document 6: Functional Specifications. This document
provides the physical characteristics, operating characterisitcs,
and necessary programming details for every Plurlbus ¢ard. Une
way to think of this document is as an extension to Document 2,

giving greater detail on specific devilces.

Document 7: Construction. This document provides the
informetion necessary to bulld the components of Pluribus
systems. For every Pluribus card, the following are included:

parts 1ist, wire list, art work, assembly drawing, and assembly

procedure. For every mechanical part and cable gsed in a

Pluribus, this document jncludes the following: parts 1 ECSiERy
assembly drawing, and assembly procedure. In addition, this
document contains a section which includes detailed instructions

for any modifications and option selectlions for Pluribus cards.

Document 8: Card Testing. This document gives instructilon
for testing every card that can be used in a Pluribus system.
For Pluribus cards obtained from Lockheed, the Lockheed main-
tenance bulletin and diagnostic procedure are provided. For
every card specially desligned and constructed for the Pluribus,
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this document includes the following: schematic diagrams, :

logic description, wire lists, test program, and test procedure.

This document 1s necessary for anyone debugging cards, ;
either after initial construction in the Pluribus factory or

after fallure in the fleld.

Document 9: Syetem Integration. This document describes
how the components of a Plurlbus system are assembled into
a complete hardware system; €.£., how chassis mount in racks,
how cards mount in chassls, and how to test the whole thing
once it is together. Included in the document are an overview
of the hardware system assembly process and the hardware system
assembly procedure; option selection information; system test
programs; and finally, system quality control and acceptance

porcedures for newly constructed systems.

This document 1is necessary for anyone debugging Pluribus
systems, elther after initial construction in the factory or

after fallure in the field. %

E
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L INTRODUCTION

The Pluribus* system 1s a general-purpose multiprocessor
computer suitable for applications ranging from those normally
identified with minicomputers to those typleally associated with
larger machines. Pluribus hardware has been designed so as to
provide a suitable basis for the development of ultra-reliable

hardware/software systems.

i Pluribus systems contain an arbitrary number of identical

processors each of which has access both to its own private
x memory and to a common memory accessible by all processors. iL/®
devices which are part of the system can be controlled by any

processor. The number of processors, size of common memory, and

amourt of I/0 gear on & Plurlbug Eystem cdn bhe guite large.

The Pluribus system achieves modularity and reliability by
making all the processors equivalent. Any processor can perform
any system task or control any device. Since each subsystem of
the Pluribus system (processor, memory, and I/0) 1s expandable,

i systems can casily be configured to meet the throughput require-
ments of a particular job. The scheme for interconnecting system
components is also modular; herce, interconnaction costs vary

smoothly with system size.

|

|

|

?

i} The Pluribus system was originally developed to serve as a

® modular reliable packet-switching node for the ARPA Network [1].
)‘ A node consisting of a 13-processor system is currently operational.

The Pluribus approach is appropriate, however, for many other
» applications where reliability, modularity, or large loglcal com-
puting power is required.

#Trademark of Bolt Beranek and Newman Inc. (BBN)

- . .
<>
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This handbook will describe the structure and cperation
of the Pluribus system. It will emphasize utilizZation of the
Pluribus architvecture in the manner for which it was originally
designed, although additional possibilities will become clear
as the discussion progresses. The handbook is oriented both to
the prugramner who will use it as a basic re‘'erence document and
to the system designer who will have to de!ermine if the Pluribus
Ls spprapriate for Hls paFcicular appliedt ion. - Seelion 2
presents an overview of the Plurlbus architecture. Section 3
containe a brief deseription of the processor. Sectlons 4; 5,
and  présent the basic InTormiition toncerning the.Pluribus system;
addressing, programming, and device handling. Section 7 discusses
reliability machanisms in the Fiuribus system, both hardware and
software, in detail. Sections 8 and 9 discuss the Infibusses
and bus couplers: ®Binally; Section 10 @escribes mamny device
dependent features and bits and will be useful most likely for

reference purposes only.

The Pluribus is constructed out of comprnents manufactured
both by BBN and by Lockheed Electronies Company, Inc. (LEC). The
BBN-produced hardware is described in detail in this document.
LEC hardware from the SUE minicomputer line is discussed only i1n

sufficient detail to make the description of the Pluribus co-

herent. More complete information on the SUE components can be
found in the Lockheed product literature [2,3,4,5].

>
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PLURIBUS SYSTEM STRUCTURE

A Pluribus system consists of a number of components
(processors, memory modules, and I1I/0 devices), a number of
busses over which these components communicate, and a number
of bus couplers which provide the mechanism for interconnecting
the individual busses. Within this framework a wide variety
of systems can be configured ranging from small single bus
systems to larze multi-bus systems with tens of processors, up

to 1024K bytes of n~nin memory, and a large assortment of I/0

gear. The subsequent discussion will focus on a medium sized
RURIESDTS AciomitiEIate Hichnle Very small and very large systems
both involve additional considerations not discussed in detail

here.

The basic skeletal unit of the Pluribus system is the SUE

Infibus* onto which all BBN and LEC devices are connected. The

Infibus not only serves as a chassis into which device cards are
plugged but also provides a means for communication among all
attached devices. In general, a single Infibus can have an assort-
ment of cards on i&t: processors, memories, or L/0 devices.
However, only one device can be 1h control of the Infibus &t any
glven instant. An Infibus arblitsr (Bug Centrel Unit Card or BCU)
which must be préséent on the Infibus guarantees that this is the
case. The total number of components which can be plugged onto a

single Infibus 1s dependent on the number of slots available for

cards and the type of power supply used (sce section 8.).

oW o
4
4

"t roughout the remainder of this document the word "bus" will be

used as a shorthand for Infibus.

-4 -
- —— i e g

i,

¥*Trademark of Lockneed Electronics “cmwpany, Inc.
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A small Pluribus system (even a single processor system)
can be built uysing only a single bus. TFor many appliecations,
however, the bandwiath capability and/or card capacity of a
single bus 1s exceeded and a multi-bus structure 1is required.

In addition, applications which take advantage of the full capa-
bllities of the Pivribus hardware for bandwidlh and PEelisbility

will require mu'ti-bus configurations.

With more than one bus, the guestion becomes how to assign
processors, memory, and I/0 devices to the individual busses and

i how tc connect them together. A typical conflguration is illus-

trated in Filgure 1. Lines between busses rcpresent bus couplers.
Typically, busses in a Plurlbus system are configured as one of
three types: urocessor busses, memory busses, or I/0 busses.
Processor husses support processors and private memory associlated
with each of the processors. Up to four processors (numbered 0-3)
{ can logically be put on a single bus although contention for the
‘ bus is likely to reduce the effective processcr bandwidth. In the
1 ARPA Network application, for example, four processors with con-
ﬁ tention produce the same computational capacity as would three
F processors if there were no interference among the processors ULy
1f the procecsnrs were actually independent). Although the con-
tentlon is application-dependent, Fluribus systems will generally

? be configured with one, two, or three processors per processuvr bus.

:1 Two processors are indicated for the system illustrated in Figure

| 1. The other components normally residing on the processor bus Py

[~ are the processor private memories. These memories will contain

| the "hot code" (i.e., those routines most frequently referenced)
so as to reduce competition for the pool of shared (caommon)

" memory, and other code which 1s important to protecc by

removing it from shared memory. One useful technique
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ils for all private mamories to contain identical ceopies of the

i same code. uch of the system rellabili.y software will be held
i' in the private hemories to guarantee that redurn.lant coples exlst
in case of any nemol fallure. The maximum amount of private
memory addressable by each processor is 16K bytes. Not shown in

i Figure 1 but exlsting on every bus is the BCU (bus arbiter) card.

In certain cases it may be desirable to have some I/0 devices on
4 the processor bus, but this will be the exceptlion rather than the 13
rule and is discussec further in section 6.4.

Memory busses contain common memory shared by all processors.

Up to 1008K bytes »f common memory can be added in 8K or 16K byte

increments. The common memory will typically contain code which

is referenced less frequently than “he "hot eceode". @denerally,

shared data structures, variables, and buffers will also be held

in common memory.

The conflguration of common memory, thit 1ss the asEigrment
of memory modules to memory busses, depends on considerations of '

rellability and memory contention. For both reasons it i1s desirable

to have multiple memory modules on a bus, multiple “usses, and

; redundant copies of code and data structures. The details are "
application dependent and relate to the cost/performance (relia-

bility) trade-offs which the system designer must consider. For

reliable operation at least two memory busses, two processor '

busses, and two I/O busses will be required.

N @ g ang

The I/0 busses contain I/0 devices and the Pseudo Interrupt
Device (PID) central to the Pluribus system operation. The PID
keeps 1in hardware a 1list of what to do next. A number can be a
} written to the PID at any time and it will be remembered. When 8
o read, the PID returns (and deletes) the highest number it has
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stored. By coding the numbers to represent tasks, and keeping the
parameters of the tasks in memory, a processor can access the PID
at the end of each task and determine very rapidly which task to do
next. This approach is an important departure from the use of
conventional interrupts and avoids the costs associated with saving
and restoring machine state.* Further, this approach neatly side-
steps the problem of routing interrupts to the proper processor.

More cetail on the use of the PID is given in section 5.

There can be no more than four PIDs in a Pluribus system.
Even though some I/0 busses may conceivably not contain a LD SN

a bus may contain more tharn one, the usual configuration is one
PID per I/0 bus.

In a Pluribus system, processor, memory, and I/0 busscs are
connected by devices called bus couplers. The different types of
bus couplers required to connec. different bus pair types together
are discussed in more detail in section 9. For moderate sized
systems, there will generally be a bus coupler between any two
busses between whicr communication is required. Usually this
implies a coupler from each bus to all busses of other types.
Thus the total number of bus couplers for such a Pluribus system
with P processor busses, M memory busses, and ‘L I/0 busses is
PM + M-I + P-I. For smaller systems it is possible for one or
more Infibusses to serve as combined memory and I/0O busses,
reducing the number of required bus couplers. For applicatlons
requiring large numbers of components (processors, memories and
1/0 devices) it will be possible to reduce the required number of

bus couplers by building hierarchical Pluribus systems where

¥Although not used within application software, conventional

interrupts can result from errors and are used for special purpcses.

See section 3.3.
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e S

busses are not completely connected. A more detailed discussion
3 of the issues and procedures for configuring a Pluribus system

! can be found ipr a separate document [6l. 1

e ———

# Several distinct processor models are avallable. The SUE

=—

i{s a relatively slow and inexpensive processor. Typhleal memory-
{ to-register instructlions have execution times on the order of A
microseconds. For a given application, the required processor
power can be attained by using as many processors as are necessary.
This approach to generating high throughput systems has the
advantage of permitting extreme modularityvy and high reliability

as well as graceful degradation.

-
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4 3. PROCESSORS
: 3.7 Instruction Set and Fermat Summary

i Lockheed SUE processors are used as processor components
for Pluribus systems. The basic processor is a microprogrammed

| ¥ general purpose 16-bit minicomputer with 8 general registers (one

of these reglsters 1s the program counter), and a status and a

control register. These reglsters (general purpose, status, and

control) may be accessed externally by other devices via the

Infibus. In a multiprocessor this allows one processor to stop
another, examine and change its registers, and restart 1it. Rhere
are 8 general instruction classes: MOVE, ADD, SUBTRACT, INCLUSIVE
OR, EXCLUSIVE OR, AND, COMPARE, and TEST. Each of these instruc-

tions can use a variety of addressing modes including register-to-

register, memory-to-register, register-to-memory, indexed, 1in-
direct, and auto-indexed. Also avallable are rotate, shift,
conditional branch, unconditional branch, and subroutine calling
instructions. The conditions tested for branching are bits in

the status register of the SUE. There are tests for result being

e I TR N
.

zero, result being negative, carry on last arithmetic instruction,
i’ register value odd, overflow, value greater-than on last comparison,

! value equal on last comparison, and locp completion. The branch

|

{% can occur on either value TRUE or FALSE. Instructions are either

‘ one or two words long. The processor also contains 3 programmable

} e flags, contained in the status register, that can be manipulated
directly by instructions. The SUE processor recognizes and

i generates 16-bit addresses. In addition it contains a 2-bit KEY

register which 1s settable by the SKEY instruction in the pro-

o cessor. The contents of this register are appended to the most

sirvnificant end of the 16-tit address to generate an 18-bit address.

Every memory access by a processor has these two bits appended.

-
<
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Certain of these 18-bit addresses are mapped into 20-bit system
andresses as described in section 4., The processor operates on

elther 16-bit words or 8-bit bytes of data. Bit @ 1s 1dentified "
with the low order bit and bit 15 with the high order bit. Details

of the SUE instruction set and the various processor types may be

found in reference 4. -

3.2 PROCESSOR STATES
SUE proce.sors can be 1in one of three states: halted,

running, or idle. Transitions between these states may be ef-

fected either Ly the processor itself or by external manipulation.

The implications of each of these three states are as follows:

3 Halt : No instructions executed, interrupts disabled,

1
reglsters externally accessible

Run: Instructions executed, interrupts enabled,
registers not externally accessible except

control register.

Iafliet: No instructions executed, interrupts enabled,

|
; registers not externally accessible except

control register.

i . External references to registers which are not accessible will

!f result in a QUIT, as described in sections 5.6.1 ard 9.2. The

; Idle state is entered from the running state by executing a WAIT
instruction; the HALT state, by a HALT ingtruetion. The Ruh

{1 state is entered from the Idle state by the occurrence of an

! interrupt. External manipulation of these states operates as

follows:
i The processor control register is the only register accessible
{ while the processor 1is running. To halt a processor, a one is
1H written to its control register. The processor will normally halt
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when the instruction it is currently executing is completed. However,
if the control register is read between the time that a zero

is written to the control register and the time that the pro-

cessor completes its current instruction, the halt signal will

be lost. Hence, some algorithm such as the following should

' be used to guarantee that a processor does in fact halt:

‘ L: Write 1 to the processor control reglster.
13 Read some other processor register.

t If QUIT results go to L (see section L% o
! At th's point the processor is halted.

To start a processor, one must initialize all important
registers to needed values and store the number two into the
o control register. This is done as follows: First it must
Lo be assured that the processor 1s halted. The program counter
is initialized to the address of the program to be executed.
k| The general registers are 1naded with any values to be passed
to the program. The status register is initialized to specify
| the enabled interrupt levels, initial status flags, and pro-
grammable flags. Bit 11 (hexadecimal constant #8¢0) should
§ | be set to activate the processor. Finally, writing a 2 to
the control register starts the processor. An additional
feature of the SUE processor is the ablility to Single step
I : through an instruction sequence. The procedure fcr doing
this is identical to fthat of starting a processor except
that a 3 is written to the control register rather than a 2

[
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3.3 QUIT Handling

Processors requesting access to memory locations or Al
registers do so by directly or indirectly placing the desired
address on the appropriate bus along with the required operation
(e.g. read, write) and any data required (for a write operation).
When the requested operation is complete, the processor will
receive a signal called DONE. If no device on the destination
pbus recognizes the address provided or 1f the device recognizing
the address malfunctions, no DONE signal will be returned to
the processor. Instead, after a fixed period of time, the bus
arbiter on the reguesting processor bus will send a QUIT signal
to the processor, causing a conventional interrupt. (An equi-

valent thing happens to requests by I/0 devices from I/0 busses.)

In many applications a programmer will want to take some
action based on the presence or absence of QUIT interrupts. 1657
the ARPA Network application, for example, a device discovery
routine in the reliability software searches systen address space
and determines if known devices have disappeared or new ones
appeared by attempting to read the devices' registers and
checking for resulting QUITS. To provide this mechanism the
interrupt level routine which responds to QUITs should be written
so that control will be passed back to the application program
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if the application programmer has indicated that he wishes this
to happen. He indicates this wilsh by surrounding the instruc-
tion which potentially causes the QUIT by an "unusual pattern"
of other instructions. For example, if a programmer wants to
check for a QUIT occurring when location ABC 1is referenced he
might wrlte the following:

LDA A2, ABC
NOP

BR -+ U
QUIT BRANCH ADDRESS

if no GUIT, progeam eoRtinues here~—

The QUIT interrupt service, upon receiving control, would check

to see if the two instructions following the one which caused
the QUIT were NOP and BR . +4. 1If they were, it would simply

store the two bytes starting at location L (the address of the
instruction causing the QUIT plus 8) in the program counter and
dismiss the interrupt. If the two instructions at L-4 and

L-2 do not match the NOP BR . +4 pattern, the interrupt service
routine would take its usual action in handling the QUIT, <€
course, references to ABC which do not cause QUITs cause
execution to continue at L+2 as indicated.
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ADDRESSING

A typical Pluribus configuration incorporating both
private memory agsociated with each processar and a peol of
common memory shared among all processors has been presented
i feetionm 2. In this section .the Pluribns addrase StLHUstUPS
1s described in more detail. The application of this address
structure to Pluribus program structures will be discussed in

section 5.

In Pluribus systems all devices communicate with one
another by writing into or reading from addresses. These ad-

dresses may be memory locations, locatlons for controlling or

interrogating I/0 devices, or they may have some other special
function. In any ¢ase 1t is lmportant to understand two things;
firet, how addresses are generated and routed through the gystem

and second, what things are referenced by what addresses.

Addresses are generated by active devices, that 1is devices
wanting to read or write some location. This includes both
processors and I/0 devices. Consider first a processor.

As Indicated in Figure 3(a), SUE processors normally
generate 16-bit addresses. With the addition of the 2-bit KEY
register in the SUE, however, the Pluribus processors actually

generate 18-bit addresses which are put on the processor bus.

The KEY register can be changed under program control by
execution of the SKEY instruction. For the class of applica-
tions being considered in this document, however, each processor
on a bus will initially set its KF¢ register to a distinct

value indicating its physical processor number and will not
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| Figure 2 Processor Address Space
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Figure 3 Address Mappings
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normally change this setting.

‘The KEY bits thus serve to differentiate the address spaces
of the various (up to four) processors on the bus. The right=
most bit of the 16 left to ach processor is used to select left
or right byte in byte mode Instruetions, allowling 215 = 32K
addressable words. In order to allow larger common memory and
I/0 space than this, provision has been made for mapping portions

of thls 32K processor address space onto a 512X word system ad-
dress space.

The addresses shownatthe left 1in Figure 2 are the 16-bit
addresses generated by a typical processor (processor j). The
manner in which the address space is accessed by any processor
generated address depends on the range in which that address lies.
The four types of access will be discussed individually below.
With all 4 types of access being discussed, the 18-bit address
is simply put on the processor bus. Devices (memory, bus couplers,
and I/0 gear) able to recognize that address will respond and
all others will ignore the address.

4.1 References to Private Memory (@PPP-3FFF):

Any processor generated address in this range refers to a
location in the private memory associated with processor Jj on
1ts procéssor bus. Up to 16K bytes of private memory can exist.
As shown in Figure 3 (b), the high order two bits of the 18-bit
address are used to select the proper memory module and the low

order 1.4 bits select the location within the private memory.

L34
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4.2 References to Common Memory (4PPP-BFFF):

any processor generated address in this Pange refers to a

location in common memory, that is, memory on one of the memory
busses. There are U distinet sub-ranges within thls range, each
associated with a dlstinet hardware mapping register. This
sseclation is indlcated in Figure 2. Each map reglster allows
2 contirucus set of 8K bytes of commom memory locations to be
pererenced. A separate set of 4 nap registers is associated with
cach processor on a processor bus. The map registers are phys:-

cally located in the buc couplers (see section Dodhp )

Figures 2 and 3(c¢) 1llustrate how this mapping into common
memory is accomplished. An address in the range Lpgp-5FFF
mplicitly reférs to map regiptér #. A 2@-bit system address 1is
developed at the processor end of the coupler by appending 7 bits
from the map reglster to the low order 13-bits of the 18-bit
address on the processor bus. This address is then forwarded to

the common memory bus with the access reguest.

Addresses in the range 6@@@-T7FFF, 88@p-9FFF, and AOOO-BFFF
implicitly refer to map registers 1, 2, and 3 respedétively and
the identical type of mapping occurs when these sub-ranges are
referenced. The only special feature in the way that the four
maps work 1s related to memory read operations via map register
3 which are transformed into read-modify-write accesses to
common memory where the data rewritten 1s always zero. This
allows the implementation of multiprocessor locks in the Pluribus
system. More detall on the use of this feature is discussed in

section 5.3 where Pluribus program structures are considered.

’
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One final complication arises from the fact that a few of
the first addresses on every memory and I/0 bus are allocated for
ﬁi accessing the bus coupler control registers. The amount of this
‘ allocation depends on the number of couplers connceted to the bus.
¢ In general, the memory words at these addresses should not be
! % used. For more detail on the bus coupler control registers see
i

section 9.2.

i | 4.3 References to System 1/0 Space (CPPP-FBFF):

_ Any processor generated addr=ss in this range refers to a
.;: location in system I/0 Space. In general, each Pluribus system

device on an I/0 bus appears to the processor as a set of 8

contiguous registers (locations) in system I/0 space. This block
of registers 1is referred to as the device register block. A
processor can activate a device by writing commands or data to

certain (device dependent) addresses within the device register

block. A processor can interrogate a device Dby reading data or
'ﬁ status registers within the 16 byte device reglister block. More
: detall about the allocation of system 1/0 space to multiple I/0
l, busses and about the internal structure of the device reglister
‘f block can be found in section 6 where device handling and 1/0 is

s discussed further.

| 4 As indicated in Figure 3(d), the way that system I/0 space

I? addresses are developed 1s by appending four ones to the low-order
; 16 bits of the 18-bit address on the processor bus. This is.donhe

5;; automatically as 1s the appending of the map registers (discussed

above) by hardware in the bus couplers.

!t

19
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4.4 References to Maps, Processor Registers, and Local 1/0 Space
(FCOO-FFFF):

Any processor generated address in the range FCOO0-FFF~
(see Figure 3(e)) refers either to the map registers for that
processor (in all the bus couplers attached to the processor
pus) or refers to a part of the address space shared by all
processors on a processor bus. The map registers must be ad-
dressable, of course, SO that a processor can dynamically modify
the portions of the potentially largs common memory to which it
nas access. Map registers B, 1, 2, and 3 c@n be referenced via
addresses FC00, FCO2, FCOU4, and FCO6 respectively.

The local (to the processor bus) shared address space is
assigned as shown in Figure 4. 1In general, I/0 devices will be
attached to an 1/0 Infibus in a Pluribus system. In some CaSES,

however, it may be desirable or necessary to connect I/0 devices

directly on a processor bus. Addresces in the range FCO8 to

FDFF will be used in such a configuration to refer to the device
registers, similar to the way that the device register block is
used for referencing devices on the I/0 Irfibus. The auto load
RO is an optional hardware device attached to the processor bus
which contains a program that when executed will cause a processor
to load memory from a paper tape reader on the processor bus.

The registers of all the processors and the processor bus console
are accessible at addresses above FFOO. A processor should be
nalted before an attempt to read any of its registers occurs.

Halting a processor 1is deseribed in section 3.
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) ~ FFOO ] [ [PROGRAM_COUNTER
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Figure 4 Processor Bus Shared Address Space

LA
L 4




— e B LD

S

Report No. 2930 Bolt Beranek and Newman Inc. L

9. PLURIBUS PROGRAM STRUCTURE

In most current computer systems a hardware priority !

. \
InEerrubt nechanlsi Y& used to.lnform the progfam off the oge i
i
currence of asynchronous external events. Since Pluribus systems '

do not gmenerally use interrupts for this purpose, Pluribus pro-

rrams tend to be structured differently from programs developed s
for conventional machines. The fact that Pluribus programs are
deslgned to operate in a multipro-cssor environment imposes ad~
ditional constraints on the program structure. This section

presents some of the issues and programming techniques which we

believe are useful in developing Pluribus programs.

5.1 Basic Control Structure:

Before giving an example of a typical Pluribus program
control structure, the basic operation of a PID will be reviewed
(more detall on the PID can be found in section 0=3w The PLD
1s a priority ordered memory device. It has a read address and
a write address. When an even 8-bit number is written to a PIDS
the number 1s stored. When a PID is read, the largest 8-bit
number stored in the PID will be returned and the number deleted
from the PID. If nothing has been written to the PID, the read
will return a value of zero. Numbers may be written to the PID
both by hardware I/0 devices and by software. Processors poll
the PID for tasks to be executed. As a simple example of a
Pluribus control structure, consider a system consisting of a <
number of tasks which service a set of I/0 devices. The fol-

lowing assembly language code could provide the framework for
the required program. .

22
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TASKDISPATCHTABLE: MAINLOOP, TASK1l, TASK 2, ..., TASKN

MAINLOOP: LDA Al, PIDREADADDRESS
JMP @ TASKDISPATCHTABLE (A1)

JMP MAINLOOP

The main loop o¢f the program simply reads the PID and jumps to
the appropriate task indirectly through TASKDISPATCHTABLE (1)
where 1 is the value obtained by reading the PID. At the end
ol any task (&.8: TASKi), a jump to the main loop returns the

processor to look for the next task to rerform. If there is

nothing in the PID, zero js returned and the processor simply
cycles at MAINLOOP. Note that it is useful to have the PID
store even numbers only since t}.> number retrieved will be used

as an index into a table with two-byte entries.

To allow tasks to be initiated by the software (e.g. TASK.
to be initiated by TASKj), the following type of structure

would be used:
TASKJ:

LDA Al, TASKiPIDLEVEL
STA Al, PIDWRITEADDRESS

JMP MAINLOOL
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5.2 “ystem Response Time and Strips:

As indicated in the above example, the way that I/0
devices obtalin service 1in a Pluribus system is to write the
pPiority level of their service routine to the PID when they
need attention, and wailt for some processor to return to the
main loop and pick up the associated task. Since the time
that a device can walt for service before losing data may be
critical, it is essentlal to configure systems and design soft-

ware so that response time reguirements can be met.

Tre two main factors which influence the rate at which a
Pluribus system can respond to high priority external events are
the total number of processors in the system and the duration
of task servicing instruction sequences. For example, in a
single processor system where the tasks are all of the form
illustrated by the two previous examples, if the longest task
execution time were T milliseconds, the maximum t{ime whieh 1t
could take to respond to an external event (i.e., notice that
it had occurred) would also be T milliseconds. This worst case
would happen only when the event occurred just after the single
processor had picked up the longest task to run. Since in a
Pluribus system there are no interrupts, the entire task cur-
rently being executed runs to completion before there is a
reaction to the event (even though it may be ¢ higher priority
than the task currently belng PRk -

In the multiprocessor case, things are slightly more com-=

plicated. Considering the worst case response time as above, if

the ordered task execution times are T1 (smallest), T2, T3
b

Tn (largest) and there are P processors, the maximum time to
respond to an external event assuming n>p will be between

between Tn and Tn depending on the number of incarnations of

24
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a particular task which can exist simultaneously. Of course,
the probability of such worst response times may be exceedingly
small if the large tasks are run less freauently than the smaller

tasks.

Typical (average) rather than worst case response times
will depend on three factors: (1) average task execution time,

(?2) number of processors P, ana (3) average number of tasks,

NQ, queued on the PID. If the average task execution time is
T,, and N 2P, the typical time taken to service a high priority

event will be Tav/2' 1E P>NQ then there will usually be an 1idle

processor which will immediately react to the external event and

average response time will be essentially zero.

In general, the application will dictate where strict
real-time response must be guaranteed or if more flexible system
response characteristics are adequate. If strict real-time
response is required, then some program structure which permits
both logical tasks of arbitrary length and fast response to
critical external events may be required. To accomplish this,
Pluribus program tasks can be partitioned into code segments
referred to as strips. A strip is simply 2 sequence of lnstruc-
tione within a task. A task can give up contrel of 1té proces-=
sor at the end of each strip so that any higher priority tasks
may be run. Of course, if the task is incomplete at the end of
a strip, the task queues 1tself on the PID for further execution
before yielding its processor. The idea is illustrated by the

example below where TASKk is broken down into two strips.

25
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DISPATCHKk : K1 /INITIALIZE TO THIS VALUE.
TASKk : JMP @ DISPATCHk
\
4112

LR AR - JR

STA A2, DISPATCHk v
LDA  Al, TASKPIDLEVEL

STA  Al, PIDWRITEADDRESS

JMP  MAINLOOP J

Streip! 1

K2:

LDA A2, =Kl
STA A2, DISPATCHk Strip 2
JMP  MAINLOOP

The first instruction of TASKk i1s a dispatch to the segment

(strip) of the code to be executed. This dispatch is initialized

to K1 so when TASKk 1s first initiated, execution will begin at

Kl. At the end of strip 1, the task stores a new dispatch ad-

dress (K2) in the subtask dispatch location, DISPATCHk , writes

its own PID level back into the PID and gives up the processor.

The next time this PID level is serviced, the task will be re-

sumed in strip 2 starting at K2. At the end of Strip 2, the

subtask dispatch location is restored so that strip 1 will be “
executed the next time that TASKk is activated. It must be kept

in mind that a task writing its own level to the PID will pre-

vent the processor which is executing the task from picking up a d
waiting task with lower priority. In certain situations it may

be desirable for a task to yield the processor and also "sleep"

a specified period prior to getting rewritten to the PID. This

can be accomplished by the task setting a software timer which i

26
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gets counted down by a periodic clog¢k routine. When the timer
reaches zero, the clock routine can write the sleeping task's
level to the PID. The 5 instructions at the end of strip 1 in

the above example might, therefore, be replaced by the following:

LDA A2, = K2

STA A2, DISPATCHk
LDA A2, SLEEPTIME
STA A2, TIMERK
JMP MAINLOOP

Then after TIMERk has been counted down, the timer routine will
execute the instruction:

LA Al, TASKkPIDLEVEL
STA A1, PIDWRITEADDRESS

The decision of precisely where to segment a task into
strips is somewhat arbitrary; the main rule 1s that the strips
must be short enough so that the proper response characteristics
can be guaranteed. In the ARPA Network application of the
Pluribus, for example, it turned out that the proper typical
strip size was 2n the crder of 100 instructions (although a few
infrequently run ones are much longer). As a rule of thumb, it
will generally be sufficient to segment a task into strips as-
suming each instruction takes 4 usec for execution.

Two other related practical issues relevant to strip size

selections are convenience and overhead. In general, tasks should

Le broken into strips at convenient points in the code; that is,
points at which licttle information . (e.g. in the registers) needs
to be preserved. It may occasionally be desirable to have strips

somewhat smaller or larger than the nominal size so that such a

27
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partitioning will be possible. Data which must be saved and re-
stored across strip boundries adds to the already existing over- |
head associated with breaking the code into strips. In many A
applications it is likely that little or no breaking of tasks
into strips will be required. In the ARPA Network application,
for example, multi-strip logical tasks are the exception rather
GI0GHIWRIT ol I GIEER

The fractlonal overhead associated with breaking a task into
strips depends directly on the strip size since the number of
instructions required for strip switching is essentially fixed.
For example, 1n TASKk presented above 8 overhead instructions are
assoclated with switching from one strip to another (6 in TASKk
and 2 in the main loop). If the strip size were 100 instructions
as 1s typically the case in the ARPANET -plication, then the

'pracessor overhead due to using strips would ke 8%. In applica-

tions where largeir strips are acceptable, of course, the over-
head will be even smaller. Experience with a number ¢of Plurlbus
s&stem applications has indicated that the processor overhead
and programmer effort associated with breaking tasks into strips
is not a serious problem and is a relatively small price to pay
forithe increased reliability and performance of the novel
Fluribus architecture.

5.3 Shared Data Structures, Shared Code, and Locks

In a multiprocessor care must be exercised when a piece of
data may be referenced (read and/or written) simultaneously by
more than one processor. In this context, "simultaneously"
means that a process running on one processor desires access to
the data while another process running on a second processor
already has access to the data. Consider, for example, two

processors that are concurrently executing processes which
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obtain buffers from a common free storage list. If some interlock

1s not used, it would be possible for both processors to get the
3 same buffer since the second processor could access the list after t
the first processor had accessed it but before the pointer was
updated.

To avoid this and a multitude of similar situations involving

4

shared resources, a lock mechanism is typically used 1in programs
for multiprocessors. Before a shared resource is accessed by a
process, a logical lock 1s set. All processes determine if the
lock 1s set prior to accessing the resource, and if so, then the

process will wait. Only one process can, therefore, have access

- B ]
te the shared resource at any one time. -

To be effective it must be possible to test and cet a lock in ©
a single operation. A typical implementation provide: the
F ability to read, test, and provisionally modify a memory location
PN in a single interruptable operation. In Pluribus systems this

- feature is provided by turning memory reads through map register 3
h‘ into reaxd-modify-write accesses where the data rewritten is all

Zeros.

To implement a lock on a shared resource one simply assigns a
location (LOCKVAR), addressed through map register 3, to the
i lock. The resource is unlocked if the lock 1s non-zero and
.i? locked otherwise. A segment of code which accesses a locked
.,3 resource might look as follows:

l? 107 LDA A2, LOCKVAR (Lock and continue) or (WAIT)
. i BZ L

access to shared resource

! s ST8 TPC; LOCKVAR Unlock Lock

->» r
-y
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If a processor falls through the loop at L, the resource was
unlocked but is now locked by the process running on this proces-
sor. If a processor loops at L, then the shared resource e i
use and the processor waits until the lock is released. To unlock
the rescurce at L1 any non-zero quantity could have been stored in
LOCKVAR. The current program counter (PC = general register 0)
contains one such value which has the additional advantage of
legving a partial trace of the program executlon in the 1lock

regliters. This trace may be helpful for debugging purposes.

Wher a process encounters a locked resource, it may take one
of two actions. As in the above example, 1t can remain in a tight
loop checking the jock until it is unlocked. Thils type of walting
will be called busy walting since the processor running the pro-
cess remains occuplied while walting. Alternatively, & Topk of
non-busy waiting may be implemented where the process may elther
write itself to the PID or set a timer so that a clock routine
will later write 1t to the PID as described earlier. In either
case the processor then 1s free to seek other tasks whille waiting.
The busy form of a lock is appropriate in situations where the
resource will be locked for only a short period. An example of
this is the free buffer list accessing mentioned at the begin-
ning of the discussion on locks. The lock implementation which
dispatches the processor to do other useful work will be more
suitable in situations where the shared resource is Lile@ly ©0O
remain locked for a relatively long time. A paper tape reader

shared by two processors might be such a resource.

The preceding discussion leaves considerable latitude with
respect to what should be leccked and when. For example, if each
incarnation of a plece of shared code references a set nf shared

variables, it may be more efficient to associate a single lock
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with the set of shared variables than a lock with each of the
individual variables. What needs to be balanced against this goal
of fewer locks is the desire to keep locked segments short.

Large locked segments while reducing the tiotal number of locking/
unlocking vperations required,will tend to increase overhead due
to increcsed busy waiting or processor task switching. This
overhead can become quite large on the percentage utilization of
the shared resource increases beyond 60 - 70%. For this reason,
the systcom designer must use considerable judgement in deciding

on the exvent of locked segments. In addition, locks should not
remain locked across strip boundaries. Locked segments should
also be executed with interrupts disabled so that prompt unlocking
of the shared resource 1is assured.

One further consideration is that a processor may fail while
executing a locked segment. Two problems can arise in this case,
(1) the locked resource will be unavailable to other tasks and
(2) 1f busy waiting is irplemented, procegscre may be executing
irftnite loops. Therefore, a processor should only be allowed to
wailt for the maximum amount of time which the lock can legiti- |
mately be set before deciding that a malfunction has occurred
and activating a recovery procedure.

Cooperation with respect to the use of shared variables

is required between tasks corresponding to different code

MENESE—— SR

segments and especially tasks corresponding to different incar-
nations of the same reentrant code segment. In general, reentrant

coding is particularly appropriate in a multiprocessor such as the

—

Pluribus system. The shared code may exist in common memory

or multiple copies of the code may exist in the private processor
memories to reduce contention. In the ARPA Network application,
for example, shared code is used to transmit data from the IMP to

each of a number of modems. In this case, the control structure

3
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illustrated earlier in thls section is modified to look as
follows:

\
TASKDISPATCHTABEL:  MAINLOOP, TASKl, e+, MODEMOUT, MODEMOUT, -»-*TASKN

CONTROLBLOCKS:  #, BLOCKl, <+, MBLOCK1l, MBLOCK2, --<BLOCKN

MAINLOOY: LDA A1, PIDREADADDRESS
JMP @TASKDISPATCHTABLE (Al)

MODEMOUT : LDA A2, CONTROLBLOCKS (Al)
LDA A3, MODEMLOCK (A2)

STA PC, MODEMLOCK
JMP MAINLOOP

The modem interfaces each write different levels to the PID when
output of a buffer ls cofiplete butl all these levels activa&e the
same piece of shared code, MODEMOUT. The PID levels are used,
however, to select the address of a control block which contains
the variables specific to the modem being serviced. At the start
of MODEMOUT, an instruction is executed which loads an accumu-
lator, (A2), with the address of this control block. One of the
words in this block is a lock used to lock all tg@other shared
variables in thé block. Thésé variables remaiQ‘i::ked Feorithe
duration of the modem output tasks.

9 .

The map registers allow four independent 8K byte segments of

5.4 Using the Map Registers:

the common memory to be referenced by each processor. The only
constraint is that a read done through map reglister 3 will be a

read and clear. The other three map registers may be used to
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point to program or data as required by the application. iyl S

possible to have two map registers point to the same segment of

memory. In the ARPA Network appllcation, for example, map 3

~ad one of the other map registers point to a segment contailning
system variables whizli can be accessed normally or used as lock

variables.

In Plurlbus systems with small memory configurations little
of no map changing may be required. For applications requirina
large primary memories, map changing will be more frequent. @i {
course, it 1is desirable to design a cvstem so that as little map
changing as possible will be required. To change the area of
common memory addressed through a particular map reglster, one
simply stores into the map register a constant whose high order
7 bits are to become the contents of the map. As already mentioned 3
in section 4.4, the four maps have addresses FCOO, Fco2, FCO4, and {
FC06. The code which changes a map must not jtself be referenced !
through that map/ One way to make sure that this does not occur J
is to execute all map changing code out of private memory.

5.5 Using Multiple PIDs :

The PID is the heart of the Pluribus system. Essentially all
task dispatching 1is done via this devica., It 18 Impertant, therslfore;
that reiiability provided by redundancy in the remainder of the Plu-
ribus system components no® be jeopardized by availability off cnly a
single PID.

In a multi-PID system, the PIDs will themselvés be vriority
ordered. Typically, the control program in such a system will read
the highest priority PID first. If a PID other than the lowest
priority PID returns zero, the next lower priority PID will

be read. If all PIDs return zero, the control program simply q
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cycles by reading the highest oriority PID again.

As indicated earlier, a Pluribus system can have up to 4 PIDS,
i one on each of 4 I/O busses. A hardware device on an 1/0 'bue is

F associated with a PID on that bus. Software tasks, on the other
hand, may write to any of the PIDs in the system. Redundant I/0
devices will generally be on different I/0 busses and assoclated
1 with different PIDs.

34
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6. DEVICE HANDLING AND 1/0

Pluribu% systems may be comprised of two types of I/0

devices, BBN-developed devices and Lockheed-developed devices.
The primary distinctions between the two are that BBN devices
interpret 20-bit addresses and use the PID while Lockheed devices
interpret 16-bit addresses and utilize the standard SUE priority
interrupt mechanism. Since SUE I/O programming is discussed at
length in [2], most of this section will be devoted to the
specifics of programming BBN-developed devices. Special con-
siderations relevant to the programming of Lockheed I/0 devices

in a Pluribus environment are given at the end of the section.

6.1 Address Structure

As shown in Figure 2, system addresses FCOOO to FFBFF are
reserved for Pluribus system I1/0 space. The detailled structure
of this space depends on the allocation of addresses to I/0
busses. Figure 5 shows one possible allocation of addresses in
the case of a Pluribus with 2 I/0 busses. Possible varlations

on this structure will be indicated later.

The total system I/0 space in Figure 5 is divided into four
almost equal parts, two of which are assigned to each bus. The
high address segment for each bus will be referred to as the
primary I/0 space and the low address segment as the auxiliary
I/0 space. Note that the primary address space of bus 1 (from
address FF000 to FFBFF) is shorter than the other 3 segments by
1024 bytes because these 1024 addresses are allocated to
individual processor maps, registers, and local I/O space as
shown in Figure 2. At the beginning of each primary address
space are 144 bytes of reserved addresses. These locations are
associated with the clock (RTC) and PID on the bus (see sections
10.1 and 10.2), contain the bus coupler (BCM) control registers
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Figure 5 System I/0 Space
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(see section 9:.2); and provide mapping for backwards bus coupling

(see section 7.1.3) using this bus.

¢ The remainder of the system I/0 space is divided into 16-byte
blocks where each block is associated with an I/0 device (other
than the clock and PID) attached to the bus. These blocks are

. called device register blocks. A processor activates an I1/0
device by writing to a certaln address within the device register
block. A processor can interrogate a device by reading the con-
tents of status registers contained in this block. More detalil
on the structure of device register blocks is given below and is
also contained in section 10. where individual I/0 devices are

discussed.

Variation of the structure shown in Figure 5 depends on the

number of I/0 busses and the allocation of system I/0 addresses
-~ among them. This allocation 1is determined by switches on the bus
g couplers (see section 9.2). Figure 6 indicates allocations of
system I/0 space for 1, 2, 3, and 4 I/0 busses. Only the primary
1/0 space allocations are shown; the auxiliary alloecations are
identical to these except that the highest address segment oOf
auxiliary is the same size as the rest of the segmer.ts, that is,
it is not reduced in size by 1024 bytes. The low 144 bytes of
ezch primary segment 1s reserved on each bus as indicated in
Figure 5. While other allocations are pessible, the onés shown
in Figure 6 constitute all of the reasonable ones. Switeh
settings resilting in non-contiguous primary and auxiliary seg-

ments for incividual busses, while possible, are not considered

= e WLA}MWWWW--W -
»

here.
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ﬁ 6.2 Programming BBN DMA (Direct Memory Access) 1/0 Devices

BBN DMA (Direct Memory Access) devices provide a means for the
automatic transfer of blocks of data to (from) memory from (el
I1/0 devices on the 1/0 busses. while the DMA hardware and
its associated device interface are on separate cards, from the

programmer's viewpoint they may be thought of as a single unit.

In general, each data transfer will involve sending Or re-

| ceiving a number of data puffers. Each data buffer will consist

1 of an integral number of words. For each directlon of data flow

.{ (read, write) there are three main registers used by the programmer
' to control I/0 operations; the begin memory (puffer) -ddress

register, the end memory (pbuffer) address register, and the status

1

| regliscer. These registers are contained in the 16-byte device

| register blocks. The structure of the device register blocks for
BBN DMA devices is shown 1n Figure 7. Each of these reglisters

is described in detail below.

DEVICE TYPE - The high order byte contains a number indicating
the type of device interface involved (e.g. modem, hosft, éte.):

3 This number i3 fixed by hardware in the device interface assocla-
%F ted with the DMA. In general, the low order byte contains the

i value set in the device number switches in the device interface.
i The device type register 1s readable; writing to it will have no
effect.

5. RECEIVE/TRANSMIT BEGIN ADDRESS - These registers contain the
high order 16 bits of the 20-bit system address specifying the
£ first location of the buffer to be read or written. Bits 1-3
i of the 20-bit starting address are contained in the recelve or
i transmit status register (see pelow). Bit O of the 20-bit system
address 1is always #. The beginning address registers may be

-
<«r
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either read or written. i1f read, the result r:turned is simply
soro. Normally when writing into this location, no data trans-
misston will be in progress in the direction corresponding to

the repister weitten (receive or transmit). The device will
stuply be initiallzed to transfer 2 puffer; actual data transfer
does not. commence until the buffer end register is written.

It a transfer s In progress when the location 1s written, the
transfer 1s aborted, the error bit (in the end address regilster

- see btelow) is set, the PID is written, and the corresponding
nalf (receive or transmit) of the device 1is initialized for trans-

mission of a new pbuffer.

RECEIVE/TRANSMIT END ADDRESS - These reglsters may be read or
written. Normally, bits 0-12 of these registers will be written
with the low order 13 bits of the address of the end of the
puffer. @it O is actuélly ignored and assumed to be Zero.)
Writing to this address initiates the data transfer. After the
data transfer has ended, these registers can be read to determine
information concerning the way that the transfer completed.

pit A5, 1T S&%, indicates that no error has peen detected and
that this was the last puffer of the transfer. (Bit 1% will be
set when the last buffer is transmitted correctiy.) Bit O serves
as an error bit and will be set if: (1) the device was reini-
tialized during the previous transmission (see above), (2) a QUIT
occurred during transmission of the previous buffer, (3) the
device is currently active (see RECEIVE/TRANSMIT STATUS below) or
(4) the device itself is reporting an error. Bits 1-12 of the
end address register indicate the address, modulo 212, of the
last work actually transferred. The top 7 bite of the DMA pointer
into the buffer come from the begin address (see above) and never
change. Therefore, the puffer will "wrap around" on 8K byte

boundaries in memory.

40
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RECEIVE/TRANSMIT STATUS - The recelve and transmit status regis-
ters may also be both read and written. Writing the RESET bit |
causes the particular half of the interface (receive or transmit) E
to reset itself. If that portion of the interface is active when

the reset is initia%ted, the operation in progress will be aborted,

the error bit in the end address register will be set, and the
receive or transmit level for the device will be written to the
PID. Before initiating a DMA data transfer, bits 1-3 of the

puffer beginning location must be written into bits uU-2 ov the

: corresponding status register. Reading one of the status registers
allows a processor to determine the PID level associated with

that direction of data transfer and to interrogate the QUIT flag.
The PID will be written and the QUIT . lag will be set if a QUIT
occurred during the previous data transfer performed by the DMA.

This could indicate a parity error, non-existent address, etc.
| In this case, when the end pointer is read, the error bit will be
set.

The interpretation of the device dependent status bits varies
from device to device but in general these bits provide for
direct two-way communication between a processor and a device

interface.

One of the device dependent bits will be the ACTIVE bit which,
if set, indieates that a transfer to or from the device is in

1 progress. More precisely, a DMA device is active from the time

that its end pointer is written (which starts the device) until
the time that it writes 1its level to the PID (indicating LG s

done).

DEVICE DEPENDENT - This register can be optionally used by the
device interface for any appropriate function. The assignme.t
of dsta bits is arbitrary.

a»
ow»r
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To cause a transfer to be performed by a BBN DMA device, the
program will typically perform the following steps:
1. Write the STATUS REGISTER - This sets up the low-order 3 bits
of the buffer start word address and selects any desired options
(@ofos LoDped modem). This will normally be done only once for a
sequence of DMA transfers.
5. Write the BEGIN ADDRESS REGISTER - Thls sets up the 16 high
order bits of the buffer start address.
3. Write the END ADDRESS REGISTER - This sets the end address of
the buffer and initiates the DMA transfer.
When the PID level, indicating device completion, 1is picked up by
a processor, it will:
., Read the END ADDRESS REGISTER and check bit 15 (completion).
If it is not set, the transfer has completed (i.e., no error
occurred and this is the last buffer of the transfer). Bits 1-12
are used to give the length of the buffer.
5, If thlis bit is not set, bit ¢ (error) is checked. If bit 4 -
is zero, then no error occurred but this buffer is not the last
of the transfer. As above, bits 1-12 are used to determine the
l1éngth of th€ buffers
6. If bit # is one, then an error has occurred. These are dif-
ferentiated by examining the SMATUS REGLSTER, If Bit 13 (active)
is set, the device is still active and the PID value was spurious.
If bit 8 (QUIT) is set, a QUIT occurred during the transfer.
Device dependent status bits may further define the error.

In addition to the registers mentioned above, each BBN block
transfer type of device has a number of manually settable switches.
These switches, located on the device interface, are as follows 8
(number of switches provided for each purpose shown 1in paren-
theses):

(1) Device Address Switch (10) - These switch settings define

N

Ny
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the address of the device register block in I/O space (see
T Figure 5). The ten switches specify bits 4-13 of the address of
the first register of the block. (Bits 14-19 of this address

_f are all ones and bits 0-3 are all zeros.)

.‘ () Receive/Transmit PID levels (7) - These seven switches
: define the number written to the PID uapon completion of a data
transfer. For duplex devices there are two sets of switches.
For simplex devices only a single set is provided (&:f. CBT -

see sectlion 10.5). g

4 (i11) PID Address (2) - Selectis which of the 4 PIDs will be
written to by the de'ice. The selected PID must be on the same
Infibus as the device itself.

(%) Device Number (8) - In general, a set of 8 switches readable
.l. as the low-order byte of the first word in the device register
block (see Figure 7). The CBT device, however, has only one such

switch.
6.3 BBN Non-DMA I/0 Devices

Typically, non-DMA devices will only have a small amount of
- internal hardware buffering, therefore, they need to be serviced by
‘{ a processor no slower than every few byte times. The mechanism by
} which s.ich a device is serviced can take one or two forms in Pluribus
n systems. One approach is to 17t the device be passive and put the
ji responsibility for servicing the device completely on the processors.
For input, the processors would have to poll the devices faster than
2 the input rate so that no data is lost. For output, the processors
i would have o deliver data to the devices at a rate sufficient to |
| guaiantee that no undesirable gaps within the data occur. Although
f such an approach permits a relatively simple hardware interface im- 1
plementation, it may require an undesirable amount of processor

PEN

overhead.
«r
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10-BIT DEVICE ADDRESS SWITCH

DEVICE TYPE

il

RECEIVE
BEGIN ADDRESS

RECEIVE
END ADDRESS

RECEIVE
STATUS

TRANSMIT
BEGIN ADDRESS

TRANSMIT
END ADDRESS

WRITE

TRANSMIT
STATUS

READ

DEVICE
DEPENDENT

WRITE

READ

15

8 7 [

DEVICE INTERFACE

8-BIT DEVICE NUMBER

SWITCH ON
TYPE DEVICE INTERFACE™
18 0
HIGH ORDER 16 BITS OF
FIRST BUFFER LOCATION
LAST BUFFER OF TRANSFER
(TRANSMIT ONLY) i

LOW ORDER 13 BITS 0
OF BUFFER END ADDRESS™

BITS 1-12 OF LAST
WORD TRANSFERRED ADDRESS Q

L]
ERROR

'NO ERROR & LAST BUFFER OF

TRANSFER (RECEIVE ONLY )

15 98 7 3 2 0
R T LOW
E/// ORDER
START
DEVICE E
. -DEPENDENT--{—L ot
sTatus  |$
: PID LEVEL |@
:

*BIT © ON TRANSMIT END HAS A SPECIAL INTERPRETATION
FOR THE CBT DEVICE (SEE SECTION 10.5)

! ** ONLY ONE SWITCH EXISTS FOR CBT DEVICE (SEE SECTION 10.5)

Figure 7

DMA Register
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An alternate approach is to make the device actlive with respect
to notifying the processors when it requires service. In a Pluribus
system this implies that the device will write its level to the PID
when its internal buffers are ready. Checking whether tne device
needs service will, therefore, be done automaticall, as part of
the main PID reading loop of the program. Such an approach; of
course, requires more hardware in the device interface than does

implementation of the first approach mentioned above.

The only BBN non-DMA I/0 device which currently exists 1s
the synchronous line interface (SLI) whiech is deseribed 1in de€tail
ih section 10.7. This device 1is passive and consequently requires
polling by the processors. Both DMA and non-DMA I/0 devices which
are addressed through system address space will have 16 byte device
register blocks acsoclaived with them. In contrast to the DMA
device register blocks which have a common format for all DMA
devices, the structure of the non-DMA device register blocks will

be device dependent.
6.4 Lockheed SUE I/0 Devices

As indicated above, standard SUE 1I/0 devices differ from
those developed specifically for the Pluribus system in that (1)
they interpret 16-bit addresses rather than 20-bit addresses and
(2) if they are set up to actively notify the processor when they
require service, they do so via a hardware priority interrupt
mechanlsm rather than via the PID. Since it will often be deslirable
to incorporate such devices in a Pluribus system, some procedures
for interfacing and programming them need to be developed. There
are two distinct approaches that may be taken. First, sufficient
modifications could be made so that the device will work on the
system I/0 busses. This approach has the advantage that the /0
device will be accessible to any processor in the system. It has
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the disadvantage that hardware modifications probably need to be
made to the device hardware. The other approach 1s simply fto have
the LEC device reside on one of the processor Infibusses, the place
for which it was designed. This approach has the disadvantage of
essentially isolating the device from the processors in the system
on other processor busses but has the advantage of requiring no

hardware modifications.

If the rirst dpproadh ls Daken, that 18, The devied® 1IE put oh
an I/0 bus, the hardware modifications required depend on whether
the device will be active or passive. In either case 1t will be
essential to modify the device interface to recognize 20-bit ad-
dresses. If it is to be a DMA-type device it would also be required
to generate 20-bit addresses. In the ARPA Network application, for
example, a system contrcl teletype has been interfaced in this manner
and is handled by the processors as a passive device. Programming
of LEC devices on the I/0 busses will be similar to the BBN I/0
devices discussed above. The details, of course, depend on how the
device interfaces aré modified.

The only logical difficulty with putting LEC I/0 devices on
the I/0 busses arises in the case of high speed DMA devices which
require fast servicing for proper operation. To guarantee that
such devices will be serviced within a specified time is 1likely to

impose unacceptable constraints on the size of the strips into

which tasks are partitioned. In such cases, e.g., handling a disk,

it will probably be essential to take the second approach mentioned

above and interface the device on one of the processor busses.

Programming LEC I/0 devices on a Pluribus processor bus is
essentially identical to programming them in a standard multipro-
cessor SUE configuration. The only difference arises with DMA
devices which are dealing with buffers in Pluribus common memory.
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Since the devices only produce 16-bit addresses, some mapping

mechanism similar to the processor address mapping is required
here. Thls can be accomplished by simply dedicating one of the
first three map registers asscciated with processor 0 to the I/0
device for the duration of the time the device is being used.

The I/0 device addresses which have no key bits set appear to

the bus couplers as requests from processor 0 and are mapped

accordingly. I/0 interrupts, when they occur, are always routed

to processor 0. Even though it is undesirable from an overall

i system reliability standpoint, this dependence on a specific
'E processor Is unavoidable.

|

|

|

More detail in programming specific LEC peripherals can be
l found 1n the LEC SUE Computer Handbook [2].
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:

il SYSTEM RELIABILITY MECHANISMS

The hardware architecture of Pluribus systems which provices
a foundation for the development of reliable computer systems has
i, already been presented. This section describes both some additional
! hardware mechanisms which have been included to improve system
reliability and a general description of some software mechanisms
which when operating oi. the Plurlbus hardware can create a rellable

computing environment in which to execute application programs.

K The interpretation of reliability is strongly related to the

type of applications for which a computer system is intended. At
one extreme are computations which do not have strict real-time
constraints, for example, large numerical computations. Fdr these
applications, reliability may mean simply checkpointing, that is,
dumping intermediate states of the computation on a mass storage
device so that the computation can be continued without much wasted
effort sheuld a system cutage oceur. At the other extreme are
real-time control applications in which no outages are allowed and
every request must be serviced within a short fixed time period.
Such applications may require simultaneously running the system on
several identical hardware configurations with decisions based on

a majerity vote. Although the Pluribus system can be appilied te

b )

: applications in both of these two classes, the applications for
} which it was specifically designed fall somewhere between these two.
The Pluribus system will be most appropriate in situations where it )
{ = is important to maximize MTBF and minimize MTTR but where occasional

‘ outages and minor delays in servicing requests can be tolerated.

" A reliable Pluribus system will generally be configured with
[ at least one redundant copy of each hardware resource essential
for running the overall system. It will be the goal of the relia-
bility software to maintain a "working set" of resources and, if

o
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|
|

possible, backup spares for each of them. In general, the relia-
pility software will attempt to recover from failures otf single

hardware resources.
7.1 Hardware Reliability Mechanisms A

The following mechanisms can be used both By £hé Plurlbus

|
!
|
t
1 ; reliability software described later 1n this section and applications
i' programs which choose to use them directly.

d 7.1.1 Power failure/Restart Interrupts:

|

(1) Processor Infibusses - The Infibus provides power for
i each of the devices it contains. If the power supply

is about to fail on a processor Infibus, processor J4

on that bus receives a level U4 interrupt with device
code 2. Processor @ then has approximately 2.5 milli-
seconds to signal the other processors and save any
important data on a non-failing Infibus or in non-
destructive memory. When a processor Infibus is with-
out power, the Control Register of any bus couplér con=
nectirg this Infibus to another is $t111 med il iable;

When power 1s restored to the Iafabus, 2 reset of the
In ibus is executed by the BCU and each device on the

| bus will reinitialize itrelf. Each processor will
enter an idle state with all reglsters zeroed. Proces-
sor # will then execute a level 4 interrupt with

device code 4 (power restart).

&P Memory and I/0 Infibusses - When power 1is about to
fail on a common Infibus, processor @ of each Infibus
e connected to the common Infibus executes a level 1

interrupt with device code 1. The processor must then 4

an
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read the control register of each bus coupler on 1its
Infibus to determine which one caused the interrupt.
If the Control Register is f*, then the attached
Infibus 1s losing power.

When the processor determines which commori Infibus
is losing power, it has 2.5 milliseconds to signal £
other processors, save important data stored on the
failing Infibus, and mark that Infibus unusable by
the program. While the Infibus is without power the
bus coupler map registers are still modifiable.

It will be necessary for the processors to periodi-
cally check the dead Infibus to see if power has been
restored. When this 1s the case, the Control Register
will read (hexadecimal) 2190%.

Hardware Timeouts:

A philosophy prevalent in the Pluribus hardware and
software is that the system should perform sufficient
introspection to recognize illegal and deadlocked states.
If such states are detected, actions sutfficient to move
the system intc some legal state should be 1nitlated.

The Infibus and device timeouts discussed below are two
implementations of this general philosophy.

be modified by the contents of any overlapping memory
(see section 9.2).
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Infibus Timeout - The Bus Control Unit¢ monitors the
freguency of activity on the Infibus. If there are mo
accesses for one second, the BCU will execute an Infibus
RESET and each device on the Infibus will reinitialize
itself. Processors on the bus will enter an idle state
with thelir registers set to zero. Processor g will cub-

sequently receive a level 4 interrupt with device code 4
power restart.

Device Timeout and Multiple Interfaces - In many applica-

tions of the Pluribus it will be important to have redun-
dant (multiple) interfaces to one or more of the I/O
devices 1n order to improve system reliability. 1In the
ARPA Network application, for example, multiple inter-
faces to modems and Host computers are planned. Since
such multiple interfaces will share a single I/0 device,
it will be necessary to electrically disable the devire-
interface transmit path on all interfaces but the one

currently in use at any given time.

Rather than have the enabling/disabling of these
paths controlled by the pirocessors, the interfaces
themselves are provided with sufficient logic so that
the decision can be made locally. Each device interface
which permit other interfaces like itself to be connected
to a shared 1/0 device is equipped with a hardware timer.
This timer is reset whenever a specific (device dependent)
word in the corresponding device register block is accessea.
If the word 1s not accessed for a fixed time period, the
timer runs to zero and the associated device - interface
path is disabled. The path wlill be enabled whenever the

specific word 1n the device register block 1s next
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referenced. A processor can, therefore, switeh from

one interface to a spare by simply stopping references to
one interface and starting references to another. If for
some reason an interface cannot be referenced, it will
soon return to its stable, legal, disabled state. All
DMA devices currently implement this facility and have
one second timeouts. If a transfer is in progress when
+he interface timer reaches zero, the interface will

sho~t the transfer, write its level to the PID, and set

the error bit in tie associated device register block;

The specific words in the device register blocks which
must be referenced in order to reset the timers are given
in section 10, where the different I/0 devices are dis-

cussed.
7.1.3 Remote Reference/Control of Devices on a Processor Bus:

7.1:8.1 Backwards Bus Coupling - Using the type of interbus

communication described so far, 1t is not possible for

a processor on one bus to interact with a processor on
another bus except by voluntary communication on the
part of both processors through a mutually agreed upon
portion of shared memory. A processor cannot directly
halt, restart, or modify the registers or local memory
of a processor on a different processor bus. To over-
come this shortcoming, the Pluribus has an additional
mechanism known as backwards bus coupling (BBC). Back-
wards bus coupling permits requests to be transmitted
to a processor bus via a bus coupler as well as from a
processor bus, the normal direction. This is 1llus-
trated in Figure 8a where a processor on bug & is SFYIHS
to reference some address local to bus B via I/0 In-
fibus C.
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(b)

rigure 8 Backwards Bus Coupling
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Backwards bus coupling from one processor bus to
§ another is only possible over a shared I/0 Infibus. In
addition, only one bus coupler on an I/O bus can be enabled
for backwards bus coupling at a time. Attempting to \
j enable more than one BBC path on a single bus will produce
' unpredictable results. A lock will typically be as-
soclated with thls shared YBBC path" resource.

t

|

i

|

1i

. For backwards bus coupling to proceed, the BBC enable

; bit in the Control Register of the bus coupler connecting

| the shared I/0 bus to the target processor bus must be

‘ set to one. (See Figure 5) This can be accomplished by

| writing the hexadecimal constant DE7D to the control

' register if forward coupling is to be disabled or DE7F if
forward coupling is to be enabled. The first 13 bits of

these constants are a code word required to prevent indis-

= em
"W“‘—lﬂ-—l—r‘-‘-n s
_ ’ . i T—

criminate modifications of the register by malfunctioning
devices. After the BBC enable bit is set, the BBC Map s
Register (see Figure 5) may be set to point to the desired

area of address space on the target processor bus (at-

tempting to write the BBC map prior to enabling BBC will

result in a QUIT). With BBC enabled and the mép register

set, reference to locations on the target processor bus

may proceed by making reference to corresponding bytes

; within the BBC window (see Figure 5). After BBC accessing
! is complete, the coupler control register should be re-
i+ turned to its previous state by resetting the BBC enable 4 :
‘; [ohlin i
: Figure 8b illustrates the details of the BBC map- 2

1 ping in {he context of the situation shown in Figure 8a.

To reference locations within the address space of the
processor with key bits XY on bus B, processor A loads
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bits 2 and 3 of the bus C BBC map register with XY and
bits 3-~15 of this map register with the high order 13
address bits of an area on processor bus B. OSubsequent
references to bytes or words within the bus C BBC window
are translated into 18-bit references on the target

processor bus A at the address formed as follows:

(low order 3-bits of

XY Bits 3-15 of Map Register address of byte
referenced in BBC
Window)

The BBC Map Register essentially serves as a base register
which allows up to 8 bytes starting at the BBC map ad-

dress to be referenced. Of course, the BBC Map Register
will need to be updated quite a bit if any significant

number of BBC references are required.

One further complication is the fact that simul-
taneous forward and backward bus coupling requests conflict.
The result of such conflicts will be short term deadlock:
while the Infibusses at both ends of the bus coupler
time out their respective requests prior to sending QUITs
to the requesting devices. In Figure €a, for example, if
yrocessor PO on bus A were attempting to access memory MO
on bus B at the same time that processor P1 on bus B
were attempting to access device D on I/0 bus C, a
deadlock would occur with respect to coupler BC. Busses
B and C would, therefore, timeout the requests made to
~ BC prior to sending QUITs to processor Pl on bus B and

bus coupler AC on bus C respectively. Since the time
until a QUIT is returned is typically longer on a proces-

sor bhus than on an I/0 bus, however, the bus coupler AC

2 N

'y
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will generally receive the QUIT first and terminate the

BBC request passing on the QUIT to the requestirg proces-
sor, PO on bus A. The forward bus coupling will then

continue until completion. The point of thie digcusélion

is that the application program using the BBC mechanism
should be aware that QUITs may result, be prepared to
test for them (see section 5.5.1), and repeat the BBC

request 1f necessary.

The following list summarizes the previous discussion with a

typical sequence of steps <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>