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SECTION I

INTRODUCTION

The automated near real—time handling of data from tactical

• sensors requires concurrent processing of data of various classifica-
tion levels. In order to demonstrate the Security Kernel technology
which can meet this need, a secure, multilevel, data base sys tem has
been developed under Project 7070, Secure Multilevel Data Base.

The focus of this project has been on the construction of a

L security kernel—based software system that will allow useful access
to a multilevel data base. The system is capable of storing infor—
mation from many sources of diverse classif ication and of allowing
users at all clearance levels access to appropriate portions of
that information. The users may operate concurrently on shared
por tions of the data base, so the system must provide sufficient

• support for shared access from different security levels, without
• compromising strict enforcement of security constraints.

• One task of the project was the development of a scenario which
requires the proposed multilevel data base system. This volume
describes three scenarios for demonstration of the system; the first
uses a text editing capability to show how a multilevel data base
can allow data storage, manipulation and retrieval in a non—
homogeneously—cleared user environment, while protecting all infor—
mation from unauthorized access; the second is an Air Surveillance
scenario which requires the addition of precisely controlled ,
selective downgrad ing of compar tmented data, based on the informed
judgment of a downgrading officer; and the third scenario, which
presents a tactical air defense situation in Europe , also requires the
downgrading and data base capabilities of the Air Surveillance
system .

i
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SECTION II

DEMONSTRATION OBJECTIVES

The overall objectives of the demonstration scenarios and testsj are to demonstrate:

(a) that the kernel—controlled PDP—ll/45 can effectively
support a multiple security level data base system;

(b) that the system will protect classified information
from security compromise;

(c) that the system can operate in an environment in which
users with diverse clearance levels are performing
concurrent operations on a data base with multiple
levels of classified information; and

(d) that the system can support ~~cure downgrading
facility suitable for a multi—source data correlation
capability.

To meet these objectives we have developed two kinds of
demonstration scenarios which are described in subsequent sections.
These are :

(a) a Text Editing scenario to demonstrate that the kernel—
controlled system can provide a capability for building
and modifying a structured, multilevel data base which
can serve a variety of users with differing clearances
and needs— to—know, while constraining each user to
access or modify only that data for which he is
specifically authorized and cleared ; and

(b) an Air Surveillance scenario that demonstrates, in
addition, how the kernel—controlled system can be
applied to correlate track data of differing class—
ifications and can provide a facility for selective,
controlled downgrading of classif ied information by
the specif ic decision of an authorized downgrading
officer.

• -

l
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SECTION III
S

TEXT EDITING DEMONSTRATION

The scenario for this demonstration illustrates a user’s ability
to access different levels of protected files through a text editor

• and utility exerciser. The text editor operates in the manner of most

• general system editors, its main purpose being to retrieve specified
blocks of data and to perform simple manipulations on the data. The
utility exerciser is used in the scenario as the means to change the
discretionary file access rights of the particular user. In the
demonstration, it is assumed that the user has acquired the “need—
to—know” the contents of a specif ied f ile, and an operator gives
him the corresponding access rights.

The secure file management system operates on the DEC PDP—ll/45
minicomputer. The following peripherals are used in the demon-
stration:

(1) two Delta Data 5200 Video Display terminals, each with
a dual—deck tape cassette drive,

(2) an LA3O DECwriter teleprinter, and

(3) a Centronics line printer.

The system assigns the two Delta Data displays to processes at
• security levels specified at user logon time. The attached tape

cassette drive may be used to insert data into files through the
• editor. The DECwriter is assigned to the executive process, for use

in allocation of the (variable security level) line printer. An
operator uses the DECwriter to insure that the correct security

•
• level has been assigned to the line printer when a request to

output information is made by an editor process. Figure 1 is a
schematic layout of the system.

• APPLICATION SYSTEM CAPABILITIES

Both the editor and the utility exerciser have commands which
coemunicate with the Security Kernel of the file management system.
The commands of the editor , as with many text editors, are concerned
with creating or retrieving data files and with inserting, changing,
or deleting data in the file. The security kernel insures that a
user ’s files are protected against compromise.

7 
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The uti l i ty exerciser is used by a terminal onc~r~ tnr t’~ change

the assigned access rights to specific files. Its main purpose is
to give and rescind access rights , in order to exercise security
kernel discretionary access capabilities.

The line printer program can be called from the editor, subject
to the requirements of security protection. A user must be logged

4 on to the system at the level of the highest classification of
information that he wants printed ; otherwise, no information is
printed and an error message occurs. The system—high, trusted
executive process, in conjunction with the kernel, handles the
checking and starts the line printer process at the user’s security
level. The line printer process runs a modification of the editor
program which analyzes the editor commands that fetch and print
data files. These conunands are stored by the user in a predefined
block.

Another editor capability is the use of the tape cassette drive,
attached to the Delta Data terminal, with the Insert command of the
editor. Long data files, such as the one analyzed by the printer

-• process, may be stored on a cassette tape and later inserted by the
editor into the current block referenced by the user. The tape
cassette may also be used to store sequences of editor commands.

. ILLUSTRATIVE SCENARIO

The data on which the demonstration scenario operates are
initially read into the system through use of the tape cassette. The
tape contains the necessary system, editor, and utility commands to
generate the environment. Through use of the Delta Data Control keys,
blocks of information are read from the tape to the Delta Data

• memory, and each command or data line is then transmitted as a message
to the system.

0 The blocks of data stored by the system, which may contain up
• to 15K bytes of information, are classified as either secret ,

• confidential, or unclassified. These levels of classification were
• arbitrarily chosen for the demonstration; all information used

• 

• 
. therein is actually unclassified. Blocks are identified by a

sequence of subscript numbers, which signify a block’s position in

- 
• the file tree relative to the root. A descriptive name for an

• immediately subordinate block may be associated with any subscript
number , and this name may then be used in the identifying sequence
instead of that subscript number. The descriptive name is arbitrarily
chosen for user reference , to identify the information in the sub-

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~~ the block structure.



TT’~~~~~~:~~~~~~~~~~~T~~ ~~~~~~ ~~

‘-i w i — i  ~~~~~~~~~~

I’- I
0 0t~L_J -

I •rI
I • I-1
I

• I
_ _  _ _  

I a~I C)

/ / /~]i1Jf:. J

I —I ,-~ .-.1 ’~~ \
1 SI _ I ~I,.,o \

~~~~~~~~~

w

f!.i • 1

10



~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

In the scenario, two users operate on the system; they are
referred to as User #8 and User #9. The file creation procedure

• • gives User #9 write—read access to all of the blocks in User #8’s
structure except for the block nearest the root (block 8).

A brief explanation of the scenario session is given here.
For further information, a detailed listing of the scenario with
the system responses is contained in Appendix I. For the demon—

• • 
stration , an unclassified section of an early version of the SATIN IV
System Specification was chosen as a text , and classifications were
assigned to its various subsections . That particular text was chosen
simply to provide a plausible illustration of the editor’s application
and does not imply any specific commitment on the part of SATIN TV.

• 4 In this demonstration , any user is allowed to logon at any
console at whatever classification and category level he chooses.
He is subject to the access rules f or his chosen security level
but is free to change his security level by logging off and back on
the system. A system operating on genuine multilevel data would
place bounds on the allowable process (and user) security levels,
according to user identification or terminal location or both.
These bounds would be under the control of a logon—user authentication

• program which is not incorporated into the system described here.

User #8 begins by logging on to the system under Project #2,
at the unclassified level (U), with a category indicator of 0
(no categories).  He f i r s t  enters the editor.  Two unclassified

• blocks are retrieved and listed on the disp lay screen . User #8
then attempts to retrieve a confidential block of data , but the
system responds that his access rights only extend through the
unclassified blocks. File protection has been preserved. User #8

• may advance only through the chain of unclassified blocks.

A new unclassified block is then added to the file structure.
The t i t le  of the specif icat ion is inserted into this block. Another
unclassified block is fetched from the block structure by User #8.
Info rmation is located and printed from the block . This confirms
that read access does and should exist for the user. Character
strings are referenced in the block and replaced by new data , thus
illustrating the user ’s ability to write into the file.

User #8 now prepares to use the line printer. He logs off , and
then on again at secret (S) classification , since the highest level
of information to be printed is at the secret level. He enters the
editor and fetches the block which is used to contain the printer
commands. The Insert from Casette command is issued , which reads

11
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the tape and stores the information into the current block . The
user is now ready to request printing . Once the LP command is
entered , a line printer process must be started at the user ’s current
security level. The trusted executive process is the only process
allowed (by the security kernel) to start a new process; it conducts
a brief dialogue with the operator, via the DECwriter, to establish
his cognizance of the printer’s security level. Since the certified

• correct, trusted, executive process has exclusive control of the
DECwriter, that device can supply an unforgeable record of the line
printer process security level. The normal security kernel en—

- 

- forcement mechanism will insure that no information of higher
• security level is accessible to the line printer process; printout

security markings applied or verified by the operator to be equal
to the printer process security level are therefore guaranteed to

4 be greater than or equal to the security level of the information
• printed. The questioning and response of the operator on the DEC—

• writer and the eventual printout for the user are listed in Appendix
II. The printout is prefaced and ended with an identifying page

• stating the user’s process number. However, that process number
• cannot be guaranteed correct, because it could be “spooked” , or
• imitated , by a user level line print program. The checking of the

operator ’s response at the DECwriter, on the other hand , is guaranteed
to have been handled by the executive process, which is trustworthy.

User #8 then logs off, restarts at the unclassified level, and
enters the utility program.

To illustrate a multi—user environment, User #9, at another
terminal, has logged onto the file management system under project
#2 , at the unclassified level, with a category of 0. His purpose is
to retrieve any of the files of User #8. Because User #9 does not
have either write or read access to the first block in User #8’s
file structure, he is unable to achieve his goal. From the utility
program, User #8 now gives User #9 write—read access to block 8
which, in turn, allows access to the rest of User #8’ s f iles , subject
to the secur ity level controls enforced by the kernel. This brief
interchange simply illustrates the control of discretionary access
between two users . At this point , observers of the demonstration
are typically invited to logon to the system and exercise its text
editing capabil i t ies, in accordance with their own imaginations.
Since access to data in the system is under the ultimate control of
the security kernel , assurance that only proper access will be
allowed is provided by confidence in the correctness of the kernel.

12
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The purpose of the text editing scenario is to show the us—
• ability of a security kernel based system. Both terminals can edit

a single copy of a file simultaneously, without any user awareness
of the need to avoid interference, or of any time delays in the
system’s operation. Of course, no demonstration is adequate to
assure the correctness of security controls; it simply provides
an example of their effect on system operation under a specific
set of circumstances.

13
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SECTION IV

AIR SURVEILLANCE DEMONSTRATION

In this section we give a brief description of the air sur—• veillance demonstration’s physical arrangement; of the hardware
•

~
j 

and software capabilities and the displays and controls used to
provide the man—machine interfaces; and finally, of the air sur-
veillance demonstration scenarios.

PHYSICAL DESCRIPTION

All information in the Air Surveillance demonstration system is
actually unclassified ; f or the purposes of demonstration, certain
data is treated as though it were classified , intelligence informa-
tion . The demonstration area is divided into two distinct parts
which represent respectively, “intelligence” and “operations” areas .
The simulated intelligence area includes a processor room , which
houses the DEC PDP—ll/45 minicomputer , supporting a security kernel—

• based file system of two d i f ferent  simulated security levels. An
• “intelligence” display and control room is also included in this

area; there, an “intelligence” officer monitors an “intelligence”
keyboard display and a downgrading display. The operations room
contains an operations keyboard display operated by an Air Traffic

• - Controller. Figure 3 illustrates the schematic layout of the
demonstration system.

The processing of infnrmation involves two data bases in the
• file system: a compartmented data base and a collateral data base.

The security kernel validates and controls access to these data
bases, whether from internal operational processes or from the dis—
plays. The compartmented data base contains track information for
use by the intelligence display and the downgrading display. The
collateral data base can be read from all three displays: intell—

• igence, downgrading, and operations.

The specific hardware used in the demonstration is the following:

(1) a DEC PDP-ll/45 mimicomputer with memory management
• unit;

(2) an AN/FYQ—45 (BR—90) multi—function display console,
which acts as the Air Situation Monitoring Console
(intelligence display);

14
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(3) an ASR—33 teletype , which fills the role of the
• downgrading disp lay ; and

• (4) a Delta Data 5200 Video Display terminal , which is
used as the operations disp lay . A second Delta Data
terminal is located in the intelligence room , to be
used for further demonstration of the kernel access
protection , or as a substitute for the BR—90.

APPLICATION SYSTEM CAPABILITIES

The applications software for the security kernel—controlled
PDP—ll/45 used in the Air Surveillance demonstration runs at two
levels of security , compartmented and collateral. It supports a
separate file of aircraft tracks for each of the two classification
levels. These tracks are established , updated or terminated in
the system in accordance with simulated message inputs. Each of
the two track message files is filled, using the editor process,
prior to the start of the demonstration, from a tape cassette which
contains all the simulated track messages of that classification
for the duration of the scenario. The track messages for this
scenario are listed in Appendix III. Each track message input
contains a scenario “time of receipt” field. The application

• software uses this field to retrieve the messages from the files
at a time defined by the clock process.

The applications software supports the display of track
information, for both the intelligence and operations display.
This support falls into three separate cateogories: compartmented
graphics , compartmented alphanumerics , and collateral alphanumerics.
The BR—90 intelligence display receives data for display, identif ied
by classification, from each of the two track data files. The
collateral operations display receives data only from the collateral
track data file and from the downgraded track data file. The
alphanumeric intelligence display can be used in place of the
BR—90. A detailed description of an operator’s available actions
at the display is found in Volume IV of this MTR.

ILLUSTRATIVE SCENARIO

Two scenario situations, representing air traffic control and
tactical air defense, were developed to illustrate the multilevel air
surveillance/monitoring concept. Both scenarios feature two levels
of user simulation informat ion sensitivity , two corresponding levels
of user access authorization , and a requirement for controlled ,
selective downgrading of cotnpartmented data by a cleared person in

16
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order to provide a collateral—level Operations Controller with enough
information to warn him of potentially hazardous or threatening tracks.

The air surveillance scenarios are identified by the location of
their converage areas: the Southwest scenario, which involves the
southwestern United States, and the European scenario, which concerns

• the border separating the Federal Republic of Germany from East
Germany. The Southwest scenario has an Air Traffic Controller

‘4 monitoring civilian and military aircraft around a restricted use
air space; the European scenario illustrates the monitoring of air—

• craft performing tactical maneuvers along the East/West border. The
-• I following subsections give detailed descriptions of each scenario

regarding the situation, setting, action overview, and user/sy~tem
interaction.

Southwest Scenario

Situation and Setting

• The scenario setting is in the southwestern United States. An

• Air Surveillance and Control System (ASCS) located in that area has
coverage of the area bounded by 103 and 109 degrees west longitude,
and by 31 and 35 degrees north latitude. This coverage area is shown

• in Figure 4. The paths of the aircraft tracks followed in the scenario
are also included on the map.

• The ASCS receives air track report messages from six sensor
sources. The information about the location , characteristics, and
track reports of four of these sensors is collateral information.
Information about the existence, location, characteristics, and track
reports from the other two sensors is compartmented information. These
latter two sensors are located within a large, irregularly shaped
“Restricted Use Airspace” (RIJA) which occupies an area near the center
of the ASCS coverage. Track reports of air activity within the RUA
are received solely from the two sensitive sources. All tracks which
originate or are contained within the RUA are tentatively assigned a

• high classification . All other tra ’ks are reported by the collateral—
level sensors and are themselves collateral data.

The ASCS is the primary source of data for surveillance and
- 

control of the airspace in its area of coverage. It is the only
• source of track data to the Air Traffic Controllers who are

responsible for maintaining safe flight path separations between
• all the aircraft in the area. The existence of the classified

• RUA in the center of the area causes a conflicting set of data and
security management requirements. The Air Traffic Controller needs

• adequate data on all tracks to support his prevention of potentially
hazardous flight path interference, yet the security regulations

-
- 17
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require that the compartmented tracks and their sources not be
divulged to the Air Traffic Controller, because he and his operating
area are not cleared for this information. These opposing require—

• ments are resolved by the use of a multilevel secure system.

The responsibility for monitoring compartmented and collateral
tracks, and for determining whet a potential for hazardous fl ight
path interference exists between compartmented and collateral
tracks, is placed on the cleared Air Surveillance Monitoring!
Downgrading Officer (ASM/DO). The ASM/DO operates at the Air Sur-
veillance Monitoring and Control Console (the BR—90) and the
adjacent Downgrading Teletype Terminal (ASR—33) . The ASM/DO
monitors the graphic display of the BR-90, using the lightgun and
variable function keys to aid his monitoring . He can select tracks
for special alphanumeric track displays on the BR—90. If, in the
judgment of the ASM/DO , any of the compartmented—level tracks
appear to constitute a potential hazard to flight safety with a
collateral track, he prepares to make a downgrading decision.

When the ASM/DO decides that data on the compartmented track
should be downgraded , he lightguns its track symbol on the graphic
display and depresses the function key labeled “PASS”. These actions
will cause the downgrading of the current track parameters (TRN ,
Position, Heading, Speed, Altitude), which are passed to the ASR—33
teletype Downgrading Console. A hard copy a produced at the ASM—33
as a guaranteed record of the downgraded tracks. The downgraded
track data, shown on the ASR—33 and stored in the downgrading file,

• is then passed to the collateral track file and displayed in the
special attention area of the collateral Air Traffic Controller ’s
display. The classified Track Reference Number and source identity
are not passed for downgrading due to the selected downgrading

• parameters used for the demonstration system. The information to be
downgraded is selected and formatted by uncertified software, but
the hard copy record provides the critical certified audit of
downgraded information.

The downgraded track parameters are a snapshot of the track at
the moment of the downgrading request decision at the BR—90. The
downgraded track is entered as a new track to the collateral track
f ile, and then will be updated by a simple extrapolation of the
specific downgraded data. No further updating of the track using

- compartmented data will occur unless an update decision is made by the
ASM/DO. When an update downgrading is performed by the downgrading
off icer, the update message is printed on the ASR—33 and passed to the
downgraded file. The low—level process enters the message as a one—
time update of the collateral track file; extrapolation of the updated
data at the low level is then continued .

L 19
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Action Overview

The duration of the scenario action is 20 minutes. The number
of active tracks in the system varies from three to eight. Two
potential conflict situations occur between compartmented “test”
aircraft tracks and collateral—level tracks. In one case the
potential track conflict is with a general aviation aircraft. In
the other case it occurs with the track projection of a non—military

-• U.S. Goverrunent aircraft. In both situations, the course and flight
parameters of the compartmented track are downgraded , and the collateral
track alters course to indicate response to the Air Traffic Controller’s
instructions. We demonstrate that the Air Traffic Controller can only
obtain compartmented data which has been downgraded . In a third

• situation, a “company executive” aircraft leaves the RUA without a
potential flight path conflict; multiple trackings occur from both
levels of sensors until the ASH/DO determines that the tracks are the
same aircraft and pairs them together.

4 Scenario Interaction

A more detailed description of certain track interactions is
presented as viewed by the ASH/DO. Referring back to Figure 4 ~iiil
help in following the discussion.

Within the first four minutes of the scenario, four compart—
4 mented tracks (HA12 , HA13 , BQ12 , BQ13) have appeared on the BR—90

display and their courses are extrapolated. Three collateral tracks
(MD 12 , PB23 , AG25) have also entered the area. Four minutes later,

• it becomes apparent the PB25, a general aviation aircraft, may
interfere with the compartmented track, BQ13. At this point, the
ASH/DO downgrades BQ13 by lightgunning the track, pressing the PASS
button, and afterwards, on the teletype, accepting the downgraded
message. At eleven minutes into the scenario, a compartmented
aircraft (BQ14) splits off from track BQ13, since two tracks make up
track BQ13. The ASH/DO then decides to update the information con-
cerning track BQ13 at the low display . He lightguns BQ13 and issues
the UPD for that track.

• Two minutes later a general aviation aircraft (NC54) is re—
corded by a collateral—level sensor and appears on the display . This
track seems to have the same tracking data as HA12, so the ACM/DO
continues to monitor it.

20
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At fifteen minutes into the scenario, the ASH/DO concludes
that HA12 and NC54 are, in fact, the same track being recorded by
both levels of sensors. He performs an ASSOCiate on the two tracks
to clear the display of the multiple tracking. The ASM/DO also
decides that the operations controller no longer needs information
about BQ13 so the downgraded collateral track is deleted by a TERM—
m ate action. A record of this action also appears on the teletype
for verification.

At this point in the demonstration, attention is centered on
the operations display. From the intelligence display a compart—
mented track, HA13, is downgraded and the resulting new collateral
track is observed in the special attention area of the operations
display. The downgraded track also appears in the track file.
Later, this track is TERMinated by the ASM/DO. The operations
controller is notified in the special display area and the track
is deleted from the collateral file.

As the scenario continues, the access protection of the
scenario files is demonstrated by entering the text editor from
either the operations display/keyboard or the intelligence display!
keyboard. Depending on the designated classification of each data

• block, files are successfully retrieved or access is denied.

European Scenario

Situation and Setting

The scenario setting is the area on both sides of the East—
West German border. The Air Surveillance and Control System (ASCS)
in the area has coverage bounded by 8 degrees and 16 degrees east
longitude and by 50 degrees 40 minutes and 54 degrees north latitude.
The West German area is called Blueland ; East Germany and contiguous
regions of the Warsaw pack countries are Redland . The projection
slide for the BR—90 has these areas outlined by separate colors :
green for the geographic limits of Blueland and red for the areas of
Redland outside the coverage of the Blueland operations surveillance
system. A third area, outlined in yellow , designates the coverage in
Redland of the radars , located in Bluelartd , which feed track data to
the Blueland operations surveillance system. The slide includes a

• “never downgrade” contour in Redland , east of which tracks should
never be downgraded. This contour closely parallels the borde r of
Poland. The three f l ight  access corridors from West Germany to
Berlin are also marked on the slide . The slide map with aircraft
tracks is i l lustrated in Figure 5.
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The ASCS receives track reports from sensor sources in the three
areas designated on the slide map . Collateral tracks are reported to
the Blue land operations surveillance sys tem only from radars located
in Blueland. Their coverage area includes all the territory within
Blueland plus that area of Redland covered by the Blueland radars
near the border. The green and yellow areas of the map coincide with
the aforementioned coverage areas. Compartmented track information
is reported by intelligence sources and facilities from the red area
of the map . The location , characteristics , and existence of these
sources are assumed to be special access classified intelligence
information. This intelligence track data may be made available to
Blueland operations only by intelligence downgrading decisions .

The monitoring of both compartmented and collateral tracks is
done by the Air Surveillance Monitoring/Downgrading Officer (ASM/DO).
The ASH/DO also determines when a potential threat situation exists
from tracks in the compartmented data base. When he makes a down-
grading decision , the flight information of the compartmented track
is stored in the downgrading file and then passed to the collateral
track file of the operations controller . The information is displayed
in the special attention area of the operations display. A hard
copy of the downgraded track message is printed on the ASR—33 . The
ASM/DO is not required to acknowledge the downgraded message pr inted
at the teletype. For the demonstration scenario situation, a high
level of alert Is assumed. In this circumstance , the ASM/DO will
always downgrade a track as soon as it crosses the “never downgrade”
line.

Action Overview

The scenario begins with Redland and Blueland patrol aircraft
maintaining air coverage in a “race track” flight pattern along their
respective sides of the East/West border . Threat situations occur
at two different times in the scenario when attack aircraft from
the East threaten to cross the border into Blueland . In both cases,
the ASH/DO conveys the potential threat to the operations console
by downgrading the conipartmented track data.  The collateral Operations
Flight Controller sees the potential threat situation and can alert
the Blueland patrol aircraft to react to it. In both situations, the
Redland threat aircraft cross the border , and the Blueland patrol

• aircraft successfully intercept the penetrators . The scenario action
occupies twenty minutes, and the number of active tracks in the system
varies from four to seven.

Scenario Interaction

A tracing of the aircraft tracks is presented to better illustrate
the movement/engagement of aricraft during the scenario. Referring
back to Figure 5 will help in following the discussion .
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The beginning layout of tracks is on the BR—90 display screen
shows three types of aircraft. A commercial aircraft (K1120) is heading

• southwest at a low altitude after taking off from the Hanover area.
Two flights of Blueland patrol aircraft (BPO1, BPO2) appear near the
bottom of the screen and commence a race track flight pattern closely
paralleling the border with one patrol heading north and the other
heading south. A Redland aircraft (RP O1) is also patrolling the
area between Berlin and the border .

Two minutes into the scenario, the threat aricraft from the East
enter the arena north of Berlin . First , the intelligence track (ROOl),

• consisting of three aircraft from Redland , appears in the “never
downgrade” area. A minute later , another intelligence track (R002)
appears west of the “never downgrade” contour . The intelligence
officer identifies the type of aircraft (military), analyzes the
direction of the aircraft ’s flight, and decides that a potential
threat exists . He then downgrades the track in order to give the

• operations officer early warning about the flight path and size of
the potential threat aircraft track . The downgrade track (ZOOl) now
appears on the screen . For the purpose of improving legibility on
the BR—90 screen, the intelligence operator turns off the symbology
for the downgraded track.

Another Redland patrol (RPO2) appears at the top of the BR—90
screen after the downgrading procedure is completed . A minute later,

• the intelligence officer updates the downgraded flight information
for track R002 . As the Blueland pat rol (BPO 1) is not i f ied  by
Operations of the potential threat situation, the track for BPO1
increases speed to close with track R002’s predicted flight path ,
for potential defensive action .

At seven minutes into the scenario, track RPO1 has crossed t~e
“never downgrade” line. The intelligence officer notes that the
three military aircraft track, ROOl , is heading in the direction of
the border , and he downgrades the track information (downgraded trRck

• 
• number Z002). Soon after this downgrading has occurred , ROOl changes

• its heading ; consequently the downgraded track information for Z002
no longer accurately represents the current position and heading of
ROOl. The downgrading officer updates the downgraded track. Another
Blueland patrol (BPO2) Is diverted from patrolling the border and heads
north toward the potential conflicts.

When the Red aircraft (R002) enters the coverage area of
Blueland radar (yellow area on screen) , i ts  unclassified radar track
(MJO2) enters the collateral data base and appears on both the intel-
ligence and operations displays . The downgraded track (ZOOl), associ—
ated with Red aircraft R002, is terminated , because it appears on both

24
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• disp lays and is no longer needed. The intelligence track (R002) also
disappea rs because the operations o f f i ce r  has the low level track
MJO,2 on his display . Track MJO2 is ident i f ied  and followed as the
threat  airc r a f t .

During this period , the Blu~land patro l (BPO1) is closing the
distance to the potential penetrator MJ O2. The Redlan d patrols are

• cont inuing their surveillance. After  eleven minutes , a B lueland
pat rol force replenishment track (BPO3) appears from the west edge
of the BR—90 screen .

At thirteen minutes into the scenario, track ROOl reaches
Blueland radar coverage and receives a collateral track identifier
(NJO3). The downgraded track (Z002) is terminated and ROOl is also

• deleted from the screen. At this time, the Redland aircraft (MJO2)
crosses the border into Blueland , and the Blueland pat rol air cra f t

• (BPO1) engages the penetrator . A minute later , track MJO2 disappears
f rom the display . The Blueland pat rol replenishmen t t rack (BP O3 )
comprised of “many” air cra f t  splits into two tracks (BPO3, BPO4).

• Each is headed for a different section of the patrol race track.

At six teen minu tes in to t he scenar io , BPO2 engages MJO3 at the
border and threat track MJO3 is neutralized . Both threat situations
have now been eliminated.

Two minutes later , a new in telligen ce t r ack (R0 25 ) appear s in
the “never downgrade” area. This track will be downgraded for the
pur pose of demonst ra ting the type of downgr aded inf ormation that is
passed and displayed to the operations controller . The result will
be that a new collateral track (Z003) appears in the special
attention area of the operations display and also in the track file
of operations. The downgraded track (Z003) can also be updated re—
s u i t i ng  in an up dated message appearing in the special attention
a rea of the oper a t ion s disp lay. The information in the operations
track file is also changed to reflect the update operation.

As with the air traffic control scenario, the access protection
of the scenario f i les can be demonstrated by entering the text editor
f rom either the operations display/key board or the intelligence
display/keyboard .

:~ 
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SECTION V

DEMONSTRATION ACCOMPLISHMENTS

In this section, the degree to which the scenarios described
in the previous sections achieve the intended objectives of the
demonstration will be examined. The examination will cover three

• broad areas: the representativeness of the scenarios in modeling
Air Force needs and applications, particularly with regard to
multi—source correlation; the completeness of the scenarios insofar
as they demonstrate the use of and need for each of the features of
the software system; and the effectiveness of the scenarios in
demonstrating the capability of a multilevel secure data base system
with a controlled downgrading fac i l i ty .

REPRESENTATIVENESS

The two types of scenarios des cribed herein are , wi th a minimum of
abstraction, representative of actual Air Force applications. The
text edi t ing demonstration is an example of a system in which textual
or other data base information is maintained on a computer for access
by a variety of users . In a system of this nature, where the stored
data is a mixt ur e of information of var ious classif ications , the
ability to operate in a multilevel secure manner is advantageous
from a cost and effectiveness point of view. In the absence of a
multilevel secure capabili ty,  the p rincipal alternatives are :
(a) to store all the information at the highest security level,
rendering even unclassified information inaccessible to users without
t he highest clearances , (b) to store the various security levels of
info rmation separately in either space (di f ferent  systems) or time
(co lor—changing) , so that concurr ent access to information of more
than one security level is impossible , or (c) to add to the second
alterna tive the storage o f mult ip le variously—classified copies of
the information actually of lower security levels , making concurrent
access possible but adding the comp lexity and lack of consistency
inherent in storing information independently in a variety of
repositories. Each of these alternatives imposes cost and operational
constra in ts which may not be acceptab le in a given system.

The Air Surveillance scenario is representative of a more
complex system in which t ime—crit ical  operations are inherent in
the system ’s mission . In the environment of the Air Surveillance
demonstration , the time—crit ical  factor is a product of potential
interference between the f l i gh t  paths  of two fr iendly a ircraf t .  In
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• another environment , the time—critical element might be impending
conflict with an unfriendly aircraft , or the possible approach
of an unidentified target. In each of these circumstances, response
time is a fundamental characteristic of the system, imposed by
external requirements rather thai by operational convenience or
cost limitations. The need to maintain information of different
security levels within a single system , and to promptly and

• 4 efficiently move information between levels under rigorous security
• controls, is essential to a system of this nature . The Air

Surveillance scenario provides a natural and comprehensible example
of this kind of system, although the assumptions upon which it is
based are by their nature somewhat arbitrary.

COMPLETENESS

Each of the scenarios described here uses, and depends on,
• the major capabilities of the kernel, supervisor, and application

level software on which they operate. The text editing scenario
• uses a flexible, general—purpose editor program to demonstrate the

• access control and multi—user support capability of a kernel—based
system. Each feature of the editor is exercised during the scenario,
in order to present a realistic and comprehensive illustraticn

• of the system’s operation and use.

The Air Surveillance scenario is based on a much larger and
more specialized set of application software. That software
was designed to support a variety of multilevel secure air tracking
and information downgrading simulations, with particular emphasis
on features appropriate for multi—source correlation of tactical
sensors. Because of time and reasonableness constraints, the
scenario described here does not in fact utilize every key and
every capability of the application software system. It does take
full advantage of the system’s major capabilities, those of storing,
protecting, displaying and transferring multiple security levels
of information in a pseudo—real—time environment . The development

• of alternative scenarios using the same system of application
programs, but tailored to simulate other Air Force application
areas, is not a technically demanding chore ; the principal require-
ment is an understanding of the specific application of interest.

EFFECTIV ENESS

These two types of scenarios are intended to provide an actual
demonstration of the capability of realistic, kernel—based
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application software systems, operating in the environment of
• I multilevel security. User operations in each of these demonstrations

is purely interpretive , via application software; in neither case
is an on—line programming capability provided to the user. That
capability appears to be the one which places the most stringent
demands on the security kernel concept, since the user is allowed
and expected to exercise every facet of the machine. However, the
threat of undetected vulnerabilities in the outer layers of sof t—
ware makes the use of a security kernel essential even in a non—user—
prograimnable system. It is perfectly possible to design and implement
the application software in such a system to incorporate security
controls; it is, however, extremely difficult to provide assurance
that such security controls cannot be circumvented. The software
used in the demonstrations was certainly not designed to incorporate

4 any in ten tional secur ity vulnerabilities, but it would be foolhardy
to asser t that no weaknesses or err ors exist in either the user—
level or system—level programs. Only the security kernel provides
assurance that the demonstration systems provide the control of

• security that their application would require.

The protection provided by a secur’. system is not demonstrable
in the usual sense. Examples of the system’s refusal to allow
accesses which would violate security cannot be taken as meaningful
demonstrations of the system’s actual security capabilities. The
security of the system must be demonstrated in a formal and pre-
cise manner, rather than by exercising a few test cases. The
verification of the PDP— ll/45 security kernel’ s correctness is
being developed under MITRE Project 572B; the kernel does provide
proper protection for the demonstrations described here .

The scenario descriptions presented here are necessarily static
in nature. Specific operation actions are described as followed by
fixed system responses, followed by further specific operator
actions, etc. In operation, both demonstration scenarios retain
a degree of flexibility not conveyed by the static descriptions.
The text editing demonstration starts with a specific text selection,
but the operator is free to perform whatever accesses and alterations
he chooses to exercise the system. Similarly, the Air Surveillance
demonstration is driven by a predetermined sequence of track
messages, but the operator can take a variety of actions, as he
sees fit , within the capabilities of the system.

The demonstration scenarios described here have served their
purpose by showing that the kernel—controlled PDP—ll/45 can:

(1) support a structured data base system;
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(2) protect classified information in the system from
access by persons and processes not cleared or
authorized need—to—know for that information ; and

(3) implement a downg’ ading capability which is properly
responsive to the judgment of a cleared and authorized
downgrading officer , who is in complete control of
the exact information downgraded.
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SE CTION VI

• SUMMARY

This volume has described the two demonstrations which have
been developed to show that the PDP—l l/45 with security kernel
mediation can:

(1) operate efficiently to support a data base system;

(2) properly protect classified information in the system
from security compromise;

(3) effectively perform jobs to concurrently support the
requi rements of users with var ious clearances ; and

• (4) implement a secure downgrading faci l i ty  suitable for
• supporting AF needs in a multi—source data correlation

facility .

The two demonstrations and their associated scenarios are:

(1) the Text Edi t ing scenar io , that d emonst r ates that
• the system provides a capability for building and

modifying a structured, multiple—security—level data
base to serve users with different clearances and
needs—to—know , while constraining each user to access
or modify only that data for which he is specifically
cleared and authorized ;

(2) the Air Surveillance scenario , that provides a
fictional situation of an Air Surveillance and
Control system that must perform data correlation
between compartmented and collateral track fi le data
bases , and that provides a cap ability fo r p recisely
controlled temporary selective downgrading using
cleared human intervention to support the correlation

• between the files for flight safety , while protecting
agains t the possibility of security compromise.

The accomplishments and limitations of the demonstration have
been assessed.
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APPENDIX I

LISTING OF TEXT EDITING SCENARIO WITh SYSTEM RESPONSES’

USER #8

ST A R T 8 2 U O 1 1

START ACCEPTED

MONITOR

~ LOAD EDITOR

EDITOR ENTERED

* F 0 4 2 8

* F SATIN—IV-SPEC SECTION-3.l TEXT

* P 1 O 8O N

3.1 (U) SYSTEM SECURITY

SATIN IV SHALL BE SECURED IN A MANNE R THAT WILL PROHIBIT
UNAUTHORIZED ACCESS TO THE INFORMATION CONTAINED ThEREIN. SATIN IV
SYSTEM SECURITY CONTROLS SHALL INCLUDE SECURITY CONTROLS IN THE
SYSTEM SEGMENTS DESCRIBED UNDER SECTION 3.1.2.

* F -l SUB-1 TEXT

* P 1 O 9O N

3.1.1 (U) TRANSMISSION SYSTEM SEGMENT SECURITY CONTROLS

System responses are underlined . 
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ALL SATIN IV TRANSMISSIONS LINKS SHALL BE SECURED IN A MANNER
THAT WILL PROHIBIT UNAUTHORIZED ACCESS TO THE INFORMATION TRAN S—
MITTED OVER THE LINK. FOR THOSE LINKS THAT CANNOT USE PROTECTED
WIRELINE DISTRIBUTION SYSTEM (PWDS) TECHNIQUES, FULL PERIOD, LIN 1~ENC RYPTION, GFP COMSEC EQUIPMENT SHALL BE EMPLOYED.

* F —2 SUB—5 TEXT

ERROR WITH FETCH OF BLOCK

CURRENT SUBSCRIPT LIST:

0

4

2

8

6

* F 0 4 2 8 SATIN—IV—SPEC

* F TITLE

ARE YOU CREATING A NEW BLOCK:

ENTER Y FOR YE S OR N FOR NO — Y

WHICH CLASSIFICATION DO YO U WANT FOR NEW DIRECTORY

CLASS CODES: UNCLASSIFIED = U, CONFIDENTIAL — C,

SECRE T — S, TOP SECRET — T - ENTER CODE - U
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ENTER CATEGORY CODE - 0

*I l O lO c
— 

10 COMPUTER SECURITY

20 SATIN IV SPECIFICATION

40.

* P 10 30

10 COMPUTER SECURITY

- 20 SATIN IV SPECIFICATION

30

* F —l SECTION—3.l SUB— 6 TEXT

* Pl O  120

10 3.1.6 (U) COMMUNICATIONS PROCESSOR SECURITY

20

30 SATIN IV COMMUNICATIONS PROCESSORS AND IJTES SHALL BE

4 40 DESIGNED AND IMPLEMENTED WITH EFFECTIVE INTERNAL ACCESS

50 CONTROLS WHICH PREVENT MISROUTING OF MESSAGES THAT WOULD

60 LEAD TO A POTENTIAL OR ACTUAL SECUR ITY COMPROMISE. THE

70 INTERNAL ACCESS CONTROLS SHALL PROVIDE USEFUL TOOLS FOR

80 ThE DEVELOPMENT OF SYSTEM INTEGRITY FOR SATIN IV; I . E. , A

90 HIGH PROBABILITY THAT SATIN IV WILL CORRECTLY PERFORM ITS

100 REQUIRED OPERATIONAL CAPABILITY OF PROPERLY ROUTING
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110 MESSAGES IN A PROMPT AND RELIABLE MANNER.

120

±. CP

120

* T

* CP

0

* L /COMPROMISE/

60 LEAD TO A POTENTIAL OR ACTUAL SECURITY COMPROMISE. THE

* T

* R /CONTROL/MEASURE/6

• 50 MEASURES WHICH PREVENT MISROUTING OF MESSAGES THAT WOULD

70 INTERNAL ACCESS MEASURE S SHALL PROVIDE USEFUL TOOLS FOR

NO MATCH

10 120

10 3.1.6 (U) COMMUNICATIONS PROCESSOR SECURITY

20

30 SATIN IV COMMUNICATIONS PROCESSORS AND UTES SHALL BE

40 DESIGN ED AND IMPLEMENTED WITH EFFECTIVE INTERNAL ACCESS

• 
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50 MEASURES WHICH PREVENT MISROUTING OF MESSAGES THAT WOULD

60 LEAD TO A POTENTIAL OR ACTUAL SECURITY COMPROMISE. ThE

70 INTERNAL ACCESS MEASURES SHALL PROVIDE USEFUL TOOLS FOR
4

80 THE DEVELOPMENT OF SYSTEM INTEGRITY FOR SATIN IV; I. E. , A

90 HIGH PROBABILITY THAT SATIN IV WILL CORRECTLY PERFORM ITS

100 REQUIRED OPERATIONAL CAPABILITY OF PROPERLY ROUTING

110 MESSAGES IN A PROMPT AND RELIABLE MANNER.

120

* T

* R /MEASURE/CONTROL/2

50 CONTROLS WHICH PREVENT MISROUTING OF MESSAGES THAT WOULD

70 INTERNAL ACCESS CONTROLS SHALL PROVIDE USEFUL TOOLS FOR• U
EDITOR ENDED

MONITOR

$ HALT

(line feed)

START 8 2 5 0 11

START ACCEPTED

MONITOR

~ LOAD EDITOR

EDITOR ENTERED
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* F 0 1 4

* IC 1

(P~ lta Data screen cleared)

t FR 0 4 2 8 SATIN—IV—SPEC TITLE

t P 10 20 N

~ FR -1 SECTION-3.l TEXT

IP 1O 8O N

I FR — l SUB-2 TEXT

P 10 150 N

FR -2 SUB- 4 TEXT

I p 10 160 N

IFR -2 SUB-5 TEXT

IP 1O 24O N

* p 1 11

1 FR 0 4 2 8 SATIN— IV— SPEC TITLE

2 P 1 0 30 N

3 FR -l SECTION—3.l TEXT

4 P 1 0 80 N

5 FR -l SUB-2 TEXT

36



• 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
•—

6 P 10 150 N

7 YR — 2  SUB—4 TEXT

8 P 10 160 N

9 FR —2 SUB—5 TEXT

10 p 10 240 N

11 X

* LP

* X

EDITOR ENDED

MONITOR

$ HALT

(line feed)

START 8 2 U 0 11

START ACCEPTED

MONITOR

~ LOAD UTILITY

FILE MANAGEMENT SYSTEM UTILITY - 3/10/75

1?
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USER #9

S T A R T 9 2 U Q 11

• START ACCEPTED

• MONITOR

$ LOAD EDITOR

• EDITOR ENTERED

* F 0 4 2 8 S AT I N— I V— Sp E C

• ERROR WITH FETCH OF BLOCK

CURRENT SUBSCRIP T LIST:

0

2

*

USER #8

# CHANG E 0 4 2 W
1

0

4

2

LENGTH : 3

I/ GIVE 8 W 9 2

1
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USER #9

* F 0 4 2 8

* F SATIN-IV—SPEC SECTION—3. 1 SUB—3 TEXT

10 40

10 3.1.3. (U) USER SECURITY CONTROL

20

30 EACH UTE SHALL BE SECURED IN A MANNER THAT WILL

• 40 PROHIBIT UNAUTHORIZED ACCESS TO THE INFORMATION PROCESS ED

H

-
• • 39
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• APPENDIX II

SAMPLE TEXT EDITING PRINTOUT FROM LINE PRINTER AND DECWRITER

LINE PRINTER

PRINTING STARTED FOR PROCESS 4

(NEW PAGE ADVANCED ON LINE PRINTER)

COMPUTER SECURITY
SATIN IV SPECIFICATION

3 . 1  (U) SYSTEM SECUR I TY*

SATIN IV SHALL BE SECURED IN A MANNER THAT WILL PROHIBIT
• I UNAUTHORIZED ACCESS TO THE INFORMAT ION CONTAINED THEREIN. SATIN IV

• SYSTEM SECURITY CONTROLS SHALL INCLUDE SECURITY CONTROLS IN THE
SYSTEM SEGMENTS DESCRIBED UNDER SECTION 3.1.2.

3.1.2. (5) PROCESSOR SYSTEM SEGMENT SEC1~kITY CONTROLS*

EACH COMMUNICATIONS PROCESSOR SHALL BE SECURED IN A MANNER
THAT WILL PROHIBIT UNAUTHORIZED ACCESS TO THE INFORMATION PROCESSED
THEREIN. SPECIFICALLY, EACH PROCESSOR CONNECTED TO AN INTERFACE OR
UTE WHICH IS NOT AUTHORIZED TO RECEIVE TOP SECRET AND HAVE ACCESS
TO SIOP/ESI AND SI/SAO INFORMATION SHALL INSURE THAT MESSAGE TRAFFIC
MARKED AS CLASSIFIED ABOVE THE LEVEL AUTHORIZED FOR THE INTERFACE
OR UTE OR IN A CATEGORY NOT AUTHORIZED FOR THAT INTERFACE OR UTE WILL

• NOT BE TRANSMITTED TO THAT INTERFACE OR UTE. IN ADDITION, EACH
PROCESSOR SHALL INSURE THAT THE INTEGRITY OF THE MESSAGES IS
MAINTAINED COMMENSURAT E WITH ITS CONTENTS .

3.1.4. (S) THREATS TO SATIN IV COMMUNICATIONS PROCESSORS AND UTES*

THE BASIC ACT IVE THREAT TO SECURITY WITHIN THE COMMUNIC ATIONS
PROCESSORS COMES FROM THE POSSIBILITY OF MALICIOUS SOFTWARE BEING
INSERTED INTO THE OPERATING SYSTEM OR THE APPLICATIONS PROGRAMS .
SUCH MALICIOUS SOFTWARE COULD TAKE DIRECT ACTIONS TO COMPROMISE

• MESSAGE SECURITY UNDER PREDETERMINED CONDITIONS (THIS IS KNOWN AS
THE “TROJAN HORSE ” THREAT) , OR IT COULD TURN CONTROL OF THE PROCESSOR

*These markings are for  i l lustrative purposes on ly . This material is
unclassified.

40
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• OVER TO A SPECIFIC USER WHO HAD ENTER.ED A PRE-ARRANGED CHARACTER
STRING (THIS IS KNOWN AS THE “TRAP-DOOR” THREAT). IN ADDITION TO

• THESE ACTIVE THREATS, THERE IS A RISK OF SECURITY COMPROMISES
RESULTING FROM NON-MALICIOUS ERRORS IN ThE OPERATING SYSTEM OF THE
APPLICATIONS PROGRAMS.

3.1.5 (C) INTERFACE SECUR IT?*

• EXTERNAL COMPUTER SYSTEMS THAT INTERFAC E WITH SATIN IV
COMMUNICATIONS PROCESSORS FALL INTO ONE OF TWO CLASSES —- THOSE
WITH HUMAN REVIEW OF THE MESSAGES PASSING THROUGH THE INTERFACE
AND THOSE WITHOUT . THOSE PASSING MESSAGES WITHOUT HUMAN REVIEW

• ARE CLASSED INTO TWO CATEGORIES, THOSE WITH CERTIFIED INTERNAL
SECURITY CONTROLS AND THOSE WIThOUT. SYSTEMS WITH CERTIFiED
CONTROLS SHALL BE INTERFACED SUCH THAT ME SSAGES MAY BE EXCHANGED
WITh THE SATIN IV SYSTEM USING A PROTOCOL THAT PROVIDES FOR LABELS
WHICH INDICATE THE CLASSIFICATION AND CATEGORY FOR EACH MESSAGE ,
IMPLEMENTED SO THAT THE BASIC REQUIREMENTS FOR SATIN IV MESSAGE
LABELS ARE MET . SYSTEMS WITHOUT CERTIFIED INTERNAL CONTROLS SHALL
BE INTERFACED SUCH THAT ALL MESSAGES RECEIVED FROM THE SYSTEMS ARE
TREATED AS IF UNMARKED. SATIN IV SHALL TREAT ANY MESSAGE RECEIVED
FROM SUCH UNCERTIFIED SYSTEMS AS IF CLASSIFIED AT THE HIGHE ST
LEVEL THE EXTERNAL SYSTEM IS AUThORIZED TO HANDLE AND AS IF IT WERE
MARKED WITh THE MOST RESTRICTIVE SET OF CATEGORIES TIlE EXTERNAL
SYSTEM IS AUTHORIZED TO PROCESS. SATIN IV MAY TRANSMIT ANY MESSAGE
TO ANY EXTERNAL SYSTEM WHICH IT IS AUTHORIZED TO RECEIVE.

(NEW PAGE ADVANCED ON LINE PRINTER)

PRINTING ENDED FOR PROCESS 4

DECwriter

OUTPUT: PROCESS 4 , USER 8 2 3 0

ACKNOWLEDGE CLASS AND CAT : 3 0

OUTPUT ENDED

*These markings are for illustrative purposes only. This material is
unclassified.
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APPENDIX III

TRACK MESSAGE INPUT TIME LINES

This appendix presents a printout of each of the time ordered
input track message lists which are used in the Southwest and European

• scenario demonstrations. Each printout shows the track messages to
be stored in the appropriate track message file prior to the beginning

• of the demonstration. A description of the message formats is
contained in Section III of Volume IV of this report.

HIGH TRACK MESSAGE INPUTS

FOR SOUTHWEST SCENARIO

TIME TRN POS HDG SPD ALT TYPE

090000 BQ12 PD4803 3011)0 15OKT 6KF NEW SORC~X TID=ASPEC SIZ~1AC
• 090200 BQ12 P1)4010 280DG 200KT LOKE UPD QLTY—XCLT

090200 11A12 PC4849 220DG 13OKT 7KF NEW SORC=Z TID=GEN SIZ=1AC
• - 090300 HAl2 PC4647 UPD QLTY=XCLT

• 090400 BQ12 PD3O12 279DG 320KT 15KF UPD
090400 BQ13 PD4106 280DG 21OKT 13KF NEW SORC=X TID—ASPEC SIZ’=2AC
090400 HA13 PC5556 350DG 15OKT 6KF NEW SORC=Z TID—TSTAF SIZ=1AC
090400 HA12 PC4445 2201)0 15OKT 8KF UPD SORC=Z SIZ=1AC QLTY—XCLT
090500 BQ13 PD3606 285DG 225KT 13KF UPD
090600 BQ13 PD31O7 290DG 265KT 14KF UPD
090700 BQ12 PD1215 280DG 380KT 18KF UPD
090700 BQ13 PD2508 280DG 300KT 15KF UPD QLTY=XCLT
090700 HA13 PD541O 5DG 260KT 1OKF UPD QLTY=XCLT
090700 HA12 PC3839 200DG I8OKT llICF UPD

• 090800 BQ13 PD19O8 320KT 16KF UPD
090800 HA13 PD56 15 360KT 15KF UPD
090900 BQ13 P1)1509 181CF UPD

• 090900 HA13 PD562 3 480KT UPD
091000 BQ12 ND5119 390KT 22KF UPD
091000 BQ13 PD111O 23KF UPD
091000 HA13 QDO133 1ODG 600KT 2OKF UPD
091000 HA12 PC3826 210% 220KT 13KP UPD
091100 HA12 PC362 1 UPD
091100 BQ13 PDO511 UPD SIZ~1AC• 091100 HAI3 QDO146 345DG 650KT 22KF UPD
091100 BQ14 P1)0309 275DG 3ROKT 22KF NEW SORC—X TID—ASPEC SIZ—1AC
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HIGH TRACK MESSAGE INPUTS FOR

SOUTHWEST SCENARI O (concluded)

TINE TRN POS }LDG SPD ALT TYPE

091200 BQ13 PDO111 285DG UPD
091200 HA13 PE5600 31ODG 680KT 2 8KF UPD
091200 HA12 PC3217 UPD
091200 BQ14 ND55O9 320% UPD
091300 HA12 PC25 15 215DG 230KT 14KF UPD

• 091300 BQ14 ND4710 UPD
091300 BQ13 ND55 12 UPD
091300 RA13 PE4006 2641)0 720K T 32KF UPD
091400 BQ14 ND4112 285DG UPD
091400 HA12 PC22 12 245DG 240KT UPD
091400 BQ12 ND2026 285DG 390KT UPD
091400 BQ13 ND5013 2901)0 UPD

• 091400 HA13 PD2756 200% 76OKT 3OKF UPD
091500 BQ14 ND3918 3051)0 IJPD
091500 BQ13 ND46 14 295% UPD
091500 HA13 P1)3242 16ODG 770KT 28KF UPD
091600 RA12 PC1006 255DG 245KT 15KF UPD
091600 BQ13 ND43 17 325DG IJPD
091600 HA13 PD4329 1451)0 900KT 25KF UPD

• 091600 BQ14 ND3825 3SODG 400KT !JPD
091700 BQ13 ND4121 3401)0 UPD
091700 HA13 PD5 715 1451)0 920KT 15KF UPD
091700 BQ14 ND3833 ODG UPD
091800 BQ12 MD4933 300DG 400KT UPD
091800 HA12 PC0003 2701)0 250KT 16KF UPD
091800 BQ13 ND4228 2DG 400KT UPD
091800 HA13 QD0500 17ODG 850KT 15KF UPD
091900 BQ12 MD2852 31ODG UPD
091900 BQ13 ND4 126 10% UPD
091900 HA13 QC0442 225DG 680KT UPD
092000 HA12 NCS1O2 272DG 260KT UPD
092000 BQ13 ND4539 UPD
092000 HA13 PC5238 2661)0 640KT UPD
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LOW TRACK MESSAGE INPUTS

FOR SOUTHWEST SCENARIO

TIME TEN POS HDG SPD ALT TYPE

090000 MD12 MC411O 1O2DG 420KT 36KF NEW SORC=A TID=COMLP SIZ=1AC
090000 PB23 PCO24O 3401)0 220KT 19KF NEW SORC=C TID=GEN SIZ=1AC QLTY=FAIR
090200 MD12 MC5702 1O5DG 34KF UPD QLTY=XCLT
090200 PB23 PCOO43 340DG 220KT 19KF TJP D

• I 090400 MD12 NB1158 UPD
090400 PB23 NC5548 335DG 220KT 21KF UPD
090400 AG25 QF2502 185DG 500KT 35KF NEW SORC=E TID=KILO SIZ=1AC
090500 AG25 QE2452 181DG UPD QLTY=XCLT
090600 PB23 NC5554 2 3KF UPD
090600 AG25 QE2342 17ODG UPD

• 090700 MD12 NB2754 1041)0 420KT 33KF UPD
• 090700 AG25 QE2632 UPD

090800 PB23 NC5259
090800 AG25 QE2823 1601)0 IJPD
090900 AG25 QE3213 152DG UPD
090900 PB23 ND5 1O3 34ODG UPD
091000 MD12 NB5054 1O4DG 42OKT 31KP UPD
091000 PB23 ND5005 340DG 220KT 26KF UPD QLTY=000D
091000 AG25 QE38O1 155DG UPD
091100 MD12 NB5755 8ODG 42OKT 31KF UPD
091100 PB23 NB4708 3101)0 200KT 27KF UPD
091100 AG25 QD3954 17ODG UPD
091200 MD12 PB0558 88DG 400KT UPD
091200 PB23 ND4408 2711)0 230KT UPD
091200 AG25 QD4244 32KF UPD
091300 NC54 PC25 15 215DG 23OKT 14KF NEW TID~GEN SIZ=1AC QLTY=XCLT SORC=D091300 PB23 ND4008 UPD

• 091300 MD12 PB1159 UPD
091300 AG25 QD4435 172DG 3OKF UPD
091400 NC54 PC22 12 245DG 240KT UPD
091400 MD12 PC1700 91DG 380KT 2 8KF UPD QLTY=000D
091400 PB23 ND3608 271% 200KT 27KF UPD

• 091400 AG25 QD4725 181DG 25KF UPD •

091500 PB23 ND3208 271DG 21OKT UPD
091500 AG25 QD4714 2OKF UPD
091500 MD12 PC2600 9 3DG UPD

I
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LOW TRACK MESSAGE INPUTS FOR

SOUTHWEST SCENARIO (concluded)

TIME TEN POS HDG SPD ALT TYPE

091600 MD12 PD3258 1001)0 370KT 26K? UPD
091600 AG25 QD4707 185D0 400KT 18K! UPD
091600 NC54 PC1006 255DG 245KT 15K! UPD
091600 PB23 ND2709 290DG UPD
091700 PB23 ND22 12 31ODG UPD
091700 AG25 QC4559 17K? UPD
091800 !1D12 PB4350 13ODG 360KT 24K! UPD QLTY—000D
091800 PB23 ND2O16 345% 200KT 25K! UPD
091800 AG25 QC4351 200DG 380KT 14K! UPD
091800 NC54 PC0003 270DG 250KT 16K! UPD
091900 MD12 PB4748 340KT 22K? UPD QLTY=000D
091900 PB23 ND2122 51)0 240KT UPD
091900 AG25 QC4042 240DG 340KT 12K! UPD QLTY—XCLT
092000 MD12 PB5145 UPD QLTY~FAIR092000 PB23 ND2726 4ODG 220KT 25K? UPD
092000 AG25 QC3734 200DG 1OKF UPD
092000 NC54 NCS1O2 272D G 260KT UPD

t
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HIGH TRACK MESSAGE INPUTS

FOR EUROPEAN SCENARIO

TIME TEN POS HDG SPD ALT TYPE
070200 ROOl AJ3621 2711)0 720KT 22K! NEW TID—PE SIZ—3AC SORC—X
070300 R002 PJ1836 271DG 240KT 02K! NEW TID—JFSHB SIZE—3AC SORC=Y
070400 ROOl 13K! UPD
070400 R002 PJ1036 281DG 600KT 06K! UPD
070500 R002 NJ5238 288DG O5KF UPD
070600 ROOl O8KF UPD
070600 R002 02K! UPD
070700 R002 NJ 1744 277% UPD4 070800 ROOl PJ2622 280DG 05K! IJPD TID—BLDR SIZE—3AC SORC—y
070900 ROOl 02K! UPD
071000 R002 DEL
071200 ROOl NJO231 270DG 01K! UPD QLTY=GOOD
071400 ROOl DEL
071700 R025 AG3555 272DG 820KT 18K! NEW TID—BLDR SIZE—MANY SORC—Z
072000 R025 284DG 900KT 15K! UPD QLTY=000D
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LOW TRACK MESSAGE INPUTS

FOR EUROPEAN SCENARIO
TIME TEN POS HDG SPD ALT TYPE

070000 XH2O KH3628 254DG 290KT 09K! NEW TID—~MLP SIZ—1AC SORC—B
070000 BPO1 KF4756 ODG 61OKT 33K! NEW TID—INTF SIZ—3AC SORC C
070000 BPO2 KG3710 200DG 620KT 35KF NEW TID—INTF SIZ—3AC SORC C
070000 RP01 MGO135 33DG 500KT 20K! NEW TID—FLOGC SIZ—2AC SORC A
070100 KH2O 1(112727 395KT llKF UPD QLTY—GOOD
070100 BPO2 KG3100 2161)0 UPD QLTY—GOOD
070200 KH2O KH1325 405KT 13K! UPD
070200 BPO1 1(04718 23DG UPD
070200 BPO2 KF1852 153DG 580KT 35KF UPD
070300 BPO1 KG5428 4ODG UPD
070300 BPO2 KF2742 7ODG 600KT 35K! UPD
070400 BPO2 KF4446 1ODG 35KF UPD
070400 RPO2 NJ1058 18ODG 5001Cr 19KF NEW TID—FLOOC SIZ—3AC SORC—H
070500 KH2O 16K! ITPD
070500 BPO1 LG1944 71)0 UPD
070500 BPO2 KF4957 ODG 600KT 35K! UPD
070500 RPO 1 MH4410 21)0 UPD
070500 RPO2 NJ1O5O 1951)0 UPD
070600 BPO1 660KT UPD
070700 BPO1 720KT UPD
070700 BPO2 KG4918 311)0 UPD
070700 RPO2 NJ0234 182DG UPD
070800 K1120 DEL

• 070800 BPO1 2DG 800KT UPD
• 070900 BPO1 920KT UPD

070900 BPO2 LG0834 2DG 7001Cr IJPD
070900 MJO2 MJ4047 288DG 600KT O1KF NEW TID=PE SIZ=3AC SORC—H
071000 BPO1 1200KT UPD
071000 RPO1 MH4853 2DG UPD
071100 BPO1 1250KT 14K! UPD
071100 BPO3 JH1828 84DG 600KT 20K! NEW TID—INT! SIZ—MANY SORC—B
071100 MJO2 MJ0350 254DG UPD
071200 BPO 1 LJ3024 350DG 9201Cr 10K! UPD
071200 BPO2 L112112 17DG 900KT 08K! UPD
071200 RPO2 NH0052 1851)0 UPD
071300 BPO1 LJ2641 2781)0 890KT O2KF UPD
071300 BPO2 920KT O4KF UPD
071300 BPO3 JH5532 705KT UPD
071300 MJO3 MJ4031 270DG 700KT 011(1 NEW TID—PE SIZ—3AC
071400 RPO1 358DG UPD
071400 LH2 O DEL
071400 BPO1 1(35643 237DG 820KT UPD
071400 BPO2 138OKT UPD
071400 MJO2 DEL
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LOW TRACK MESSAGE INPUTS FOR
p

EUROPEAN SCENARIO (concluded)

TIME TEN POS ICDG SPD ALT TYPE

071500 BPO2 LJ3603 3561)0 1200KT UPD
071500 BPO1 1(33535 240% 800KT O5KF UPD
071500 BPO3 KH3933 112DG 700KT UPD SIZ—2AC TID=INTF
071500 BPO4 1(114037 75D0 705KT 20K! NEW SIZ—3AC TID=INTF
071600 BPO2 LJ3127 292% 920KT 021(1 UPD
071600 BPO3 1(115928 156DG 660KT UPD
071600 BPO4 LHO14O 48DG 680KT UPD
071700 BPO2 LJ1231 238DG 820KT 02K? UPD
071700 BPO1 101(1 IJPD
071700 BPO3 LH0706 192DG UPD
071700 RPO2 MH5510 186DG UPD
071700 M303 DEL
071700 BPO4 LH1747 141)0 UPD
071800 BPO2 KJ5023 235DG 6001Cr 04K! UPD
071800 RPOI DEL
071900 BPO2 07K! UPD
071900 RPO2 MG5253 221(1 UPD
072200 BPO1 DEL
072200 RPO2 DEL
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