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EXECUTIVE SUMMARY

The purpose of this  study is to inves tigate the role of

an Independent Software Validation Agency, to determine the

essential tasks required of an Independent Software Validation

Agency, and to provide a more realistic set of tasks for con-

sideration by independent test agencies.

New systems con tain in g sof tware develo pmen t wi ll con tinue

to increase the Department of Defense investment in software.

The cost of the software programs will continue to increase in

relationship to the cost of hardware components of a system as

more complex systems are developed in the future . This

importance is due primarily to the cost of software test and

evaluation. The testing phase of computer program design and

development represents 50 per cent or more of the total

computer software costs. To reduce these costs every effort

should be made to reduce the redundance found in system

testing. Recent emphasis on requiring an independent test and

evaluation has added additional costs. To reduce this cost

impac t new and innovative testing philosophies must be developed.

“Cognizant” testing would reduce this cost by getting the

user and the independent test agency involved early in the

software developmental cycle. Combined DT~E and OT~E of

software decreases the number of test conducted to validate -
the software. Software development requires early involvementi



by all agencies . Waiting until the system is “delivere d”

increases the potential for costly and redundant testing.

ii
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SECTION 1

I N T R O D U C T I O N

The author selected the subject for this individual study

report because of the experience that he has obtained while

workin g on ma jor defense  pro grams.  The au thor has been deali n g

with computer programs for the past fourteen years and has seen

some of the major changes take place in the development of

major computer programs . The author elected to look at the

current directives and available documentation to determine if

additional insight could, be provided by his experience.

The documents reviewed indicated that extensive progress

has been made in managing the development of computer program

portions of major weapon systems. These data could , in

themseif , develop a sound and important report . In order to

tailor this repor t, the report will focus on computer program

tes t an d evalua ti on an d provide important recommendations on

the role of an Independent Software Validation Agency. The

specific tasks assigned to an Independent Software Validation

Agency have just began to be an important issue in the past few

years.

• . Purpose of the Study

The purpos e of this report is to investigate the role of

an Indepen dent Software Validation Agency in order to improve

computer program test and evaluation.

1
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Specific (~oal

The aim w i l l  be to d e t e r m i n e  t h e  e s s e n t i a l  t a s k s  r e q u i r e d

of an Independent Software Validation Agency. The application

of these tasks to a particular program will assure that the

computer program meets the system requirements. The report

will focus on Air Force acquisitions.

Organization of the Report

The nex t  s e c t i o n  of the  repor t  w i l l  r ev iew the  s o f t w a r e

acquisition process and will focus on the test and evaluation

portion of the cycle.

The third section will look at a software contract that

assigned tasks to an Independent Software Validation Agency.

The review will relate these tasks to the acquisition cycle and

to several problems associated with the implementation of this

contract.

Section four will deal with the advantages provided by

using an Independent Software Validation Agency. The

disadvantages that might be incurred will also be discussed.
.!

The author will provide an updated and more realistic set of

tasks for an Independent Software Validation Agency.

The report will conclude with recommendations for future

acquisitions of Air Force weapon systems .

2

.



it SECTION I I

• SOF TWA R E TE ST A N D  EVA L UAT I ON

The ii~iportance of taking a look at the computer software

development cycle is just as important as looking at the

typical hardware acquisition cycle. New systems containing

software development will continue to ir~~rease the Department

of Defense (DOD) investment in software . “Total annual

expenditures for system analysis , design and programming of

software in DOD are estimated at $3-3.5 billion , divided among

the Military Departments as follows: Army 23 per cent , Navy

36 per cent , Air Force 36 per cent , and other DOD agencies 5

per cent. Other studies have provided some estimates of the

software cost by a p p l i c a t ion , as shown in F i g u r e  1 . If

management and logistic information systems are taken as

primarily data processing, and if aircraft and missile

engineering and production are taken as primaril y scientific

programming, then the remainder , which might loosely be called

the weapon systems , constitutes 55 to 75 per ..ent of the total

software cost.” (7:29

1
This notation will be used throughout the report for sources

of quotations and major references. The first nt~mber is the
• • source listed in the bibliography. The second number is the

page &n the reference.

3
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The cost  of s o f t w a r e  p r o g r a m s  w i l l  c o n t i n u e  to i n c r e a s e  in

relationship to the cost of hardware components of a system as

mor e com p1e~ syste-s are developed in the future. This

relationship is shown in Figure 2. C 9 : 2 4  )

Figure 2 is supported by another author with the following

statement: “Current annual expenditures for embedded computer

systems (ECS) exceed $2 billion , with more than 70 per cent of

this amount dedicated to software. ” ( 4:2 ) Since there is

an important part of our defense budget spent on software ,

management should be very concerned about developing ways to

insure maximum benefits from the tax payers money.

4
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AIR FORCE SO FTWARE COST BY APPLICATIONS

Perc en t

o Res earch , Development , Test ~ Evaluation 28

o Intelligence and Communication , Command

and Control 19

o Avionics 9

o Aircraft and Missile Engineering and

Production

o Man agem en t In fo r m at ion Systems 14

o Logistic Information Systems 5

o Other and Indirect Costs 20

Fi gure 1

HARDWARE / SOFT WARE RELATI ONSHIP

80
H A R DWA RE

Percent  of
Total Costs 60

4O~

S O P TWA RE

• 

20 \\\\\
1955 1970 1985

• Hardware/Software Trends

Fi gure 2

5



• Examples of major weapon systems which contain computer

programs are listed in Table 1. C 4:2, 6:iv , 3:4, 9:23 )

TABLE 1

MAJOR AIR FORCE SYSTEM S CONTAINING COMPUTER PR OG RAM S

Advanc ed Ai rborne  Comman d Pos t

Advanced Logistics System

A- b Close Support Aircraft

B-i Bomber

Defens e Suppor t Pro gr am

F- is , F-16 , F-17 , F-18 Fighters

Minuteman Missile System

Safeguard Ballistic Missile Defense System

Software test and evaiuation is the key part of the total

acquisition cycle of software development. This importance is

due primaril y to the cost of software test and evaluation.

“Typically :

‘It is not unusual for the testing phase of

compu ter pro gr am design an d deve lopmen t to

represent 50 per cent or more of total

compu ter program costs. ’ (11:3)

‘It is recognized that close to 50 per cent

or mor e of the p roduc tio n of lar ge sys tems

is devoted to the period of testing. ’ ( 1 3 : 1 2 3)

- • It is necessary to concentrate upon performing the entire

development process properly the first time in order to attain

6
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the goal of a quality product at the lowest dollar cost.”

(8:1-1) Figure 3 shows the acquisition cycle of typical

software developments.

$
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The major are as ar e as f o l l o w s :

“1. The requirements process (A) is exceedingly

impor tant. It must be a user-controlled

function that provides the performance inputs

to drive the entire system-development life

cycle.

2 .  The functional system designer (B), in

addition to translating the needs of the user ,

mus t in terac t wi th comp uter and system exper ts

to identify and analyze tradeoffs .

3. A careful distinction must be maintained between

various requirements documents and implementation

of the requirements (C) . It is to be expected

that several iterations will occur between

requirements and design ; thus , each will gradually

evolve to a final position reflecting technical

feasib ility and acceptable performance.

4. The line coding of Figure 3 indicates the

different kinds of organizations involved . The

bold-l ine functions (A.D.P.) are user-oriented ;

the double-line test function (D) is an indepen-

dent group and the validation function (B) involves

compu ter-system expertise; and the light-line

function (C) is the computer-system design and

develo pment group . A single command could

conceivabl y be responsible for all the functions

8



i nd ica ted , but  the various “organizations ”

within the command must be distinct in order

to reac t to d i f f eren t su bgoal s and to encoura ge

productive confrontation .

S. The user must remain involved during the entire

l i f e  cycl e , but in a carefully controlled manner

to avoid intruding into the orderly conduct of

the design-and-development phase (C). Signifi-

can t l y ,  the user must be responsible for the final

test prior to production (D).

6. ‘Maintenance ’ in the context of computer software

is a thoroughly misleading word and does not

correlate with its well-established meaning in

hardware and logistics matters . Computer soft-

ware simply does not break and have to be repaired

in the usual sense. Rather , software ‘maintenance ’

expands pro duc t improvemen t , improvement in

product reliability or maintainability, and even

product enhancement to meet new requirements.

This poin t is stressed because , in the case of

sof twar e, these attributes of ‘m aintenance ’ tend

to force a return to much earlier phases of the

developm ent process than in the case of hardware. ”

(6:6)

9



By u s i n g  F i g u r e  3 as a t y p i c a l  s o f t w a r e  deve lopmen t  cycl e ,

emph asis can be p laced on the sof tware tes t and evalu ation

process. Department of Defense Directive 5000.3 provides the

basic pol icy for test and evaluation. Two types of testing

are defined in the directive and are as follows:

Development Test and Evaluation (DT~E). DTGE is that

test and evaluation conducted to: demonstrate that the

engineering design and development process is complete;

demonstrate that the design risks have been minimized;

demonstrate that the system will meet specifications;

and estimate the system ’s military utility when intro-

duced. DT~E is planned , conducted , and monitored by the

developing agency of the DOD Component , and the results

thereof are reported by that agency to the responsible

Military Service Chief or Defense Agency Director.

O~perationa l Test and Evaluation (OT~ E) . OT~ E is that

test and evsluation conducted to estimate the prospective

system ’s military utility, operational effectiveness , and

operational suitability (including compatibility,

interoperabi lity, reliability, maintainability, and

logistic and training requirement s), and need for any

modifications. In addition , OT~ E provides information

on or ga n i z a ti on , personn el requirements , doctrine , and

tactics. Also , it ~ay provi de dat a to sup por t or v e r i f y

material in operating instructions , publications , and

handbooks. OTt E will be accomplished by operational and

10



support personnel of the type and qualifications of those

expected to use and maintain the system when deployed ,

and w i l l  be conduc t ed  in as r e a l i s t i c  an o p e r a t i o n a l  en-

v i r o n m e n t  as p o s s i b l e .  OT~ E w i l l  n o r m a l l y  be conducted

in phases , each keyed to an appropriate decision point.

During Full-Scale Development OflE will be accomplished

to assist in evaluating operational effectiveness and

suitability (including compatibility, interoperability,

reliability, maintainability, and logistic and training

requirements). OTGE will be continued as necessary

during and after the production period to refine these

estimates , to evaluate changes , and to re-evaluate the

system to insure that it continues to meet operational

needs and retains its effectiveness in a new environment

or against a new threat. ( 5:2 )

Using Figure 3 it can be seen that DT~E relates to the

test that are conducted (0) within the double-line box

( 1 . Tes t : US Desi gn Spe cs). DT~E usually is the responsibility

of the Air Force Systems Command and is conducted Jointly

between the developmental contraccor and the System Program

Office. The app lication of the independent test philosophy

has been used effectively by software contractors for several

year s . “Errors in the software exist due to the subjectivity

of the software developer. An accepted means of correcting

for this subjectivity is the application of an independent

11
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testing philosophy. ” (6:5-10) The contractor accomplished

this task by establishing an independent test group and trans-

ferring the software developer ’s programs to this group for

• final test and evaluation. When the contractor transfers the

software programs to the independent test group he either

assigns the group to test the software by using black box

testing or cognizant testing. Each of these are defined

belo w : -

“Black Box Testing ” - where the testing performed by a

test group separate from the developers and without

complete software specifications . The testing group is

• only given the software and the test specifications

(i.e., range of variables , accuracies required , etc.).

They are given any testing sequence requirements known

to exist and are given user ’s ins truc tions wi th I/ O

formats. Detected errors are reported to the developer

group and no attempt is made by the testing group to

correct errors.

“Cognizant Testing ” - where~ the test group is fully aware

of how the software has evolved. Using this philosophy

the independent tester understands the how and why of

the selected implementation method. An early decision to

imp lemen t th is philosop hy of independent testing means

that there is an early understanding on the part of the

separate group and that there is greater opportunity for

the interchan ge of ideas. Its use implies that a good



com ’nunication link will exist between the developing and

testing groups. This approach will require heavy emphasis

upon accurate and complete documentation . This type of

group can be expert in the use of automated test measure-

ment tools and can use them to great advantage in insuring

comple t e  t e s t i n g  for  accep t ance .  (6 :5- 10)

If a c o n t r a c t o r  dec ides  on u s ing  the  c o g n i z a n t  t e s t i n g

p h i l o s o p h y  he mus t  imp l e m e n t  it ear ly  in the  des ign  and

deve lopment  p ha se (C) F i g u r e  3. R e g a r d l e s s  of the  choice ,

however , the iterative cycle of software development is focused

on the outcome of the tests conducted on the software. Figure

4 (12:3).

Again , by r .~erring to Figure 3, th e Test (D) (2. Test:

vs User Req) and the Operational Testing ~ Use (F) outlined by

solid black boxes are related to OT~ E. Prior to 1974 the OT~ E

testing was conducted jointly between thc Air Force Systems

Command (AFSC) and the user. In early 1974 the Air Force

established the Air Force Test and Evaluation Center (AFTEC)

at Kirtland Air Force Base , New Mexico. This new organization

is separate and distinct from the develop ing/procuring

command (AFSC) and from the using command. AFTEC was assigned

the responsibility of providing independent OT~ E ad uses

AFR 8O~ l4 as the basic regulation to go v er n t h e i r testing.

A P R 80- 14  i m p l e m e n t s  DOD 5 0 0 0 . 3 .

This section has outlined a typical software development

13



cycle and has focused on software test and evaluation . An

introduction of DOD 5000.3 and APTEC as an independent test

agency was provided in order to relate the author ’s past

experience to potential future requirements. The next section

will look at Independent Software Validation Agency and at the

tasks assigned to the agency.

14 
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S E C T I O N  I I I

I N D E P E NDENT SO FT WARE VA L I D A T I ON A GENCY

The establishment of an independent test agency (AFTEC)

in the Air Force might be construed by some as a new an

innovative approach to system acquisition. The author does

not entirely agree with this point of view . The Air Force

Systems Command (AFSC) for years has been concerned about

developing systems that meet the requirem ents of the users.

AFSC has always been concerned about applying resources to

o b t a i n  an independent assessment prior to major system decisions .

Example in point are system acquisitions in which consultants

are obtained to provide outside advice on specific acquisition

problems. Another example might be the use of non-profit

organizations such as the Aerospace Corporation. These

types of corporations provide independent anal ysis of the

requirements for system development and the major tests conducted

during the acquisition cycle. Another example the author would

like to deal with specifically was the use of an independent

system software contractor. The Defense Support Program (DSP)

used the System Development Corporation (SDC) as an indepen-

dent system software con~ ractor~ The primary function of this

• - contractor was in fact to provide the independent evaluation

called for in DOD directive 5000.3. The degree of independence

16



from the System Program Office (SPO) would be the only argument

that it did not in fact meet the intent of the DOD directive.

The important point that can be made , however , is that it did

focus on the basic requirements of getting another agency to

validate the software design of the DSP.

The contract had seven basic areas that were tasked on

this agency. These tasks are listed as follows: (15:26)

1. Development Monitoripg . Primaril y concerned with

monitoring software contractor compliance with system

requirements. Participation in PDR ’s , CDR’s and

FA CT ’s.

2. Independent System Validation Testing . Conduct

independent test on system software.

3. Software Interface Baseline Maintenance. Primarily to

control all software/software and software/hardware

interfaces.

4. Program Library Operation. Single point to maintain

developers software , user software and other

government agencies software programs.

5. Support. Primarily for supporting the user at field

locations.

6. Configuration ‘lanagement. Maintain configuration

control of a~’j~regate programs generated by the

developmental contractor , user and other government

agencies.

17



7. System Improvements. Identify suggested system

improvements.

The task of interest in this report is task 2 - Tndepen-

dent System Validation Testing. The specific tasking is

extracted from the statement of work .

The contractor shall support the integrated system

test program at the Sensor Data Processing Laboratory,

Multi Purpose Facility, or operating locations by

conducting independent tests on selected software

subsystems. The Contractor shall develop and maintain

the materials required for the testing and validation

of system releases and conduct independent testing and

validation of the software ir~ accordance with approved

plans and procedures. Specific tasks shall include:

a. Preparation and maintenance of independent

system validation test plans which shall establish

the verification requirements and criteria for

the validation of the data processing subsystem.

The plan shall specif y the test environment ,

tools and the necessity for incremental testing

where applicable and shall provide traceability

with the system requirement s and interface

requirements as appropriate.

b . Preparation and maintenance of the independent

system validation test procedures which describe

18
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4, the tests. The test shall be described in

detailed terms specifying objectives , inputs ,

events , and exp ected r espons es. In fo rma tion

- 

. 
- 

regarding the schedule , manning requirements ,

and operating procedure shall also be contained

in the test procedures.

c. Conduct the required software system and data

processing interface testing in accordance with

the independent system validation test plans

and procedures to demonstrate capabilities and

interface requirements and participate in addi-

tional operational testing to the extent

necessary to insure that the software system will

operate successfully in the operational environ-

m ent.

d. Support release control by rendering an objective

assessment on the quality of the tested software.

This task shall include identification of the

effect on the overall system of the release in

terms of the software ’s capabilities and limita-

tions stated in functional , operational terms ,

as w e l l  as t h e  c h a r a c t e r i z a t i o n  of d i s c r e p a n c i e s ,

d e f i c i e n c i e s  and a n o m a l i e s  a g a i n s t  s p e c i f i c a t i o n s

or test requirements.

e. Prepare and maintain system test reports which

will reveal the ~esults of the independent

19



system validation test activities. This task

- 
- sha l l  a l so inc lude th e m ain tenan ce of the

- 
results of correction of errors/discrepancies.

(15:28)

At first glance these specific tasks might be interpreted

as an exhaustive list. In spite of this, pro b lems stem f ro m h ow

the tasks are implemented. In this contract the contractor

used the “black box testing ” philosophy. The “black box ” was

the entire software program being developed by the prime

contractor.

Independent tests were conducted at the system level and

accomplished after each major build of the basic software

(System 5.2, 5.3, etc.). This caused the independent tes4 2r

to invariably be several builds behind the prime contractor.

This , of course , was an area of major concern to the SPO. By

t h e  t i m e  t he i n d e p ende n t t e s t er prov id ed th e SPO wi t h pr o b l e m

areas  the  p r i m e  c o n t r a c t o r  had b u i l t  a ne w base l i n e  an d wou ld

a lways  indicate he had .olved all of the problems. The

independent tester , there fo re , had to drop all actions on the

last test and concentrated on testing the new system baseline.

The primary driver for t h i s  e a r l y  i n d e p e n d e n t  t e s t i n g  of

evolving baselines was the schedule. The independent testing

was formally scheduled at the completion of the prime contractor ’s

software acceptance tests. Immediately following the indepen-

dent testing the software program was functionally demonstrated

for and accepted by the user. The importance of the overall
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sys tem schedule , however , forced the independent tester to test

earl ier baselines. This early testing, h o p e f u l l y ,  woul d i n su re

successfu l completion of the independent testing during the

formally scheduled period .

Another area of concern was the criteria against which the

independent tester evaluated the systems performance. In

general , they used the same system specifications levied on the

prime contractor . They worked closely with the user to

determine if additional testing was required to demonstrate

• operational performance. The user in this case also relied

solely on the system specifications . This was later changed

by the SPO by adding a requirement to determine system limita-

tions. The addition of this requirement relates to the state-

ment contained in the OT~E paragraph on page 10 “ . . . and to
reevaluate the system to insure that it continues to meet

operational needs and retains its effectiveness in a new

environment or against a new threat. ”

This sec tion provided an overview of tasks assigned to

an Independent Software Validation Agency and examined several

problems encountered during implementation . The next section

will concentrate on the value of an independent tester and

provide an updated tasking list for future acquisitions.
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SECTI ON IV -

TASKIN G IN DEPENDENT TE STING AGEN C IE S

The System Development Corporation provided important

and meaningful support to the Defense Support Program . The

advantages of employing an independent tester far outwei ghed

the advantages of relying totally on the prime contractor.

The comparison of these advantages are similar to the comparison

made internally when a software contractor is considering his

testing philosophy. Table 2 and 3 (8:5-ll)lists the advantages

versus the disadvantages of testing with an independent source

or a single source (develops the software) respectively.

I
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TABLE 2

INDEPENDENT SOUR CE

Advan tages Disadvantages

o Greater comprehensiveness o Cost of getting up to

of testing speed

o Uti l iz at ion of a grea ter o Grea ter ove ral l  cos t

number of cost ef f ec tive o Time cons um in g

test techniques o Inherent communications

o More extensive testing problems

o Elimination of subjectivity o Inclusion of unrealistic

o Independent verifier has no test and test data

fear  of r ep r im an d for po or

imp le men tat ion

o Better familiarity with the

use of automated verification

tools

o Incr ease d product confidence
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TABLE 3

SINGLE SOURCE

Advantages Disadvantages

o Lower Cost o Subjectivity (closed mind)

o Minim al communica t ions o Too invo lved w i th spec if ic

o Debugging is simplified areas , usually not

when a problem is encount- sufficiently testing all

ered subrou tine in ter fac es

o Avoi dance of unrealistic o Verification is often

or irrelevant test cases regarded as a low

priority item to be per-

formed as time permits

o Lack of motivation and

loss of interest

o Single point of responsi-

bility

The cho ice of ei ther us in g “black box ” or “cognizant

testing ” still must be made before an effective testing

philosophy can be implemented.

The Ai r  Force in d ependen t test agency (AFTEC ) has to make

the sam e basic choices before developing their test plans. To

accomplish their testing they must also either develop an

internal test capability or contract for the testing effort.

Unless the user has developed an extensive capability in the
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particular software development the user most likely will not

be abl e to provide sufficient support to AFTEC. Keeping this in

mind an updated and more realistic set of tasks has been devel—

oped for consideration by AFTEC. By excluding the first item

the tasks could equall y be considered as tasks for any Indepen-

dent Software Validation Agency. The tasks are listed as

fo l lo ws:

1. Select a contractor to provide the software test

capability.

2. The “cognizant testing ” philosoph y should be used.

Implies the application of combined DT~~E and OTF~E

where applicable.

3. Prepare an independent test plan by closel y working

with the developer and the user (Include DT~E test

phases that will satisfy evaluation criterion).

4. Test the system against two criterions; a) system

specifications b) operational requirements (design

and current).

5. Include testing which allows maximum user interface

with software program operations.

6. Maintain a fixed system software baseline. Apply

this task following developmental command ’s acceptance

• from prime con tractor.

7. Make  a l l  r e c o m m e n d a t i o n s  and c r i t i c i s m s  of o p e r a t i o n a l

effectiveness against the baseline established in 6.

8. Prepare and maintain system test reports. Used
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p r i m a r i l y  for  m a k i n g  recommenda tions on suitability for

operational use but also important to use as bas i c

b u i l d i n g  b l o c k  for  follow-on OT~~E.

- 

. The key point in this list is t he  s e l e c t i o n  of the

“c o g n i z a n t  t e s t i n g ” p h i l o s o p h y .  T e s t i n g  has  a l r e a d y been

identified as a c o s t l y  (50 per c e n t )  par t  of s o f t w a r e  develop-

ment. The application of an independent test agency in the

development of software as late as the OT~ E would only lead to

redundant tests and increase cost of the overall test program .

“Cognizant testing ” would reduce this redundancy by combining

the developmental command’ s testing requirements with the

independent tester. An additional benefit will also be

incurred by allowing the independent agency to be involved

early in the acquisition cycle. Of course , they would maintain

their independent channel for reporting as well as their own

objectivity.

Every effort should be made by the independent test

agency to stay clear of the “ch as in g” the prime contractor ’s

baseline. Selected functions of the software would be

evaluated as a module and later tested in the system tests.

These system tests would be conducted during Test (D) as shown

in Figure 3.

This section has evaluated the advantages and disadvantages

of independent testing. Also an updated and more realistic

set of tasks were provided for consideration by AFTEC or by an

Independent Software Validation Agency. The report w ill conclude
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- w ith re commen dati ons for  fu tur e acqu is iti ons of Ai r  Force

weapon systems.
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SECTION V

SUMMARY

The report has reviewed some of the documentation relating

to Independent Software testing. The author has gained a better

insight into the problems associated with the application of an -

Independent Software Validation Agency . The use of an actual

software contract to illustrate the application of independent

testing agencies supports the previous statement that the Air

Force Systems Command has indeed been concerned about indepen-

dent software validation. This examp le also provides a basic

model for future consideration by ’the independent Air Force

test agency (AFTEC) . -

Conclusions

Testing is an important and costly portion of software

development and every effort should be made to reduce the cost

of testing. This should not be done at the cost of system

performance degradation but be carefully planned by all

agencies involved. The use of an independent test agency will

provide the critics of military testing an independent and

objective evaluation of major weapon systems. Software

development requires early involvement by all agencies.

Waiting until the system is “delivered” increases the potential

for costly and redundant testing.

28
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R e c o m m e n d a t i o n s

The independent test agency selected to evaluate a particu-

lar software development should consider the list of tasks

provided in this report.

The important points are to:

1. Get involved early in the program .

2. Maintain independence and objectivity.

3. Use all resources available to develop a

concise and comp lete test plan .

4. Establish a baseline on which to evaluate

the system.

5. Not expect the system , to be 100 per cent

s u c c e s s f u l in  m e e t i n g  t h e  c u r r e n t  or pro- .

j e c t e d  t h r e a t  ~~ t h e  t i m e  of t e s t i n g .

( D y n a m i c  E n v i r o n m e n t )

6. Provide suggested system improvements to

meet the above threats.

Additional studies relating to Independent Software

Validation Agencies should be conducted to insure that the

software segments of major weapon systems are in fact being

properly evaluated at reasonable and realistic cost.
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