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1. INTRODUCTION

1.1. This is the specification of the Transmission Control Protocol
( T C P )  w h i c h  is the host to host protocol for the AUTODIN II
n e t w o r k .

1.2. The AUTODIN II sys tem provides the capabil-ity for
g e o g r a p h i ca l l y  d i s t r i b u t e d  c omp u t e r s , ca l l ed  h o s t s , to c o m m u n i c a t e
with each other. The hosts are a diverse set of computers of
d i f f e r i n g  m a n u f a c t u r e , speed , word size , and operating system. The
AUTODIN II s ys t e m  p r o v i d e s  a m e c h a n i s m  f o r  comm un i c a t i o n  b e t w e e n
h o s t s ;  t he  TCP s p e c i f i es  h o w  t h e  h o s t s  use t h i s  m e c h a n i s m  to
provide comm unication services to processes and ultimately to human
users.

1.3. The reader of this document is assumed to be familia r with the
concepts of the AUTODIN II system , and with operating system
concepts. In particular the reader is expected to have read the
AUTODIN II Spec if ica tio n [ re f e r e n c e  1] .

1.4. It is intended that the information presented here be
sufficient and complete enough to allow a competent systems
programmer to implement an operating system program module to carry
out this protocol.

1.5. In the following sections a brief back ground of the AUTODIN II
network , and the protocol environment within it , is presented. This
introduces the more detailed specification in the sections on TCP
function , environment , and implementation. The document includes
appendices on several details of TCP implementation.

p.

~ I
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1’

~~

TCP Specification page j

— —~~~--- —
~~~~ ~~~~~~~~ 

-
~~~~~~~~~~~~~~~~~~~~~~i~ ~~~~~~~~~~~~~~~~~~ ~~ z :c~~~~;~ ::- ~~ .~ ~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~



-~~~~~~ ~~~~~~~~~~~~~ ~~~~rny..~~~~~ -~~~~~~~~ n’ - _ _ _ _ _ _ _ _ _ _ _ _

— — -~~~~~~~~

LLG ROM JB P 11 J U L  76 35938

G l o s s a r y

2. GLOSSARY

2.1. accep tability filter——a dynamic range in the TCP sequence
number space used to detect duplicates and segments with
illegal sequence numbers .

— 2.2. access circuit——an addressable hardware port on the LCM; the
point at which comm unication lines for local terminal
dev ices , TAC ’s, and host s are attached.

2.3. ARC——A ugmentation Research Center of SRI.

• 2.4. ASCII——Amer ican Standard Code for Information Interchange; a
seven bit encoding of t e x t u a l  c h a r a c t e r s .

2.5. autho rization table——a table used by the TCP to check S/P/T
values during connection management.

2.6. BSL——B inary Segment Leader; a S—segment header used for PS—SIP
communication.

2.7. CCU——Channel Control Unit; an MCCU or SCCU.

2.8. EOL——End—of— letter flag ; used to indicate that a segment
includes the end of a letter.

2.9. FED——Fro nt—End Device; a method of connecting a host to a PS
with minimum alteration to the host operating system to
support protocol functions .

2.10. ho st——a computer connected to a network that executes
programs on behalf of its users but does not necessarily
offer services to the other computers on the network.

2.11. hos t—entity——a host , FED , CCU , or TAC .

2.12. HSI——Ho st Specific Interface; a sub—module of the CCU tha t
interfaces the TCP to the host.

$
2.13.  I SN — — I n i t i a l  S e q u e n c e  N u m b e r ;  t h e  f i r s t  sequence number used

when a connection is first synchronized or
r e sy n ch r o n i z e d .

2.14. LCM—— Line Con trol Module; controls communication between a PS
and ho sts , terminal equipmen t , TAC ’s, and remote PS’s.

• TCP S p e c if i c a t i o n  page  2
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Glossa ry

2 .15 .  L C N — — L o c a l  C o n n e c t i o n  N a m e ;  a h a n d l e  t h a t  is giv en to t he
use r as a shorthand identifier for a TCP connection.

2.16. LISTEN——a type of connection opening in which some part of
the destination address , sen d precede nce , or ICC has been
unspecified. This-type of open allows a user or process
to wait indefinitel y until a connection attempt is made
by a remote user , and is thus useful for open
synchron ization and server processes.

2.17. MCCU——Multiple Channel Control Unit; allows the interfacing
of a host to a PS and provides up to 32 connections with
remote hosts or subscribers.

2.18. NCC——Network Control Center .

2.19. NVT——Ne twork Virtual Terminal; a standard , network—wide ,
intermediate representation of a canonical terminal.

2.20. octet—— eight bits.

2.21. Periods Processing——a temporary mode of operation assumed
when host resources are required for special processing
of hig hly restricted info rmation.

2.22. port——a name chosen from a un iversal name space (not
4 necessarily unique , however) tha t identifies the stream

of information passed between a process and the network.

2.23. PS——Packe t Switch of the AUTOD IN II network.

2.24. PSN—— packe t switch network.

2.25. S—s egment——the concatenation of a Binary Segmen t Leader and a
T—seg ment.

r~~ 2.26. S/PIT——Security, precedence , an d TCC .

2.27. SCCU——S ingle Channel Control Unit; allows the interfacing of
-$ a host to a PS with a single connection capability.

2.28. SIP——Segment Interface Protocol (or the program that
implements it); a sub—module of the host , TAC , or CC U
tha t interfaces to the LCM for PS—TCP comm unication .

~~~ 2.29. so cket——an entity defining one end of a TCP connection ; the
i n t e r — n e t w o r k — w i d e  nam e of a process  p o r t  w h i c h  is a

TCP S p e c i f i c a t i o n  page  3
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Glossary

-

• 1 conca tena tion of ne twork iden ti f ier , TCP iden ti f ier , and
port identifier.

- 2 . 3 0 .  S R I — — S t a n f o r d  R e s e a r c h  In s t i t u t e, Menlo  P a r k , C a l i f o r n i a .

2.31. subscr iber——the logical address of an access circuit , wh ich
at the PS lev el represents an end—user or a host
c o m p u t e r .

2.32. switch directory——a table containing address translation
i t a b l e s  and S / P / T  c o n t r o l  information that is used by the

• s w i t c h  to  d i r e c t  and r e s t r i c t  t r a f f i c  t o / f r o m  an access
c i r c u i t .

2.33. T—segmen t——the concatenation of a TCP—TCP header and data
( o p t i o n a l )

2.34. TAC——Te rm inal Access Control module. Consists of the
f o l l o w i n g  s u b — m o d u l e s :  IC , THP , TCP , and SIP.

3 2 . 3 5 .  T C — — T e r m i n a l  C o n t r o l  m o d u l e ;  a s u b — m o d u l e  of t he  TAC tha t
interfaces directly to the LCM for user—TAC
c ommun i c a t i o n .

2 . 3 6 .  T C B — — T r a n s m i s s i o n  C o n t ro l  B l o c k ;  a b o o k k e e p i n g  b l o c k  used by
the  T C P ( p r o g r a m )  to m a i nt a in i n f o r m a t i o n  abou t  a f u l l
dup l ex  TCP c o n n e c t i o n .

2 . 3 7 .  I C C — — T r a n s m i s s i o n  Control Code; a user group code that serves
-• 

. to c o m p a r t m e n t a l i z e  t r a f f i c  and d e f i ne  co n t r o l l e d
c o m m u n i t i e s  of i n t e r e s t  among sub sc r ibe rs .

-~~~~ 2 . 3 8 .  T C P — — T r a n smj s s ion  C o n t r o l  P r o t o c o l  (o r  the p r o g r a m  tha t
imp l e m e n t s  i t )

2 .3 9 .  T e l n e t — — a n  A r p a n e t  p r o t o c o l  ( o r  the p r o g r a m  that imp lemen ts -

it) that specifies the comm unication interaction such
tha t a user on a term inal of one com pu te r ga ins access to

- 
f - 3 the serv ic es of ano ther  com pu ter as i f she were  a local

user of the second computer.

2.40. THP——Term inal—to—Host Protocol (or the program tha t
i m p l e m e n t s  i t ) .

• I 2.41. window——a d ynam ic range  in the sequence number  space used f o r
~~~ f l o w  c o n t r o l .

a.-
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3. BAC KGROUND

3.1. C o n f i g u r a t i o n  O v e r v i e w

3.1.1. The AUTODIN II sys tem is a packet switche d comm unication
= ne twork linking a wide range of terminals and host computers.

There  a re  fo ur m a in componen ts of a packe t swit ched comm un ica tion
s y s t e m :

3.1.1.1. The Backbone : the packe t switches and their

• interconnecting trun k lines.

3.1.1.2. The User Interface: t h e  v a r i o u s  i n t e r f a c e  devices
t h a t  connect to subsc riber equipment. Examples of the

F- i n t e r f a c e  dev ices  a r e  the Terminal Access Controller (TAC), the
M u l t i p l e  C h a n n e l  C o n t r o l  U n i t  ( M C C V ) ,  and the Singl e Channe l
C o n t r o l  U n i t  ( S C C U ) .  F i g u r e  1 shows  t h e  v a r i o u s  use r
interfaces.

3.1 .1 .3 .  P r o t o c o l s  and c o n v e n t i o n s  needed f o r  c o m m u n i c a t i o n s
and c o n t r o l  between the various components in the backbone.

3.1.1.4. Protocols and conventions needed for communications
and con trol between the various processes in the user - •

4 environment. These includ e the host level pro tocol  (TCP)  and
the terminal access protocol (THP).

3.1.2. AUTODIN II is desi gned to provide a communication service
needed to support Interactive , Q u e r y/ R e s pons e , Bulk Data
Tra n s f e r , and Narrativ e applications to meet the man—to—man ,
m a n — t o — c o m p u t e r , and c o m p u t e r — t o — c o m p u t e r  d a t a  t r a n s m i s s i o n
r e q u i r e m e n t s  of DoD u sers  in CONUS and cer ta in overse as
s u b s c r i b e r s .

- p. 
~ 3.1.3. Host computers are defined as computers , or fron t—end

dev ices ( F E D )  assoc ia ted wit h co m p ut e rs , tha t a re  capab le  of
s i m u l t a n e o u s l y  c o n d u c t i n g  m u l t i p l e  c o n ve r s a t i o n s  w i t h  o t h e r  n o s t s

it -
- or terminals.

c 
-

3.1.4. In add ition , two types of host interface control units are
p r o v i d e d : a SCCU and a MCCU. The purpose of these two interface
c o n t r o l  u n i t s  is to a l l o w  c e r t a i n  hos t  s u b s c r i b e r s  to  i n t e r f a c e

- 
. . -

~ the network with little or no modification to their host hardware
or software.

3.1.5. There are two program modules which reside either in user
hos ts, or in user—provided network front—end devices (FED), or in

TCP Spec if ica ti on page 5 
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the SCCU ’s and MCCU ’s pr ovid ed by the AUTODIN II. These program
mod ules a r e  used to access  the ne tw o r k :  one p r o g r a m  modu le  is
the Transmission Control Program (IC?), wh ich pe r f o r m s
host—to—host protocol functions; the second prog ram mod ule is the
Segme nt In te r fa c e  Pr ot oc ol ( S I P ) ,  wh ich p e r f o r m s  the ne tw o r k
interface protocol functions.

3.1.6. Term inals are defined as character oriented devires
ca pable of conducting communications with only one destination at
a time. Terminals shall access the network through a TCP—SIP
conf iguration using a Terminal—to—Host Protocol (THP). This
pr otocol , wh ich is sim ilar  to th e ARPANET Telne t, interfaces the
t e r m i n a l s  to  the  TCP p r o g r a m  m o d u l e  in the TAC to p rov ide the
mechanism for terminals to access foreign host computers via the
c o m m u n i c a t i o n s  n e t w o r k .

3.1.7. For terminals associated with a local host computer , the
T H P / T C P / S I P  p r og ra m m odu les  r eside in the hos t , FED , SCCU , or
MCCU as the case may be. For terminals not associated with a
local hos t com put er the T H P / T C P / S I P  p ro g ra m mod ules res ide in t he
Term inal Access Con trol  (TAC ) f unc tional mod ule assoc ia ted wit h
the Packe t Switch (PS).

3.1.8. Subscriber Interface Configurations

3.1.8.1. The above mentioned modules must be tailored to fit
into a variety of user configurations. The configurations are
shown in Figure 1 and described below.

¼ 
-
~~ 3.1.8.1.1. Host

The most general configuration is the direct host
c o n f i g u r a t i o n , in w h i c h  t h e  TCP and the  THP a r e  i m p l e m e n t e d
in the host as operating system or s e r v i c e  p roces s

-

~~~~ f u n c t i o n s .

3 . 1 . 8 . 1 . 2 .  Host  F r o n t — E n d

‘
4 The n e x t  c o n f i g u r a t i o n  shown , t h e  F r o n t — E n d  Dev ice  ( F E D )

ca se , req uires a host specific interface (HSI) software
m o d u l e  in the  f r ” n t — e n d  w h i c h  i m p l e m e n t s  s t i l l  a n o t h e r

- ~
- •

.
‘, protocol between the front—end and the Host.

In most case s the front—end is intended to deal with the
com pl ica tions of the ne twork  p ro tocol , sav ing the Host both

- •~~~~ CPU cycles and memory space. The protocol used between the
- iA Hos t  and  t he  f r o n t — e n d  is i n t e n d e d  to be as s imple  as

- 

- 
TCP S p e c i f i c a t i o n  page  7
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poss ible , of ten a simula tio n of some dev ice the Hos t Is
otherwise interfaced with.

3.1.8.1.3. MCCU

The th ird case is t he M CC V wh ich is in tended to in te r f a c e  a
hos t to the network with a minimal effect on the Host. The
strategy is much the same as the front—end except tha t the
phys ical in te r f a c e  is def ined to be a se t of up to 32 l i nes
where each line is associated with one logical connection
at a time. The inten t is that each line may appear to the
hos t as a term inal  or some o ther  simp le dev ice.

3.1.8.1.4. SCCU

The n e x t  case , t h e  SCCU , p r o v i d e s  a s ing l e — c o n n e c t i o n
interface to the network. The pr incipal in tended use of
the  SCCU is to p r o v i d e  to a p a i r  of h o s t s  c u r r e n t ly
connected via a private line the less expensive alternative
of using the network. In t h i s  s i t u a t i o n  each hos t  wo uld
have an SCCU interface to the network. Othe r uses of the
SCCU migh t in cl ude an in te r f a c e  f o r  a s y n c h r o n o u s  remo te

• job entry station. Implementation details for a SCCU are
significantly simpler than for the other configurations. A
separate appendix , Append ix I , con ta ins a l ist of all the
simplifications realizable with the SCCU configuration.

3.1.8.1.5. TAC and Terminals

The fifth case is the TAC . The TAC is intended to provide
the IC , TB? , TCP , and SIP serv ices for the terminals
d irectly connected to the LCM.

3.2. Pro tocol Overview

3.2.1. Before discussing the particulars of the TCP , a
- ‘ description of the protocol environment is presented. First a

scenar io of a m essage tra n sm iss ion is o utl ined , then the pro tocol
f~

-, functions are discussed , and f in a l ly  the st r uc tura l  re la tionsh ip
between the protocols is describ ed .

4- -

~4
3 . 2 .2 .  Message  T r a n s m i s s i o n  S c e n a r i o

3.2.2.1. The major modules in the communication path between a
use r  and a s e r v i ce  p r o c e s s  a r e  shown in Figure 2.

I

,’

TCP S p e c i f i ca t i o n  page  8
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3.2.2.2. The user (Sub scriber 1) at Term inal 1 ,0 f i r s t ente r s
i n f o r m a t i o n  about  t h e  d e s t i n a t i o n  she wishes  to addres s , and
the S/PIT parameters for the comm unication. The user’s input
is routed through the Line Control Module (LCM) to the TC
module in the TAC . The IC delivers the data to the THP , wh ich
processes  the  in f o r m a t i o n .  The TB? make s an OPEN r e q u e s t  on
the  TCP s p e c i f y i n g  the  d es t i n a t i o n  and S/ P I T  as ind ica ted by
the user . The TCP sets up a table entry (a TCB) for the
pend ing connec tion , bu t no network messages are transmitted.

3.2.2.3. Wh en the user enters her first data message , the THP
packages the text into a letter and passes the letter to the
TCP with a SEND request . The TCP checks the 1GB entry f o r  th is
c o n n e c t i o n  and f i n d s  t h at  t he  c o n n e c t i o n  is no t  ye t
established. The TCP then exchanges connection establishing

• messages with the distant TCP. The TCP p a s s e s  t h e  m e s s a g e s
(segmen ts) to the SIR , which forwards the segment to the PS via
the LCM .

3 . 2 . 2 . 4 .  When th is open ing excha nge is comple ted , the TCP
4 r e f o r m a ts t he or ig inal le tt er in to segm en ts wh ich in cl ude

sequencing and the S/PIT control information. As with all
segmen ts d estine d f o r  a f o r e ig n TCP , this segment is passed to
t he  SIP f o r  f o r w a r d i n g  t h r o u g h  t h e  n e t w o r k .

3 . 2 . 2 . 5 .  The PS v e r i f i e s  t ha t the  S/ P / I  v a l u e s  i n d i c a t e d  in
t h i s  m e s s a g e  a r e  val id by c h ec k i n g  the  D i r e c t o r y  e n t r y  f o r  t h i s
subsc riber . On passing this test the PS routes the segment to

• another PS , an d by travel l ing f r o m  one PS to ano ther  the
segment eventually reaches the PS of the destination address.

3.2.2.6. At the destination the segment is routed from the PS
thro ugh  the LCM to t he  H os t  ( i n  our  exam p le) . In the Host the
segment is processed by the TCP. The TCP reformats the

p. - s e g m e n t , d e l e t i n g  the  c o n t r o l  In f o r m at i o n  and p o s s i b l y
c o m b i n i n g  s eve ra l  s e g m e nt s  to  f o r m  a l e t t e r  f o r  d e l i v e r y  to t f le
destination process. The destination TCP sends an =
acknowledgement (possibl y comb ined wit h da ta) to the da ta

~ 
-
~~~~ or iginating TCP. The destination process ricquires the data as

* the result of a RECEIVE request .

‘~ 3 . 2 . 3.  P r o t o c o l  F u n c t i o n s

3 . 2 . 3 . 1 .  In this sce’tario several functions have been mentioned
or implied. In the following we will review the functions and
indicate the division of responsibility for implementing them
among the  p r o t o c o l  m o d u l e s .

TCP Spec if ica tion page 10
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3.2.3.1.1. Concep tua l Model for Higher Level User

Each p r o t o c o l  modul e p r o v i d e s  a model of i t s  c o m m u n i c a t i o n
f a c i l i t y  to  the  n e x t  h i g h e r  level of use . T h i s  model is an
a tt emp t to make the lowe r levels  of pro tocol invis ible to
the user of the particular protocol module. Examp les of -•
these models are the inter—process communication facility
provid ed by the TCP and the terminal—to—process model
prov id ed by the TB?.

3.2.3.1.2. Dev ice Dependen t Term inal Control

• The dev ic e d e p e n d e n t t e r m i n a l  c h a r a c t e r i s t i c s  includ e
• conver sion of character coding, fo ld ing of long lin es of

text , etc. This function is performed by the IC.

3 . 2 . 3 . 1 . 3 .  C h a r a c t e r  Set S t a n d a r d i z a t i o n

The communit y of u se r s  of the ne twork uti l ize many
d ifferent types of terminals and hc~st computer systems .
Among these  t e r m i n a l s  and s y s t e m s  s e v e r a l  c h a r a c t e r  s e t s
are used. To enable users to interac t with all other
subsc r ib e r s , a ne twork standard cha racter set is defined.

• The TUP is responsible for any translation necessary .

3 . 2.3 . 1 .4 .  I n t e r a c t i o n  Mode Con tro l

The c o n t r o l  by t h e  user  over  the  mode  of I n t e r a c t i o n  is
a c c o m p l i s h e d  v ia  an interaction with the THP. These modes

• 4 1 i n c l u d e  the  c h o i c e  b e t w e e n  c h a r a c t e r — a t - - a — t i m e  and • /
— l i n e — a t — a — t ime i n t e r a c t i o n, and b e t w e e n  loca l , echo ing and /

r e m o t e  echo ing .

3 .2 . 3 . 1 . 5 .  User  Command I n t e r p r e t a t i o n

The user should have the ability to control the inte raction
mode , c o n n e c t i o n  o p e n i n g  and c l o s i n g ,  and v a r i o u s  o p t i o n s
p o s s i b l e  u n d e r  THP as wel l  as t he  dev ic e c h a r a c t e r i s t i c s .

3 . -
~~ These cont ro l s  sho uld b e i n d i c a t e d  t h r o u g h t h e  use of a

c ommand lang uage. The THP is responsible for parsing the
command language and carrying out the requested action ,
of ten by calling on the IC or TCP.

0$
TCP S p e c i f ic a t i o n  page  11
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3 . 2 . 3 . 1 . 6 .  M u l t i p l e x i n g  C o n n e c t i o n s

The use of t h e  n e t w o r k  by a hos t  or  TAC m u st  be subdiv id ed
or  m u l t i p l e x e d  in to  many  c o n v e r s a tions so tha t the many
use r s  ( t e r m i n a l s  or p roces se s )  are  able  to simul taneous l y
o b t a i n  s e r v i c e s .  The TCP p r o v i d e s  t h i s  m u l t i p lex ing
funct ion by presenting to the THP level the concept ual
n o t i o n  of c o n n e c t i o n s , w h i c h  is t h e  bas ic  m e c h a n i s m  f o r

- I p r o c e s s — p r o c e s s  comm u n i ca t i o n .  C o n n e c t i o n s  may be t h o u g h t
I 

- 
of as l og i ca l  c i r c u i t s .

3 . 2 . 3 . 1 . 7 .  O r d e r I n g

-

• 3 Most a p p l i c a t i o n s  of t he  n e t w o r k  r e q u i r e  d a t a  to be
d e l i v e r e d  in the order in which it is s e n t .  Th i s  f u n c t i o n
is a c c o m p l i s h e d  in the  TCP by means of sequence numbers.

• 3 . 2 .3 .1 .8 .  P a c k a g i n g

The users usually wish to be spared the details of segment
f o r m a t s  and network comm unication. A packaging function is - I
p e r f o r m e d  by each  m o d u l e  a long  the path to provide the user
with a simpler view of the communication system . The THP

• p r o v i d e s  f o r  packa g ing of user tex t in to le tt ers and v ic e
• v e r s a . The TCP prov ide s f o r  the packa g ing of le tt ers  in to

s e g m e n t s  and v ic e  v e r s a . S

i J , 3.2.3.1.9. Reliable Transmission

Users expect that all messages they present to the ne twork
wil l  be d e l i v e r e d . To p r o v i d e f o r  the  r e l i a b l e

- 
- transmission of messages both the PS and the IC? utilize

s e q u e n c e  n u m b e r s , po sitiv e acknowledgements ,
• retransmission , and flow control mechanisms.

3 .2 .3 .1 .10 .  S e c u r i t y ,  P r e c e d e n c e , and User  G r o u p  Monitoring -

The secur ity ,  p recedence , and user group  of each mes sage
mus t  be  v e r i f i e d .  The PS will do th is by c h e c k ing each

- message  a g a i n s t  t he  PS D i r e c t o r y  a t  b o t h  t he  s o u r c e  and
d e s t i n a t i o n .  The TCP may  p r o v i d e  a d d i t i o n a l  c h e c k i n g .

3.2.3.1.11. Multi plex ing Hosts and Subscribers

- -~~ The bac kbone  n e t w o r k  is s h a r e d  among many sub s c r i b e r s  by
- 

• 

mul tiplexing the message flow according to the subscriber
identification. Subscribers may be hosts or terminals

IC? Spec if ica tion page 12
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c o n n e c t e d  to TAC ’s; the y a r e  not processes . This function
is provided by the PS.

3 . 2 . 3 . 1 . 1 2 .  A d d r e s s i n g  and R o u t i n g  S

The PS provides addressing for Hosts and most terminals by
means of the concept of Sub scribers. The IC? p r o v i d e s
a d d r e s s i n g  f o r  p r o c e s s e s  and o t h e r  t e r m i n a l  users with
socke ts.

The PS a t t e m p t s  to p r o v i d e  f o r  the  o p t i m a l  r o u t i n g  of
messages  t h r o u g h  the  n e t w o r k .

3.2.4. Level s of Protocol

3 . 2.4 . 1 .  The pro tocol  mod ule s f or m a h ie r a r c h y ,  as shown in
F i g u r e  3. U s e r s  c o n c e pt u a l l y  transmit text to other users. In
ac tual ity they e x c h a n g e tex t wit h the sup por ting THP ’s. The
THP ’s in turn conceptually exchange letters , but actuall y se nd
and receive letters to and from the supporting TCP ’s. The
TCP ’s c o n c e p t u a l l y  exchange I—segments , but in fact these
T — s e g m e n t s  a r e  t r a n s m i t te d  v ia  the  SIP ’s to the  PS ’s as

• S— segments. The PS ’s ac tuall y exchange packe ts.

0.

f - sI .

TCP S p e ci f i c a t i o n  page  13
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P- TCP Function

4. TCP F U NC T I O N

4.1. In the description of p ro to col f u n c tions the TCP has  b ee n
assigned the tasks of handling multi ple connections of varying
precedences and security levels , packag ing and or d er ing use rs ’
letters , and generally providing the user with reliable
transmission . These functions are elaborated upon below , w h e r e
they are grouped into three new categorie s——connection management ,
information transfer management , and security, precedence , and user
groups .

4.2. An Important role of any protocol Is to present a simp lified
view of the communication medium (which may be quite complex in
reality) to its users. To this end we think it is useful to speak =
of process—to—process communication , without regard to the ac tua l
host level entity (host , TAC , or CCV ) within which the process

P resides . A process , as used he re , is that active element in the
host level entity that actually controls the transfer of
information. Even terminals and files or other I/O media are
viewed as communicating through the use of processes. Thus , all
network communication is viewed as inter—process comm un ication.

S - 
4.3. Except for some network performance characteristics , s uch as
thro ugh put , response time , and reliability, the process—t o—process
communication is in general not dependen t on the medium over which
the information is transferred . In fact , one of the functions of
the host level protocol is to make the network as transparent as

• possible. It does this by relying on lower level protocols to
perform functions such as network routing, PS—PS lev el
comm unication and error detection , and network flow control.

4.4. Connection Management

4.4.1. To achieve comm unication between a pair of processes
thr oug h a switched ne twork , one of the functions of the host

- 
- level protocol is to provid e the means by which a connection may-

be e s t a b l i s h e d  b e t w e e n  t he  p roces se s , con t r ~il led  d u r i n g  the
transfer of the info rmation , and terminated at t h e  c o m p l e t i o n  of

* the session. The termination may not be co.~ le te , but may be a
-

, transfer of one end of the connection from one process to another
process in the same host entity.

4 . 4 . 2 .  The i m p o r t a n t  poin t is t h a t  t h e  c o n n e ct i o n  m a n a g e m en t
function is implemented in a netwo rk—transparent manner , i.e., • 

=
process level connection managemen t is independen t of network
level connection managemen t , and , from the network standpoin t ,

~~ 

-
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= the ne twork  level opera tions do no t depend upon the hos t level
p r o t o c o l  c o n ne c t i o n  m a n a g e m e n t .

4 . 4 . 3 .  Most  p roces se s  i n t e r ac t  w i t h  i n p u t  or  o u t p u t  s o u r c e s  or
s t r e a m s .  We i m a gi n e  t h a t  each  process  may have  a n u m b e r  of t hese
i n p u t  and o u t p u t  s t r e a m s t h r o u gh  w h i c h  i t  c o m m u n i c a t e s  w i t h  o t h e r
processes. Programmers refer to such  s t r e am s as c h a n n e l s ,
log ica l  u n i t  n u m b e r s , job  f i l e  n u m b e r s , e t c .

- 
4.4.4. Since the TCP may manage several connections concurrently
it needs to d i s t i n g u i sh  among the input and output streams for

— the various connections. The TCP assigns a Local Connection Name
( L C N )  to each st r ea a s~ th ey say be distinguished at the
process—IC? in t e r f : ~ =

4.4.5. A similar na*tr’~ conven tio n is n e c e s s a r y  for the streams
be tween processes in ~:e n e t w o r k , w i t h  i m p o r t a n t  c o n s t r a i n t s — — th e
names  m u s t  have  the  san sy n t a x at every host , and some names
m ust r e f e r to the same t~.~nc ttonal process over long periods . To
p r o v i d e  such  a un iversa l nam e space  f o r  s t r e a m s  the  c o n c e p t  of  a

- PORT is i n t r o d u c e d . T h e r e  m ay be h o s t — s p e c i f i c  m a p p i n g s  b e t w e e n
por ts and streams.

• 4.4.6. It must be possible for processes to selec t a port name
• f r o m  e i the r a s t a t i c  or dyn amic se t .  A p o r t  name  d r a w n  f r o m  a

static set is intended to be used and r eused  over  a long  per io d
and could  be based on the user ’s na m e or d irec to r y  num ber • A
por t na m e d raw n f r o m  a d yn am ic set is intended to be used for

— 
. 

this session onl y a nd cou ld be based  on the c u r r e n t pr oces s
identifier or the time of day.

4.4.7. Since port names are selected independently by eac h
operating system , TCP , or user , they may not be unique. To
prov ide f o r  uni que names a t each TCP , we co nca tena te a TCP

p. • 
identifier with a port name to create a a~~cke t na m e wh ich will be
un ique throughout the network. More on user and TCP addressing -

- 
ca n be f o u n d  in A p p e n d i x  A.

4.4.8. A pair of sockets form a connection which can be used to
carry d ata in either direction (i.e. full duplex). The
connection is uniquely identified by the <local socke t , f o r e ig n

- - socke t> address  pa ir , and the sam e local  socke t can par ti c ipa te
in multip le connections to differen t foreign sockets.

TCP S p e c i f i c a t io n  
, page 16
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4 .5 .  I n f o r m a t i o n  T r a n s f e r  M a n a g e m e n t

4 . 5 . 1 .  The second maj or f u n c t i o n  of the  host  level  pro tocol ,
p o s s i b l e  a f t e r  t h e  e s t a b l i s h m e n t  of a c o n n e c t i o n , is t h e
management of the actual transfer of information . This involves
such  f unc tio ns as syn chr on iza t io n , seq uenc ing ,  del ivery
acknowledg m en t, e r r o r  de tec tion , identification and elimination
of du pl ica tes , nondel iv ery  de te c ti on and r e c o v e r y ,  and p rocess
level flow control . This function is also implemented in a
network—transparent manner , and should  be , to the maximum extent S

poss ible , independen t of such network constraints as packe t size ,
n e t w o r k  r o u t i n g ,  n e t w o r k  c o n f ig u r a t i o n  c h a n g e s , and P S — P S  co nt rol
proced ures.

4.5.2. Proc esses make use of the TCP by handing it letters. The
TCP b r e a k s  t h e s e  i n t o  s e g m e n t s  (c a l l e d  I— s e g m e n t s ) ,  if n e c e s s a r y ,
and then embeds each segment in an S—segment suitable for
tran smission from the host to its serving PS. The PS’s may
perform further formatting or other operations to deliver the
loc al packe t to the destination host.

4.6. Security, Prec ed ence , a nd ICC

• 4.6.1. There are three operational characteristics that the
AUTODIN II host level protocols contain in addition to those
descr ibed in Appendix !) of the AUTODIN II Specification: these

-
- are the unique DoD common user requirements of security, traffic

accep tance ca tegor iza tion ( p r e c e d e n c e ) ,  a nd closed user  g ro up s
(ICC).

4.6.2. The security, precedence , and TCC req u i remen ts , desc r ibed
- • 

- = in detail in various sections of this document (see for examp le
sec tions 5. and 9.1.3.), app ly to bo th the connection management
and the information tranèfer management functions of the host

.p. - level protocol. The host level protocol provides the capability
- 

-
~~

- ‘
• to handle multiple connections of  v a r y i n g  s e c u r i t y ,  p reced ence , -

and TCC requirements , in the same host entity.

4- ~ -,

* 
-

~~~~
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5. DISCUSSION OF S/P/I AND CONNECTIONS

5.1. The AUTODIN II specification indicates that uni que secur it y ,
p rec ed ence , and closed user groups problem s must be handled by the

— h o s t — t o — h o s t  p r o t o c o l.  The PS is r e sp o n s i b l e  f o r  p r e v e n t i n g
sec ur it y,  p r e c e d e n c e , and user group v iolations . However , the PS
can c h e c k  f o r  v i o l a t i o n s  onl y in a s implex  or un i d i r e c t i o n a l
comm unication path.

5.2. Certain restrictions concerning security, precedence , and user
- group are desirable on a full duplex connection. There are

restrictions on the usage of connections imposed for administrative
reaso ns, such as restricting all data that flows on a connection to

- e x a c t l y  the  s e c u r i t y  level i n d i c a t e d  at the  t ime  the  c o n n e c t i o n  is
e s t a b l i s h e d .  Othe r r e s t r i c t i o n s  may be d e r i v e d  f r o m  Imp l e m e n t a t i o n
c o n s t r a i n t s  or a d m i n i s t r a t i v e  r e q u i r e m e n t s .  For example  b o t h

S directions of data flow on a connection must be at the hig hest
S preced ence level of any  da ta tha t is sen t on tha t c onnec tion , even

if the critical data flows only one way. This is necessary because
data flow in one direction must be a c k n o w l e d g e d  by m e s s a g e s
transmitted in the other direction. The acknowledgements must
trave l  at the sa m e pr eceden ce as the da ta to p reve nt a slow d own or
stopping of data transmission caused by flow control.

5.3. In another instance , a process waiting to receive data from
the network at a security level hig her  tha n tha t al lowed by the
switch will wait forever , not knowing why data has not arrived .

3 (It should be noted that no network traffic is generated until the
actual sending of a message over a TCP connection.) At the switch ,
no information exists that could be used to manage full duplex
connections; and in the host , TAC , or CCU no information exists
tha t ca n be used to m on itor sec ur ity ,  p r ece d ence , and user g r o u p

- 
(TCC).

p. , 5.4. To remedy t h e  p r o b l e m s  r e l a t e d  to a d m i n i s t e r i n g  S/ P I T  c on t r o l
a t the TCP level , it  is r e c o m m e n d e d  t h a t  a s s o c i a t e d  w i t h  each  -

c o m p u t e r  h o u s i n g  a TCP (or any other host—to—host protocol program)
S there be an authorization table from which the TCP can extrac t —

S/ P / I  i n f o r m a t i o n.  A m o r e  d e t a i l e d  d i s c u s s i o n  of i ssue s r e l a t i n g
to such a table is presented below .

-
.~~ 

5.5. Sec urity

5.5.1. The IC? should be able to enforce tighter monitoring of
security than that provided by the PS. in addition , a user who

f .
~ is allowed to communicate at a specific security level may choose

to limit his activity to some lower level . These cannot be
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m o n i t o r e d  by t h e  s wi t c h  and m us t th e r e f o re  be the ta sk o f the
TCP.

5.5.2. There are curre ntly 16 levels of s e c u r i t y  of w h i c h  the
lowe st is the least classified and highest the most classified .
When s p e c i f y i n g  a sec ur it y level fo r  h is co nnec tion a user m ay
choose one of two p o s s i b i l it i e s :  ( 1)  A u n i q u e  level , i n d i c a t i n g
he is willing to communicate on this connection only at the
spec if ied level or , ( 2 )  a ce iling ,  indicating he is willing to
acce pt any security level not exceeding the one specified.

5.5 .3 .  The s t r a t e g ie s  of m o n i t o r i n g  the  s e cu r i t y  and t he  p roces s
of e s t a b l i s h i n g  the  s e c u r i t y  of a c o n n e ct i o n  a r e  d e s c r i b ed in
9.1.3.2.

5 .6 .  P r e c e d e n c e

5 .6 .1 .  P r e c e d e n c e  is a means  of a s s i g n i n g  u r g e n c y  to t he  d a t a
b e i n g  s e n t  over  t he  c o n n e c ti o n .  T h e r e  a r e  16 levels  of

-
- p r e c e d e n c e  c u r r e n t l y a v a i l a b l e  to t he  use r , of w h i c h  t h e  h i g h e s t

is the most urgent. As with security, the pr eced ence is che cke d
in two levels——the PS level and the TCP level . Category I, the
h ighes t pr ec edenc e is the  o n l y  n o n— b l o c k i n g  p r e c e d e n c e  a t  the  PS
level , and the only one that can cause preemption in the TCP.

5.6.2. Unlike s e c u r i t y ,  t he  p r e c e d e n c e  of a c o n n e c t i o n  m u s t
remain constant over the lifetim e of the connection. The PS

3 monitors the eligib ility of the s u b s c r i b e r  to use v a r i o u s
p r e c e d e n c e s  whi l e  t h e  TCP m o n i t o r s  t h e  c o n s i s t e n c y  of  t h e
precedence during the connection lifetime (see 9.1.3.3.).

5.7. Transmission Control Code (ICC )

4 - 

5.7.1. A TCC def ines a closed group of users for whom the network
p. p r o v i d e s  a c o m m u n i c a t i o n  med ium . M e m b e r s h i p  in a TCC g ives a

user  the c a p a b i l i t y  to  send to and r ece ive  f r o m  any  o t h e r  m e m b e r
of the TCC. A user must be in at least one TCC , but may belong

— to several of them . Groups may overlap. TCC’s a re  a m echa ni sm
to r e s t r i ct t h e  access  b e t w e e n  s p e c i f i c  use r g r o u p s , b u t  t h e y  do
no t restric t the mode of access . Users that are allowed to
c o m m u n i c a t e  a r e  a s sumed  to h a v e  f u l l  access to  one a n o t h e r , i . e .
to send and r e c e i v e  d a t a  as wel l  as c o n t r o l .

5 .7 . 2 .  E n f o r c i n g  ICC ’s is the  combined  r e s p o n s i b i l i t y  of  the  PS
and the TCP. Each has a different view of the member entities of
a TCC , t h u s  each  accesses  a d i f f e r e n t  da t a  s t r u c t u r e  when
check ing ICC ’s. The PS accesses the switch directory, wh ich

‘3. -
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S holds a list of rCC ’s for each sub scr iber . The TCP accesses an
authorization table described bel ow , which holds a list of ICC ’s
for each user.

5.7.3. The packe t switch behaves identically in all instances
with respect to TCC checking. The switch has knowledge of
neither the bidirectional nature of TCP connections nor host
users ;  th e r e f o r e , it can on ly  res t r ic t the d e l i v e r y  of a m essage
based on the TCC list corresponding to the subscriber . The only
func tion performed in the switch is to examine the ICC of each
segmen t and compare it against the TCC list for that subscriber .
For Incoming segments , a v iola ti on p roduces  a message  to the
Lemo te switch. For outgoing segments , a violation results in a

S message to the local SIP.

5.7.4. Add itional TCC implementation considerations can be found
in 9 . 1 . 3 . 4 .

5.8. Authorization Table

5.8.1. The IC? will retrieve all S/PIT information from an
authorization table residing in the operating system . This table
will not be merel y a red undan t swit ch d irec to r y ,  but a table with
entrie s for each process (u s e r on a host , s ub scr iber on a TAC )

4 that exerts more restrictive control than the switch directory.
S The authorization table entrie s will hold the following:

5.8.1.1. The range of acceptable security lev els f o r  se nd ing
and rece iving.

5.8.1.2. The maxim um precedence level for sending.

5.8.1.3. A list or map of all valid TCC’s.

5.8.1.4. Any other information , relevan t to the TCP , wh ich is
con trolled by the operating system (suc h as the authorization

- - - 
- 

to stop transmission)

5.8.2. A grap hical view of the authorization table is shown in
• Figure 4.

5 .8 .3 .  U s e r s  t h a t  choose  to i m p le m e n t  a d i f f e r e n t  h o s t — t o — h o s t
p r o t o c o l  m a y  a lso  need  an a u t h o ri z a t i o n  t a b l e  to a c h i e v e  the
d e s i r e d  e f f i c i e n cy .

5.8.4. The TCP will retrieve information from the authorization
table  b y call ing the operating system ind icating the ID of the

.~iS

TCP Spec if ica ti on pag e 2 0

r

4 S~~

__________ ~~~~~~~~~~~~~~~~~~~~~~~~~~ j&~~~~~~ ‘.~~~~~. ‘ . ‘~~~~‘~~~ - ~~~~~~~~~~~~~~~



__________________________ — ~~=~~~- —~~~~~ -- ~~— -

= AUTHORIZATION TABLE

Security Precedence User Group

Net To User User To Net maximum list of
allowed allowed

Mu Mm Max Mm T~C’.

User 1

User 2

User 3

- - - User n
- _ _ _ _ _  _ _ _ _ _  _ _ _ _ _  _ _ _ _ _  _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _

‘ 4 -

- —

0.

4 : .

—

F*gure l

ii
; ,

— - -~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~ 
- 

- ~~~~~~~~~~~~~~~~~~~ -



3 ~~~~~~~~~ w— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
- - -~~~~—— - 

~~-~~-~~- - ~ ---~~~~ - ~~ - ~ - S ---~~~~

-.1

S LLG ROB JIP 11 JUL 76 35938

Discuss ion of S/ P / I  and Co nn ec tion s

process in question. The operating system will map the process
ID to the user ’s aut horization table entry and return the entire
en try to the TCP.

5.8.5. In the absence ~f an authorization table accessible by the
IC? , the issue s raised above cannot be gracefully handled . Below

S is a summ ary  o f the mos t ser io us def ic ienc ies encoun tered in the
absence of an authorization table.

-
- 

I 5.8.5.1. The authorization table enables the TCP to monitor
= I S/PIT controls more strictl y than does the PS. For a TAC

sub scriber the control exerted by the PS m i g h t  s u f f i c e .
However , in the host case , since the PS cannot distinguish

-~ 
- 

between users the S/PIT control applies equally to all users
and individual bounds are impossible.

5.8.5.2. The creat ion of a listen connection , i.e. one which is
par tia l ly  unspec if ied in ter m s o f f o r eign socke t or S/ P / I
p a r a m e t e r s , may c a u s e  t h e  u s e r  to l i s t e n  i n d e f i n i t e ly if the
S/P/T parameters specified are in violation of his authority.
A l t h o u g h  a u se r  o p e n i n g  an u n s p e c i f i e d  connection indicates his
i n t e n t  to w a i t  i n d e f i n i t e l y  it  is a w a s t e  of r e s o u r c e s  if t h e
c o n n e c t i o n  wil l  neve r  become  e s t a b l i s h e d.  The ava i l ab i l i t y  of
an a u t h o r i z a t i o n  t a b l e  e l i m i n a t e s  such  ca se s .

5 . 8 . 5 . 3.  The PS and all protocols lower-than the TCP o p e r a t e  in
a s implex , or  u n i d i r e c t i o n a l  m o d e .  The a c c e s s i b i l i t y  of  t h e

3 TCP to the authorization table will allow full duplex
• monitoring of S/PIT. In the  a b s e n c e  of t he  a u t h o r i z a t i o n  t a b l e

S/ P / I  canno t be m on ito red in a f u l l  duplex  man ner , we a ke n ing
S the fundamental a s s u m p t i o n  of a c o m p l e t e  f u l l  d u p l e x  c o n n e c t i o n

f r o m  the use r ’s st an d p o in t .
-

~~ 5.8.6. It should be noticed that,in reality a user may obtain the
contents of its own switch directory entry by successive attempts
to send l e t t e r s  w i t h  v a r i o u s  S / P / T  p a r a m e t e r s .  Henc e , t h e  -

a u t h o r i z a t i o n  t a b l e  does n o t  p r o v i d e  the  use r  w i t h  any
i n f o r m a t i o n  w h i c h  he could o t h e r w i s e  n o t  o b t a i n .

St . S
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6. IC? E N V I R O N M E N T

6.1. The pr ogram that implements the TCP is not a self—con tained
system . It has to communicate with the processes it serves and
with the operating system under which it runs. Part of the TCP’s
environmen t is its interface with its neighbors , the SIP on the
network side , the user p roce ss (THP or  o th e r )  on the user ’s side.
The interface with the SIP and the user is given in more detail in
the next section. A description of the envisioned operating system
environment in which the TCP operates is outlined below.

6.2. Operating System Characteristics

6.2.1. Here we describe some operating system cha racteristics
that are important for any implementation of IC?. In no way is
it implied that these characteristics are a b s o l u t e ly r e q u i r e d  of
any operating system under which IC? is to be implemented. Those
characteristics that are most important to the foundation of the
specification are discussed first , f ol lowed by some S

charac teristics that w’ uld generally facilitate implemen tation of
TCP.

6.2.2. Strong Recommendations

6.2.2.1. Address spaces an d data sharing

6.2.2.1.1. In an environment of cooperating processes in
wh ich large blocks of data are being passed between the
processes , it is often important that the processes be able
to pass data without copying it. It is therefore advisable

- - tha t pr ocesses  b e ab le  to sh a r e  the phys ical addre ss spac e in
• which the data resides or have some other mechanism for

efficient data sharing.
p. -

6.2.2.2. Inter—process communication

4 
6.2.2.2.1. The host inter—process comm unication mechanism
should support asynchronous calls suc h tha t the user is not
blocked waiting for I/O with the network or other I/o  device.

-
~~~~ A more detailed discussion of interprocess communication is

presented in section 6.3. S

6.2.2.3. Preemp tion

6.2.2.3.1. Some mechanism must be available to secur e
r e sou rces , bo th time and space , when high precedence activity
is encoun tered . The operating system should have features in
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its process management , p ro ces s schedul in g ,  and space
management that permit preemption. Some suggestions that
relate to preemption are offered in the next section.

6 . 2 . 2 . 3 . 2 .  When in need of r e s o u r c e s , the IC? shou ld  f irs t
attempt to preempt resources it has itself allocated , prio r
to obtaining further resources from the operating aystem . In
an ex tremel y h e a v y  load p ree m p tio n wit h in the IC? may be

-
~ 

• impo ssible and the o p e r a t i n g  s y s t e m ’s a s s i s t a n c e  mig ht  be
5
; needed to carry out preemption. A detailed descript ion of

the mechanism of preemption within the TCP is giv en in
sec tion 9.5.4.

6.2.3. Suggestions

6.2.3.1. Process structure

6.2.3.1.1. It is not necessary to define the host , TAC , or
CCU mo dul es ( S I P , TCP , THP , IC , H S I )  or m od ule sub tasks a s
processes of the operating system . A process can be thought
of as “a running program ” ; the current code , resources , and
context. While it may not matter if a process is known or
managed directly by the operating system , it is conceptually
usef ul to be awa r e of the h ie r a r c h y  of processes. In the

• host , TAC , or CCU , the superio r of a process is defined as
the elemen t that activates that process (usually some kind of

• scheduler).

6.2.3.2. Schedul ing

-~ 6 . 2 . 3 . 2 . 1 .  S c h e d u l i n g  is p e r f o r m e d  at s eve ra l  levels  in a
mul ti—process environment and depending upon process
s t r u c t u r e , can be a r b i t r a r i l y  comp lex . Of c o n c e r n  h e r e  is
the scheduling of top level processes (SIP, IC?, THP , TC ,

S 
HSI) and the pitfalls to be avoided at all levels of
scheduling. No mention is mad e here of host process

* schedul ing; it is assumed that scheduling suggestions are
hel p f ul on ly  f or TAC ’S, M C C U ’s, and SCCU ’s. Additional
schedul ing no te s m ay be f o u n d  in the  d i s c u s s i o n  of TCP
I m p l e m e n t a t i o n  ( Se c t i o n  8 ) .

6.2.3.2.2. TA C and CCU schedul ing is primaril y concerned with
fa irness in function and should be non—preemptive.
S c h e d u l i n g  s h o u l d  be d o n e  u s i n g  a r o u n d — r o b i n  sc heme .  To
insure some level of fairness between top—level processes ,

~~~ processes  sho uld l im it the ir ac tiv ity to some agreed  upon S

max imum . To preven t deadlocks , p rocesses  should  no t bl ock S

TCP Spec if icat ion p age 24
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themselves waiting for resources to be freed or provided by
o t h e r  p r o c e s s e s  a t  t h a t  level .

6.2.3.2.3. In several of the TAC and CCU m odules , spec ial
hand l ing of h ig h precedence activity is required . Schedul ing
accord ing to the p r e c e d e n c e  of a n ac ti v it y sho uld be han d led
in the respective processes , in a way that does not preempt a
task in execution. For example , within the TCP , no event
should preempt the running of the from—net segment handler .
After the from—net segment handler finishes with the present
segment , howev er , the scheduler gains control and will
reexamine the IC? event list for high precedence events
before another process is scheduled .

6.2.3.3. Buffer management

6.2.3.3.1. Buffer management in the host , TAC , and CCU is a
d if f icul t p r o b l e m  and the “c o r r e ct ” algorithm will evolve
only after performance measurements are made. The strategy
must address several issues——flow control , de adl ock
avo ida nce , and throughput. As with schedul ing, it is
probably incorrect to handle all buffer allocation uniformly.
Where special heuristic s are required for solving allocation
problems , the allocation should be handled at the process
level (e.g. allocating buffers for segmentizing letters in
the TCP).

6.2.3.3.2. To facilitate buffer management we have adopted a
policy in which the module that requests allocation of spac e

• is the one that releases it. Thus buffers allocated to the S

user will b e r e l e a s e d  by he r , b uffers allocated to the TCP
will be relea sed by the TCP , and buffers allocated to the SIP
will be released by the SIP.

6.2.3.3.3. We envision at least two levels of space or buffer

p. managemen t——gl obal management for allocation to the user , -

• TCP , and SIP mo du les , and local managemen t for allocation
within each of the modules. For instance , the IC? space
manager (a local manager) acquires space from the global
manager and in turn allocates space to its modules ,
independently of the policy used by the other local managers.

6.2.3.3.4. The global manager is responsible for fairness
among the user , TCP , and SIP mod ules . Since no buffers
ac tua l l y  m ove a c r o ss  in te r f a ce s pe rman ent l y ,  this fairness is

-
~~~~~ straightforward to implement. The global manager cannot ,

howev er , a d d r e s s  p r o b l e m s  l ike d eadloc k pr even tio n since  it
- 4.

— 

‘I
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c a n n o t  d e t e r m i n e  how its allocations are to be used. Only
the local  m anag ers , espec ial l y the user space m a n a g e r , can
attempt to distribt~te buffer s to input and output traffic in
s u c h  a way as to  a- ’oid d e a d l o c k s .

6 .3 .  I n t e r — P r o c e s s  Ccmm u n i c a t i on

6.3.1. In implementing the TCP protocol the need for asynchronous
comm unication is very significant. To emphasize this po in t we
will describ e all in ter—module comm unication in terms of events
( w it h  no d i s t i n g u ish i ng  e x t e r n a l  c h a r a c t e r i s t i c s ). T h i s  is in
c o n t r a s t  to  e a r l i e r  doc u m e n t s  on h o s t — t o — h o s t  and
process—to—process protocols , wh ich describ e inter—module
communication in terms of procedure calls.

6 . 3 . 2 .  P r o c e s s  A m u s t  be  a b l e  to signal Process B that event data
is ready for it. Process A must regain control immed iately
following posting of that even t with some ind ication that the
e v e n t  was p o s t e d  s u c c e s s f u l l y  or u n s u c c e s s f u l l y .

6.3.3. Posting events is an operation to be performed by the
4 operating system (or some event sending mechanism running under

the operating system) . It enables the operating system to verify
• the authority of the event sender to comm unicate with the event

S receiver. It also informs the sender if an attempt is mad e to
send an e v e n t  to a n o n — e x i s t i n g  p rocess  or to a p roces s  t h a t  h a s
just crashed.

6.3.4. To fac ilitate even t handling a process ID must be
associated with each process . The process ID is the means by

F which the sender specifies the destination of the event. The
o pera ting sys tem will a tt ach the sender ’s ID to each even t
thereb y enabling the destination to distinguish among various
sources he might be comm unicating with , and at the same time ,
prevent the sending process from masquerading as another.

6.3.5. Assoc iated wi th each TCP even t are at least the two
fields: “I—Beg I—D ” and “Reason ”. All even ts are handled by the
operating system in the same priority level . Each process (IC?

~ • or SIP) should keep a list of events it has read but not yet
serv iced completely. Before starting on the highest priority
l isted even t the p rocess  shou ld  read and ent er in to th e l ist any
newl y received events.

6.3.6. Even t data should be passed by value , i.e. copied from
the sender ’s address space. The da ta should be copied into a
sharable memory for fast access by the receiv ing process . It

ri TCP Spec if ica tion p a g e  26
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- should be f ixed in l e n g t h  and  sma l l  so t h a t  a l l o c a t i o n  f o r  e v e nt
- d a t a  is e f f i c i e n t.  The even t d a t a  could  be t h o u g h t  of  as b e i n g

S placed on the  r e ce i v e r ’s e v e n t  l i s t , w h i c h  shou ld  be d y n a m i c  in
l e n g t h  and neve r  b l o c ke d .

p. 5
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TCP Interfaces

= 7. IC? INTERFACES

7.1. USER—TCP Interface

7.1.1. The IC? can be viewed b y the user as an efficient post
off ice that handles his (certified) letters. The user hands the
TCP l ett ers  ad d r ess ed to ano th e r  us er ( o r  p r o c e s s ) ,  and expects
the TCP to arrange for the delivery of the letter to the
addressee , notifying him upon delivery. The user is not assumed
to have any knowledge of the mechanism employed by his IC? to

- : carry out the delivery of his letter. Consequently, h e can
comm un icate with others using onl y a set of primitive

- 
ins t ruc  tions  suc h as S E N D , CLOSE , etc.

5-
’

7.1.2. Users communicate over the network via connections.
Comm unication between the user and the TCP is performed in an
asynchronous manner , i.e., the user does not have to wait for the
results of his request , but rather will be notified of successful
completion or an error condition.

7.1.3. To communicate with a remote process , the user ’s process
must understand the concepts of a connection , the addressing
mechanism , and the “lan guage” that his TCP understands. These
are expla ined below.

7.1.4. Address ing

7.1.4.1. We ass ume that each process may have a number of ports
through which it communicates with the ports of remote
processes. It is possible to specify a remote socke t only

• partially by not specifying (setting to zero) the port
identifier , or both the TCP and port identifiers. A socke t of
all zero is called unspecified. The role of unspecified
sockets is to provide a sort of “ge neral  del iv e r y ” facility
(useful for logger type proces8es with well kn own sockets or

- 
some other listening processes). Appendix A gives more detail
abo ut user and TCP addressing.

4 7.1.4.2. Once the connection is specified in the OPEN c ommand
(see section 7.1.6.3.), the TCP supplies a short Local
Connection Name (LCN) by which the user refers to the

-~ conn ection in subsequent commands. There are limits to the =
degree of unspec ificity of socke t identifiers. Local sockets
must be full y spec i f ied , although the foreign socke t may be
fully or partly unspecified . Ar riving segments must have fully
specif ied sockets.

- - TCP S p e c i f i c a t i o n  page  28
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7.1.4.3. Each co nnection is associated with exactl y one
p r ocess , and any att empt to reference that connection by

5 anot her  pro cess will be signa l l ed as an e r r o r  b y the TCP. This
prevents stealing data from or inserting data into another
process ’ data stream.

7 . 1 . 4 . 4 .  To p r e v e n t  TCP m a s q u e r a d i n g ,  a TCP doe s no t kno w i t s
own i d e nL i t y  f o r  s p e c i f y i n g  the  local  socke t , as IC?
i d e n t i f i e r s  w i l l  be s u p p l ied  by  t h e  o p e r a t i n g  s y s t e m  u n d e r
w h i c h  i t  r u n s .

7.1.5. Connections

7.1.5.1. To facilitate comm unication between a pair of
p r o c e s s e s  t h r o u g h  t h e  n e t w o r k , the TCP p r ov ides the m ean s b y
w h i c h  a c o n n e c t i o n  b e t w e e n  the  p r o c e s s e s  is e s t a b l i s h e d ,
controlled during the transfer of the information , and
t e r m i n a t e d  at t h e  c o m p l e t i o n  of t he  s e s s i o n .

7 . 1 . 5 . 2 .  A p a i r  of  s o c k e t s  f o r m  a f u l l  d u p l e x  c o n n e c t i o n
capable of carrying data in either direction. A connection is
u n i q u e l y  i d e n t i f i e d  by  t h e  < l o c a l  socke t , fo r eig n socke t> S

a d d r e s s  p a i r .  The same loca l  socke t can howeve r , p a r t i c i p a t e
in m u l t i p le  con n e c ~~io ns to  d i f f e r e n t  f o r e i g n  s o c k e t s .

7 . 1 . 5 . 3 .  A s s o c i a t e d  w i t h  each  c o n n e c t i o n  a r e  S / P / T  v a l u e s  t h a t  S

are monitored by the TCP over the lifetime of the connection.

7.1.6. Pr imitives for TJSER— TCP Communication

7 . 1 . 6 . 1 .  In t h e  f o l l ow i n g  p a r a g r a p hs we shal l  o u t l i n e  the
p o s s i b l e  e v e n t s  t h a t  m ay  c ro s s  t h e  u s e r — T C P  b o u n d a r y .  These

‘ are  the  c o m m a n d s  or  p r i m i t i v e s  w i t h  wh i c h  a use r ’s p r o c e s s  m a y
c o m m u n i c a t e  w i t h  a n y  o t h e r  u s e r  ( o r  p r o c e s s )  a c r o s s  t h e
network. Event sending does not support a call/return
r e l a t i o n s h ip b e t w e e n  m o d u l e s .  H e n c e , t h i s  r e l a t i o n s h i p  m u s t  be
achieved by convention. In the description of the primitives
a v a i l a b l e  to t he  u s e r , i t  is i m p o r t a n t  to r e a l i z e  t h a t  a p a i r

S of ev ents are involved , the call even t and the return event.
The return event is sent when some significant activity has

0. occurred . (See Appendix B.) S

7.1.6.2. Two specia l events , ACK and NACK , are used to notif y
the sender of an even t that the even t parameters are (are not)
acceptable and that the action associated with the even t will
(will not) be attempted .

~~
4’a
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7.1.6.3. OPEN CONNECTION

7.1.6.3.1. Th is is the first action the user underta kes to
initiate communication on a connection. The user ’s req ues t
is recorded by his IC? but no network traffic is generated by
this event. The first SEND or INTERRUPT by the local user or
the foreign user will cause the IC? to synchronize the
connection.

7.1.6.3.2. In the OPEN request the user may specif y the
foreign socke t with which he wishes to comm unicate and the

- S/P/T parameters for the connection. If the foreign socke t
or the S/PIT (or a combination of these parameters) are not

p specified , then this constitutes a LISTENing local socke t
which can accept a connection attempt from any foreign socket
tha t matche s the pa rameters specified .

- 

7.1.6.3.3. The S/PIT parameters may contain the send security
level ( or r an g e ) , the intended send p reced enc e, the minimum
acce pt abl e re ceive p r e c e d en ce , and the TCC f o r  the

• connection. A user is permitted not to specify any of these ,
indicating his willingness to accept connection attempts with
any values for the parameters he did not specif y (provided he
is eligible to use them).

7.1.6.3.4. If the specified connection is already OPEN or the
S/PIT parameters are in violation of his authority, an e r r o r
is returned.

7.1.6.3.5. If the OPEN is successfully recorded by the TCP , a
local connection nam e (LCN) will be returned to the user.
The local connection name can then be used as a short—hand
nam e for the connection defined by the <local socke t , f o r e ign
socket> pair.

p. 4-

7.1.6.3.6. The local TCP must be aware of the identity of the
- processes it serves and will check the authority of the

process to use the socke t specified as well as the validity
of the S/PIT.

7.1.6.3.7. Section 9.1.1. contains more implementation
de tails about opening connections .

7.1.6.4. SEND LETTER

7.1.6.4.1. Th is call causes the data contained in an
indicated user ’s buffer to be sent on the indicated

TCP S p e c i f i c a t i o n  p a g e  30
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c o n n e c t i o n .  If t h e  c o n n e c t i o n  has  n o t  been opened , or the
calling process is not authorized to use this connection , an
e r r o r  even t is returned.

7.1.6.4.2. The user has to specif y ,  by means of a s p e c i a l l y
des igna ted f l a g , whe ther this data is the End—of—Letter. If
the EOL flag is not set , subsequent SEND ’s will app ea r  as
par t of the same letter. This extended letter facility
should be used intelligently because some TCP ’s m ay del ay
processing packets until an e n t i r e  l e t te r  is r ece ived .

- 7.1.6.4.3. The security level of the letter accompanie s eac h
SEND event. This accommodates changing of the security on

— S 
eac h le tte r , provid ed the connection was opened with a
security ceiling specified.

7.1.6.4.4. If no foreign socke t was specified in the OPEN ,
but the connection is established (e.g. because a LISTENing
connection has become bound due to the arrival of a foreign
l e t t e r  f o r  the  local  port) then the designated letter is sent
to the bound foreig n socket.

7.1.6.4.5. If a SEND is attempted before the foreign socke t
becomes specified , or af ter a CLOSE is re qu ested by e it her  S

• par ty, an error will be returned .

7.1.6.5. RECEIVE LETTER

• 7.1.6.5.1. This command offers a receiving buffer for this
connection. If no OPEN precedes this command or the calling
process is not the owner of this connection , an error is
returned .

- ‘ 7.1.6.5.2. If insufficient buffer space is given to
• reassemble a complete letter , the buffer will be filled with

as much data as it can hold , and an indication that the
buffer holds a partial letter will be given .

7.1.6.5.3. The remaining parts of a partly delivered letter
will be placed in buffers as they are made available via
successive RECEIVES. If a number of RECEIVES are

- .
~~ outstanding, they  m ay be f il led wit h parts of a single long

le tter or with at most one letter each. An EOL flag
associated with each RECEIVE return event will indicate if
the contents includ e the end of the letter .

IC? Spec if ica tion page 31
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7.1.6.5.4. The user has to specify the  mode in w h i c h  he
wishes  to  have  h i s  b u f f e r  r e t u r n e d.  In the  FULL mode t he
buffer will be returned to the user as soon as it is filled ,

- 
or a complete letter has been assembled . In the  PART IAL mode

- 
. - -~~~~ the  TCP w i l l  r e t u r n  t h e  b u f f e r  to the user  as soon as i t  has

any dat a available , i.e. when the buffer is non—empty and one
- * 

of the following has occurred : no more data in the TCP
awa it s t r a n s f e r  to th e user , the b u f f e r  is f ull , or a

-
• c o m p l e t e  l e t t e r  has  b e en  assembled .

7.1.6.6. RETRACT RECEIVE BUFFERS
- 

7.1.6.6.1. Re tracting receive buffers may be used to recover
~~ reso urces or to stop the flow of data from the TCP to the

- u s e r .  W h i l e  the primitive may find some limited utility for
. r e c o v e r i n g  p r e v i o u s  o f fe r e d  r ece ive  b u f f e r s , t h e  p r i m a r y  use

is seen to be in user—to—user flow stoppage. The available
I r e c e i v e  b u f f e r  space  is used b y -t he  TCP in i t s  f l o w  c o n t r o l

s t r a t e g y  in such  a way that retracting buffers causes the
local  TCP to  s t o p  4ata f l o w  f r o m the  r e m o t e  TCP (and the
r e m o t e  u s e r )  . -

~ 5 ! 
-. 

7.1.6.7. CLOSE CONNECTION

7.1.6.7.1. This command causes the connection to be closed.
If the connection is not open or the calling process is not S

authorized to use this connection , an error is returned . Any
unfilled receive buffers will be returned to the user with

- even t codes indicating they were aborted.

- - 5 7.1.6.7.2. Two types of CLOSE may be used: a graceful close
S (Deferred) and a flushing close (Immediate). In the deferred

close the connection will be closed only after all pending
letters have been fully acknowledged , whereas in the
i m m ed i a t e  close p e n d i n g  l e t t e r s  wil l  be d i s c a r d e d  and the
connec tion closed.

7.1.6.7.3. The co nnection may be closed at any time by the
4- -

~~ user , or by the TCP in r e sponse  to v a r i o u s  e r r o r  c o n d i t i o n s
( e . g .  r emote  close execu ted , tr ansmi ss ion timeou t exceeded ,

0. - d e s t i n a t i o n  i n a c c ess i b le)

7.1.6.7.4. Beca use closing a connection requires
comm unication with the foreign IC?, connections may remain in

~ 
the closing state for a short time. Attempts to reopen the
connec tion b e f o r e  the TCP repl ies to the CLOSE c ommand will
result in an error message to the user.

I TCP S p e c i f i c a t i o n  page  32
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7 . 1 . 6 . 7.5 .  More  d e t a i l e d  implementation suggestions can be
f o u n d  in s e c t i o n  9 . 1 . 4 .

7.1.6.8. INTERRUPT

7.1.6.8.1. When this primitive is called by the user , a
specia l control signal is sent to the destination indicating
an interrup t condition. This facility can be used to

-
- 

simulate “break” signals from terminals , or e r ro r or
c o m p l e t i o n  codes  f r o m  I / O  de v ices , for example. The
semantics of this signal to the receiv ing process are
unspecified.

7.1.6.8.2. Two types of INTERRUPT may be used: a graceful
i n t e r r u p t  ( D e f e r r e d)  and a flushing interrupt (Immediate) .
In the d ef e r r e d  in ter r up t the signal  will be assoc ia ted wit h
the  end of t h e  last letter sent , whereas in the immediate
interrupt pending letters will be discarded at both the local
and f o r e ign TCP ’s. The rece iving TCP will signal the
interrupt to the receiving process upon receipt .

7 . 1 . 6 . 8 . 3 .  If t h e  c o n n ect i o ’n is not open or the calling
process is not authorized to use this connection , an error is
returned.

7.1.6.9. F L U S H

7.1.6.9.1. Under certain circumstances it may be desirable to
flush the pipe between the sender and receiver without
sending the out—of—band FL—tNT signal. The FLUSH primitive
instructs the local TCP to flush as muc h of the outgoing data
as it can by not sending anything it has recently segmentized
and by not retransmitting any unacknowledged segment.

p. ‘S 
7.1.6.9.2. The locnl TCP will send a FL control to the remote
TCP , i n f o r m i n g  i t  to r e t u r n  all o u t s t a n d i n g  r e c e i v e  b u f f e r s  -

to its user with an accompanying message informing her of the
fl ush.

7 . 1 . 6 . 9 . 3 .  If t h e  c o n n e c t i o n  is no t  open or  the  c a l l i n g
process  is no t a ut hor ized to use t h i s  c o n n e c t i o n , an e r r o r  is
r e t u r n e d .

-
~~~ 7.1.6.10. STATUS

7.1.6.10.1. Th is command returns a data block containing
connection—related information. Depending on the state of

- 

- - 
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the connection , some of the in f o r ma tion m ay no t be ava i l ab l e
or meaning ful . 

S

-
- 

7.1.6.1O.2. The information returned by the STATUS primitive
— is mostly site dependent and will not be described in detail .

I t m ust incl ude the send b u f f e r  addr ess f o r  wh ich the las t
acknowl ed gem ent s have  a r r ived f r o m the  r e m o te  u s e r  and t h e
n u m b e r  of oc te ts success f ul l y  d el ivered  f r om tha t b u f f e r  to
the r emo te use r • Th is is n e c e s s a r y  f o r  synchr on izing o f d a t a
t r a n s f e r  a t  t he  u se r  level .

7 . 1 . 6 . 10 . 3 .  If t he  c a l l i n g  p r o c e s s  is no t  a u t h o r i z e d  to use
- this connection , an error is returned . This prevents

una ut hor ized processes from gaining information about a
c o n n e c t i o n .

7.1.6.11. MOVE CONNECTI ON

7 .1 .6 .11 .1 .  We hav e s t a t e d  b e f o r e  t h a t  a c on n e c t i o n  is owned
by the process  tha t f irs t op en ed i t .  It  is u s e f u l , h o w e v e r ,
to be able to transfer ownership of a connection from one

S process to another. This is mad e possible by the MOVE
p r i m i t i v e , i s sued  b y t h e  o r i g i n a l  owner of the connection.

7.1.6.11.2. The important po in t behind the ownership transfer
proces s  is t h a t  t h e  IC? has  to  v e r i f y  t h e  a u t h o r i t y  of t h e
new owner to own the specified connection in t e r m s  of i t s
S/P/I parameters.

7.1.6.11.3. If the new owner is not authorized to use the
1: c o n n e c t i o n  the request is rejected , i.e. the old owner is

n o t i f i e d  and o w n e r s h i p  is not transferred .

7.1.6.11.4. It sho uld be noted tha t at all times the

p. - connection is owned by some process (the old or new user),
and that the transfer cannot cause any malfunction in the TCP

- 
-. eve n if the n ew owner has c r a s h e d  or f a i l s  to use the
-
~~~ connec tion. More detail is provided in 9.1.

7.1.6.12. GENERAL

7.1.6.12.1. In the user—to— TCP direction , this event provides
a path for user—to—packe t switch messages. Currently, on ly
one such message is specifi cd—— ”host go ing down .”

7.1.6.12.2. In the TCP—to—user direction , this even t is the
means  of  p r o v i d ing t he  u se r  w i t h  i n f o r m a t i o n  n o t  d i r e c t l y

5 ’.

. 5
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related to a previous action or event initiated by her. (Note
it does not follow any call/return conventions.) This event
wil l  be used to n o t i f y  t h e  u se r  of mod ules ( h a r d w a r e  and
s o f t w a r e )  t h a t  a r e  go ing  i n o p e r a b l e , e r r o r  m e s s a g e s  of local
or remo te or ig in , and a r r ival of le tt ers  f or wh ich no R E C E I V E
has  been i ssued by t h e  u s e r .

7.1.6.13. STOP TRANSMISSION

-
- 7 . 1 . 6 . 1 3 . 1 .  A p r i v i l eg e d  use r  i ssue s t h i s  command to r e q u e s t

that the PS discari segments from the designated source. The
- p r i m a r y  use of t h i s  c o m m a n d  is to p r e v e n t  a r e m o t e  sub sc r iber

-~ from sending segments that are either erroneous or bothersome
- (e.g. uses valuable bandwidth with no useful results) .

7.1.6.13.2. The TCP doe s not keep record of the s o u r c e s  f r o m
which transmission was stopped. Thus , the user should keep
that information to avoid connection attempts to sources from
which tran smission is stopped.

7.1.6.13.3. If the connection is not open or the calling
process is not authorized to use this connection , an e r r o r  is
returned .

7.1.6.13.4. The stop tranamission command is an extremel y
power f ul on e, espec iall y in the host case ; if issued by one
user  it wi l l  s t o p  t r a n s m i s s i o n  f r o m  the  d e s i g n a t e d  a d d r e s s  to
ALL u s e r s  of t h e  local  h o s t .  Also , if the subscriber from

- which transmission is stopped is a host then transmission is
stopped from ALL users of that host. 5

7.1.6.13.5. Consequently, the stop transmission command will
be reserved for privileged users only. To enable the TCP to
d i s t i n g u i s h  b e t w e e n  a r e g u l a r  and a p r i v i l e g e d  use r  it is

p. further recommended that this capability be recorded in the
• authorization table , or al ternately passed to the TCP when it
Ti attempts to retrieve authorization information about a

p r o c e s s .
~S 

~

7 . 1 . 6 . 1 3 . 6 .  In a d d i t i o n  to t he  s t o p  t r a n s m i s s i o n  c a p a b i l i t y
f r o m a des igna ted subsc r iber , the TCP supports commands to

- 
‘

5 

a t o p  t r a n s m i s s i o n  f r o m  a d e s i g n a t e d  TCC.
•
~ *~

‘S
_ S.
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7.1.6.14. R E S U M E  T R A N S M I S S I O N  

-

7.1.6.14.1. Th is command enables the pr ivileged user to
r e s u m e  t r a n s m i s s i o n  f r o m  the  d e s ig n a t e d  s o u r c e .  A r e s u m e
transmission from a s o u r c e  wh ich  has  n ot  been  s topped  b e f o r e
is considered a no—op and the user will not be notified . A
“resume all” is used as a rese t comma nd tha t res um es
transmission from all sources.

7 . 1 . 6 . 1 4 . 2 .  As in t he  case of t h e  stop transmission command ,
on ly  p r i v i l e g e d  u s e r s  ( t h o se who m a y  s top  t r a n s m i s s i o n )  wi l l
be able  to i ssue t h i s  c o m m a n d .

7 . 1 . 6 . 1 4 . 3 .  If t h e  c on n e c t i o n  is no t  open or the  ca l l i n g
process is not authorized to use t h i s  c o n n e ct i o n , an e r r o r  is
returned .

7 . 2 .  TCP—SIP Interface

7.2.1. The SIP serves as the interface between the TCP and the
n e t w o r k .  I t s  ma in in te r f a c ing f unc tions  are  to pass con tro l s 

S

f r o m  the  TCP to  the  local  PS and  v i ce  ve r sa , and to t r a n s m i t  d a t a
from the loc al TCP to a remote TCP.

7 . 2 . 2 .  C o m m u n i c a t i o n  b e t w e e n  t he  TCP and the  SIP f o l l o w s  t h e
event model presented before for the user—TCP interface. The TCP

S wi l l  send ev e n t s  to the  SIP w h i c h , in r e t u r n , wi l l  t ake  t he
appropriate action. As far as the TCP is concerned the SIP

• should  be able  to p rocess  the  set  of e v e n t s  d e s c r i b e d  be low and  —

f o l l o w  some c o n f i g u r a t i o n  d e p e n d e n t  a d d r e s s i n g  c o n v e n t i o n s .  To
S 

- r e t a i n  p r o g r a m  m o d u l a r i t y ,  t h e  TCP does n o t  a s s u m e  any  k n o w l e d g e
of the  m e c h a n i s m  e m p l o y e d  by t he  SIP to  p e r f o r m  i t s  t a sks .

* 
- 

7.2.3. SIP Addres sing Responsibilities

7 . 2 . 3 . 1 .  The SIP m u s t  know how to route segments to/from itsH , n e i g h b o r s .  D e p e n d i n g  on the  c o n f i g u r a t i o n , the  SIP may be S

p a s s i n g  s e g m e n t s  t o / f r o m  a TCP w h i c h  is s e r v i n g  one sub sc r iber
(the hos t ) or , many sub sc ribers (the TAC).

• 7 . 2 . 3 . 2 .  In t he  hos t  case the addressing is straightforward.
. The hos t has  m a n y  u s e r s , b u t  t he  c o m p o s i t e  se t  of u s e r s

compr ises onl y one subscriber . No multiplexing is needed  by S

the SIP to support sub scriber addressing . The TCP will provide
user multiplexin g. -

7 . 2 . 3 . 3 .  In the  TAC case each use r  is a d i s t i n c t  subsc r iber ,

I
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- h o w e v e r , the TAC itself is also a subscriber . Messages
d e s t i n e d  f o r  t h e  u s e r  a r e  f i r s t  passed  to t h e  TAG a n d  t h e n
forwarde d to the user . The SIP — P S  message leader , the Binary
Seg m en t Leader , is not sufficient to handle this additional
multi plexing requirement . The SIP will add a prefix containing
the source terminal ’s subsc r iber ID to the Binary Segment

- 
- 

Leader so that the PS will know the real source of the segment.
- In the opposite direction , it is assumed that the PS or LCiL

will includ e a prefix containing the subscriber ID of the
S destination terminal on segments del ivered to the SIP of a TAG ,

- , so that the TAC can route the segment to the terminal of the

I sub sc r iber . Figure 5 illustrates this TAC—LCM interface.

7.2.4. Primitives for TCP~~SIP Communication

7.2.4.1. In the following paragrap hs we shall describe the set
-~ of events by which the TCP and the SIP communicate. All such

events contain at least three fields: Operation code ,
subsc r iber ID , and I—segment ID. The subscriber ID enables the
TCP and SIP to identify the subscriber to which the event
rel ates , and the T—Segment ID make s it possible to associate an
event with a specific segment. Hence the TCP and SIP can
converse about a specific segment of a specific user. Events
with unspecified subscriber ID or unspecified I—segment ID
refe r to all, the subscribers connected to a TCP or al l  segments

- respectively.

7.2.4.2. DATA

S 

7.2.4.2.1. This event may cross the TCP—S IP boundary in
- either direction. The TCP is notified by this even t of the

arrival of a segment addressed to it . The SIP is notifie a b y
the TCP via this event that a segment is now read y for
transmission on the network.

p. 7.2.4.3. ACK / Negative ACK

- : -‘ 7.2.4.3.1. The TCP and SIP use the ACK event to ac knowledge
4, tha t the indicated segment was accepted and will ~e

pr ocessed. Via Negative ACK even t the TCP and SIP notif y
3 

‘ each other that tho indicated segment cannot be processed
because of incorrect or inval id parameters.

7.2.4.4. STOP / RESUME Transmission

7.2.4.4.1. Via this event the TCP conveys to the SIP a user ’s

~~~ 
request to stop or resum e transmission. Although not

L
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cur r e nt ly spec if ied in the AUTODIN II spec if ica tion ,
p r o v i s i o n s  a r e  m a d e  -at t he  TCP lev el to s u p p o r t  s t op  and
r e s u m e  t r a n s m i s s i o n  based  on user  g r o u p s .

7.2.4.4.2. A “RESUME -ALL ” is a rese t com mand and is used by
the TCP to clear all transmission paths. An attempt to “STOP
ALL ” is an error and shall be rejected by the SIP.

7.2.4.5. Go ing Inoperable

7.2.4.5.1. This event is the means b y wh ich the TCP repor ts
to the PS (via the SIP) of any h a r d w a r e  mod ul e tha t is go ing
inoperable. Each such event will specify an estimated time

- for how long the relev an t module will be inoperable and the
S reason for it.

- 7.2.4.6. ERROR 
S

7.2.4.6.1. This even t is t h e  m e a n s  by  w h i c h  t h e  SIP n o t i f i e s
the  TCP of e r r o r s  r e p o r t e d  by t he  PS. Errors may relate to a
p r e v i o u s l y  sen t  s e g m e n t  or  to a c h a n g e  in n e t w o r k  s t a t u s ,
such as rejec ti on b y the (remote or local) PS b e c a u s e  of
S / P/ I  or addre ss v io la t ion , or reports of undel ivered

- - segments. A description of the possible errors is given in
Appe nd ix  B.

f4 .

~: ~~~(5~
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TCP Implemen ta tion
F

8. IC? IMPLEMENTATION

8.1. Introduction

8.1.1. Any particular IC? implementation could be viewed in a
n u m b e r  of ways . It  cou ld  be m o d e l l e d  as an independen t process ,
s e r v i c i n g  many  u se r  p r o c e s s e s .  It  cou ld  be viewed as a set  of
re—en trant library routines which share a common in terface to the
local SIP , and common b u f f e r  s t o r a g e .  I t  could even be v iewe d as
a se t of p rocess es, some handl ing the user , some the inpu t of
segmen ts f r om the n e t w o r k , and some t he  o u t p u t  of s egmen t s  to  the
ne twork.

8.1.2. The implementation model selec ted for this doc ument is
closest to the latter. The TCP is one superio r process
(exiernal even t h a n d l e r ) ,  w h i c h  (1) interacts with its
neighbor ing mod ules , t~ie user process or SIP , us ing even t
posting, and ( 2 )  sched ules a se t of f our in f e r ior
processes——segmentizer , to—net segmen t handler , from—net segment
hand le r , and reassembler (see Figure 6). The TCP is modelled as
one ins tance , wh ich hand le s  the mul ti p lex ing of al l  IC?
connections.

8.1.3. The i n t r a — T C P  p roces ses  access  severa l  da t a  s t r u c t u r e s ,
mos t of which are shared . Comm unication between intra—TCP
processes is achieved through an intra—TCP signal board.
Segmen ts and letters mov e through the TCP on shared queues . The
states of connections are maintained in shared Transmission S

Con trol  Blocks  (TCB ’s). All of these data structures are
d iscussed later in section 8.2. -

8 .1 .4 .  A set  of  su b r o u t i n e s  is sha red  among the processes . They
ar~ invoked b y ca l l , in c o n t r a s t  to the proce sses wh ich are

• scheduled . The total set of processes and subroutines are the
functional modules of the TCP and are described in section 8.3.

p.
8.1.5. Figure 6 shows the relationships among the functional

• ,.. modules of the TCP and the segment and letter queues . Segment
and l e t t e r  f l o w  is shown in solid l ines , s i g n a l — t y p e  c o n t r o l  in

S dot—dashed lines , and subrou tine call control in dashed lines.4’ -4
To aid in understanding the relationships , a br ief sc e n a r io of

* typical operations is given below.

8.1 .6 .  The use r  sends .~~ letter to the TCP with a SEND event.
T ~~~ When the TCP is a l lowe d to r un , the external event handler (not

shown ) moves t h a t  even t to an i n t e r n a l  ordered  even t  l i s t .  I t
the n calls the user event receiver to process the even t data ,
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w h i c h  i n c l u d e s  the add re s s of the user ’s letter. The user event
re ceiver pu ts t he a d d r ess o f t he use r ’s let ter buffer on the
from—user b uffer queue and signals the segmentizer by setting a
b it in the intra—TCP signal board (which is the intra—TCP

- signalling mechanism). The external even t handler then calls the
n e t w o r k  even t r e c e i v e r  to p r o c e s s  e v e n t s  f r o m  the  SI P .  F i n a l l y
it calls the TCP scheduler (not shown), which schedules the four
in f e r ior processes  acco rd ing to the pr ior it y o f t he new eve nt s
receiv ed and the signal board entr ies.

8.1.7. The segmentizer , wh en sched uled by th e TCP sche du ler ,
checks each TCB on its two TCB chains for work , high precedence
chain first. The segmentizer checks first for old incomplete
segmen-tizing work and then for new work , i.e. new from—user
buffer queue entries. For old work there is a po in te r to the
location from which segmentizing should resume. Segmentizing
requires new buffers and thus the TCP space manager (not shown )
must be called to acquire a buffer. As a segment is filled , it
is placed on the to—net segment queue and the to—net segment

- - handler is signalled . Once a full letter is segmentized , the
letter address is saved on the segmentized buffer queue in case
resegmentizing is necessary later .

8.1.8. The to—net segment handler is scheduled by the TCP
s c h e d u l e r . I t  e x a m i n e s  t h e  si g n a l  boa rd  f o r  w o r k .  In t h i s
exam p le , the board will show at least new to—net segment work.
Thus , the segment handler will check each TCB for nonempty to—net
segment queues. It will remov e a new segment from the to—net
segment queue , combin e it with controls from the to—net control
queue or ACKs that need to be sent , tran smit the segment by
sending a DATA event to the SIP through a call to the network -

e v e n t  sender , and mov e t h e  segment address to the retransmit
queue .

p. ‘S 
8.1.9. The to—net segment handler could also have been signalled
due to a retran smit timeout. In this case , depend ing on th e
implemen ta tion of tim e r s , the handler wo uld choose the timed—out
segment from a retransmit queue and send it through a DATA event

~ .~ to the SIP.

8.1.10. Traffic from the network arrives in SIP buffers. The SIP
notifies the IC? of suc h arrivals through DATA events. These
e v e n t s  a r e  h a n d l e d  i n i t i a l ly by  t h e  e x t e r n a l  e v e n t  h a n d l e r . The
n e t w o r k  e v e n t  r e c e i v e r  p u t s  t h e  a d d r es s  of t he  SIP S—segment
b uffer on the from—net segment queue and signals the from—net
segment handler.
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8.1.11. The from—net segment handler is scheduled by the TCP
scheduler and locates its work much like the segmentizer and
to—net segment handler . The from—net segment queue , however , is
a queue that is global to all TCP connections. The handler
removes an S— segment from the queue , checks and strips the Binary
Segment Leader , interprets the control and ACK fields , and moves
any text to the reassembly queue of the destination connection.
Controls are passed to the control handler , and  ACK’s are passed
to the ack’er.

8.1.12. The control handler is called by many of the functional
modules and may generate TCP controls by enqueueing them on the
to—net control queue , generate SIP control S— segments by calling
the network event~ sender , or send a message to the user by
calling the user 

5
even t sender .

8.1.13. The ack’er removes the acknowled ged segments from the
retransmit queue . If an end—of—lett er flag is present in the
segment that is acknowledged , it also removes the letter buffer S

from the segmentized b .iffer queue and returns the user buffer to
the user through a TCP—to—user SEND event (return) .

8.1.14. The reassembler process is scheduled by the TCP
scheduler. It locates the work by following the TCB c h a i n s , h i g h S

• p r e c e d e n c e  c h a i n  f i r s t .  A n o n e m p t y  r e a s s e m b l y  q u e u e  r e p r e s e n t s
w o r k ;  old w o r k  is m a r k e d  b y a p o i n t e r  to the  l a s t  d a t a  u n i t
cop ied  in to  t h e  u se r  b u f f e r  and a p o i n te r  to the  l a s t  o c t e t
( eig h t  b i t  u n i t )  r e a s s e m b l e d  f r o m  t h e  r e a s s e m b l y  q u e u e .

8 . 1 . 1 5 .  The r e a s s e m bl e r  cop ies o c t e t s  t o th e n ex t a v a i l ab l e o c t e t
in the  n e x t  a v a i l a b l e  b u f f e r  on  t h e  t o — u s e r  b u f f e r  q u e u e . ( T h e
t o — u s e r  b u f f e r  queue was populated by RECEIVE events from the - :1
user  to the  TCP , h a n d l e d  b y t h e  e x t e r n a l  event haadler and user I

’S

• - event receiver.) As each octet is cop ied to the user ’s buffer ,
‘S the r e c e i v e  l e f t  w i n d o w  e d g e  is u p d a t e d  to r e f l e c t s u c h  r e c e i p t .

p. When the  to—net segmen t handler run s again , it  w i l l  send an ACK
for everything up to the left window edge. (Windows are used in
the flow control mechanism and are explained in sections 9.4. and
9.4.8.) When the reassembler copies an end—of— letter flag or
fills the user buffer , it returns the buffer to the user by
sending a TCP— to—user RECEIVE event (return) through a call to
the user event sender.

8.2. TCP Data Structures

8.2.1. Understanding the data structures of a program is
i m p o r t a n t  to t h e  u n d er ~~t a n d i n g  of i t s  f u n c t i o n a l  o p e r a t i o n .  In

- S
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this section we present the data structures that the TCP
accesses.

8.2.2. Segment Leaders and Headers

8 . 2.2 . 1 .  The B i n a r y  S e g m e n t  Leader  ( B S L )  is a header  used f o r
SIP—PS communication. It provides addresses for routing, S/ P / T
information , and control commands. A I— segment plus a BSL
f o r m s  a S — s e g m e n t .  The BSL is added to I—segments in the TCP
so t h a t  b u f f e r s  can be pas sed  by add re s s  f r o m  the  TCP to t he
SIP and eventually to the Line Control Module without copying
the contents into a new buffer in the SIP.

8.2.2.2. Some fields of the BSL of outgoing segments are
S 

actually filled by the TCP , specifically the S/P/T fields. A
detailed description of the BSL can be found in Append ix C.

8.2.2.3. To support the TCP—to—TCP protocol a header , the
I—seg ment header , is attached to the user’s text by the sending
TCP. This header includes routing , flow co ntrol ,
acknowled gement , and control information , and accompanies the
user ’s t e x t  to t he  d e s t i n a t i o n .  The h e a d e r  is i n v i s i b l e  to and
independent of the lowe r level protocol s on which the local TCP
de pends to deliver the I—segment to the foreign TCP. A
detailed description of the I—segment header can be found in
Appendix D.

8.2.3. Inter—module Communication Support

8.2.3.1. External Event List

8.2.3.1.1. The TCP ’s external event list is a data structure

- 
t h a t p r o v i d e s  a l o c a t i o n  f o r  t he  d e l i v e r y  of  events and even t

- d a t a  for the event sending mechanism . It is an unordered
list , each element of which holãs the even t sender ’s process
ID and the address of a block of event data . The operating

- - system provides primitives that allow a process both to
c r e a t e  i t s  own e m p t y  e v e n t  l i s t  and  to send e v e n t s  to  o t h e r

-

~~~ 
p r o c e s s e s .  T h i s  d a t a  s t r u c t u r e  may  be s u p po r t e d  in m a n y  w a y s
and is used in t h i s  d o c u m e n t  to model  the i n t e r p r o c e s s

4 

- comm u n i c a t i o n  m e c h a n i s m  used  f o r  u s e r — I C ?  and S I P — I C ?

-

. communication.

8.2.3.2. Ordered Event List

8.2.3.2.1. The TCP ’s external event list is a composite list
of all pending events from the user or SIP The TCP internal

TCP S p e c i f i c a t i on  p a g e  44
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m o d u l e s  r e q u i r e  t h a t  these  e v e n t s  be se p a r a t e d  by source ,
t h a t  t he  h i g h  p r e c e d e n c e  e v e n t s  a r e  the  f i r s t  to  be  se rv iced ,
and that events at the same precedence are handled
first—come—first—served . The ordered event list is populated

- by  the external event receiver and entrie s are removed by the
use r  and ne t w o r k  event receivers.

8 . 2 . 3 . 3 .  I n t r a — T C P  S i g n a l  Board

8 .2 . 3 . 3 . 1 .  The TCP s i gna l  boa rd  p r o v i d e s  an i n t e r — p r o c e s s
signalling capability for the intra—TCP processes. An entry
on the board is a single bit , settable by any IC? functional
m o d u l e  and resettable b y the process that i t  s i g n a l s .  The
signalling of processes is an important efficiency measure.
It  a ids  the  TCP s c h e d u l e r  and the  process  in d e t e r m i n i n g  w h a t
w o r k , if a n y ,  is p e n d i n g  f o r  the  p r o c e s s .  Since  each proc ess
does work  f o r  all  IC? con ne c tio ns , it wo uld be h ig h l y
i n e f f i c i e n t  s e a r c h i n g  all t h e  TCB ’s to d e t e r m i n e  t h a t  t h e r e
is no work pending.

8.2.3.3.2. The following signal board entrie s and their
destinations support process signalling:

from—user buffer queue work (Segmentizer)

to—net segment queue work (To—net segment handler)

to—net control queue work (To—net segment handler)

-

- 
timeout (To—net segment handler) 

-

ack to send (To—net segment handler)

fro m— net segment queue work (From—net segment handler)

- 
S.

. r eas semb ly  q ueue wo r k  ( R e a s s em b l e r )

new use r bu f f e r s  ava il ab l e  (Reas sem b l e r )
‘ : 

8 . 2 . 4 .  TCB

8.2.4.1. A shared data structure is required to handle
bookkeeping on a per connection basis. The data structure 

S

sho uld contain enough information to determine the complete
state of a connection , loca te any segment associated with a

~~
-• 

~ . connec ti on , and process any con trol occurring on or for that
con nection . The data structure that performs these functions

‘S .
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in the  TCP is ca l l ed  the  T r a n s m i s s i o n  C o n t r o l  B l o c k  (TCB ) w h i c h
is created and maintained for the lifetime of a giv en
connection. Details on the contents of the TCB are giv en in
A p p e n d i x  E.

8.2.5. Queue Descriptions

8.2.5.1. For our purpo ses, a queue is an ordered data structure
whose elements are syntactically similar . No assumption is
implied about how the elements are ordered nor how adds , r e a d s ,

S 
and deletes are performed .

- 8.2.5.2. Queue elements usually includ e addresses of segment or
letter buffers. These buffer addresses are moved between
que ues; the buffers themselves are never copied . A buffer must

S exist on one q u e u e  o n l y .  N o t h i n g  is said in t h i s  s e c t i o n  a b o ut
t he so urce  of the b u f f e r  spa ce ;  h o w e v e r , it is important that

- b uffers passed across the TCP boundaries are addressable by
bo th the TCP and the n eig hbor ing mo dul e (S IP , THP , etc.).

8.2.5.3. IC? queue s hold pend ing work for the processes . The
queue s are the mechanism by wh ich proc esses pass seg m en ts to

- one another , without requiring the immediate attention of the
des tination process . The queue s are accessible to each

I functional module as described below under Access .

8.2.5.4. Where the structure of the queue or the contents of
its entries are important they are described .

8.2.5.5. From—user buffer queue

8.2.5.5.1. The from—use r buffer queue is populated by the
user event receiver , in re spo nse to SENDs by the user , and by
the space manager during preemption. The elements of this
que ue includ e addresses of letter buffers that belong to the

p. 
user process and an initial sequence number and size of the -

letter in octets. The latter items are necessary for the
resegmentizing of preempted letters so that resegmentized
octets are a s s i g n e d  t h e i r  o r i gi n a l  s e q u e n c e  n u m b e r s .  The

4. q ueue a l lows  f o r  f l o w  con tr ol by the IC? and the queu ing o f
multiple letters by t h e  use r  process . The use r  process  can
have multiple outstanding letters , but must be willing to
sac rifice the buffer space for the letters until they have

- -

. 
been acknowledged by the remote TCP.

S TCP Spec i f ica tion page  4 6
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8 .2 . 5 . 5 . 2 .  Queue  and element structur e

There is one from—use r buffer queue per TCB and the head
and tail of the queue are stored in- the TCB .

Each element must includ e the use r  b u f f e r  a d d r e s s , t h e
s e q u e n c e  n u m b e r  of t he  f i r s t  o c t e t  ( i f  p r e v i o u s l y
segmentized) , and a letter size in octets.

8.2.5.5.3. Access 
S

ADD :

external even t handler (user SEND)
space  m a n a g e r  ( f r o m  s e g m e nt i z e d  b u f f e r  q u e u e )

REMOVE :

s e g m e n t i z e r  ( f i n i s h e d  s e g m e n t i z i n g ,  m o v e  to se g m e n t i z e d
buffer queue )
c l e a n u p

8.2.5.6. Segmentized buffer queue

8.2.5.6.1. The segmentized buffer queue holds original letter
buffers that have already been segmentized , but have not been
acknowledged by the remote TCP. The queue is necessary for

S the case in which a letter is segmentized and a segment of
tha t letter is preempted; the letter buffer can be used to
rec r e a t e  the segment(s). When this happens the buffer is
moved to the from—user buffer queue for resegmentizing.
Resegmentizing may caus e duplicate segments but they are
de tec te d an d h a r m lessly acknowledged by the receiving IC?.

p 8.2.5.6.2. When an ACK is received for the last segment of a
letter (the EOL bit was set in the segment on the retransmit
queue), the ack’er removes the letter buffer from the

-

- 
- .

~ segmentized buffer queue and signals the user.

8.2.5.6.3. An extra benefit of the queue is that the letter
b u f f e r  a d d r e s s  is a v ai l a b l e  to be  used as a h a n d l e  f o r  t h e

~~ 
.
~~ letter. Thus no other specia l handle on the letter is

neces sary when the TCP sends events about that letter to the
-
~~ use r process.

- - 
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- 8 . 2 . 5 . 6 . 4 .  Queue  and elemen t structure

T h e r e  is one seg m en ti zed b u f f e r  q ue ue per TCB and the head
and tail of the queue are stored in the TCB.

The el ements of this queue should includ e the first segment
seq uence number and the combined length of all the segments
crea ted from the letter . The queue should be ordered by
sequence number.

During preemption , the space manager can locate the letter
c or r espo nd ing to th e seq uenc e n um ber of the segmen t
p r e e m p t e d .  

55

8.2.5.6.5. Access

ADD :

s e g m e n t i z e r  ( f r o m  f r o m — u s e r  b u f f e r  queue )

REMOVE:

ack’er ( a l l  seg m en ts a c k n o w l e d g e d )
c l e a n u p  or space m a n a g e r

8.2.5.7. To—net segmen t queue

8.2.5.7.1. The to—net segment queue holds segments to be
S transmitted to the network (that have never been sent

before). The queue will hold data , bu t no t solo ACK seg m en ts
- - or control— only segments. The queue is a s s o c ia t e d  w i t h  one

TCB onl y and thus can be handled first—in—first—out.

8.2.5.7.2. AC Ks are added to the segments just prior to
transmission and reflec t the current send left window edge.

8.2.5.7.3. Segments are moved from this queue to the
r e t r a n s m i t  q u e u e  a f t e r  t h e y  have  been  s u c c e s s f u l l y
transmitted by the network interface module (SI?). Once a
segmen t leaves this queue , it is never reentered , except

- ;  ~ th r o u g h  c o m p lete resegmentizing in the event of preemption .

8 . 2 . 5 . 7 . 4 .  Queue  and  queue  e l e m e n t  s t r u c t u r e

There is one to—net segment queue per TCB and the head and
tail of the queue are stored in the TCB.

IC? Sp ecification page 48
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8 . 2. 5 . 7 . 5.  Access

ADD:

- ~~. s e g m e n t i z e r  ( f r o m  t he  f r o m — u s e r  b u f f e r  q u e u e )

REM OVE:

t o — n e t  segmen t h a n d l e r  ( move to r e t r a n s m i t  queue )
S c l ean up ( f l ush ing)

space manager (preemption)

8.2.5.8. Re transmit queue

8.2.5.8.1. The r e t r a n s m i t  queue  ho lds  s e g m e n t s  t h a t  c o v e r
sequence numbers that hav e already been sent. The queue is
the source for segment retransm issions , wh ich are ne c e s s a r y
if a segmen t has not been acknowledged within some perio d of
time (usuall y a little greater than the round—trip tim e for a
n e t w o r k  s e g m e n t ) .

8.2.5.8.2. Two features about the IC? receiv ing disciplin e
are important in discussing the retransmission

S queue—— acknowl edging of partial segments and shrinking window
sizes for flow control. A sending TCP may receive an ACK for
part of a previously sent segment , at which time it must
determine whether to repackage the remaining part of the

S segment or to simply retransmit the entire segment. When a
receiv ing TC? shri’tks its window , in hopes  of s low ing
transmission from t h e  sender , t h e  sender  may r e s p o n d  in
exactly the same ways——repackage or send the entire segment.

8.2.5.8.3. To summarize , the operations on the retransmit
que ue are  the f o l l o w i n g :

Remov e or repa c kage  an a c k n o w l e d g e d  ~ r p a r t i a l ly
acknowledged segment.

Ad d a segment from the to—net segment queue .

Find and retransmit a segment.

R e p a c k a g e  al l  s e g m e n t s  f o r  a c o n n e c t i o n  d u e  to w i n d o w
shr inkage.

IC? S p e c i f i ca t i o n  p a g e  49
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8.2.5.8.4. Queue and element structure

Ther e is one r e tran smi t q u eue per TCB and  the head and t a i l
of the queue are stored in the TCB.

Retransmit queue elementL should be ordered to facilitate
removal of an ackn owledged segment and the location of
segmen ts to be retransmitted. By storing the segment
seq uence num ber , segmen t l eng th , and timeout data in each

- - 

- 
queue elemen t , and  ord er ing the queue by sequence  n um ber ,

- this can be achieved . (Note: the segment sequence number
S and segment length can be found in the  IC? h e a d e r , b u t i t

- may be more efficient to address these without the
indirection.)

For nor mal ope ra ti on , ordering by sequence number should be
equivalent to orlering by time—to—retransmit. Even during
heavy  load , s e g m e n t  a c k n o w l e d g e m e n t should  occur  m o r e
freq uently than retransmission , so s e q u e n c e  n u m b e r  ordering
still seems superior. Only during very ab no rmal co nditions
wi l l  r e t r a n sm i s s i o n s  exceed  s e g m e n t  a c k n o w l e d g e m e n t s .

Insertions from the to—net segment queue will normally fall.
at the end (tail) of the queue . Retransmissions do not
require reordering of the queue ; only an up date of the
timeout data is necessary. Deletions require some

S attention , depe nding on how the elements are addressed , but
- 

t h e y  s h o u l d  m o s t  f r e q u e n t l y  be f r o m  the  top  ( head)  of t he
q u e u e . Remova l  and r e i n s e r t i o n  of r e p a c k a g e d  s eg m e n t s
s h o u l d  occu r  a t  t h e  head .

8.2.5.8.5. Access

- - ADD:p. ‘S

t o — n e t  segment handler (segments just sent)
-~ ack’er ( p a r tial l y acknowledged  s e g m e n t s  o r  w i n d o w

shr in k a g e )

REMOVE:
-

~~ ack’er ( a c k n o w l edged seg me nt s , pa r tia l l y  ac knowled ged
-

~~~~~ 
s e g m e n t s , or  w i n d o w  s h r i n k a g e )
c l ean up an d ~p~ ce m a n a g e r

IC? S p e c i f i c a t i o n  p a g e  50
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READ:

To—ne t segment handler (retransmit on timeout)

8.2.5.9. To—ne t control q ueue

8.2.5.9.1. The to—net control queue is shared between the
con trol handler and the to—net segment handler . When the
con tro l  hand l e r  dee m s ~t n e c e s s a r y  to send a con trol , it adds
a con trol to this queue and signals the to—net segmen t
h a n d l e r . The t o — n e t  s e g m e n t  h a n d l e r  must search the queue
exha ustively to find high priority controls. It uses the
FIFO na tu re of the queue to d e t e r m i n e  o r d e r  of a r r i v a l  of t h e
controls.

8.2.5.9.2. Que ue and element struc ture

There is one to—net control queue per TCB and the head and
S tail of the queue are stored in the TCB .

S 
The queue is FIFO so t h a t  t he  s equence  of a r r i v a l  can be

‘S determined. Each element must have a control type and
optional data item . The data item could be a sequence
nu mber to which the control refers in the case of some

• TC?—to—TC? Error controls , the sequence number that should
be assigned to this control in the case when controls are
par t of segments to be resegmentized , or arguments for

S 
TC?— to—SI? controls in the case of STOP TRANSMISSION or
som e th ing go ing down. -

8.2.5.9.3. Access

• S ADD :

c ont r ol h a n d l e r  ( f r o m the f o l l o w ing sou r c e s )
fro m—net segment handler (control)

-- r ea sse m b l e r  ( a c k)  S
e x t e r n a l  even t h a n d i e r  ( i n t e r r u p t , c lose , e t c . ) .

REMOVE :

t o — n e t  s e g m e n t  h a n d l e r

8.2.5.10. From—net segment queue

8 . 2 . 5 . 1 0 . 1 .  The from—net segment queue is populated by the S

f r o m — n e t  e v e n t  r e ce i v e r  in r e s p o n s e  to a DATA e v e n t  r e c e i v e d

IC? Spec ification page 51
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- from the SIP. The SIP has no knowledge of TCP connections;
S 

t hus , there is o n l y  o ne ins ta n ce of the que ue on wh ich all
- segments for all TCP connections are p laced .

8 . 2.5 . 1 0 . 2 .  Da ta segmen ts a r e  moved to the reassem bly q ueue
S of the appropriate TCB for ordering. Control segments are

passed to the control handier and ACKs to the ack’er.

8.2.5.10.3. Queue and element structure

- 
There  a r e  two ins tances  of th is que ue , one for Category I,S 

and the other for lowe t precedence traffic . This is in
c o n t r a s t  to  mos t  o t h e r  queue s w h i c h  have  an i n s t a n c e  per
connec tion. The elements of this queue are S—segments.
Each queue is ordered PIFO.

8.2.5.10.4. Access

ADD:

from—net event receiver

R E M O V E :

from—net segment handler ( i n t e r p r e t s  and moves to
• reassembly queue , i f necessary)
- cl ean up

8.2.5.11. Reassembly queue

- 

8 . 2 . 5 . 1 1 . 1 .  The r easse m bly  que ue serves  as an ord er ing S

mechanism and temporary holding queue from which to build
l e t t e r s  f o r  t he  u s e r  p r o c e s s.  I t  ho ld s  all s e g m en t s  that
have  been  r e c e i v e d  b u t  n o t  a c k n o w l e d g e d  f o r  a particular
c o n n e c t i o n .  M o v e m e n t  of  s e g m e n t s  f r o m  t h i s  q u e u e  to t h e  use r

p. - r e c e i v e  b u f f e r  c a u s e s  an ACK to  be g e n e r a t e d  f o r  the segments
and the receive left window ed ge to be updated (see 8.3.9.).

- Ho les  ( i . e.  o u t — o f — o r d e r  s e g m e n t s)  can be d e t e r m i n e d  by
c o m p a r i n g  the  l e f t  w i n d o w  e d g e  w i t h  t h e  s e q u e n c e  n u m b e r  of

4 
t h e  f i r s t  s e g m e n t  on the  q u e u e .

-

~~ 8 . 2 . 5 . 1 1 . 2 .  Queue  and  e l e m e n t  s t r u c t u r e

• The m a j o r  c o n s i d e r a t i o n  h e r e  is to f a c i l i t a t e  t h e  d e t e c t i o n
of h o l e s  in a l e t t e r  ( o u t — o f — o r d e r  a r r i v a l s ) ,  so t h a t
everyth ing arriving after the holes can be held. Segments
following a hole should not be transferred to the to—user

TCP S p e c i f i c a t i o n  page  52
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buffer queue or acknowl edged . A compl icating factor is
that some controls use sequence number space , and thus
ca use a gap in the sequence number apace. Elements with a
special flag must be inserted in the queue to indicate that
the hole is a result of a control arrival .

A reassembly queue element should includ e the segment
seq uenc e nu m bex , segmen t leng th , and a f l ag  f o r  con trol

S (padding) elements. The elements are ordered by sequence
number. Us ing the current receive left window edge , the
reassembler can detect holes as it removes elements from
the  head of t h e  queue . Insertion , wh-tch will no rmally
occur a t the “tail ” , must always keep the que ue ordered , so
i t  may  o c c u r  in the  m i d d l e .

8 . 2 . 5 . 1 1 . 3 .  Access

ADD:

from—net segment handler (interprets and moves to
r ea s semb l y q u e u e , if  n e c e s s a r y )

REMOVE :

r e a s s e m b l e r  ( c o p y  to  t o — u s e r  b u f f e r )
c l e a n u p  and  space  m a n a g er

‘S 8.2.5.12. To—user buffer queue

8.2.5.12.1. The to—user bu ffer que ue is “shar ed” by the TCP
and the user process. The queue holds buffers that belong to
the use r , wh ich were added to the queue by the user event
rece iver when a RECEIVE was performed . Buffers on this queue
a re  u n a v a ilable  to the  u s e r  p r o c e s s  u n t i l  i t  is s i g n a l l e d
tha t a l e t t e r  or  p a r t i a l  l e t t e r  has  a r r i v e d . The r e a s s e m b l e r
can use t h i s  buffer to hold any part of a letter , as long as-
t h e  s e g m e n t s  c o m p r i s i n g  the  p a r t i a l  l e t t e r  have  been

-- ackn o wl edged . U n d e r  c e r t a i n  circumstances partial letters
may be hand ed to t he  u s e r .  T h i s  could  occur  if  some of t h e
buffers for segments of the letter are preempted. —

8 . 2 . 5 . 1 2 . 2 .  Q u e u e  a n d  e l e m e n t  s t r u c t u r e

• T h e r e  is one instance of this queue per connection.

.5 ~,

‘
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8.2.5.12.3. Access

- ADD:

r eas semble r  ( co py into ex isti ng b u f f e r )

S - REMOVE :

reassembler or to—user even t sender (letter assembl y
- -  comp lete) -

‘S c l e a nu p

8.3. Func tional Modules S

8.3.1. The functional modules of the TCP are a composite set of
S IC? processes and subroutines. In conjunction with the data

str uc tu r es d escr ibed prev io u s l y ,  the module descriptions bel ow
help to present a comprehensive implementation model . In
a d d i t i o n  to d i s c u s s i n g  the  fu n c t i o n  of t h e  m o d u l e s , each  m o d u l e
d e s c r i p t i o n  i n c l u d e s  t h e  mo d u l e s  t o / f r o m  w h i c h  c a l l s  a r e  mad e and
the  d a t a  s t r u c t u r e s  t h a t  t h e  m o d u l e  accesses.  F i g u r e  6 is a
u s e f u l  d i a g r a m  f o r  v i e w i n g  these  i n t e r r e l a t i o n s h i p s.

8.3.2. External Event Handler

8.3.2.1. The external event handler is the top—level process
- and thus the first module to run when the IC? is scheduled . It

e x a m i n e s  t he  IC? e x t e r n a l  e v e n t  l i s t  and moves  t h e  e v e n t s  to  an
ordered list for access by the user and network event

. receivers. It  t h e n  c al is  t h e  use r  and ne t work  even t r e c e i v e r s ,
u s i n g  some f a i r n e s s  m e c h a n i s m , so t h a t  e v e n t s  can be
transformed into queue entrie s, intra—TCP signals , a n d / o r
subroutine calls.

- 

8.3.2.2. After the even t receivers run , th e TCP sched ule r  is
p. - c a l led .

8.3.2.3. The external event handler is the onl y modul e that is
5 5 guaranteed to run when the IC? is schedu led . If t he  e ve n t s  a r e

of t h e  c o n t r o l  n a t u r e  and  r e q u i r e  excess iv e r u n  t i m e , t h e ICp
s c h e d u l e r  m a y  n e ve r  be ca l l ed .

8 . 3 . 2 . 4 .  Ca l l s  or s i g n a l s

u s e r  e v e n t  r e c e i ve r , network event receiver , scheduler

TCP S p e c i f i c a t i o n  p a g e  54
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8 . 3 . 2 . 5 .  Ca l led  or sig n a l l e d by
5- 

~ 
5
,

none

8.3.2.6. Da ta structures accessed

ex ternal event list , o r d e r e d  even t l ist

- . 
8.3.3. User Event Receiver

‘S 8.3.3.1. The user even t receiver is the user ’s (process) system
call interface to the TCP and lower—level network modules. The
user  even t  r e c e i v e r  i n t e rp r e t s  e x t e r n a l  even ts  f r o m  the  u se r

- (process) and make s the appropriate cal l or signal on IC?
functional modules. S

- 8.3.3.2. The list of possible events includ e OPEN , CLOSE , S E N D ,
R E C E I V E , RETRACT , I N T E R R U P T , STATUS , S T O P / R E S U M E  T R A N S M I S S I O N ,

— and G E N E R A L  and a r e  d e s c r i b ed in d e t a i l  in Append ix  B.  Al l
events will result in an immediate event bac k to the user

‘S ( p r o c e s s )  s i g n i f y i n g  that the event data (syntax) is acceptable
or unacceptable. Generation of these events is the
responsibility of the user event receiver; the events are sent
by c a l l s  on the  u se r  e v e n t  sender .

8.3.3.3. Later , v a r io us a s y n c h r o no us eve nt s tha t cor r e s p ond to
the completion of some meaningful part of the activity may

- 
- occ ur , but will be sent by other modules through calls on the 

S

u s e r  e v e n t  sender .

8 . 3 . 3 . 4 .  C a l l s  o r  s i g n a l s

segmentizer , re assemble r , c on tro l  han d ler , space  m anag er , S

• , use r  e v e n t  sender  -

8.3.3.5. Called by -

~~~ 
-
~~~ e x t e r n a l  even t h an4 l e r

8.3.3.6. Data structures accessed

orde red  even t l ist , intra—TCP signal board , TCB , fro m—use r
b u f f e r  q u e u e , t o — u s e r  b u f f e r  q u e u e

5
4 -

p.

IC? S pec i f ica ti on page  55

~~
- -

r

- _______________________



~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~ ‘S.S5-~S. s~~~~-~~~s 5-~~~~~S ’ ~~~ - 5-~~~~~~ 5-5-” -~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~‘5 -”  ‘~~~~~

LLG ROM JB P 11 J U L  76 35938

TCP I m p l e m e n t a t i o n

8 .3 .4 .  Network Event Receiver

8 . 3 . 4 . 1 .  The n e t w o r k  e v e n t  r e c e i v e r  h a n d l e s  all events from the
SIP , i . e .  bATA , ERROR , and  various control events. The network
event receiver removes events from the ordered event list in

S 
or d er of precedence.

8.3.4.2. When the network event receiver gets a DATA event it
adds the segment to the from— net segment queue . The queue
element holds the address of the S—segment. The S— segment

S a d d r e s s  m u s t  be r e t u r n e d  to the SIP when the segment has been S

reassembled into a user letter buffer and ACKs sent to the
foreign TCP. The handle on the segment is the S— segment
address . Since the Binary Segment Leader and the I—segment
header are fixed in size , the T—segment address or even the
text address can be used to generate the address of the
original S—segment.

8.3.4.3. Errors and control events from the SIP fall into two
basic categories , TCP—SI? comm unication , and violations and
p r o b l e m s .

8.3.4.4. TCP—SIP communication controls affect only the message
passing mechanism and do not traverse the IC? , nor do they
a f f e c t  t h e  s t a t e  of a n y  c o n n e c t i o n .  These c o n t r o l  e v e n t s  a r e
h and led  b y the net%vork event receiver , wh ich generates

- r e s p o n d i n g  c o n t r o l s  to  the SIP by calling the network event
sender.

S 
8.3.4.5. S/P/T violations and network problem s result in a call

S on the  c o n t r o l  h a n d l e r .

- 8 . 3 . 4 . 6 .  Ca l l s  or s i g n a l s

from—net segment handler , control handler , network event
s e n d e r

I
8.3.4.7. Called or signalled by

e x t e r n a l  e v e n t  h a n d l e r

~ 8.3.4.8. Data structures accessed

o r d e r e d  e v en t  l i s t , f r o m — n e t  s e g m e n t  queue

TCP S p e c i fi c a t i~;n p a g e  56
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- - 8 . 3.5 .  S c h e d u l e r
- 

-

8 . 3 . 5 . 1 .  The s c h e d u l e r  a l l ot s  t h e  TC? ’s CPU c y c l e s  to  t h e  f o u r
p r o c e s s e s — — s e g m e n t i z e r , t o — n e t  s e g m e n t  han d ler , from— net

‘S s e g m e n t  h a n d l e r , and  r e a s s e m b l e r .

8 . 3 . 5 . 2.  The s c h e d u l i n g  of TCP p r o c e s s e s  can  a f f e c t  t h r o u g h p u t ,
d e l a y ,  and  r e s o u r c e  a v ai l a b i l i t y .  To c o n t r o l  t h e s e , t h e
s c h e d u l e r  m u s t  be  a b l e  to a f f e c t  t he  b e h a v i o r  of t h e  p r o c e s s e s
i t  s c h e d u l e s .  S i n c e  t h e  s c h e d u l e r  does  n o t  k n o w  how to
e v a l u a t e  w h a t  a p r o c e s s  has  to  do , i t  s h o u l d  be a b l e  to  pass
t h e  m a x i m u m  r u n t im e  a v a i l a b l e  to the  p r o c e s s e s  i t  s c h e d u l e s .

- 8 . 3 . 5 . 3 .  C a l l s  or si g n al s

s e g m e n t iz e r , t o — n e t  s e g m e n t  h a n d l e r , f r o m — n e t  s e g m e n t
h a n d l e r , r e a s s e m b l e r

8.3.5.4. Called by

exte rna l  even t ha ndl er

8.3.5.5. Data structures accessed

Intra—TCP signal board

8.3.6. Segmentizer

‘S 

8.3.6.1. The segmentize r is signalled by the user event
receiver whenever a user (process) has performed a SEND. When

r, the segmentizer is scheduled by the scheduler , it examines the
f r o m — u s e r  b u f f e r  q u e u e  of a s p e c i f i c  TCB f o r  o ld  and new

- -~~ S segmentizing work. For old work , it uses a po inter in the TCB
to find where previous segmentizing was stopped .

8.3.6.2. The segmentizer must perform resegmentization when a
letter has been preempted . In this case the from—user buffer
queue element contains the original sequence number and text
l e n g t h  so t h a t  t h e  o c t et s  can be a s s igned  t h e i r  o r i g ina l
s e q u e n c e  n u m b e r .

8 . 3 . 6 . 3 .  S e g m e n t i z i n g  is p e r f o r m e d  as t he  time allotted to the
s e g m e n t i z e r  p e r m i t s .  If  a l e t t e r  c a n n o t  be  f u l l y  s e g m e n ti z e d ,
p r o g r e s s  is m a r k e d  b y s e t t i n g  a pointer in t h e  TCB .  W h e n
s e g m e nt i z i n g  is c o m p l e t e , t h e  f r o m — u s e r  b u f f e r  is moved to  t h e
s e g m e n t i z e d  b u f f e r  q u e u e , wher e it remains until all segments
of t h e  l e t t e r  a r e  a c k n o w l e d g e d .

IC? S p e c i f i c a t io n  p a g e  57
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- 
8.3.6.4. Calls or signals

to—net segment handler , space  m a n a g e r

8 . 3 . 6 . 5 .  Ca l led  or s i g n a l l e d  by

- 
scheduler , user  ev en t r ece iver

8.3.6.6. Data structures accessed

- 

f r o m — u s e r  b u f f e r  q u e u e , s e g m e n t iz e d  b u f f e r  queue , t o — n e t
s e g m e n t  q u e u e , TC B

8 . 3 . 7 .  T o — n e t  S e g m e n t  H a nd l e r

- 
8.3.7.1. The to—net segment handler sends segments to the SIP ,

S by calling the network even t sender . The segments are taken
- f r o m  the  t o — n e t  s e g m e nt  queue  a n d/ o r  the  r e t r a n s m i t  queue .

S e g m e n t s  on t he  t o — n e t  se g m e n t  queue have  n o t  b e e n  s en t  b e f o r e ;
- a f t e r  t h e i r  f i r st  t r a n s m i s s i o n  a t t e m p t , t h e y  a r e  moved to t he

r e t r a n s m i t  q u e u e . S e g m e n t s  on t h e  r e t r a n s m i t  queue  h a v e  b e e n
s e n t  a t  l e a s t  o n c e  and  r e m a i n  t h e r e  u n t i l  t h e y  hav e b e e n
a c k n o w l e d g e d  b y t h e  r e m o t e  T C P .

8 . 3 . 7.2 .  The a l g o r i t h m  f o r  c h o o s i ng  the  next segment to send
considers how the handler is signalled . The handler is

- 
signalled when a new to—net segment queue entry arrives , a
retransmission timer times out , o r an ACK or  c o n t r o l  needs  to

- be s e n t .

8.3.7.3. All data segments that are transmitted have the latest

- 
receive left window ed ge in t h e  ACK f i e l d .  E r r o r  and c o n t r o l

- 

- - messages may have the ACK field set to refer to a received
-s segment ’s sequence number , or no ACK (ACK bit off).

p. S

8.3.7.4. The to—net segment handler will check the to—net
-. control que ue and evaluate the state of the connection in the

TCB to determ ine what , i f a n y ,  errors or controls need to be
transmitted. It must merge error and control segments with
data segments from the to—net segment queue and the retransmit

- queue . Often this wtll require sending controls first , but
will als o inv olve  som e pi g g y b a c k ing of c o n t r o l s  and  d a t a .  S

Refer to section 9.6. for information concerning the assignment
of seq uence numbers to controls and the order of processing
rece ived controls. 

—
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8 .3 . 7 .5 .  The exac t i m p l e m e nt a t i o n  of timers will be dependen t
on t h e  h a r d w a r e  and  the  o p e r a t i n g  s y s t e m .  One cou ld  i m a g i n e
s e ver a l  ways  to  d e t e r m in e w h i c h  s e g m e n t  h a s  t i m e d  out . One way
is to set a hardware timer for the segment with the shortest
t i m e o u t .  A n o t h e r  wo uld be to set a virtua l timer that would

some t i m e r  h a n d l e  ( s e q u e n c e  n u m b e r )  a long  w i t h  t h e
t i m e o u t  p e r i o d  and  wo uld pass  t h e  h a n d l e  bac k when  it t imed
out.

8.3.7.6. Retransmission policy is discussed in detail in
section 9.3.

8.3.7.7. Once a segment has been selected for retransmission ,
i t s  a d d r e s s  is passed  to t h e  S IP  and i t s  t i m e o u t  d a t a  is
up dated . No reordering of the queue is done . Unless the

S 

to—net segment handler is given a timeout handle (the sequence
-
~~ 

n u m b e r )  to t h e  seguie ’~t o n t h e  qu e u e , i t  wi l l  have  to s e a r c h  i t s
q u e u e  f o r  t h e  s e g m e n t  w i t h  t h e  n e x t  s h o r t e s t  t i m e o u t .

- 
8 . 3 . 7 . 8 .  The t o t a l  n u m b e r  of  r e tr a n s m i s s i on s  m u s t  be m o n i t o r e d

- by t h e  t o — n e t  s e g m e n t  h a n d l e r , and if some max im um is e x c e e d e d ,
- t h e  u se r  s h o u l d  be notified that the remote IC? is not

-
- r e s p o n d i n g  and t he  c o n n e c t i o n  s h o u l d  be a b o r t e d .

S 8 . 3 . 7 . 9.  The t o — n e t  s e g m e n t  h a n d l e r  has  special
r e s p o n s i b i l i t i e s  w h e n  the “CLOSE in progress ” flag in the TCB
is s e t .  In this case it  w i l l  c o n t i n u e  sending segments u n t i l  it

- finds a segment with the EOL flag set , an empty to—net segment
queue , and an empty from—user buffer queue . Then a FIN is sent

• to s t a r t  t h e  i n t e r — T C P  c l o s i n g  s e q u e n c e .

8 . 3 . 7 . 10 .  C a l l s  or s i g n a l s

u s e r  e v e n t  s e n d e r , n e t w o r k  even t s e n d e r

p. 8 . 3.7 . 1 1 .  Cal led  or si g n a l l e d  by

S s c h e d u l e r , s e g m e n t i z er - , c o n t r o l  han d ler

4 
- 8 .3 .7 . 1 2 .  Da ta s t r u c t u r e s  a c c e s s e d

: 

to net segment queue , to—net control queue , retransmit queue ,

TCP S p e c i f i c a t io n  p a g e  59
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8.3.8. From—net Segment Handler

8.3.8.1. The from—net segment handler is responsible for
process ing TCP segments as they arrive from the SI?. The
segments are removed from the from—net segment queue and
checked  f o r th e f o l l o w in g : ( 1)  val id ICB , ( 2 )  co nt rol s , ( 3 )
valid connection status , ( 4 )  ACKs , and (5) acceptable sequence
numbers.

8.3.8.2. Errors and control , whe ther  gen era ted in the local or
remote IC? , a r e  passed  d i r e c t l y  to  the  c o n t r o l  h a n d l e r  b y  c a l l .
Sinc e some r e c e i v e d  c o n t r o l s  o c c u p y  s e q u e n c e  n u m b e r  space ,
control segments should be copied to the reassembly queue for
p a d d i n g  p u r p o ses.  —

8.3.8.3. For data and certain control segments , the segment s
sequence number is compared against the curren t acceptabilit y
f i i t ~~r ( see  b e l o w) .

8.3.8.4. ~tcceptabi lity

8.3.8.4.1. The segment sequence number , the current
acceptability filter size , and the receive left window edge
determine whether the segment lies within the filter or
o u t s ide  of i t .

S L e t  F a c c e p t a b i l i t y  f i lt e r

S — s ize  o~ s e q u e n c e  n u m b e r  space

L — l e f t  w i n d o w  edge

S 
- R — (L+F)  mod S — r i g h t  f i l t e r  edge

p. x — s e q u e n c e  n u m b e r  to be t e s t e d

For any  se quen ce n um ber , x , if

9 
(R—x) mod S < F

the n x is within the filter.

- 

8.3.8.4.2. A seg m en t should  be re jec ted onl y if all of it
l i e s  o u t s i d e  t he  f i l t e r . T h i s  is e a s i l y  t e s t e d  by letting x
be , first the segment s e q u e n c e  n u m b e r , and the n the sum of
segm ent sequence number and segment text length , less one. If
t h e  s e g m e n t  l ie s e n t i r el y  to t h e  l e f t  of the  f i l t e r , and

TCP Specification page 60
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there are no segments waiting to be sent , then the from—net
s e g m e n t  h a n d l e r  should call the control handler indicating
t h a t  an ACK sh o uld be sen t , even if a segmen t has to be
c r e a t e d .  The ACK will spec if y the curren t left window edge.
Thi s  a s s u r e s  a c k n o w l e d g m e n t  of all duplicates.

8.3.8.4.3. Notice that L + F is exactly the max imum sequence
- n u m b e r  eve r  “advertised ” through the flow control window ,

pl us one . This  a l l ows  fo r  c o n t r o l s  to be a c c e p t e d  eve n
t h o u g h  p e r m i s s i o n  f o r  them may  n e v e r  have  been expl  Ic i t l y
g i v e n . Of c o u rse , each tim e a control with a sequenc e number

- - equa l  to t he  r i g h t  f i l t e r  edge  is s e n t , the right filter edge
m u s t  be  i n c r e m e n t e d  by o n e .

— 
‘S 8.3.8.5. Any ACKs contained in incoming segments are passed by

call to the ack’er , w h e r e  the rece ive l ef t win d o w  ed ge is
updated and the segments are removed from the retransmit queue .

8.3.8.6. Successfull y rece ived da ta segme nt s a re  p lac ed on the
r e a s s e m b l y  q u e u e  itt t he  a p p r o p r i a t e  s equence  o r d e r , and t h e
reassembler is signalled .

L 8.3.8.7. When the “CLOSE in progress ” flag is set in the TCB
the from—net segment h a n d l e r  w i l l  d i s c a r d  all d a t a  assoc ia ted
w i t h  i n c o m i n g  s e g m e n t s  and  w i l l  n o t  a c k n o w l e d ge  them . A
special case is the arrival of a D SN (resynchronization
r e q u e s t ) , w h i c h  m u s t  be  a c k n o w l e d g e d  even t h o u g h  i t  does n o t
mean  t h a t  a l l  p r e v i o u s  s e g m e n t s  h a v e  been  handed  to t he  u s e r .

8 . 3 . 8 . 8 .  Ca l l s  or signals 
-

r e a s s e m b l e r , c o n t r o l  h a n d l e r , a c k ’ er

8 . 3 . 8 . 9 .  Cal led  or s i g n a l l e d  by

sc~~ed ule r , network event receiver

8 .3 .8 .10 .  Da ta s t r u c t u r e s  a c c e s s e d

f r o m — n e t  s e g m e n t  queue , reassembly queue , TCB

8 . 3 . 9 .  R e a s s e m b l e r

8.3.9.1. Whe n the reassembler is scheduled it examines the
rea ssembl y queue for each ICE . If it is nonempty then it sees
whether the to—u ser buffer queue is empty. If it is the

F r eassembl er , by a ca 1l to the user e v e n t  sender , sends  a

TCP Spec if ica ti on page  61
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GENERAL message to- the user soliciting a RECEIVE and goes on to
the next ICS ; otherwise if the first segment matche s the left
window edge , the segment can be moved into the to—user buffer
q u e u e . The r e a s s e m b l e r  keeps t r a n s f e r r i n g  s e g m e n t s  into the
user buffer until the letter is c o m p l e t e l y  t r a n s f e r r e d , or
something causes it to stop. Note that a buffer may be partly
filled and then a sequence ‘h ole’ is encountered in the receive
s e g m e n t  queue . The r e a s s e m b l e r  m u s t  m a r k  p r o g r e s s  so t h a t  t h e
b u f f e r  can  be f i l l e d  up starting at the right plac e when the

- 
‘hol e’ is filled . Similarly a segment might be only partially
e m p t i e d  when  a b u f f e r  is f i l l e d , so p r o g r e s s  in t he  s e g m e n t
m ust be marked .

8 . 3 . 9 . 2 .  If a l e t t e r  was s u c c e s s f ul l y  t r a n s f e r r e d  to a t o — u s e r
b u f f er then the reassembler  sig nals the user , thro ugh  a ca l l  to

- the user  even t send er , that a letter has arrived . It then
dequeue s the buffer associated vitn it from the to—user buffer
queue . If t h e  b u f f e r  is f il l e d  t h e n  t he  user  is s i g n a l e d  and
the b .iffer dequeued as before . The event code indicates whether

- 
the buffer contains all or part of a letter.

8.3.9.3. In every case when a segment is d e l i v e r e d  to a buffer ,
the r e c e i v e  l e f t  w i n d o w  edge  is u p d a t e d .  T n i s  u p d a t i n g  m u s t

- 
S t a k e  a c c o u n t of the e x t r a  o c t e t  i nc lud ed in the  s e q u e nc i n g  f o r

cer tain control functions (SYN , INT , FIN , DSN ). As the left
window edg e is upda ted , the segment is moved off the
reass embler que ue and “re tu rned ” to the SIP through a call to
the network event sender .

8.3.9.4. Note that the reassembler should not work on a TCB for
more than one to—u se r buffer ’s worth of time , in order to give
all  TCB ’s equal service.

8.3.9.5. When the “CLOSE in p r o g r e s s ” flag in the TCB is set
p. the reassembler will not attempt to reassemble any new segments

and will return the receive buffers to the user (through a cal-I
to the user event sender) with a byte coun t indicating what has

S been reassembled at the time the CLOSE was received .
‘

4

8 . 3 . 9 . 6 .  Ca l l s  or s i g n a l s

c o n t r o l  h a n d l e r , u s e r  even t s e n d e r , n e t w o r k  e v e n t  s ende r

8.3.9.7. Called or signalled by-p..,,
user even t rece ive r , sched ul er , fro m—net segment handler

IC? Specification page 62
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8.3.9.8. Da ta struc tures accessed

r e a s s e m b l y  queue , t o — u s e r  b u f f e r  queue , TCB

8 .3 .10.  Con trol Hand le r
-5

8.3.10.1. There are many sources of control messages that must
be handled by the TCP. Controls can be categorized by where
t h e y  o r i g i n a t e , w h e t h e r  or  n o t  t h e y  c h a n g e  t he  sta te of the
connec tion , and how far they travel with respect to the TCP.
Some originate in the local TCP and result in messages to users
or rem ote TC? ’s. Some cause state changes in the IC?, but

- never reach the next layer of protocol. Some controls traverse
the TCP from boundary to boundary, with the TC? p l a y ing
intermediary. The following control messages must be handled
b y the TCP:

8.3.10.1.1. SI?— to—u ser messages

ne twork entity going down (handled by ne twork event
rec ely er)

s e g m e n t  r e j e c tio ’t  o r  t r a n s m i s s i o n  p r o b l e m

8.3.10.1.2. Controls for TCP—SIP communication (handled by
ne twork eve nt rec eiv e r )

8.3.10.1.3. TCP—to—TCP controls

connection specific controls

all connections for this IC?

8.3.10.1.4. User—to—TC? controls

s i n g l e  c o n n e c t i o n  c o n t r o l s

I host—wide , TAC—w ide controls

8.3.10.1.5. User—to—SIP controls (handled by user even t
rece iver)

hos t go ing down

5 w,; 
s t o p/ r e s u m e  t r a n s m i s s i o n

TC? S p e c i f i c a t i o n  p a g e  63
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8.3.10.2. The control handler is the hub of control activity ;
— 

r e c e i p t  or generation of a control b y any functional module
r esults in a call on the control handler .

8.3.10.3. It is the responsibility of the control handler to
manage the state of the connection ; moreover it is the only
module that changes the state. Othe r functional modul es
examine the state to determine their correct operation , but
they never modif y the state. The controls that cause state
changes and the transitions between states are discussed at
length in Appendix F.

8.3.10.4. Error controls are covered in the appendix for state
transitions. They are also discussed at length in a s e p a r a t e
section on Error Handling 9.7.

8.3.10.5. The control handler informs the to—net segment
handler whenever it is appropriate to send a control. It does
this by add ing the control to the to—net control queue and
signalling the to—net segment handler. The control handler
does not dec id e where in the output stream the control will be
placed . The to—net segment handler is responsible for this ,
which requires knowledge of controls in the to—net segment
h a n d l e r . The to—net segment handler decides which control is
to be  s e l e c t e d  f r o m  t h e  queue and transmitted next.

8.3.10.6. Calls or s i g n a l s

use r  e v e n t  sender , n e t w o r k  e v e n t  sende r , t o — n e t  s e g m e n t
h a n d l e r , ack’er , s p a c e  m a n a g e r , cleanup

8.3.10.7. Called by

use r  even t  r e c e i v e r , n e t w o r k  e v e n t  r e c e i v e r , f r o m — n e t  s e g m e n t
h a n d l e r , r eas semble r

8 . 3 . 1 0 . 8 .  Data  s t r u c t u r e s  a c c e s s e d
-

, 
t o — n e t  c o n t r o l  queue , TCB

4 - , ;
8.3.11. Ack ’er (Repackager and Timer Resetter)

8.3 .11 .1 .  The ack’ er h a s  s e v e r a l  responsibilities which should
be a s s u m e d  in t he  f o l l o w i n g  o r d e r :

IC? Specification page 64
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8.3.11.1.1. Remov e acknowledged segments.

The ack’er is called by the from—net segment handler
w h e n e v e r  an ack is rec eived tha t exceeds  the c ur r e n t se nd
lef t window edge. The ack’er mu st remov e all ack nowle dg ed
s e q u e n c e  n u m b e r s  f r o m  the  r e t r a n s m i t  queue , i n c l u d in g any
t i m e r  b o o k k e e p i n g  t h a t  m a y  e x i s t  o u t s i d e  the  queue .

- 8.3.11.1.2. Repackage par tially ac knowledged segments or
s h r u n k e n  w i n d o w  v i c t i m s .

The rec eiving TCP may acknowledge any part of a segment ,
t h o u g h i t  wi l l  ac k n o w l e d ge f u l l  s e g m e n t s  w h e n e v e r  p o s s i b l e .

-
- 

The TCP s h o u l d  be a b l e  to r e p a c k a g e  a p a r t i a l l y
acknowledged  segm en t , especially i f  less t h a n  half of the

— - or iginal segment was acknowledged .

When r ece ive b u f f e r  space is low in the rec eiv ing IC? ,
partial ac knowled gement may be coupled with a reduction in
the window size to attempt to slow the flow. Repa ckaging
should be done so that all new segments are no larger than
the new window size.

- Repackaging is accomplished by removing the segment from 
S- 

the r e t r a n s m i s s i o n  queue  and  r e i n s e r t i n g  it  a f t e r  it h a s
been broken into smaller segments. The range of sequence
numbers does not change for a repackaged segment.

- 

8.3.1 1.1.3. Remov e segments from the segmentized buffer queue
S when the EOL segment has been acknowledged and send the user

(through the user event sender) an event to ac knowledge the
le tter.

As each segment on the retransmit queue is acknowledged and
‘ ‘ re moved , it is che cked for the EOL (End—Of-Letter) bit.

Whe n an EOL is r ece ive d , in o r d e r , all segments of a letter
have  b e e n  a c k n o w l e d g e d  and the  ack ’er r e m o v e s  t h e  f r o m — u s e r
b u f f e r  f r o m  the  s e g me n t i z e d  b u f f e r  queue . The b u f f e r  is

ç “ r e t u r n e d ”  to the  u s e r  by  s e n d i n g  an e v e n t  i n d i c a t i n g  t h a t
the  l e t t e r  has  b e e n  r ece ived  by t h e  d e s t i n a t i o n  IC?.

I. ,

8.3.11.1.4. Reset timeout data on items in the retransmit
queue .

C e r t a i n  SIP  c o n t r o l s  i n d i c a t e  t h a t  an er -n i .  has  o c c u r r e d  in
~~~~~~~

. t h e  n e t w o r k  t h a t  has  p r e v e n t e d  the  s u c c e ss,  *1 t r a n s m i s s i o n
of a s e g m e n t , e . g .  i n c o m p l et e  t r a n s m i s s i o n .  When  one of

IC? S p e c i f i c a t i o n  p a g e  65
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these occur , the ack’er sh ou ld rese t the seg m en t’s timeout
- 

so that i t  wi l l  be r e t r a n s m i t t e d  at  a r a t e  c o n s i s t e n t  w i t h
the error encoun tered .

Resetting retransmission timeouts may also be required if
flow control is exerted by the destination , i.e. a
s h r i n k i n g  w i n d o w  is e n c o u n t e r ed .

8 .3 .11 .2 .  Ca l l s  or s i g n a l s

space  m a n a g e r , u s e r  even t sender

8 .3 .11 .3 .  Cal led or s i g n a l l e d  by

from— net segment handler , con trol  han d le r

8.3.11.4. Data structures accessed

retransmit queue , segmen ti zed b u f f e r  queue , TCB

8.3.12. Space Manager

8.3.12.1. The TCP space manager is responsible for t h e
j a l loca ti on and d ea l loca tion of a l l  segme n t b u f f e r s  f o r  all the

IC? functional modules. As described earlier , the space
m anager  ac q ui res  it s space f r o m a g lobal reso urc e m anager , e.g.
an o p e r a t i n g  s y s t e m  r e s o u r c e  a l l o c a t o r.  D u r i n g  n o r m a l
o p e r a t i o n  b u f f e r s  a r e  consumed  by the  s e g m e n t i z e r  and r e l e a s e d
by t he  ack’ e r .  They  m a y  a lso be consumed  by t h e  even t s e n d e r s
and to—net segment handler when they generate control events
and c o n t r o l  s e g m e n t s .  D u r i n g  c o n n e c t i o n  c l o s i n g ,  f l u s h i n g  of
b uffers may occur as cleanup is called .

8 . 3 . 1 2 . 2 .  ?ree m p tion of previous allocations must occur if the
space  m a nager ’s ava ilable buffers are depleted and Category I
ac tivity requires buffer space. This will be accomplished by
c h e c k i n g  low p r e c e d e n c e  c o n n e c t i o n s  f i r s t , and fo r  a cho sen
c o n n e c t i o n , s e g m e n t s  on t he  t o — n e t  s e g m e n t  queue  ( i . e .  s e g m e n t s
tha t h a v e  n o t  b e e n  s en t  y e t )  w i l l  be t he  f i r s t  c a n d i d a t e s  f o r

~ -~~~ preemp tion (see 9.5.4.). Onl y if  a l l  b u f f e r  r e s o u r c e s  a r e
a l l o c a ted to Ca te g o r y  I connec tions will the space m anager
ref use a Ca tegory I request.

8.3.12.3. If pre em p ti o n of a segmen t occ ur s , th e entire letter
from wh ich it came will be resegmentized . If controls are
involved , they will be entered on the to—net control que ue if
t h e y  h a v e  n o t  been  s e n t  and on the retransmit queue if they

IC? S p e c i f i c a t i o n  page  66
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have bee n sent. The controls appear as new , sepa ra te se gme nt s
with their original sequence numbers.

8.3.12.4. It is assumed that the IC? space manager will be
called to free all resources that it has allocated. That is ,
no res ources  will be lo st to the TCP pool b y pass ing b u f f e r s  to
its neighbor -s (user or SIP). An overall strategy must be used
that assures that buffer resources do not “leave” a pro tocol
module. Thus it is expected that the protocol modules will

S 
ac qui re space f r om a gl obal  reso ur ce  m anager  an d th is m anager
will insure that no protocol module will acquire more than its
fair share.

8.3.12.5. Ca l l s  o r sig n a l s

preempter , u ser eve nt sender , co nt rol  h a n d l e r

8.3.12.6. Called by

segmentizer , user even t sender , network event sender , to—net
segment handler , control handler , ack’er

8 . 3 . 1 2 . 7 .  Da t a  s t r u c t u r e s  accessed

All  que ue s , TCB -

8 . 3 . 13 .  C l e a n u p

8 . 3 . 1 3 . 1 .  C l e a n u p  is ca l l ed  when a c o n n e c t i o n  m u s t  be c l o s e d .
The c l o s i n g  may be t h e  r e s u l t  of a use r  r e q u e s t , r e m o t e  user or

- S TCP request , network problem s, or reso urce preemption. Closing
can occu r  in e i t h e r  a f l u s h i n g  ( I m m e d i a t e )  or n o n f l u s h i n g

-

- 

S ( D e f e rr e d ) m o d e .

8 . 3 . 1 3 . 2 .  An Immediate CLOSE requires immediate relea se of all
r e s o u r c e s , e x c e p t  t h e  TCB , a s s o c i a t e d  w i t h  a c o n n e c t i o n .  Given
a TCB , c l e a n up fr ees all buffers associated with a connection.
I t  r e t u r n s  a l l  b u f f e r s  to  t he  u s e r  ( p r o c e s s )  or t he  SIP , w i t h
the  a p p r o p r i a t e  even t d a t a  to i n di c a t e  the  r e a s o n .  When  the
a pp ropr ia te TCP c ont r o l  m es sages have  bee n e x c h a n g e d , the TCB
is deleted as well .

8.3.13.3. Call s or signals

user event sender

TCP Spec if ica ti on pag e 67
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8.3.13.4. Called or signalled by

co nt rol  hand l e r

8.3.13.5. Da ta structures accessed

all que ues , TCB

8.3.14. Use r Event Sender

8.3.14.1. The user ev en t sender is responsible for all events
to the user generated by the local TCP. It calls upon the
host , TAC , or CCU event sending mechanism to post events for

S - 
the user (process). Events are generated in most of the TCP
modul es in an out—of—line fashion , b ut of course , cannot take
effect until the current TCP process completes execution.

8.3.14.2. Called or signalled by

u s e r  even t r e c e i v e r , t o — n e t  s e g m e n t  h a n d l e r , r e a s s e m b l e r ,
S 

control handler , ack’er , preempter , cleanup

8.3.15. Ne twork Event Sender

8.3.15.1. The network event sender is called by the functional
m o d u l e s  w h e n  e v e n t s  d e s t i n e d  f o r  t he  SIP m u s t  be  s e n t .  I t  t h e n

- c a l l s  upon t he  hos t , TAC , or CCU even t s e n d i n g  m e c h a n i s m  to
pos t  e v e n t s  f o r  the u s e r  ( p r o c e s s )  or S I P .  E v e n t s  a r e

-
- g e n e r a t e d  in m o s t  of  t h e  IC? m o d u l e s  in an o u t — o f — l i n e  f a sh i o n ,

and of co urse , c a n n o t t ake  e f f e c t  u n t i l  the c u r r e n t  TCP p r o c e s s
comp l e t e s  e x e c u t i o n .

8 . 3 . 1 5 . 2 .  Ca l led  or s i g n a l l e d  by

ne t  e v e n t  h a n d l e r , t o — n e t  s e g m e n t  h a n d l e r , r e a s s e m b l e r ,
c o n t r o l  h a n d l e r

8.4. States and Transitions

8 . 4. 1 .  To a id  in t h e  d e s c r i p t i o n  of  t h e  IC? i m p l e m e n t a t i o n  mode l ,
a s t a t e  d i a g r a m , F i g u r e  7 , and  a l i s t i n g  of state transitions is

~ 
incl uded in A p p e n d i x  F.

IC? Spec i f ica tion p age 68
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5 9. IC? RELIABILITY AND EFFICIENCY

9.1. Connection Management

9.1.1. Opening

-
S 

9.1.1.1. Whe n a user requests that a connection be opened , on ly
the bookkeeping data block (TCB) for the connection is created.
No network traffic is generated in response to the OPEN

-

~~ I request . Connection synchronization , and thus  tr ue c o n n e c ti on
establishment , begins when a waiting TCB receives its first
(synchro nizing) messag&.

9.1.1.2. OPENs are d istinguished b y the completeness with which
the address of the remote corresponden t , the send precedence ,
and the TCC for the connection are specified. Notice that

- 
security cannot be unspecified in an OPEN.

9.1.1.3. TCP supports opening of connections in which some part
of the destination address , security, send precedence , minimum
rec eiv e prec edence , or TCC is left unspecified. Such
connections are called LISTENs . The unspecified entities for a
LISTEN co nnection become bound when a message for that
connection arrives. The bound entities are passed to the

- 
L I S T E N ing proces s, at which time i t  can  c lose  t h e  c o n n e c t i o n  i f

- the entities are un satisfactory.

- 9 . 1. 1 . 4 .  By t h e  n a t u r e  of a L I S T E N i n g  p roces s  ( u s u a l l y  some
k ind  of l ogge r  or se r v e r )  , i t  is a s s u m e d  t h a t  t h e  p r o c e s s  is
w i l l i n g  to w a i t  i n d e f i n i t e ly f o r  a r e m o t e  c o n n e c t i o n  r e q u e s t .
Thus  t he  p-rocess s h o u l d  n o t  expect the IC? to comm unicate with —

I S ~ - i t  u n l e s s  a m e s s a g e  fo r  that connection arrives. If a w a t c h d o g
-
~ 

- t i m e r  is a p p r o p r i a t e  f o r  the  c o nn e c t i o n , i t  s h o u l d  be p r o v i d e d
by t he  u s e r .

9 . 1 .1. 5.  To al l o w  the use r to L I S T E N  f o r  a n y  one  of  s eve ra l  -

d e s t i n a t i o n s  by  a d d r e s s  or  to L I S T E N  f o r  a n y  one of s e v e r a l
user groups (TCC), the user may specify a list of destination
a d d r e s s e s  or  a l i s t  of TCC ’s in the  open  r e q u e s t .

9 . 1 . 1 . 6 .  A u s e r  m a y  n o t  send  on a L I S T E N i n g  c o n n e c t i o n  t h a t  has
n o t  been  e s t a b l i s h e d , s i n c e  no i n c o m i n g  m e s s a g e  has  b o u n d  i t s

- u n s p e c i f i e d  p a r a m e t e r s .

- 9.1.1.7. An open in which the foreign user address , TCC , and
send precedence are fully specified is called a CONNECT. A

— CONNECT is used when strict selectivity of the correspondent is

TCP S p e c i f ic a t i o n  p a g e  7 r -)
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desired . The user is not noti fied expl icitly whe n suc h a
connection becomes established .

9.1.2. Synchronization and Resynchronization

9.1.2.1. Initial se q u e n c e  n u m b e r  s e l e c ti o n

9 . 1 . 2 . 1 . 1.  The p r o t o c o l  p l a c e s  no r e s t r i c t i o n  on a p a r t ic u l a r
c o n n e c t i o n  b e i n g  used  over  and  over  a g a i n.  New i n s t a n c e s  of  a
c o n n e c t i o n  w i l l  be r e f e rr e d  to as i n c a r n a t i o n s  of  t h e
c o n n e c t i o n . The problem that arises owing to t h i s  is , “ h o w
does  t h e  TCP i d e n t i f y  dup licate s e g m e n t s  f r o m  p r e v i o u s
i n c a r n a t i o n s  of  t h e  c o n n e c t i o n ? ” . T h i s  p r o b l e m  becomes

S a p p a r e n t  i f  t h e  c o n n e c t i o n  is b e i n g  o p e n e d  and c losed  in
q u i c k  s u c c e s s i o n , or if t h e  c o n n ec t i o n  b r e a k s  w i t h  loss of
m e m o r y  and is t h e n  r e e st a b l i s h e d .

9 . 1 . 2 . 1 . 2 .  The e s s e n c e  of t h e  s o l u t i o n  [ re f e r e n c e  2]  is that
t h e  i n i t i a l  s e q u e n c e  number (ISN) must be cho sen so that a
p a r t i c u l a r  s e q u e n ce  n u m b e r  can  n e v e r  r e f e r  to an “ o ld”  o c t e t .
Once  t h e  c o n n e c t i o n  is e s t a b l i s h e d  t h e  s e q u e n c i n g  m e c h a n i s m
pr ov ided by t h e  TCP f i l t e r s  o u t  d u p l i c a t e s .

9 . 1 . 2 . 1 . 3 .  For  t h e  c o n n e c t i o n  to be e s t a b l i s h e d  or
• in i t i a l i z e d , t h e two TC P ’s m u s t  s y n c h r o n i z e  on each  o t h e r s

initial sequence numbers . Hence the solution requires a
s u i t a b l e  m e c h a n i s m  f o r  p i c k in g  an ISN , and  a s l ig h t l y
i n v o l v e d  h a n d s h a k e  to  ex c h a n g e  the  I SN ’s. A “ t h r e e  way
h a n d s h a k e ” is n e c e s s a r y  because s e q u e n c e  n u m b e r s  a r e  n o t  t i e d
to a g l o b a l  cloc k in the  n e t w o r k , and  TCP’ s may h a v e
d i f f e r e n t  m e c h a n i s m s  f o r  p i c k i n g  the  I SN ’s. The r e c e i v e r  of
t he  f i r s t  SYN has  no way  of  kn o wing  w h e t h e r  the  s e g m e n t  was

- 
- an old d e l a y e d  one  or n o t .  U n l e s s  it r e m e m b e r s  t h e  l a s t

- s e q u e n c e  n u m b e r -  u sed  on t h e  c o n n e c t i o n , w h i c h  is n o t  a l w a y s
p o s s i b l e , i t  m u s t  a sk  t h e  s e n d e r  to v e r i f y t h i s  SYN .

9 . 1 . 2 . 1.4 .  The “ t h r e e  way h a n d s h a k e ” and t he  a d v a n t a g e s  of  a
S “ c l o c k — d r i v e n ” s c h e m e  a r e  d i s c u s s e d  in ( r e f e r e n c e  2 ] .  M o r e  on

S t he  s u b j e ct , and  a l g o r i t h m s f o r  imp l e m e n t i n g  :he c l o c k — d r i v e n
s c h e m e  can  be  f o u n d  in [ r e f e r e n c e  3 ] .

9 . 1 . 2 . 2 .  E s t a b l i s h i n g  ( s y n c h r o n i z i n g )  a c o n n e c ti o n

9 . 1 . 2 . 2 . 1 .  The “ t h r e e  way  h a n d s h a k e ” is essentiall y a
u n i d i r e c t i o n a l  a t t e m p t  to  e s t a b l i s h  t h e  c o n n e c tio n , i.e.
t h e r e  is an  i n i t i a t o r  and  a r e s p o n d e r .  The TCP’ s sho u ld ,
however , be able t’ e s t a b l i s h  t h e  c o n n e c t i o n  even i f  a

TCP Specification page 71
- I
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simultaneous attempt is mad e b y b ot h ICP ’s to establish the
connection.

9.1.2.2.2. The example below indicates wha t a three way
handshak e between TCP’s A and B l o o k s  l i ke :

A B

— — >  <SEQ x><SYN> ——>

< S E Q  y > < S Y N , ACK x+ 1> < — —

<SEQ x + 1> < A C K  y + 1> <D A T A  B Y T E S >  — — >

9 . 1 .2 . 2 .j .  The r ece iver  of a “ SYN ” is able to determine
whe ther  the “SYN ” was real (and not an old duplicate) when a
positive “ACK ” is returned for the receiver ’s “SYN ,ACK ” in
response to the “SYN ” . The sender of a “SYN ” g e t s
v e r i f i c a t i o n  on r e c e i p t  of a “ SYN , ACK ” whose  “ ACK ” p a r t
r e f e r e n c e s  t h e  s e q u e n c e  n u m b e r  proposed in the  o r i g i n a l
“SYN ” . A more detailed discussion about unacceptable SYN ’s S

and other errors encoun tered while synchronizing a connection
is given in section 9.7.

9.1.2.2.4. When establishing a connection , the state of the
TCP is represented b y four states (see Figure 7) — —

OPEN — synchronizing did not start. 
S

SYNsent — local TCP initiated synchronization

SYNsent— rcvd — s e q u e n c e  n u m b e r s  e s t a b l i s h e d .

E S T D  — c o n n e c t i o n  e s t a b l i s h e d .

9 . 1 . 2 . 2. 5 .  N o t e s :

A user may be in the OPEN state if the synchronization of
the connection was never attempted or i f  a p r e v i o u s
s yn c h r o n i z a t i or ’  a t t e m p t  f a i l e d . 

S

In t h e  S Y N s e n t — r c v d  s t a t e  t h e  r e c e i v e d  SYN h a s  b e e n  acked . 
S

TCP w i l l  n e v e r , w h i l e  e s t a b l i s h i n g  a c o n n e c t i o n , se n d a S Y N
w i t h o u t  an ACK in response to a received SYN. However , the
local TCP does not assume identical behavior - from the
remote IC? and i... ready to accept separate SIN and ACK.

‘ - P ~p .citteation page 72
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The SYNsen t—rcv d state is reached when both TCP’s hav e made
a simultaneous attempt to synchronize the connection.

The receipt of unacceptable SYN’s while in the
synchronizing procedure can result in a rese t of the
connection to the OPEN state; thus the parameters provid ed
b y  t h e  u se r  m u s t  be  r e t a i n e d  u n t i l  t he  EST O s t a t e  is
r e a c h e d .  A rese t cannot o c c u r  o n c e  t h e  ES TI) s t a t e  has  been
r e a c h e d , thus the bound parameters only need be kept in the
TCB . For more discussion of error handling while

- 
- synchronizing see 9.7.

9.1.2.2.6. The example below demonstrates an attempt to
S establish a connection . The state of the connection is

indicated when a change occurs. We specifically do not show
the cases in which connection synchronization is carrie d out

S 
- w ith p a c k e t s  c o n t a i n i n g  b o t h  SYN and d a t a . We do  t h i s  to

s i m p l i f y t h e  exp l a n a t i o n , b u t  we do  no t  r u l e  o u t  an
i m p l e m e n t a t i o n  w h i c h  is c a p a b l e  of d e a l i n g  w i t h  d a t a  a r r i v i n g
in the  f i r s t  packe t ( i t  has  to  be s t o r e d  t e m p o r a r i l y w i thout
a c k n o w l e d g e m e n t  or d e l i v e r y  to  t h e  use r  u n ti l  t he  a r r i v i n g

S SYN h a s  b e e n  v e r i f i e d ) .

9 . 1 . 2 .2 . 7 .  The “ t h r e e  way  h a n d s h a k e ” now looks  l ike :

A B

- - O PE N OPEN

— — >  < S E Q  x> <SYN > — — >

S Y N s e n t  O P E N

<— —  < S E Q  y > < S Y N , ACK x+ 1> < — —

S S Y N s e n t  S Y N s e n t — r c v d

— — >  <SEQ x + 1> < A C K  y - i -1> <D ATA > — - >
4.

ES T D ES T D

9 . 1 . 2 . 3 .  H a l f — o p e n  c o n n e c t i o n s  [ r e f e re n c e  4 ]

9 . 1 . 2 . 3 . 1 .  An e s t a b l i s h e d  c o n n e c t i o n  is sa id  to be  a
“ h a l f — o p e n ” c o n n e c t i o n  if o n e  of t h e  TCP ’s h a s  c l o s e d  t h e
c o n n e c t i o n  a t  i t s  end w i t h o u t  t h e  knowl edge of the other , or
i f  t h e  two ends  of  t h e  c o n n e ct i o n  have  b e c o m e  d e s y n c h r o n i z e d

IC? Specification page 73
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due to a crash that resulted in loss of memory . Suc h
connections will automaticall y become reset if an attempt is
made to send data in e i t h e r  d i r e c t i o n.  H o w e v e r , h a l f — o p e n
c o n n e c t i o n s  a r e  e x p e c t e d  to be u n u s u a l , and  t he  r e c o v e r y
p r o c e d u r e  is s o m e w h a t  i n v o l v e d .

-

~ 9 . 1 . 2 . 3 . 2.  If one  end of t h e  c o n n e c t i o n  no longer exists ,
then an attempt by the other user to send any data on it wi ll
res ul t in th e se nder  r ece iv ing the even t code “Connection
does not exist at foreig n TCP” . Such an error message should 

S

indicate to the user process tha t something is wrong and it
is expecced to CLOSE the connection.

- 9 . 1 . 2 . 3 . 3 .  As s um e t h a t  two u se r  p r o c e s s e s  A and B a r e
comm u n i c a t i n g  w i t h  one  another when a crash occurs causing

LI loss of memory to B’s IC?. Depe nding on the operating system

F supporting B’s TCP , it is likely that some error recovery
F mechanism exists. When the TCP is up again process B is

l ikel y to start again from the beginning or from a recovery
- p o i n t .  As a result B will probabl y try to OPEN the connection

- a g a i n  or t r y  to SEND on t he  c o n n e c t i o n  it believes open. In
t he  l a t t e r  case it  r e c e i v e s  t h e  e r r o r  r i e s s a g e  “ c o n n e c t i o n  n o t
open ” from the local TCP . In an attempt to establish the
connection B’s TCP will send a segment containing SYN . A ’s

- IC? t h in k s  tha t the connection is already established and so
- will r espo n d with the error “unacceptable SYN (or SYN/ACK)

a r r i v e d  a t  f o r e i g n  ICP ” . B’ s TCP knows that this refers to
- the SYN it just sent out , and so it should RESET the

- 
connection and inform the user process of this fact.

9.1.2.3.4. It may happen that B is passive and onl y wants to
rece ive data. In this case A ’s data will not reach B because —

the TCP at B thinks the connection is not established. As a
- res ul t A’s TCP will timeout and send a QRY to B’s IC?. B’s

TCP will send STATUS saying the connection is not synched.
A’s IC? will treat this as if an implicit CLOSE had occurred

- 
and tell t he  u se r  p r o c e s s , A , t h a t  t h e  c o n n e c t i o n  is c l o s i n g .  S

-
- A is e x p e c t e d  to r e s p o n d  w i t h  a CLOSE c o m m a n d  to h i s  IC? .

However , A ’s TCP does not send a FIN to B’s TCP , since it
wo uld n o t  be  a c c e p t e d  a n y w a y on t he  u n s y n c h r o n i z e d

- 
c o n n e c t i o n .  E v e n t u a l l y A w i l l  t r y  to r e o p e n  t he  c o n n e c t i o n  or
B w i l l  g i v e  up a n d  CLOSE . If B CLOSEs , B ’s TCP w i l l  s i m p ly
delete the connection since i t  was n o t  e s t a b l i s h e d  as f a r  as
B’s TCP is concerned . No messages will be sent to A’s TCP as
a r e s u l t .  

S

IC? Spec i f ica ti on page 74

- 
S
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9.1.2.3.5. Half—o pen connections are expected to be quite
rar e. One possible source , oth er than a system crash , might
be when a resynchronization fails because the SYN holding A’s
new seq uence number does not get acknowledged properly. This
suggests that an old SYN was acknowledged by B’s TCP o r  an
old ACK arr ived at A ’s TCP , making it impossible for A’s IC?
to know if B’s TCP knows A’s sequence numbers.

9.1.2.4. Resynchron ization (reference 5]

9.1.2.4.1. The basic sequence numbering strategy employed in
the TCP is to assign (impl icitl y) a seq uence n um ber of each
octet (8 bit unit) of text transmitted in a segment.
( r e f e re n c e  4,61 As explained in Tomlinson and amplified by

- Da la l  [ r e f e r en c e  2 , 3 ] ,  t he  f i n i t e n e s s  of  t h e  a v a i l a b l e
- - s e q u e n c e  n u m b e r  space  r e q u i r e s  t h a t  a f t e r  a t i m e  s e q u e n c e
S 

- 
n u m b e r s  m u s t  be  r e — u s e d .

— 
9 . 1 . 2 . 4 . 2 .  Care  m u s t  be  t a k e n  t h a t  t h e  a v a i l a b l e  s e q u e n c e
n u m b e r  space  n o t  b e  used up so f a s t  t h a t  some s e g m e n t s
carry ing old sequence numbers are still in the network when
these numbers are re—used. To assure this , we assum e that
s e g m e n t s  can  o n l y  remain in the network for a certain maximum
lifetime. The max imum rate at which sequence numbers are

S u sed  is r e l a t e d  to t h i s  l i f e t i m e  and to t he  s ize  of t h e
sequence number sp~ ce .  If t h e  l i f e t i m e  is T s e c o n d s  and  t he
max imum bandwidth (rate of sequence number consumption) is B,
octets/second and the size of the sequence space  is S octets ,

- then we must have (see [reference 6])

-~ S > 2 *B*T

- - - 9.1.2.4.3. Indeed , i t  m a y  h a p p e n  t h a t  I is r e a l l y  a r a n d o m
variable without a guaranteed maximum , in which case
reliability can be improved by writing

S = K * B * T

-- w h i c h , f o r  s u f f i c i e n t ly l a r g e  K make s t h e  p robab i l i t y
4 nearly zero that two segments carrying differen t text are

a s s i g n e d  the  same or  o v e r l a p p i n g  s equence  n u m b e r s .
- 

S

~-t4q’

IC? Spec ification page 75
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I

9.1.2.4.4. The following parameters have been chosen for
— initial implementation:

S — 2**32 octets — sequence number space

B — 2**18 o c t e t s / s e c  — b a n d w id th
(approx. 2 MB/see)

I — 2**5 seconds — maximum segment lifetime
(approx. 0.5 minutes) (estimate)

9.1.2.4.5. The m inimum tim e to cycle through the sequence
n u m b e r  space  ( C )  is

C = S/ B  = 2 **14 sec ( a p p r o x .  4 . 5 5  h o u r s )

9 . 1 . 2 . 4 . 6 .  Thus  a sequence number space of 2**32 octets
a s s u r e s  us t h a t  un le s s  a max imum segment lifetime is greater

S t h a n  2 . 2 7  h o u r s , we do no t  r u n  the  r i s k  of  assigning the same
s e q u e n c e  n u m b e r  to two different o c t e t s .  Of c o u r s e , this
r e q u i r e s  t h a t  the  f u l l  s equence  number space has been cycled
t h r o u g h b e f o r e  a dup l i c a t e  n u m b e r  is a s s i g n e d .

9 . 1 . 2 . 4 . 7 .  E a r l i e r  m e n t i o n  was m ade of th e need to se l ec t an
i n i t i a l  s e q u e n c e  n u m b e r  ( I S N )  u s i n g  some w e l l — k n o w n , p e r i o d i c
v a l u e , such  as the  t i m e  of d a y .  F i g u r e  8 p l o t s  t h e  ISN va l ue

-
- a g a i n s t  t i m e , w h e r e  t i m e  and ISN a r e  m e a s u r e d  in t h e  same

u n i t s  ( e . g .  u s i n g  b a n d w i d t h  ( B )  as a p a r a m e t e r ) .

9 . 1 . 2 . 4 . 8 .  The same s e q u e n c e  n u m b e r  c a n n ot  be used to start
each c o n n e c t i o n , s i n c e  t h i s  mig h t  i n t r o d u c e  u n i n t e n t i o n a l

5- 
-
~~~ duplicate sequence numbers. We cannot re l y on r e m e m b e r i n g

- 
the last sequence number used on a given connection , since
this information may have been lost (e.g. host failure).
Even d ur ing the co urse of a par ticul a r  connec ti on , it may
become necessary to resynchronize sequence numbers to avoid
potential failures.

9.1.2.4.9. In Figure 9, we show the history of sequence
numbers used by a particular connection. The lines labeled
“ ISN ” r e p r e s e n t  t he  max imum p e rm i t t e d  r a t e  a t  w h i c h  s e q u e n c e  —

n u m b e r s  can be  used , however , this may be different than the
- 

~~~~~~~- ‘ maximum t h r o u g h p u t  r a t e  f o r  t h e  TCP.

i-S I -
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9.1.2.4.10. Suppose that the IC? supporting the connection
fa ils a t “C” and m~ts t be restarted. Assume , also , that the
seq uence n umber  selec ted to res ta r t  is d rawn  f r o m the val ue
of ISN at the time event “C” occ urred . The shaded area
be twee n “C” and “8” represents the maximum expected time that
segments emitted at “C” can stay in the net. Clearly, the
ISN line irlersects this shaded area , indicating that , af ter
the res tar t , it is possible that segments e m i t t e d  at “ C ” m a y

• become u n d i s t i n g u i s h a b l e  f r o m  t hose  p o t e n t i a l l y  e m i t t e d  a l o n g
S 

t he  ISN curve. To correct this flaw , the seque-~ce n um ber
c u r r e n t l y  to be used on t h e  c o n n e c t i o n  m u s t  be  r e sy n c hr o n i z e d  S

before running into the forbidden zone to the left of the ISN
line.

9.1.2.4.11. Testing for the need to resynchronize

As segments are produced and sequence numbers assigned to
t hem , the  TCP m u s t  c h e c k  f o r  two p o s s i b l e  c o n d i t i o n s  w h i c h
indicate that resynchronization is needed . The first is
that sequence numbers are being used up so fast that they
advance faster than ISN. The other is that they advance so
slowl y tha t ISN “catches up with them .”

The basic method of selecting an initial sequence number is
to d e l a y  f or an a r b it r a ry  per iod label led  a “cloc k t ick” or
STEP and t h e n  selec t the  new I S N .  In the  TCP
i m p l e m e n t a t i o n , t h i s  a m o u n t s  to one second of t i m e  d u r i n g  S

w h i c h  up to 2 **18 o c t e t s  m a y  be  transmitted . So ,

STEP = 1 second  (2**18 o c t e t s )

In Figure 9, t hre e seq uence  n um be r h istor ies a r e  traced , S

ending in po ints “A” , “B” , and “C” . In the trace labelled
“A ,” sequence numbers are used at such a rate that poin t
“A” lies beyond ISN plus one STEP. If the connection were
to f a i l  and be res tar ted a t “A ,” the new ISN would be just

- - - b e l o w  p o i n t “ A ” and wo uld i n t r o d u c e p o t e n t i a l  u n w a n t e d
duplicates.

~~~~ 
~~

- This situation can be detected before transmission of the
segment. Let L be the length of the data in octets. Let
SEQ re prese nt the pr oposed se quence  nu m ber of the segme nt ,

‘~ •
~~ and SEQ+L—1 be the sequence number implicitly associated -

- t•- ~ with the last octet of segment data. If ISN+STEP (at the
moment that SEQ is to be assigned) lies in the range [SEQ,
S EQ + L— 1 J ,  t h e n  t h e  t y p e  “A” ISN f a i l u r e  is a b o u t  to o c c u r .
Th e so luti o n is to send on ly as much tex t as is a l lowed

- TCP Spec ification page 79
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( wh i c h  does  n o t  r e s u l t  in t he  f a i l u r e )  and WAIT f o r  the
- S cloc k to tick again.

S 

The situation in curve “B” is quite different. In this 
S

- 
case , the connection is using numbers so slowl y that the
f o r b i d d e n  zone  p r e c e d i n g  the  ISN c u r v e  has  advanced  and  run
i n t o  t h e  connection sequence number curve. There are two

S 
- solutions. One is to wait for the segment lifetime plus

- 

one clock step to expire (in which case the sequence
h i s t o r y  wi l l  pop  ou t  of t h e  f o r b i d d e n  zone  a g a i n )  . The

- o t h e r  is to activel y resynchronize the connection. The
- 

t e s t  f o r  t he  t y p e  “ B ” s i t u a t i o n  is w h e t h e r  s e q u e n c e  n u m b e r
SEQ l ie s in the rang e ( I S N , ISN+T+STEP].

Note that all tests for inclusion must be modulo S to 
S

- accoun t for the wrap around of sequence numbers.

Curve  “C” in Figur e 9 sho ws a sequence number trac e which
tends , on th e a v e r a g e , to lie within legal values at all
times .

9.1.2.4.12. Resynchronizing controls

- A specia l TCP control , the DSN , is sent by the local IC? to
i n i t i a t e  r e s y n c h r o n i z a t i o n  of t h e  loca l  send d i r e c t i o n  of

I t he  c o n n e c t i o n .  I t  is a s s i g n e d  a s e q u e n c e  n u m b e r  f r o m  t he
- -  

-

~ old s e q u e n c e  n u m b e r  space  and is and led  in—stream .
4 A c k n o w l e d g e m e n t  of t he  DSN b y  t h e  r e m o t e  IC? is i m p l i c i t
- acknowledgement that all segments preceding it w e r e

successfully delivered. Normally a DSN will be
acknowledged , after which a SYN is sent by the local TCP
with a newly chosen sequence number.

-~~~ 
- 

The DSN must be sent prio r to entering the “forb idden

~ 
..

~ zone ,” so that a new sequence number can be selected using
t he  ISN c u r v e  w i t h o u t  de l a y .  A p e r i o d i c  c h e c k  is mad e on

-- e a c h  c o n n e c t i o n  to i n s u r e  t h a t  t h e  “ f o r b i d d e n  z o n e ” is n o t
entered without first resynchronizing during a period of

- 
i n a c t i v i t y .  T h i s  c h ec k  m a y  r e s u l t  in t he  r e s y n c h r o n i z a t i o n
of t he  c o n n e c t i o n , i.e. sending a DSN and selecting a new
sequence number , even if no o t h e r  segment~s are being sent.

-
~~ S_

A DSN s h o u l d  n e v e r  be f l u s h e d .  I t  m u s t  c o n t a i n  t h e  l a s t
r ~ 

- s e q u e n c e  n u m b e r  ‘~f t h e  old se t  of sequence numbers. Even
if  a c k n o w l e d g e m e n t of  t h e  DSN is d e l a y e d , as in t h e  case of
a z e r o  r e c e i v e  w i n d o w  in t h e  r e c e i v e r  (see  A p p e n d i x  H ) ,

TC? Specification page 80
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3

flushes must be inhibited until the acknowled gement for the
DSN i s received .

9 . 1.2 . 4 . 13 .  The ISN l i n es

The ISN lines in Figure 8 indicate the maximum rate at
w h i c h  s e q u e n c e  n u m b e r s  can  be  co nsum ed f or a par ticula r
c o n n e c t i o n .  The s lope of t h e  ISN l ine s a re  r e l a t e d  to the
m a x i m u m  b a n d w i d t h  ( B ) , t h e  m i n i m u m  t i m e  b e t w e e n

- r es y n c h r o n iza tio n f o r  a conn ec tion of low ac tiv it y ( R I ) ,
the size of the sequence number space (S), and the max imum
network segment lifetime (I).

Since  s e q u e n c e  n u m b e r s  c a n n o t  be  consumed  f a s t e r  t h a n  t h e
- transmission medium can pass data ,

ISN slope (in octets/sec) =< B / 8

So t h a t  t h e  forbidden zone will not overlap adjacen t ISN
l i ne s  we have

- I << RT
- 4

. I n i t i a l l y ,  we r e c o m m e n d  the time to resynchronize , RT , to
be 2**12 seconds or approximately one hour . The

I relationship between RI and t he  I SN slope  is

RT (S / ( I SN  s l o p e ) )  — I

The ideal  slope of th e ISN l ines wo uld be the exac t ra te of
-

- s e q u e n c e  n u m b e r  c o n s u m p t i o n  on t he  c o n n e ct i o n , so th a t  -

!~
-
~~

-
~ F-I f o r c e d  r e sy n c h r o n i z a -t i on  w o u l d  neve r  o c c u r .  T h i s  is

c l e a r l y i m p o s s i b l e , b u t  f o r  each  i m p l e me n t a t i o n  a d i f f e r e n t
s lope  m a y  be a p p r o p r i a t e .  The c o n s t r a i n t s  listed above S

S s h o u l d  be c o n s i d e r e d  in s e l e c t i n g  the  s lope .

9 . 1 . 2.4 . 1 4 .  C o n c l u s i o n s
4- .-

I The v a l u e  of  c l o c k  s te p  m a y  be a r b i t r a r i l y  s m a l l , d e p e n d i n g
S on the  d e l a y  o v e r h ea d  to w a i t  f o r  the  t i c k .

~~~~~~~~~~~~ T S c j f ~~~
aJfl
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C h e c k i n g  f o r  r e s y n c h r o n i z at i o n  is sim p le:

if SEQ is in t he  range [ISN+T+STEP] then resynchronize.

if [SN+STEP is in the  rang e ( S E Q ,  SEQ+L—1] (where L —

segment length in octets) then wait for the clock to
-

- tick.

9.1.3. S/P/I Management

9.1.3.1. Ihe IC? assumes a heavy role in S/P/I managemen t when
it establishes connections with remote TCP ’s. The role is
p layed  in two distinct ways , the checking of initial connection
v a l u e s  f o r  S/ P / I  and t h e  m o n i t o r i n g  of t he  S/ P / I  of  each  —

m e s s a g e  to i n s u r e  that any changes that have occurred are
legal . In t h e  f o l l o w i n g  i t  is a s sumed  t h a t  t he  a f o r e m e n t i o n e d
a u t h o r i z a t i o n  t a b l e  of S/ P / T  i n f o r m a t i o n  is a c c e s s i b l e  by  t h e
ICE ’.

9.1.3.2. S e c u r i t y

9 . 1 . 3 . 2 . 1 .  The security levels for the two directions of data
f l o w  of a connection can be different. Moreover , the user
( p r o c e s s )  may d e s i g n a t e  the  s e c u r i t y  f o r  a c o n n e c t i o n  as an
a b s o l u t e  ( s i n g le level) or as a ceiling . A ceiling value S

d e f i n e s  t h e  m a x i m um s e c u r i t y  level  t h a t  can be s e n t  o v e r  a
connection. The security levels of messages on a connection
may vary, provided that they fall within the rangn of
sec ur i ty levels allowed for that direction of that
connection.

9.1.3.2.2. When a ceiling security level has been specified ,
controls that are not piggybacked on data will be transmitted

- 
at the lowest secur ity level allowed by the authorization
t a b l e .

9 . 1 . 3 . 2 . 3 .  For a - L I S T E N i n g  open , the security level may be

-
~~ -~2 unspecified by the user. The send security will be set to

that of the received connection establishing segment ,
provided it is allowe d by the authorization table. The TCP
w i l l  c h e c k  a s p e c i f i e d  s e c u r i t y  a g a i n s t  t h e  authorization
t a b l e  to p r e v e n t i n d e f i n i t e  w a i t i ng  f o r  c o n n e c t i o n s  o p e n e d  in
L I S T E N i n g  mode  w i t h  i l l e g a l  s e c u r it y .

- 
TCP S p e c i f i c a t i o n  page  82
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9.1.3.3. Prec edence

9.1.3.3.1. The precedence of a connection is managed so that
S the precedences in the two directions are equal , if n o t

restricted by the authorization table or packe t switch. The
TCP ’s will both attempt to establish the connection such that
t he  p r e c e d e n c e s  in b o t h  d ir e c t i o n s  a r e  e q u a l  to the  max im um
of t h e  p r e c e d e n c e s  r e q u e st e d  by t h e  local  and r e m o t e  users.

S Since  one u se r  may s p e c i f y a p r e c e d e n c e  h ig her  t h a n  b o t h  t h e
-i 1 send p r e c e d e n c e  r e q u e s t e d  by t h e  r e m o t e  u s e r  and t he  m a x i m u m

I. allowe d for that user in his authorization table or packe t
switch , certain connections may have unequal pr e ced en ces f o r  S

t he  two d i r e c t i o n s  of  f l o w.  The send p r e c e d e n c e  level  is
S a l w a y s  r e s t r i c ted by t h e  m a x i m u m  level a l l owe d by t h e

authorization table or packe t switch.

9.1.3.3.2. In the case when the connection establishing S

message is received and the precedence level of that message
exceeds the maximum send precedence level of the receiver ,
t h e  r e p l y  w i l l  be  mad e a t  t h e  level  of t h e  o r i g i n a l  m e s s a g e ,
if  n o t  r e s t r i c t e d  b y t h e  a u t h o r i z a t i o n  t a b l e  or  pa c ke t
s w i t c h .  T h a t  is , t h e  TCP w i l l  g iv e the  r e p l y the hig h e st
p r e c e d e n c e  l eve l  it  can , up  to  t h a t  of t h e  o r i g i n a l  m e s s a g e ,
even  t h o u g h  t h e  r e c e i v er ’s in i t i a l  c o n n e c t i o n  r e q u e s t  was  a t
a lower  l eve l . The u s e r  w i l l  be  n o t i f i e d  w i t h  a spec i a l
event if  t he  send p r e c ed e n c e  level for the connection has

- b een  a l t e r e d  b y t h e  TCP .

- 9 . 1 . 3 . 3 . 3.  For  c e r t a i n  a p p l i c a t i o n s  i t  is d e s i r a b l e  to be
a b l e  to L I S T E N  w i t h  a m i n i m u m  r e c e i v e  p r e c e d e n c e  so t h a t  a
r e m o t e  a t t e m p t  to  e s t a b l i s h  a c o n n e ct i o n  a t  a low p r e c e d e n c e
wi l l  be r e j ec t e d .  The m i n i m u m  r e c e i v e  p r e c e d e n c e  p a r a m e t e r
is o p t i o n a l  and d e f a u l t s  to  t he  m i n i m u m  precedence allowable.

9 . 1 . 3 . 3 . 4 .  In t he  ‘~ase when the  send p r e c e d e n c e  is
S u n s p e c i f i e d  in a L I S T E N I n g  open , t h e  loca l  use r ’s p r e c e d e n c e

b e c o m e s  boun d b y t h e  f i r s t  p r e c e d e n c e  r e c e i v e d , w i t h i n  the-- c o n s t r a i n t s  m e n t i o n e d  a b o v e .  The local  user  is n o t i f i e d  and
p a s s e d  the  n e w  p r e c e d e n c e .

9 . 1 . 3 . 3 . 5.  The TCP w i l l  n e v e r  e s t a b l i s h  a c o n n e c t i o n , b y
-~~~ •

~~ s e n d i n g  t h e  i n i t i a l  m e s s a g e , a t  a p r e c e d e n c e  l e v e l  h i g h e r
t h a n  t h a t  r e q u e s t e d  b y t h e  u s e r .

9 . 1 . 3 . 3.6 .  The p r e c ed e n c e  l e v e l s  f o r  a c o n n e c t i o n  w i l l  be
m o n i t o r e d  to a s c e rt a i n  t h a t  - t h e y  r e m a i n  u n c h a n g e d  f o r  t h e
lifetime of the connection .

IC? Specification - - page 83
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9.1.3.4. ICC (user groups)

9 . 1 . 3 . 4 . 1 .  The m a i n  m o t i v a t i o n s  f o r  h a v i n g  TCC c h e c k i n g  at
the  TCP l eve l  a r e  ( 1)  to a l l o w  TCC a s s i g n m e n t  a t  t h e
i n d i v i d u a l  u s e r  ( p r o c e s s )  leve l  as w e l l  as t h e  s u b s c r i b e r
( ho s t )  level , ( 2 )  to p e r m i t  h o s t  a d m i n i s t r a t o r s  to  a s s i g n
s t r ic t e r  ICC ’s to t h e i r  u s e r s , a n d  ( 3 )  to  p r e v e n t  i n d e f i n i t e
wait in g f o r  L I S T E N i n g  c o n n e c t i o n s  w h e n  t h e  ICC is i l l e g a l . S

9 . 1 . 3 . 4 . 2 .  Th~ imp l e m e n t a t i o n  mo de l  is c h a r a c t e r i z e d  b y
h a v i n g  o n l y  one  TCC pe r  e s t a b l i s h e d  f u l l — d u p l e x  c o n n e c t i o n ,
i . e .  the  r e c e i v e  ICC e q u a l s  t h e  send ICC . U n l i l e  the  PS , t h e
TC P app l ies ICC c h ec king to a s p e c i f i c  c o n nec t i o n , p r o v i d i n g
c o n n e c t i o n  e s t a bl i s h m e n c m a n a g e n e n t  and  c o n n e c t i o n
m o n i t o r i n g .

- — 9 . 1 . 3 . 4 . 3 .  If t h e  -i_ CC i s s p e c i f i e d  in an open , e i the r as a
-
~~ l i s t  of TCC ’s or  a s i n g le T CC , the fir st  TCC re c eiv ed f r om

t h e r e m o t e  I CE ’  m u s t  m a t c h  one  of t h o s e  s p e c i f i e d , e l s e t h e
loca l  IC? w i l l  r e j e c t  t h e  c o n n e c t i o n  a t t e m p t .  The l oca l  u s e r
w i l l  n o t  be  n o t i f i e d  t h a t  an i l l e g a l  a t t e m p t  to  c o n n e c t  was

• m a d e .  The r e m o t e , o f f e n d i n g  u s e r  w i l l  be n o t i f i e d  t h a t  t h e
c o n n e c t i o n  h a s  f a i l e d  due  to an u n a c c e p t a b l e  I C C .

- 
-T

9 . 1 . 3 . 4 . 4 .  In t h e  case  w h e r e  t he  TCC is u n sp e c i f i e d  in a
L I S T E N i n g  open , t h e  l oca l  u s e r ’s send  TCC b e c o m e s  b o u n d  by
t he f i r s t  TCC r e c e i v e d . The l o c a l  u s e r  is n o t i f i e d  and
p a s sed  the  n e w  T C C .

9 . 1 . 3 . 4 . 5 .  T h e r e  is one  ICC f i e l d  in t h e  T C B .  I t  is f i r s t
u sed as a po i n t e r  to t h e  ICC l i s t  p r o v i d e d  by t h e  u s e r , a n d
l a t e r , w h e n  t h e  c o n n e c t i o n  b e c o m e s  b o u n d , is used  f o r
m o n i t o r i n g  t h e  send  and r e c e i v e  T C C .  Once  t h e  c o n n e c t i o n  has
b e e n  e s t a b l i s h e d , t h e  ICC m u s t  r e m a i n  c o n s t a n t  f o r  t h e
l i f e t i m e  of t h e  c o n n e ct i o n .

9 . 1 . 3 . 4 . 6 .  In t he  e v e n t  t h a t  a b a d  TC P a l l o w s  a v i o l a t i o n  of
u ser  g r o u p ,  t h e  r e c e i v i n g  T CP w i l l  r e s p o n d  w i t h  a m e s s a g e
I n d i c a t i n g  a v i o l a t i o n  and  m a l f u n c t i o n  in t h e  s e n d i n g  T C P .

c 
-
~~~~ The c o n n e c t i o n  w i l l  be c l o s e d .

9 . 1 . 4 .  C l o s i n g

9 . 1 . 4 . 1 .  C o n n ec t i o n s  m a y  be c l o s e d  by t h e  TCP in r e s p o n s e  to  a
number of conditions , including request by the user (process),
error conditions on the connection , connection closing by the

IC? Specification page 84
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r e m o t e  TCP , r eques t  fo r “ S t o p  T r a n s m i s s i o n” , and  t he  i n i t i at i o n
S or termination ot Periods Processing modes.

9.1.4.2. Two types of closes seem to be necessary, one for the
immed iate flushing of a connection and one for supporting a
deferred , more graceful close .

9.1.4.3. A flushing close causes immed iate shutoown of the
connection ‘s soon as both TCP ’s exchange the proper control
messages. No more letters are sent and the user is not given
any more incoming letters or partial letters. User buffers
previously passed to the TCP for sending and receiving are
r e t u r n e d  to t h e  u s e r .

9.1.4.4. A deferred close c a u s e s  a l l  o u t s t a n d i n g  l e t t e r s  t o  t h e
n e t w o r k  to be  s ent  a n d  a c k n o w l e d g e d , and al l  l e t t e r s  a n d
p a r t i a l  l e t t e r s  t h a t  h a v e  b e e n  r e c e i v e d  by t h e  TCP p r i o r to t h e
c lose  to be  g i v e n  to t h e  u s e r  ( a s s u m i n g  t h e  user has provided a
b u f f e r  f o r  t h e m ) .  W h e n  t h i s  h a s  b e e n  d o n e , t h e  TCP se nds  a
co n t ro l me s sage  to initiate connection closing.

9 . 1 . 4 .5 .  More  s p e c i f i c a l ly ,  t h e d e f e r r e d  c lose  is s t a r t e d  by
the  c o n t r o l  h a n d l e r . I t  f l u s h e s  t h e  n e t w o r k — t o — u s e r  d a t a  b y

-
~~ r e t u r n i n g  t o — u s e r  b u f f e r s , i n c l u d ing any r e a s s e m b l e d  s e g m e n t s

-

- 
c om p l e t e d  p r i o r  to t h e  C L O S E  r e q u e s t .  I t  t h e n  s e t s  a f l a g  in

-
- t h e  TCB t h a t  s i g n i fI e s  a graceful close is in progress. This

- 
f la g is c he cked by the functional modules and the following
a c t i o n  is t a k e n  w h e n  e a c h  is a c t i v a t e d :

9 . 1 . 4 . 5 . 1 .  The u s e r  e v e n t  r e c e i v e r  w i l l  r e j e c t SE N D  a t t e m p t s
w i t h  a “ c o n n e c t i o n  c l o s i n g  m e s s a g e . ”

9 . 1 . 4 . 5 . 2 .  The t o — n e t  s e g m e n t  h a n d l e r  w i l l  c o n t i n u e  s e n d i n g
s e g m e n t s  u n t i l  it. f i n d s  a s e g m e n t  w i t h  t h e  E (JL f l a g  s e t , an

- e m p t y  t o — n e t  segment queue , and an empty from—user buffer
-

- 
~~~~. q u e u e . T h e n  a F I N  is s e n t  to  s t a r t  t h e  i n t e r — T C P  c l o s i n g

- s e q u e n c e .

9 . 1 . 4 . 5 . 3 .  The f r o m — n e t  s e g m e n t  h a n d l e r  w i l l  d i s c a r d  a l l  d a t a
a s s o c i a t e d  w i t h  i n c o m i n g  s e g m e n t s  and  w i l l  n o t  ACK t h e m .  A

- s p e c i a l  case  is t h e  a r r i v a l  of a DSN , w h i c h  m u s t  be
- 

- - a c k n o w l e d g e d .
• 

-

9 . 1 . 4 . 5 . 4 .  The  r e a s s e m b l e r  w i l l  n o t  a t t e m p t  to  r e a s s e m b l e  a n y
n e w  s e g m e n t s  a n d  w i l l  r e t u r n  t h e  receive buffers to the user
( t h r o u g h  a c a l l  to t h e  u s e r  e v e n t  s e nd e r )  w i t h  a b y t e  c o u n t

-- IC? S p e c i f i c a t i o n  p a g e  85
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indicating what has been reassembled at the time the CLOSE
was rece ived .

9.1.5. Mul tiple Connections

9.1.5.1. There is no restriction , beyond the ava ilab il it y of
resources , on the n um b er and na tu re of connec tions tha t a user
(process) can have open at one time. Multip le con nections way
ar ise with either a c ommon local socke t or with differen t local
socke ts.

9.1.6. Transfe r of Ownership

9.1.6.1. When a process dec ides to transfer ownership of a
connection to another process within the same host it has to
notify both the new owner and the TCP. The original owner must
know the new owner ’s proc~~ss 10 and that the new owner intends
to accept the connection.

9.1.6.2. When the original owner is ready to transfer the
connec tion a HOVECONN event is sent to the TCP indicating the
LCN of the connection and the process ID of the new owner. The
TCP immed iately checks the authority of the new owner to use
the connection. If the authority is verified all buffers will
be returned to the original owner and the new process ID will
be recorded In the TCB. The connection is now owned by the new
p r o c e s s .  If the new owner is not authorized to use the
connection the MOVECONN is rejected and ownershi p is not
t r a n s f e r r e d .

9.1.6.3. There is a potential race condition here that is
solved by first notifying (or creating) the new owner , sending
th e MOVECONN event , and finall y signalling (or thawing) the new
O w n e r .

9 . 1 . 6 . 4.  It should be noted tha t at no time is the connection
n o t  o w n e d  by  a p r o c e s s . If t h e  owner  p r o c e s s  f a i l s  in some way
the  c o n n e c t i o n  w i l l  be c losed  in a g r a c e f u l  m a n n e r .

9.2. Scheduling and Preemption

9.2.1. As mentioned in Operating System Requirements , the TCP
will be responsible for limiting its execution time , so that
other modules in the TAC or CCU receive a fair portion of CPU
cycles. Scheduling of processes within the TCP will be the
r e s p o n s i b i l it y  of  t h e  T CP , s p e c i f i c a l ly t h e  s c h e d u l e r  m o d u l e .
Each  p r o c e s s  m u s t  p e r f o r m  o n l y  one t a s k , r e p r e s e n t i n g  the

TCP S p e c i f i c a t i o n  page  86
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r e s p o n s e  to only one event , and then return to the scheduler • A
process run s uninterrupted until it returns to the scheduler ,
wh er e a che ck is m ad e f o r  n ew ev ents f or the p rocesses  and a new
p r o c e s s  is c h o s e n  to r u n .

• 9 . 2 . 2 .  S ince  a p r o c e s s  r u n s u n i n t e r r u p t e d , no p r e e m p t i o n  is d o n e
b y  t h e  s c h e d u l e r . Hig h p r e c e d e n c e  e v e n t s  w i l l  be s e r v i c e d  as
soon as t h e  s c h e d u l e r  g a in s  c o n t r o l , s i n c e  it  wil l  a l w a y s
s c h e d u l e  a p roces s  w i t h  hi gh  p r e c e d e n c e  e v e n t s  on t he  o r d e r e d
l i s t  f i r s t.  I t  w i l l  be t h e  r e s p o n s i b i l i t y  of t he  p r o c e s s  to
e x a m i n e  a l l  i t s  p e n d i n g  w or k  and  r e s p o n d  to h i g h  p r e c e d e n c e
e v e n t s  f i r s t .

9 . 2 . 3 .  E a c h  TCB r e s i d e s  on one of two chains , a hig h precedence
c h a i n  or a low p r e c e d e n ce  one . The c h a i n s  can  be  used  to l o c a t e

• p e n d i n g  a c t i v i t y ,  s i n c e  each  TCE h a s  p o i n t e r s  to p e n d i n g  w o r k
• q u e u e s .  T h e r e  a r e  two g l o b a l s  a v a i la b l e  to a l l  TCP f u n c t i o n a l

m o d u l e s , a p o i n t e r  i n t o  t h e  hi gh p r e c e d e n c e  c h a i n  and  a po i n t e r
i n t o  the  low p r e c e d e n c e  c h a i n.  ( I n  t h e  future i t  may  be
a d v a n t a g e o u s  to  have  a p a i r  of p o i n t e r s  f o r  each  of  t h e  f o u r
i n f e r i o r  p r o c e s s e s  so t h a t  f a i r n e s s  among  c o n n e c t i o n s  can  be
e f f i c i e n t l y  a d mi n i s t e r e d . )

9 . 3 .  R e t r a n s m i s s i o n  P o l i c y

9 . 3 . 1.  R e t r a n s m i s s i o n  of s e g m e n t s  is n e c e s s a r y  to  r e l i a b l y
deliver s e g m e n t s  in an environment where segmen t discarding and
positive acknowledgement are used. However , the frequency of
r e t r a n s m i s s i o n  can  h a v e  a s i g n i f i c a n t  e f f e c t  on  t h e  a c h i e v a b l e
throughput for a single connection and the achievable through put
for all neighboring (using the same channel) connections.

9.3.2. According to Sunshine [reference 4] the best strategy for
choosing a retransmissIo n timeout is to set the timeout equal to
the time it would take to successfully transmit a segment and
receive an ACK for it , plus a little , if there were no lost or
damaged segments. This policy weighs the advantage of “keeping
the pipe full” against the disadvantage of reducing the bandwidth

,f • with unnecessary retransmi ssions. It essentially means that a
retransmission is undesirable unless there is a high probab ility
tha t the segment was discarded .

9.3.3. Therefore , the retransmission timeout should be set once
to

R — Mean  T C P — t o — T C P  r o u n d  t r i p  t i m e  + e p s i l o n

ri TCP Specification page ~i7
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j~J
9.4. Flow Control

9.4.1. Flow control is a concern of the TCP at three interfaces ,
the TCP—user , the TCP—SIP , and the TCP—TCP . In all case s, h igh

‘-) precedence (Category I) traffic will have priority and should
never be preempted , den ied reso urc es, or slowed by flow control ,
un le s s  a l l  a v a i l a b l e  r e s o u r c e s  a r e  c u r r e n t l y  a l l o c a t e d  to o t h e r
C a t e g o r y  I a c t i v i t y .

9 . 4 . 2 .  It is the  responsibility of the user (process) to prevent
the use r  t e r m i n a l  f r o m  s w a m p i n g  it with outgoing messages . The
TCP w i l l  s impl y r e j e c t  r e q u e s t s  f r o m  t h e  u se r  ( p r o c e s s )  tha t i t
c a n n o t  s e r v i c e  b e c a u s e  of low r e s o u r c e s .

9 . 4 . 3 .  The SIP w i l l  c o n t r o l  the  flow from the TCP to it , u s i n g
rej ection for non—Category I t r a f f i c . The TCP w i l l  n o t  c o n t r o l
the flow from the SIP , but it may discard traffic after checking

• it for control or hig h preced ence level data. This asymmetry
be tween protocol levels is possible because there is flow control
and letter ac knowledgement at the higher (TCP—TCP) lev el . A host
does no t need to say “slow down ” to the packe t sw it ch , beca use i t
can say “slow down ” to the remote source. If n e c e s s a r y ,  i t  can
d iscard any s.g.int it receives from the switch , since it will be
retransmitted by ~he so ur c e  i f  t h e  s o u r c e  does  n o t  r e c e i v e  a
p r o m p t  a c kn o vle d ge , .e n t .

9 . 4 . 4 .  By f a r  the mos t  i n t e r e s t i n g  f l o w  c o n t r o l  Is t h a t  a t  t h e
T C P — T C P  level . The TCP f l o w  c o nt r o l  is f u l l  d u p l e x  and is t h e
responsibility of the receiver . Control is exerted in two ways ,
by the window size “advertised ” by the receiver and the actua l

~ I 
rate at which TCP segments are acknowledged by the receiver . The
local rece ive window size is sent in every T—segment header and
is the best approximation of the future available buffer space
for that end of the connection. It is suggestive in nature and
does not guaran tee that a segment of that size will, ac tuall y be
acknowledged if received . This suggestive nature is necessary if
t he  f u l l  b a n d w i d t h  of  t h e  c on n e c t i o n  is to be u t i l i z e d .

-
~ [ r e f e r en c e  7 ] .,

9.4.5. Be fore continuing, we sho uld stress that the issues of
f l o w  c o n t r o l , r e c e i v e  w i n d o w  c o nt r o l , and buffer allocation are
c l o s e l y  co up led . I t  is d i f f i c u lt  to  discuss them independentl y.
Thus  c o m m e n t s  a b o u t  a n y  of  t h e  i s s u e s  m u s t  be v iewe d in t h e
proper context , i.e. that window control is used to imp lement
f l o w  c o n t r o l , w h i ch  is n e c e s s a r y  to  p r e v e n t  o v e r f l o w  of a v a i l a b l e
buffe rs.

TCP S p e c i f i c a t i o n  page  BS
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9.4.6. Wh ile the window size is suggestive in nature , the sen d er
must att em p t to send segmen ts tha t do no t excee d the sender ’s

- send l e f t  window edge p lus the foreign receive window size .
Failure to do so will waste bandwidth since it is highly unlikely

• 
~~~
“ that the segments will be ackn owledged in—full.

9.4.7. The rece ive window size is a function of the following:

9.4.7.1. Ava ilable user receive letter buffers

-

. • 9.4.7.1.1. A window size should approximate the buffer space
ava ilable at the time the window is set. This available
space  can be d e t e r m i n e d  f r o m  the u n f i l l e d  t o — u s e r  b u f f e r

• space  in t h e  TCB . T h i s  r u n n i n g  t o t a l  is an e s t im a t e  s ince  a
t o — u s e r  b u f f e r  can be r e t u r n e d  to the  user  when o n l y
p a r t i a l ly f u l l .  As w i l l  be mad e  c l e a r  b e l o w , t h e  w i n d o w  s i z e
may  be m o r e  or less t h a n  the  actual available space.

9.4.7.2. Prev ious window size

9.4.7.2.1. Smooth changes in the window size are important
because  t h ey  w i l l  r e q u i r e  less  f r e q u e n t  r e p a c k a g i n g  of
segments at the sending end of the connections and avoid
unnecessary shrinkage of the window to zero.

9.4.7.3. Apportionment of the ban dwidth

9.4.7.3.1. Sunsh ine states that the bandwid th behaves almost
• linearly with the window size up to the maxim um bandwidth .

Thus if maxwindow gives maximum bandwidth to a connection

~~
• 

,~ then 0.1 maxwindow will yield approximately 0.1 the max imum
b a n d w i d t h.

9.4.7.4. Fairness among connections

9.4.7.4. 1. A certain user process may have muc h more buffer
- 

- space  a v a i l a b l e  f o r  i t s  n e t w o r k  c o n n e c t i o n s  t h a n  o t h e r  u ser
• processes , perhaps because the size of the incoming letters

is unpredic table or because a file transfer is in progress .
This  s h o u l d  n o t  be  used  as an indication that the connection
s h o u l d  be r e c e i v i n g  a l a r g e r  p e r c e n t a g e  of t h e  TCP ’s i n p u t

~~~ bandwidth . Proper window control will hel p administer
f a i r n e s s  in  t h i s  t y p e  of s i t u a t i o n .

• 4 .
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• 9.4.7.5. Precedence of the connection (high throughput for high
pr ecedence)

9.4.7.5.1. Higher precedence connections must be assured
enough of the input bandwidth to provide the level of service
se t  f o r t h  in t he  A U T O D I N  II s p e c i f i c a t i o n .  By e s t ab l i s h i n g
m i n i m u m  w i n d o w  s ize s f o r  C a t e g o r y  I t r a f f i c , t h e  b a n d w i d t h  is
o n l y  l i m i t e d  by t h e  u se r  p rocess ’s b u f f e r  space .

• 9 . 4 . 7 . 6 .  No a t t e m p t  is mad e to specify what we consider the
a p p r o p r i a t e  a l g o r i t h m  f o r  w i n d o w  c o n t r o l  s i nce  v a r i o u s
i m p l e m e n t a t i o n  m o d e l s  m a y  w e i g h  t h e  a r g u m e n t s  c i t ea  ab ove
differently. In order to clarify t h e  issues , h o w e v e r , an
exemplary approach is presented in Ap pendix G.

9 . 4 . 8 .  Flow C o n t r o l  W i n d o w  and Acceptab ility Filter Control

9 . 4 . 8 . 1 .  The r e c e i v i n g  w i n d ow  is t h e  f l o w  c o n t r o l  w i n d o w  and  is
• s u g g e s t i v e  of t h e  a v a i l a b l e  b u f f e r  space  in the  r e c e i v e r .  The

window can vary in t i m e , b u t  m o s t  important , i t  can become
smaller , perha ps retracting previous suggestions. If the flow
c o n t r o l  w i n d o w  is reduc ed suc h that the new right window ed ge
( t he  l e f t  w i n d o w  edge  p lus  t h e  n e w  window)  f a l l s  to t he  l e f t  of
the prev ious r ig ht window edge , then we say the win d ow h a s
s h r u n k e n  f r o m  the  r i g h t  edge .  Even t h o u g h  the  f l o w  c o n t r o l
w i n d o w  can s h r i n k  f r o m  i t s  r i g h t  edge , t h e  m a x i m u m  r i g h t  edge
ever  a d v e r t i s e d  defines a boundary of acceptance for the
a c c e p t a b i l i t y  f i l t e r  d i s c u s s e d  b e l o w .

- , • 
9 . 4 . 8 . 2 .  A s e p a r a t e  s e q u e n c e  n u m b e r  r a n g e , the  a c c e p t a b i l i t y
filter , is used  to d e t e r m i n e  if  a s e q u e n c e  n u m b e r  e i t h er
corresponds to an old duplicate or is completely illegal . Old
d uplicates are always acknowledged , by send ing the current
rece ive left window edge. Illegal segments are discarded with

• no action. This filter can never be reduced such that its
• r ight edge is less than the maxim um right edge of the flow

con trol window previously advertised , i.e. it can never shrin k
fro m its right edge size . In addition , control s must pass this

‘ .4 f ilter even if they fall to the right of its right edge .

9 . 4.8 . 3 .  The m a i n  m o t i v a t i o n  f o r  t he  two sequence number ranges
r-. ~ is t h a t  a f l o w  c o n t r o l  w i n d o w  of s ize  ze ro , set  by a r e c e iv e d ..

~~~~~ t h a t  w i s h e s  to  s t o p  t h e  f l o w , c a n n o t  be used to d e t e c t
d u p l i c a t e s  b e c a u s e  i t  c o u l d  have  s hr u n k f r o m  i t s  r i g h t  edge .
S h r i n k i n g  a w i n d o w  f r o m  t h e  r i g ht  edge a t  t h e  d e s t i n a t i o n
essen tially retracts permission alread y g iven and causes
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repea ted d iscard at the des tina tion and re tran sm ission at the
source.

• 9.4.8.4. Zero flow co ntrol windows

9.4.8.4.1. Setting a flow control window to zero and
• r e s e t t i n g  ( o p e n i n g )  the  w i n d o w  a r e  issue s d e f e r r e d  to

Ap pendix H.

9 . 4 . 9 .  Ac k n o w l e d g e m e n t  G e n e r a t i o n

• 9.4.9.1. In general , TCP acknowl edgements are innocuous and
their liberal generation does not cause any particular
m a l f u n c t i o n .  N e v e r t h e l e s s , too l i b e r a l  g e n e r a t i o n  of

• a cknowled g m e n t s  can cause  a g e n e r a l  r e d u c t i o n  in o v e r a l l
• bandwidth. [reference 8].

9.4.9.2. A good strategy seems to be to send an ACK segment
• onl y if the to—net segment queue is empty. Since solo ACKs

- crea te sign if ican t overhead , it may be profitable to piggybac k
ACK5 on segments to retransmit as well , but this must be

• we ighed against the cost to recompute the checks um .

9 .5 .  B u f f e r  A l l o c a t i o n  P o l i c y

~~~

• 9.5.1. Closel y related to the issue of flow control is the buffer
a l l o c a t i o n  p o l i c y .  In a d d i t i o n  to flow con trol co nsidera tions,
p r o p e r  b u f f e r  a l l o c a t i o n  should  a d d r e s s  t h e  i s s u e s  of  d e a d l o c k

-• a v o i d a n c e  and max imum through put. It must be remembered that
reso urce allocation decisions are made at two levels , the global

- I res ourc e level (tha t alloca tes to the user process , TCP , an d S I P )
and the TCP level (tha t allocates to the segmentizer and control

- • handler). Even though the TCP handles buffers of the user and
t the SIP , it is not responsible for their allocation or their

4 release . After using them , the TCP “ret urns ” the b uffers to the~
source modul e through the appropriate events.

9.5.2. The total picture is confused by the fact that the
‘ rece iv ing TCP e x e r t s  f l o w  c o n t r o l , w h i c h  is an  i n d i c a t i o n  of the

~ 
b u f f e r s  tha t t h e  u s e r  has  m a d e  a v a i l a b l e, y e t  i t  h a s  no c o n t r o l

P ‘ over  t h e  a l l o c a t i o n  of t h o s e  b u f f e r s.  At b e s t  i t  can s o l i c i t  a
R E C E I V E  f r o m  the  use r  p r o c e s s , w h i c h  r e q u i r e s  no r e s p o n s e .

9 . 5 . 3 .  The TCP a l l o c a t i o n  p o l i c y  is t h u s  s i m p l i f i e d  s ince  i t  can
o n l y  m a n a g e  b u f f e r s  used f o r  s e gm e n t i z i n g  o u t p u t .  The f o l l o w i n g
i ssues  a re  of i m p o r t a n ce  to the  TCP s p a c e  m a n a g e r :

TCP S p e c i f i c a t i o n  page  91
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U

9.5.3.1. Precedence of the connection.

9.5.3.1.1. Ca tegory I activity must always have buffers
• available. Preemption will be used to recover resources from

lowe r precedence connections. Of cour se , preemption requires
that some lower precedence activity can giv e up a buffer.

9.5.3.2. Selec tivity and discardability.

9.5.3.2.1. At heavy load it may be necessary to discard data
and accep t  c o n t r o l  t r a f f i c  o n l y  f o r  c o n n e c t i o n s  w h i c h  do  n o t
have ad equate user receive buffers available. This
capability is necessary so that the availability of user

• • buffers has no effect on the arrival of controls; thus their
• scarc ity cannot result in a deadloc k at the TCP connection

level .

9.5.4. Preemption of Buffers

9.5.4.1. As men tioned ab ove in section 9.2., preemption will
no t occur in scheduling a process ; however , it will occur in

• a l l  o t h e r  resource management. A process responding to a high
p r e c e d e n c e  even t w i l l  neve r  be den ied a r e s o u r c e , a s s u m i n g  tha t
som e reso urce is recoverable , i.e. currentl y held b y low
precedence activity.

• 9.5.4.2. The algorithm for buffer preemption is mad e simple by
the fact that within the TCP buffers are consumed only in the

- 
—‘ se gm en ti zing of seg ment s and prod uced (released) only a f ter a

- segme nt has bee n acknowl ed ged . Thus only segments on the
to—net segment queue and the retransmit queue are candidates
for preemp tion. It is fairly obvious that segments on the
to—net segment queue should be selected before those on the
re transmit queue . In both case s, the preemption of a segment

- 
- ‘ wiLL cause the original letter buffer to be moved from the

- 
segmentized buffer queue to the from—use r buffer queue and the
segmen tizer will be signalled . The original sequence number

• range given the letter will be entered as part of the from—user
buffer queue element. Note that resegmentizing of the entire
le tter will result in the transmission of duplicate segments ,
bu t they will be discarded gracefully at the foreign TCP.

9.6. TCP Con trols

9.6.1. Con trols are an essential part of any protocol . They are
• the “ex tra da ta” tha t make it pos s ible to pass d ata rel iably on a

‘ I comm u n i c a t i o n  p a t h  w i t h o u t  r e q u i r i n g  s e p a r a t e  c o n t ro l  p a t h s .  TCP
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attempts to multiplex all its controls and data on one data path ,
even to the extent that controls (that require a sequence number)
are ass igned seq uence num bers fro m the sam e seq uence numb er space
as t h e  d a t a .

9 . 6 . 2 .  Each  T — s e g m e n t  h e a d e r  has a set  of c o n t r o l  b i t s  and an
i n d e p e n d e n t  e rr o r  f i e l d .  The c o n t r o l  b i t s  a l l o w  t h e  p i g g y b a c k i n g
of s eve ra l  c o n t r o l s  and  d a t a  on one  T — s e g in e n t .  Onl y one e r r o r
can be p r e s e n t  in t h e  C o n t r o l  D a t a  E x te n s i o n  f i e l d  (see A p p e n d i x
D f o r  T — s e g m e n t  h e a d e r  d e t a i l s ).  H a n d l i n g  of t h e  e r r o r  f i e l d  is
s imp le , The e r r o r s  t ake  up no s e q u e n c e  n u m b e r s  a n d  receiv e no
a c k n o w l e d g e m e n t .  L i s t e d  b e l o w  a r e  tne  control bits of the
T — s e g m e n t  h e a d e r , w h i c h  d e f i n e  tti e c o n t r o l s  t h a t  can be passed
be tween TCP’s. Tho se that consume sequence number space are

• m arke d with “*“ • 
-

SYN : *Request to synchronize the send sequence numbers.

ACK: There is a valid Acknowl edgement in the ACK field .

FIN: *Sender will stop SENDing and RECEIVEing on this
c o n n e c t i o n .

D S N :  *The sender  has s t o p p e d  u s i n g  s e q u e n c e  n u m b e r s  and w a n t s
to  i n i t i a t e  a new s e q u e n c e  n u m b e r  f o r  s e n d i n g .

EOL:  T h i s  s e g m e n t  is t h e  las t  s e g m e n t  of a l e t t e r .

• FL:  *The s ende r  w a n t s  n e t w o r k — t o — u s e r  d a t a  on t he  f o r e i g n  end
• of t h i s  c o n n e c t i o n  to be  f l u s h e d  immed iately.

INT : *The s ende r  w a n t s  to I N T E R R U P T  on  t h i s  c o n n e c t i o n .

N O P :  *A no a c t i o n  s e g m e n t  t h a t  uses  sequence number space and
r e q u i r e s  an ACK.

W O P E N :  *The s e n d e r  h a s  o p e n e d  a p r e v i o u s l y  ze ro  r e c e i v e  w i n d o w .

WACK:  *The s ende r  w i s h e s  to  ac k n o w l e d g e  the  c o r r e s p o n d i n g
W O P E N .

9.6.3. Since several controls may be present in one T—segment ,
r a n d o m  h a n d l i n g  of c o nt r o l s  can p r o d u c e u n e x p e c t e d  b e h a v i o r .  I t
is n e c e s s a r y  t h a t  i m p l e m e n t e r s  o f  the  TCP p r o t o c o l  p rocess
controls uniformly. Part of tne handling is defined by the state
d iagram , F ig ure 7, and the set of transitions listed in Appendix
F. Howeve r , i t  is a l s o  n e c e s s a r y  to  d e f i n e  t h e  h a n d l i n g  of

TCP S p e c i f i c a t i o n  page  93
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1 L)

c o n t r o l s  w i t h  r e s p e c t  to s e q u e n c e  and p r i o r i t y .  Below , the
a s s i g n m e n t  of s e q u e n c e  n u m b e r s  to  r ece ived  c o n t r o l s  and the
con trol processing order are discussed.

• 
9.6.3.1. Rec eived controls (in the same T—segmen t header)
s h o u l d  be a s s i g n e d  s e q u e n c e  n u m b e r s  as f o l l o w s :

9.6.3.1.1. SYN , FL , INT , tex t , DSN , FIN

9.6.3.1.2. Note that WOPEN and WACK use a sequence number ,
but they can never be p iggy backed with either data or
controls , and the sequence number is not consumed .

- 9 . 6 . 3 . 2 .  The p r o c e s s i n g  order for controls arriving in the same
T — s e g m e n t  or f o r  c o n t r o l s  queue d to be processed is dependent
on the  s t a t e  of  t h e  c o n n e c t i o n .  For  the  ESTD st a t e , t h e  o r d e r
is the follow ing:

9.6.3.2.1. SYN , ACK , FL , INT , text , DSN , FIN , NOP

9.6.4. Some combinations of controls are especially meaningful
• - for a connection. Examples of these are the INT— FL and the
• I FIN—FL pa irs , which represent an interrupt with flushing and an

immed iate close , respectively. Below is more description on the
• mean ing INT’s an d FL ’s.

9.6.4.1. It is expected that the interrupt control (INT) will
of ten be  acc om pan ied b y the f l u s h  cont rol  ( F L ) ,  in which case

-
, 

the actions associated with both are carried out.

9.6.4.2. The interrupt control may be sent with any segment.
1 When a TCP rec eives i t , t h e  d e s t i n a t i o n  p roces s  is i m m e d i a t e l y

signalled (b y wha tever mechan ism is ava ilable) that an
interrupt has occurred . The interrupt control occupies a

• .
~ sequence number and therefore can be synchronized with the 

-

d a t a .
~•; -.

~

14 •~~~ 9 . 6 . 4 . 3 .  The f l u s h  c o n t r o l  may  be  s e n t  w i t h  any  s e g m e n t .  Upon
• receipt of a FL , all data with lowe r sequence numbers than the

$ •‘
~~~ f l u s h  s i g n a l  is d i s c a r d e d  b u t  a c k n o w l e d g e d  as i f  i t  w e r e

p r o c e s s e d .  An even t n o t i f y i n g  of t h e  d i s c a r d i n g  of d a t a  is s e n t
• ~~~ 

• to  t he  r e c e i v i n g  u s e r  p r o c e s s .

9.6.4.4. The effec t of a flush is that the receive left window
edge m ay be se t to the se qu ence nu mb er of the fl ush con tr ol ,
and an a c k n o w l e d g e me n t  m a y  be s en t .
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9.6.4.5. It is necessary for tne TCP to follow two rules with
• respec t to flushing. First , a FL , I N T — F L , or  F I N — F L  shou ld

n o t  be  s en t  w h i l e  in t he  pr o c e s s  of r e s y n ch r o n i z i n g.  Second ,
• t h e  WOPEN c o nt r o l  s h o u l d  be r e s e n t  u s i n g  a new s e q u e n ce  n u m b e r

if i t  is f l u s h e d.

• 9 . 7 .  E r r o r  H a n d l i n g

• 9 . 7 . 1 .  E r r o r  h a n d l i n g  and r e c o v e r y  c o n s i s ts  of t r a n s m i t t i n g  and
r e c e i v i n g  e i t h e r  E r r o r  o r  RESET s e g m e n t s .

9 . 7 . 2 .  E r r o r  s e g m e n t s  a r e  s eg m e n t s  t h a t  have  “ 001” in t h e  c o n t r o l
d i s p a t c h  f i e l d , o c c u p y  no s e q u e n c e  n u m b e r  space , and  h a v e  a

- s e q u e n c e  n u m b e r  equa l to t h e  l e f t  send w i n d o w  edge  ( i f  t h e r e  is
o n e ) .  E r r o r s e g m e n t s  h a v e  t he  e r r o r  t y p e  in t he  C o n t r o l  Da ta
E x t e n s i o n  f i e l d  of t h e  T — s e g m e n t  h e a d e r .  The e r r o r  t y p es  a r e  a
s u b s e t  of  a l l  the  p o s s i b l e  ev e n t  codes , d e s c r i b e d  in A p p e n d i x  B ,
Even t  C o d es ,  The E r r o r  s e g m e n t s  t h a t  can  be t r a n s m i t t e d , a l o n g
w i t h  t h e  c on d i t i o n s  u n d e r  w h i c h  t h e y  a r e  g e n e r a t e d  f o l l o w :

-
• EFF 6 — u n a c c e p t a b l e  SYN [ S Y N / A C K ]

g e n e r a t e d  d u r i n g  r e c o v e r y  f r o m  h a l f — o p e n  c o n n e c t i o n s .  (see
9.1.2.3.)

• EFP 7 — c o n n e c t i o n  n o n — e x i s t e n t

g e n e r a t e d  d u r i n g  ad d r e s s  c h e c k  a t  f o r e i g n  TCP

EFT 8 — f o r e i g n  TCP i n a c c e s s i b l e  j
g e n e r a t e d  by a b u s y  f o re i g n  TCP ( n e v er  sen t  on a C a t e g o r y  I

• c o n n e c t i o n , u n l e s s  a l l  c o n n e c t i o n s  a t  t h a t  TCP a re  c u r r e n t l y
C a t e g o r y  I)

EFP 15 — s e c u r i t y  v i o l a t i o n  a t  f o r e i g n  TCP

.4 ~ generated during authorization table lookup at foreign TCP

EFP 16 — p r e c e d e n c e  v i o l at i o n  at  f o r e i g n  TCP

generated during precedence consistency check at forei gn TCP

EFP 17 — TCC v i o l a t i o n  a t  f o r e i gn T CP

generated during authorization table lookup at foreig n TCP
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R E S E T  — fore ign TCP has rese t

genera ted only if TCP is in the SYNsent state and gets an EFP
I 6 that is believable.

- 9.7.3. The sequence number of the segment tha t caused the error
is placed in the ACK fIeld of the Error or RESET segment. In the
ca se o f the RESET segm en t , the ACK field contains the sequence
n u m b e r  of the  E r r o r  s e g m e n t  t h a t  c a u s e d  the RESET ’s generation.

• T h i s  is in o r d e r  t h a t  t he  s e g m e n t s  can be  b e l i e v e d  whe n t h e y  a r e
rece ived , and not confused with dup licates. The ACK bit is
a l w a y s  se t  in E r r o r  or R E S E T  s e g m e n t s .  E r r o r  and R E S E T  s e g me n t s

- 
are  n e i t h e r  a c k n o w l e d g e d  ( w i t h  an  A C K )  no r  r e t r a n s m i t t e d .

9 . 7 . 4 .  The e r r o r s  a r e  g e n e r a t e d  as f o l l ow s :

9 . 7 . 5 .  E r r o r s  7 and 8 a re  v e r y  s i m p l e  to u n d e r s t a n d  and
i m p l e m e n t .  F i r s t  c o n s i d e r  t h e  a r r i v a l  of e i t h e r  s e g m e n t .  If th e
s t a t e  of t h e  c o n n e c t i o n  is in any of  t h e  s y n c h r o n i z i n g  s t a t e s
t h e n  the  s t a t e  is c h a n g e d  to OPEN and the  s y n c h r o n i z a t i o n  e f f o r t s
r e s u m e d  f r o m  s c r a t c h .  If t h i s  r e p e a t e d l y  h a p p e n s  f o r  a C O N N E C T
a t t e m p t , a s y n c h r o n i z a t i o n  t i m e r  w i l l  t i m e o u t  and  the  c o n n e c t i o n
w i l l  be c l o s e d .  If t h e  s ta t e  of t h e  c o n n e c t i o n  is in any  of  the
F I N  p r o c e s s i n g  s t a t e s  t h e n  t h e  TCP w i l l  s i m u l a t e  ( t o  the  u s e r )

I t h a t  t he  c o n n e c t i o n  was  c losed  w i t h  a F L — F I N  f r o m  t h e  f o r e i g n
TCP.  If t h e  c o n n e c t i o n  s ta t e  is ESTD t h e n t he  u se r  is g iven  an

- e r r o r  m e s s a g e .  The m e s s a g e  i m p l i e s  t h a t  s o m e t h i n g  is amiss , and
- the  user can  c a r r y  on ( i f  t h e  m e s s a g e  was EFT 8) or can close the

c o n n e c t i o n .

9 . 7 . 6 .  E r r o r s  1.5 , 16 , a n d  17 a re  f a t a l  e r r o r s  and wi l l  u s u a l l y
- cause  the  c o n n e c t i o n  to be c l o s e d .  The s ende r  of one of t h e s e

e r r o r s  moves  to t he  CLOSED s t a t e  and  at w o r s t  l eaves  a h a l f — o p e n
— c o n n e c t i o n  ( i n  t h e  u n lIk e l y e v e n t  t h a t  t h e  e r r o r  does  n o t  r e a c h

t h e  d e s t i n a t i o n ) . ihe  r e c e i v e r  of one of t h e s e  e r r o r s  u s u a l l y
-- s i m u l a t e s  a f l u s h i n g  c lose . The e x c e p t i o n  to t h i s  is t h e  r e c e i p t

of E r r o r s  16 and 17 d u r i n g  the  s y n c h r o n i z a t i o n  s t a t e s , w h i c h
cause  a t r a n s i t i o n  to t he  OPEN s t a t e .  Thus  an S/ P / T  violation is
s e v e r e l y  h a n d l e d  and f o r c e s  t h e  v i o l a t i n g  u s e r  i n t o  t h e  CLOSED
s t a t e . If t h e  u s e r  w i shes  to  a t t em p t  a n o t h e r  c o n n e c t i o n , he w i l l
h a v e  to r e o p e n  t he  c o n n e c t i o n  m a n u a l l y .

9 . 7 . 7 .  E r r o r  EFP 6 and R E S E T  a r e  f o r  t h e  p u r p o s e  of e s t a b l i s h i n g
connections reliably , an d for be in g able to r ecover fr om crashe s

J~~ ~~~• or loss in synchronization. Loss in s y n c h r o n i z a t i o n  t aay occu r
J owing to long delays and lost segments. In s h o r t  t h i s  m e c h a n i s m

:~ 
t-J r e c o v e r s  f r o m  the  e x i s t e n c e  of half open connections.

• - •  
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9.7.8. A RESET is ONLY generated if the TCB is in SYNsent state ,
and gets Error EFP 6. The rec eipt of this error (when trying to
open a connection) impl ies at the worst that the other end is in
a half open i.e. established state . Hence it must be reset.

9.7.9. Believability Test

9.7.9.1. When testing to see if an Error packe t is believable
i t  may  be s u f f i c i e n t  to  c h e c k  if  t h e  ACK f i e l d  r e f e r s  to

- 
s o m e t h i n g  we s e n t  t h a t  has  n o t  been  A C K e d .  To b e l i e v e  a R E S E T

- packe t we a l so  have  to c h e c k  t h a t  n o t  o n l y  d o e s  t h e  ACK r e f e r
to s o m e t h i n g  we s en t , b u t  we a l so  d id  in f a c t  send an EFF 6.

• 
- T h i s  a d d i t i o n a l  p r e c a u t i o n  is n e c e s s a r y  since  t h e  c o n s e q u e n c e

• of g e t t i n g  a R E S E T  a r e  g r a v e .  A m a l i c ious TCP may f a b r i c a t e  a
R E S E T  w h i c h  ACKs s o m e t h i n g  t h a t  t h e  d e s t i n a t i o n  TCP has  s e n t .

• If t h a t  TCP b e l i e v es  t h e  R E S E T  w i t h o u t  m a k i n g  s u r e  i t  r e a l l y
-

- sen t an EFF 6 t hen  we m a y  j u s t  hav e l o s t  a c o n n e c t i o n .  I t  is
• t r u e  t h a t  m a l i c ious TCP ’s c o u l d  cause  havoc , b u t  i t  seems wo r th

m a k i n g  r e d u n d a n t  che c ks w h e r e  a p p r o p r i a t e.  I t  does  n o t  seem
tha t g i v i n g  E r r o r  or  R E S E T  c o n t r o l  a s e q u e n c e  n u m b e r  of t h e i r

- 

own w i l l  so lve  a n y  of t h e  p r o b l e m s  we h a v e .

•‘. .—

•~~
.-
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-
. Higher—level Protocols

10. H I G H E R — L E V E L  PROT OCOLS

10.1. I t  t s e n v i s i o n e d  t h a t  t he  TCP w i l l  be a b l e  to s u p p o r t  h i g h e r
level  p r o t o c o l s  e f f i c i e n t l y.  I t  shou ld  be r e l a t i v e l y  e a s y  to
i n t e r f a c e  e x i s t i n g  A R P A N E T — l i k e  p r o t o c o l s  to the TCP .  The S / P I T
and t e r m i n a l — t o — t e r m i n a l  r e q u i r e m e n t s  of t he  AUTOD IN L I  n e t w o r k
wi l l  r e q u i r e  a d d i t i o n a l  w o r k  in these  a r e a s , howeve r . An e x a m p l e
of t h e  t y p e s  of p r o t o c o l s  t h a t  wi l l  be u s e f u l  a r e a Telne t — l i k e
p r o t o c o l  and a f i l e  t r a n s f e r  p r o t o c o l .

1 0 . 2 .  At some p o i n t , a se t  of wel l  known socke t s  m u s t  be  se l ec t ed
tha t wi l l  p r o v i d e  c o n s i s t e n t  access  to  the  f u n c t i o ns  p rov ided by
the  se rve r  s ide of t h e  p r o c e s s e s  t h a t  i m p l e m e n t th e  h i g h e r leve l
p r o t o c o l .  These  s o c k e t s  m u s t  have  a c o n s t a n t  p o r t  i d e n t i f i er  so
t h a t  o n l y  t h e  hos t  i d e n t i f i e r  ( T C P  i d e n t i f i e r )  c h a n g e s  in a n y  wel l
k n o w n  s o c k e t .

- , ‘I

4:

0~
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• Measurements

11. MEASUREMENTS

11.1 . To eval uate the extent to which the TCP and PSN can deliver
services as required and to identify the dominant parameters that
a f f e c t  t h a t  s e r v i c e , a c o m p r e h e n s i v e  set  of p e r f o r m a n c e
m e a s u r e m e n t s  m u s t  be m a d e .  M e a s u r e m e n t  wi l l  also be a v a l u a b l e
too l  f o r  d e t e r m i ni n g  t h e  i n i t i a l  s e t t i n g s  f o r  t he  v a l ue s of  TC I
par ameters.

11.2. Measurement Implementation Philosophy

11.2.1. We view the measurement process as something which occurs
— internal to the TCP but which is controllable from outside. A

wel l  known socke t owned  by t h e  TCP can be  used  to accep t  c o n t r o l
w h i c h  wi l l  selec t one or more measurement classes to be
c o l l e c t e d .  The d a t a  would  be p e r i o d i c a l l y  s e n t  to  a d e s i g n a t e d
f o r e i g n  socke t w h i c h  would  a b s o r b  t he  d a t a  f o r  l a t e r  p r o c e s s i n g ,
in the  m a n n e r  c u r r e n t l y  used  in t h e  A R P A N E T  IMPs .  E a c h
m e a s u r e m e n t  c l a s s  h a s  i t s  own d a t a  s e g m e n t  f o r m a t  to make t h e  j o b
of p a r s i n g  and a n a l y z i n g  the  d a t a  e a s i e r .

1 1 . 2 . 2 .  We wou ld  restric t access to TCP measuremen t control to a
f e w  d e s i g n a t e d  s i t e s .  T h i s  is e a s i l y  done  by  s e t t i n g  up listening

-

. c o n t r o l  c o n n e c t i o n s  on  p a r t i a l ly s p e c i f i e d  f o r e i g n  s o c k e t s .

11.3. P e r f o r m a n c e  i l e a s u r e m e n t

11.3.1. T h r o u g h p u t  and d e l a y  s h o u l d  be m e a s u r e d  as a function of
p r e c e d e n c e  level , n a x i m u m  s e g m e n t  s i ze , w i n d o w  s h r i n k i n g
a l g o r i t h m s , b u f f e r  a l l o c a t i o n  s t r a t e g i e s, retransmission rates ,
f r a g m e n t a t i o n , l e t t e r  s i ze s , e t c .  O v e r h e a d  s h o u l d  be evaluated
in s e v e r a l  m o d e s  of  u s e r  a c t i v i t y .

11.4 .  S i n g l e  C o n n e c t i o n  M e a s u r e m e n t s

11 .4 .1 .  Round  T r i p  D e l a y  T imes

1 1 . 4 . 1 . 1.  Time f r o m  m o m e n t  t h e  s e g m e n t  is s e n t  by  t h e  TCP to
the  t im e t h a t  t h e  ACK is received by the TCP.

1 1 . 4 . 1 . 2 .  Time f r o m  the  m o m e n t  the  u s e r  i ssue s t h e  S E N D  t o  t he
-
~~ t i m e  t h a t  t h e  user  g e t s  t h e  s u c c e s s f u l  r e t u r n  c o d e .

1 1 . 4 . 1 . 2 . 1.  N o t e :  S e g m e nt  s i ze  shou ld  be used to d i s t i n g u i s h
f r o m  one se t  of  r o u n d  t r i p  t i m e s  and  a n o t h e r .

r~.I. ~
• TCP S p e c i f i c a t i o n  p a g e  99

• -

~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - -~- ~~~~~~ ~~~~~~~~ ~~~ ~~~~~~~~ -



________________ - - - —•.—-- . -—-•-~~•———-.~-- ———----~ -~ -——-—-

U

LLG RON J BP 11 JUL 76 35 93 8

Measurements

1 1.4 . 1 . 2 . 2 .  N e t w o r k  d e s t in a t i o n , and c u r r e n t  c o n f i g u r a t i o n
- and t r a f f i c  load m a y  a lso be issue s of importance that must

be t a k e n  i n t o  a c c o u n t .

1 1 . 4 . 1 . 2 . 3 .  The histogram of round trip times includ e
r e t r a n s m i s s i o n  t i m e s  and t he se  m u s t  be take n i n t o  accoun t in
the  a n a l y s i s  a n d  e v a l u a t i o n  of t h e  c o l l e c t e d  d a t a .

11 .4 .2 .  Segmen t  S ize  Statistics

1 1 . 4 . 2 . 1 .  H i s t o g r a m  of s e g m e nt  l e n g t h  in b o t h  d i r e c t i o n s  on t he
f u l l  d u p l e x  c o n n e c t i o n .

1 1 . 4 . 2 . 2 .  H i s t o g r a m  of l e t t e r  s i ze  in b o t h  d i r e c t i o n s .

11.4.3.  M e a s u r e  of D i s o r d e r l y  A r r i v a l

11.4.3.1. Distance from the first octet of arriving segment to
the lef t window ed ge. A histogram of this measure gives an idea
of the out of order nature of segment arrivals. It will be 0
for segments arriving in order.

11.4.4. Retransmission Histogram

11.4.5. Effect ive Through put

11.4.5.1. Th is is the effective rate at which the left edge of
the window advances. The time interval over which the measure
is made is a pa rameter of the measurement experiment. The
s h o r t e r  t h e  i n t e r v a l , the  m o r e  b u r s t y  we wo uld expec t  t he
m e a s u r e  to b e .

1 1 . 4 . 5 . 2 .  I t  is possible to measure effective data throughput
- in b o t h  d i r e c t i o n s  f r o m  one  TCP by  observing the rate at which

the  l e f t  w i n d o w  ed ge is m o v i n g  on ACK s e n t  and r ece ived  f o r  the
two w i n d o w s .

• -. 11 .4 .5 .3.  S ince  t h r o u g h p u t  is l a r g e l y  dependen t upon buffer
-
~~~ a l l o c a t i o n  and w i n d o w  s i ze , we m u s t  r e c o r d  these  v a l u e s also .

~~ 
V a r y i n g  w i n d o w  f o r  a f ix e d  f i l e  t r a n s m i s s i o n  m i g h t  be a good
way to d i s c o v er  t h e  s e n s i t i v i t y  of  throughput to window size .

-
~~~~ 1 1 . 4 . 6 .  O u t p u t  M e a s u r e m e nt

11 .4 .6 .1 .  The thr ough put measurement is for data onl y, but
inc ludes r e t ra n s m i s s i o n.  The o u t p u t  r a t e  should  inc lud e a l l
o ct e t s  t r a n s m i t t e d  and  w i l l  g i v e  a m e a s u r e  of r e t r a n s m i s s i o n

:-~~
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overhead . Output rat3 also includes segmen t format overhead
oc tets as well as data.

11.4.7. Utilization

11.4.7.1. The effe ctive throughput div id ed by the output rate
- gives a measure of utilization of the communication connection .

11.4.8. Window and Buffer Allocation Measurements

11.4.8.1. Histogram of letters outstanding, measured at the
• i n s t a n t of  SEND r ece i pt by  TCP f r o m  user  o r  a t  in s t a n t  of

- a r r i v a l  of a l e t t e r  f o r  a r e c e i v i n g  u s e r .

- 1 1 . 4 . 8 . 2 .  B u f f e r s  in use on t he  SEND s ide  upon  s egmen t
• departure into the net ; buffers in use on the KECEIVE side upon

d e l i v e r y  of  a s e g m e nt  i n t o  a USER b u f f e r .

-
. 11.5. M u l t i c o n n e c t i o n  M e a s u r e m e n t s

11.5.1. S t a t i s t i c s  on User  Co m m a n d s  sen t  to the  loc al TCP

11.5 .2 .  S t a t i s t i c s  of  e r r o r  or  success codes returned (histogram
of e ach  t y p e  of e r r o r  or r e tu r n  r e s p o n s e ]

11.5.3.  S t a t i s t i c s  of  c o nt r o l  b i t  use

) 11 .5 .3 .1 .  Co u n t e r  f o r  eac h con trol b it over all segm en ts
e m i t t e d  by t h e  TCP and  a n ot h e r  f o r  s e g m e n t s  a c c e p t e d

1 1 . 5 . 4 .  C o u n t  d a t a  c a r r y i n g  seg m en ts

11.5 .5 .  Coun t ACK s e g m e n t s  w i t h  no d a t a

-~~ 11 .5 .6 .  E r r o r  s e g m e n t s  d i s t r i b u t i o n  by  e r r o r  t yp e code  r ece ived
f r o m  the n e t  and  s e n t  o u t  i n t o  the  n e t

11.6.  TCP E x e r c i s e r

11.6.1. E a r l y  i m p l e m e n t e r s  of  TCP ’s on the ARPANET hav e fo und an
e x e r c i s e r  p r o g r a m  useful. I t  e x e r c i s e s  a g iven  TCP , c a u s i n g  it
to c y c l e  through a number of states; opening, clos ing, and
transmitting on a variety of connections. This program collects
statistics and generall y tr ies to de tec t dev iation from TCP
funct ional specifications. Clearly there must be a copy of this
program bo th at the local sit e be ing tes ted and so m e sit e whi ch
has a certified TCP. There must be a master-slave relationship

TCP Spec if ica tion page  101
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so the m aste r can tell the slav e what’s go ing wrong with the
test .

11.7. Minimum Measuremen t Facilities

• 11.7.1. The correc t algorithm s and parameter settings for flow
- . control and buffer allocation must evolve from experience with

TCP implementations. Thus it is suggested that some measurement
facilities in TCP remain through initial imp lementation and
acce ptance tes ti ng and in to the “produc tion” phase . In fac t , it
may be t h a t  in some i n s t a n c e s  t h e  m e a s u r e m e n t  f a c i l i t i e s  wi l l  be
used to alter criti~ al parame ters in real—time. Therefore , the

• following measurement facilities should be present in all
m u l t i p le c o n n e c t i o n  TCP ’s:

11.7.2. Eff ective Throughput

— 11 . 7 . 2 . 1 .  Th i s  is t h e  e f f e c t i v e  r a t e  a t  w h i c h  t h e  l e f t  ed ge of
the window advances. The time in terval over which the measure
is made  is a p a r a m e t e r  of t h e  measurement experiment. The
s h o r t e r  the  i n t e r v a l , t h e  m o r e  b u r s t y  we wo uld e x p e c t  t h e
m e a s u r e  to  b e .

1 1 . 7 . 2 . 2 .  I t  is p o s s i b l e  to m e a s u r e  effective data throughput
in b o t h  d i r e c t i o n s  f r o m  one TCP b y o b s e r v i n g  the  r a t e  at  w h i c h
the  l e f t  window edge is m o v i n g  on ACK sen t and  rece ived  f o r  t h e
two w i n d o w s .

11 .7 .3 .  R e t r a n s m i s s i o n  R at e

11.7.3.1. The retransmissions per segment is an indication of
how well the foreign TCP is living up to its advertised segment
consumption rate. It will be valuable for setting send window
sizes.

11.8. E r r o r  Log

11. 8.1. The TCP should log in a file the protocol errors it
de tects. The error records should include a time stamp, the TCP
header , and the TCB contents at the time of the error. It might

.

~~~~ 

be des irabl e to also in clud e the da ta por tion of the segme nt in
-
~~~ error.

11.8.2. Th is log should be examined daily b y the compu ter
opera tor or ch ief programmer , and errors due to local problems
correc ted. Errors due to remote problems should be reported to
the remote site and to the NCC.
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11.8.3. It is especially important to record violations of S/P/T
in this error log (or another log). S/P/T violations should be
repo r ted to the NCC periodically.

- 11.9. Debugging Aids

11.9.1. When TCP implementations are being tested , either 
-initially or after a modification or parameter change , it is

desirable to track the execution of the TCP in some detail. In
-
~~ I par ticular it is useful to log the headers or even the full

segmen ts for some or all of the messages sent and received by the
TCP. The TCP should b e prepared to log such information when a

- I debugging flag is set.

I-
L I 

-

I.

-
~
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Append ix A

APPENDIX A. ADDRESSING

A. A d d r e s s in g  is a g e n e r al  m e c h a n i s m  f o r  r o u t in g  messages  ( t e xt ,
l e t t e r s, s e g m e n t s , p a c k e t s , . . )  to a d e st i n a t i o n .  The a d dr e s s i n g
r e q u i r e m en t s  of an each  e n t i t y  (u s e r , THP , TCP , PS , . . . )  may be
quite different since the destination entity is almost always

-: different. In the AUTODIN II network , several layers of address ing
ex ist. These layers are kept as invisible as possible , in hope s of
prese n ting one coherent addressing model to the user . Below , a f e w
of the more important layers of addressing are discussed , in o r d e r
of proximity to the terminal user.

8. User Addressing

1. A user address must be simp le e n o u g h  to p e r m i t  d e s t i n a t i o n s  to
F- be s p e c i f i e d  by Subscriber ID, whe n the user is supported by a

TAC . Y e t  a lso it  m u s t  be po w e r f u l  enough  to addr ess an
e x p e r i m e n t a l  v e r s i o n  of a s t a n d a r d  function on some host
computer. To this end , a user  address  has  the f o l l o w in g f o r m :

Subsc riber ID. (16 bits) This field corresponds to a terminal
user on a TAC or to a host— entity. It is a required part of
the address.

User ID. 12 bits) This field is used for addressing host
users or standard host functions and consists of two subfieids

- 
as f o l l o w s :

User ID Type FLag. (1 bit) A zero means the User ID Prope r
is a static ID, such as directory name; a one means the User
ID Prope r is dyna mi c , such as a process name or job number.

User ID Proper. (11 bits) Depending on the previous bit ,
t h i s  f i e l d  may  c o n t a i n  a s t a t i c  or  d yn amic ID .  The f i e l d
will be zero for a TAC subscriber .

Function Suffix . (4 bits) this field is used to select a
-• par ticular function offered by the user above. It defaults to

ze ro , suggesting that a user ’s well known address should have a
zero Function Suffix.

TCP Spec ification page Al
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2. Examples

Use r  B is a t e r m i n a l  u s e r  suppo r ted by a TAG and a lways  l i s t e n s
f o r  a c o n n ec t i o n  a t t e m p t  on h i s  d e f a u lt  F u n c t i o n  S u f f i x . The
a d d r e s s  of user  B is < s u b s c r i b e r  ID — B> <user  ID — 0>
< F u n c tion S u f f ix — 0> .  T h i s  is the  s i m p l e s t  a d d r es a  t h a t  can
be s p e c i f i e d .

Suppose  hos t  D h a s  a specia l  p rocess , C , t h a t  p r o v i d e s  an
exper imental version of the standard function servic e, E. To
a c c e s s  t h i s serv ice , an address like the following will be
u sed:

< s u b s c r i b e r  — D> u se r i d  — C ’s s t a t i c  ID> < F u n c t i o n  S u f f i x  =

- - Th is re presen ts on e of the mos t comp lex types  o f user
address ing offered . It demonstrates the use of a static User
ID to provide a “well—kn own” ad d ress f o r  a glo b al addres s in g
m e c h a n i s m .

C. TCP A d d r e s s i n g

j
~ 

1. The TCP a d d r e s s i n g  sc heme is based on s o c k e t s .  A socke t is
the  c o n c a t e n a t i o n  of a TCP i d e n t i f i e r  and a p o r t , each  of w h i c h
is a 16 bit entity . The conversion of user addresses to TCP
ad d resses  is acco m pl ished using the f o l l o w ing r ules:

(1) The Sub scriber ID becomes the TCP identifier if a User ID
is p rov ided , i.e. if the Subscriber ID refers to a host.

( 2 )  The User  ID , i f p resen t , maps d irectly into the leftmost
- 

- 
12 bits of the port.

( 3 )  The F u n c t i o n  S u f f i x , if  p r e s e n t , maps  d i r e c t l y  i n t o  t h e
r i g h t m o s t  4 b i t s  of t he  p o r t .

2.  The r e s u l t  of these r u l e s  is t h a t  a TCP i d e n t i f i e r  is n o t h i n g
‘ -

~~ m o r e  tha n a Sub s c r iber  ID and is a t lea st eno ugh to r out e a
message to a TCP. In the TAC case , the TCP is able to route the
message to the user (end subscriber) with the extra leader added
by the PS. Routing messages in the host case , however , re qu ires
port information.

TCP Spe ci f ica tion page A2
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~I H
- D. SSL A d d r e s s

1. The des tina tion address found in the flinary Segmen t Leader
(BSL) always corresponds exac tly to a sub scriber address. This
addre ss is required and will be taken directly from the address

- 
provided by the user. In the TAC case , the address refers to a
terminal connected to an access circuit. The destination PS will
handle routing to the TAC and the adding of any leaders required
for final routing to the user terminal. For the host case , the

I .address is that of the host ’s access c ircuit and cannot be used
to  add res s  s p e c i f i c  u s e r s  or standard host functions .

r

~~ ~~~

-

— . I

TCP S p e ci f i c a t i o n  page  A3



- ‘ 
~~~~~~~~~~~~~~~~~ .~~~~ i ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ — —---~~

--.--.—---— —.~
/

LLG RO~1 JBP 12 J U L  76 35939

Append ix B

A P P E N D I X  B.  E V E N T S
— 

- A . The TCP communicates with the SIP and the user process through
even t sending. Below are the set of events that are pa ssed to/from
the TCP at each interface.

B. T CP — SIP

1. DATA ( T C P  < — >  S I P)

1 1
- I OP: DATA 1 

I Subsc r iber  lB 1
- I 

1 T — s e g m e n t  ID I
I 

Block pointer I——— — > I segment leader I
- - I I I

I TCP header  I
• 1 

1 T—segment I
-~~ 1 tex t  I -:

I 3

1 2. ER ROR ( S I P  —> TCP o n l y )

• 1 1
-

- I OP:  Ek R OR 1 
I

S u b s c r i b e r  Ii) 1
I 1

- - I T — s e g m e n t  ID 1
- I 1 I

I r e a s o n
— . I I

0. P o s s i b l e  r e a s o n

Rej ect  b y PS

~~~ sec urity violation (at arc)
s e c u r i t y  v i o l ac i o n  ( a t  d a t )
i l l ega l  p r e c e d e n c e  ( a t  a r c )

- i l l ega l  p r e c e d e n c e  ( a t  d s t )

- TCP S p e c i f i c a t i o n  p a g e  81
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i l l e g a l  u s e r  g r o u p
i l l e g a l  a d d r e s s
f l o w  c o n t r o l

Inc omple te tr a n s mi ss ion
- los t  in n e t

- U n d e l i v e r e d

hos t  dead
h o s t  b u s y
w r o n g  p r e c e d e n c e

O t h e r  e r r o r s

w i t h o u t  ID
w i t h  ID
PS g o i n g  down

3. S L O P / R E S U M E  t r a n s m i s s i o n  ( T C P  => SIP  o n l y)

I 
OF:  g e n e r a l  c o n t r o l

- I 
- 

1 S u b s c r i b e r  ID 1
— I 
I I T — s e g m e n t  ID = 0

I I
1 r e a s o n :  s t o p/ r e s u m e
I 

t y p e :  a r c  a d d r/  TCC 1
1 I

v a l u e : see t y p e  I
1 

0.
1-

f

4 . .

TCP S p e c i f i c at i o n  page  82
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4. G o i n g  I n o p e r a b l e  ( T C P  — > SIP  o n l y )  

OP:  g e n e r a l  c o n t r o l
- . I 

S u b s c r i b e r  ID I
I 

T — s e g m e n t  ID 0
I 

r e a s o n :  g o i n g  down I
I I

h o w  soon  I 
I

I h o w  l o n g  

- -  I d e s c r i pt io n 

P o s s i b l e  d e s c r i p t i o n

S c h e d u l e d  m a i n t e n a n c e
Pan ic
Reload
E m e r g e n c y  r e s t a r t

5. ACK ( T C P  <=> S I P )  

OP: s p e c i f i c  c o n t r ol
I 1

- I Sub s c r i b e r  ID
— - I 

- . -
~ I T — s e g m e n t  ID I

1~~~~~~~ I I
I r e a s o n :  a r g s / xm i s s i o n  c tl  I

‘

- — -

p 

1 

0.

~~~~~ 
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6. Nega tive ACK (TCP < — >  S I P)  

I
— 

I OP: spec ific control
-— i _  

Sub scr iber ID 1 
- 

1 T—segm ent ID 
I

I r e a s o n :  a r g s  NOT OK I
— — 1 1

TCP S pe c i f i c a t i o n  page  84 
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C. TCP — THP (or other process)

1. OPEN

a .  U S E R  — > TCP

- I I
• I OP: O P E N  I

- - I I
I S u b s c r i b e r  II)

- 1 
T r a n s a c t i o n  ID

- 1 1 - - 1
Loca l  p’~r t

- I 
I (F o r e i g n  socke t l i s t]  I

I [Send  S / P / TCC l i s t ]
- I I

— I [ M i n i m u m  R e c e i v e  P r e c e d e n c e ]  I
I 

b .  TCP — > U S E R

— I 
I OP:  O P E N  1

— I I
S u b s c r i b e r  ID 1

- I 
I T r a n s a c t i o n  ID 

I
-
~ 1 Loca l  c o n n e c t i o n  n a m e  I

H 
- I I

I S / P / T C C  I
‘

-

p 

1 1
- I d e s c r i p t i o n  I

- - 1 

P o s s i b l e  d e s c r i p t i o n

? See “ E r r o r  and T’ P — t o — U s e r  E v e n t  Codes. ”
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2.  S E N D

- 
a. USER => TCP

I I
OP: SEND I

I I
- - S u b s c r i b e r  ID 3

I I
- - I T r a n s a c t i o n  ID

1 
Local c o n n e c t i o n  name I

I 
I B u f f e r  a d d r e s s

- 1 B y t e  coun t I
I I

I EOL f l a g  I
I I
I S e c u r i t y
1 1

b .  TCP => U S E R

I I
OP: S E N D

I I
- I S u b s c r i b e r  ID 1

I I

~~ 

1 T r a n s a c t i o n  ID
I I
I Local  c o n n e c t i o n  name

— I 
I B u f f e r  a d d r e s s  I

1 I I
I d e s c r i p t i o n  I

-; — -  I I

P o s s i b l e  d e s c r i p t i o n

See “ E r r o r  and TCP—to—User Event Codes.”
~~

I
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3. R E C E I V E

a. USER —> TCP

I 
J . —

I OP:  R E C E I V E  I
I 

S u b s c r iber  ID
H

. I T r a n s a c t i o n  ID I
I 
I Local  c o n n e c t i o n  n ame  I

- I I
Bu f f e r  addres s 1

I I
Byte coun t 1

I I
1 M o d e :  F u l l/ p a r ti a l  I
3 

b .  TCP — > U S E R

I 1
I OP:  R E C E I V E  I

• I Sub s c r i b e r  ID 3 
I

- I T r a n s a c t i o n  ID 1
1 

Local c o n n e c t i o n  nam e
-

~ I I
- 1 B u f f e r  a d d r e s s  1

1 I
I B y t e  coun t I

- - I 1
I EU L f l a g  I
1 1
1 Security
I I

d e s c r i p t i o n
• 1 I

~~
p.

- 
- ‘ P o s s i b l e  d e s c r i p t i o n

See “Error and TCP—to— Us er Event Codes.”
-p
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4. RETRACT (all rece iv e buffers)

a. THP —> TC P

1 I
U P :  R E T R A C T  1

I I
Sub sc riber ID I

1 I
Transac ti on ID

I I
I Local  C o n n e c t i o n  Nam e I 

I

- 
- b. rep — >  T i f F

I I
OP: RETRACT 

I
I S u b s c r i b e r  ID 1
I 
I T r a n s a c t i o n  ID I
I I
3 Local C o n n e c t i o n  Name I

• I I
C u r r e n t  B u f f e r  A d d r e s s  I

I 
I B y t e s  T r a n s f e r r e d  I
1 I
I D e s c r i p t i o n :  OK / N o t  f o u n d  I
I I

5. CLOSE

a .  U S E R  => TCP

I I
- :  

- 

I OP:  CLOSE
I— 1 I

1 S u b s c r i b e r  ID- ,  
I 

I I
T r a n s a c t i o n  ID 1

I I
I Local  c o n n e c t i o n  n a m e

~~~ I 
I Type : i m m e d i a t e  / d ef e r r e d  1
I 1

~~ . 
:~,

TCP S p e c i f ic a t i o n  page  88
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U

b .  TCP — >  U S E R

I I
- : - I OP:  CLOSE I
-: 1 

S u b s c r i b e r  ID I
I I
I Transa c tion ID
1 I
I Local  c o n n e c t i o n  nam e

d e s c r i p t i o n  I
1 I

P o s s i b l e  d e s c r i p t i o n

See “Error and TCP— to—User Even t Codes.”

6. I N T E R R U P T

a. USER — >  rc~

I I
I OP:  I N T E R R U P T  I

• 1 I
Subsc r iber ID 1

I I
I T r a n s a c t i o n  ID 1
I 1
1 Local c o n n e c t i o n  name 

1
I Type : flush / no f l u s h
I 

4.
- -p

k
TCP Specification page 89
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- b .  TCP — > USER

1 
1 OP: I N T E R R U P T  I
I 
I S u b s c r i b e r  I D
I I

T r a nsa ct i ’~n ID 1
I I

- I Local  c o n n e c t i o n  n a m e
- I 

D e s c r i p t i o n
- 

I 1

P o s s i b l e  d e s c r i p t i o n

- See “ E r r o r  and T C P — t o — U s e r  E v e n t  Codes . ”

7. F L U S H
- a .  USER —> TCP

1 1
I OP:  F L U S H

S I I
1 S u b s c r i b e r  ID I
1 I
I T r a n s a c t i o n  ID I

- 1 - - l
Local  c o n n e c t i o n  n a m e

I I

- 0

I.
r -•

r

- - ~s•-
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J

b .  TCP —> USER

I I
— 1 OP:  F L U S H
- 

- 

1 1
I S u b s c r i b e r  ID I

- I I
I Tr a n s a c t i o n  ID

S I 1
1 Local  connec tion name

S I 1 
I Desc r ip ti on 1
I I

P o s s i b l e  d e s c r i p t i o n

See “ E r r o r  and  T C P — t o — U s e r  E v e n t  C o d e s . ”

8. STA TUS

a .  US E R => TCP

1 OP:  STATUS
• I 

Subscriber ID I

1 T r a n s a c t i o n  ID 1
I I- 

I Loca l  c o n n e c t i o n  n a m e  1
I I

‘ 4

- L  

-

~

TCP Spec if ica ti on page 811 
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b .  TCP —> U S E R

I 
OP:  STATUS 1

I I
S u b s c r i b e r  ID

I I
I Tran sac tion ID
I 1

Local con nec tio n nam e
1 I
I D e s c r i p t i o n  1
I I
1 Status block po inter ——1 1 

I — — I  

ICR s t a t u s
1 

9. G E N E R A L  —

-

S 

a .  U S E R  ~~ TCP

3 I
OF:  G E N E R A L

I 
• S u b s c r i b e r  ID

I 1
I T r a n s a c t i o n  ID = 0 1
I 
I r e a s o n :  g o i n g  down I
1 I

• 1 how soon 1
I I

how long  I 

4 I d e s c r i p t i o n  I
I I

: — ~ Po ssible description

-
~~~ Scheduled ma intenance

Pan ic
Reload
Emergency res tar t

Specif icati on page
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.

- - b.  TCP > USER

I I
- 

- I OF: GENERAL I
I 1

• Subscr iber ID 1 

1 Transac tion ID
1 I

Local  c o n n e c t i o n  name  I
I I

I - 1 D e s c r i p t io n  

Possible description

- 
See “Err or and TCP—to—User Event Codes. ”

10. STOP TRANSMI’SSION

a. USER => TCP 

I
- I OF: STOP TRANSMISSION 1

I 
I Subscr iber ID
I 
I Transac tion ID 0 I

- I 
Type: arc addr/TCC I

— 

1 I
-

- 
b. TCP => USER

None.

4.

~~~~~~~~~

i

~~~~~~

k

- 
‘•
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-

~ 1 11. R E S U M E  T R A N S M I S S I O N

a .  U S E R  —> TCP -

I - I I
U

I OP: RESUME TRANSMISSION
I 

Subecciber I I )  I
I 1
I Transac tion ID — 0 I 

I
Typ

~~
: s

~~~~~~
ir,tCC 

b .  TCP —> USER

None.

12. MOVE CONNECTION

a .  U S E R  > TCP

I 
- 

I OF:  MOVE C O N N E C T I O N  I
I 1
1 Subscr iber ID
1 I

L. I T r a n s a c t i o n  ID 0 1
1 I 2

I I New p r o c e s s  II) I
I 

b .  TCP — >  USER

- N o n e .

1: -•

~~~tlt— _
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13. ACK / NACK

a.  T i fF  < — >  TCP

r I OL’: ACK 
I 
1 Subscriber ID I
I I

I 1 T r a n s a c t i o n  ID
I I

- I Reason: args OK / args not OK I
1 1

I ,

p a g e  815 
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D. E r r o r  and  T C P — t o — U s e r  E v e n t  Codes

1. The event code specifies the particular event that the TCP
wishes to communicate to the user or foreign TCP.

2. In addition to the event code , three flags may be useful to
class ify the event into major categories and facilitate event
processing by the user:

E flag: set if event is an error

L/F flag: indicates whether event was generated by Local TCP ,
- 

- 
or F ore ign TCP or ne twork

PIT flag: indicates whether the event is Permanent or Temporary
(retry may succeed]

3. Events are encoded into 8 bits with the high order bits set to -

indicate the state of the E , L / F , and PIT flags , respectively

4. Events specified so far are listed below with their codes and
flag settings. A * means a flag does not apply or can take both
values for this event. Additional events may be defined as

• needed .

0 0** ge ne ral success

• 1 ELP connection illegal for this process

2 OF* unspecified foreign socket has become bound

3 ELF connection not open

4 ELT no ro om f o r  T CB

5 ELT foreign socket unspecif ien

- 

-- 

6 ELF connection already open
EFP unacceptable SYN (or SYN/ACK] arrived at foreign TCP.
(Note: This is not a misprint , the local meaning is
different from foreign.)

7 EFP connection does not exist at foreign TCP

8 EFT foreign TCP inaccessibl e (may have subcases)

9 ELT retransm ission timeout

‘ p

TCP Specification page B1 6
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10 E*P buffer returned due to flush

11 0F~ interrupt to user

12 **P connection closing
U

13 ~~** general error

14 E*P connection reset

15 E~ P security violation

16 E*P illegal precedence

17 E*P user group (TCC) violation

18 EFP stop transmission at destination

19 E*P buffer flushed due to stop transmission

20 OL* solicit RECEIVE from user

21 E*P buffer flushed due to preemption

22 ELP synchronization timeout

23 OLT remote user not receiving

5. Pos sible events for each message type are as follows :

• ry pe O (general ] : 2,11 ,12 ,14 ,20

Type 1 [openl : 0,1 ,4,6,13 ,15 ,16 ,17 ,22
- 

- Type 2 [close] : 0,1 ,3,13

Type 3 [interrupt ] : 0,1 ,3,5,7,8,9,12 13 ,15 ,16 ,17 ,18

- :  
Type 10(send] : O, 1 ,3,5,7,8,9,1O ,11 ,12 ,13 ,15 ,16 ,17 ,18 ,19 ,21 ,23

T y p e  20[re ce iv e ] :  O ,1 ,3,1O, 12 ,13 ,15 ,16 ,17 ,18 ,19 ,2 1

Type 30(status] : 0,1 ,13

6. aote that events 6(forei gn ) ,  7, 8, and 15 — 18 are generated
at the foreign TCP or in the network , and these same codes are
used in the Control Data Extension field of the T— segm ent header.

- 

-
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Appendix C

APPENDIX C. BINARY SEGMENT LEADER

WORD BITS DEFINITION

+0 1—5 Precedence Field. Bit 1 is for a Category I
redundancy check. Bits 2—5 prov id e 16 levels
of precedence

+0 6—12 Spare.

+0 13— 16 Security Field. This field allows up to 16
security designators.

+1 1—8 Transmission Control Codes. Provides a means
to compartmentalize traffic and define
controlled communities of interest among
subscribers.

-: +1 9— 10 Spare.

+1 11—16 Command Control Code. Identifies the segment
content as data , serv ice message , etc.

+2 1—4 Redundant Security Field. This field has a
different bit orientation within the machine
word than the security f ield , and it prov ides
a means to detect store/fetch malfunctions if
the hardware does not have bus parity checks.

+2 5—12 Redundant TCC. Provides the same malfunction
protection for TCC as provided for security.

+2 13—16 Spare.

+3 1—16 Destination log ical address.

+4 1—4 TCP Vers ion Number.

+4 5—16 Segment Number.
~

- 
- For a g r a p h i c a l  r e p r e s e n t a t i o n  of t h e  B SL and i t s  r e l a t i o n s h i p  to

headers required by higher level protocols , see Figure Dl.
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A P P E N D I X  D.  TCP (T—SEG1IENT) READER

The  h e a d e r  be low s u p p o r t s  a l l  t h e  f u n c t i on s  and  i m p l e m e n t a t i o n
suggestions mentioned in the body of the specification. In
addition , it contains fields for internetworking, labelled

- -  (I—net] , “ even though no mention of internetworking has bee n made
in the specification. Following the header is a section discussing

2 the issues related to reducing the header size. A graphical
representation of the T— segment header and its relationship to the
headers re qui red b y other level s of protocols can be seen in Figure
Dl.

4 bits: Protocol version information

8 bits: Reader length in octets

12 bits: Length of text in octets

8 bits: Padding (all zeroes)

32 bits: Sequence number of first control or data octet

16 bits: Control Information
. - Listed from most to least significant bits:

SYN: Request to synchronize the send sequence numbers
ACK: There is a val id Acknowl edg ement in the 32 b it ACK f ield
FIN: Sender will stop SENDing and RECEIVEing on this connection
DSN: The sender has stopped using sequence numbers and wants to

• initiate a new sequence number for sending.
- EOL: This segment is the last segment of a letter.

- 
~

- FL: The sender wants network—to—user data on the foreign end of -

this connection to be flushed immediately.
lifT: The sender Wants to INTERRUPT on this connection.

- NOP: A no action segment that uses sequence number space and
-
~~~ 

- - .  requires an ACK.
WOPEN: The sender has opened a previously zero receive window.

- .

; WACK: The sender wishes to acknowledge the corresponding WOPEN .
BOS: This segment includes the beginning a I—segment. (I—net]

4 EOS: This segment includes the end a T— segment. (I—net]
XXX : one (1) unused control bits

:~ x CD: three (3) bits of control dispatch:
000: Null (the control octet contents should be ignored)
001: Event Code is present in the control octet. (see Appendix

A)
010: S p e c i a l  F u n c t i o n s
011 , IXX : Unused

.2
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- 16 bits: Destination port address

16 b its: Source por t address

8 bits: Destination network address (I—net ]

16 b i t s :  D e s t i n a t i o n  TCP address [I—net]

8 b i t s :  S o u r c e  n e t w o r k  a d d r e s s  ( I — n e t ]

- 
16 b i t s :  S o u r c e  TCP a d d r e s s  ( I — n e t ]

32 b i t s :  A c k n o w l e d g e m e n t  n u m b e r  ( i . e.  s e q u e n c e  n u m b e r  of n e x t  o c t e t
expec ted).

16 b i t s :  W i n d o w  s i z e  ( i n  o c te t s)
- 

8 b i t s :  C o n t r o l  D a t a  E x t e n s io n
If CD is 000 then this octet is to be ignored.
If CD is 001 , this octet contains event codes defined in Appendix
B.
If CD is 010, this octet contains a special function code as

- 
def ined below:

-1 0: RESET the specific connection referenced in this segment
1: QUERY status of connection referenced in this segment
2: STATUS Rep ly to QUERY with requested status.
>2: Unused

If CD is O i l or lxx , this octet is undefined (all zeros).

• 1 - ’--- 16 bits: Checksum
r - -

p. - -

I

TCP Spec ifica ti on page D2
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Header  M in im iza t ion Iss ues

Abov e we pr esen ted a v e r s ion o f the TCP h e a d e r tha t we bel ieve to
be c o m p l e t e  w i t h  r e s p e c t  to  c a p a b i l i t i e s  a n d  g e n e r o u s  in terms of
providing adequate space for growth. Now we address the issues
regarding certain tradeoffs that can be made between the cost
s a v i n g s  of a s m a l l e r  h e a d e r  on one  h a n d , and  r e s t r i c t e d
c a p a b i l i t i e s, e x p e n s i v e  i m p l e m e n t a t i o n , and  r e l i a b i l i t y  p r o b l e m s
on t h e  o t h e r .

The main motivation for reducing the size of the TCP header is to
decrease  th e ove rhead asso ci a ted w it h the t r ans mi ss ion of each
data or con trol segment. Since a T—segment header is present in
e v e r y  S — s e g m e n t  s en t  or r e c e i v e d  by a TCP , a r e d u c e d  h e a d e r  could
r e p r e s e n t  an i n c r e a s e  in b a n d w i d t h .

Unless fields can be identified that are redundant , unsuitable
for the network , or unnecessarily large , a reduction in header
sizes may be accompanied by an increase in the difficulty of
segment handling. This may be evident in more complex segment
header parsing or perhaps in the increase of buffer resource
consumption.

The T—Segment header presented earlier is conservative with
respect to potential growth of the network and internettin g
considerations. The large sequence number space represents the
concern that the max imum segment lifetime and TCP bandw idth will
increase. While no mention of internetting is made in the body
of the specification , the internetting fields have been included
so that the capability can be easily added without altering the
header.

Sequence number space reduction

Reducing the sequence number space directly reduces the size of
th e sequence number field and the acknowledgement field . The

-
~ -. size indicated in the TCP header is sufficient to handle the

internetwork case and may appear conservative if internetting
is not a requirement of the network. Below we discuss several
issues related ‘to the size of the sequence number space——byte
s ize , maximum segment lifetime , and resynchronizat ion.

~ - r n

TCP Spec ification page D4
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By te size iss ues

Th is specification uses the octet (8 bits) as the b y te size
or the unit to which sequence numbers are assigned. A
po ten tial sav ing s in TCP heade r is the change  to a larg er
byte size , so tha t the se qu ence nu mber  spac e and the
c o r r e s p o n d in g seq uence nu mber , ackn ow l e d g e m e n t , and window -

size fields could be reduced. (Notice that a change in the
by te size does not necessarily change the segment size field ,
since this would require padding in the sender to fill out
the final byte of a segment.)

The major concern is that an increase in the byte size will
increase the unit of flow control , requiring the receiver to
buffer at least a full byte each time a non—zero window size
is offered. Since segments can only be acknowledged on
sequence number boundaries , part ial acknowledgement of bytes
would not be possible. 

- - .

The by te size must be chosen carefully, espec ia l l y  w it h
respect to internetting. The byte size must never exceed the
minimum unit of delivery within any network that may pass the
segment. Fragmentation at network gateways must break the
segmen t at byte boundaries.

F i n a l l y ,  as shown b e l o w , s a v i n g s  by r e d u c i n g  t he  b y t e  s i z e
a re  r e a l i z e d  l o g a r i t h m i c a l l y  w i t h  the inverse of the byte

• size , i.e. slowly.

Segmen t l i f e time iss ues -

The maximum time a segment can be delayed in the network is
• - referred to as the maximum segment lifetime . This is

esse nti a l l y  the pa th o f longes t de l ay  and is a conse rva tive
estimate rather than a known or measurable quantity. Factors
affec ting the maximum segment lifetime are the presence of
satell ite links between packet switches and whether
internetting may be encountered between two communicating

- 4 T CP ’g.
1

The segme nt l if etim e a f f e c ts the TCP heade r  s i z e th r o u g h  i t s
rela tionship to the sequence number space. The sequence
number space must be chosen so that no two distinct octets

~~~~~ ~

-
‘ can be assigned the same sequence number. (It is possible

for identical octets with the same sequence number to be
present as in the case of a retransmitted segment.) To
ach ieve this , the sequence number space must be large enoug h

TCP S p e c i f i c a t i o n  page  fl5 
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to a s s u r e  t h a t  an old oc t e t  can not  poss ib le  be in the n e t w o r k
if its sequence number corresponds to a newly numbered octet.

A table is presented below which indicates the relationship
be tween the TCP header size and the segment lifetime.

R e sy n c h r o n iz ati on co nsidera tions

When selec tin g a sequence  number  space size , the
resynchronization requirements should be considered. As
shown in 9.1.2.4.12 of the body of the specific9tion , the
mi n im um tim e be tween r e s y n c h r o n iza tions f o r  a connec tion o f
low activity is dependent on the sequence number space , the
slope of the I SN l in es, and the maximum segment lifetime. A
smal l  seq uence spac e may req ui re r e s yn c h r on iza tion mo re of ten
than desired and therefore introduce its own overhead. If
the slope of the ISN lines is decreased below the actual

— sequence number consumption rate , in hopes of increasing the
h o r i z o n tal d istance be tween the I SN l ine s , wait ing wI l l
f r e q u e nt ly occ ur d ue to the ver tical coll ision wit h the ISN
l i ne s  d u r i n g  b u r s t y  t r a n s m i s s i o n .

Internetting considerations

Address in g

TCP- to—TCP communication between networks requires additional
address ing fields in the TCP header. The addressing fields
include both source and destination addresses for the
ne tworks and the TCP ’s. If the internetting capability is
re moved , all  o f these f ields can be dele ted , s ince the
S—segmen t header , the Binary Segment Leader , ho lds  the TCP
address in the Autodin II network.

Fragmentation
I

Since internet gateways can cause fragmentation of T—segments
(into T— segments of smaller sizes), the TCP header must
include bits that flag T— segment boundaries. The BOS and EOS

ç .~~ con tro l  b its a re  re qu ired f o r  the r e a s s e m b l y  o f f r a g m e n ted
. $  -~ segmen ts at the destination. In the absence of internetting,

conven tions can be established for all TCP’s tha t would
eliminate fragmentation . Essentially this requires sending 

-
T— segmen ts which are equal to or smaller than the maximum
subset packe t so that fragmentation by the packet switches is
no t experienced .
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V a r i a b l e — s i z e d  headers

There is a p o t e n t i a l  sav ings  in o m i t t i n g  some header fields
when they are not r e q u i r e d .  This  cou ld  give s u b s t a n t i a l

~ .. s av ings  in the header s i ze , as wi l l  be shown , but the s av ings
is not constant and at this time rather unpredictable. Also ,
the mechanism for omitting unnecessary fields will introduce
e x t r a  header  b i t s  in the wors t  case and wi l l  also requi re  e x t r a

- processing to parse the header.

I In one case , with por t addr esses , an abbrev iation for the por t
can be subs tit uted for the full por t address once the
connec tion has been established. The abbreviation , or index ,
is a replacement for both source and destination ports. It is
different for each TCP and thus does no t have to be chosen from
a global name space. The full port addresses must be used when
clos ing the connection to assure reliable management of ports
through crashes.

The strategy for implementing variable—sized headers is to
prov ide a bi t map of the excludable fields to help in the

- 
parsing of the fields. The fields would be grouped at the end

p - of the header to simpl ify pars ing of the non—excludable fields.I The following fields are considered to be optional in a TCP
header:

-
~~ Field : Bits : Fre quency of use

Acknowledgement 32 usually present

Window size 16 usually present

r Control—data Extension 8 rarely present

Interne t fields 48 not present if local
network segment

- 

Por t address 24 prese nt for
establishment
and closing only

~~

• 1 -
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Header size vs. Byte size

The f ields tha t co u ld be a f f ec ted by by te size are the sequenc e
n um ber (SN b it s ) ,  acknowledgemen t (ACK bits), w in dow s ize ( W S  -
bits), and text length (TL bits). As mentioned earlier , the text -

leng th f ie ld sh ou ld no t be mad e to r e f e r  to large by te
boundar ies , rather to some small unit such as the octet.
T h e r e f o r e ,  only the SN , ACK , and WS b its are of interest.

The SN and ACK sizes should be equal and related to the byte size
and S , the sequence number space in numbering individual bits.
The win dow s ize f ield r e f l ec ts the larges t f l o w  co nt rol un it tha t
can be advertised by the receiver. While it has some constraints
on it s m ax imum si ze as a resul t of the se qu ence n umber space , the

• size should represent the largest user receive buffer allocation -
for each connec tion. ~ie have chosen 2**19 bits as a reasonable
maximum. The window size field will be related to the byte size , 

-

so that for octets it is 25*16. The affected bits (AB) are

AS — SN + ACK + WS = (2 * SN) + (19 — Log2 (byte—size))

The seq uence n umber f ield is

SN Log2 (S / byte—size)

A table of a f f e c ted b it s as a f unc tion of by te si ze and se qu ence
num ber space f o l l ows:

: By te Siz e ( b it s)
S : 8 : 16 : 32 : 64 256  : 1024

2**35 : 80 77 74 71 65 59

p. - 2**27 : 64 61 58 55 49 43

-

~~~ 4
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I 
Header size vs. Segment lifetime

- The es tima ted m ax im um segmen t l i f e time may a f f e c t  the cho ice  of
sequenc e number space as stated in 9.1.2.4. The sequence number
space size d irec t ly a f f e ct s the s ize  of the sequence nu mber ( S N )
and acknowledgemen t fields. For convention ,

- S = Seq uence num ber space — 2 ** SN (b ytes)

- 
l B Ban dwid th (b it s/ s e c )  = 56 ,000 bi ts / s ec

T Segmen t l ife tim e ( s e cs)

-

- 
The se que nce n um ber space is cons t ra ined b y

S > 2 * B * T / b y te—size

- So , fo r  oc te ts

S > 14,000 * T

The affec ted bits (AS ) in the TCP header are

• AS 2 * SN 2 * Log2 (S)

~ 
-~ The minimum seq uence number spa ce and header size for  var io us

I 
seg men t lif etimes f o l l o w s :

Segme nt
- - 

Lifetime P u n  s - M m AB
(secs) (octets) (bits)

r - 2**4 (16 nec) 2**18 36

2**1O (17 m m )  2**24 48

-
- 2**l4 (4.5 hr) 2**28 56

2**18 (3 days) 2**32 64

H -

I-: 
~~
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APPENDIX E. TRANSMISSION CONTROL BLOCK (TCB)

The TCB co nt a ins the f o l l o w ing inf o r m a tion ( f ield sizes are
a p prox ima te only and may vary  from one implementation to another):

16 b it s: Local co nnec tion name

16 b it s: Proces s ID

16 b it s: Local por t

32 bits: Foreign socket

16 bits: Receive window size in octets

— 32 b it s: Rece ive lef t w indow edge (nex t se qu en ce num ber ex pec te d )

32 b its: Receive unacknowledged left window ed ge (copied to user
buffer but not yet ack’d)

16 b it s: Rece ive f il ter ( m ax r igh t wind ow edge adver ti sed)

16 b it s: Send window size in oc te ts

32 b it s: Send lef t window edge (earl ies t unackn owled ged oc te t )

32 b its: Next send sequence number

8 b i t s :  C o n n e c t i o n  s t a t e

8 bits: Segment retransmission timeout
L ( in quar te rs of a second)

(max retransmission timeout — 2~ 8*.25 — 64sec.)

— 16 bits: Head of from—user buffer queue

16 b its: Tail of from—user buffer queue

16 b its: Pointer to last octet segmentized in from—user buffer
4 queue (refers to the buffer at the head of the queue)

-
-- 4

16 bits: Head of to—net buffer queue

16 bits: Tail of to—net buffer queue

16 bi ts: Head of to—net control queue

TCP S p e c i f i c a t i o n  page El
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16 bits: Tail of to—net control queue

16 bits : Head of Segme nti zed buf fe r queue

16 bits: Tail of Segmentized buffer queue

16 bits: Head of Retransmit queue

16 bits: Tail of Retransmit queue

16 bits: Head of to—user buffer queue

16 bits: Tail of to—user buffer queue

16 b its: Total unfilled to—user buffer space

16 b its: Head of Reassembly queue

16 bits: Tail of Reassembly queue

16 bits: Pointer to last octet reassembled
(refers to buffer at top of reassembly queue)

~ 
j - 16 b its: Pointer to last octet filled in partly filled buffer

( refe rs  to buf f e r  a t top of to user buf fer  qu eue)

16 b its: Pointer to next uhole t i  in the reassembly queue .

16 bit s: Forward TCB po inter

1 bit: Connection activity flag

~ 32 b its: WOPEN sequence number (zero if none exists)

8 bits: WOPEN timeout

4 bit s: Sec ur ity level of the conn ec tion

1 bit: Security level type (0 — absolute; 1 - ceiling)

t .~~~ i~- 4 bit s: Precedence of the connec tion

8 b its: TCC of the connection

TCP Spec if ica t ion page E2
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APPENDIX F. TCP STATES AND TRANSITIONS

A. Connect ion states (see Figure 7 for state diagram)

‘

~ CLOSED ( no TCB)

OPEN

SYNsent

S Y N s e n t — r c v d

: ESTD

C L O S E r c v d

I FlNs ent

Flilsent—ackd

F l l lr cv d
I j

FlNsen t—rcvd

D S N s e n t

DSNrcvd

- .1 SIMULDSN
p DSNsent— FlNrcvd

DSNse nt—F LFlarcvd

FlNsen t—DSNrcvd

• I FlHackd—DSNrcvd

- ‘ ~ 
- 

B. State—Changing Controls

— 1. In the following sections , the state transitions associated
-. wih the receipt of various controls are listed . The controls are

~~~~~ listed first , w ith the trans ition from each TCP s ta te below the
con trol. Controls in this context include SIP—to—TCP controls ,
user— to—TCP controls , TCP—TCP con trols and errors , and internal

- 
- events in the TCP that may result in a state change.

L
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2. SIP— to—TCP Controls

a. For the SIP—t o—TCP controls below , the c onnec tion should be
closed imme di a tely by dele tin g the TC B , re tu rn ing all bu f fe rs
to the user , and notif ying the user with the appropriate
message.

Rejec t by PS

secur ity violation (at src)
secur ity violation (at dst)
illegal precedenc e (a t s rc )
il l ega l  pr ecedence (a t d st )
illegal user gro up
illegal address

-

• 

- 
-

- - 
Undel ivered

hos t dead - -

w r o n g  p r e c e d e n c e
stop transmission at destination

3. R e m o t e — t o — l o c a l  TCP C o n t r o l s

a. State changing controls at the TCP—TCP level consist of both
normal controls and error event codes. Below we show actions
and transitions for receipt of each control.

b. ACK rece ived-- 
OPEN

Return “connection does not exist ” to remo te TCP
- 

- 
S Y N s e n t

Check if this acks the SYN that we sent and that a SYN was
• also received . If everything OK , then ack the SYN , send a

message to the user , and move to the ESTD state. If the
ACK does no t ack our SYN , then discard.

SYNsen t—rcvd
Check if this acks the SYN we sent. If it does then send a
message to the user and move to the ESTD state. If it
doesn ’t , then discard.

ESTD
Call the ACK ’er to remove ack’d segments from the

-
‘ retransmit queue .

TCP Specification page F2
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CLOSErcvd
If the ACK refers to sequence numbers lower than the last
seq uenc e number ass igned to da ta when the CLOSE wa s
received , then treat as ESTD state.

Flt4sent
Check tha t ACK is for the FIN we se nt and mov e to the
FlNsent—ackd state.

F lN s e n t — a c k d
D i s c a r d .

F l N r c v d
— Randle as ESTD.

F I N sent — r cv d
Check that ACK is for the FIN we sent , delete the TCB , and
move to the CLOSED state.

DSNsent
If ACK is for sequence numbers lower than the DSN we sent ,
then handle as ESTD state. Otherwise , check that ACK is
for the DSN we sent and that it uses old sequet~-’e numbers;es tabl ish new se qu ence numbers and send a SYN w ith n ew 

-sequence number; and move to ESTD state.

DSNr cvd
D i s c a r d .

SI M U L D S N  -

If ACK is for sequence numbers lower than the DSN we sent ,
then handle as ESTD state. Otherwise , check tha t ACK is

- - 
- 

for the DSN we sent and that it uses old sequence numbers ;
establish new sequence numbers and send a SYN with new
sequence number ; and move to DSNrcvd state.

- 

- 

DSNsen t—F lNrcvd
Check that ACK is for the DSN we sent and that It uses old -

sequence numbers; establish new sequence numbers and send a
SYN with new sequence number; move to FlNrcvd state.

D S N s e n t — F L F I N r c v d
Che c k tha t ACK is for  the DSN we sent and se nd SYN , F I N ,
FL , ACK(for the FIN); move to FlNsent—rcvd state.

IC? Spec if ica tion page  F3
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Fi.Nsen t—DSNrcvd
Check that ACK is for the FIN we sent. If so , then move to
the FlNackd—DSNrcvd state.

FlNackd—DSNrcvd
D i s c a r d .

c. SYN rece ived

OPEN
If o ther con trol bit s like FIN, ACK , tNT , or DSN are on
then se nd an EFP 6 , else send a SYN / ACK (f or the SY N
received) and move to the SYNrcvd state.

SYN sen t
If other control bits like FIN , INT , or DSN are on then
send an EFP 6. If accompan ied by an ACK for our SYN , then
send a message to the user and move to the ESTO state , else
send an ACK for the SYN and move to the SYNsent—rcvd state.

SYNsent—rcvd
If this SYN is not a duplicate of the SYN that put us in

— 
this state , then send an EFP 6 and ALSO go back to the OPEN
s ta te and try aga in. -

ESTD
If this SYN is not a duplicate of the SYN that put us in
this state , then send an EFP 6.

— 
- CLOSErcvd -

Discard.

• 

- FlNsen t• 1 Discard.
I

FlNsen t—ackd
I-  •.- . Discard.

FtN rcvd
Discard.

FlNsen t— rcvd
Discard .

DSNsen t
D i s c a r d .

TCP Spec if ica tion page F4
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- DSNrcvd
ACK the SYN received , set new receive sequence numbers , and

-
- 

- 
- move to the ESTD state.

— SIMULDSN
- 

ACK the SYN received, set new receive sequence numbers , and
mov e to the DSNsent state.

— DSNsent—FLNrcvd

- 
Discard.

DSNsent—FLFINrcvd

- 
Discard.

-
~ Flt1sent—DSNrcvd

ACK the SYN rece ived , set new receive sequence numbers , and
- move to the FlNsent state.

FlNackd—DSNrcvd
ACK the SYN rec eived , se t new rece ive seq uence numbers , and
move to the FtNsent—ac kd state.

d. FIN—FL (Immed iate) received

• OPEN
Ret urn EFP 7 to remote TCP.

-

- - — SYN se nt
Return EFP 7 to remote TCP. Return to OPEN state.

SYNsent—rcvd
Re turn EFP 7 to remote TCP. Return to OPEN state.

-
~~~ 

- ESTD
Flush user—to—net data; flush ne’— to—user data; send a FIN;

- 
( ack the FIN received ; send a message to the user; move to
I FlNsent—rcvd state.

CLOSErcvd
Send a FIN; ACK the FIN received; flush user—to—net data;

2 move to FlNsent—rcvd state.

FiNsen t
- 

- 
-~~~ 

- Ack the FIN and move to FlNsent—rcvd state.

.1

- 
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—I- .. - - - — -- -~



- - - — --— ~~~~~~~~ .- - ~~~~- —-  5-’-T ,~~~~~ 5- ~~~~~~~~~ _ ~~~~~~~~~~~~ - - 5------ 5-— —5-.-- —--- - ----—,.,- - __________

LLG RON JBP 12 JUL 76 35939

- Appendix  F

FlNsen t—ackd
Ack the FIN; flush user—to—net; signal user; move to CLOSED
s t a t e .

FlNrcvd
: Discard.

F l N s e n t — r c v d
Discard .

D S N s e n t
I Flush net—to—user; flush user—to—net; signal user; move to

-

, 

- 
1 

DSNsent—FL FINrcvd state.

DSNrcvd
Discard. Handle it when in an acceptable state , if it ’s
retransmitted.

SIMULDSN
Discard Ass um e SYN and ACK w ill put us in a state to
handle th is if it is retransmitted.

I DSNsent—FIilrcvd
I Discard.

DSNsen t—FLFINrcvd
Discard.

Ffl1sent—DSNrcvd
Discard. Not believable.

- 
-

- 

FlNackd—DSNrcvd
- Discard. Not believable.

- : - 
e. FIN (Deferred) rece ived

OPEN
- 

- - Re turn EFP 7 to remo te TCP
4.

S YN s e nt
- Return EFP 7 to remote TCP. Return to OPEN state.

SYNsen t—rcvd
Re turn EFP 7 to remote Id’. Return to OPEN state.

L~—
~~~ -

I.—

TCP Spec if ica tion page F6
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E STD
Flush user—to—n et data and move to FlNrcvd state.

CLOSErcvd
Send a FIN; ACK the FIN received ; flush user—to—net data;
send message to user; move to FlNsent— rcvd state.

I
Ack the FIN; send message to user; move to FlNaent—rcvd
state.

FlNsent—ack d
Ack the FIN; flush user—to—net data; send a message to the
user; delete TCB; move to CLOSED state.

FlNrcvd
Discard.

FlNsent—rcvd
Discard.

DSN sen t
Fl ush user—to—net data and move to DSNsent— FlNrcvd state.

D S N r c v d
• Discard. Handle it when in the ESTD state , if it ’s

retransmitted.

SI H U L D S N
Discard. Assume SYN and ACK will put , us in a state to
handle this if it is retransmitted.

DSNsen t—F lNrcvd
Discard.

DSNsen t—FLF INrcvd
Discard.

FlNsen t— DSNrcvd
Discard; not believable.

FlNackd— DSNrcvd
• Discard; not believable.

TCP Spec if ica tion page P7
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f .  DSN r e c e i v e d

OP EN
Return “connec tion does not exist ” to remote TCP

SYNsen t
Return “connection does not exist ” to re m o te TCP

SYNse nt—rc vd
Re turn con nec tion does no t ex is t” to remote TCP

ESTD
If every thing up to the DSN has been acknowledged , send an
ACK for the DSN , and move to the DSNrcvd state. Otherwise
d iscard the DSN (it will be retransmitted).

CLOSErcvd
Discard. Connection closing.

FlNse nt
PICK every thing up to DSN , send an ACK for the DSN , and move
to the FlNsent—DSNrcvd state.

F l N s e n t — a c k d
Discard. Connection closing.

FlNrcvd
Discard. Connection closing.

FlNsen t—rcvd
Discard. Connection closing.

- 

- DSNsen t
ACK e v e r y th ing up to DSN , send an ACK for the DSN , and move

p. • to the SIMULDSN state.

DSNrcvd
Discard.

4.

SIL4ULDSN
Discard .

4.,

• DSNsen t— FlNrcvd
Discard; already in a cJosing sequence , only need an ACK. 

-

DSNsen t—FL FINrcvd
Discard. Connection will close.

____  - 
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FlNaen t—DSNr cvd
Discard.

FtNackd—D SNrcvd

Discard .

g. RESET rec eived

OPEN
Re turn “connec tion does no t ex ist” to re m o te TCP

SiNsen t
If RESET is bel ievable , then move to OPEN state.

— 
SYNsen t—rcvd

If RESET is bel ievable , then move to OPEN state.

ESTD
If RESET is believable , then move to OPEN state; return

• buffers to the user and flush user—to—net.

I 
C L O S E r cv d

• If RESET Is bel ievable , then move to CLOSED state; inform
user of a flushing close.

- FiNsent
If RESET is believable , then move to CLOSED state; inform
user of a flushing close.

FlNae nt—ackd
If RESET is bel ievable , then mo ve to CLOSED s ta te; i n f o r m

- user of a flushing close.

-

- FtNr cvd
If RESET is believable , then move to CLOSED state; inform
use r  of a f l u s h i n g  c lo se .

~ f 
-
~~ F l N s e n t — r c v d

If RESET is b e l i e v a b l e, t h e n  move to CLOSED state; inform
-, u se r  of a f l u s h i n g  c lose .

D S N s e n t
If R E S E T  is b e l i ev a b l e , t h e n  move to OPEN state; return
b u f f e r s  to  the  user and flush user—to—net.

[1 TCP Spec i f ica tion page P9
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DSNrcvd
If RESET is b e l i e v a b l e, then  move to OPEN s t a t e ; r e t u r n
b u f f e r s  to  t he  use r  and f l ush  u s e r — t o — n e t .

• - SIMULDSN
RESET co u ldn’t be believable since we couldn ’t have
genera ted an EFP 6 in the previous state.

DSNsen t—FlNrcvd
RESET couldn’t be bel ievable since we couldn’t have
gener ated an EFP 6 in the previous state.

I DSNsent—FLFINrcvd
RESET couldn’t be bel ievable since we co uldn’t have
generated an EFP 6 in the previous state.

FlNsen t— DSNrcvd
I RESET co u ldn’t be bel iavable since we co uldn’t have

• I generated an EFP 6 in the previous state.

FlNackd—DSNrcvd
RESET couldn’t be bel ievable since we co u ldn’t have
g e n e r a t e d  an EFP 6 in the  p r ev ious  s t a t e .

h. Unaccep table SYN (or SYN/ACK) arrived at foreign TCP

OPEN
-: 

- Discard; not believable.

• 1 SYNsen t -

- 
Send a RESET and move to OPEN state.

SYNsen t—r cvd
- Move to OPEN state.

• ESTD
Could have been genera ted when mov ing from DSNsen t to ESTD ,
so check if it is for the SYN tha t we sen t , if so , then
move to the CLOSED state.

- ‘L
i CLOSErcvd
• Discard; not believable.

p..

- . - - .~ FlNse nt
Discard; not believable.

I I

TCP S p e c i f i c a t i o n  page  F l O
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FlNsen t—ackd
Discard; not believable.

- FlNrcvd
- May have come here from DSNsent—FtNrcvd; our SYN was

- -  unacce ptable , wh ich implies tha t resynchron iza tion was
- unsuccessful . Delete the TCB and move to CLOSED , leav ing a
- . half—open connection.

FlNse nt—r cvd
- May have come here from DSNsent—FLFINrcvd ; our SYN was

- - - unacceptable , wh ich impl ies tha t resynchro ni za tion was
- unsuccessful. Delete the TCB and move to CLOSED , l eav ing a
• half—open connec tion.

- DSNsen t
Discard; not believable.

DSNrcvd
SYN cou ld  have  been  g e n e r a t e d  m o v i n g  f r o m  S I M U L D S N  to h e r e ;

- our SYN was unacceptable , which implies that

4 resynchronlzation was unsuccessful. Delete the ICE and
- - move to CLOSED , leaving a half—open connec tion.

- SIMULDSN
Discard; no t believable.

- DSNsen t—FlNrcvd
- Discard; not believable.

I -

- Discard; not believable.

- 
FlNsen t—DSNrcvd
Discard; not believable.

-- 
‘T~ FlNackd— DSNrcvd

-
~~~ Discard; not believable.

i. Connection does not exist at foreign TCP

-
~~~ : OPEN

I 

Discard.

In all other states , send a message to the user , and s imula te
a FL—PIN closing to the user.

TCP Spec ification page P11
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-~~~~ U

j .  Fore ign  TCP i n a c c e s s i b l e

I OPEN
Discard.

r - S YN s e n t
Move to OPEN and pass message to user.

S Y N s e n t — r c v d

- 

Move to OPEN and t r y  s y n c h ro n i z a t i o n  a g a i n .
- 

E STD
Move to OPEN and pass message to user.

CLOSErcvd
S i m u l a t e  a f l u s h i n g  close f o r  the  u s e r .

F lN s e n t
S i m u l a t e  a f l u s h i n g  close for the user.

F lN s e n t — a c k d
S i m u l a t e  a f l u s h i n g  close for the user.

- • F l Nr c v d
S i m u l a t e  a f l u s h i n g  close f o r  the  u s e r .

F l N s e n t — r c v d
4 S i m u l a t e  a f l u s h i n g  close f o r  the user.

0
DSNsen t -

-
‘ Move to OPEN and pass message to user.

- D SN r c v d
- 

- - 
Move to OPEN and pass message to user.

p. •-

-~~ - SI M U L D S N
- Move to OPEN and pa ss  m e s s a g e  to u s e r .-

D S N s e n t — F l N r c v d
S i m u l a t e  a f l u s h i n g  c lose f o r  the  u s e r .

D S N s e n t — F L F t N r c v d
S i m u l a t e  a f l u s h i n g  close f o r  t he  u s e r .

F l N s e n t — D S N r c v d
-~~~~ S i m u l a t e  a f l u s h i n g  close f o r  the  u s e r .

V

TCP Speci f ica t ion page F12
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FlNackd— DSNrcvd
Simulate a flushing close for the user.

k. Security violation at destination TCP

OPEN
Discard.

In all o ther s ta tes , pass m essage to user and s imu la te a
FL—FIN closing for the user .

1. Precedence or TCC v iolation at destination TCP

OPEN
Discard.

SYNsent
Pass message to user and move to OPEN state.

SYNsen t—rcvd
Pass message to user and move to OPEN state.

ESTD
Pass message to user and move to OPEN state.

CLOSErcvd
Pass message to user and simulate a flushing close for the
user.

• FlNsen t
Pass m e s s a g e  to user and simulate a flushing close for the
user.

FlNs ent—ackd
I - Pass message to user and s imula te a flushing close f or the -

p. , .~~ user
-— ‘I-

I: 
FlNrcvd

-, Pass message to user and s imu la te a flush ing close for the
user.

• FlNsen t—rcvd
~~ 

-
~~~ Pass message to user and simulate a flushing close for the
- - user.

TCP Specification page F 13
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DSNse nt
- 

• Shouldn’t happen; pass message to user and simulate a
- flushing close.

— DSNrcvd
Pass message to user and simulate a flushing close for the
u s e r .

SI M U L D S N
Sho u ldn’t happen; pass message to user and s i m u l a t e  a

I flush ing close.

D5Nsen t—F lNrcvd
Pass message to user and s imulate a flushing close for the
user.

- DSNsent— FLFINrcvd
Pass message to user and simula te a flushing clos e for the
user.

FlNsen t—DSNrcvd
Pass messag e to user and simulate a flushing close for the
user.

FlNackd—DSNrcvd
— Pass message to user and simulate a flushing close for the

user.

4. User— to—TCP

a. OPEN
~~

- 1~~~~

CLOSED (no TCB)
- Move to the OPEN state .

ALL OTHER STATES
R e t u r n  “ c o n n e c t i o n  already open ” to the user.

b .  CLOSE ( D e f e r r e d )
I
J -~ CLOSED (no TC B)

R e j e c t  w i t h  “ c o n n e c t i o n  n o t  open ” m e s s a g e .

IC? Spec if ica tion page P14
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OPEN
Dele te TCB and associated data structures; return all
buffers to the user; send ‘connec tion clo sing” message to
the user.

SYN se nt
Delete TCB and associated data structures; return all
buffers to the user; send “connec tion clos ing” message to
the user; send “connec tion clos ing ” message to the rem o te

- TCP.

- SYNsent—rcvd
Dele te TCB and associated data structures; return all
buffers to the user; send “connec tion clos ing” message to

- the user; send “connection closing ” message to the remote
TCP.

ESTD
Flush the net—to—user data; return the user ’s receive
buffers; move to the CLOSErcvd state.

C L O S E r c v d
4 Reject with “connection not open. ”

- FlNsen t
- 

Reject with “connec tion not open.”

FlNsen t—ackd

• Rejec!’ with “connec tion not open. ”

F lN r c v d
Send a FIN and an PICK for the FIN received; move to the
FlNsen t—rcvd state .

- FlNsen t—rcvd
Reject with “connec tion not open • ”

D S N s e n t
Defer ac tion until in the ESTD state.

DSNrcvd
Defer ac tion until in the ESTD state.

1 SZMULDSN
Defer ac tion until in the ESTD state.

~h1~ - TCP Specif ica t ion pag e F15 
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DSNse nt— FtNrcvd
Def er action until in the FlNrcvd state.

DSNse nt—FLFt Nrcvd
Discard; connection is closing.

FlN sent— DSNrcvd
Reject with “connection not open. ”

4 FlNackd— DSNrcvd
Reject w i t h  ‘ c o n n e c t i o n  n o t  o p e n . ”

c. CLOSE (Immediate)

CLOSE D (no TCB)
Reject with “connec tion no t o pen ” message.

OPEN
Delete TCB and associated data structures ; return all
b uffers to the user; send “connection closing ” message to
the user.

SYNsen t
Dele te TCB and associated data structures; return all
b u f f e r s  to the user; send “connection closing ’ message to
the user; send “connec tion clos ing” message to the remote
TCP.

SYNsent—rcvd
Dele te TCB and associated data structures; return all
buffers t .  the user; send “connec tion clos ing ” message to 

-

the user; send “connec tion clos ing ” message to the remote
TCP.

E S T D
Flush the net—to—user data; flush the user—to—net data;
re turn the user ’s rece ive and send buffers ; send FIN and
FL; move to the FlNsent state.

_ f -;,

- f  - . CL.OSErcvd
Reject with “connect ion not open.”

F lN sen t
Reject with “connection not open. ”

FlNsen t—ackd
Reject with “connec tion not open.”

TCP Spec ification page F16 —
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F lN r c v d
Send a FIN and an ACK for the FIN received; flush
ne t—to—user data; move to the FlNsent—rcvd state. (message
to user ???)

FlN sent—r cvd
Reject with connection not open. ”

DSNsent
Defer ,action until in the ESTD state.

DSNrcvd
Defer action until in the ESTD state.

S I M U L D S N
- Defer action until in the ESTD state.

DSN sent—F lNrcvd
Defer action until in the FlNrcvd state.

DSNsen t— FLFINrcvd
Discard; connection is closing.

FlNsen t—DSNrcvdI 
Reject with “connect ion not open. ”

F lN a c k d — D S N r c v d
R e j e c t  w i t h  “ c o n n e c t i o n  n o t  open. ”

5. Internally Generated

a. Synchronization timeout (timer set when moving from OPEN
sta te to a SYNxxx)

CLOSED ( no TCB)
p. - Not believable.

-

‘ OPEN
-‘ Not believable.

•1

SYNse nt
Reset connec tion by resetting the TCB parame ters; send

- -I
’ timeout message to the user; return send and receive

buffers to user; move to the OPEN state.

SYNse nt—rcvd
Rese t connection by resetting the TCB parameters; send 

-

~~~~
4.
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t i m e o u t  message  to the user; return send and receive
• b u f f e r s  to  u s e r ;  move to the OPEN state.

ESTD
Not bel ievable.

CLOSErcvd
— Not believable.

FlNse nt
No t believable.

F lN s e n t — a c k d
N o t  b e l i e v a b l e .

- 
_ FlNrcvd

Not believable.

FtNse nt—rcvd
Not bel ievable.

D S N s e n t
No t believable.

DSNrcvd
No t believable.

SIMULDSN
• No t  b e l i e v a b l e .

,

~

- I D S N s e n t — F lN r c v d
Not  b e l i e v a b l e .

• D S N s e n t — F L F I N r c v d
No t believable.

p. • ;- I. ,

- 
i 

FlNsent—DSNrcvd
- . Not believable.

‘ ‘
~~ FlNackd—DSNrcvd

~ -1 N o t  b e l i e v a b l e .

b .  S e g m e n t  r e t r a n s m i t  coun t exceeded

CLOSED (no TCB)
Not  b e l i e v a b l e .  I gn o r e .

g
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OPEN
No t believable. Ignore.

SY Nsen t
I )  Not believable. Ignore.

I SyNsen t—rcvd
No t believable. Ignore.

— 
ESTD

Check the send window size. If it is zero , then ignore.
If it is nonzero , then send a F~ N and “co nnec tion c los ing ”
to the remote TCP and send “foreign TCP inaccessible ” to
the local user.

CLOSErcvd -

Check the send window size. If it is zero , then ignore.
If i t  is n o n z e r o , then send a FIN and “connec tion clos ing ”
to the remote IC? and send “foreign IC? inaccessible ” to
the local user.

- F l N s e n t
Check the send window size. If it is zero , then ignore.
If it is nonzero , then send a FIN and “connection closing ”
to the remote IC? and send “foreign IC? inaccessible ” to
the local user.

FlNse nt—ackd

- 
Check the send window size. If it is zero , then ignore.

‘1 - 
If it is nonzero , then send a FIN and- “connec tion clos ing”

• - to the remote TCP and send “foreign TCP inaccessible to
the local user.

• F lN r c v d
Check the send window size. If it is zero , then ignore.

~1. - 

- If it is nonzero , then send a FIN and “connec tion clos ing”
- - ~~-

- - to the remote TCP and send “foreign TCP inaccessible ’ to
the local user.

4,

FlN sent—rcvd
Check the send window size. If i t  is zero , t h e n  i g n o r e .
If i t  is nonzero , then send a FIN and “connec tion clos ing”

- 
to the remote IC? and send “foreign TCP inaccessible ” to

- 
the local user.

DSNsen t

- 
Check the send window size. If it is zero , then ignore.

IC? S p e c i f i c a t i o n  page  P 19
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If i t  is n o n z e r o , t h e n  send a FIN and “connec tion clos ing”
to  the  r e m o t e  IC? and  send “foreign TCP inaccessible ” to
the local user.

- 
DSWrcvd

- 

- 

Check the send window size. If i t  is ze ro , t h e n  ig n o r e .
- If it is nonzero , then send a FIN and “connec tion clos ing”

to the remote IC? and send “f oreign TCP inaccessible ” to
- the local user.

SI L4 U L D S N
- -  

Check the send window size. If it is zero , then ignore.
If it is nonzero , then send a FIN and “connec tion clos ing ”
to the remote TCP and send “foreign IC? inaccessible ” to
the local user.

- DSNsent— Fli4rcvd
C h e c k  t h e  send w i n d o w  s i ze .  If i t  is ze ro , t h e n  i g n o r e .
If i t  is n o n z e r o , then send a FIN and “connec tion clos ing ”
to the remote IC? and send “foreign IC? inaccessible ” to

H the local user.

DSNsen t— FLFINrcvd
Check the send window size. If it is zero , then ignore.

. If it is nonzero , then send a FIN and “co nnec tion clos ing ”
- 

- to the remote TCP and send “foreign IC? inaccessible ” to
the local user.

- 

FlNs ent—DSNrcvd -

Check the send window size. If it is- zero , then ignore.
If it is nonzero , then send a FIN and “con nec tion ctos lng ” -

to the remote IC? and send “for eign IC? inaccessible ” to
- 

- the local user.

- 
FlNackd—DSNr cvd

-p. Check the send window size. If it is zero , then ignore.
If it is nonzero , then send a FIN and “connection closing ”
to the remote TCP and send “foreign IC? inaccessible ” to
the local user.

- -~~

c. Connection preemption

~~ Handle as an Immed iate CLOSE from the user.

-1
I 

~

. 
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d.  R e s yn c h r o n i z e  s e q u e n c e  n u m b e r s
- 

CLOSED (no  ICS)
N o t  b e l i e v a b l e .  I g n o r e .

- OPEN
N o t  b e l i e v a b l e .  I g n o r e .

S Y N s e n t
N o t  b e l i e v a b l e .  I g n o r e .

- ‘ - SY N s e n t — r c v d
N o t  b e l i e v a b l e .  I g n o r e .

ESID
- • Send a DSN w it h old seq uence numbers and move to the

D S N s e n t  s t a t e .

CLOSErcvd
— t Must have sequence apace enough for one FIN , so ignore the

-, need to resynchronize.

-

- 

F lN s e n t
4 

- Connection can close without resynchronization , so ignore
.1 it.

FlHsen t—ackd
Connection can close without resynchronization , so ignore
it.

~- FlNrcvd
Must have sequence space enoug h for one FIN , so i g n o r e  the

- need to r e s y n ch r o n i z e .

FlNsen t—rcvd
- 

- Connection can close vittout resynchronization , so i g n o r e
- -

- 
i t .

DSNse nt
No t believable. Ignore.

~~ ‘:‘
-

- DSNrcvd
Send a DSN u s i n g  old s equence  n u m b e r s  and move to the

- !  SI M U L D S N  s t a t e .

S I M U L D S N
No t believable. Ignore.

ICP Spec i f ica tion page P21
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j D S N s e n t — F l N r c v d
Not  b e l i e v a b l e .  I g n o r e .

-‘ D S N s e n t — F I . F l N r c v d

-
~ Not  b e l i e v a b l e .  I g n o r e .

F l N s e n t — D S N r c v d
Connec tion can close without resynchronization , so ignore

‘ 
it.

FlNackd—DSNrcvd
C o n n e c t i o n  can close w i t h o u t  r e s y n c h r o n t z a t i o n, so i g n o r e

• 
i t .

e. User process death

CLOSED (no ICE)
No action.

OPEN
Delete ICE; remove any user buffers from TCP ’s queues.

SYNsen t
- - 

Dele te TCB; send FIN and “connec tion clos ing” to remote
IC?; remove any user buffers from TCP’s queues.

- S Y N s e n t — r c v d
4 I Dele te  TCB;  send FIN and  “ connec tion clos ing” to remo te

TCP; remove any user buffers from TCP’s queues.

ESTD
Delete TCB; send FIN and “connec t ion closing” to remote

- IC?; remove any user buffers from ICP’e queues.

p. CLOS Ercvd
- Dele te TCB; send FIN and “connec t ion closing” to remo te

— IC?; remove any user buffers from TC?’s queues.

F l N s e n t
Dele te TCB; send FIN and “connec tion clos ing” to remote
IC?; remove any user buffers from ICP ’s queues.

FI~’isent—ackd
D e l e t e  ICE;  send FIN and “connec tion clos ing” to remo te
IC?; remove any user buffers from TCP ’s queues. 

-‘~~‘. t L ’  - .
- 1 -  -
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- F l N r cv d
Dele te  ICE;  send FIN and “ c o n n e c t i o n  c l o s i n g” to remote

- IC?; remove any  u s e r  b u f f e r s  f r o m  TCP s q u e u e s .

- F l N s e n t — r c v d
-
~ De l e t e  ICE ;  send FIN and “ c o n n e c t i o n  c los ing” to remote

- : IC?; remove a n y  u se r  b u f f e r s  f r o m  TCP a q u e u e s .

D SN s e n t
De le t e  ICE ;  send FIN and “ c o n n e c t i o n  c l o s i n g” to r e m o t e

- . ~~
- - 

IC?; remove any user buffers from TCP’s queues.
-

~~~ DSNrcvd
D e l e t e  TCB;  send FIN and “c o n n e c t i o n  c lo s ing” to r e m o t e

- TCP;  remove  any user buffers from TCP s queues.

I SIM U LD SN
- Dele te  ICE;  send FIN and “ c o n n e c t i o n  c l o s ing” to r e m o t e

ICP; remove any  use r  b u f f e r s  f r o m  TCP ’a q u e u e s .

D S N s e n t — F l N r c v d
- De l e t e  ICE; send FIN and “c o n n e c t i o n  c los ing” to remo te

TCP; remove  any use r  b u f f e r s  fr o m  TCP ’ s q u e u e s .

* D $ N s en t — F L . F l N r c v d
Dele te  ICE;  send FIN and “ c o n n e c t i o n  c los ing” to r e m o t e
TCP; remove  any user  b u f f e r s  f r o m  TCP ’ s q u e u e s .

F I L 4 s e n t — D S N r c v d
- .:- 

•~! De le te  ICE;  send FIN and “ c o n n e c t i o n  c lo s ing” to remo te -

TCP; remove any use r  b u f f e r s  f r o m  TCP ’s q u e u e s .
Li  ~ -

F lN a c k d — D S N r c v d
D e l e t e  TCB;  send FIN and “ connect ion closing ” to remote
IC?; remove any user buffers from ICP’s queues.
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A P P E N D I X  G. FLOW CONTROL WINDOW SIZE SETTING

A. Let B d e n o t e  the  t o t a l  b a n d w i d t h  of t he  TCP , i . e .  the  r a t e  a t
w h i c h  a TCP can consum e da ta from the  n e t w o r k  p r o v i d e d  enough  use r
r e s o u r c e s  a r e  a v a i l a b l e .  Prom t h i s  b a n d w i d t h  we a s s ign  a b a n d w i d t h
of BI for each ac ti ve Ca tegory I c o n n e c t i o n , l e a v i n g  w h a t e v e r
rema ining bandwid th to be used by love r p recedence  c o n n e c t i o n s .  In
add ition we def ine the following:

WLT I — The long term window for Category I connections.

W LT — The long t e r m  w i n d o w  f o r  n o n — C a t e g o r y  I c o n n e c t i o n s .

NI — The number of es tabl ished Ca tegory I c o n n e c t i o n s  in the -TC P

N — the  n u m b e r  of non—Category I connection in the TCP

WI — The current window for a Category I c o n n e c t i o n

W — The c u r r e n t  w i n d o w  f o r  a n o n — C a t e g o r y  I c o n n e c t i o n

B. Us ing  these  d e f i ni t i o n s  we a s s i g n :

WLT I — BI

WLT — HAX(  ( B _ E I *N I ) / N  , 0 )

C. The algor ithm used to update the window is the following: Upon
the process ing of a user ’s RECEIVE the window is set to

W — MIN ( tiLT , Tota l  a va i l a b l e  use r  space  )

or

t • WI — HIN( WLT I , T o t a l  a v a i la b l e  user  space )
p. 

-

, - 

D. And upon eve ry  segment  s e n t  on the  n e t w or k  f~~om th is connec tion
t he  t o — n e t  s egmen t  h a n d l e r  s e t s  t h e  w i n d o w  to

t -~ W — O , 5 *(  ~J L T *A v a il a b l e/ T ot a l  + W

I , or 
N

WI — 0 .5*(  WL TI *A v a i l ab l e / To ta l  + WI )

~~~~ IC? S p e c i f i c a t i o n  page  Cl
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B. Th i s  model mee t s  the criteria set in the main document (see Flow
~ -

~ C o n t r o l)  as f o l l o w s :

- 1. WLT is d e p e n d e n t  upon  t he  n u m b e r  of t h e  c o n n e c t i o n s , thereb y
a d m i n i s t e r i n g  f a i r n e s s  a m o n g  connections.

2. The w i n d o w  s ize  w i l l  neve r  exceed the  b a n d w i dt h  a l l o c a t e d  to
t h i s  c o n n e c t i o n .  The algorithm may sometimes give credit to a

- “ well  b e h a v i n g ” u se r  by  s e t t i n g  h is  w i n d o w  g r e at e r  t h a n  t h e
- - a c t u a l  b u f f e r  a v a i l a b l e .  This window will be reduced if t h e  user

I does not issue new RECEIVEs promptly.

-

- 
- 3. The current window size is dependent upon previous window

- s ize s and upo n the ra te a t wh ich the user makes le tter space
available. If a user fails to make such space available , his

- - window will be cut b y a fac tor of two every time a segment is
sen t from this side of the connection. (The TCP may also app ly a
threshold mechanism by which a window is set to zero when it is

- - 
r e d u c e d  b e l o w  t h e  threshold.)

4. The al g o r i t h m  suppor ts high throughput for high precedence
c o n n e c t i o n s .  N o t e  t h a t  WLT (bu t  neve r  W L T I )  may be r educed  to
z e r o , f o r c i n g  a ze ro  window f o r  a l l  low p r e c e d e n c e  c o n n e c t i o n s ,
if s eve ra l  h i g h  p recedence  c o n n e c t i o n s  a r e  a c t i v e .  (The n u m b e r  of
h i g h  p recedence  c o n n e c t i o n s  t h at  wi l l  fo rce  zero window on the

- res t  is d e t e r m i n e d  b y the  8 / BI  r a t i o . )

I ~

$

FIT
I
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APPENDIX H. ZERO FLOW CONTROL WINDOWS

A. Setting the window to zero

- 
- 1. Setting a window to  z e r o  to s t o p  d a t a  f l o w  can be done  by

s e n d i n g  a segmen t  w i t h  ze ro  in the  window s i z e  f i e l d .  This
- - i n f o r m s  t he  fore ign IC? tha t the local TCP ’s receive window is

-
. 

~~~~ 

c losed .

2. The from—net s e g m e n t  h a n d l e r  a l g o r i t h m  f o r  i n t e r p r e t i n g
segmen ts must allow window size changes on segments tha t

- I acknowledge old dup licates. The window size field of a received
- segmen t  w i t h  an ACK f ield equal to the rece ive lef t w indow ed ge -

- - 

- 
is a l w a y s  used to u p d a t e  t h e  c u r r e n t  send  w i n d o w  s i z e .  T h i s  is

- e s s e n t i a l  f o r  s e t t i n g  the  local receive window to zero in the
f a c e  of new d a t a  a r r i v a l s  when t h e r e  is no d a t a  to c a r r y  t he  new
w i n d o w  s i z e .  A r e c e i v i n g  ICP does  n o t  w a n t  to  g e n e r a t e  an ACK

- - tha t acknowledges any of the new da ta so i t  sends  an ACK w i t h  i t s
- 

- send left window edge in the ACK field.

- -
~ B. Open ing a zero window

- 1. Opening a window of size zero presents some special problems .

~ 
j Since a w indow s ize can accompany each segmen t , it seems that the

normal data segment and acknowledgement transmissions should be
suff icient to vary the size of the windows . However , whe n the

• r e m o t e  TC? is s h o w i n g  a ze r o  receive window it is difficu lt to
send a window c h a n g e  r e li a b l y .  If ACKs a r e  used and they arr ive

- 

ç o u t — o f — o r d e r , i t  may be i m p o s s i b l e  to t e l l  if the window is

I 

- 
open ing or closing. -

I 
-
~ 1 2. The problem of opening a window of size zero is solved by

- using a pair of control segments , one sen t by the local  TCP tha t
[j is making its window size nonzero (WOPEN) and one that is sent by

I 

the foreign IC? to acknowledge the opening (WACK).

- 
3. The WOPEN is sent with the next available sequence number ,
i.e. one that has never been used for sending. It does not
c o n s u m e  the  s e q u e n c e  n u m b e r ;  the  s e q u e n c e  n u m b e r  is used m e r e l y
as a n a m e  f o r  t h i s  W OPEN .  The ACK bi t on t he  WOPEN s e g m e n t  is
set to z e r o  and the wind ow s i z e  r e p r e s e n t s  the  new nonzero
r ece ive  w i n d o w  for the local ICP. No data or other control can
accompany this segment Since it  make s u n i q u e  use of the  sequence

1 number. The sequence number of the WO?EN is stored in the local
TCB , along with some timeout data for retransmitting the WO?EN.

~~~
- ! Only one WOPEN can be outstanding at one time , so fur ther

- ‘
:-
~~ $

- 
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- - attempts to internall y change f ro m a zero to nonzero window are
- i g n o r e d .

1 4. At the foreign IC?, the receipt of a WOPEN is guaranteed in
-~ much the same way as the receipt of a FIN. Once received , no ACK

is generated for the WOPEN. The foreign send window is udpated
in the fore ign TCP’s TCB. The WOPEN is acknowled ged w ith a WACK ,
wh ich uses the fore ign TCP ’s nex t av ai lable seq uence number , but
does not consume it. The WACK has the ACK bit set to zero and
the sequence num ber it rece ived in the WOPEN in the

I acknowledgemen t field. The window field holds the current
fo re ign rece ive w in do~~ A WOPEN rec eived when the foreign send

- w indow is nonzero , causes the same ac tion as a WO?E N for a zero
window; however , a WOPEN can never have a zero window.

5. Whe ther or not a segment contains a WOPEN control , the window
si ze of the highes t numbered segment sho u ld be used for  flow

- 
- con trol information.

6. Rec eipt of the WACK at the local TCP causes the sequence
number and timeout data in the ICR to be deleted. However , the
local IC? can accept data prior to the WACK. It is acceptable to

- allow rece ipt of data as soon as the TCB field for the WOPEN is
- 

-~ set. In this case the record of the WOPEN in the ICE can be -

~ -1 c l eaned  up i m m e d i a t e l y  and subseq uen t WAC K’s d iscarded. Any WACK
rece ived that does not correspond exactly to the WOPEN sequence 

-

number in the TCB wIll be discarded.

4 C. S e n d i ng  to a z e r o  w i n d o w

I. -
- 1.. A zero receive window indicates an unwillingless to receive

- 
da ta , mos t likely because there are no user rece ive bu f fe rs  into
which da ta can be placed. IC? must perform special functionsr 

~ 
with regard to sending segments in this case. If no data is
b e i n g  sen t on the c o n n e ct ion , a zero window is of no concern.

- However , if da ta is qu eued for send ing and the window re ma ins
- - zero for longer than some timeou t period , the connection will be

- 
closed. The timeout period should be set for 60 seconds
initially. In addition to this watchdog func tion , the TCP sho u ld
no tify the user (at 15 second intervals) with a message
indicating the unwillingness of the remote user to accept data.

2. The re transmission algorithm should suspend retransmission - :

when a rec eive window of size zero is found in the remote TCP ,
excep t for the following controls: flit—FL, FL , PIN—FL , SYN ,

-~~~~ WOPEN.
~~~: 

~~~
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-: APPENDIX I. SCCU

A. Introduction

1. This appendix describes modifications and changes to be made
in the TCP implementation for an SCCU. The appendix essentially
traverses the ma in d o c u m e n t  and  p o i n t s  out the places where
changes should be made. The reader of the appendix is assumed to
be acquainted with the functions and implementation model of the -

IC? that is presented in the main document. Much of what follows
are recommendations for SCCU TCP implementation. Individual 

-

implementations may include more of what is suggested here up to
a f u l l  scale  IC? .

2. The underlying assumptions for a SCCU IC? implementation are —

that only one connection may exist at any one time , and that the
TCP has to look , f rom the ne twork s tand po int , as any other TCP.

3. Much of the savings in SCCU TC? implementation is a result of
these assumption. Introducing a second connection (e.g., for
p ree mpti on purposes a t higher level pro tocol such as T HP)
requires the inclusion of the connection multiplexing mechanism ,
mul tiple connection bookkeeping etc. This will make the SCCIJ
less unique in its s t ruc tu re , and in fact more similar to a TAG .
SCCU’s are env isioned to support mainly process—to—process
c o m m u n i c a t i o n  in l i eu  of a p r i v a t e  l ine , and no t as a general
interface to the network. If more than one connection , or a more
general inte r face  are needed , it is recommended that the
inter face  be v ia a TAC so the number o f connec tions is limit ed

— 
only by the availability of resources. -

- 
-
~ 1 B. Background

1. Conf iguration Overview

a. The Sing le Channel Control Unit ( SCCU) ,  pr ov ides a
sing le—c onnection interface to the network. The principal
intended use of the SCCU is to provide to a pair of hostst c urren t ly connec ted v ia a pr iva te line the less ex pen s ive

-

~~~ alternative of using the network. In this situation each host
would have an SCCU interface to the network. However ,

~~ 
-~ provisions are made for non—SCCU h o s t s  to c o m m u n i c a t e  w i t h  SCCU

hosts and vice versa .

b. Two types of SCCU hosts are envisioned: the first
- 

-
~~~~~ 

- inter faces  the user ’s process to the IC? via a TN? module , the
o t h e r  v ia  a Hos t  S p e ci f i c  I n t e r f a c e  ( H S I ) .  A l t h o u g h  t he

-i-
, 

s . - -

- _9 1
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- capabilities of both configurations are the same , the first is
- intended to enable term inal or ien ted users of one hos t to

appear as local (terminal) users to the other host. The second
- conf iguration is used when the raw connection is employed by a

process for a more general activity.

2. Pro tocol Overview

a .  As the  SCCU is an integral part of the AUTODIN II network
the need for the var ious pro tocol levels and func tio ns s till
ex ist. The main task of the TCP implementer on a SCCU is to
design a mod ule that looks like any o ther IC? int e r face  on the
network side and has a subset of full—scale IC? from the user ’s

— 

- 
side. The user behind a SCCU still expects the TCP to provide
her with reliable transmission , wh ich inv olve s f low con trol,
o rder ing and se gmen ti z ing, and notification of any relevant

- 

information about her activity

b. The important points to remember when implementing a SCCU
- 

IC? ar e: (1) Only one connec tion may ex ist a t any one time , (2 )
The IC? has to look , fr om the network standpoint , as a n y  o th e r
IC? and , (3) Preemption may not occur .

C. TCP Function

:. ,  1. As mentioned above the function of the IC? does not change for
- 

- the SCCU. The TC? has to appear like any other IC? to the
• network , and co mprom ises tha t ar e made , in des ign and

implementation , may a f f ec t o n l y  the way the TCP looks to it s own
- user. -

2. Connec tion Management

a. The connection is the basic tool with which processes
communicate over the network; a connection in the SCCU , in
this respect , is no exception. It is important that the user
has a co nsis tent conce p tual v iew of connec tions , whe ther  on a
SCCU or no t. The internal representation of a connection may
however , be d ifferent for the SCCU case.1: :1

~ o — b. To prov ide for uniform addressing across the network the
concep t of socket was introduced. A socke t is a c o n c a t e n at i o n
of a TCP iden ti f ier and a PORT name , bo th having a prescribed
syn tax which the SCCU has to follow. However , s ince only one

- connec tion may exist in a SCCU at any one time , the port name
U may be selected independently by the process using the

connec tion , or al terna tely prov ided by the SCCLJ without the

IC? S p e c i f i c a t i o n  page  12
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process even knowing what it is. The LCN which is provided as
a shor thand for process—TCP communication is superfluous as the
connection in question is always known to the TCP.

3. Secur ity, Precedence , and closed user gro up s

a. Security, precedence , and c losed user gr oups ru les are
ne twork—wide and thus have to be obeyed by the SCCU. In some
SCCU implementation there will be only one process , and the
same pr oce ss a lways , that will be using the network , probably
for some routine activity. If this is the case , then most of

— the S/P/T (especially the TCC) information may be canned into 
-

the TCP without the user having to supply them every time.
Specifically, the use and complexity of the authorization table
is red uc ed can siderably.

D. TCP Environment

1. The TCP has to communicate with the process it serves and with
the operating system under which it runs. Part of the TCP ’s
environment is its interface with its neighbors , the SIP on the
network side, and the user process (THP or other) on the user ’s
side. The interaction between the IC? and the SIP should not be
mod if ied , so that the SCCU TCP appears to the network as a
reg ular TCP. Internall y howev er , the environment is quite
different——The operating system in the SCCU is not expected to

‘ o f f e r  all the serv ices tha t a re gular o pera ting sys tem does , and
the TCP—user communication should reflect the changes in the
inter—process relationshi p.

2. Process Structure -

a. Since only one process may communicate over the network at
any one time , it is possible to have the TCP run as the user ’s
process or sub—process. This configuration is advantageous as

p. , it simplifies problems of address space sharing and user—IC?
c o m m u n i c a t i o n .  The im p l e m e n t e r  s h o u l d  be a w a r e  h owever , that
implementing a IC? as a completely synchronous user process may
create excess ive idle time due to network delays. The decision -

‘ on how to s t ruc tu re the processes  is lef t o pe n , a nd sho u ld be
de termined for each SCCU implementation separately.

3. In ter—process Communication

a. Although process structure in the SCCU may be different from
the hos t or TAC ca ses , some asynchronous s ignalling mecha ni sm

-

~~~~~ 

must be provided. This stems from the concern of creating

TC? Spec if ica tion page 13 -
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excessive idle time in the SCCU. If e complete asynchronous
model ca nno t be imp lem en ted , prov isio’~s ough t to be made so
that the inbound par t of the TCP (the from—net segment handler
and the reas sembler) ,  and the entire SIP are able to run
independently. This will insure that the user does not have to
wait (maybe indefinitely) until all segments of incoming
le tters arr ive , and that the TC? will be able to process
incoming controls (especially those that are processed out of
line) independently of the user ’s ac tivity.

E. IC? Interfaces

1. The TCP interfaces with the SIP on the network side , and a
user process (TEI P , HS I , or other) on the user ’s side. In most
cases the behavior of the TCP on those interfaces is identical
for the SCCU and non—SCCU cases • The few exceptions are outlined -
below.

2. TCP—USER Interface

a. Since a SCCU user and a non—SCCU user need the same kind of
capabilities , esse ntially the same set of primitives is offered
by the TCP. However , because of the special configuration ,
som e of those primitives need fewer or different parameters ,
and some are used in a more restrictive manner.

b. Primitives for USER—TCP communication

I. OPEN CONNECTION

The main feature of a SCCU is that it supports onl y one
connection at a time . As a consequence , attempts to open a
second connection will be rejected with the appropriate
m essage.

The TCP on a SCCU will support partially specified
c o n n e c t i o n s , i . e .  a C O N N E C T  and a LISTEN. Although never
used by the user , a local por t name must be associated with
each  c o n n e c t i o n ;  it m ay h o w e v e r , be chosen by the TCP
rather then the process itself. For a listening connection
t h e  p o r t  s h o u l d  be c h o se n  by t h e  u s e r  so he can  l i s t e n  f o r
calls on a well known socket. Local connection names are
no longer nec essary since the TCP and the user know exactl y
w h i c h  c o n n e c t i o n  is a c t i v e .

‘ page  14
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ii. SEND LETTER

To allow f or a usef ul and reso u rce f ul imple m en ta ti on , it is
rec omme nded tha t a SCCU IC? handle only one le tter a t a
time. This will reduce significantly the space

- - requirements for the TCP for both its data structures and
bu f f e r  needs w ithout cons iderable loss of e f f ic iency o n the
user ’s part. The rest of this appendix assumes tha t this
is the case. No assumption is made however , on the number
of incoming letters.

An attempt to SEND a letter before the previous one is
fully acknowledged will result in an appropriate error
message.

iii. MOVE CONNECTION

Depending upon the process structure in which the TCP is -
implemented in a SCCU , this primitive may not be offered.
If the TCP runs as a sub—process of the process that uses
the connection , this command is meaningless. It should be -

noticed that this command does not create any network
activity, nor does it consume any resources; it may

- - therefore be implemented even if its use is quite rare.

3. TC?—SIP Interface

a. The TCP—SIP boundary is the network side boundary of the
TCP. In ord er for the SCCU TCP to appear to the network as a
regular TCP it is important to keep the behavior of the IC? on
this boundary identicall y for all TCP s. Th is implies that the
SIP on the SCCU is completely identical , in data structures and

- 
- event processing, to any other SIP on the network.

Cons equen tly, the se t of primitives utilized by the IC? and SIP
for their mutual communication , is identical in the SCCU and
non— SCCU cases.

F. TCP Implementation

1. I m p l e m e n t i n g  a SCCU TCP s h ou l d  f o l l o w  t h e  g u i d e l i n e s  set  f o r t h
in the main document. However , the assumptions made in the
prev ious sec ti on s sho u ld lead to a more reso urce f ul
implementation. The changes in implementation stem mainly from
the fact that only one connection exists; so everything that is
needed in the regular IC? to maintain multiple connections can be
eliminated. Other changes reflect the additional assumptions
made throu ghout this appendix.

IC? Specification page 15 
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2. Order ing of events should become easier as no preemption may
— occur and even ts do no t have to be ordered accord ing to

precedence. Even t handling will also be simpler reflecting the
- - - process structure within the SCCU.

- - 3. TCP Data Structures

-~ a. Inter—mo dule Communication Support

i. Independent of the process structure that is implemented ,
- 

- a mechanism for inter—module communication must be supported.
-
~~~~~~ Even ts are rece ived f r om the network asynchrono usly and must

I be recorded and ord ered accord ing to the internal IC?
- priority. Ordering events is simpler since only one

- connection exists; this may in fact be performed by the
I from—ne t event handler rather than the network event receiver -

- (in which case the latter can be eliminated). The intra— TCP
- signal bo ard may have fewe r en tr ies , as some of the internal

calls may become synchronous.

- - 
b. Queue Descriptions

i. The main purpose of the queues is to provide the various
~~ 

.
~~ mod ules of the TCP with access to letter and segment buffers.
• Th is task is not eliminated in the SCCU case. However , so m e

que ues will no longer be needed and some will reduce to one -

entry, eliminating the need for queue structure. The
f o llowing descr ibes the changes in the que ues and queue

- elements.

1 ii. from—user buffer queue

Since a user may have only one letter outstanding, this
- 

buffer will have only one entry; thus the queue itself may
p. • be rep laced by a single po inter to the user ’s buf fer ,

- residing in the TCB.

- - iii. segmentized buffer queue

-
~~~ ~ In the regular TC? this queue holds completely segmentized

- 

~ • letters. Its main purpose is to keep information about the - -

or iginal segmen ts so tha t resegmen ti z ing may be carr ie d out
-p . .~~~ in case of preemption . Since preemption cannot occur in

the SCC U , and resegmen ti z ing w ill never happen this queue
is no longer needed .

- IC? Specification pag e 16 
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- iv .  f r o m — n e t  s e g m e n t  q u e u e

Th is is the only que ue , in the reg ular TCP , that is per TCP
- and not per connection. It is used as a temporary record

of b uffers received from the SIP before being processed for
con trols and moved to the reassembly queue . Since in the

- SCCU case per TC? and per connec tio n are iden tical
proper ti es , this buffer can also serve as the reassembly
queue . This also simplifies the problem of padding the
reassembly queue for segments that contain controls only.

v .  r e a s s e m b l y queue

As indicated in the description of the from—net segment
- 

queue this queue is no longer needed.

c. TCB 
-

i. The following entries of the TCB may be deleted:

LCN
process ID (implementation dependent)-

I head and tail of from—user buffer queue
hea d and ta il o f the reassembly queue

- 
head and tail of from—net segment queue

- forward TCB pointer

ii. The following entry should be added to the TCB:

~~ I po inter to user le tter bu f f e r  
- 

-

.1 d. Func tional Modules

- i. The unique features of the SCCU lead not only to
simplification and reduction in data structures , but also to
easing the tasks of the various internal modules. The
functions to be fulfilled by the TCP remain the same , but the
fac t tha t less da ta s t ruc tur es have to be exam ined and

- - 
manipulated , and the fact that some situations possible in a -

I regular IC? cannot happen in a SCCU , resul t in a simpler set
$ ,~~ 

i~~ 
of functional modules .

~~~~~ .! 1
ii. Most of the functional modules described in the main
doc ument are still needed for the SCCU IC?. In the following
paragraph s the changes to , and mod if ica tion of , the
opera tions of the modules are outlined.

I

’

~~~~~~

• 

~~~
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iii. External Event Handler

Generally, the functions of this module do not change.
However , since the communication mechan ism with the user
may change , opera tions on the TC?—user interface might
become simpler. In addition , the ex ternal eve nt handler
does no t have to sor t the eve nts acc ord ing to connec ti on
and preceden ce.

iv. From—net Segment Handler and Reassembler

— - - Since the from—net segment queue and the reassembly queue -

hav e b een m e r g e d , it is useful to have the from—net segment
- 

- 

- handler and the reassembler merged as well. This will
insure that all operations , in the incoming direction , are
carr ied out in order . The new module will , upon the
arr ival of a seg ment , p rocess  all co nt rols tha t need
immediate attention , and then proceed w it h reasse mbling
text if necessary.

The main problem that arises if those modules are not
merged is the race condition that may occur——forcing the -

IC? to keep track of wh ich con trols have already bee n
processed and wha t segm ent s may be acknowled ged. In
general more comm unica tion be tween the mod ules w ill be
necessa ry and the sched u ler w ill have to emp loy a mo re
c a r e f u l  al gor ithm in the mut ual  s c h e d u l ing of these
modules. These problems are avoided by the merge.

v. Space Manager -

The opera tion of the space ma nager is mu ch allev ia ted as no
preemption may occur; the space manager will never have to

- 
-
~~~~ recall resources it has previously allocated , but will

always wa it for these reso u rces to be retu r”ned.

e. Connection Management

i. The SCCLJ IC? provides its user with the full capabilities
of connec tion managem ent. The user is not assumed to have
any knowled ge , and is unable to interfere in this task.

LI

~~ -: ii. As part of connection-management the SCCU IC? supports
all kinds of OPEN (CONNEC T , LISTEN , and fully spec i f ie d ) ,
bo th kinds of CLOSE (IMMEDIATE and DEFERRED), and S/ ? / T
mon itoring.

TC? Spec if ica tion page 18
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- iii. Connection management in the SCCU is somewhat simpler 
-

- than in the general case. It is a consequence of the fact
. that only one connection exists and could never be preempted. —- 

Th is manifests itself in simpler buffer allocation strategy 
-

since administering fairness is limited to the single
ex isting connection . Window control should be such that the
user ge t s the en ti re TCP bandw id th limited only by the
resources made available to the TCP.

c 
—

~

p.

4

t - ~~ ~&
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