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PREFAC E

Th is repor t is the del iv e r a b l e  “Type “A” Spec ification of the
Terminal—to—Host Protocol (Final)” for AUTODIN II as specified in
con tract DCA100—76—C—0034.
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1. INTRODUCTION

1.1. Th is is the specification of the Terminal—to—Host Protocol
(THP) which serves as both the terminal—to—terminal and • •

terminal—to—process protocol for the AUTODIN II network.

1.2. The AUTODIN II system provides the capability for
geograp h ica l ly  d ist r ib ut ed compu ters , ca l led  hos ts , to communicate
with each other . The hosts are a diverse set of computers of
d if f e r ing man u f ac ture , speed , word  size , and opera ting system. The
AUTODIN II system provides a mechanism for communication between
hos ts , the Transm iss ion Con tr ol Pro toc ol ( T C P )  spec if ies how the
hosts use this mechanism to provide communication services to
pr ocess es , and f in a l l y ,  the THP provides a mechanism for offering
serv ices to human users.

1.3. The reader of this document is assumed to be familiar with the
concep ts of the AUTODIN II system , TCP , and oper a ting sys tem
concep ts. In particular the reader is expected to have read the• AUTODIN II Spec ification (Reference 1] and the TCP Specification
(R e f e r e n c e  2]

1.4. It is intended that the information presented here be
su f f ic ient ly co mple te enough  to a l l ow  a compe ten t  sys tem p r o g r a m m er
to implement a program module to carry out this protocol.

1.5. Th is document draws heavily from the ARPA Network protocol
doc uments on the Telnet Protocol (Reference 3]. We wish to
acknowledge the efforts of the many contributors to that

• collec tion.

1.6. In the following sections a brief background of the AUTODIN II
ne twork , and the protocol environment within it , is presented. This

• ‘-‘ introduces the more detailed specification in the sections on THP
function , env iron m en t , and implementation.

1~
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— Glossary

-• 2. GLOSSARY

access circuit——an addressable hardware port on the LCM ; the point
at which communication lines for loéal terminal devices ,
TAC ’s, and hosts are attached .

• ARC——A ugmentation Research Center of SRI.

ASCII——Amer ican Standard Code for Information Interchange; a seven
b it encoding of textual characters.

authorization table——a table used by the TCP to check  S/ P / T  va lue s
- - - 

during connection managem ent.

• - - BASIC——a simple programming system developed at Dartmouth.

• BSL—— Sinary Segment Leader; an S—segment header used for PS—SIP
- communication.

CCU——Chan nel Control Unit; an MCCO or SCC(J,

• • CMB——Conn ectjon Management Block; a bookkeeping block used by the
THP (program) to maintain information about a connection .

F EBCDIC——Extended Binary Coded Decimal interchange Code.

echo—mode——the choice between local echo (at the user ’s ter m ina l ,
TC or TH P ) and re m o te echo (a t the server ’s THP , TC or

• proc ess).

EOL——End—of—le tter flag; used to indicate that a segment includes
the end of a letter.

• FED——Fron t—End Device; a method of connecting a host to a PS with
minimum alteration to the host operating system to$ support protocol functions.

FL——TCP fl ush control bit.

host——a computer connected to a network that executes programs on
b e h a l f  of it s users  b ut does no t necessar ily o f f e rI serv ices to the other computers on the network.

hos t—entity——a host , FED , CC U , or TAC .

HSI——Hos t Specific Interface; a sub—module of the CCU that

~~~ interfaces the TCP to the host.
;

•
~

• I
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P

ID——identifier or identification.

— LCM——Line Control Module; controls communication between a PS and
hos ts , terminal equipment , TAC ’s, and remote PS’s.

LCN——Loc aj Connection Name; a handle that is given to the user as a
shor thand identifier for a TCP connection.

line—mode——t he choice between line—at—a—time and
charac ter—at—a—t ime interaction.

• LISTEN——a type of connection opening in which some part of the
des tina tion a d d r e s s, send p r ecedence , or TCC has been
unspecified. This type of open allows a user or process

• 
to wait indefinitely until a connection attempt is made
by a remote user , and is thus useful for open
synchronization and server processes.

MCCU——M ultiple Channel Control Unit; allows the interfacing of a
ho st to a PS and provides up to 32 connections with
remote hosts or subscribers.

NCC——Network Control Center.

NLS——oN Line System , develope d a t ARC , for text editing, doc umen t
production , programming and debugging, and m essag e
distribution and cataloging.

NVT——Ne twork Virtual Terminal; a standard , ne twork—wide ,
• intermediate representation of a canonical terminal.

octet——ei ght bits.

-

* port——a name chosen from a universal name space (not necessarily
unique , however) tha t identifies the stream of
information passed between a process and the network.

precedence——an indication of the urgency of information; in AUTODIN

~ 
4 II there  are  16 pr ece dence levels , d iv ided in to f o u r

ca tegories. Category I, the highest , is specified to be
non—blocking.I

PS——P acke t Switch of the AUTODIN II network.

PSN—— packe t switch network.

4;
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a
S—segmen t——the concatenation of a Binary Segment Leader and a

T—segment.

S/P/T——Sec urity, precedence , and TCC.

scanning—mode——the choice between record mode and stream mode.

SCCU——S ing le Channel Control Unit; allows the interfacing of a host
to a PS with a sing le connec tion capability.

security——an indication of the sensitivity of information; in
• I AUTODIN II there are 16 security levels.

segment——a data transmission unit comprised of header information
for routing and optional text information.

server——an entity, us ua l ly  a proces s, tha t offers service , f o r
exa mpl e, a time—sharing executive process.

SIP——Segment Interface Protocol (or the program that implements
it); a sub—module of the host , TAC , or CCU tha t
interfaces to the LCM for PS—TCP communication.

• 
socket——an entity defining one end of a TCP connection; the

inter—network—wide name of a process port which is a
concatenation of network identifier , TCP identifier , and
port identifier.

SRI——Stanford gesearch Institute , Me n lo P a r k , Cal ifornia.
3 3 -

subscriber——t he logical address of an access circuit , wh ich a t the
- - 

PS level repre sents an end—user or a host computer.

T—segm ent——the concatenation of a TCP—TCP header and data
(optional).

TAC——Ter minaj. Access Control module. Consists of the following
sub—modul es: TC , THP , TCP , and SIP.

TC——Term inal Control module ; A module of the operating system that
interfaces terminals to processes. In the TAC it

* interfaces directly to the LCM for user—TAC
communication.

TCC——Transm ission Control Code; a user group code that serves to
co m par tmen tal ize t r a f f ic and def ine con trol led

i. communities of interest among subscribers.

THP Spe c i f ica ti on p age 4
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Glossary

- • TCP——Transmissjoa Control Protocol (or the program that implements
it).

Telnet——an Arpane$~ pro tocol (o r  the p rogra m tha t implemen ts it )
that specifies the communication interaction such that a

S user on a term inal  of on e compu ter ga ins access to the
serv ices o f ano ther  compu ter as if she were  a local us er

-~ of the second computer.

terminal—profile——a data table that indicates the settings of
- terminal control options , such as echo in g ,  da ta b lock in g ,

and page formatting.

THP——Ter minal—to—Host Protocol (or the program that implements it).

type—in—mode——the choice between entering commands (command mode)

F~ 
to the THP and exchang ing tex t ( s e n d/ r e c e ive mode) wit h
the remote location.

I
UMB——U ser Multiplexing Block; a bookkeeping block used by the THP

(program) to maintain information about a user.

— user—group——a set of subscribers that belong to a community of

• - : interest or traffic compartment (see TCC).

1~
-
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3. BACKGROUND

- 
3.1. Configuration Overview

- 3.1.1. The AUTODIN II system is a packe t switched communication
ne twork linking a wide range of terminals and host computers.
There are four main components of a packet switched communication
system:

• 3.1.1.1. The Backbone: the packe t switches and their
interconnecting trunk lines.

3.1.1.2. The User Interface: the various interface devices
that connect to subscriber equipment. Examples of the
in te r f a c e  dev ices a re  the Term inal Access  Con tro l l e r  ( A C ) ,  the
Multip le Channe l  Co nt rol Uni t ( M C C U ) ,  and the Single  Channe l
Con trol Unit (SCCU). Figure 1. shows the various user
interfaces.

3.1.1.3. Protocols and conventions needed for communications
and control between the various components in the backbone .

3.1.1.4. Pro tocols and conventions needed for communications
and control between the various processes In the user

• env ironment. These include the host level protocol (TCP) and
the terminal access protocol (THP).

• 3.1.2. AUTODIN II is designed to provide a communication service
• needed to support Interactive , Query/Response , Bulk  Da ta

Tran sf e r , and Narrative applications to meet the man—to—man ,
man—to—computer , and computer—to—computer data transmission
requ ire m en ts of DoD users in CONUS and cer ta in ove r seas
subscr ibeis .

a , 3.1.3. Host computers are defined as computers , or fron t—end
devices (FED) as8ociated with computers , tha t are  cap able  of

- • simultaneously conducting multiple conversations with other hosts
P or terminals.

3.1.4. In add ition , two types of host interface control units are
prov ided : a SCCU and a MCCU. The purpose of these two interface

s~ S con trol units is to allow certain host subscribers to interface
to the network with little or no modification to their host
hardware or sof tware .

3.1.5. The program modules necessary for accessing the network
- w ill e ither res ide in user hos ts , or in user—provided network

THP Spec if ica tion page  6 - [
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Back g r o u n d

fr ont—end devices (FED), or in the SCCU ’s and MCCU ’s p rov ided by
AUTODIN II. These program modules are the Transmission Control
Pr ogra m ( T C P ) ,  which performs host—to—host protocol functions ,

- and the Segmen t In te r f a c e  Pro tocol ( S I P ) ,  wh ich p e r f o r m s  the
- 

,• network interface protocol functions.

• 3.1.6. Terminals are defined as character oriented devices
capable of conduc ting communications with only one destination at

: a time. Terminal subscribers will access the network through a
TCP—SIP conf igura tinn using a Terminal—to—Host Protocol (THP).

* 

~. 
Th is pro tocol , wh ich is sim ilar  to the ARPANET Telne t , inte r f a c e s

- the terminals to the TCP program module in the TAC to provide the
- 

- m e c h a n ism f o r  term inals to access f o r e ign hos t compu ters v ia the
communications network .

3.1.7. For terminals associated with a host subscriber computer ,
the THP/TCP/SIP program modules reside in the host , FED , SCCU , or

- MCCU as the case may be. For terminals not associated with a
local hos t co m p uter the T H P / T C P / S I P  p rog ra m modules  res ide in the
Ter minal Access Con trol (TAC ) f unc tional  module  assoc ia ted with
the Packe t Switch (PS).

3.1.8. Subscr iber Interface Configurations

3.1.8.1. The above mentioned modules must be tailored to fit
S 

into a variety of user configurations. The configurations are
shown in Figure 1 and described below.

- 3.1.8.1.1. Host

The most general configuration is the direct host
configuration , in wh ich the TCP and the THP a re  implem en ted

• 
in the hos t as opera ti ng sys tem or serv ice process

~
- funct ions.

1 3.1.8.1.2. Host Front—End

• The nex t configuration shown , the Front—End Device (FED)
case , r e q u i r e s  a hos t s p e c i f i c  in t e r f a c e  (HSI) software
module  in the f r o n t — e n d  wh ich  i m p l e m e n t s  s t i l l  another
protocol between the front—end and the Host.

-
‘ 

In most cases the front—end is intended to deal with the
complica tions of network protocols , sav ing the Host both
CPU cycles and memory space. The pro tocol used between the
Host and the front—end is intended to be as simple as

THP Spec if ica tion page 8
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possible , often a simulation of some device to which thea 
Host is a l r e a d y  i n te r f a c e d .

3 .1 .8.1.3 .  M CCU

The third case is the MCCU which is intended to interface a
hos t  to the n e t w o r k  w i th  a min ima l  e f f e c t  on the Host. The
strategy is much the same as the front—end except that the
physical interface is defined to be a set of up to 32 lines
where each line is associated with one logical connection
at a time. The intent is that each line may appear to the
hos t as a terminal or some other simple device.

3.1.8.1.4. SCCU

The n e x t  case , the  SCCU , p r o v i d e s  a s i n g l e — c o n n e c t i o n
interface to the network . The principal intended use of

* the SCCU is to provide to a pair of hosts currently
connected via a private line the less expensive alternative
of using the network . In this situation each host would
have an SCCU interface to the network. Other uses of the —

SCCU m igh t inc lude  an in te r f a c e  f o r  a s y n c h r o n o u s  r emote
job entry station. Implementation details for a SCCU are

t significantly simpler than for the other configurations . A
- separa te append ix , Ap p end ix H , co nt a ins a l ist of a l l  the 

*
simplifications realizable with the SCCU configuration .

3.1.8.1.5. TAC and Terminals

- 

- The fifth case is the TAC. The TAC is intended to provide
• the TC , THP , TCP , and SIP serv ices f o r  the te rmina l s

d irectly connected to the LCM.

-
~~ 

• 1 3.2 .  P r o t o c o l  O v e r v i e w

3.2.1. Befor e discussing the particulars of the THP , a
a I description of the protocol environment is presented. First a

:- scenario of a message transmission is outlined , then the protocol
f unc tions a re  d iscussed , and f inal l y the structural relationship

— b e t w e e n  t he  protocols is described .
4
‘
~ :: 3.2.2. Message Transmission Scenario

3.2.2.1. The major modules in the communication path between a

- 
user and a service process are shown in Figure 2.

3.2.2.2. The user (Subscriber 1) at Terminal 1 ,0 first enters

THP Specification page 9
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inf orm a tion abo ut the des tina tion she wishes  to address , and
the S/ P / T  parame ters for the communication. The user ’s input

—
S is ro ut ed thro ugh the Line Con trol Module  (LCM) to the TC

• module in the TAC . The TC delivers the data to the THP , wh ich
— 

• 

processes the information. The THP makes an OPEN request on
the TCP spec if y ing the des tina tion and S/ P / T  as ind ica ted by
the user. The TCP sets up a table entry (a TCB) for the

- 
• 

pend ing con nec tion , b ut no network messages are transmitted.

3.2.2.3. When the user enters her first data message , the THP
packages the text into a letter and passes the letter to the

P TCP with a SEND request . The TCP checks the TCB entry for this
connection and finds that the connection is not yet
established. The TCP then exchanges connection establishing
messages with the distant TCP. The TCP passes the messages

— (segments) to the SIP , which forwards the segment to the PS via
the LCM.p
3.2.2.4. When t h i s  open ing  e x c h a n g e  is completed , the TCP
reformats the original letter into segments which include
sequencing and the S/P/T control information. As with all
segments destined for a foreign TCP , this segment is passed to
the SIP for forwarding through th. network.p
3 . 2 . 2 . 5 .  The PS v e r i f i e s  th a t  the  S/ P / T  value . indicated in
t h i s  message  a r€ va l id  by check ing  the  D i r e c t o r y  entry for this 

-subscriber. On passing this test the PS routes the ssgm.nt to
another PS , and by travelling from one PS to another the
segment eventuall y reaches the PS of the destination address.S p
3 . 2 . 2 . 6. At the  d e s t i n a t io n  the s e g m e n t  is rou t ed  f r o m  the PS
through the LCM to the Host (in our example). In the Host the
segment is processed by the TCP. The TCP reformats the
segment , deleting the control information and possibly
combining several segment . to form a letter for delivery to the

- 
‘ I destination process . The TCP sends an acknowled gement *

(possibly combined with data) to the data originating TCP. The
destination process acquires the data as the result of a
RECEIVE request.

3.2.3. Protocol Functions
$

r~ 
- 

3 .2 .3 .1 .  In t h i s  s c e n a r io  several functions have bssn mentioned
or implied. In the following we will review the functions and
indicate the division of responsibility for implementing them
a m o n g  the  p ro toco l  m o d ul e s .

V
TH P S p e c i f i c a t i o n  page 11
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3.2.3.1.1. Conceptual Model for Higher Level User

Each protocol module provides a model of its communication
- 

• 
facility ~o the next higher level of use. This model is an
attempt to make the lower levels of protocol invisible to
the user of the particular protocol module. Examples of
these models are the inter—process communication facility
provided by the TCP and t he  t e r m i n a l — t o — h o s t  model  p rov ided
by the THP .

- 

- 3.2.3.1.2. Device Dependent Terminal Control

The dev ice dependen t term inal  cha rac ter istics inc lude
• c onve r s ion of cha rac ter co din g ,  f o l d i n g of long l ines of

t e x t , e t c .  Th i s  f u n c t i o n  is performed by the TC.

-

• 

* 
- 

3.2.3.1.3. Charac ter Set Standardization

The co mm un ity of use r s  of the ne twork  uti l ize ma ny -

d ifferent types of terminals and host computer systems.
Among these  t e r m i n a l s  and s y s t e m s  seve ra l  c h a r a c t e r  se ts
are used. To enable users to interact with all other

• 
S subsc r iber s , a ne twork standard character set is defined.

The THP is responsible for any translation necessary.

3.2.3.1.4. In teraction Mode Control

- The con trol by the user over the mode of interaction is
accomplished via an interaction with the THP. These modes
include the choice between character—at—a—time and
line—at—a—time interaction , and be tween local echo ing and
remo te echoing.

- 3.2.3.1.5. User Command Interpretation —

- The user sho uld have the ab ility to co nt rol the in terac tion
mode , connec tion open ing and clos in g ,  and var ious options

-
- possible under THP as well as the device characteristics.

These con trols should be effected through the use of a
command language. The THP is responsible for parsing the

• command language and carry ing out the requested action ,
often by calling on the TC or TCP.

- -

— THP Spec if ica tio n page 12
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3.2.3.1.6. Mul tiplexing Connections

The use of the network b y a hos t or TAC mus t usua l l y  be
subdiv ided or multiplexed into many conversations so that

- 
• the many  use rs  ( term ina l s  or p roces ses )  are  able  to

simultaneously obtain services. The TCP provides this
— mult iplexing function by presenting to the THP level the

concep tual no tiod of connec tions , wh ich is the bas ic
* mechanism for process—process communication. Connections

may be thought of as logical circuits.

1~~ 3.2.3.1.7. Order ing
- 

Mos t appl ica tions of the ne twork re qu i r e  da ta to be
del ivered in the order in which it is sent. This function

S - - is accomplished in the TCP by means of sequence numbers.

• 3.2.3.1.8. Packag ing

Users  us u a l l y  wish to b e spared  the de ta ils of segmen t 
-

formats and network communication. A packag in g f u n c tion is
pe r f o r m ed b y each module along the path to provide the user
with a simpler view of the communication system. The major
step in this packaging is the formatting into (and out of)

f segments , which is accomplished by the TCP.

3.2.3.1.9. Rel iable Transmission

Users expect that all messages they present to the network
will be delivered. To provide for the reliable
transmission of messages both the PS and the TCP utilize

t sequence  n um b e r s , pos itive acknowled gem en ts,
retransmission , and flow control mechanisms.

• 3.2.3.1.10. Secur ity, P r e c e d e n c e , and User  Group  Mon itor ing 
-

•1
The security, precedence , and user g r o u p  of each m essage
m ust be verified. The PS will do this by chec king each

-‘ me ssage against the PS Directory at both the source and
dest ination. The ~CP may prov ide additional checking.

-~~ S~ 
~~

3.2.3.1.11. Mul tiplexing Hosts and Subscribers

• 

• 
The backbone ne twork is shared among many subscribers by

- 
mul tiplexing the message flow according to the subscriber

S
”
. identification. Subscribers may be hosts or terminals

~~~~~ 

‘

- -~~~ I
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‘ L i
connec ted to TAC ’s; they are not processes. This function
is provided by the PS.

3.2.3.1.12. Addres sing and Routing

1 The PS p rov ides a d d r e s s in g fo r  Hos ts and m os t ter min als by
means of the concept of Subscribers. The TCP provides
address ing for processes and other terminal users with
socke ts.

The PS prov ides f o r  the op timal ro uti n g of m essages thro ugh
the network.

3.2.4. Levels of Pro tocol

S 3.2.4.1. The protocol modules form a hierarchy, as shown in
Figure 3. Users conceptually transmit text to other users. In

• ac tual ity they e x c h a n g e  tex t wit h the s u p p o r ting THP ’s. The
THP ’s in turn conceptually exchange letters , b ut actually send
and rece ive le tters  to and f r o m the suppor ting TCP ’s. The
TCP’s conceptually exchange T—segments , bu t in f a c t these
T—segmen ts are transmitted via the SIP ’s to the PS’s as

- - 
S—segmen ts. The PS’s act ually exchange packets.

3.3. Users and Processes

3.3.1. Throughout this document the terms “user ” and “process ”
• are used regularly and often interchangeably. There is no
• P distinction made between the two entities , sin ce a user can be

re p laced by a p rocess  in mos t of the oc c u r r e n c e s  witho ut any loss
• of generality. Some examples may have slightly different

S 
deta ils , since a user interacts through a terminal device. The
examples  a re  quit e of ten o f the f l a v o r , “ . . .  a user talks to a
remote process ... , “ and are not meant to imply that other
alternatives , e.g. a user— to—user dialogue , are not allowed.

3.3.2. In the descriptions of protocol module interfaces , it is
unn eces sa ry  to res t r ic t the ne ighbor ing mod ule to be a user or
user ’s te rm inal  h a n d l e r , when it can be a process. In some

-
~~ ~ 

- ins tances  desc r ipti on s speak of the user ma in l y  to i n d i c a t e  t h a t( ‘ p t 
- 

it is the user—side of the THP (or TCP), as op po sed~~to theL •
~~ 

ne twork—side.
~~~ 

5
-.’ p

3.3.3.  O c c a s i o n a l l y ,  howeve r , the  user  is the  human  user  and wha t
t • is be ing  desc r ibed  is wha t  the  human  a t  a t e r m i n a l  sees or how he

con trols his interaction with the network components he uses.
— Use r command la n g u a g e s , fo r i n s t a n c e , a p p l y  o nly  to human u se r s.

P~ THP Spec if i c a ti on page 14 
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THP Func tion

4. THP FUN CTIONS

4.1. Concep tual Model for the User

4 . 1 . 1 .  One of t h e  p r i m a r y  f u n c t i o n s  of the  TUP is to g ive  the
user  a v i e w  of t he  n e t w o r k  t h a t  make s lover  levels  of p r o t o c o l ,
i .e .  TCP and P S— PS p r o t o c o l , as i n v i s i b l e  as p os s i b l e .  As s t a t ed
e a r l i e r , a user  c o n c e p t u a l l y  passes  t e x t  to a n o t h e r  u s e r .  For
t h e  use r  to a c c o m p l i s h  t hi s  task , he m u s t  have some model  of how
t e x t  is a c t u al l y  passed to a r e m o t e  u s e r .  Th i s  model  should
c l a r i f y t e r m i n a l , use r , and p r o c e s s  s ym m e t r y ,  exp la in how to

- 
P address a user or process , and d e f i n e  wh a t  c o n s t i t u t e s  a user  S

session.

4.1.2. Term inal—Process Sy m m e t r y

4.1.2.1. Two of the major services provided by the THP a re
P terminal—to—terminal dialogues and terminal—to—process

transactions. Of less importance are the process—to—process
interactions. To the user , it should be eq ua l l y  easy to
establish communication with a process as with another user’s
terminal. By making terminals and processes as similar as
possible with respect to THP dialogues , the user has a simple

P conceptual model to understand. THP employs a model for
* terminals that makes the device—dependent characteristics
S invisible to the remote terminal or process , and essen tia l l y

le ts the ter min al ap pear to be like a process  wit h no
distinguishing features.

P 4.1.3. User Addressing S

4.1.3.1. Addres sable entities on the network include both
ter minal  users and processes. Terminal users of the AUTODIN II

- network  are  e ither subsc r ibers  ( su ppor ted by a TAC) or hos t
users. Addressable processes are entities found exclusively on

P hosts. The addressing scheme provided by the AUTODIN II PSN is
only  c a p a b l e  of add re s s ing subscr ibers  (TAC user or a d istinc t

- -- hos t ) ,  since it only provides for the subscriber ID in its
S—segmen ts and inter—switch packets. It is clear that user

f addressing requirements are not adequately met by the PS
• add ressing mechanism.

P
4.1.3.2. The TCP prov ides a more powerful addressing scheme.
The scheme is used only at the TCP—TCP level and co—exists with —

the PS addressing. The THP builds upon the TCP capabilities to
presen t its own model of addressing to the user. A user addressr 

~
- is the concatenation of subscriber ID, hos t user  ID , and a

*

TUP Spec if icat ion page 16
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f u n c t i o n  s e l e c t o r .  N o t  a l l  of t h e s e  a d d r e ss  p a r t s  a r e  r e q u i r e d
in e v e r y  use r  a d d r e s s .

4 . 1 . 3 . 3 .  The s i m p l e s t  a d d r e s s , t h a t  of a s u b s c r i b e r  s u p p o r t e d
by a TAC , is j u s t  the  s u b s c r i b e r  ID .  T h i s  a s s u m e s  a d e f au l t
( z e r o)  user  ID and f u n c t i o n  s e l e c t o r .  The m o st  c o m p l e x  a d d r e s s
m i g ht  a r i s e  when a n o n — d e f a u l t  v e r s i o n  of a host  s t a n d a r d
f u n c t i o n  is to be a d d r e s s e d.  In t h i s  case a l l  f i e l d s  would  be
r e q u i r e d — — t h e  s u b s c r i b e r  ID w o u l d  s e lec t  t h e  hos t , the  use r  ID
w o u l d  s e l ec t  t h e  s t a n d a r d  f u n c t i o n  on t he  hos t , and the
f u n c t i o n  s e l e c t o r  would  se lec t  the  n o n — d e f a u l t  v e r s i o n  of the
s t a n d a r d  f u n c t i o n .  A p p e n d i x  A s u p p l i e s  f u r t h e r  d e t a i l  on t h i s
m a t t e r .

4 . 1 . 4 .  Sess ions

S • - 4 . 1 . 4 . 1 .  A s e s s ion  is m o r e  t h a n  t h e  p a ss i n g  of a s ing le
m e s s a g e .  I t  is d e f i n e d  to be the  l i f e t i m e  of an e s t a b l i s h e d

S - 

c o m m u n i c a t i o n  p a t h  or  c o n n e c t i o n.  A s e s s i o n  i n c l u d e s  -

c o n n e c t i o n  e s t a b l i s h m e n t, s e q u e n c e s  of messages , and  t he
d i s e s t a b l i s h m e n t  of t h e  c o n n e c ti o n .  C o n n e c t i o n s  e x i s t  a t  the
TCP level and t h e y  a r e  c o n c e p t ua l l y  s i m i l a r  at  t he  THP l eve l .

4 . 1 . 4 . 2 .  At t he  THP level , a sess ion  can be i nt e r r u p t e d  by
c o n n e c t i o n  p r e e m p t i o n.  The THP a t t e m p t s  to  m a i n t a i n  the
p r e e m p t e d  c o n n e c t i o n  in a s u s p e n d e d  s t a t e  so t h a t  r e s u m p t io n  of
t h e  c o n n e c t i o n  ( s e s s i o n )  can o c c u r .

4 . 2 .  C h a r a c t e r  Set S t a n d a r d i z at i o n

• 4 . 2 . 1 .  The c o m m u n i t y  of u s er s  of t h e  n e t w o r k  u t i l i z e  m a n y
d i f f e r e n t  t y p e s  of t e r mi n a l s  and  h o s t  c o m p u t e r  s y s t e ms .  Among
t h e s e  t e r m i n a l s  and s y s t e ms  s e v e r a l  c h a r a c t e r  s et s  a r e  u sed .  To
e n a b l e  u s e r s  to  i n t e r a ct  w i t h  a l l  o t h e r  s u b s c r i b e r s , a s t a n d a r d

- 

- c h a r a c t e r  set  is d e f i n e d.  Th i s  code  set  is s e v e n — b i t  A S C I I  in an
* e i g h t — b i t  f i e l d , p l u s  some spec ia l  c h a r a c t e r s  to  be d e s c r i b e d

l a t e r  in t he  d o c u m e n t .  The THP is r e s p o n s ib l e  f o r  any  t r a n s l a t i o n
to or f r o m  the  s t a n d a r d  c h ar a c t e r  set  (an  e x a m p l e  of t h i s  is the
t r a n s l a t i o n  of a n e t w o rk — s t a n d a r d  e r a s e  l i ne  ( E L )  i n t o  the  loca l

S 
- c h a r a c t e r ( s )  t h a t  p e r f o r m s  t h a t  f u n c t i o n ) . The TH P p e r f o r m s  no

o t h e r  code c o n v e r s io n , such as CBCD I C to ASCII  c o n v e r s i o n , e t c .
S..

4 . 3 .  T e r m i n a l  C o n t r o l le r  C o n t r o l
I.
7~ .

*S~ 
-

4 .3 .1 .  The u s e r  sees the  THP as i t s  i n t e r f a c e  to the  n e t w o r k.
- 

B e t w e e n  t he  u s e r  and the  THP may be s eve ra l  s o f t w a r e  or h a r d w a r e  -

m o d u l e s  t h at  p e r f o r m  the f u n c t i o n  of  t e r m i n a l  h a n d l e r  or

TH P S p e c i f i c a t i o n  page  17
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c o n t r o l l e r .  These  m o d u l e s  can be n e a r l y  i n v i s i b l e, in t h a t  the  -

u s e r  n e v e r  has  to t a l k  d i r e c t l y  to t h e m .  However , t h e s e  m o d u l e s
p e r f o r m  f u n c t i o n s , s u c h  as d u p l e x  c o nt r o l  or l ine  f o r m a t t i n g ,
t h a t  may r e q u i r e  p a r a m e te r  s e t t i n g  by t he  u s e r .  The THP m u s t
p r o v i d e , as p a r t  of i t s  use r  c o m m a n d  r e p e r t o i r e , a set  of
commands  to  set  p a r a m e t e r s  in t he  t e r m i n a l  c o n t r o l l e r  (see
s e c t i o n  7 . 3 . 5  and A p p e n d i x  B ) .

4 . 4 .  C o n n e c t i o n  M a n a g e m e n t

4 . 4 . 1.  I n t e r a c t i o n  Mode C o n t r o l
- 

- - 4 .4 . 1 . 1 .  The c o n t r o l  by  the  use r  over  the  mode  of i n t e r a c t i o n
is a c c o m p l i s h e d  v ia  i n t e r a ct i o n s  w i t h  t h e  THP.  These modes
i n c l u d e  the  c h o i c e  b e t w e e n  c h a r a c t e r — a t — a — t i m e  and

-
~~ l i n e — a t — a — t i m e  i n t e r a c t i o n, and the  cho i ce  b e t w e e n  local

- 
e c h o i n g  and remote  echo ing .

4 . 4 . 1 . 2 .  The u se r  shou ld  be ab le  to i n s t r u c t the  THP when to -

send h i s  t e x t .  T h i s  can be done  in two w a y s :  (1)  upon  r ece ip t
of a spec i a l  c h a r a c t e r  r e q u e s t i n g  “ i m m e d i a t e ” t r a n s m i s s i o n  of
t h e  d a t a  and , ( 2 )  on c o m p l e t i o n  of a t e x t  u n i t , w h e r e  a t e x t
u n i t  is a user  d e f i n e d  e nt i t y  s u c h  as up to t he  e n d — o f — l i n e ,

C e v e r y  “ n ” c h a r a c t e r s, a f u l l  b u f f e r , e t c .  These a re  the  same
f u n c t i o n s  r e q u i r e d  b y t h e  AUTOD IN II s p e c i f i c a t i o n  [ R e f e r en c e
11.

S 4 . 4 . 1 . 3 .  I n s o f a r  as the  mode of i n t e r a c t i o n  and the
S a va i l a b i l i t y  of loca l  b u f f e r  space  p e r m i t , da ta  shou ld  bep 

a c c u m u l a t e d  in the  p r o c e s s  where  i t  is g e n e r a t e d  u n t i l  a
c o m p l e t e  l ine  of da t a  is r e a d y  f o r  t r a n s m i s s i o n, or u n t i l  some -

S loca l ly — d e f i n e d  e x p l i c i t  s i g n a l  to t r a n s m i t  o c c u r s .  Th i s  s i g n a l
cou ld  be g e n e r a t e d  e i t h e r  by a p roces s  or  by a human  u s e r .

4 . 4 . 1 . 4 .  W h e r e  p o s s i b l e , l oca l  e c h o i n g  shou ld  be t he  r u l e .
- 

• * j ~ W h i l e  t h i s  is n o t  p o s s i b l e  f o r  h i g h l y  i n t e r a c t i v e  e n v i r o n m e nt s ,
i t  is a p p r o p r i a t e  f o r  a l mo s t  a l l  l i n e — a t — ° — t i m e  a c t i v i t i e s .

4 . 4 . 1 . 5 .  The m o t i v a t i o n  f or  the  l i n e — a t — a - t i m e  and loca l  echo
modes  is t h e  h i g h  cos t  of r e m o t e  e c h o i n g  and the i n t e n t i o n  to -

keep  t h e  n e t w o r k  t r a f f i c  at the  lowes t  pos s ib l e  l eve l .  S ince  SI” m a n y  s y s t e m s  t a k e  some p r oc e s s i n g  a c t i o n  at  the  end of each
i n p u t  l i n e , i t  is r e a s o n a b l e  to b u f f e r  d a t a  a t  i t s  source  and
send i t  when the  l i ne  t e r m i n a ti o n  c h a r a c t e r  is d e t e c t e d .  On the
o t h e r  hand , a user  or p rocess  may s o m e t i m e s  f i n d  i t  n e c e s s a r y
or d e s i r a b l e  to p r o v i d e  da t a  w h i c h  d ’e s  n o t  t e r m i n a t e  a t  the
end of a l i n e ;  t h e r e f o r e , m e t h o d s  s h o u l d  be p r o v i d e d  to lo c a l l y

I ’
- 

S THP Spec if ica tion page 18
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s igna l  t h a t  a l l  b u f f e r e d  d at a  s h o u l d  be t r a n s m i t t e d
i m m e d i a t e l y .  -

4 . 4~~2. P a c k a g i n g

4 . 4 . 2 . 1 .  The u s e r  does n o t  w i sh  to be b u r d e n e d  w i t h  the
k n o w l e d g e  of t he  p a c k a g i n g  s chemes  used  by the  p r o t o c o l s  t h a t
s u p p o r t  h i s  d i a l o g u e . The TH P p e r f o r m s  t h e  p a c k a g i n g  f u n c t i o n
a t  b o t h  t he  T H P — T C P  and the T H P — T C  i n t e r f a c e s .  The p a c k a g i n g
m u s t  comply  w i t h  any  c o n s t r a i n t s  u p o n  l e t t e r  s i zes  and  t e x t
b l o c k  s i z e s  i m p o s e d  by t h e  TC or TCP.  The c o n n e c t i o n ’s l ine
mode , c h a r a c t e r — a t — a — t i m e  or l i n e — a t — a — t i m e , a lso i n f l u e n c e s
l e t t e r  s i z e s  and t e x t  b l o c k  si z e s ;  f o r  example  in the
c h a r a c t e r — a t — a — t i m e  mode l et t e r s  w i l l  o f t e n  ho ld  o n l y  one

S c h a r a c t e r  and t e x t  may be de l i v e r e d  to t h e  u se r  in v e r y  s m a l l
b u f f e r s .

4 . 4 . 3 .  C o n n e c t i o n  C o n t r o l

• 

- 4 . 4 . 3 . 1 .  The u se r  m u s t  be ab l e  to d i r e c t  the  THP to p e r f o r m
- some of t h e  c o n n e c t i o n  m a n a g e m e n t  f u n c t i o n s .  These f u n c tions
- i n c l u d e  o p e n i n g ,  c l o s i n g ,  i n t e r r u pt i n g ,  f l u s h i n g  d a t a , and

e n t e r i n g  and e xi t i n g  a s e n d — r e c e i v e  m o d e .

• 4 . 4 . 3 .2 .  S p e c i a l  C o n t r o l  F un c t i o n s

4 . 4 . 3 .2 . 1 .  As s t a t e d  b e f or e , a goal  of the  THP is t h e
p r o v i s i o n  of s t a n d a r d  i n te r f a c i n g  of t e r m i n a l  dev i ce s  to  the

* 
n e t w o r k .  E a r l y  e x p e r i e n c es  w i t h  t h i s  t y p e  of i n t e r c o n n e c t i o n
h a v e  shown t ha t  c e r t a i n  f u n c t i o n s  a r e  imp l e m e n t e d  b y mos t
s e r v e r s , b u t  t h a t  t he  m e t h o d s  of i n v o k i n g  t h e s e  f u n c t i o n s
d i f f e r  wide l y .  For  a human  use r  who in t e r a c t s  w i t h  s eve ra l
s e r v e r  s y s t e m s , t h e s e  d i f f e r e n c e s  a r e  h i g h l y  f r u s t r a t i n g .

4 . 4 . 3 . 2 . 2 .  THP , t h e r e f o r e , d e f i n e s  a s t a n d a r d  r e p r e s e n t a ti o n
f o r  t h e  m o s t  c o m m o n  of t he s e  f u n c t i o n s , as d e s c r i b e d  be low.

- -  These  r e p r e s e n t a t i o n s  h a ve  s t a n d a r d , b u t  n o t  r e q u i r e d ,
m e a n i n g s ;  t h a t  is , a s y s t e m  w h i c h  does  n o t  p r o v i d e  the

4. - f u n c t i o n  to loca l  u se r s  need n o t  p r o v i d e  i t  to n e t w o r k  u s e r s
and may t r e a t  the  s t a n d ar d  r e p re s e n t a t i o n  f o r  the  f u n c t i o n  as
a N o — o p e r a t i o n .  On the  ot h e r  h a n d , a s y s t e m  w h i c h  does
p r o v i d e  the  f u n c t i o n  to loca l  u s e r s  is o b l i g e d  to p r o v i d e  the
same f u n c t i o n  to a n e t w or k  u s e r  who t r a n s m i t s  t he  s t a n d a r d
r e p r e s e n t a t i o n  f o r  t he  f u n ct i o n .

THP S p e c i f i c a t i o n  page 19
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H
4.4.3.2.3. Interrupt Process (IP)

This  f u n c t i o n  is f r e q u e nt l y  used when a user  b e l i e v e s  h i s
p r o c e s s  is in an u n e n d i n g  l o o p,  or  when an u n w a n t e d  process
was i n a d v e r t e n t l y  a c t i v at e d .  The r e s u m p t i o n  of e x e c u t i o n
is t o t a l ly dependen t on t he  i n t e r p r e t a t i o n  of the  i n t e rr u p t
by t he  r e c e i v i n g  p rocess . For  a u s e r — t o — u s e r  c o n n e c t i o n ,
t h e  i n t e r r u p t  cou ld  be used to ge t  the  a t t e n t i o n  of t he
r e m o t e  u s e r .

4 . 4 . 3 . 2 . 4 .  A b o r t  O u t p u t  (AO )

Many s y s t e m s  p r o v i d e  a f u n c t io n  w h i c h  a l l ows  a process ,
w h i c h  is g e n e r a t i n g  o u t p u t , to run  to c o m p l e t i o n  (o r  to
reach the same stopping point it would reach if running to

S comple tion) bu t withou t send ing the out pu t to the user ’s
terminal. Further , th is f unc ti on typi ca l ly  c lea r s  any
output already produced but not yet actuall y p r in ted (or
d isp layed)  on the user ’s terminal. This command is neede.d
to avo id u n n e c e s s a r y  da ta tr a f f ic ov er the ne t if a user
real izes he does not need the data .

4.4.3.2.5. Are You There (AYT)
- 4—

- • Many s y s t e m s  p r o v i de  a f u n c t i o n  w h i c h  p r o v i d e s  the  user
w i t h  some ev idence  t h a t  the  s y s t e m  is s t i l l  up and r u n n i n g .
Th i s  f u n c t i o n  may be invoke d by the  use r  when the  s y s t e m  is
u n e x p e c t e d l y  “ s i l en t” f o r  a long t ime , and t hus  is u s e f u l
f o r  d i s t i n g u i s h i n g  a b u s y  s y st e m  f r o m  a dead one .  This
c o n t r o l  does no t  b y p a s s  the  n o r m a l  d a t a  s t r e a m  to p e r f o r m
the  s t a t e d  f u n c t i o n .  - -

.: 4 . 4 . 3 . 2 . 6 .  E rase  C h a r a c t e r  ( E C )

Many s y s t e m s  p r o v i d e  a f u n ct i o n  w h i c h  d e l e t e s  t he  las t
u n d e l e t e d  c h a r a c t e r  or “ p r i n t  p o s i t i o n” f r o m  the  s t r e a m  of
d a t a  b e i n g  s u p p l i e d  by th e  u s e r .  Th i s  f u n c t i o n  is
t y p i c a l ly used  to ed i t  k e y b o a r d  i n p u t  when t y p i n g  m i s t a k e s
a r e  m a d e .

4.4.3.2.7 . Erase Line (EL)

Many systems provide a function which deletes all the data
in the c u r r e n t “line ” of input. This function is typically

* used to edit keyboard input.

TH P Spec if ica tion page 20
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I
4 . 4 . 4 .  P r e e m p t i o n

4 .4 . 4 . 1 .  Due to the  p r e c e d e n ce  r e q u i r e m e n t s  of the  AUTOD IN II
n e t w o r k , an e s t a b l i s h e d  TH P c o n ne c t i o n  a t  any  level  love r than
C a t e g o r y  I can be p r e e m p t e d  b y a r eques t f o r  connec tion a t any

• h i g h e r  level .  No f a c i l i t y  e x i s t s  a t  the  TCP level to cause
p r e e m p t i o n  of a TCP c o n n e ct i o n , t h u s  t h e  f u l l  r e s p o n s i b i l i t y
f o r  t h i s  f u n c t i o n  is assumed  by the  T U P .  This  i ssue  is

5 d i s c u s s e d  a t  l e n g t h  in 8 . 7 . 2 .

4 . 4 . 5 .  A c c o u n t a b i l i t y  of message  rece i pt
1

4 . 4 . 5 . 1 .  N e i t h e r  t he  THP n o r  TCP can g u ar a n t e e  t h a t  a message
i t  has  d e l i v e r e d  in f a c t  has  been  read b y t h e  u s e r .
A c c o u n t a b i l i t y  f o r  r e c e i p t  of m e s s a ge s  can  o n l y  be ach i eved  by

— a d e st i n a t i o n  ( h u m a n  or  p roces s )  r e sponse  m e s s a g e .  W i t h o u t  the
r e s p o n s e  message , w h i c h  r ea l ly constitutes end—to—end

- $ a c k n o w l e d g e m e n t , a l l  t h a t  is g u a r a n teed is tha t the remo te THP
has had a letter deposited in its buffer. During closing -

sequences , espec ia l ly  when the user gives an ABORT command , the
THP may discard some of its previously received letters.

- 
- 

$

[ -
~~. 

~

5 4•

- f  S.

S
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H
5. S E C U R I T Y , P R E C E D E N C E , AND ICC

5.1. The p r i m a r y  S/ P / T  c o n s i d e r a t i o n  at  t he  THP l eve l  is the  need
to p r e e m p t  a c o n ne c t i o n  in case a h ighe r p r e c e d e nc e  c o n n e c t i o n

I b e c o m e s  e s t a b l i sh e d .  Th i s  a f f e c t s  on ly  t he  t e r m i n a l  u s e r .  The
t e r m i n a l  user  can have o n l y  one a c t i v e  c o n n e c t i o n .  If the  c u r r e nt
a c t i v e  c o n n e c t io n  is of lowe r p recedence  and a h igher p recedence

— c o n n e c t i o n  be comes  e s t a b l i s h e d, t h e  lower  p r e c e d e n c e  c o n n e c t i o n  is
s u s p e n de d  b y the  THP (see s e c t i o n  8 . 7 . 2) .

‘ 5.2. Except for the preemption of connections , i t  is i n t e n d e d  t h a t
• the THP wi].l not be concerned with S/PIT. Specifically the THP
- shal l  have no access to the author iza tion tab le  or any o ther  sec ure

information in either the host or the TCP. It will merely pass all
the information from the user (process) to the TCP and rely on the
TCP to reject unauthorized use of connections. When a connection
is established the THP will pass the S/PIT information to the user.

5.3. The THP endeavors to allocate its resources fairly between • S

connections of the same precedence. The THP allocates resources to
Ca tegory I connections in preference to all other connections.

4 -

I:
a 

-

- *5 -

- - 
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, ; 6. THP E N V I R O N M E N T

6.1. The p r o g r a m  t h a t  i m p l em e n t s  the  THP is n o t  a s e l f — c on t a ~~*ed
s y s t e m .  It  has  to c o m m u n i c a t e  w i t h  the  o p e r a t i n g  s y s t e m  under
which  i t  r u n s  and w i t h  i ts  n e i g h b o r i n g  p r o c e s s e s.  A d e s c r i p t i o n  of

- - S the envisioned operating system environment in which the TCB~
opera tes is outlined below. Part of the THP’s env ironment is its
interface with its neighbors , the TCP on the ne twork side and the
user process or TC on the user ’s side. Both the specific ~inter—process communication mechanism and the conceptual models of
interaction are discussed below.

6.2. Oper~~~ing System Characteristics

6 . 2 . 1 .  Here  we d e s c r i be  some opera ting sys tem charac ter istics
t h a t  a r e  i m p o r t a n t  f o r  a n y  i m p l e m e nt a t i o n  of THP.  In no way is
it imp lied tha t these c h a r a c ter istics are  absolu te ly  re qu ired of
any operating system under which THP is to be implemented. Those
characteristics that are most important to the foundation of the
specification are discussed first , f o l l o w e d by some
charac ter istics tha t would genera l ly facilitate implementation of
THP.

6.2.2. Strong Recommendations

6.2.2.1. Address spaces and da ta sharing

6.2.2.1.1. In an environment of cooperating processes in
which  l a r g e  b l o c k s  of da t a  a r e  be ing  passed  b e t w e e n  the
p r o c e s s e s ,  i t  is o f t e n  i m p o r t a n t  t h a t  the  p r o c e s s e s  be ab le
to pass da t a  w i t h o u t  c o p y i n g  it .  It  is t h e r e f o r e  a d v i s a b l e
t h a t  p rocesses  be a b l e  to sha re  the  - .ys ica l  a d d r e s s  space in
w h i c h  the  d a t a  r e s ide s  or have some o t h e r  m e c h a n i s m  fo r
e f f i c i e n t  d a t a  s h a r i n g.

a 
6 .2 . 2 .2 .  I n t e r — p r o c e s s  c o m m u n i c a t i o n

6 . 2 . 2 . 2 . 1 .  The hos t  i nt e r — p r o c e s s  c o m m u n i c a t i o n  m e c h a n i sm
shou ld  s u p p o rt  a s y n c h r o n o u s  c a l l s  such t h a t  a module  is no t
blocked waiting for I/O with neighboring modules. We
r ecommend  tha t a global  even t mechan ism capable  of pass ing

* :. event data be made available through the operating system , or
by som e subsystem running under the operating system . A more
de ta iled d iscuss ion of in te rp roces s  comm un ica tion is
presen ted in section 6.3.

~~
____ 
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4.

6.2.2.3. Resource Preemp tion

6.2.2.3.1. Some mechanism mu s t  be a v a i l a b l e  to secure
reso urces , bo th time and space , when high precedence ac tivity
is e n c o u n t e r e d .  The o p e r at i n g  s y s t e m  should  have f e a t u r e s  in
its process  m anagemen t, process scheduling, and space
management that permit preemption. Some suggestions that
rela te to preemption are offered in the next section.

6.2.2.3.2. When in need of resources , the THP should first
- - 

~
- attempt to preempt resources it has itself allocated , pr ior

to seek ing p reemp tion of reso ur ces al loca ted by the opera tin g
- 

- 
sys tem to other processes . In an extremely heavy load ,
preemption within the THP may be impossible and the operating
system ’s assistance might be needed to carry out preemption.

6.2.3. Suggestions

6.2.3.1. Process structure -

6.2.3.1.1. It is not necessary to define the host , TAC , or
CCU mod ules (SIP , TCP , TH P , IC , HS I )  or mod u le sub tasks as
processes of the operating system. A process can be thought
of as “a r unn ing p r o g r a m ” : the current code , resources , and
con text. While it may not matter if a process is known or
managed  d irec t ly by the o pera tin g sys tem , it is concep tu a l l y
usef ul to be aware  of the h ie r a r c h y  of processes. In the
hos t , TAC , or CCU , the super ior of a process  is def ined as
the elemen t tha t ac tiva tes tha t process  (us ua l ly  so me kind of
s c h e d u l e r ) .

6 . 2 . 3 . 2 .  Schedu l i ng

6 . 2 . 3 . 2 . 1 .  S c h e d u l i n g  is p e r f o r m e d  at  seve ra l  levels  in a
a m u l t i — p r o c e s s  e n v i r o n m e nt  and d e p e n d i n g  upon  p rocess

s t r u c t u r e, can be a r b i t r a r i l y  c o m p l e x .  Of c o n c e r n  he r e  is
t he  s c h e d u l i n g  of top  level  p rocesses  ( S I P , TCP , ~HP , TC ,

- 

*
~~a 1451) and the p it f a l l s  to be avo ided a t al l  levels  of

s c h e d u l i n g .  No m e n t i o n  is made he re  of hos t  p roces s
f 

. s c h e d u l i n g ;  i t  is as sumed  t h at  s c h e d u l i n g  s u g g e s t i o n s  a r e
h e l p f u l  only f o r  TAC ’S , MCCU ’s, and SCCU ’s. Add itional
s c h e d u l i n g  n o t e s  may be found  in the  d i s c u s s i o n  of TUP
I m p l em e n t a t i o n .

6.2.3.2.2. TAC and CCU scheduling is primarily concerned with
L : fairness in function and should be non—preemptive.

Scheduling should be done using a round—robin scheme. To

THP Specification page 24
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- insure some level of fairness between top—level processes ,
L processes  sho uld l im it the ir ac tivi ty to some agreed  upon
I maximum . To prevent deadlock. , processes  should no t block
I themselves waiting for resources to be freed or p rov ided  by

other processes at that level.
P-

F 6.2.3.2.3. In several of the TAC and CCU modules , special
handling of high precedence activity is required . Scheduling

- 
- 1 according to the precedence of an activity should be handled

I in the  r e s p e c t i v e  processes , in a way that doe. not preempt a
t a sk  in e x e c u t i o n.  For e x a m p l e , w i t h i n  the THP , no even t
sho uld preemp t the running of the from—user text handler.
Af ter the from—user text handler finishes with the present

— I r ecord , however , the scheduler will gain control and
reexamine the THP event list for high precedence events
b e f o r e  a n o t h e r  p roces s  is scheduled.

— 
t.~ 6 . 2 . 3 . 3 .  B u f f e r  m a n a g e m e n t

6 . 2 . 3 . 3 . 1 .  B u f f e r  m a n a g e m e n t  in the  hos t , TAC , and CCU is a
d i f f i c u l t  p r o b l e m  and the  “ c o r r e c t ” a l g o r i t h m  w i l l  evolve
on ly  a f t e r  p e r f o r m a n c e  m e a s u r e m e n t s  a re  made .  The s t r a t e g y

I m u s t  a d d r e s s  several issues——flow control , dead lock
avo idance , and throughput. As with scheduling, it is
probably incorrect to handle all buffer allocation uniformly.
Wher e spec ial heur istics a re  requ ired f o r  solv ing a l loca tion
p r o b l e m s , the a l loca tion sho uld be hand l ed  a t the process
lev el (e.g. allocating buffers for packaging letters in the
THP).

a - 6.2.3.3.2. To facilitate buffer management we have adopted a
pol icy in wh ich the module  tha t reques ts a l loca tion of space
is the one tha t releases it. Thus buffers allocated to the
terminal handling process will be released by it , buffers

- alloca ted to the TM? will be released by the THP , and b u f f e r sg allocated to the TCP will be releas-a,d by the TCP.

*5 - 6.2.3.3.3. We envision at least two levels of space or buffer 

-

*5 • management——global management for allocation to the TN?, TCP ,
and SIP mod ules , and local management for allocation within
each of the modules. For instance , the TUP space m a n a g e r  (a-i 

~ 
• 

local manager) acqu ires space from the global manager and in
turn  a l loca tes space to it s mod ules , independen tly of the
pol icy used by the other local managers.

~~~ 6.2.3.3.4. The global manager is responsible for fairness
- 

among the user , THP , TCP , and SIP mod ules. Since no buffers

~~ ~~~~~ -

N
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ac tually move across interfaces permanently , this fairnes, is
s t r a i g h t f o r w a r d  to implement. The global manager cannot ,
however , address  p r o b l e m s  l ike dead lock  p reven tion since it
canno t determine how its allocations are used. Only the
local  m a n a g e r s , espec ially the user space manager , can
attempt to distribute buffers to input and output traffic in
such a way as to avoid deadlocks .

6.3. Inter—Pr ocess Communication -

6 .3 .1 .  In imp l e m e n t i ng  the  THP p r o t o c o l  the  need f o r  a s y n c h r o n o u s
c o m m u n i c a t i o n  w i t h i n  a h o s t — e n t i t y  is v e r y  s i g n i f i c a n t .  To
e m p h a s i z e  t h i s  p o i n t  we wi l l  d e s c r i b e  most  i n t e r — m o d u l e  

-

c o m m u n i c a t i o n  in t e r m s  of e v e n t s  ( w i t h  no d i st i n g u i s h i n g  e x t e r n a l
c h a r a c t e r i s t i c s ) .  Th i s  is in c o n t r a s t  to ot h e r  d o c u m e n t S  on
h o s t — t o — h o s t  and p r o c e s s — t o — p r o c e s s  p r o t o c o l s , w h i c h  d e s c r i b e

* i n t e r — m o d u l e  c o m m u n i c a t i o n  in t e r m s  of p r o c e d u r e  c a l l s .

6.3.2. Process A must be able to signal Process B that event data
is ready for it. Process A must regain control immediately
following posting of tha t event with some indication that the
even t was posted successfully or unsuccessfully.

6.3.3. Posting events is an operation to be performed by the
opera ting system (or some event sending mechanism running under
the operating system). It enables the operating system to verify
the a ut hor ity of the even t sender to commun ica te wit h the eve nt
rece iver. It also informs the sender if an attempt is made to
send an event to a non—existing process or to a process that has
just crashed.

6.3.4. To fac ilitate event handling a process ID must be
associated with each process. The process ID is the means by
which the sender specifies the destination of the event. The
opera tin g sys tem will a ttach the sender ’s ID to each event ,
thereby enabling the destination to distinguish among various
sources  he m ight be communicating with , and a t the same time ,

5; preven t the sending process from masquerading as another.

f 6.3.5. Associated with each THP event are at least the two
* f ie l d s :  “Subscr iber ID” and “Transac tion ID”. All events are -

handled by the operating system in the same priority level. Each
-
~~~ 

- • process (IMP or TCP) should keep a list of events it has read bu t
no t yet serviced completely. Before starting on the highest
p r ior ity listed even t the process  should  read and enter into the
list any  newly received events.

t;l
(

IMP Spec i f ica tion page 26
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- 

- 6.3.6. Even t data should be passed by value , i.e. cop ied from
t he  sender ’. a d d r e s s  space. The data should be copied into a

S sharable memory for fast access by the  r e c e i v i n g  p rocess.  It
a should be fixed in length and small so that allocation for event

da ta is efficient. The event data could be thought of as being
I - placed on the rece iver ’s e v e n t  l ist , wh ich sho u ld be dynam ic in
I - length and never blocked.

6.4. Term inal and Process Models

I 
6.4.1. In an attempt to achieve terminal—user and process

- symme try it is important to have a firm conceptual model of the
- 

- : poss ible  rela tionsh ips be tween the term inal  user , the TC , the
THP , and the process. This is necessary if both user—to—user

- * communication and user—to—process communication are to be
encompassed in one model.

1 
6.4.2. To that end , it is important to have a consistent model

* tha t enables  pr ocesses des igned to in terac t wit h local  users  to
I in te ra ct wit h remote users  withou t hav ing to unde rgo  any

modification for network communication.

6.4.3. In a local interaction , a term inal  or ien ted process  ca l lsS upon the TC v ia an opera ting sys tem call every  time a term inal
* input/output operation is performed . This situation is described

in F i g u r e  4 — a .

- 
6 . 4 . 4 .  The i n t r o d u c t i o n  of t he  n e t w o r k  i n t o  the  t e r m i n a l — p r o c e s s
p a t h  can  be d e s c r i b e d  as an i n t r o d u c t i o n  of a pa i r  of THP ’s a t
e i t h e r  s ide  of t h e  p a t h  ( see  F i g u r e  4 — b ) .  Two i m p o r t a n t  changes

S h a v e  o c c u r e d :  ( 1)  the  IC now m e d i a t e s  b e t w e e n  two p rocesses  ( o n e
of t h e m  the  T H P )  and , ( 2 )  t h e r e  a r e  two TC ’s i n v o l v e d :  one a t  the

* p r o c e s s  end , and t he  o t h e r  at  t he  t e r m i n a l ’ s e n d .

* 
* 

1 6 . 4 . 5 .  The IC a t  the  t e r m i n al ’ s end is a r e g u l a r  IC s ince  i t
* 

P i n t e r f a c e s  a p h y s i c a l  terminal and a process. However , the TC at
- 

- t he  p roces s  end is s l i g h t l y  d i f f e r e n t  s ince  in t h i s  case the  IMP
* 

a c t s  as a t e r m i n a l .  We sha ll  ca l l  such a p rocess  a pseudo

4 
t e r m i n a l , and e x p e c t  the  IC to be ab le  to d i s t i n g u i s h  be tween a
rea l  t e r m i n a l  and a pseudo  t e r mi n a l .

• 6 . 4 . 6 .  The t h i r d  s i t u a t i o n, showing user—to—user communication ,
- is d e s c r i b e d  in F i g u r e  4 — c .  Th i s  s i t u a t i o n  does no t  i nvo lve  any

- specia l  o p e r a t i o n  on the  p a rt  of  t h e  TC ’s a t  e i t h e r  end of the
- n e t w o r k , as b o t h  se rve  a phys ical term inal  on one side and a

p roces s  on the other. Further discussion of the IC’s func tion is
given in section 7.3.5.

TN? S p e c i f i c a t i o n  page  27
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6 . 4 . 7 .  A set  of c o n v e n t i o n s  f o r  t e r m i n a l s  (or  pseudo t e r m i n a l s )
is n e c e s s a r y  f o r  i m p l e m e n t i n g  a mode l  t h a t  m a i n t a i n s  t he  t e r m i n a l
u s e r  and p r o c e s s  s y m m e t r y  d i s c u s s e d  a b o v e .  The c o n c e p t  of a
N e t w o r k  V i r t u a l  T e rm i n a l  is h e l p f u l  f o r  e s t a b l i s h i n g  these

- 
c o n v e n t i o n s .

4.

— 
6 . 4 . 8 .  N e t w o r k  V i r t u a l  T e r m i n a l

6 . 4 . 8 .1.  The THP has  a s i m p l i f i e d  v iew of r e m o t e  p r o c e s s e s.
Unless no tified to the contrary, it assumes all remote

H .- terminals have the same characteristics. The default terminal
I ~

‘ device is called a Network Virtual Terminal (NVT). This
concep t is discussed in Reference 3.

I ~~ 6.4.8.2. An NVT is an imaginary device which provides a
F 

- sta n d a r d , network—wide , in termed ia te r ep rese nt a tion of a
canon ical terminal . All host—entities map their local device
charac ter istics and conve nti ons so as to appear  to be deal in g
with an NVT over the network , and each ass umes a simi lar -

mapping by the other party. This eliminates the need for
keep in g information about the characteristics of each other ’s

- • 
terminals and terminal handling conventions in both the local
and remo te host—entity.

6.4.8.3. The Network Virtual Terminal is a bi—directional
charac ter device. The NVT has a printer and a keyboard. The
printer responds to i n c o m i n g  da t a  and t h e  k e y b o a r d  p r o d u c e s
outgoing data which is sent over the TN? connection and , if

* echo ing is des ired , to the NVT ’s pr inter as well.

6.4.8.4. The NVT is a canonical device and it ’s d e f a u l t
charac ter istics m ay no t be suitable  f o r  serv ic ing al l

S terminals. To provide for more elaborate conventions , a
a mechan ism must be available to alter those set forth by the NVT

model. This mechanism , called options negotiation , isS fundamental to the THP implementation model.

4c ‘ .,

4.~~~~~55,

‘a

- 5.

TM? Specifica tion page 29
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7. T H P I N T E R F A C E S

7.1 .  Use r  I n t e r f a c e  
-

7.1.1. The THP is the user ’s interface to the network and thus
has  s e v e r a l  f u n c t i o n s  to p e r f o r m  in p r e s e n t i n g  a s imp le
c o n c e p t u a l  mode l  a t  t he  u se r  level  ( see  4 . 1 ) .  The i n te r f a c e  t h a t
is a c t u a l ly p r o v i d e d  f o r  user  i n t e r a c t i o n  does  m u c h  to  s t r e n g t h e n
or weaken  t h a t  m o d e l .  The user  i n t e r f a c e  is p r e s e n t e d  b e low as a
c o m m a n d  l a n g u a g e .  W h i l e  t h i s  shows a d i s t i n c t  o r i e nt a t i o n  t o w a r d
t e r m i n a l  u s e r s  r a t h e r  t h a n  p r o c e s s e s , the  l a n g u a g e  is a lso  an
a d e q u a t e  I M P — p r o c e s s  i n t e r f a c e  s p e c i f i c a t i o n .

7 . 1 . 2 .  Command  L a n g u a g e

7 . 1 . 2 . 1.  A u s e r  v iews  t h e  n e t w o r k  and  i t s  r e s o u rc e s  t h r o u g h  a
command  l a n g u a g e  i n t e r f a c e  to the  T H P .  I t  is des ir ab l e  to kee p

* a l l  lower  level  p r o t o c o l s  as i n v i s i b l e  to  the  u se r , as p o s s i b l e .
Some s u g g e s t i o n s  a b o u t  t he  g e n e r a l  r e q u i r e me n t s  of t h e  command
l a n g u a g e  i n t e r f a c e  are given be low and in A p p e n d i x  B . The
e x a c t  c ommand l a n g u a g e  s y n t a x  w i l l  n o t  be s p e c i f i ed , b u t  ra ther
will be left to the IMP implementer.

7.1.2.2. The command language of the IMP provides the user with
a se t of con trol f unc tions b y which he can affect the nature of
his conversation over the network. The set of control functions 

-

can be d ivided into the groups listed below. (A comp le te
descr iption of the individual commands can be found in Appendix
B . )

- - 4.

7.1.2.2.1. Connection Control: commands to open and close
connec tions; se t para m e ters  such as des tina ti on a d d r ess ,
sec ur ity ,  p r e c e d e n c e , and TCC; en ter and exit send—receive
m o d e .

I S..
4. 7.1.2.2.2. Ne twork Virtual Terminal Control: commands to set

modes of NVT operation such as uppercase vs. upper— and
- - - 

l o w e r c a s e , charac ter—at—a—time vs. line—at—a—time , echo vs.
no echo . These comrt ands may result in altering the terminal
profile in the TC and/os negotiating options with the foreign
T M P .  -

‘ ,.~ 7 . 1 . 2 . 2 . 3 .  Da ta  T r a n s mi s s i o n :  c o m m a n d s  t h a t  a re  a l lowed  when
in the  t e x t  se n d i n g — r e c e i v i n g  m o d e .  These  c o m m a n d s  do n o t
c h a n g e  the  state of the connection or the terminal
charac teristics . No explicit command is needed for data
t r a n s m i s s i o n  to o c c u r  once  the  t e x t  s e n d i n g — r ec e i v i n g  mode  is

TM? Spec i f ica ti on page 30
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e n t e r e d ;  however , t h e r e  is a command , the  TM? escape
cha rac ter , to leave this mode. -

7.1.2.3. It should be noted that providing a standard ,
consistent user interface to the network is important for the
usability of the network. Users may access the network from

• many different sites and will expect to find the same network 
-interface at each site. Documentation for users , such as user

guides , mus t be current and complete . The documentation task
is simplified if it supports a single , s ta n d a r d  command
lang uage.

— 7 . 1 .2 . 4.  Some s i tes  w i l l  not  be able  to s u p p o r t  a l l  the
f u n c t i o n s  t h a t  a r e  a v a i l a b l e  at  the  mos t  s o p h i s t i c a t e d  s i t e.
Even so , the  s t y l e  of command  l an g u a g e  shou ld  be the  same , even
if t h e  r e p e r t o i r e  of c o m m a n d s  is d i f f e r e n t .  Some e l e m e n t s  of -

command l a n g u a g e  S t y l e  a re  r e c o gn i t i o n  mode , p r o m p t  and
f e e d b a c k  t y p e , and hel p f e a t u r e s .  (See  R e f e r e n c e  4 )

7 . 2 .  TCP I n t e r f a c e

7 . 2 . 1 .  The c o m m u n i c a t i o n  w i t h  t he  TCP w i l l  f o l l o w  t h e
i n t e r — p r o c e s s  c o m m u n i c a t i o n  m o d e l  d e s c r i b e d  in 6 . 3 , i . e .  u s i n g
e v e n t s  in an a s y n c h r on o u s  m a n n e r .  The set  of e v e n t s  w i l l  i n c lu d e ,
among o t h e r s , da t a  to be t r a n s m i t te d , and c o n t r o l  f u n c t i o n s  to

S t h e  loca l  TCP .  The f ul l  set  of e v e n t s  is d e s c r i b e d  in Ap p e n d i x  C.

7 . 3 .  TC I n t e r f a c e

* L 7 .3 .1 .  On t he  u se r ’s s ide the  IMP c o m m u n i c a t e s  w i t h  t h e  T e r m i n a l
C o n t r o l l e r  ( I C ) .  I t  is n o t  t h e  p u r p o s e  of t h i s  s p e c i f i c a t i o n  to
e l a b o r a t e  on the  c a p a bi l i t i e s  f o u n d  in t he  IC of a h o s t — e n t i t y .
We m u s t , h o w e v e r , p r e s e n t  some h y p o t h e t i c a l  c h a r a c t e r i s t i c s  upon

• - w h i c h  to  b u i l d  a m o d e l  of T H P — T C  c o m m u n i c a t i o n .  The IC is a s s u m e d
to be a set  of low level  r ou t i n e s , p r o b a b l y  o f f e r e d  by the

• o p e r a t i n g  s y s t e m , w h i c h  uses  some a s y n c h r o n o u s  s i g n a l l i n g
m e c h a n i s m  ( n ot  n e c e s s a r i l y  t h e  g l o b a l  e v e n t  s e n di n g  m e c h a n i s m ) .

7 . 3 . 2 .  The THP h a n d s  t h e  IC c h a r a c t e r s  to  be d i sp layed  on t he
4 u s e r ’s t e r m i n a l  and r ece ives  f r o m  the  TC text typed by the user.

• In a d d i t i o n  the  IC owns a da t a  s t r u c t u r e , c a l l e d  the  t e r m i n a l
p r o f i l e , in w h i c h  p h y s i c a l  p a r a m et e r s  of t h e  t e r m i n a l  a re
r e c o r d e d .  The IC s h a l l  o f fe r  a p r o f i l e  r e a d — a c c e s s  m e c h a n i s m  to
a n y  p r o c e s s , and a m o d i f y — a c c e s s  m e c h a n i s m  to a s e l ec t ed  set  of
p r o c e s s e s , i n c l u d i n g  the  TM ? .

7 . 3 . 3 .  P rocesses  may r e q u e st  to be i n f o r m e d  b y t he  TC w h e n e v e r  a

TM? S p e c i f i c a t i o n  page  31
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c h a n g e  is made  to the  p r o f i l e .  The IC w i l l  m e r e l y  i n d i c a t e  t h a t
c h a n g e s  h a v e  been  made  to  the  p r o f i l e  b u t  w i l l  n o t  n ec e s s a r i l y
i n d i c a t e  w h i c h  p a r a m e t e r s  w e r e  a c t ua l l y c h a n g e d .  I t  is the

- 

- r e s p o n s i b i l i t y  of t h e  p r o c e s s  t o  f i n d  ou t  t h e  a c t u a l  c h a n g e ,
p r o b a b l y  by  r e a d i n g  the  p r o f i l e  and c o mp a r i n g  i t  a g a i n s t  a copy
of  i t s  own .

7 . 3 . 4 .  In t he  f o l l o w i n g  s e c t i on s  the  f u n c t i o n s  of t h e  IC a re
o u t l i n e d  and the  t e r m i n a l  p r o fi l e  d e s c r i b e d .

7 . 3 . 5 .  IC F u n c t i o n s

7 . 3 . 5 . 1 .  T r a n s l a t i o n

— 
5 

7 . 3 . 5 . 1 . 1 .  THP ’s e x c h a n g e  text in the NVT character set , -

w h i c h  is a lm o st  i d e n t i c a l  to the  ASCI I  c h a r a c t e r  s e t .  S ince
• v a r i o u s  t e r m i n a l s  may p r o d u c e  c h a r a c t e r s  in d i f f e r e n t  codes ,

such  as E B C D I C , i t  is the  t a sk  of t h e  TC to  t r a n s l at e
c h a r a c t e r s  c o m i n g  f r o m  the  TM ? i n t o  the  c h a r a c t e r  se t  of the
t e r m i n a l  and v i ce  v e r s a .

- 
7 . 3 . 5 . 1 . 2 .  Some t e r m i n a l s  may  h a v e  a sm a l l e r  c h a r a c t e r  set
t h a n  the  ASCI I  s e t ;  f o r  ex a m p l e , t e r m i n a l s  m a y  n o t  have  lower
case  l e t t e r s, e t c .  The TC may p e r f o r m  the  case  t r a n s l a t i o n

* f o r  s u c h  t e r m i n a l s  i f  so des i r ed  b y t h e  u s e r .  The IC m u s t ’
S 

- 
also a d o p t  a s cheme  f o r  d i s p l a y i n g  n o n — p r i n t a b l e  c h a r a c t e r s ;

-
• a p r o c e s s  t h a t  sends  a n o n — p r i n t a b l e  c h a r a c t e r  e x p e c t s  t he

r e c e i v i n g  use r  to be n o t i f i e d  of t h e  e x i s t e n c e  of such  a
c h a r a c t e r  in i t s  da t a  s t re a m .  The exac t  t r a n s l a t i o n  is n o t

- s p e c i f i e d , h o w e v e r .

7 . 3 . 5 . 2 .  F o r m a t t i n g

-
~~~~ 

- 5 7 . 3 . 5 . 2 . 1 .  The NVT c h a r a ct e r  set  i n c l u d e s  f o r m a t t i n g
- - c h a r a c t e r s  such  as t h e  TAB , F o r m — F e e d  ( F F ) ,  V e r t i c a l — T a b s

-
~~~ ( V T ) ,  e t c .  Some t e r m i n a ls  h a v e  a b u i l t — i n  m e c h a n i s m  to

p e r f o r m  the  p r o p e r  f or m a t t i n g  when a f o r m a tt i n g  c h a r a c t e r  is
- * - r e c e i v e d .  However , f o r  t e r m i n a l s  t h a t  do n o t  have  t h e s e

c a p a b i l i t i e s  i t  is t h e  TC ’ s r e s p o n s i b i l i t y  to p r o v i d e  f o r
s i m u l a t i o n  of such  f o r ma t t i n g . This r e q u i r e s  t h at  t h e  IC
keep  t r a c k  of t h e  e x ac t  c h a r a c t e r  p o s i t i o n  of t h e  p r i n t i n g  -

head , and  k n o w  t h e  page  si ze  and l i ne  w i d t h  of t he  t e r m i n a l
& ‘~ *

~~ i t  is s e r v i n g .  The IC is a l so  e x p e c t e d  to h a n d l e  l i n e
o v e r f l o w s , i . e .  to p e r f o r m  w r a p — a r o u n d  when the  t e x t  r e c e i v e d

4 f r o m  the  THP o v e r f l o w s  t h e  l i n e  w i d t h  of t h e  t e r m i n a l.

THP S p e c i f i c a t i o n  page 3.2
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7 . 3 . 5 . 3 .  L i n e  Mode C o n t r o l

7 . 3 . 5 . 3 . 1 .  Two t e r m i n a l  line  modes , c h a r a c t e r — a t — a — t i m e  and
l i n e — a t — a — t i m e , m u s t  be s u p p o r t e d  by t h e  IC. In

- -  c h a r a c t e r — a t — a — t i m e  mode  t he  TC m u s t  make  t h e  THP a w a r e  of
a n y  c h a r a c t e r s  in i t s  t y p e — i n  b u f f e r  im m e d i a t e l y .  In
l i n e — a t — a — t i m e  mode , t he  TC m u s t  h o l d  the  t e x t  in i t s  b u f f e r
u n t i l  an e n d — o f — l i n e  c h a r a ct e r  or a “ send i t  now ” c h a r a c t e r
is d e t e c t e d .  -

. 
-

- - 
7 . 3 . 5 . 4 .  E d i t i n g

— 

7 . 3 . 5 . 4 . 1 .  T e r m i n a l s , e s p e c i a l l y  t h o s e  w o r k i n g  in a
l i n e — a t — a — t i m e  mode , m u s t  p r o v i d e  f o r  some l ine  e d i t i n g
c a p a b i l i t i e s .  ( F o r  t e r m i n a l s  t h a t  do no t  have  such
c a p a b i l i t i e s  a s i m u l a t i o n  m u s t  be p r o v i d e d  v i a  some p r i n t a b l e
convention.) A user must be able to instruct the IC to erase
the las t c h a r a c ter ( E C ) ,  or the last line (EL).

7.3.5.4.2. In some cases , fre quently encountered in a
character—at—a—time mode , line editing may not have local
meaning since the entity that should be deleted may have
already been transmitted. The IC should then translate the

- user ’s ed it request to the appropriate NVT character and
5

5 
submit- it to the TM? , p rov id ing the user wit h ap p rop r ia te
echo .

* ~• 7 . 3 . 5 . 4 . 3 .  The u s e r  should  n o t  be p r o h i b i t e d  f r o m  s e n d i n g
* 

c h a r a c t e r s  t h a t  have  speci a l  m e a n i n g  to the  IC , as t e x t
* 1. c h a r a c t e r s  to the  r e m o t e  IMP .  In o r d e r  to make t h i s  p o s s i b l e

a L i t e r a l  Escape  c h a r a c t e r  m u s t  be p r o v i d e d  w h i c h  i n s t r u c t s
the  TC to h a n d l e  the  n e x t  c h a r a c t e r  as a tex t cha rac ter even -

t h o u g h  i t  is u s u a l l y  t r ea t e d  as a spec i a l  c o n t r o l c h a r a c t e r .
a 

- 
* 

7 . 3 . 5 . 4 . 4 .  In o r d e r  to f a c i l i t a t e  e x e c u t i o n  of A b o r t  O u t p u t
- 

- • c o m m a n d  and p r o p e r  h a n d l i n g  of c o n n e c t i o n  p r e e m p t i o n , b o t h  -

t h e  user  and t he  ILl? s h o u l d  be ab le  to f l u s h  t he  p r i n t i n g
b u f f e r  of t h e  TC.

5 
7 . 3 . 5 . 5 .  O u t — o f — S t r e a m  Messages

7.3.5.5.1. In some cases processes need to insert text for
the user , bypassing the normal text stream to the user ’s

- 

terminal. For instance , the operating system may need to
display various messages , or the IMP may need to notify the
user when an interrupt occurs on the connection. Thus the IC

I 

THP S p e c i f i c a t i o n  page  33
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m u s t  p r o v i d e  specia l  h a n d l i n g  f o r  t e x t  to be d i s p l a y e d  to the
u s e r  i m m e d i a t e l y .

-• 
7 . 3 . 5 . 6 .  E c h o i n g

7 . 3 . 5 . 6 . 1 .  The IM P p r o v i d es  f o r  v a r i o u s  e c h o i n g  o p t i o n s .
E c h o i n g  may be p e r f o r m e d  by t h e  t e r m i n a l , the  loca l  IC , the
local IMP , or even traverse the network. It is therefore
n e c e s s a r y  t h a t  the  TC be ab le  to i n h i b i t  i t s  own e c h o i n g  when
r e q u i r e d . This , of cou r se , does no t  a p p l y  to h a l f — d u p l e x

- 

- 
* 

t e r m i n a l s , w h e r e  the  local  echoing cannot be inhibitted.

7 . 3 . 6 .  T e r m i n a l  P r o f i l e  -

7 .3 . 6 . 1.  To a c c o m m o d a t e  a l l  t he  i n f o r m a t i o n  a b o u t  t he  p h y s i c a l
p r o p e r t i e s  and  c u rr e n t  s e t t i n g s  f o r  each  t e r m i n a l , the  TC own s
a d a t a  s t r u c t u r e  ca l led  the  t e r m i n a l  p r o f i l e .  This  d a t a
s t r u c t u r e  is made  a v a i l a b l e  to any  p r o c e s s  r e q u i r i n g
i n f o r m a t i o n  a b o u t  t he  t e r m i n a l  t h r o u g h  a set of c a l l s  on IC
r o u t i n e s .  In t he  c o n f i g u r at i o n  r e l e v a n t  here , the IC e x t r a c t s
da ta from the profile in order to perform the correct
forma tting, and the TM? needs read access to the profile to
assist its negotiation of options that deal with terminal
c h a r a c ter istic s ( s uc h  as l ine wid th , echo in g ,  etc.). The TM?

- - n eeds  wr ite acces s to the p ro f ile when an opt ion tha t bears
influence on the terminal parameters has been successfully
n e g o t i a t e d .

7 . 3 . 6.2 .  S ince  the TC is the  owner  of t he  term inal  prof ile it
S s h o u l d  be the only one that modifies it. Hence , the IC sh oul d

p r o v i d e  f u n c t i o n s  c a l l a b l e  by o t h e r  p roces se s  to read or m o d i f y
the prof ile , such as a READTERMPROFILE and a SETTERMPROFILE.
In the hos t case these f u n c tions may be par t of the opera ting
system; in the IAC they could be provided by the IC itself. It
should  be no ted tha t the TC it self  never  in iti a tes a new

S s e t t i n g  f o r  the  t er m i n a l  p r o f i l e , as th is m ust be done by the
p roces s  t h at  c o m m u n i c a t e s  w i t h  the  terminal user. The TC does

- • have  r e s p o n s i bi l i t y  f o r  the initial settings of the profile ,
h o w e v e r .

4.

7 . 3 . 7 .  IC O p e r a t i o n

7 . 3 . 7 . 1 .  The IC is a c h a r a c t e r  o r i e n t e d  i n t e r f a c e, t h a t  u s u a l l y
- r e s i d e s  b e t w e e n  a p r o c e s s  and a physical terminal. Each

ter minal is ass igned an ID (s uch as l ine n u m b e r )  and the
‘o w n i n g ” p rocess  is known by some process ID. The TC passesf. .‘, c h a r a c t e r s  t y p e d  on the  t e r m i n a l  to the reques ting process and

TM? Spec if ica tion page 34
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v ice  ve r sa  u s i n g  t hese  ID ’s. In a d d i t i o n , the  p rocess  m u s t  be
able  to m od if y  the p ro f ile of the term inal it is comm un ica ting
with , so it can adapt the terminal characteristics to its

- o pe r a t i o n .

7 . 3 . 7 . 2 .  When  a t e r m i n a l  user  is talking to a remote process it
is neces sary  f or the remo te TC to med ia te be twee n a TM ? and a
p r o c e s s .  In t h i s  s i t u a t i o n  the remo te III ? ac ts like a pse udo
terminal , i.e. its operation is limitted to submitting and
r e c e i v i n g  c ha r a c t e r s  to and from the IC. The access to the
t e r m i n a l  p r o f i l e  is s o m e w h a t  more complex as both the process
and the  THP may need to m o d i f y  it. (Note that a profile in this
case is a p r o f i l e  of a p s eudo  t e r m i n a l . )

7 3 7 3 As we do n o t  a s s u me  tha t p r o c e s s e s  shou ld  distinguish
- b e t w e e n  rea l  and pseudo  t e r m i na l s , the IC must somehow

- 

d i s t i n g u i s h  b e t w e e n  the  two . The TH? s h a l l  r e q u e s t  that it be
i n f o r m e d  by t he  TC w h e n e v e r  c h a n g e s  a r e  made  to the p ro f ile by
t h e  p r o c e s s .  Th i s  is done  so that the IMP has an updated
v e r s i o n  of t h e  p r o f i l e , and so that the IMP can i ni t i a t e  option
n e g o t i a t i o n  if t h e  c h a n g e s  in t he  p r o f i l e  j u s t i f i e s  it. Only a

— s u b s e t  of the  p r o f i le  w i l l  c o n t a i n  c h a r a c t e r i s t i c s  that are
n e g o t i a b l e  by the  TM ? , exam p les b e ing echo ing mode and tab
s i m u l a t i o n .

7 . 3 . 8 .  IC—TM? C o m m u n i c a t i o n

S 7 . 3 . 8 . 1 .  C o m m u n i c a t i o n  w i t h  t h e  IC is assumed to be
* 

a c c o m p l i s h e d  via s i g na l s  and s u b r o u t i n e s  tha t the IC makes
ava ilable to all processes. Signals and calls affecting the

L • I THP can be categorized into from—user text , to—user text , and
I terminal prof ile operations.

* 7 . 3 . 8 . 2 .  The TC sends  a D A T A — A V A I L A B L E  signa l  when i t  has  t e x t
f r o m  the  use r  to send to the  n e t w o r k .  When  ava il ab le  to do so ,

V t h e  THP r e s p o n d s  by p e r f o r m i n g  a READTC c a l l  to copy the da ta
i n t o  a l e t t e r  b u f f e r .  The IMP calls WRITETC in the IC when it
n e e d s  to pass t e x t  to the  u s e r .

4.

~c Z 7 . 3 . 8 . 3.  As m e n t i o n e d  in t he  las t sec tion , the IC manages  a per
* 

t e r m i n a l  d a t a  s t r u c t u r e, the terminal prof ile. The profile may$ be read and mod ified through TC subroutines. RRADTERMPROFILE

~~ 

.-

~~ 
and SETTERL4PROFILE subroutines make it possible for the TN? to

~~~ - 
•
.
~, change the way the IC handles the terminal. This ability is

required if the exact terminal characteristics are to be made
known to the TC for proper terminal handling, and to the IMP

-. -
,
~ 

f o r  n e g o t i at i o n  of o p t i o n s .

TB? S p e c i f i c a t i o n  page 35
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8. IMP I M P L E M E N T A T I O N

8.1. I n t r o d uc t i o n

8. 1.1. The fo l l o w i n g  s e c t i o n s  d i s c u s s  some of the implementation
i s s u e s  t h a t  are important in any TUP. It is necessary to
e s t a b l i s h  a mode l  of imple m en ta tion to give a f r a m e w o r k  f o r
d i s c u s s i n g  the  i s s u e s .  We have chosen such a m odel , but the
c h o i c e  does  n o t  i n d i c a t e  that a particular implementation must
c o n f o r m  to t h i s  m o d e l .  Our  mode l  is m o d u l a r  and eas ily
u n d e r s t o o d .  I t  is a l so  c o n s i s t e n t  w i t h  the  i n t e r f a c e
requirements set forth in the  TCP specification (Reference 2].

8.1.2. The THP is modelled as one superior process (external -

event handler) which interacts with its neighboring modules , the
IC a nd the TCP , and sched u les two inf er ior p rocesses , the
from—user text handler and the to—user text handler (see Figure
5). The THP is modelled as one instance , wh ich h a n d l e s  the
multiplexing of all IMP connections. (Again , this is assumed for
discussion only and does not imply that an instance of THP per
user is not an acceptable implementation model.)

8.1.3. The processes of the IMP access several data structures ,
I most of which are shared . Communication between the three IMP
* 

processes is through the intra—THP signal board. Two lists , the
• to—net letter list and the from—net letter list , ho ld  en tr ies f o r

ea ch pending SEND or RECEIVE letter . A Connection Management
- Block (CHB) holds per connection state information , and a User
I Multiplexing Block (UMB) holds per user information required for

I- * multiple connections and connection preemption. The data
structures are discussed again in 8.2.

8.1.4. A set of subroutines are shared among the processes. They
- ar e invoked by ca l l , in con t ras t to the process es wh ich a re

scheduled. The various processes and subroutines are called the
a functional modules of the TM? and are discussed in 8.3.

8 .1 .5 .  F i g u r e  5 show s the rela tionsh ips amo ng the f un c tional
modules of the IHP and the letter lists. Text and letter flow is

4 shown in sol id lines , signal—type control in dot—dashed lines ,
and subroutine call control in dashed lines. To aid in
un d e r s tand ing the re la ti onsh ips , a br ief sce nar io of a typical

•
‘ • operation is given below.

T ~ 
• 

8.1.6. The scenar io is between a terminal user and a remote
proc ess from which the user obtains some service , such as

a- information retrieval. The scenario will include a r e q u e s t  by

IMP Spec if ica tion page 36
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- •the user and a reply by the process. The connection
e s t a b l i s h m e n t  phase will not be covered. The user will be
assumed to be a t  a l i n e — a t — a — t i m e  t e r m i n a l , w i t h  the  echo
provided by the terminal device.

.5. 8.1.7. The user types a request on h i s  t e r m i n a l  and t e r m i n a t e s
the request with an end—of—line character , such as a carr iage
re turn. The characters from the user are echoed by the terminal
so no echo charac ters are sent from the TC to the terminal. When

S 
the IC receives the end—of—line character , it sends the l ine of
text to the THP. This is done by signalling the TUP that data is
available and awaiting a REA DTC call from the TM?.

8.1.8. When the TM? runs , its external event handler determines
if any new data from the IC is available. If there is, its
address and length are copied to the CMB for this connection and
the from—user text handler is signalled (through the intra—THP

- I ~
--  signal board) to copy the text to a letter buffer .

• 8.1.9. The from—user text handler is responsible for scanning the
str eam for any special control characters typed by the user and
packag ing the text into one or more letters. The letter buffer ’s

• - 

- address is added to the to—net letter list and a SEND event isa
- sent to the IC?, via the to—IC? event sender. The E n d — o f — L e t t e r

51 (EOL) flag is always set in the SEND event. The to—net letter
l ist s imply  ho lds  le tt er b u f f e r  add re s se s  so tha t SEND re turn
events from the ICP can be associated with a specific letter.

- 

8.1.10. Once the SEND is performed by the TN?, transmission is
- complete. Acknowledgement of letter delivery to a remote TM?

- - b uf f e r  is de tec ted by the re tu rn  even t f o r  the SEND , wh ich is
handled by the IC? event receiver . The return causes the letter
b uffer address to be removed from the to—net letter list and the
b uffer space freed, both by the IMP control handler when called

- 
• by the from— IC? event receiver.
ta.

-

• 

I 8.1.11. The reply to the user ’s req uest arrives as an incoming
- 

- letter from the IC?. The IMP must have passed prev ious R E C E I V E-• 

eve nts to the IC? to make the IC? aware of its receive buffers.
The TM? keeps a record of its receive buffers by placing their

c -Z address on the from—net letter list. A return from the RECEIVE- t ~~
- event indicates that there is a letter or partial letter in ther .~~~ rece ive buffer , depend ing on the mode specified in the RECEIVE.

The re tu r n  even t is f ielded by the  f r o m — T C P  e v e n t  r e ce i v e r , wh ich
-

- signals the to—user text handler to process the L e t t e r .

8.1.12. The to—user text handler is responsible for scanning the

TM? Spec i f ica tion p igs 38
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l e t t e r  f o r  c o n t r o l s  and p e r f o r m i n g  any c h a ra c t e r  set  t r a n s l a t i o n
that is required. Finally ,  it calls the TC to transfer text to
the user ’s term inal , through a call to the user event sender.
(The call on the TC is unspecified here. It should return

• 
w i t h o u t  b l o c k i n g  and s h o u l d  i n di c a t e  how m u c h  t e x t  was c o p i e d . )
When the text has been copied , the letter buffer should be
removed from the from—net letter list.

8.1.13. The transaction ends when the IC notices it has text for
— the user ’s terminal and sends the text , with wha tever c h a r a c t e r

code t r ans la tion and f o r m a tting is nec es s a r y ,  to the terminal.

8.2. Data Structures

8.2.1. Unders tanding the data structures of a program is
important to the understanding of its functional operation. In

• 
this section we present the  data structures that the TM?
acc esses.

8.2.2. External Event List

5 8.2.2.1. The IMP ’s external event list is a data structure that

$ prov ides a loca t ion f o r  the  even t send ing m e c h a n i s m  to deposi t
even ts and event data. It is an unordered list , each e lemen t
of wh ich holds the event sender ’s process ID and the address of
a block of even t data. The operating system provides
pr imitives that allow a process both to create its own empty
even t list and to send events to other processes. This data 

—

S struc tu re m ay be suppor ted in ma ny ways and is used in th is
document to model the interprocess communication mechanism used
f o r  IMP—IC?  and some IC—TM? c o m m u n i c a t i o n .

8 . 2 . 3 .  I n t r a — T H ?  S i g n a l  Bo ard

8.2.3.1. The TUP signal board prov ides an inter—process
- - - signalling capability for the intra—TM? processes. An entry on

the boa rd  is a sing le bit , se tt ab le  by any TM? f u n c tional
- ‘ mod ule and resettable by the process that it signals. The

signalling of processes is an important efficiency measure. It
S aids the IMP and the process in determining what work , i f a n y ,

it has pending. Since each process does work for all IMP
connections , it would be h i g h l y  in e f f i c i e n t  s e a r c h i n g  a l l  the
CMB’s to determine that there is no work pending.
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8.2.3.2. The following signal board en tries and their
des tinations support process signalling: -

fr om—user text work (from—user text handler)

con trol work (from—user text handler)

from—ne t letter work (to—user text handler)

8.2.4. Connec tion Managemen t Block (CMB)

8.2.4.1. A shared da ta structure is required to ha lie
-: bookkeeping on a per connection basis. The data structure

shou ld  c o n t a i n  enough i n f o r m a t i o n  to d e t e r m i n e the  s t a t e  of a
c o n n e c t i o n , l o c a t e  any  l e t t e r  b u f f e r  a s s o c i at e d  w i t h  a
co nnec tion , and p rocess any  con trol  o c c u r r i n g  on or f o r  tha t

is - connec tion. The data structure that supports these functions
in the  TM ? is ca l led  the Connec ti on Managemen t Block (CMB)
which is created and maintained for the lifetime of a given
connec tion. Details on the structure of the CMB are given in
Ap pendix D.

8.2.5. User Mul tiplexing Block (UMB)

8.2.5.1. Since it is possible that a terminal user will have
two connec tions open a t any tim e , one low p r e c e d e n c e  and one

S 
- h igh p recedence , and sinc e the re  is no lim it on the number of

connec tions that a process can have open , a spec ial da ta
structure , the U MB , is needed to locate the CMB’s of each

S I connec tion belonging to a user or process. Multiple
S con nections are discussed further in section 8.7.3.

8.2.6. To—ne t Letter List

8.2.6.1. The to—net letter list holds the addresses of all the
outstanding letters that have been sent via a SEND event but
have  no t rece ived re turn  eve nts (acknowledgem en ts) f r om the
IC?. No te that this requires that each SEND to the TCP is a
f u l l  letter , i.e. it has the EOL flag set.

8.2.7. From—net Letter List
$ 5

8 . 2 . 7 . 1 .  The f r o m — n e t  l e t t e r  l i s t  is the  l i s t  of c o m m i t t e d
r e c e i v e  b u f f e r s  t h a t  the  TM ? has  offered for this connection
th r o u g h  previous RECEIVE even ts.

IMP S p e c i f i c a t i o n  page  40
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8.2.8. Con trol Queue

8.2.8.1. The con trol queue is a data structure that is shared
be tween the IMP control handler and the from—net text handler
f o r  the purpose  of stor ing con trols tha t need to be inser ted in
the IMP—TM? data stream .

8.3. Functional Modules

8.3.1. The functional modules of the IMP are a composite set of
THP processes and subroutines. In conjunction with the data
str uc tu res  descr ibed p rev io u s l y ,  the module descriptions below
help to present a comprehensive implementation model. Figure 5
is a useful diagram for viewing these interrelationships.

8.3.2. Ex ternal Event Handler (process)

8.3.2.1. The ex ternal event handler is th•e top—level process of
the TM?. It examines the IMP external event list and calls -

user or from—TCP event receiver , depe nd ing on the so urce of the
even t. The handler has the additional responsibility of
s c h e d u l i n g  the  f r o m — u s e r  and to—user text handlers.

8.3 .3.  Use r  E v e n t  Rece iver  ( sub r outi ne )
a 8.3.3.1. The user event receiver , when called by the external

eve nt h a n d l e r , is res pons ib le f o r  tra n sla ting even ts f r om the
p rocess  on the user ’s side (IC or other process) into calls and
signa l s  on the IMP ’s functional modules . The most notable
event will be the DATA—READY signal from the IC, indicating
that data can be copied from the IC’s user output buffer.

8.3.4. From—IC? Even t Receiver (subroutine)

a 
8 . 3 . 4 . 1 .  The user even t rec eiver , when ca l l ed  by the ex te r n a l
even t h a n d l e r , is responsible for translating events from the
IC? in to ca l l s  and signals  on the TM? ’s functional modules.

-: Many of the events will be return events , co r r e s p o n d ing to the
call even ts previousl y sen t by the IMP. The event receiver
must also support the IMP—IC? event acknowledgement scheme by

S 

send ing ACK/NACK events through calls on the to—TCP event
~~~~~~ sender.

$
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p
8.3.5. User Event Sender (subroutine)

8 . 3 . 5. 1 .  The TM? user even t sender  is res pon sible  f o r  mak in g
cal ls  upon  IC sub r o u tines and send ing signa l s  to the IC whe n
instructed to do so by the other intra—THP modules.

8.3.6. To—TCP Event Sender (subroutine)

8.3.6.1. The to—IC? event sender is the module called to send
even ts to the IC?. As described in the IC? specifications

- (R e f e r e nce 2 ] ,  t he  IC? “ p r i m i t i v e s” are  a v a i l a b l e  t h r o u g h
I 

events and return events. The event sender is responsible for

S 
send ing the events listed in Appendix C.

8.3.7. From—User Text Handler (process)
- 5 ~c-

* 8 . 3.7 . 1 .  The m a i n  functions of the from—user text handler are
• to scan the  t e x t  f r o m  the  u se r  f o r  c o n t r o l s , p a r s e  t he  c o mm a n d

l a n g u a g e  when in c ommand mode , p a c k a g e  user text and TB?  -

c o n t r o l s  i n t o  l e t t e r s , and send the l e t t e r s  to the  IC?.  The
h a n d l e r  is s c h e d u l e d  by the ex ter nal even t h a n d l e r  wheneve r
there is text available from the IC to be packaged or a control
needs to be sent. The pending work for the handler is located

• by f o l l o w i n g  CMB cha ins , one f o r  h igh p r e c e d e n c e  and one f o r
* 

low p r e c e d e n c e , and e x a m i n i n g  each CZI B f o r  an i n d i c a t i o n  of
S u n p a c k a g e d  t e x t.

8.3.7.2. The handler must process the text s t r e a m  as t y p e d  by
the user (or simulated by a process). The stream includes
controls as well as text bound for the destination user. The
handler must scan the stream character—by—character since each
charac ter is a potential control character. The mode of input ,

- - 
- c o m m a n d  or s e n d — r e c e i v e , d e t e r m i n e s  w h e t h e r  t h e  t e x t  shou ld  be

r * interpreted as commands to the IMP or text f o r  the destination S

u s e r .  When  in the send—receive mode , the h a n d l e r  mu st sca n f o r
S 

the the esca pe cha r ac ter tha t signal s a re tu rn to the comm and
mode.

- 

8.3.7.3. When in the command mode , the h a n d l e r  mu st per f o rm 
-c o m m a n d  l a n g u ag e  p a r s i n g .  The h a n d l e r  m u s t  f o r m u l a t e  user

S co mm ands  in to ca l l s  on the con t rol h a n d l e r , if necessary. One
$ of the com mands  is a m ode sw itch ing command , wh ich will pu t the

-
~~ mode back into the send—receive mode.

8.3.7.4. The from—user text handler is also responsible for
~-• S adding IMP—TM? controls to the outgoing stream . The need to

•I~ 
~~

- send a control is indicated by the control handler . A separate

- IM P Spec i f ica tion page 42
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sha red  d a t a  st ruc tu re , the control queue , is used for this
purpose. These controls are a l w a y s  r e c o r d s , even if t he
connec tion itself is in the stream mode (see 8.5).

8.3.7.5. The handler packages of text and controls into letters 
-

for the IC?. (The IMP never sends partial letters , i.e.
without setting the EOL flag in the SEND event.) Depending on
the mode , st ream or record , text will be copied directly into
le tters or further packaged into TM ? r e c o r d s  (see  8 .5  for
details). Letter construction and transmission will be

I directed by the user  in some i n st a n c e s , such as the Send—Now
S 

• charac ter in the line—at—time mode. Otherwise , the ha ndler
I should send the letter as soon as i t  has  packaged  the  last

ava ilable character from the TC. When the packaging of text
into a letter is complete , the to—TCP event sender is called to —

- pass a SEND event to the TCP.

- 8.3.8. To—User Text Handler (process) 
* 

-

8.3.8.1. The to—user text handler has the basic responsibility
of translating the letters received from the IC? into text for
the user and controls for the TM?. The letters must be scanned -
and pa r sed , and text for the user must be passed on to the IC.

• 1 8.3.8.2. Scanning and parsing input

8.3.8.2.1. The handler must perform data stream (letter
conten t) scanning as specified in 8.5. Whe n controls are
encountered , the control handler is called to process them.

8.3 .8 .3 .  P a c k a g i ng  l e t t e r s  i n t o  t e x t

- 8 . 3 . 8 . 3. 1 .  L e t t e r s  c o n t a i n i ng  t e x t  sho uld be mad e ava il a b l e
to the  u se r  i m m e d i a t e l y .  The h a n d l e r  does  t h i s  by c a l l i n g

- t h e  user  e v e n t  sender , w h i c h  t h e n  m a k e s  t h e  appropriate call - -

on the TC . S

8 . 3 . 9 .  C o n t r o l  H a n d le r  ( s u b r o u t i n e )

8 . 3 . 9 . 1 .  The c o n t r o l  h a n d l e r  is the cen ter of a l l  con trol
ac tivity; generation or receipt of controls always results in a

II, call on the control handler .

8.3.9.2. Control handling is the subjec t of section 8.6. The
‘i full set of user—IMP , TMP—THP , and IMP—IC? con trols are

presen ted there.

r 
‘- .
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8.3.9.3. When a TB? control is to be sen t , t he  c o n t r o l  h a n d l e r
notifies the from—user text handler by signalling it through
the intra—THP signal board and by adding the control to a S

shared data structure , the con trol  queue .

8 . 3 . 9 . 4 .  A c o n t r o l  may r e q u ir e  t h a t  a message be passed to the
u s e r .  In t h i s  case , the message  is sen t d irec t ly by the S

c o n t c ol  h a n d l e r , t h r o u g h  a ca l l  to the user event sender.

8.3 .9 . 5 .  Some c o n t r o l s  r e q ui r e  t he  g e n e r a tio n of a spec ial
c o n t r o l  even t  f o r  the  IC?.  The c o n t r o l  h a n d l e r  c a l l s  the
f r o m — T C P  e v e n t  receiver to generate such events.

8 .4 .  NV T Model  S

8 . 4 . 1 .  The NVT has  a p r i n t e r  and a k e y b o a r d .  The NVT p r i n t e r  has
an u n s p e c i f i e d  c a r r i a g e  w i d t h  and  page  l e n g t h  and  can p r o d u c e
r e p r e s e n t a t i o n s  of a l l  95 A S C I I  g r a p h i c s  ( c o d e s  32 t h r o u g h  1 26 ) .
Of t h e  33 A S C I I  c o n t r o l  codes (0 t h r o u g h  31 and 1 2 7) ,  and the 128
unc overed  codes (12 8 thro ugh 2 5 5 ) ,  the following have specified
meaning to the NVT printer:

8.4.1.1. NULL (NUL)

* A no operation. -

8.4.1.2. Line Feed (LF)

.
5 Moves t he  p r i n t e r  to the  n e x t  p r i n t  l i ne , k e e p i n g  the  same

* h o r i z o n t a l  p o s i t i o n.

8 . 4 . 1 . 3 .  C a r r i a g e  R e t u r n  ( C R )

Moves  t he  p r i n t e r  to the  l e f t  m a r g i n  of t h e  c u r r e nt  l i n e .

8.4.2. In addition , the f o l l o w in g codes  sha l l  have  d ef in ed , but
not required , effec ts on the NVI printer. Neither end of a TM?
c o n n e c t i o n  may a s s u m e  t h a t  th e  other party will take any
p a r t i c u l a r  a c t i o n  upon  r e ce i p t  or t r a n s m i s s i o n  of t h e s e :

8 . 4 . 2 . 1 .  B E L L  ( B E L )

Prod uces an aud ible  or v isibl e signal (wh ich does NOT move
the print head) .

TUP Spec if ica tion pag e 44
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8 . 4 . 2 . 2 .  B a c k  Space  ( B S )

Moves  t he  p r i n t  head one c h ar a c t e r  p o s i t i o n  t o w a r d s  t h e  lef t
m a r g i n .

8 . 4 . 2 . 3 .  H o r i z o n t a l  Tab ( H I )

Moves  t he  p r i n t e r  to t he  n e x t  h o r i z o n t a l  t ab  s t o p .  It  *

r e m a i n s  u n s p e c i f i e d  how e i t h er  p a r t y  d e t e r m i n e s  or
-: e s t a b l i s h e s  w h e r e  such  t ab  s tops  a r e  l o c a t e d .

8 . 4 .2 . 4 .  V e r t i c a l  Tab ( V T )

- Moves the printer to the next vertical tab s t o p .  I t  r e m a i n s
unspecified how either party determines or establishes where
such  t ab  s tops  a r e  l o c a t e d .

8 . 4 . 2 . 5 .  Form Feed ( F F )

Moves t he  p r i n t e r  to the top of the next page , keeping the
-

S s ame h or i z o n t a l  p o s i t i o n .

* 
8 . 4 . 3 .  Al l  r e m a i n i n g  codes  do n o t  cause  t he  N VT p r i n t e r  to take

S any  a c t i o n .

8 . 4 . 4 .  The s equence  “ CR L F” , in a c c o r d a n c e  w i t h  t h e  definitions
S above , will ca use the NVT to be pos iti oned a t the lef t m arg in of
S the next print line (as would , f o r  exa mp le , the seque nce “L?

• 
CR”). Howev er , many systems and terminals do not treat CR and LF
independently, and will have to go to some ef~~~rt to simulate
their effect. (For example , some terminals do not have a CR

- independe nt of the LF , but on such terminals it may be possible
to  s i m u l a t e  a CR by backspacing.) Therefore , the se qu ence “CR
1SF” m u s t  be t r e a t e d  as a s in g l e  “ new l i n e ” cha rac ter and used
w h e n e v e r  t h e i r  combined  a c t i on  is i n t e n d e d ;  t he  s e q u e n c e  “CR NUL ”
must be used where a carriage return alone is actually desired;

* and  the  CR c h a r a c t e r  must be avoided in other contexts. This
4 rule gives assurance to systems which must decide whether to

p e r f o r m  a “ new l i ne ” f u n c t i o n  or a m u l t i p l e — b a c k s p a c e  t h at  the
IMP s t r e a m  c o n t a i n s  a c h a r a ct e r  f o l l o w i n g  a CR tha t w i l l  a l low a
r a t i o n a l  d e c i s i o n .

1~ 5 ~J 
-

8.4.5. The NVI keyboard has keys , or key co m b ina tions , or key
L

w’
S sequences , for genera ting all 128 ASCII codes. Note that

al tho ugh m any have  no e f f e c t on the NVT pr in ter , - the NVT keyboard
is ca pa b l e  of genera ting them.
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8.4.6. In addition to these codes , the NVT keyboard shall be
ca pabl e of generating the following additional codes , wh ich ar e
described in section 8.6:

8.4.6.1. Synch , Br ea k ( B R K ) ,  Inte r r up t Pr ocess ( I P ) ,  Abort
Output (AO), Ar e Y~~u There ( A Y T ) ,  Era se Charac te r ( E C ) ,  Er ase
Line ( E L )

8.4.7. The spirit of these “ex tra ” keys , and also the printer
f o rma t e f f e c tor s, is that they should represent a natural-
ex tension of the mapping that already must be done froin ”NV T ”
into “local” . Just as the NVT data byte 68 should be mapped into
whatever the local code for “uppercase D” is , so the EC character
should be mapped into whatever the local “Erase Character ”
function is. Further , just as the mapping for 124 is somewhat
arbitrary in an environment that has no “ve rti cal  b a r ” characte r ,
the EL character may have a som~ what arbitrary mapping (or none
at all) if there is no local “Erase Line ” facility. Similarly
for format effectors: if the terminal actually does have a 

-

“V ertical Tab” , then the mapping for VT is obvious , and only when
the terminal does not have a vertical tab should the effect of VT
be unpredictable.

8.5. IMP Data Stream Scanning

8.5.1. THP— to—TMP data stream scanning is the interpretation of
the contents of letters passed between THP ’s. This scanning,
which is not to be confused with the scanning of terminal user ’s
input , can be handled in one of two modes , which differ in the5 

- 
. way text and controls are intermixed in the data stream. The

first , the record m ode , d ivides the data stream into records (of
varying size) so that both text and control appear as records in
the stream . The second mode , the stream mode , is unformatted and
allows text to appear anywhere in the stream. The need to
include controls in the stream is satisfied by a special escape
charact er that signals the THP that a control follows .

8.5.2. IMP ’s are required to implement both schemes , with the
record—mode being the default. A special THP control enables the

S ~ receiver switching from one mode to another; this is described in
section 8.6.1.5.4. - S

I C
8.5.3. Both directions of data flow need not be in the same mode;
a TM? may send letters in the record mode and receive letters in
the stream mode. A IMP may request that the remote TM? start *

sending in a new mode by using a REQUEST—MODE control. This
request , like an option negotiation request , may be re jec ted by
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th e foreign TM?. However , the local TM? may inform the remote
TM? of its intent to switch modes by sending a SET—MODE control.
This indication is not a request ; it must be accepted by the
remote TM?. This design allows the implementation of a TM? with

* only one sending mode , wh ich m ay be des ir a b l e  in special
configurations like the SCCU.

- 
8.5.4. The RECORD n ode

8.5.4.1. This mode divides the data stream into records of
- varying sizes. A record consists of two parts: a header that

carries information about the size of the record and its
- 

- content , and a body that contains the data itself (text or
controls). The advantage of using the record mode is that the
receiving IMP does not have to check each character it receives
from the remote TM?. If the record contains text to be

- transferred to the user the IMP will transfer the entire text
- 

without further scanning. If the record contains IMP control
- information the appropriate control handling module is called

to process the rest of the record .

8.5.4.2. The size of records varies for a number of reasons.
- In control records , the size is determined by the number of

-~~~ parameters that have to be transmitted. For the DATA record ,
• how ever , other rules apply since additional directives may be
S 

issued by the user. The user may instruct the TM? of the
manner in which records should be created . Line—at—a—time
operation indicates that records should be made at the

* 
termination of each line. Records may also be terminated upon

•an e x p l i c i t  r e q u e s t  f r o m  t he  use r  to send the  d a t a  ~m now~~, or to
s~ n-d, the da ta every x characters. However , r e c o r d s  m ay no t be

- - 
broken , i.e., a letter must contain a whole number of records.

- 8.5.4.3. Precautions should be taken to avoid deadlocks .
Deadlocks are a problem when a TM? that operates in the record
mode communicates with a character—at—a—time process. As a
rule of thumb , stream mode should be used when the transmission
mode is character—at—a—time.

8.5.4.4. The record header consists of the following octets (in
5 ! this order):

* R e c o r d  M a r k e r  ( R N )
- 

H igh ord er b it s of t h e record  le n g th
Low order bits of the record length

~~~ 
,~
. Rec ord ty pe
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8.5.4.5. The first octet of the header is a record marker (Rn4) ,
wh ich is a begin—of—record mark. A TM?, when ex pec ting a new
record , sho uld ver if y that a RN appears as the next octet. The
RN thus enables the TEL? to verify its synchronization with

S record boundaries ; the RN also serves as a flag in the stream
- 

mode as described in the next section.

- 
S , 8.5.4.6. The next two octets comprise a 16 bit number that

repres ents the length of the record—body in octets. The high
order bit of the length is always zero and thus only 15 bits
ar e used to describe the record length. This is designed so

- that normal arithmetic instructions can always be employed by a
computer with 16 bits per word.

8.5.4.7. The cecord type describes the content of the
record—body. Rec ord types include TB? controls and data. The
complete set of control types and their formats are given in
Ap p end ix E . S

8.5.4.8 . A letter must contain a whole number of recorda .
Th us , the beginning of a letter coincides with the beginning of

S a rec or d , and the end of le tt er co inc ides wit h the end of a
. ‘ 

~~

- record. This can assist IMP’s in the synchronization of record S

boundaries. There is no limit to the number of records per —

le tter.

8.5.5. The STREAM Mode

-~ 
( ,. 8.5.5.1. In the stream mode the input stream is considered to

- be an infinitely long sequence of octets. In order to allow
THP—TH? controls to be discriminated from data , a mechanism

- must be provided to flag IMP controls in the stream.

S - 8.5.5.2. To allow intermixing of controls with text in the
- 

- .. stream , a cont rol record is inserted into the stream. The -

- - 
- 

beg in—of—record mark (RM) acts as a flag for the remote IMP
-~ that what follows is a single record , to be interpreted as a

-
S con trol. To avoid ambiguity, the bit pattern that represents

the RM is outside the ASCII character set so that all ASCII
charac ters are still available. The octets following the RN -

~~ 

.
, mu st obey the rules for records: two octets representing the

!~ . :~ - 
- length , a type octet , and (possibly) a body. At the end of

-~~ this record the mode is switched back to the stream mode.

8.5.5.3. The mechanism described above requires a single

~~~ control parser per TB? for both record and stream mode. In the
r e c o r d  mod e the co nt rol par s e r is c a l l e d  f o r  eve ry  con t rol type

I T U P  S p e c i f i c a t i o n  page  48
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reco rd , and in the stream mode the control p a r s e r  is ca l led
when a RH is encountered in the data stream.

8.5.5.4. Since the RM has a special meaning to the receiving
IMP i t  c a n n o t  be a p a r t  of the data exchanged between the

• users. In special cases , when other than textual data is
— exchanged between users (e.g. binary da ta ) ,  and it is n e c e s s a r y

- 
to transmit a bit pattern identical to that of the MM , a rec ord
is required. This can be achieved by either switching to the
record  mode  or  s e n di n g  a r e c o r d  of typ e DATA con ta ining the RH
octet.

8.5.5.5. The stream mode should be used when a
- — 

character—at—a—time type communication exist between IMP’s, or
whenever short messages dominate the conversation. Stream mode

- should be avoided if the data being transmitted is non—textual.

8.5.5.6. Con trols are always transmitted in records. This ,
aga in , ca n be ach ieved by eit h er  sw it ch ing to the record  mode
or send ing a control type record in the stream mode.

8.5.5.7. The most important difference between the modes is
S that in the record mode all octets are guaranteed to belong to

- a record , w h e r e a s  in the st rea m mode oc te ts t h a t  do n o t  f a l l
within record boundaries are considered text.

8.6.  IMP Con trol Ha ndl ing

8 . 6 . 1 .  I M P — I M P  C o nt r o l s

8 . 6 . 1 . 1 .  IMP ’s e x c h a n g e  con tr ols by send ing r e c o r d s  in the da ta
stream. The controls are filtered out of the stream being
passed to the user. Some of the controls are usei to represent
features commonly found on systems , o ther s prov ide f o r  the

* 
- n e g o t i at i o n  of NVT c h a r a c t e r i s t i c s, and  o th e r s  su pp or t genera l

-
~ - TH?—level connection management. More details of the exact

- 

r e c o r d  s y n t a x  f o r  each  c o n t r o l  can be f o u n d  in A p p e n d ix  E.

8 . 6 . 1 . 2 .  RM

8.6.1.2.1. As already pointed out , the r e c o r d  m a r k e r  (R N )  has
two functions. In the stream mode , it serves as a control
escape  f l a g  and i n d i c a t e s  t h a t  the  f o l l o w i n g  t e x t  shou ld  be

- 5 interpreted as a control record . It also serves as a
begin—of—record mark in the record mode. For more details ,
see 8.5.

IMP Specification page 49
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8.6.1.3. Common Con trol Functions

8.6.1.3.1. Earl ier , in 4.4.3.2, the need for a set of control
S functions that translate into common system features was

- discussed. The following controls support that set of
functions:

In te r r u p t Process ( I ?)

The rec ip ien t THP should  in te r r up t the local  p rocess to
S wh ich the NVT is connected. The IC w i l l  translate the

ac tion into a meaningful message for the terminal user.
This control can be used as part of the out—of—band
signal for other protocols which use TM?.

- Abor t Ou tpu t (AO )

The rec ipien t should al l ow the c u r r e n t pr oces s to (a ppea r
to) run to completion , but should not send its output to
the user. It should also send a Synch to the remote user
(see A p p e n d i x  F ) .  S ince  t h i s  w i l l  f l u s h  all letters in
tha t direction of the connection , som e r ules m us t be
f o l l o w e d  to as cer ta in tha t the f unc tions of f l ushed
c o n t r o l s  a r e  p e r f o r m e d . (see  A p p e n d i x  F)

Are You There  ( A Y T )

- The r e c e i v e r  send back  to  the remote user some visible S

I 
• (i.e., printable) evidence that the AYT was received .

For a process , the e v i d e n c e  m ay be the sta tus of the
I. process. For a user , it sho uld be the user ’s status as
5 provided by the IC.

- Erase Cha rac ter ( E C )

The rec ipi en t shou ld  de l e te th e las t un d e l e ted cha rac ter
or “print position ” from the data stream . Thus the local

- 
- - d ele te c h a r a c ter sequence  should  be in ser ted in to the

da ta stream for the user terminal or process.

Erase  Line ( E L )

- 
.-‘~ The r e c i p i e n t  shou ld  d e l e t e  c h a r a c t e r s  f r o m  the d a t a

stream back  to , but not including, the las t “CR 1SF”
I * sequence sent over the connection. Thus the local delete

l ine seq uence sho uld be inser ted in to the da ta st ream f o r
t h e  user  t e r m i n a l  or p rocess

IMP S pec if ica tion page 50
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8.6.1.4. Option Negotiation Support

8.6.1.4.1. In section 8.8 details of negotiating options -
be tween IMP ’s are discussed. Below is the set of TII?—TH?
controls that support option negotiation.

DO

Requests that the other party perform , or confirms that
- you are expecting the other party to perform the( indicated option.

S DONT -

Demands  t h a t  t he  ot h e r  p a r t y  stop performing, or conf irms
t h a t  you no longer are expecting the other party to
perform the indicated option.

W I L L  
-

I n d i c a t e s  t h e  d e s i r e  to beg in pe r f o r m in g , or conf irm s
t h a t  you  a re  now p e r f o r m ing ,  the indicated option.

WONT
S 

- Indicates the refusal to perform or continue performing
the indicated option.

.- XCONTR OL

Negotiation of some options is an agreement to include a
new c o n t r o l  t y p e .  The X C O N T R O L  r eco rd  has  the  new

- 
c o n t r o l  as a parameter , thus it a l lows  f o r  u n r e s t r i c t e d

- extension of the control set (see Appendix G for
details) .

~~~
. , 8.6.1.5. Connection Control

- ‘ 8.6.1.5.1. DATA

S A DATA record is sen t whenever text is being transmitted in
the record mode or when the code for RN is being sent in
the str eam mode.

!

TM ? Spec if ica ti on page 51
‘

- p

- 4

- 
-

- 
- —I S4i. .- - -‘ - - ~~ ~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~



-

~~~ -

~ ~
y- - -

~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

- - -
~~~~~~~~ : - -

~
--------— - - - - - --- - 

— - 

LLG MOM JBP 12 JUL 76 35940

I . IMP Implementation

8.6.1.5.2. SUSPEND

The S U S P E N D  con tr ol is sen t by the IMP when a connec tion
be ing suspended due to preemption. For a complete
d iscussion of the generation of this control and the proper
ac tion to take when this control is received , see 8.7.2.

8.6.1.5.3. CONTINUE

The C O N T I N U E  co nt rol is sen t by the TM ? when a su spended
co-anection is resumed . For a complete discussion of

- genera tion of this  con trol and the p roper  ac tion to take
whe n th is con trol  is r ece ived , see 8.7.2.

- 

8 . 6 . 1 . 5 . 4 .  SET—MODE

This  c o n t r o l  is used  to d e c l a r e  t h a t  the  mode on t h i s
d i r e c t i o n  of t he  c o n n e ct i o n  has  been set  to e i t h e r  r eco rd
or stream mode. -

I 
8 . 6 . 1 . 5 . 5 .  R E Q U E S T — M O D E

When a IMP wishes to change the scanning mode for the

• incoming receive side of a c on n e c t i o n , a R E Q U E S T — M O D E
S control is sent. This control is suggestive only and does

not require any action by the recipient. It should not be 
•

repeated unless some change in the session is experienced .

8.6.1.5.6. DM

Th is control is the in—line portion of the SYNCH command
(see Append ix F ) ,  i.e. it travels in the data stream. It
shoul d always be acco m p an ied by a IC? In te r r u pt , the
out—of—l ine portion of the SYNCH command .

5 *

8.6.1.6. Miscellaneous

5* 
- 8.6.1.6.1. NO?

~ 
No operation.

• 
-
~~ 8 . 6 . 1 . 6 . 2 .  BREAK ( B R K )

Th i s  c o n t r o l  is p r o v i de d  b e c a u s e  it is a signal outside the
ASCII set which is currently given local meaning within
many systems. It is intended to indicate that the Break S

Key or the Attention Key was hit. Note , however , tha t this
~

TN ? Spec i f ica tion page 52
•:‘

5

;

- 5*

5- ~~~~~ ‘ ______ 4~~~~~~~ L~~~~s5s ~~*S~~ S55

~~

S. ~~~~



r ~~~~~~~
— -

~~~ ~~~~~~~~~~~~~

—-- --—— 
— -- 

5~~~~~~~

-
5
.

LLG MOM JBP 12 JUL 76 35940

THP I m p l e m e n t a t i o n

p
is intended to provide a 129th code f o r  s y s t e m s  which
r e q u i r e  i t , n o t  as a synonym f o r  the I? c o n t r o l .

8.6.1.6.3. STATUS—REQUEST

$ Th is con trol a l lows  a TM ? to de term ine the sta tus of the
c u r r e n t  TMP op tions as v iewed by the IM P a t the o ther end
of the connection. It is a request for the status of
op tions that are not currently in the default state.

8.6.1.6.4. STATUS—REPLY
p

Th is con trol con ta ins the sta tus of a l l  the c u r r e n t THP
o p t i o n s  t h a t  a r e  not in the default NVT states. Therefore
t he  l e n g t h  of t h e  r e c o r d  c a r r y i n g  t h i s  control is variable.

~ 8.6.1.6.5. REPEAT S

Th is con trol is used to sign if y  the mu l tiple occ u r r ence  of
an oc tet (ASCII or binary unit). The control can be used -
when the tex t str eam f r o m  the user or process  includes  a
d a t a  o c t e t  t h a t  is re pea ted , but only  makes  sense if the
charac ter is repea ted mo re than 6 t i m e s .  Th i s  a l l o wo  f o r

- the overhead of the REPEAT control , but not for the
• - o v e r h e a d  of b r e a k i n g  a s t r e a m  I n t o  r eco rds  a t  t h e

S i n a p p r o p r i a t e  p lace , such as b e f o r e  the  las t  c h a r a c t e r .  S

8 . 6 . 1 . 7 .  Spec ia l  C o n t r o l  H a n d l i n g

Z 8.6.1.7.1. A few special rules are necessary for the reliable
opera tion of the IMP protocol. Since both controls and data
f l o w  on the IMP connec tion , it is dange ro us to f l u s h  da ta
without regard for what controls may be “in the pipe. ” Below
are  a f e w  gen era l  r ules and a spec if ic proced ur e re la ting to
Abor t Output. For further information on IMP SYNCM’s and IM P
I N T E R R U P T s  see A p p e n d i x  F.

-

~~ - 

8.6.1.7.2. General Rules

Do not send on a connection until the last FL—INT is
a c k n o w l e d g e d  (the return INT event has arrived).

•.~~~~~ _ S~~~~.SI’. *
- , Do not send a FL—INT on a connection until all previous

DM’s are acknowledged.

I~
Do no t send on a connec tion un ti l the C O N T I N U E  is
a c k n o w l e d g e d .

TB ? S p e c i f i c a t i o n  page 53
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- t
8.6.1.7.3. Abor t Output

The receiver of an Abor t Output (AO) control is obligated
to flush the pipe in the direction of the sender of the AO.
Flush ing is accomplished by sending a TCP tNT—FL. To

- s y n c h r o n ize the tim e of the IC? f l u s h  with a po in t in the
IMP da ta strea m , a DM is sent in the IMP data stream . The -

f l ush in g of the da ta st ream could cause unwa nt ed f l u s h ing
of THP con trols. If the rules listed above are followed ,
this problem can be handled by a simple procedure——after 

S

S flush ing the path with a ICP INT—FL and IMP DM , send a
SET—MODE for the current scanning mode and if Remote
Con tro l led  Trans mi ss ion and Echo ( R C T E )  is ac tive , send an
RCTE w i t h  t he  c u r r e n t  settings.

8.6.2. User—THP Con trols

8.6.2.1. The user may issue commands to control the connection ,
the IC , and the NVT . These were discussed earlier in the -

Command Language sec tion 7.1.2.

8 .6.3 .  IMP— I C ?  C o n t r o ls  S

8 . 6 . 3 .1 .  IC? P r i m i t i v e s

8.6.3.1.1. The TM? and IC? i n t e r a c t  t h r o u g h  t he  e v e n t
mechanism supported by the operating system (see 6.3). The
conven tions es tabl ished f o r  the con ten ts of the eve nt s to the

‘ 
- IC? rese mble a c a l l/ r e tu rn m echan ism , so one can speak of TC?

S p r i m i t i v e s .  The set of primitives support letter
t r ansm iss ion , connec tion m anage m ent co nt ro ls , and messages
t o / f r o m  the  PS .  In m a n y  cases , the co mm ands  ava ilab le  to the
user in the Co mm and Language  ma p d irec tly in to TCP
p r i m i t i v e s .  A l i s t  of all IC? events can be found in
Appendix C.

-S .’  8.6.3.2. Event Exchange Support

8.6.3.2.1. A small subse t of the events , the ACK and MACK
e v e n t s , a r e  used  to s up p o r t  r e l i a b l e  e v e n t  e x c h a n g e .  They

$ - p r o v i d e  acknowledgement of the receipt of an event and
indicate whether or not the event is syntactically correct.

r— ~
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8.7. Connection Management 
-

8.7.1. Connection States

8.7.1.1. The IMP uses connec tion state information to determine
t h e  a p p r o p r i a t e  a c t i on  to t ake  when i t  r ece ives  c o n t r o l s  f r o m
the user , TC , or IC?. The state of a connection is stored in
the Connec tion Manage m en t Block and should  be ava il ab le  fo r
read to any functional module. The state is modified only by
the TM? control handler . The following set of states is useful
as a c o n c e p t u a l  model  f o r  the user as well  as an imple m en ta t ion
model for the system programmer.

8.7.1.2. Op en .

8.7.1.2.1. A CONNECT or LISTEN command has been issued by the
user , b ut no IC? synchronization has occurred. To move from
th is sta te to the ACTIVE sta te e ither a SEND f r o m the user

S (C ONNECT c a s e ) ,  a co nn ect ion a tt emp t by a remo te TB? ( L I S T E N
c a s e ) ,  or initial options negotiation exchanges must occur.

8 . 7 . 1 . 3 .  A c t i v e

8.7.1.3.1. A TCP con nection has been established (see Open 
S

- - s t a t e )  and has n o t  been  p r e e m p t e d .  The connec tion has a da ta
pa th established to the user or process. For the terminal
user , this is the only path to the TH?; all text from the THP
is associated with this connection and all type—ins from the
use r  a re  bound  f o r  t hi s  c o n n e c t i o n .

5 8.7.1.4. Suspended

8.7.1.4.1. A prev iously active connection has been preempted
by a higher Category connection and both IMP ’s are
s y n c h r o n ized wit h r es pec t to the suspens ion of the
connec tion. This state has two varieties , one f o r  the
locally suspended end of the connection and one for the

S r emo te end of the conn ec tion wh ich has  been no ti f ied of the
s u s p e n s i o n .  ( N o t e  t h a t  a connec tion m ay be suspended bo th -

S locally and remotely, a situation called simul—suspend.) To
move back  to the Ac tive sta te , the in itia l l y  suspended  end
mus t be resumed by it s IMP f o l l o w i n g  the preemp tion , and the

-
~~~~ ~, remote end must receive a IMP—IMP CONTINUE control (see

8.7.2).

i.

~~~

.
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8.7.1.5. Suspending

8.7.1.5.1. As described in 8.7.2 suspending a connection
re qu ires the h a n d s h a k e  of b oth TMP ’s so they a re

S synchron ized. This is an intermediate state between the
A c t i v e  and S u s p e n d e d  s t a t e s .

8.7.1.6. Resum ing

8.7.1.6.1. Resuming a preempted connection requires sending a
C O N T I N U E  to the remo te IMP and ins ur ing tha t th is m essage has
been rece ived. According to the rules cited in 8.6.1.7.2
no th ing sho u ld be sen t on a connec tion un ti l the C O N T I N U E  is
acknowledged (the sending buffer is returned). The RESUMING S

s t a t e  s i g n i f i e s  t h a t  a C O N T I N U E  was sent but not yet
a c k n o w l e d g e d .

8.7.1.7. Closed

8.7.1.7.1. A closed connection is either a non—existent or a
clos ing connection. This state is the origin state of a
connec tion. It can also be entered upon receipt of a user 

-

ABORT command or CLOSE command. If a CLOSE was issued , the
state means that a deferred close is in progress. This is

• th e  on ly case in wh ich the sta te is ac tua l ly  recorded , since
S 

in all other cases the bookkeeping information for the
connec tion , t he  CMB , does no t  exist.

S 

- •~ 8 . 7 . 2 .  P r e e m p t i o n  M a n d l i n g

8.7.2.1. As stated earlier , one of the main responsibilities
a s s o c i a t e d  w i t h  c o n n e c t i o n  m a n a g e m e n t  is the  s u p p o rt  of
connection preemption. Preemption in this case is the
preemption of a data stream , not of time and space resources .
It is primarily a switching mechanism that allows a terminal
user to be interrupted by higher priority activity and later to

- resume at the point of interruption.

8.7.2.2. First , it is important to remember that input or
4, 

- output for a terminal user can be associated with only one
5 ,  

- connection. The terminal user cannot be expected to interpret
messages from several connections at once. A process , on the
o ther  hand , can ha ndl e the mul tip lex ing  of da ta st reams in a
n um ber  of ways , and need not be limited to one active
connec tion like the terminal user .

8.7.2.3. There are three notable characteristics of connectiont
TM? Spec if ica tion page  56
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preemption in the AUTODIN II network——( 1) preemption occurs
o n l y  f o r  t e r m i n a l  u s e r s , n o t  f o r  p roces ses , ( 2 )  pree mp ti on of a
Ca te g o r y  I c o n n ec t i o n  wi l l  neve r  o c c u r , and ( 3 )  no c o n n e c t i o n
can be pre empt ed by a c onnectio n a t a p recedence  level  low er
than or equal to the precedence of the active connection.

8.7.2.4. To ach ieve preemption , the IMP must always have one
- listening connection for each user (unless the active

connec tion is of Ca tego ry  I p re c ede nce)  and tha t connec tio n
must be in at least the IC? Open state at all times , waiting

. for connec tion attempts at precedence levels higher than the
precedence level of the active connection. This listening
connec tion serves as the path for preemption. The OPEN event
that was sent to the IC? indicates unspecified security level ,
unspecified destination address , un sp ec i f ied send p recedence ,

S rece ive p recedenc e  one ca tego ry h igher than the ac tive
connection , and unspecified ICC.

8.7.2.5. When a connection request arrives for the listening
connec tion , the request forces the listening connection into
the Active state. If another connection is already active , it
must be suspended in favor of the higher priority connection. 

-
The preemption appears to be immediate for the local user. If
another connection is in a non—Active state it should be closed
using an ABORT command. Although closing such connections is

S n ot neces sa ry  f o r  it s rel iable  o pera tion , the IMP might not be
able to dedicate the required resources for a long period.
From this it is obvious that at most one connection can be in
the open state , and on ly  one connec ti on in the
preemption—related states.

- 8.7.2.6. The IMP will retract all its receive buffers for the
- preempting c o n n e c t i o n  so t ha t  the pipe from the remote TM? is

cle ar , and no more text is delivered until the connection is
resumed . All text that is currently available in the IMP will
b e b u f f ered f o r  the  use r  and saved , and notification of the
establishment of the new preempting connection will occur.

8.7.2.7. No more text will be sent from the user on the old
-
~~ p r e e m p t e d  c o n n e ct i o n , r a t h e r  a S U S P E N D  w i l l  be sent as the last

le tt er f r o m  the pree m p ted co nn ec tion , and the connection is
S moved to the SUSPENDING state. The IC? knows nothing of these

5-
’ state changes. Figure 6 is useful in following the description

- of the suspending procedure described below. S

~~~~ 8.7.2.8. The receiver of the SUSPEND must first suspend the
output , wh ich means signaLling the user or process that it has

:‘~ I C - .
~~~~~~ 

~ S
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I’-

been  suspended , and p lace a IC ? STATUS co mmand to f ind the
exac t amount of data received by the remote IMP (Note that
since the initiating TM? has tetracted its buffers , and since
the SUSPEND le tter carried an updated TC? acknowledgement , the

• re turn STATUS event will accurately indicate the amount of data
rece ived) . The receiver of the SUSPEND must then place a IC?
flush ing interrupt (tNT—FL) and a IMP data mark (DM) in its
o u t p u t  da t a  s t r e a m .

8 . 7 . 2 . 9 .  The S U S P E N D  is then p ro cessed , w h i c h  m e a n s  tha t the
- 

- - user or process should not be allowed to create any more output
traffic until the sender of the SUSPEND sends a CONTINUE. When
the acknowledgeme nt of the f l u s h  a r r ives the rec eiver o f the
SUSPEND will regain control of its send buffers , which must be
scanned for undel ivered IMP controls . All controls should be
saved for retransmission except for a possible undelivered

5 ‘ SUSPEND which must be deleted and never retransmitted. The
convention is that if a record was only partially delivered it
is assumed by both sides not to have been delivered at all. -

8.7.2.10. The rece iver of the SUSPEND will move the connection
to the remotely Suspended state and act as a very restrictive
filter , Accep ting only a small sibset of controls (CONTINUE ,
CLOSE , I N T E R R U P T , DM). In this state it awaits one of three

S 
even ts——the resumption of the connection , a close of the
co nnec tion , or preemption at its end of the connection.

8.7.2.11. When the sender of the SUSPEND receives the interrupt
-~~~~• and rea l izes tha t h is S U S P E N D  was rec eived , it prov ides rece ive

b uffers once again so that it can receive TM? controls. When
it receives the DM , it has reached a synchronizing point , af ter

S which it expects no more text to be sent , and moves  the
connection to the locally Suspended state. It will continue

- 

* 
receiving controls on that connection but if it receives text ,
it will immediatel y close the connection. In this state , if a
S U S P E N D  is rece ived , the above procedure is repeated but the

- 5 - connec tion moves to the Simul—Suspend state.

— 8.7.2.12. When the preempting connection is closed , the IM P
will attempt to resume the old preempted connection. First it
will determine if the remote side closed , in wh ich case it will

-

~~~~ 
• inform the user. Otherwise , it will send a CONTINUE . Then it

must determine if the remote side is itself in the suspended
state , i.e. has sent a SUSPEND , in wh ich case a Suspended
remo te ly sta te is assumed. If it appears that the remote side
is waiting for resumption , the TM? will in f o r m  the user tha t

S TM ? Spec if ica ti on page 59
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- 5
the connection is being resumed , and move the connectiçn to the
Resuming state. 

S

- 8.7.2.13. The receiver of the CONTINUE will notify its user or
S process and remove restrictions on the output side.

8.7.2.14. The following rules are coupled with the above
S algorithm (in addition to those mentioned in 8.6.1.7.2 ):

8.7.2.14.1. A suspended connection that needs to be closed
should be closed via the ABORT command to avoid deadlocks .

8.7.2.14.2. The arr ival of a CONTINUE without a previous
matching SUSPEND should be treated as a NO?.

- 8.7.3. Multip le Connections

8.7.3.1. Multi ple connections are supported by the TM? for both
terminal users and processes. The limitations on the number •of
connections permitted and the precedence level of the
connections is one area where the IMP treats a termInal user
and a process quite differentl y. The mo tivation for providing

S multi ple connections for the terminal user is to provide a
preemption path; while for the process , the motivation is to
allow it to serve many connections at once. An important

• d5fference between a terminal user and a process is that the
user cannot handle text from several connections; it is awkward
to see a tag (holding the source and destination address) with

: each block of text displayed on one ’s terminal.

8.7.3.2. The terminal user may have at most two connections
opened , of which only one can be active. The terminal user can
only open one connection through commands to the IMP. The
second connection is used for a path for preemption ; thus only
the TIIP can open it. In fact , the user is not aware of having
two co nn ec ti ons un le ss an ac tive low p r ecedence  connec tion

• -~~ 
- becomes suspended as a result of preemption by a Ca tegory  I

- connection. If a user already has a Category I connection
-
~ o pened , the TM? will not bother making a preemption path

4 ava il ab l e  and as a res ul t the user will have o n l y  one
connection open . In the event that preemption occurs (see
8.7.2) bo th the preempted low precedence connection and the new
preempting connection will be established , bu t on ly the new

• con nection will be active (sending/receiving text with the user
ter minal). The preempted connection will now be in the
suspended state.

TM? Spec i f ica ti on page  60
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8.7.3.3. A process may wish to multiplex many IMP connections
to itself . It can do this by making the same address (socket)
the local end of several connections or by making a different
ad dress (socket) the local end of each connection. The IMP

• 
does not explicitly limit the number of connections or the
n um ber of Ca teg o ry I co nnec tions tha t can be served by a
p r ocess , nor doe s th e TM ? ever pree mpt a process ’s connec tion.
In reality, there must be some restriction on the number of
connections due to finite resources. 

S

8.8. Option Negotiation
5*5 —

8.8.1. The IMP is primarily designed to p r o v i d e  t e r m i n a l  o r i e n t e d
S network communication. Because this service is offered to a wide

S 

variety of terminals , the sta n d a r d  or d e f a ul t , set—up m u s t
S adequately serve the least sophisticated terminal. There is no

reaso n , h owever , wh y a more so phisticated terminal should not
- make use of its extra features if the process it is communicating

with supports those features. The option negotiation is the -

mechanism that allows THP ’s to ag r ee to use a m ore e labora te , or
ev en completely different , set of conve ntions for their
connection.

8.8.2. Negotiating options is not designed for sophisticated
• terminals and processes only, but rather provides a more general

mechanism for the THP ’s to improve communication. For example ,
if the two terminals at both ends of a connection produce

• 
S ch a rac te rs in the EBCDIC code ,  there is no reason why the text

sh ou ld be tr a n s l a ted to A S C I I  a t one end , and f r o m ASCII  at the —

L - other; the two parties can instruct their IMP ’s to negotiate an
option to transmit the text in binary and avoid the translation .

8.8.3. The basic strategy for setting up the use of options is to
have either or both IMP ’s initiate a request that some option

• take effect. The other THP may then either accept or reject the 
S

request. If the request is accepted the option immediately takes
S effect. If it is rejected , the associated aspect of the

connec tion remains as specified for an NVT . Clearly, a TM ? m ay - 

-

4 always refuse a request to enable , and m us t nev er ref use a
• request to disable some option since all TH?’s mu st be p repa red

to support the NVT .

8.8.4. The syntax of option negotiation has been set up so that
if bo th THP ’s request an option simultaneously, each will see the S

o ther ’s req uest as the positive acknowledgment of its own . 5

8.8.5. The symmetry of the negotiation syntax can potentially

IMP Spec i f ica tion p age  61
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lead to n o n t e r m i n a t i n g  a c k n o w l e d g m e n t  l o o p s — — e a c h  TM? see ing  the
inc om in g commands  no t as a c k n o w l e d g m e n ts b ut as new re ques ts
which must be acknowledged. To prevent such ioops , the f o l l o wing
r u les p reva il:

8.8.5.1. TRP’s may only request a change in option status;
i.e., a IMP may not send out a “request ” mere ly  to announce
wha t mode it is in.

8.8.5.2. If a TM? receives what appears t - ~ be a reques t to
enter some rn-ode it is already in , the req ue st sho uld n o t  be
acknowledged .

8.8.5.3. Whenever one IMP sends an option command to a second
THP , whe ther as a re quest or an acknowledgmen t , and  us e of the
op tion will have any e f f ec t on the p rocess ing of the da ta be ing
sen t from the first TM? to the second , then the command mu s t be
inserted in the data stream at the point where it is desired 5

* that it take effect. (It should be noted that some time will
S elapse between the transmission of a request and the receipt of

an acknowledgeme nt or rejection. Thus , a site may wish to
b uf f e r  da ta , after requesting an option , until it learns
whe ther the request is accepted or rejected , in o rde r  to h ide
the “uncertainty period” from the user.)

8.8.5.4. It is possible for requests initiated by processes to
simulate a non—terminating request loop if the process responds
to a rejection by merely re—requesting the option. To prevent
such loops from occurring, re jec ted req ues ts sho uld no t be
repeated until something changes. Operationally , this can mean
the process is running a different program , or the user has
given another command , or wha tever makes sense in the context
of the given process and the given option. A good rule of
thumb is that a re—request should only occur as a result of
subsequent information from the other end of the connection or
when de m and ed b y local human intervention .

8.8.6. Option requests are likely to flurry back and forth when a
con nec tion is f irs t es tabl ished , as each  par ty a tt emp ts to ge t

4 
the best possible service from the other party. Beyond that ,

- , 
- howeve r , op tio ns can be used to dyna mical ly  mod if y  the

* c h a r a c ter istics of the con nec tion to su it c h a n g ing loca l
cond itions. For example , the NVT use s a tr a n s m iss ion d isc ipl ine
well suited to the many line—at—a—time applications such a BASIC , -

b ut poorly suited to the many character—at—a—time applications
such as NLS . A server process might elect to devote the extra
processor overhead required for a character—at—a—time discipline

IMP Spec if ica ti on page 62
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is
when it was su itable  f o r  the local  process  and would  nego tia te an
appropr iate option. However , ra ther  than be ing per m an en t ly
b u r d e n e d  wit h the ex tra p rocess ing overhead , it could switch

- (i.e., negotiate) back to NV? when the more taut control was no
longer nece ssary.

8.8.7. The Mechanism of Negotiation

8.8.7.1. Two main ideas guide the mechanism of negotiation: (1)

I 
Any party may initiate or abort option negotiacion at any time

5

5 and , ( 2 )  IMP ’s a re  n ot re qu ired to imple m en t al l  or any par t of
5 ‘ the options.

8.8.7.2. Four controls are used in the context of option
- negotiation: DO , DONT , W I L L , and WONT. Each of thes e controls

must indicate the the option name it refers to and include
rel evant parameters (if any). The DO control requests the
receiver of the control to use an option. The receiver must
respond with a WILL control if he agrees to use the option , o•r
with a WONT control if he does not agree. The WILL control is

S an offer by the sender to use an option. The receiver must
respond with a DO if he agrees to use the option , or wit h a

* DONT if he does not agree. The full list of the currently
defined options , the ir structure parameters and meaning, is

• given in Appendix C.

8.8.7.3. In summary, WILL XXX is sent by either THP to indicate
its desire (offer) to begin performing option XXX; DO XXX and
DONT XXX its positive and negative acknowledgments. Similarly, 

S
~ S DO XXX is sen t to indicate a desire (request) that the other

- THP (i.e., the recipient of the DO) begin performing option
XXX; WILL XXX and WONT XXX the positive and negative 5

acknowled gments. Since the NVT is what is left when no options
- 

- ar e enab led , the DONT and WONT respo nses a re  g ua ran teed to
leave the connection in a state which both ends can handle.

- 8.8.7.4. As stated before , THP ’s do not have  to i m p l e m e n t  a l l
the  o p t i o n s .  Thus , a TM? t h at  r ece ives an o f f e r  or re ques t to -

use an option unknown to it (i.e. not imp leme nte d ) ,  ca n respond  S

negativel y and leave the connec tion wit h it s d e f a u l t conve nti on
with respect to that option.

-

- 8.8.7.5. At any time either party can disable further
S 

negotiation via the appropriate WONT or DONT.

i
i:
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8.9. Flow Con trol

8.9.1. The THP is conserva tive in handling flow control. For 
S

both directions of flow it has the ability to strictly control S

the flow of data. This is reasonable since the TM? is completely
r e s p o n s i b l e  f o r  all data passed to it. There is no way to
recover prev ious data from its neig hbor s (TC or TCP)  or f r o m  the
remo te TM? with which it is conversing.

8.9.2. The IMP is signalled when the IC has data for it to send ,
but it is the TM? that actuall y initiates the transfer. When the

S 
THP must send data to the IC , it cal ls  the IC , giving it the
b uffer address. The TM? expects a transfer to occur immediately,
even if it does not transfer the full buffer. Even if the user ’s
term inal is b locked , there  is no poss ibl ity of the THP be ing
o v e r r u n  w i t h  i n c o m i n g  ne twork  tr a f f ic since it con tro ls  the IC ?
interface so stringently.

8.9.3. The TM?’s outgoing letters can be blocked by the IC?, so
the IHP mu st be c a r e f u l  no t to accep t da ta f r o m the IC un l e s s  it
has s u f f ic ien t b uf f e r  space tha t can be used f o r  packag ing and
queuing outgoing letters.

C
8.9.4. The flow control exerted on the traffic coming f r o m the
IC? is especially interesting, because the total rece ive b u f f e r
comm itmen t , as ind ica ted in the R E C E I V E  to the IC? , a f f e c ts the
TCP—TCP flow con trol and letter acceptance mechanism as well as
the IRP—TCP flow control mechanism. As discussed in Reference 2
the TCP will d iscard incom ing tr a f f ic and adv ise the f o r e ign TCP

• not to send letters if the user ’s (IMP ’s) rece ive b u f f e r
comm itment is zero. This should be avoided , since the normal

~ •1 ~ control pa th to the THP , i.e. the contents of the letters , is
S shut if no letters arrive.

- - 8.10. Buffer Management

8.10.1. The IMP acquires buffer space from a global space1 manager , wh ich also allocates buffers to the IC? and SI?. From
5 th is space the TM ? is r espo ns ible f o r  a l loca ting send and rece ive

letter buffers to its connections.

‘ 2
8.10.2. Buffer management in the THP is closely related to flow S

con trol , as seen in The previous section. In addition to flow
- con trol  cons idera tions , a proper  b u f f e r  a l loca tio n pol icy mu st

-

~~~ speak  to the issues of dead lock  avo idance , fa irness  among
connections , and buffer preemp tion.

- 

- 
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8.10.3.  Dead lock  can occu r  on a c o n n e c t i o n  when the local side of
- the connection is waiting for some input from the remote side ,
S the contents of which determine what the next output from the

local side is to be. This or a sii’~ilar  dead lock  s i t u a t i o n  can
- happe n whenever sufficient buffer space does not exist for one
S direction of flow on either Bide of a c o n n e c t i o n .  The IMP b u f f e r

alloca tion strategy must provide for some minimum buffer space
per d i r e c t i o n, r a t h e r  t h a n  per c o n n e c t i o n .  O t h e r w i se  one
d irec tion of f l o w  co uld monopol ize the b u f f e r s  a l lo tted f o r  the

I connection.

8.10.4. Fairness of buffer allocation among connections can be
* ach ieved by keeping the allocation per connection similar in

- size. This assures a bandwidth that is equally distributed among
* 

S 

the connections. This is true because the IC? flow control
- mechanism is heavily dependent on the receive buffer commitment .

8.10.5. It is necessary to assure a minimum bandwidth for high
precedence connec tions. Part of this responsibility is assumed5

-~ by the TCP (see R e f e r e n c e  2 ) ,  but the TM? m u s t  a lso c o n t r i b u t e  to
* giving high precedence connections a .high level of service. To

I gua ran tee a m in imum bandw id th , Ca tegory  I connec tions mus t be
S g u a r a n t e e d  b u f f e r  space , u n l e s s  a l l  c o n n e c t i on s  a re  C a t e g o r y  I.

S (In  t h i s  case , the  c o n n e c t i o n  should  be c losed  due to the lack of
S r e s o u r c e s , r a t h e r  than r isk ing deadlock on the o ther connec tions

by red ucing their buffer space.) If preemption of buffers held
* 

- by lowe r p recedence  connections is necessary, then the lover
precedence connec tion should be closed to recover its buffers.

a;

4
~5 

— -Sb
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$
- 9. MEASUREMENTS

5 
5-

9.1. To evaluate the extent to which the THP , TCP , and PSN can
de l ive r  s e rv i ce s  as r e q u i r e d  and to i d e nt i f y the  d o m i n a n t  5_

s.

- $ p a r a me tar s  t h a t  a f f e c t  t h a t  se rv ice , a c o m p r e h e n s i v e  set of
performance measurements must be made . Measurement will also be a

S v a l u a b l e  tool f o r  d e t e r m i n i n g  the i n i t i a l  s e t t i n g s  f o r  the va lues
of IMP parameters.

-

- 
— 9.2. Measurement Implementation Philosophy

: 1
9 .2 .1.  The TM? level  m e a s u r e m e n t s  may be accompl i shed  by u s ing
i n s t r u m e n t e d  v e r s i o n s  of the IMP process in selected locations.
These specia l  ve r s i ons of the TM? may col lec t sta ti stics of
var ious kinds that may be reported to a local file on a host, or
via a connection from a TAC.

- 

~
S 

- 9.3. Performance Measurement

9.3.1. Throughput and delay should be measured as a function of
precedence level , r ecord  verses  st rea m mode , l ine mode , TM?
buffer allocation strategies , letter sizes , etc. Overhead should
be evalua ted in several modes of user activity.

9.4. •Single  Connec tion Meas ureme nt s

9.4.1. Round trip delay times

• * 9.4.1.1. The time from the moment the letter is sent by the TN?
— to the time that the send buffer is released by the TCP.

9.4.1.2. In charac ter—at—a—time remote echo mode the time from
- 

- 
the m ome nt the user  types a cha rac ter to the time tha t the user
rece ives the echo.

‘ S  2
9.4.1.2.1. Th is measurement should be parameterized by letter
size to distinguish from one set of round trip times and

- 
- another.

I.
•5 4

-

~~~ 
~ 9.4.1.2.2. Network destination , curren t configuration , and

5 traffic load may also be issues of importance that must be
t a k e n  i n t o  a c c o u n t .

-
~~~ ~~ 9 . 4 . 2 .  L e t t e r  S i z e  S t a t i s t i c s

9.4.2.1. Histogram of letter size in both directions on the TM?
connec tion. SF,

TM? S p e c i f i c a t i o n  page 66 
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9 . 4 . 2 . 2 .  R a t i o  of t e x t  o c t e t s  to t o t a l  o c t et s  in l e t t e r s .  This
S is a m e a s u r e  of the  ove rhead  due to TM? c o n t r o l s  and r e c o r d s .

This measurement should be parameterized by record verses
stream mode.

4.
9.4.3. Effec tive Throughput

9.4.3.1. This is the long—term rate at which text is processed
- 

through the IMP . The time interval over which the measure is
made is a parameter of the measurement experiment. The shorter
the interval , the more bursty we would expect the measure to

S b e .

9.4.3.2. The measurement should be made with a process
genera ting ar ti f ic ial inp ut as well as a h uman user a t a

S 
key board  g e n e r a t i n g  i n p u t .

9 . 4 . 3 . 3 .  Since t h r o u g h p u t  may be d e p e n d e nt  upon  b u f f e r
a l l o c a t i o n, t h i s  v a l u e  mus t  be r eco rded  a lso . -

9.5 .  M u l t i c o n n e c t i o n  M e a su r e m e n t s

9 .5 .1 .  S t a t i s t i c s  on user  commands  s en t  to the  local TM ? .

9.5.2. Statistics of error or success codes returned.

9.5.3. Coun ter for each control over all letters emitted by the
5 TM? and another for letters accepted.

9.5.4. Percen tage of data carrying letters.
- 

- 

5 9 . 5 . 5 .  Ove ra l l  r a t i o  of t e x t  o c t e t s  to  t ot a l  o c t e t s  in l e t t e r s
* sen t and received by the TM?.

9.6. Minimum Measurement Facilities

** 9 . 6 .1 .  The c o r r e c t  a l g o r i t h m s  and parameter settings for flow
S control and buffer allocation must evolve from experience with

TM? implementations. Thus it is suggested that some measurement
fac ilities in the THP be regularly used through initial

• z i m p l e m e n t a t i o n  and a c c e p t a n c e  t e s ti n g  and in to the “produc t ion ” S

p h a s e .

~~~~~~~~~~ 

E r r o r  Log

9 7 1 The TM? should log in a file the protocol errors it
d e t e c t s .  The e r r o r  r e c o r d s  shou ld  i n c l u d e  a t i m e  s t a m p  and the

IMP Spec if ica tion page 67
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M e a s u r e m e n t s

$

TM? record. This log should be examined daily by the computer
S 

operator or ch ie f  p r o g r a m m e r , and e r r o r s  due to local  problems
S 

corr ected. Errors due to remote problems should be reported to
I t h e  r e m o t e  s i t e  and  to the  NCC .

- - 

$ 
9.7.2. It is especially important to record violations of S/PIT S

- in this error log (or another log). S/PIT violations should be
- - - reported to the NCC periodically.

- 9.8. Deb ugging Aids
S~~~~~~~

9.8.1.  Whe n THP i m p l e m e n t a t i o n s  a re  b e i n g  tes ted , e i t he r  -

I in itia l l y  or af ter a mod if ica tion or pa rame ter change , it is
I- , d e s i r a b l e  to track the execution of the Iii? in some detail. In S
- par ticular it is useful to log the control records in some cases
- - the  da ta  f o r  some or all of the messages sent and received by the

- 
TM?. The TM? should be prepared to log such information when a

S debugging flag is set. 
S

~ 
(C

TN? S p e c i f i c a t i o n  page 68
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1—

A P P E N D I X  A.  A D D R E S S I N G

A. A d d r e s s i n g  is a g e n e r a l  m e c h an i s m  f o r  r o u t i n g  messages  (t e x t ,
le tters , segmen ts , packe ts, ...) to a destination. The addressing

* re qu irem en ts of each en tit y (use r , THP , IC?, PS , ...) may be quite
- - different since the destination entity is almost always different.
S 

In the AUTODIN I t  network , several layers of addressing exist.
These l a y e r s  are ke pt as inv isible  as poss ible to h igher  level
p ro tocols , in hopes  of p resen ting one coheren t a d d r e s s ing model to

I the user. Below , a few of the more important layers of addressing
are  d isc usse d , in order of closeness to the terminal user.

S B. User Addressing

1. A user address must be simple enough to permit destinations to - -

• be specified by subscriber ID, when the user is supported by a
• TAC . Yet it must be powerful enough to address an experimental S

version of a standard function on some host computer. To this
end , a user address has the following form :

Subscriber ID. (16 bits) This field corresponds to a terminal
5 user on a TAC or to a host—entity. It is a required part of

the address.

S 
User ID. (12 b its) This field is used for addressing host 11
users  or sta n d a r d  h ost fu n c ti ons and cons ists of two subf ields
as f o l l ows :

• 
~ $ User ID Type FLag. (1 bit) A zero means the User ID ?roper

is a static ID, such as directory name; a one means the User
S ID ?ro per is dyna mi c , such as a process name or job number . S

I User ID Pro per. (11 bits) Depending on the previous bit ,
this field may contain a static or dynamic ID. The field

S will be zero for a TAC subscriber.

- 
Function Suffix. (4 bits) This field is used to select a —

• par ticular function offered by the user above. It defaults to
z ero , sugges t ing tha t a us er ’s well known address should have a

* z e r o  F u n c t i o n  S u f f i x .
- -‘15

2. Exam ples S

User B is a terminal user supported by a TAC and always listens

I’, f o r  a con nec tion a tt emp t on h i s  d e f a u l t  F u n c t i o n  S u f f i x .  The
ad d ress of user B is <subscr iber  ID — B> <user  ID — 0>

TM? Spec if ica ti on page Al

(

S •

—~~~ — — ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ - 
~~~~~~~~~~~~~~~~~~ ~~ ~~~~ ‘_S ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -



‘~~~ 5- 

~~~

5- 
- -

~~~~~
- ---

~~~~ . . , _ -
~~~~~ 

~~~~~~~~~~~~~~~ 5 - ’ 5 -
~~~~~~~~~~~~~~~~~~ -~-——— . -- --— ---- ~~~~~~~~~~~ - S-*~~5 - S 5  ~~~~** s-.*s~~~~s ~~~~~~~~~ - ~_ 5~~~~S

1 $

LLG ROM JBP 12 JUL 76 35941

A p p e n d i x  A

< F u n c t i o n  S u f f i x  — 0> . This is the simplest address that can
be specified.

Suppose hos t D has a spec ial pro cess , C , tha t prov ides an
experimental version of the standard function service , E. To
acces s th is serv ice , an add re s s  like the f o l l o w ing will be
used:

< s u b s c r i b e r  — D><userid — C’ s static ID><Function Suffix — E>

I This represents one of the most complex types of user
addre ssing offered. It demonstrates the use of a static User
ID to prov ide a “well—known ” a d d r e s s  f o r  a glob al a d d r e s s in g
mechanism.

C. IC? Add ressing

5 

1. The IC? addressing scheme is based on sockets. A socket is
the conca tena ti on o f a TCP iden ti f ier and a por t , each  of wh ich
is a 16 bit entity. The conversion of user addresses to IC?
addre s se s is acco mp lished using the f o l l o w ing r u l e s :

(1) The Subscriber ID becomes the IC? identifier if a User ID
is p rov ided , i.e. if the Subscriber ID refers to a host.

( 2 )  The User  ID , if present , maps directly into the leftmost
12 bits of the port.

4 (3) The Function Suffix , if pr esen t , maps directly into the
rightmost 4 bits of the port.

2. The result of these rules is that a TCP identifier is nothing

-~ m ore  than a Subsc r iber  ID and is a t leas t enough to ro ut e a
- 

m essage to a IC?. In the TAC case , the TCP is able to route the
a; message to the user (end subscriber) with the extra leader added S

- by the PS. R o u t i n g  messages  in the  hos t  case , howeve r , r e q u i r e s
5 . port information.

‘ 4 1
r ‘. -

$
I.

‘S
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D. BSL Address

1. The d e s t i n a t i o n  a d d r e s s  f ou n d  in the  Bin a r y  Seg ment Leader
— (BSL) always corresponds exactly to a subscriber address. This

address is required and will be taken directly from the address
provided by the user. In the TAC case , the address  ref ers to a
terminal connected to an access circuit. The destination PS will
handl e routing to the TAC and the adding of any leaders required

S for final routing to the user ’s terminal. For the host case , the
a d d r e ss is tha t of the host ’s acc ess c ir cu it and ca nno t be used
to address specific users or standard host functions.

• . 2

4*
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APPENDIX B. COMMAND LANGUAGE

A. Connection Control Commands

C O N N E C T

Performs a fully specified OPEN; parameters must include
f o re ign user  a d d r e s s, send p r ecedence , secur it y level  ( a b s o l ut e
or ceiling), and ICC. If the TM? must negotiate initial

5 - 
options , they should be done at this time , in wh ich case the

I 
- - connection will be established at the completion of this -

command . Otherwise , no network traffic will be generated until
S 

the user sends text.

L I S T E N

P e r f o r ms a par tia l l y spec if ied OPEN , in wh ich any of the
add re ss , precedence , or TC C parameters may be unspecified.

CLOSE -
•

Perf o rms a d e f e r r e d , gracef ul close of the connection. All
S previous text will be delivered to the remote TM? prior to

closing the connection .

ABORT

• ?erforms an immediate , fl ushing close of the connection. No
S guarantee is given about the status of text previously sent on

this connection.

SEND

Puts the user in the send—receive mode. This command is used S

• as an escape from the command level. A successful CONNECT or
LISTEN will automaticall y move the connection to the
send—receive mode. To get back to the command level from the
send— receive mode , a IMP—escape in used (gee below).

SET—SECURITY S

Chang es the security level of all new letters sent on this
connec tion.

~~ •~ .4-Utcation page 81 - - 
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S -
45*

SYNCH 
S

- Causes the IHP to send a IC? Interrupt and to insert a THP DM
control in the data stream. This allows the user to clear his
da ta path while in the command mode. A Synch character is also
ava ilable  f or p e r f o r ming the sa me opera tio n wh ile in the
send—rece ive mode. The semantics of this command are discussed

S in Appendix F.
S 

— B. Network Virtual Terminal Control
S 

ECHO—MODE 
S

Instructs the THP to set the echo mode of the connection. S

Parame ters must p rov ide f or the spec if ica tion of local  or
remote echoing.

- 

TERMINAL—TY ?E

Since it wou ld be cumbersome  f o r  the user to spec if y  a l l  the
terminal characteristics in individual TM? commands , the
terminal—type command is used to allow the specification of a
defa ult terminal profile. Examples of terminal types are 2741 ,

S TI , and scope. It is beyond the scope of this document to
- 

specify what set of terminals should have distinct default
S profiles.

DUPLEX—MODE

• 
S This command allows the user to select full— or half—duplex

modes , independently of the TERMINAL—TYPE command . For
full—duplex , the TM? assumes that the terminal does not perform

-I echoing. For half—duplex , the IMP bel ieves th e term inal  is
I doing the echoing and thus does neither local echoing nor any

negotiating for remote. S

LINE—MODE

Line modes include character—at—a—time and line—at—a—time. If
the user specifies character—at—a—time mode , the remote
scanning mode will be negotiated for stream mode.

1 Charac ter—at—a—time results in the transmission of each
c h a r a c ter as soo n as poss ib le, though not necessarily one per

-
- 

.
~~~ le tter.

If the user selects line—at—a—time , the scann ing mode wi l l  be
neg otiated for record mode. In line—at—a—time mode the buffer

‘S.

~~
-

S ‘
~~

IMP S p e c i f ic a t i o n  page  82

5, ‘*5-
-

5

--———— --~~~~~=~~~~~~

_

~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ r - “ — - ~~~. - ~~~~ -~~~ -~~ 
- _______



- ~~~ - -
~
--  

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
S
~ .~~~~ — --.-~~.5_Z~ 

- 
~~- r  ~- -~~- _ - L ——-- 

-

S S S

LLG ROM JB P 12 JUL 76 35941

S 
Appendix B

a
will be transmitted upon receipt of a end—of—line , buf f e r
o v e r f l o w , or a “send now ” charac ter.

TRANS PARENT
I S

Th is comm and d isables  the in te r p r e tati on of all  the special
charac ters that may be typed in the send—receive mode , excep t -

the THP escape character. A user talking to a remote user or
process that requires these special characters can be sure that

S the characters get passed to the remote user or process

(N O )  RAI SE -

Caus es low er ca se al phabe tic cha rac te rs to be transm itt ed as
their upper case equivalents. S

(N O ] LOWER

Causes upper case alphabetic characters to be transmitted as
their lower case equivalents .

— SET—ESC—CHAR

- Resets the IMP ESCAPE character.
S 

SET—SYNCH—CHAR

Resets the SYNCH character.
-

S 
SEI—BRK—CHAR S

S Resets the BREAK character.

* 

SET—tNT—CHAR

Rese ts the INTERRUPT character.

SET—AO—CHAR 
S

JRese ts the AO character.

SET—AYI-CHAR

Rese ts the SYNCH character.

TM? Spec if ica tion page 83
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SET — LIT—ES C—CHAR

Rese ts the LITERAL ESCAPE character .

a; S E T — S E N D — N O W — C H A R

Rese ts the SYNCH character.

S C. Da ta  T r a n s m i s s i o n  C o n t r o l

Interrupt—Process character

Causes the THP I? c o n t r o l  to be inserted into the data stream .
Th e rem ote IHP will no ti f y  remo te process  or TC using the
interrupt facility provided by the operating system .

A b o r t — O u t p u t  c h a r a c t e r

Causes the TM? AO control to be inserted into the data stream .
S 

Th e remot e IMP will a l low the re m o te p rocess  to (ap pear to) ru n
to completion , but will not send its output. Rather , it will
send a Synch (TCP Interrupt and IMP DM) to the user issuing the
AO.

Ar e—You—There charac ter

Causes the IHP AYT control to be inserted into the data Stream.

The rem ote IMP will send back to the user some visible (i.e.,
pr intable) evidence that the AYT was received . For a process ,

S the evidence may be the status of the process. For a user , it
should be the user ’s status as provided by the TC.

Erase  Cha rac te r ch arac ter

Causes the THP EC control to be inserted into the data stream . 
S

~ S~~ The re m o te THP will ca use dele tion of the las t prece ding
undele ted c h a r a c ter or “print position ” fro m the data stream .
Thus the r em ote dele te c h a ra ct er seq uence sho uld be inser ted 5

into the data stream for the remote user terminal or process. S

- S

Er ase Line c h a r a c ter

Causes the IMP EL control to be inserted into the data stream.

-~~ - THP Spec if ica tion - 
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- The remo te TM ? will cause  dele tion of cha r ac ters f r o m  the da ta
S stream back  to , but not including, the las t “CR LF” sequence
S s en t  over  the connection. Thus the remote delete line sequence

sho uld be inserted into the data Stream for the remote user
S 

terminal or process.

BREAK c h a r a c ter

I Causes the TM? BREAK control to be inserted into the data
stream. The remote TM? should p e r f o r m  the n e c e s s a r y  ac tion to

I- 
~. simula te the str ik ing of the b r e a k  key or  a tten tion key in the

• remote environment.

SYNCH ch arac ter

Cause the TM ? to send a TCP tn te r r r u pt and to inser t a TM? DM
control in the data stream. This allows the user to clear his

S - 

data path. The semantics of this command are discussed in
Appendix F.

- Literal  Escape cha rac ter
S 

- 

Causes the next character to be sent in the data stream without
being examined for possible TM? control meaning . The Literal
Escape charac ter is not sent.

IMP Escape  cha rac ter

Moves the user into the command mode. In. command mode text is
• interpreted as commands. To enter or reenter the send—receive

mode , the user must issue the SEND command . No character is
sent on the connection as a result of the receipt of this
chara cter.

~

S S e n d — N o w  c h a r a c t e r
~ S

-5 Causes  w h a t e v e r  is in the  IC or THP b uf f e rs to be sen t
immediately on the connection . This character should be sent
only when in record mode (line—at—a—time) . The Send—Now
charac ter itself is not sent on the connection.

TM ? S p e c i f i c a t i o n  page 85
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APPENDIX C. THP—TCP EVENTS

A. E v e n t s
5 5 

1. OPEN

USER — > TCP

-
~~~ I I

OP: OPEN 1
I I I

1 Subscr iber  ID
• I I

1 Transac tion ID
1 I

S 

I Local port I
- S I 1

1 (F o r e i g n  socke t l i s t ]
• I 

[Send S / P / ICC list] 1 

I 1 (Minimum Receive Precedence] I

IL. I

-~~ - -

~~1
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. 4

S TCP —> USER

- 
5 

1 I
S 

- 1 OP: OPEN I
4 1 1

I Subscr iber ID I
I - I 

Transaction ID I
S I I

Local connection name I
I 

— 1 S/P/ICC I
I I 

- t I desc r ip tion
5

5 1 1

Poss ible descr ipti on -

See “Error and TC?— to—User Event Codes.”

I 2. SEND

.

.. USER —> TCP 
S

S I I
H 1 0?: SEND
:
‘
~~ 

-
- I I

I Subscriber ID
-
~~~~~~ I I

I * Transac tion ID I 
I

I Local connec tion name
I 1

- ‘ 
5 

1 B u f f e r  address
-
~~~~~~~~~~. -~~~~~~ I I

:1 1 Byte count I 
I

1 -
~ I EOL f l a g  1

I S .  5

I -  ~‘

~f ~ I Secur ity 1
I 1

1:
~~~~

I

t
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- 
- TCP —> USER

I I
- 1 0?: SEND I

4 1 
1 Subscr iber  ID
I 1

Transaction ID I S

- I———— - I
5 

- 1 Local  c o n n e c t i o n  name
I I
I B u f f e r  add res s  1
1 I

descr iption I
I I I

Poss ible descr ip tion

See “E r r o r  and T C P — t o — U s e r  Even t  Codes . ”

3. R E C E I V E

USER —> TCP

1~~ 1 I 
I OP: RECEIVE I
I 1
1 Subscr iber ID I

C 1 I
1 Transaction ID I
I I

Local connec tion name I S

~~~~~: ‘
~ 1 1

• 1 Buffer address Ir - -
~ ~~. I I

S 5 

I Byte count I
- 1 I

-• 1 Mode: Full/partial 1
I I

c ; S

C
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TCP —> USER

1 I
5 

1 0?: RECEIVE I
4 1 I

I Subscr iber ID I
S I 1 -

I Transac tion ID
I I

Local con nection name I
I 

- - - 1 Buffer address I

I I I
I By te coun t
I 1
I 

- 
EOL f l a g

1~5• I I
I Security I

S I I
- I d e s c r i p t i o n  I 

1

Possible description

See “Error and TCP— to—User Event Codes.”

4~ RETRACT ( a l l  r ece ive  b u f f e r s )

-
- 

,~ k.. TM? —> TCP

I 1
• 

- 

1 0?: RETRACT I
1 I

- I Subscr iber ID
1- -’~~. ~ tII I I

I Tran saction ID I S

- S 1 I
4 

1 Local Connection Name I
I 1

IS S
5

TM P S p e c i f i c at i o n  

.~~~~ ~~~~~~~~ ~~~~~~~~~~~~
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H $

TC? —> THP
- 

I I
5

5 1 0?: RETRACT
$ 1 I

I Subscriber ID
- S 1 1
I * I Transaction ID I

S I I
S s I Local Connec tion Name

-5 I 
~
. - S

- I u;;;nt ; ;s 
1 

- 
- 1 By tes T r a n s f e r r e d

I 
S I Descr ip tion: OK / N o t  f o u n d  I

I I

5. CLOSE * 

- .1 1 0?: CLOSE I
I I

— I Subscriber ID I
I I
I Transac tion ID

~~~~~~~~~~. 
C I 1

I Local connec tion name
I 
1 Type: immlediate / deferred I

F- - 1

4.

-
~4 - I -

- .5*-S .

TB? Spec ification page CS
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IC? — > USER

I I
- 

S I OP: CLOSE 1
I I
I S u b s c r i b e r  ID I
1 IS 

I Transaction ID I
I I
1 Local connec tion name I

I 

~ I
1 descr ip ti on 1

I. I I
S 

Possible description

I S See “Err or and TCP—to—U ser Event Codes.”

6. I N T E R R U P T

k USER —> TCP
-

~~~~ I 
1 0?: INTERRUPT

S
r 3 I 

I Subscr iber ID 
I

- I Transac tion ID
p I 

1 Lo cal co nn ec tion name ‘I
*

5 I I
S 

I Type: flush / no flush

-

‘

‘ S

- I -~~~~
-

.4JA ~
* 

THP S p e c i f i c a t i o n  page C6
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H 5 5 ’
I
: TCP > USER

- 1 
- I OP: INTERRUPT I

S 5 1 I
- - I Subscriber ID I
I I I

I Iransac tion ID I
S I 

I I Local connec tion name 1

~ p 1 
- I Description

- - ~SS 1 

-
S 

Poss ible desc r ip tion
S See “Error and TCP—to—U ser Event Codes.”

I 7. STATUS

- IMP —> TCP

I 1
• I OP: STATUS 

I Subscr iber ID
I 

S I Transaction ID
p 1 I

Local connection name I

- S 

5 5 1 

I 
* 

~~ 
S

4. 4 ~

IMP Spec if ica tion page C7
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p

IC? —> THP 

1
0?: STATUS I

p 1 I
Subscr iber ID I 

I
I Transac tion ID I
I I
I Local con nection name I

p 1 1
Descr ip tion

I I
Sta tus block pointer ——I I 

1 1

~~~~~~ . 1 $ I----! 
I TCB status

I 1 I

8. GENERA L

$ USER —> TCP

* 1 I
• 1 0?: GENERAL I 

I
1 Sub scr iber  ID

- 

I 
- 

:s I Transaction ID — 0
- 

S I I
S I reason: going down

I I 
S I how soon

a I I
I how long

- 

— - 1 I
5 1 description

I I
f

a Possible description

- 
S chedu led  m a i n t e n a n c e
P a n i c

-4 _ S-S. . Re load
E m e r g e n c y  re star t

- S

TM? Spec i f ica tion - page C8

‘C  
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S IC? — > USER

1 
-I I OP:  G E N E R A L  I

1 I$ 
1 Sub scr iber  ID

- S 1 1
Tra n sac tion ID 1

I 1
Local  connec tion name 1

I 1
4 1 Description

1 

- 
Poss ib le  des c r ip ti on

S 

1 See “Error and TCP— to—User Event Codes.”
- 

S

9. STOP TRANSMISSION

- TM? —> TCP

- 1 
1 0?: STOP TRANSMISSION

S , I 
Subsc r iber  ID

I 
T r a n s a c tion ID — 0

I 
- 1 1

I Type: src addr/TCC I 
1

S I Value : src addr or ICC I 

S 

TCP —> TM?

None.
~~5 S 

-

- S.~

4. -

s f  ~
5 I

- ‘  I -

1

- - TM? Specification page C9
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10. RESUME TRANSMISSION

TIIP —> TCP 

I
1 0?: RESUME TRANSMISSION I
1 

S u b s c r i b e r  ID I
1 1

Transaction ID — 0 1
1 1
I Type: arc addr/TCC I
1 

Value : arc addr or TCC I 
I

TCP > THP

None.

11. ACK / NACIC

THP < — >  TCP

I 
OP: ACK 

Subsc r ibe r  ID
I 
I Transaction ID
I 

Reason: args OK / args not OK I 

TM? S p e c i f i c a t i o n 

- 
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• Appendix C

8. Er~or and TCP—to—THP Event Codes

1. The event code specifies the particular even t that the TCP
wishes to communicate to the TM? or foreign TCP.

• 2. In addition to the event code , three flags may be useful to
c las s i f y the event into major categories and facilitate event

• processing by the user:

- E flag: set if event is an error

L/P flag: indicates whether event was generated by Local TCP,
or Foreign TCP or network

- • P/T flag: indicates whether the event is Permanent or Temporary
~

. l (retry may succeed]

3. Events are encoded into 8 bits with the high order bits set to
indicate the state of the E, LIP, and PIT flags , respectively.

4. Events specified so far are listed below with their codes and
flag settings. A * means a flag does not app ly or can take

• either value for this event . Additional events may be defined as
• needed .

0 O** general success

I. ELP connection illegal for this process

a 2 OF* unspecified foreign socke t has become bound

3 ELP connection not open

4 ELT no room for TCB

5 ELT foreign socke t unspecified

6 EL? connection already open
EFP unacceptable SYN (or SYN/ACK] arrived at foreign TCP.

• 4 Note: This is not a misprin t , the local meaning is differen t
from foreign.

7 EFP connection does not exist at foreign TCP

8 EEl foreign TCP inaccessible (may have subcasesl

9 ELT retransmission timeout

Tap Specification page Cli
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10 ~~~ buffer returned due to flush

11 OF~ interrupt to user

12 **~ connec tion closing

13 E** general error

14 E*P connection reset

15 E*P security violation

• 16 E*P illegal precedence

• 17 ~~~ user group (TCC) violatton

1 18 EFP stop transmission at destination

19 E*P buffer flushed due to stop transmission

• 20 OL* Solicit RECEIVE from user

1 21 E*P buffer flushed due to preemption

5. Possible events for each message type are as follows :

Type O(general] : 2,11 ,12 ,14,20

Type 1(open]: 0,1,4,6,13 ,15 ,16,17

L • Type 2 (close]: 0,1,3,13

Type 3(interrupt j : 0,1,3,5,7,8,9,12,13 ,15 ,16,17 ,18

Type lO(sendj : 0,1 ,3,5,7.8,9,10,11 ,12 ,13 ,15,16,17 ,18,19,21

• Type 20(receivej : 0,1,3,10,12 ,13 ,15 ,16,11 ,18,19 ,21

Type 30 [status): 0,1,13
~~~~~~

• 6. Note that events •6(foreign), 7, 8, and 15— 18 are generated at
• the foreign TCP or in the network , and these same codes are used

in the Control Data Extension field of the T—aegment header.

I TM? Specification ~‘age C12

__ _ _  
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)

APPENDIX D. CMB STRUCTURE

A. The CMB contains the following Information (field sizes are
approx imate only and may vary from one implementation to another):

16 bi ts: Local connec tion name

16 b it s: Process ID

32 bi ts: Local socke t

• 32 bi ts: Foreign socke t

4 b its: Connection state

• 16 bits: Head Pointer to to—n et letter list

16 bits: Head of control queue

16 b it s: Tail of cont rol que ue

16 bits: Head of from—net letter queue

16 bits: Tail of from—net letter queue

16 bits: Pointer to last octet copied out of from—net letter
queue

16 bi ts: Forward CMB pointer

16 b its: UHB back po inter (may no t be needed)

4 b it s: Sec ur ity l eve l  of the c o n n e c tion

1 bit: Security level type (0 — absolute; 1 — ceiling)

4 bits : Precedence of the connec tion

8 bits: TCC of the connection

1 bit: Receive mode (0 — full; 1 — partial)

16 bits: Pointer to option states list

( each elemen t includes: op t ion name , performer of opt ion ,
acknowledged or not acknowledged , accepted/rejected , parameters
(if any)

:1 
TM? Specification 
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page DI
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• Appendix D

16 bits: Pointer to current terminal profile

( the profile should include a copy of the profile maintained
by the TC, additional special character mappings , etc. 3

U
t

r’l

4;
,
~

r ‘S

tap Specification page D2
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$
APPENDIX E. THP—THP CONTROL RECORD FORMATS

• A. This appendix lists the controls that flow as records on the TM?
connec tion be tween THP ’s. The conven tion for the format is one
oc tet per line of the control record . The last section assigns

• 
• codes to the control mneumonics.

B. Common Control Func tions

I Interrupt Process UP)
F
;

• I 
I RH I• 1 1 

1 1 0 1
I I
1 0 1 

I
I IP 1

• I I

Abor t Output (AO)

I • 1 RH
I I
I 0 I
1 I

$ 1 0
1 I
I AO I
I I

‘ - -i Are You There (AYT)
4 $

-
~-•~~ • I I 

• I RH
1 1
1 0 1
I 

•
I AYT I
I I

TNP Specification page El
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Erase Charac ter (EC)
• 

I 1
I RN I
I I$ 1 0 1
I 1
1 0 1

H I
1 EC I
I I

-~~~~~~ ••~ $
• Erase  Line ( E L )

I I
I RM I
1 I
1 0 I
1 I
1 0 1
I I
1 EL I

• I I4.

• $

.4

THP Spec if ica t ion page 82
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1 •

C. Op tion Negotiation Controls

• DO / WILL / DONT / WONT

1 I
I RM

1 l e n g t h
1- 1 

I l e n g t h  I
‘ p  1 I

I I DO / WILL / DONT / WONT I
¶ - I I

1 Op tion Name 1 

• I . . . I
- p 1 

XCON T ROL

I 1 
• 

. 

I RM

• 1 
3 1 length

I I
I l e n g t h

• I I
XC ONTROL

p 1 I
• • I New C o n t r o l

3

• 1 I
- I . . . I• 1 1

$
•p 1;

1 . ;

1*

I ILl? Specification page 83
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• 0. Connection Control

DATA

• I I I
RM I

1 I
I length I
I — I
1 leng th 1
I I
I DATA I
I 1

text I
1 1

• ~~ • SUSPEND

1 I
I RM I
1 I

-• 
• - 1 0 1

-

~~~~ ~~• 1 1
I 0
I 1

•- 1 SUSPEND
1 

CTE:II~:II:IIi
-- I CONTINUE 1

‘4 
1 1

IMP Spec if i ca tion • page 84
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p

SET—MODE

I 1
• I RN I

p 1 1
0 1

I I
1 1 I

• • I I
• I SET—NODE I

I 
1 Record or Stream 1
I 1

• • 

• - 

REQUEST—MODE

1 I
• • I RH

1 1
I 0 1
I I

1 1 1 I
1 1

• I - ‘

~~ I R E Q U E S T — M O D E  1
1 I
1 R e c o r d  or S t r eam
I I

DM (Da ta Mark) 

RN 1
1 1
1 0 I

I 0
• 

• I I
1 DM
1 I

• -

~~~~~~~4: ~~ •

• THP Spec ification page 85
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P
E. M i s c e l l a n e o u s

NOP

• 

• I 
• £ RM I

1 I
1 1 0 1• I 1

1 0 1
• p 1 I

I NOP 

BREAK ( B R K )

I I
I RH 1• 1 I
I 0 1
I 1
1 0 I

$ 1 I
I BREAK 1
1 I

S T A T U S — R E Q U E S T

L i  I I .

I,•1 I MM I 
I

• 1 0 1
1 1

0 1
-
,
~~~~~ I I

1 STATUS—REQUEST I
1 I

1!

TU P Spec if ica tion 
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• I STATUS—REPLY

• J’ I I
• 1 RH

• I 1
leng th• 1 I
len gt h 1

• I
STATUS—REPLY

I I
I DO / DONT / WILL / WONT 1
1 I

Non—defa ult Option i 1 
I

1 DO / DONT / WILL / WONT 1
• • £ I

I N o n — d e f a u l t  O p t i o n  1+1 1
1 I
I . . . I

• I • I

• REPEAT

I I
I RM
I I

1 ! length I
• • .• I I• 4 —1 1 length I

I 
• I REPEAT

— 1 - 

I Repea t Count
I 1

• I R e p e a t  Text
-- • 

— I I

1 *

p 
~~

TH P Spec if ica tion page 87
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p

F. Code Ass ignment

• Con trol Type Code (decimal)

p RM 170

Interr upt Process (IP) 254

Abor t Output (AO ) 253

p Are  Y ou T h e r e  (A Y T )  252

Era se  C h a r a c t e r  ( E C )  251

Era se  L i n e  ( E L )  250

1 $ DO 249

W I L L  248

DONT 247

• WONT 246

XCONTROL 245

DATA 244
2¼ -

I , SUSPEND 243

C O N T I N U E  • 242

S E T — M O D E  241

• R E Q U E S T — M O D E  240

DM (Da ta Mark) 239

NOP 238

• $ B R E A K  ( B R K )  237

S T A T U S — R E Q U E S T  236

~~~ ~ S T A T U S — R E P L Y  235

REPEAT 234

THP Spec if ica tion page E8
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APPENDIX F. IMP SYNCH AND INTERRUPT SEQUENCES

A. Most time—sharing systems provide mechanisms which allow a
terminal user to regain control of a “runaway ” process; the IP and
AO functions described elsewhere are examples of these mechanisms.
Such sys tem s, whe n used local ly,  have access  to all of the signals
supplied by the user , whe ther these are nor mal charac ters or
special “out of band” signals such a~ those supplied by the
teletype “BREAK ” key or the IBM 2741 “ATTN” key. This is not
necessarily true when terminals are connected to the system through
the network ; the network ’s f low con trol m ech anism s may cau se such a
signal to be buffered elsewhere , fo r  exa mp le in the user ’s Host.

B. To counter this problem , the THP SYNCH mechanism is introduced.
A SYNCH signal consists of a TCP Flush—Interrupt command coupled
with the THP command DATA MARK (DU). The Flush—Interrupt command ,
which is not subject to the flow control pertaining to THP

F connections , is used to clear the da ta pa th and invo ke spec ial
handl ing of the data stream by the process which receives it.

C. After receiving the interrupt , the data stream is immediately
• scanned for “interesting ” signals as defined below , discard ing

intervening data. The THP DM command is the synchronizing mark in
the data stream which indicates that any special signal has already
occurred and the recipient can return to normal proc ess ing of the

• data strea m. The DM is sent after the interrupt , which is enough
to insure that it will not arrive ahead of the interrupt.

D. Im plementers are warned that in some cases several SYNCH ’s m a y
be sent in succession . In general , this will require that all
letters received prior to a Flush—Interrupt be scanned for TM?
controls so a DM is not lost in the flush. “In teresting ” sig n a l s
ar e defined to be: the THP standard representations of I?, AO , and

1 - AYT (but not EC or EL); the local analogs of these standard
represen tations (if any); all other TMP commands ; other

• site—defined signals which can be acted on without delaying the
scan of the data stream.

E. Since one effect of the SYNCH mechanism is the discarding of
essentiall y all cha rac ter s (ex ce pt THP co mman ds) be twee n the sender
of the SYNCH and its recipient , this mechanism is specified as the

Z standard way to clear the data path when that Is desired. For
ex a m p l e , if a user at a terminal causes an AO to be transmitted ,

1 •
‘ the server which receives the AO (if it provides that function at

all ) should return a SYNCH to the user.

1:

• THP Spec ification page Fl
4
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F. Finally, just as the TCP Flush—Interrupt command is needed at
• the TB? level as an out—of—band signal , so other protocols which

make use of THP may requ ire a THP command which can be viewed as an
out—of—band signal at a different level.

G. By convention the THP INTERRUPT sequence is to be used as such a
• 

• 
signal. For example , suppose tha t some o ther pro tocol , wh ich uses
THP , def ines the charac ter string STOP analogously to the THP
command AO. Imagine that a user of this protocol wishes a server
to process the STOP string, but the connec tion is blocked because
the server is processing other commands. The user should instruct
his sys tem to:

1. Send the TUP INTERRUPT sequence , that is:

• Send the TCP Flush—Interrupt;

Send the THP IP character;

Send the THP Data Hark (DM);

1: •

~ 

• 2. Send the character string STOP; and

3. Send the other protocol ’s analog of the TM? DM (If any).

• H. The user (or process acting on his behalf) must transmit the TM?
INTERRUPT seq uence of s tep 1 ab ove to ensure tha t the THP IP ge ts
through to the server ’s THP interpreter .

• p

r •

••
-i

•

~~~~~~~~~ ~~~~~~:

I-

I
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APPENDIX C. TM? OPTIONS

A. Introduction

1. This appendix is a detailed specification for the
implemen tation of op tions , along with the motivations for the
options and some related implementation considerations. The
op tions appear in order of importance——the most important first.
The first five options (ECHO, BiNARY—MODE , RCTE ,
INCLUDE—CO—AHEAD , and EXTENDED ASCII) are considered necessary as
their performance facilitates communication considerably, or
prov ide capabilities that cannot be achieved otherwise.

I
• p

TM? Spec if ica tion page GI
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B. ECHO

1. Structure

1 1
RN I

1 I
1 0 1
I 1
1 1 1

P 1 1
I DO I DONT / WILL / WONT I
1 I
1 ECHO I

• I 

• 1 2. Motivation for the option.

a. The NVT has a pr inter and a keyboard which are nominally
interconnected (half duplex type) so that “echoes ” need never
traverse the network; that is to say, the NVT nominally
operates in a mode where characters typed on the keyboard are

, (by some means) locally turned around and printed on the
printer. In h ighly interactive situations it is appropriate
f o r  the re mote process  ( com m and lang uage in te r p r e ter , etc.) to
which the characters are being sent to control the way they are
echoed on the printer. In order to support such interactive

• situations , it is necessary that there be an option to allow
$ t he- two ends of the connection to agree that characters typed

on an NV! keyboard are to be echoed by the other end of the
connec tion.

3. Description of the option .

* a. When the echoing option is in effect , the end p e r f o r ming the
echo ing is expec ted t o transm it ( e c h o )  da ta cha rac ters  it
receives back to the sender of the data characters. The option

4 does no t req ui re that  the c h a r a c ters  echoed be exac tly thec ~ characters received (for example , a number of systems echo the
ASCII ESC character with something other than the ESC
charac ter). When the echoing option is not in effect , the
receiver of da ta characters should not echo them back to the
sender; this , of cour se , does no t prevent the r’~ceiver  f r o m
responding to data characters received.

THP Specification 
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b. The two direction of data flow on the connection need not
operate at the same echoing mode. There are five reasonable

• • I modes of operation for echoing on a connection , wh ich are shown
• F in Figure Cl.
• P p

c. If either user desires to echo characters to the other ,or
for the other THP to echo charac ters to him , that user gives
the appropriate command (WILL ECHO or DO ECHO) and waits (and
hopes) for acceptance of the option. If the request to operate
the connec tion in echo mode is r e f u s e d , then the connec tion

p con tinues  to operate in non—echo mode. If the reques t to
I - opera te the connec tion in echo mode is accepted , the connection

is operated in echo mode.

d. Af ter a connection has been changed to echo mode , e ither  end
• may demand that it revert to non—echo mode by giving the

• $ a p p r o p r ia te DON! ECHO o r WONT ECHO command (wh ich the other  end
must confirm to allow the connection to operate in non—echo

• mode). Jus t as each direction of a connections may be put in
remo te echo ing mode ind ependen tl y ,  it must be removed from
remo te echoing mode separately .

• e. Impleme ntations of the echo option , as implemen ta tions of
a l l  o ther  o pt ions , must follow the general loop preventing
rules set forth in the main document. Also , so tha t sw itches

• • between echo and non—echo mode can be made with minimal
confusion (momentary double echoing, etc.), switches in mode of

• operation should be made at times precisely coordinated with
p the reception and transmission of echo requests and demands.

For ins tance , if one end responds to a DO ECHO with a WILL
• ECHO , al l  da ta cha rac ters  rece ived af ter the DO ECHO should  be

echoed and the WILL ECHO sho u ld immed ia te ly precede  the f i r s t
of the echoed characters .

• 4. Implementation Consideration

a. This option provides the capability to decide on whether or
- -~~~ ~ no t either end will echo for the other. It does not , h owever ,

prov ide any con trol ov er whe ther or no t an end echos f o r
~, 

•~~ itself; this decision must be left to the sole discretion of
• * the sys tems a t each end (a l though  they may use i n f o r m a tion
• regard ing the state of “remo te” echo ing negotiations in making

this decision).

TM? Spec if ica tion page 03
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$ ECHOING CONFIGURATIONS

4

Process 1 Process 2

• Neither end echoes
H

4
p

..
• Process 1 Process 2

• i t ~ ___________________________• _ _ _ _ _ _ _ _ _ _ _ _ _

• One end echoes for itself

4

Process i : Proc.ss *
.
.

One end echoes for the other

4 •
• 

• • p

Proeess l Proceis i

Both ends echo for themsslvss
1 I •~

Process i : : Proceis l

.•
. •4

• One end echoes for both ends

4 ~~~~~~~~~~~~~~~ ~~ —~~~--
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• • 
b. It should be noted tha t if both sides enter the mode of

I echoing characters transmitted by the other side , then any
r character transmitted in either direction will be “e~ hoed” backand f o r th in d e f i n itel y. Therefore , care  shou ld  be taken in
• p each implementation that if one site is echoing, echo ing is no t

perm itted to be turned on at the other.

- c. A user may explicitly request local or remote echoing.
• However , the user does not have control over the selection of

the module  in the loca l  or remo te site tha t ac tual ly  does the
• 

echo ing. A request for local echo should be directed by the
• THP to the TC (which may fur ther direct it to the terminal

• itself); if neither the terminal nor the TC is able to echo ,
• the TM? must provide it. A request for remote echo should be

• d irected by the remote THP to the remote TC or process; if
ne ither can provide it , the remo te THP it self  ca n echo bu t

I $ should  probably reject the request for remote echo .

• 5. Default

No echo ing (which may or may not imply local echoing).

1

I

i~
•

_~ 
•

$

r .

4

; 
1$

p

*
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$
C. BINARY MODE

1. Struc ture

I 1$ I RM 1
1 1

• 1 1 0 1
I 1

-

• I 1 1
I I
I DO / DONT / WILL / WONT I

• I I
1 BINARY MODE I

• 1 1

2. Motivation for the option .
• •

a. It is sometimes useful to have available a binary
transmission path within THP without having to utilize any
other higher level protocol . The use of records within the TM?
protocol provides a mechanism of binary transmission in a
natural way, requiring only the addition of a mechanism by
which the processes involved can agree to interpret the octets

• transmitted over a connection as binary data.

3. Descrip tion of the option.

a. W ith the binary transmission option in effect , the receiver• should interpret octets received from the t ransmi t te r  which are
not within a THP command as 8 bit binary data. This applies
only to records of type DATA in a record mode , and to
charac ters outside of a TM? command in the stream mode.

4. Implementation suggestions.

a. It is foreseen that implementations of th~ binary
transmission option will choose to refuse some other options
(such as the EBCDIC transmission option) whil, the b i n a ry

I :~ transmission option is in effect. However , if a pair of Hosts
can understand being in binary transmission mod. simultaneous

t with being in , for example , echo mode , then it i~ all right if
they negotiate that comb ination. Some options in combination
with the binary transmission option look very useful , such as
negotiate line length.

c

TN? Spec ification page 
061
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b . It should be mentioned that the meanings of WONT and DONT
are dependent upon whether the connection is presently being

- 
operated in binary mode or not. Consider a connection
opera ting in , say, EBCD I C mode which  involves  a sys tem wh ich

~ 
p has chosen not to implement any knowledge of the binary

• I command . If this system were to receive a DO BINARY , it would
not recognize the BINARY option , and therefore would return a

[ WONT BINARY , If the default for the WONT BINARY , were  a lways
NV! ASCII, the sender of the DO BINARY , would expect the
rec ipient to have switched to NV! ASCII , whereas the receiver

j  of the DO B INARY , would not make this interpretation. Thus , we
have the rule that when a connection is not presentl y opera ting
in binary mode , the default (i.e., the interpretation of WONT
and DON!) is to continue operating in the current mode , whe ther
that is NVT ASCII , EBCDIC , or some other mode.

c. This rule , however , is not applied once a connection is
opera ting in a binary mode (as agreed to by both ends); this

• would require each end of the connection to maintain a stack ,
• con taining all of the encoding—method transitions which had

previously occurred on the connection , in order to properly
interpret a WONT or DON!. Thus , a WONT or DONT received after
the connection is operating in binary mode causes the encoding

- method to revert to NV! ASCII .

- d. It should be remembered that a connection has two
• d irec tions , one going each way; operating in binary mode must

be negotiated separately for each direction , if that is
desired.

e. Consider now some issues of binary transmission both to and
I from a process or a terminal:

1 (1) Binary transmission from a terminal.

I • The implementer of the binary transmission option should
consider how (or whether) a terminal transmitting over a

• connection with binary transmission in effect is allowed to
4 generate al l  eigh t b it cha rac ters , ignoring parity

cons idera t ions , etc., on input from the terminal.

(2) Binary transmission to a process.

- The implementer of the binary transmission option should
consider how (or whether) all characters are passed to a

-

• 
process rece iving over a connection with binary

c transmission in effect. As an example of the possible

TM? Speci f ica t ion page 07
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p
• prob le m , TENEX in tercepts certain characters (e.g., ETX ,

the Teletype control—C) at monitor level and does not pass
them to the process.

(3) Binary transmission from a process.
p

The implementer of the binary transmission option should
cons ider how (or whether) a process transmitting over a
connec ti on wit h b i n a r y  t r ansm iss ion in e f f e c t is al lowed to
send all eight—bit characters with no characters
intercepted by the monitor and changed to other characters.

p An example of such a conversion may be found in the TENEX
system where certain non—printing characters are normally
converted to a Circumflex (uparrow) followed by a printing
charac ter.

(4) Binary transmission to a terminal.
p

The implemen ter of the b in a r y  tr ans mi ss ion op tion should
consider how (or whether) all characters received over a
connec tion with b ina ry  t ransm iss ion in e f f e c t are  sen t to a
local terminal. That issue may be the addition of timing
charac ters  n or m a l l y  in ser ted l o c a l l y ,  par ity ca l cu la tions ,

• and any normal code conversion.

5. Default

Won ’t sw itch to b i n a r y  mode , if not already in it (continue
ex isting mode), or sw itch ing back  to NV! ASCI I  mode if

k presently in binary mode.

p

I

~~
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D. RCTE

1. Structure

p I I
I RH 1

• • • I 1
• • I 0

I I
• 

~ • I 1 1
I I

L I DO / DO NE / WILL / WONT I
i t  I 

1 RCTE I
1 I

$ 2. Motivation for the option:

a. A problem of echo ing delay migh t occ ur when a ve ry  d istan t
user accesses a full—duplex host , e.g. through a satellite
link. In order to save the many thousands of miles of transit

• time for each echoed character , while still permitting full
p server responsiveness and clean terminal output , an echo

control similar to that used by some time— sharing systems is
suggested for the entire network.

• b. An important additional issue is efficient network
f transmission . Implementation of the remote control echoing

$ scheme will eliminate almost all server—to—user echoing. .

• • The op tion described in this section involves making a using
host carefully regulate the local terminal printer according

I to explicit instructions from the foreign (serving) host. In
- addition , it also reques ts us ing  hos ts to b u f f e r  a ter m inal ’s
• 

inpu t to the se rv ing  hos t un ti l it f o r m s  a usef ul un it (w ith
“useful unit ” delimited by Break or Transmission characters
as descr ibed below). Therefore , f e w e r  messages  a re  sen t on
the user—to— server path.

c. This option is only intended for use with full—duplex hosts.
- • 

$ The Go—Ahead feature i~ completely adequate for half—duplex
- server hosts. Also , RCTE should be used in place of the ECHO

-

~~ 

option.

TM? Specification page G9
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~ 3. Description

a. When both hosts have agreed to use RCTE option they have
essentiall y agreed to include an RCTE sub—type in the repertoir
of XCONTROL records. The RCTE sub—type is described in the
following section.

• ~~ • b. The RCTE sub— type

-

- 
Structure

. 4 
P 1 I

I RH
I 1
I 0 1
I 1

F . 1 • 1 6
• p 1 I

1 XCONTROL I
1 1
I RCTE I

• 
I I

- 

I flags 1
P I 

I BC1
- - 1 I

• I BC2 I
I I

• 1 TC 1 1
p 1 I

1 TC2 I
I 1 

-

I’ Explanation -

$ The bits in the “flags” byte indicate the requested type of
control and echo . The two bytes , ECI and BC2, cons truc t a
16 bit number indicating a set of characters to serve as as
the Break Characters. Likewise , the two bytes , TCI and

.
4 !C2 , construct a 16 bit number indicating a set of

characters to serve as as the Transmit Characters.

~~~~~~~~

• 
• ft

• 
•
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Bits in the flags byte have the following meaning (bits are
coun ted f r om the r igh t ) :

Bi t value  Mean in g
• 0 0 Ignore all other bits in this byte

• and repeat the last “flags ” that
• was sen t. Equals  a ‘cont inue what

yo u have  bee n do ing ’.

I 1 P e r f o r m  ac tions as ind ica te d by
other bits in this byte.

1 0 Pr int (echo) Break character

1 Sk ip ( d o n ’t echo) Break charac ter

P 2 0 Pr in t ( e c h o )  tex t u p to Br eak
c h a r a c t e r

- • 1 Sk ip (do n’t echo)  tex t up to B r e a k
• c h a r a c t e r

~ 
) 3 0 Continue using same classes of

Break charac ters. (ignore the

• • 
c o n t e n t  of t he  BC I  and  BC2 b y t e s )

1 The two 8—bit bytes following this
by te con tain  f l a g s  f o r  the new Break

• P clas ses.

t 4 0 Continue using same classes of
Transmit characters. (ignore the
con ten t of the TC 1 and TC2 by tes)

p 1 Reset Transmit classes according to
the two b y t e s  f o l l o wing the B r e a k
classes bytes.

-i
IA $

-
• ~ TB? Specification page GIl
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• p

By te value (decimal) and its meaning:

Val ue Mean ing

• 0 Con tinue what you have been doing
Even number s grea ter than zero

• (i.e., numbers with the right—most
b it o f f )  a re  in err or and should be
interpreted as equal to zero . When
the “flags ” is an even n umber
grea ter than zero , Classes  by tes
!C1 & TC2 and/ or BC1 & BC2 MUST NOT
BE SENT.

• 1 Print (echo) up to AND INCLUDING
• Break charac ter

3 Pr in t up to Break  cha rac ter and SKIP
(don ’t echo)  Break  cha rac ter

5 Sk ip tex t (don ’t echo) up to Break
charac ter , b ut PRINT Br eak  cha rac ter

I 7 Skip up to and including Break
cha rac ter

Add one of the previous non—zero values to one of the
f o l l o w ing val ues , to get the total dec imal value for

- the byte (Note that Classes may not be reset , without
also rese tting the printing action; so an odd number is
guaranteed):

8 Se t Break  c lasses  ( using the two
by tes (E C 1 3C 2 ] )

16 Se t Trans mi ss ion c lasses  ( using the
two by tes (T C 1 T C 2 ] )

24 Set Break classes (using the two
by tes (EC1 BC2J) and the Transmission

- classes  (using the two bytes
(TCI TC2]).

~~~~•
-
~~

~

• ..Ie

4. 1
- ‘,-
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Classes for Break and Transm ission (The right—most bit of
• - the second byte (TC2 or BC2) represents Class 1; the

lef t—most bit of the first byte (TCI or BC1) represents the
cur ren tly unde f ined Class 16. Any class combination is
legal):

1) Upper—Case Letter (A—Z)

2) Lower—case letters (a—z)

• I 3) Numbers (0—9)

4) Forma t E f f e c tors  (<BS > <CR > <LF> <FF> <lIT> < V T > )

5) Non—for mat effector Control Characters , <DEL > and
1 <ESC >

1 6) . , ; : ? I

7) { C ( < ‘ ) I )

8 )’”  I \ % @ $ & # + ~~~ *~~~~~_ I

9)  < S p a c e >

THP commands are ALWAYS to have the effect of a Break
• charac ter.

I c. Expl icit description of control mechanism :

• 
Overv iew of User Terminal Printing Action & Control

I 
1. Agree to use RCTE commands

2. User holds echo prin ting until instructed by server to
- • do o therw ise

3. Server may send outp ut to terminal printer.

4 - 4. Ne twork output is printed up to an RCTE command

p 
5. Server sends RCTE command

6. User ac ts upon the RCTE command up to a Break- character
~~ ~• or un til receipt of output from the server host.

• 7. Go to (2)

TM? Spec ification page G13
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No te: Output from the server host may occur at any time ,
in wh ich case ,  the f l o w  of con trol sw itches to ( 2 )  and then
proceeds to (3), (4), etc.

Explanation:

Bo th Hosts agree to use the RCTE option. After that , the
us ing  hos t (DO RCTE)  merel y ac ts upon the Con trol l ing
(serv ing) host’s commands  and does no t issue any RCTE

• commands unless and until it (using host) decides to stop
allowing use of the option (by sending DON! RCTE).

Using host begins synchronization between the serving host
and itself by s u s p e n d i n g  term inal  echo pr in t ing un til

- • 
di rec ted to do o therwise  b y the con tro l l i ng  hos t , thru  an
RCTE com mand.

P
The server may send output to the terminal printer , either
in response to input from the user (in which case it is
already synchronized with the terminal input) or
spon taneously. In the latter case , flow of control
automaticall y switche s to (2) and continues from there.
Ou tput from the server is defined as completed when step
(5) occurs. Tha t is, text from the Server to the terminal
pr inter MUST end with an RCTE command.

Any output from the server is printed on the terminal
IMMEDIATELY . Again note tha t the end of such ou t pu t is

- ~i• defined to be the occurrence of an RCTE command.

Server sends an RCTE command . The command may redefine
Break and Transmission classes , Ac tion to be p e r f o r m e d  on
Break  charac ters , and ac tion to be performed on text. Each
of these independent functions is controlled by separate
b its in the flags byte.

A Transm ission character is one which RECOMMENDS tha t the
Using Host transmit all text accumulated up to and
inc lud ing its occurrence. (For network efficiency, Us ing
hos ts are DISCOURAGED (but not prohibited) from sending
before the occurrence of a Transmission character , as
def ined at the moment the character is typed).

I
If the Transmission Classes bit (Bit 4) is on , the two
bytes following the two Break Classes bytes will
indicate what classes are to be enabled .

T1IP Specification page 614
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If the Bit is OFF , the Transmission classes remain
unchanged . When the RCTE option is first initiated , NO

• CLASSES are in effect. That is, no c h a r a c t e r  will be
cons idered a Transmission character. (As if both TC I
and TC2 are zero.)p

A Break charac ter REQUIRES that the Using host transmit
al l  tex t acc umu la ted up to and inc lud ing it s o c c u r r e n c e

• and also ca uses the Us ing hos t to stop it s p r in t /d iscard
• ac tion upon the User ’s input text , until directed to do

I 
• 

otherwise by another RCTE command from the Serving host.
• • Br eak characters therefore define printing units. “Break

c h a r a c ter ” as used in this appendix does NOT mean IMP
Br eak character .

- If the Break  C las ses  b it (B it 3) is on , the two by tes
• f o l l o w ing the f l a g s  will ind icate wha t c lasses  a re  to

be enabled. There are currently nine (9) classes
def ined , with room left for expansion.

If the bit is OFF , the Break classes remain unchanged .
• When the RCTE option is initiated , CLASSES 4 , 5, and 9

are to be in effect. That is, Forma t E f f e c tors ,
Non— forma t effector Control Characters and DEL , and

- Punctuation characters are to be Break characters.
• 4

The l ist of cha rac ter c lasses , used to def ine Break  and
- 

T r a n s m iss ion c lasses , a re  listed a t the end of th is
document.

Beca use Break c h a r a c ters  are  spec ial , the pr in t /d isca rd
act ion that should be performed upon them is not always
the sa m e as sh ould be pe r f o r m e d  upon the res t of th e
input text.

• 
• $ For exa mple , wh ile typ ing a f ile n ame to the TENEX

-~~ - opera ting sys tem , the tex t of the f ilenam e sho u ld be
pr in ted ( e c h o e d ) ,  bu t the <es cape>  ( if the na m e

- - comple tion feature is used) should not be printed.
‘

-I,

If B it 1 is ON The Bre ak cha rac ter is NOT to be
pr inted.

A sep ara te b it (Bi t 2)  signa l s  whe ther  or no t the tex t
itself should be printed (echoed) to the terminal. If Bit
2 — 0, then the text IS to be printed.

- 
- TM? S p e c i f ica t io n page 615
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• Yet another bit (Bit 0 — right—most bit) signals whether

• or not any of the other b it s of the co mmand shou ld  be
checked . If this bit is OFF , then the command should  be

• interpreted to mean “continue whatever echoing strategy
• 

- 
you have been following, us ing the sa m e Break  and
Transmiss ion classes.”

This is particularly useful for the command that
follows spontaneously generated ou tp ut f r o m  the Serv ing
hos t ( such  as “Sy stem Going Down”) wh ich needs to

• 
signal End—of—Message , bu t does no t usua l ly  wan t to
reset any other conditions.

Inpu t f r o m  the term inal  is ( h o p e f u l l y )  b u f f e r e d  in to un it s
end ing with a Transmission or Break character; and echoing

• of inpu t tex t is suspended af ter the occ ur r e n c e  of a Break
Charac ter and until receipt of a Break Reset command from
the Serving host . The most recent RCTE Break reset command
de termines the Break actions.

When a Break charac ter is typed , the cycle  of con trol  is
comple te and action re—commences at (2). Action also

• automaticall y swi tches to ( 2 )  upon rece ip t of any  tex t f r o m
the Server host.

No tes , Commen ts, Etc.:

Even—N umbered Commands , g rea ter than zero , are in error ,
since they will have the low—order bit off. The command
should  be in te r p r e ted as eq ual to zero , wh ich means  tha t
any Classes Reset by tes ((Id TC2] [BCI BC2)) will be in
error.

Serv ing hos ts will gene ra l l y  ins tr uc t Us ing hos ts NOT to
echo Break  Cha rac ters , even though  it m igh t be all  r igh t to

• echo mos t Break characters. For example , <cr >  is usua l ly  a 
- 

-

safe charac ter to echo but <esc> is not. TENEX Exec is
w i l l i n g  to accep t e it her , during filename specification.
Therefore , the us ing  hos t mus t be ins t ruc ted NOT to echo

4 ANY Br eak  C h a r a c t e r s .

Th is is gene ra l ly a tolerable problem , since t~ e servinghos t has to send an RCTE c ommand a t th is po in t , anyhow.
~~~• 

.
~~ Add ing the Break character to the message (so that it

appears to be echoed) will not cause any extra Network
traffic.

C
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• The RCTE Option entails a rather large overhead . In a true
character—a t—a—t ime situation , this overhead is not
justified. But on the average , it should result in
signif ican t savings in Network traffic.

• - P Buffering Problems and Transmission vs. Printing
Constraints:

There  are  NO mandatory transmission constraints. The
Using  host is allowed to send a character a time , tho ugh
this would be a waste of RCTE. The Transmission Classes

P commands are GUIDELINES , so deviating from them , as when
the User ’s buffer gets full , is allowed .

• Additionall y, the Using host may send a Break Class
charac ter , without knowing that it is one (as with
t ype— ahead ) .p
The problem with buffering occurs when printing on the
user ’s term inal  mus t be suspe nded , af ter the user has
typed a currently valid Break Character and until a Break
Reset command is received from the serving host. During
this time , the user may be typing merril y along. The text

P being typed may -be SENT , bu t may not yet be PRINTED.

In any case , when the buffer does fill and further textU typed by the user will be lost , the user should be
notified.

P The Serving and Using hosts must carefully synchronize
Break Class Reset commands with the transmission of Break

t characters. Except at the beginning of an interaction , the
- 

- 
• Serving host MAY ONLY send a Break  Rese t comm and in

response to the Using host ’s having sent a Break character
as defined at that time. This should establish a one—to—One

P correspondence between them. (A flag value of zero , in
• 

-
~~ this context , is interpreted as a Break Classes reset to

-• t h e  same c la s s( e s )  as before.) The Reset command may be
p receded  by t e r mi n a l  o u t p u t .

Tex t sho u ld be b u f f e r ed by the Using host until the user
• types  a c h a r a c t e r  wh ich  be longs  to  the t r a n s m i s s i o n  class

in force at THE MOMENT THE CHARACTER IS TYPED.

$

TN? Sp e c i f i c a t i o n  page 617
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Transmission Class Reset  comman ds may be sent  by t he
Serving host at ANY T I M E .  If they are f requent ly  sent
separate from Break Class Reset  c ommands , it wil l  pr obably
be be t te r to exi t  from RCTE and enter regular character at

p a time t ransmission.

It is not immediately clear what the Using host should do
with current ly  b u f f e r e d  text , when a Transmission Classes
Reset command is received . The buffering is according to
the previous Transmission Classes scheme.

4 P
The Us ing host clearly should NOT simply wait until a
Transmission character (according to the new scheme) is
typed.

J Eithe r the buffered text should be rescanned , under the
• new scheme;

Or the b u f f e r e d  tex t should  simpl y be sent as a group .
Th is is the simpler  a p p r o a c h , and probably qu ite
adequa te.

p It is possible to define NO BREAK CHARACTERS except the TM?
commands  (RN . . . ) .  This  m igh t ac tu a l l y  be u s e f u l , as in the
case of transmitting on carriage—return , with the Using
host echoing (a controlled half—duplex) .

Having the serving host send a THP command will allow the
4 p server to know when he may reset the Break classes , but
• the mechanism is awkward and probably should be avoided .

Sample In t e r ac t ion :
- 

- 
“S:” is sent from Serving (WILL RCTE) host to Using host.

p “U:” is sent from Using (DO RCTE) host to Serving host.
• “I:” is en te red  by the  t e rmina l  u ser .

“P: ” is printed on the terminal .
: --

• Text surrounded b y square b racke t s  ( ( J ) is c ommentary.
4 Text surrounded b y angle brackets  (<>) is to be taken as a
I p single un i t .  E . g . ,  carr iag ,  re turn  is (Cr> .

(XCONT R OL > is an abbr evia t ion  for <EXTENDED CONTROL> .
H

The f o l l o w i n g  i n te r a c t i o n  shows a Login to a TENEX ,
initiation of the EDIT editor , insertion of some text and
t he  r e t u r n to the  Exec level .

a

TN? Sp e c i f i c at i o n  page 018
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- 

An a t t e m p t  has been made to give some flavor of the
asynchrony of Network I/O and the user’s term inal input .
Many other possible combinations , using the same set of

•
~ ac tions listed below , could be devised. The actual order

p of events will depend upon network and hosts’ load and
- the user ’s typing speed.

A connection has already been opened , but the TENEX prompt
has  no t yet been issued. The hosts first discuss using the

J RCTE option:

5: <RH> 0 2 <WILL> <RCTE>

U: <RN> 0 2 <DO> <RCTE>

S: TENEX 1.31.18, TENEX EXEC 1.50.2 <cr> (lf>@ <RN> 0 6
p <XCONTROL> <RCTE> 11 1 24 0 0

• [Print the Herald and echo input text up to a Break
Character , but do not echo the Break Character. Classes
4 (Format Effectors), 5 (Non—format effec tor Controls
and < D E L > ) ,  and 9 (<space>) act as Break Characters.

p No transmission characters are set.]

P: TENEX 1.31.18 , TENEX EXEC 1.50.2 cr><lf>@

T: LOGIN AUTODIN < c r >

• p P: LOG IN
-

• U: LOGIN <space>

• U: AUTODIN (cr>

-p • S: <space> RM> 0 6 <XCONTROL> <RCTE> 0 0 0 0 0

P: < spa c e> AUTODIN

S: < c r > < l f >  (PASSWORD) :  (RN> 0 6 <XCONTROL > R CTE > 7 0 0
0 0

p
4.. —~ P. < c r > < l f >  (PASSWORD):

T: WASHINGTON 1000(cr>

~~ (The password “WASHINGTON ” is not  echoed . Printing of
a ‘ l O O O ( cr > ” is withheld )

l . A
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- p
U: WASHINGTON <space>

U: 1000<cr>

S: <space> <RH> 0 6 <XCONTROL> <RCTE> 3 0 0 0 0

S: <cr><lf> JOB 17 ON TTY4I 7—JUN—73 14:13 <cr><lf>@ <RN>
0 6 <XCONTROL> <RCTE> 0 0 0 0 0

P: <space> 1000

• p
- (Printing is slow at this point ; so the account number

is not pr inted as soon as the server ’s command for it
-

• is received.]
- 

P: <cr><lf> JOB 17 ON TTY4I 7—JUN—76 14:13 <cr><lf>@

T: EDIT <esc><cr>

P: EDIT

• U: ED I T<esc>

5: .SAV;1 <RH> 0 6 (XCONTROL> <RCTE> 0 0 0 0 0

P: .SAV;1

U: <Cr>

-
~ S: <cr><lf><lf> Edi t 3/14/73 DRO,KRK <cr>clf>: (RN> 0 6

<XCONTROL> <RCTE> 15 1 255 0 0

(Th e p rog ram is star ted and the EDIT promp t “ : “ is
- sent. At the command level , EDIT responds to every
• charac ter.]

P: (cr><lf> lf> EDIT 3/14/73 DRO ,KRK <cr> (lf>:

4 T: IThis is a test ltne.ccr> This is another test
line.<~ Z> Q

$ (“I” means Insert Text. The text follows , terminate d by
a Con trol—Z. The “ Q” i n s t r u c t s  EDIT to Quit.)

U: I
p

- U: This is a test line.<cr>

TB? Specification page 020
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p
S: I (cr><lf>* <RN> 0 6 <XCONTROL> <RCTE> 11 0 24 0 0

(EDIT prompts the user , during text input , with an
asterisk at the beginning of every line.]

F: ICcr><lf> *This is a test line.

S: (cr><lf>* <RN> 0 6 <XCONTROL> <RCTE> 0 0 0 0 0

F: <cr><lf> * This is another test line.

$ U Th is is another test line ez>

t (Note that the “ Q” will no t immed ia te ly  be p r in ted on
- the term inal , since it is a Break character.]

S: Z<cr><lf>: <RN > 0 6 <XCONTROL> <RCTE> 15 1 255 0 0

(The returned “ Z” is two characters , not the ASCII
Con trol—Z. )

5: Q<cr ><lf>@ <RN> 0 6 <XCONTROL> <RCTE> 11 1 24 0 0

P: Q<cr >< l f >  @

And the user is returned to the Exec le v e l .

4. Default

Ne it her  h ost asser ts spe cial con trol over  the o ther  hos t’s
- 

terminal printer.

- - -S

,4. -
-,

- -— I

- 4- -

- a j  -

TM? Specification page 021
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p
E. INCLUDE—GO—AHEAD

• 

1 

1. Structure

- I RH 1
• - • I

1 0 1
1 I
1 1 1

p 1 I
I DO / DONT / WILL / WONT I 

I INCLUDE GO AHEAD I

~ 

-

~~~ 

I 1

2. Motivation for the option.

a. While most of the terminals in use nowadays do not need (and
do not have) a keyboard locking mechanism , there is no reason
wh y terminals that do have that mechanism should not make use

-

- 
of it , if the process at the other end can support it. It is
therefore desirable that the THP have an option with which
processe s involved can agree that one or the other or both

- I include a GO—AHEAD signal in their transmission.

3. Descr iption of the option.

- 
a. When both hosts have agreed to use INCLUDE—GO—AHEAD option

- 
they have  essen tiall y agreed to include a GO—AHEAD sub—type in

- the repertoir of XCONTROL records. The GO—AHEAD sub—type is
-: described in the following section.

• b. When the INCLUDE—CO—AHEAD option is in effect on the
connection between a sender of data and the receiver of the

- 
data , the sender HAS TO transmit GA ’s.

- c. Since including GA ’s appl ies only  -to
’ 

one d i rec tion of the
connection , it must be negotiated for each direction

~ 
• .~~ separa tely , if it is desired that GA’s are included in both

direc tions.

~ 
-‘

4

p

~~- •. *
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p
d. The GO—AHEAD sub—type

St ruc ture

1 I -

1 RH I
I 1

- - I 0
- 1 I

- 1 1 1-
~~ I I

• 1 X C O N T R O L  1
1 I

- 1 GO—AHEAD- I 

4. Implementation considerations.
S

a. As the INCLUDE—GO—AHEAD option is sort of a line—at—a—time
mode , the sender of data which is including GO AHEADs should
attempt to transmit characters in the record mode , cons isten t
with any other agreements which are in effect (e.g.,
approx imate transmit record size agreements).

- b. In many implementations it will be desirable to couple the
INCLUDE—GO—AHEAD option to the echo option so that when the
echo op tion is in effect , the INCLUDE—GO—AHEAD option is not in

- 
eff ect.

• $ 5. D e f a u l t —

GO—AMEADs are not included.

L. -

‘ 4f - -S
- -4,

$
I- .
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- - P
- - F. E X T E N D E D  A S C I I

1. Structure 

P I RH 1 
I

0 1
I I
I 1
I I

P 1 DO / DONT / WILL / WONT I
4 1

I EXTENDED ASCII I
I 

2. Motivation for the option

a. Several sites on the net may use keyboards which use almost
all 128 charac ters as printable characters , and use one or m ore
additional ‘control ’ bits as command modifiers or to separate
textual input from command input to programs. Without these
additional bits , several characters cannot be entered as text

P because they are used for control purposes , such as the g reek
letter ‘be ta’ wh ich on a IMP connection is Control—C and is

- • sometimes used for stopping ones job . In additi.on the re  are
several programs that require these additional bits to run
eff ectively. Hence it is necessary to provide some means of
sending characters larger than 8 bits wide. This option is to

P allow the transmission of such extended ASC II characters .

3. Description of the option.

a. ~Jhen both hosts have agreed to use the Extended ASCII
(XASCII) option they have essentially agreed to include an

- 
‘ $ XASCII sub—type in the repertoir of XCONTROL records. The

XASCII sub—type is described in the following section.

~4
4

1’

I~$

IMP Specification page G24
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b. The XASCII sub—type

Structure

I 1
I RM
1 I
1 length I 

- I l e n g t h
-

l I I- 
1 X C O N T R O L
I 1

XASCI I  1 
I

1 b y t e — i  I

1 • I
1 . I
I I

by te—n I
I 

Ex p lana tion

This record indicates that the receiving end should
interpret the bytes following the XASCII byte as beeing in
the extended ASCII code.

- The body is divided into pairs of bytes , - the first being
the 8 high—order bits and the second the 8 low—order bits;
together they construct a iG bit byte to be interpreted as
a single extended ASCII character.

c. Exper ience has shown that most of the time , regular 7—b it
‘p ASCII  is typed , with an occasional ‘contr~ i’ character used.

Hence , it is expected that normal NVT ASCII will be used for
7—b it ASCII and that only when extended ASCII text must be sent

- will the XASCII record be used.
- f

- I •~ - d . The exact meaning of these additional bits depends on the
user program and will not be specified here.

4. Defaul t

No Extended ASCII records are allowed .
~~~

I
~~~~~~~b
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ii-
p

G. REC ONNECTION

1. Structure

•
r 

! DO / D ONT / W I L L  / WONT I
I I 

R E C O N N E C T
I 1

addr ess

- 
p 

1 add res s
I I

a d d r ess
I I

a d d r e s s

t y pe

2. Motivation for the option.

• a. There are situations in which it is desirable to move one orP bot h en d s o f a com m un ica ti on pa th f r o m  one user or p rocess  to
ano ther. Users who are served by the the same IC? may use the

- MOVE CONNECTION mechanism (see TCP specifications) . However ,
to move the connection across hosts is somewhat more
complicated . The reconnection option provides such a
m e c h a n i s m .

-

4

-4
-U

p

L
I

~~~~~~~~

- - 
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$ RECONNECTION FOR AUTHENTICATION

- - - 1
Host User

- 

- 

p 

1 
F

_

/ I—

- - I - reconnection
- P for

authentication I 
-I /

- •-4f ,‘

4.
,

-

4

, 
_ _ _

Authenticator

Host User

_ _ _ _ _  A

ft - authentication I
• 

- complete

P

- ‘
p

• 
Authenticator LEGEND

- 

I 

Existing situation

Desired situation . .
Reconnection -•—-— —

-~ là
• F*gure G2 
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p
Imag ine a scenar io in wh ich a user could  use the sa m e name
and password (and perhaps acc ount) to log into any server on
the network. For reasons of security and economy it would be
undes ira b le to have eve ry  name and password stored at every
site. A user wanting to use a host that doesn ’t have h is

p name or password locally would connect to it and attempt to
log in as usual (see Figure G2). The host , d iscover ing tha t
it doesn ’t know the user , wo u ld h a n d  h im o f f  to a ne twork
authentication service which can determine whether the user
is who he claims to be. If the user passes the
au the nti ca tion tes t he can be handed  b ack  to the hos t wh ic h

p can then provide him service 
-

If the user doesn ’t trust the host and is afraid that it
m igh t read h is password  ra ther  th an pass h im o f f  to the
Aut hen tica tor h e could  con nec t d irec tly to the
authentication service. After authentication , the

p Authenticator can pass him off to the host.

The idea is tha t th e s h u f f l ing of the use r  back  and f o r th
be tween hos t and  Au then tica tor sho uld be inv isible  to the
user.

p 3. Descr iption of a reconnection mechanism .

a. Ass ume that Hi wants to move its end of communication path
A—C to port D at H3 (Figure G3—a). The reconnection proceeds
by steps:

p H i a r r a nges f o r  the reconnec tion by  send ing to 112:

H1—>H2: DO RECONNECT H3—D START

142 ag ree s  to reco nn ec t and a c k n o w l e d g e s  with:

H2— >H1: WILL RECONNECT M3—D START

H i no te s tha t H2 has  ag reed to reconnec t and c loses  the
connection between A and C. M2 , af ter sending the WILL ,
initiates a connection to H3—D .

• In order  fo r  the reco nn ec tion to succeed Hi mus t , of course ,
have  a r r an g e d  f o r  113’s cooperation . One way Hi could do this

• would be to establish the path B—D and then proceed through
the reconnection protocol exchange with H3 concurrently with
its exchange with H2 (See Figure G3—b). The dialogue between
H i and 113 will be:

*

TM? Specification page G28
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— 

I H i — > H 3 :  DO R E C O N N E C T  112—C EXPECT

H3—>Hi: WILL RECONNECT M2—C EXPECT

Hi notified 113 to expect a connection from 112—C. Upon 113’s

• agreemen t (WILL) he should start LISTENing for a connection
from 112—C. Hi will close the connection between him and 113
only upon a rece ipt of a WILL from H2. This is done so that
Hi may in f o r m  H3 (v ia a DONT)  in case 112 refuses to perform
the reconnection.

- 

- p b . Either of the IMP ’s may refuse or abort reconnection. 02
could respond to Ml’s DO with WONT ; Hi can abort the
reconnec tion by responding to WILL with DONT .

c. It is easy to insure that messages in transit are  no t los t
d uring the reconnection. Receipt of the WILL message by Hi is

• s taken to mean that no further messages are coming from H2;
similarly receipt of DO from Hi by 112 is taken to mean that no
further messages are coming from Hi.

d. To complete the specification of the reconnection mechanism
consider the situation in which two “adjacen t” entities

• initiate reconnections. The situation is described in Figure
G3—c . 112 and M3 simultaneously try to arrange for -

reconnec tion:

H2—>H3: DO RECONNECT Mi—C START/EXPECT

p H3—>H2: DO RECONNECT 114—E START/EXPECT

e. Thus , 112 sees a DO f r o m  113 ra ther than an WILL or WONT in
response to its DO to 113. This “race ” sit ua tion can be
resolved by having the reconnections proceed in series rather

• than in parallel: first one entity (say 02) performs its
p reconnec t and the n the o ther (113) performs its reconnect.

There are several means that could be used to decide which gets
to go first. Perhaps the simplest is to base the decision on

- :  - . socke ts: the en tit y f o r  wh ich the number  fo rmed  by the 32 b it
socke t number is largest gets to go first. Once an ordering

4 has been de term ined the r econnec tion proceeds  as though no
p conflict occurred .

4. Defaul t -

No reconnec tion is allowed .

TM? Spec ification peg. 
G30*
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11. APPROXIMATE RECORD SIZE

i. Structure

I IP 1 RH I
I 1

0 1
1 1
1 3 1 

I 1 DO / DONT / WILL / WONT I
1 I

- 

- I A PPROXIMATE RECORD SIZE I
I I
I size I
I 1

-~~~~~~ * size 
1

2. Mo tivation for the option. 4

a. The IMP pro tocol does not spec~~fy how many characters the
transmitter of data should attempt to pack into the records or
le tters  it sends , except for the limit of 2**15 characters per
record. However , (1) some receivers may prefer incoming
records to generally have some minimum size , for example , to
lessen the burden of processing input interrupts; (2) some
rece ivers may prefer incoming data records to generally have• some max imum size , for example , to promote more efficiently
utilization of input buffer space; (3) some transmitters may
have max imum sizes f o r  ou tgo ing da ta messages , in f o r m a tion
wh ich could be used to more efficiently utilize the receiver ’s

• input buffer space; and (4) some transmitters may desire to
tr a n s m i t some minimum size message , for example , to lessen the

- 

- bur~ °n of processing output interrupts.

b. Therefore , it is desirable to have some mechanism whereby
the THP’s involved can attempt to agree on th. approximate size

• c  
- - - of records transmitted over the connection. (It might be even

4 -
~ more powerful to be able to negotiate approximate or even exact

V upper and lower bounds on message size. However , fixed bounds
4 would sometimes be hard to manage , and specifying both upper

and lower bounds , even approximately, seems overly complicated
considering the expected payoff.)

IMP Specification page C31
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c. It should be noticed that the approximate record si z e
a p p l ies to one direction of the connection only, and has to be
negotiated separately for each direction if it is desired to
set approximate record sizes in both directions.

3. Description of the option.

a. With the option which specifies the approximate size of
records transmitted over the connection , the transmitter
attempts to send messages of the specified size unless some
other constraint (for instance , an end of line) requires the
message to be sent sooner , or characters for transmission
arrive so fast that the message has to be bigger than the
specified size. The option is to be used strictly to improve
the STATISTICS (e.g., timing and buffering) of message
recep tion and t r a n s m iss ion —— the option does NOT specify any
absolu tes.

b. The two size octets specify a 16 bit number which is the
approximate record size. With this option not in effect ,
record  size is comple tely u n d e f ined as per the NVT
specification.

P 4. Defaul t

No attempt will be made to agree on a message size.

- p

* -

I l
--‘ 4’.
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I. LINE WIDTH

1. Structure

- I 1
P 1 RM I -

- I 1
1 0 1
I 

-

• 
1 3 1
I 1

t P 1 DO / DONT / WILL / WONT I

I i 
I L INE WIDTM I

- 1 I
I SENDER/RECEIVER I

-
~~~~~ I I

P I size
I I

2. Motivation for the Option

a. If we consider the example of .a computer transmitting data
p over a connection to a terminal ~Vhere the data is printed , then

the computer is the data sender and the terminal  is the da ta
receiver. Continuing to use this example , thi, option could be

- used to negotiate the line width to be used when printing lines
from the computer on the terminal. To negotiate line width on

- the other half of the connection the TMP’S involved reverse
* p their data sender and data receiver roles; this can be done

- unambiguously as the sender of a DO or DONT command can only be
the da ta sender , thus defining the direction of the connection

I 
- under  d iscuss ion , and the sender  of a WILL or WONT command can

on ly  be the data receiver.

- b. There appear to be four cases in which it is useful for one
end of a connection to communicate with the other about the

- 
output line width:

• 
(1) the sender may wish the receiver to use its local
knowled ge of the printe r width to properly handle the line

- - $ width ;

(2) the receiver may wish the sender to use its local
-
• knowledge of the data being sent to properly handle the line

wid th;

- ¼
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(3) the sender may wish to use its local knowledge of the
data being sent to instruct the receiver in the proper

- 
handling of the line width; and

(4) the receiver may wish to us e i t s  loc al kn owledge of t he
- printer width to instruct the sender in the proper handling

- 
of the line width.

c. An example of proper haudling of the line length is for the
rece iver  to wrap around lines sent by the sender so that the

-
~~ lines fit on the printer page. Another example of proper

h a n d l ing of the line leng th migh t be no t fold ing l ines even
though they overflow the printer page , if that is what the user

- 

I desires.

- I - 3. Description of the Option

a. The SENDER/RECEIVER entry indicates which end of the
— 

- 
- connection is to assume responsibility for line—width handling.

The size indicates the desired line—width in characters. In
addition the following conventions about the size are adopted:

A size of zero ind ica tes a r eques t or agreemen t, to hand le
line width with no explicitly suggested size.

A size of 255 suggests a line width of infinity.

b. If both ends suggest simultaneously (WILL and DO) the same
4 party to handle line width , but offer different sizes , the

- minimum of the two sizes is assumed to be agreed upon.

c. The guiding rules are that

( 1)  if neither data receiver or data sender wants to handle
- output line—width considerations , the data rece iver  must  do

it , and

(2) if both data receiver or data sender want to handle
output line—width considerations , the  da ta  sender gets to do

4 
-4 it.c - -

~~~

d. The reason ing for the former rule ii t h a t  if n e i t h e r  want  to
do it , then the default in the option dominates. If both want

- to do it , the sender , who is presumed to have special  knowled ge
about the data , should be allowed to do it , taking into account
any suggestions the receiver makes.

*
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• 4. Default

- 
In the absence of negotiation concerning which connection end ,

- data sender or data receiver , is handling output line width
• p considerations , neither end is required to handle line width

consideration and neither end is prohibited from handling line
width consideration but it is appropriate if at least the data

- receiver handles line width considerations albeit primitivel y.

-
. I

~

-
-

•

~~~

- 

~~~~:

4,

1
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J. PAGE SIZE

1. Structure

• 1 I
1 RN
I 1
1 0 1
1 1
1 3 I

I I I
I DO / DONT / WILL / WONT I
1 I —

I PAGE SIZE 1
I 
1 SENDER/RECEIVER I

& I I
size I

1 

2. Motivation for the Option

$ a. In the following, we are discussing one direction of a full
duplex connection. In this direction data passes from the data
sender to the data receiver. If we consider the example of a

• computer transmitting data over a connection to a terminal
where the data is printed , then the compu ter is the da ta sender
and the the terminal is the data receiver. Continuing to use

P th is e x a m p l e , this option could be used to negotiate the page
• size to be used when printing pages from the computer on the

terminal. To negotiate page size in the other direction of the
con nect ion th~ THP ’s involved reverse their data sender and
data receivet roles; this can be done unambiguousl y as the

- • sender of a DO or DONT can only be the data sander , thus
P defining the direction of the con nec tion under  d isc uss ion , and

p the sender of a WILL or WONT can only be the data receiver.

- - • b .  There appear to be four cases in which it is useful for one
end of a connection to communicate with the other about the
output page size:

p
(1) the sender may wish the receiver to use its local

~ :‘ knowledge of the printer page size to properly handle the

~~

•. 
-
~ 4 ~ page size;

N
IMP Specification page 036

p



r~~ ~~~~~~ 

- - — ‘~~~~~~~~~~~~~~~~~~~~~~~~~~ —- ‘~~~~~~~ -4——- !- ~~~~~~~~ !- —~-•_-~~ ~~~~~~~~~~~ — 

LLG RON JBP 13 JUL 76 3594 1

Appendix C

)

( 2 )  the rece iver may wish the sender  to use it s local
knowledge to the data being sent to properly handle the page
size ;

P (3) the sender may wish to use its local knowledge of the
data being sent to instruct the receiver in the proper
handl ing of the page size; and

( 4 )  the rece iver  may wish to use its local  knowledg e of the
pr in ter size to ins truc t the sender  in the pro per hand l ing of

) the page size. 
-

c. An example of proper handling of, the page size is for the
receiver to hold off further output , until instructed to
con tinue when the lines being print-ed are about to overflow the
d isp lay screen.

3. Description of the Option.

a. The SENDER/RECEIVER entry indicates which connection end is
to assume responsibility for page—s ize handling. The size

• indicates the desired page—size in lines. In addition the
P fo l l owing c o n v e n t i o n s  ab out the size are  ado pt ed:

• A size of zero  ind ica tes a re qu es t or agree m ent to han d le
page—size with no explicitly suggested size.

A size of 255 suggests a page—size of infinity.

b. If bo th ends suggest simultaneously (WILL and DO) the same
par ty to hand le  pag e si ze , bu t o f f e r  d if f e r e n t size s, the
m i n i m u m  of t he  two s izes  is a s s u m e d  to be a g r e e d  u p o n .

c. The guiding rules are that

‘ ( 1)  if neither  da ta rece iver  or da ta sender  w a n t s  to handle
output page size considerations, the data receiver must do
it , and

(2) if both data receiver or data sender want to handle
P output page size , the data sender gets to do it.

d. The reaso ning for the former rule is that if neither wants
to do it , then the default dominates. If both want to do it ,
the sender , who is presumed to have special knowled ge about the
data , should be allowed to do it , taking into account any

$ suggestions the receiver makes.

TOP Spec if ica tion page C37
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P

- 

4. Defaul t

- In the abs ence of nego ti a tion conce rn ing wh ich connec tion end ,- 

da ta sender  or da ta rece iver , is h a n d l ing ou tpu t page size
- I cons idera tions , neither end is required to handle page size

cons idera tion and ne ither end is p roh ib ited f r o m  h a n d l ing page
size consideration , but it is appropriate if at least the data

I 

rece iver handles page size considerations albeit primitively.

-

~~~~~~~ 
p

- - 

$

$

$

‘4;
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K. VERTICAL TA B STOPS

I 1. Structure -

P 1 
RN

I I
1 0 I 

I
1 m+2 1

-
~~~~~~~~ ~~~p I 1

1 DO / DONT / WILL / WONT I
-f- -

— I VERTICAL TABSTOPS
I I

SENDER/RECEIVER 

I tabstop— 1 I
1 
1 .
1 .

I .
p 1 I

- I tabstop—m
~ - I 

2. Motivation for the Option

• 
a. Refer to the motivation for ti~e Page—Size option.

3. Description of the Option

F: I~ ~ a. In the following, we are discussing one direction of a
connection , as described in the Page—Size option.

p b. The SENDER/RECEIVER entry indicates which connection end is
to assume responsibility for vertical tabstops handling. The

‘ tabstop—i indicates the line number , r e l a tive to the phys ical
to p of the pr in ter page or ter minal  sc reen , that are to be set.
If no tabs to ps ap pear  f o l l o w in g the S E N D E R / R E C E I V E R  ent r y ,  it
is interpreted as a request or agreement , to h a n d l e  hor izon tal
tabstops with no explicitly suggested column numbers.

THP Specific ation page 039
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c. The guiding rules are that:

( 1)  if ne ither  da ta rece iver  n o r da ta sender  wa nt s to h a n d l e
output vertical tabstops , the data receiver must do it , and

(2) if both data receiver and data sender want to handle
output vertical tabstops , the data sender gets to do it.

d. The reason ing for the former rule is that if neither wants
to do it , then the default in the option dominates. If both
want to do it , the sender , who is presumed to have special
knowled ge abou t the da ta , sh ould be a l lowed to do it , taking
into account any suggestions the receiver may make . This is
necessary  d ue to the asynchrony of network transmissions.

4. Default

In the d e f a ult absenc e of nego tia tio ns c o n c e r n ing wh ich
c onnec t ion end , da ta sender or data receiver , is handling
output vertical tabstop considerations , neither end is required
to handle vertical tabstops and neither end is prohibited from

• 
handling them; but it is appropriate if at least the data
receiver handles vertical tabstop considerations , albeit
pri lsitiJely.

P

• P

4
-4

•
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L. HORIZONTAL TABSTOPS

1. Structure

-

I 

I 1
1 RN
1 1

0
1 

m+2 
1

1 DO / DONT / WILL / WONT I
1 I
1 MORIZONTAL TABSTOPS I
1 1

S E N D E R / R E C E IVER
1 I
I tabstop— 1 1 

1
I . 1

I tabstop—m
L • i 

2. Motivation for the Option

a. Refer to the motivation for the Page—Size option.

3. Description of the Option

• 
- a. In the following, we are d iscussing one direction of a

• 
connection , as descr ibed in the Page—Size option.

b. The SENDER/RECEIVER entry indicates which connection end is
-• to assume responsibility for horizontal tabstops handling. The

tabstop—i indicates the column numbers , relative to the
ph ys ical left side of the printer page or terminal screen , that
are to be set. If no tabstops appear following the
SENDER/RECEIVER en try it is interpreted as a request or
agreement , to handle horizontal tabstops with no explicitl y

~. &ugg ested column numbers.

~L 
-

TOP Spec if ica tion page 041
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- c. The guiding rules are that:

(1) if neither data receiver nor data sender wants to handle
- ou tpu t hor izon tal tabs tops , the data receiver must do it , and

- (2) if both data receiver and data sender want to handle
- 

- 
output horizontal tabstops , the data sender gets to do it.

- d. The reasoning for the former rule is that if neither wants
to do it , then the default dominates. If both want to do it ,
the sender , who is presumed to have special knowledge about the
da ta , should  be a l l owed to do it , tak ing in to accoun t any
sugges tions the receiver may make .

4. Defaul t

In the default absence of negotiations concerning which
con nec tion end , da ta sender or data receiver , is h a n d l ing
output horizontal tabstops , neither end is required to handle
them and neither end is prohibi ted from handling them; but it
is appropriate if at least the data receiver handles horizontal

r • tabstops , albeit primitivel y.

P

*7
’

:.: I

~~~~~~~~~ :
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M . CARRIAGE—RETURN DISPOSITION

1. Structure

P 1 
I RM 1
I 1
1 0 1
I I
1 3 I

P 1 
I DO / IIONT / WILL / WONT I
I I
1 CARRIAGE—RETURN DISPOSITION!
I I
I SENDER/RECEIVER 1

P I I
I delay
1 I

2. Motivation for the Option

P a. Refer to the motivation for the Page—Size option.

3. Descr iption of the Option

a. In the following, we are discussing one direction of a
connection , as described in the Page—Size option.

b. The SENDER/RECEIVER entry indicates which connection end is
to assume responsibility for carriage—return disposition
handling. The delay indicates the number of character—times to

-

* wait or number of NULs to insert in the data stream before
sending the next data character. In addition the following

• S conventions about the delay are adopted:

I; A delay of zero indicates a request or agreement , to handle
- ‘ carriage—return disposition with no explicitly suggested

delay.

$ A delay of 255 sugges t s  the d i s c a r d i n g  of all carriage
returns.

r i- - ~
c. If both ends suggest simultaneously (WILL and DO) the same
end to handle line width , but offer different sizes , the

t minimum of the two sizes is assumed to be agreed upon.

TOP Specif ication page 043
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d. The guiding rules are that:

(1) if neither data receiver nor data sender wants to handle
- carriage—returns , the data receiver must do it , and

(2 )  if bo th da ta r ece ive r  and da ta sender  wan t to h a n d l e
carriage—returns , the data sender gets to do it.

e. The reason ing f o r  the f o r m e r  ru le  is tha t if neither wants
to do it , then the default dominates. If both want to do it ,

- the sender , who is presumed to have special knowledge about the
data , should be allowed to do it , taking into account any
suggestions the receiver may make .

f. Note that carriage—return delays , controlled by the data
— sender , mus t consist of NUL characters inserted immediately

after the character in question. This is necessary due to the
asynchrony of ne twork transmissions. Due to the end—of—line
conven ti on , with carriage—returns followed by a linefeed , any
NULs that would otherwise be placed after the carriage—return
mu st be p laced  af ter the l in e f e e d , r e g a r d l e s s  of any
modifications that may additionally be made to the line feed.

- 
4..Defa ult

In the d e f a u l t absence  of nego tia tions co nc e r n i n g  wh ich
connec tion end , da ta sender  or da ta rece iver , is h a n d l ing
output carriage—returns , ne ither  end is req ui red to h a n d l e
carr iage—returns and neither end is prohibited from handling
them; but it is appropriate if at least the data receiver

- handles carr iage—returns , albeit primitivel y.

I ~~, -

-• S
~•‘i~~_ 

~ -

~: 
-

~~ 1
~ 5 

-4c -

~~

~I-~~~~~
I $

r.
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N.  L I N E F E E D  DISPOSITION

- 1. Structure -

I I
I RN 1
I I

~ I 1 0 1
[ I I

1 3 1
I 1
I DO / DONT / WILL / WONT 1
I 1
I L I N E F E E D  D I S P O S I T I O N  1

- • 1 1
I SENDER/RECEIVER 1

2. Motivation for the Option

a. Refer to the motivation for the Page—Size option.

3. Description of the Op t ion

a. In the following, we are discussing one direction of a
connec tion , as descr ibed in the Page—Size option.

• b. The SENDER/RECEIVER entry indicates which connection end is
to assume responsibility for linefeed disposition. The delay
indicates the number of character—times to wait or number of
NULs to insert in the data stream before sending the next data
character. In addition the following conventions about the
delay are adopted:

• $

A delay of zero indicates a request or agreement , to handle
-• I linefeed disposition with no explicitly suggested delay.

4 
- 

A delay of 254 suggests -that linefeed be simulated

* A delay of 255 suggests the discarding of all linefeeds.

c. If both ends suggest simultaneously (WILL and DO) the same
end to handle linefeed disposition , but offer different delays ,
the minimum of the two delays is assumed to be agreed upon .

— 

- 
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4 - d. The guiding rules are that:

I 
- (1) if neither data receiver nor data sender wants to handle

- - output linefeeds , the data receiver must do it , and
P

(2) if bo th data receiver and- data sende .~ wan t to h a n d l e
ou tpu t lin e f e e d  d ispos iti on , the data sender gets to do it.

- 

e. The reason ing for the former rule is that if neither wants
• to do it , then the default dominates. If bo th wan t to do i t ,
• the sender , who is presumed to have special knowledge about the

$ data , should be allowed to do it , taking into account any
I - 

) suggestions the receiver may make .

- f. Simulation is defined as the replacement of the linefeed
1 character by new—line (see following) and enough blanks to move

• p the print head (or line pointer) to the same lateral position
it occupied just prior receiving the linefeed. To avoid
infinite recursion , such simulation is allowed only ’for
linefeed characters that are not immediately preceded by

- carriage—returns (that is, part of a new—line comb ination). It
— is assumed that linefeed simulation will be necessary for

- I printers that do not have a separate linefeed (like the IBM
- 2741); in this case , end—of—line charac ter padding can be

- - - specified through the CARRIAGE—RETURN DISPOSITION option. Any
- padding (0 < delay < 254 ) of l in e f e e d  charac ters  is to be do ne

& 
- 

-
- for ALL linefeed characters.

• p g. Note tha t delays , controlled by the data sender , must
consist of NUL characters inserted immediately after the
charac ter. This is necessary due to the asynchrony of network
transmissions. Additionally it may be necessary to add
carriage—return padding or delay after the associated linefeed

* (see CARRIAGE RETURN DISPOSITION option).
p

4. Default

1 In the default absence of negotiations concerning which
conne~ tjon end , data sender or data receiver , is hand l ing

-

~~ 

output linefeed considerations , neither end is required nor
p prohibited from handling linefeeds; but it is appropriate if at

- least the data receiver handles them , albeit primitivel y.
4
, 

-
- •,-• -

S
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- 0. FORMFEED DISPOSITION

1. Structure -

1 I
I RN I
I I
1 0 1
1 

- 1 3 1

I DO / DONT / W ILL / WO NT 1
I I
I FORMFEED DISPOSITION I

- I 1
I S E N D E R / R E C E I V E R

I delay 1
— 1 I

- 2. Motivation for the Option

a. Refer to the motivatio n for the Page—Size option.

- 3. Description of the Option

a. In the following, we are  d isc uss ing one d ir e c t ion of a
— - connection , as described in the Page—Size option.

P b. The SENDER/RECEIVER entry indicates which connec tion end is
to assume responsibility for form feed disposition. The delay
indicates the number of character—times to wait or number of

1 - 

- 
N U L s to inser t in the da ta st ream b e f o r e  send ing the nex t da ta

I ’ charac ter. In addition the following conventions about the
de lay  a re  adop ted:

- A delay of zero indicates a request or agreement , to hand le
-
. hor izon tal tab d ispos it ion with no exp licitl y sugges ted

delay.

A delay of 253 sugges ts that each occurrence of the character
I . - 

- , be replaced by carriage—return/line—fe ed

L~

A delay of 254 suggests that form feed be simulated

A delay of 255 suggests the discarding of all form feeds.

*
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$

c. If both ends suggest simultaneously (WILL and DO) the same
• - end to handle form feed disposition , bu t offer different

de lays , the m in imum of the two de lays  is assumed to be agreed
upon.

d. The guiding rules are that:

(1) if neither data receiver nor data sender wants to handle
output formfeeds , the data receiver must do it , and

P (2) if both data receiver and data sender want to handle
ou tpu t f o r m f e e d s , the data sender gets to do it.

e. The reasoning for the former rule is that if n e i t h e r  wan t s
to do it , then the default dominates. If both want to do it ,
the sender , who is presumed to have special knowledge about the

S da ta , shou ld  be a l lowed to do it , taking into account any
suggestions the receiver may make.

f. Simulation is defined as the rep lacement of the forefeed
charac ter by enough line—feeds (only) to advance the paper (or
line—pointer) to the top of the next page (or to the top of the

$ terminal screen).

g. No te that delays , con trol led by the da ta sender , must
cons ist of NUL cha r ac ters  inser ted immed ia tely af ter the
formfeed charac ter. This is necessary due to the asynchrony of
network transmission.

p
4. Default

In the default absence of negotiations concerning which
connec tion end , da ta sender  or da ta rece iver , is h a n d l i n g
ou tpu t f o r m f e e d s , nei ther end is required to handle formfeedsr -- and ne ither  end is prohibit ed from handling them; but it is
a p p r o p r ia te if at least the data receiver handles forafeed
cons idera tions , albei t primitively.

~~

I-

I

-

~~

- 

I

I - 

-

-
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P. HORIZONTAL TAB DISPOSITION

1. Structure -

I I I
RN I

1 I
0 1

I I
1 3

P 1 I
1 DO / DONT / WILL / WONT I
I I
I HORIZONTAL TAB DISPOSITI-ON I

I 1
I SENDER/RECEIVER I

p I I
1 de lay I
I I

2. Motivation for the Option

• a-. Refer to the motivation for the Page—Size option.

3. Descr iption of the Option

a. In the following, we are discussing one direction of a
connection , as described in the Page—Size option.

• b. The SENDER/RECEIVER entry indicates which connection end is
to assume responsibility for horizontal tab disposition. The
delay indicates the number of character—times to wait or number
of NULs to insert in the data stream before sending the next
data character. In addition the following conventions about

P the delay are adopted:

A delay of zero indicates a request or agreement , to handle
horizontal tab disposition with no explicitl y suggested

- - - - d e l a y .
‘ 4

p A delay of 254 sugges ts tha t tabb ing be simula ted

A delay of 255 suggests the discarding of all tabs.

~~~ S
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P

c. If both ends suggest simultaneously (WILL and DO) the same
connection end to handle horizontal tab disposition , but offer
different delays , the minimum of the two delays is assumed to
be agreed upon.

p
d. The guiding rules are that:

( 1)  if ne ither  da ta rece iver nor  da ta sender  wan ts to handle
o ut pu t hor izon tal tab charac ters , the data receiver must do
it , and

P
(2) if both data receiver and data sender wants to handle
o ut p ut hor izon tal tab cha rac ters , the da ta sender ge ts to do
it.

e. The reasoning for the former rule is that if neither wants
* to do it , then the default dominates. If both want to do it ,

the sender , wh o is p resumed to have spec ial knowledge abo ut the
da ta , should be allowed to do it , tak ing in to accoun t any
sugges tions the receiver may make .

f. Simulation is defined as the replacement of the horizontal

* tab character by enough spaces to move the printer head (or
line—po inter) to the next horizontal tab stop.

g. No te that delays , con trolled by the data sender , mus t
co nsis t of NUL c h a r a c ters  inserted immediately after the

• horizontal tab character. This is necessary due to the
p asynchrony of network transmissions.

4. Defa ult

In the default absence of negotiations concerning which
connection end , data sender or data receiver , is handling- , - • out pu t h o r i z o n tal tab character considerations , neither end is
requ ired to handle horizontal tab characters and neither end is
proh ibited from handling them; but it is appropriate if at
least the data receiver handles horizontal tab character
considera t ions , albe it primitively.

P

p -

•
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H
Q. VERTICAL TAB DISPOSITION

I 

- 1. Structure -

I 
— RM 1

1 1
I 0

- 1 
I 3
1 

I 1 DO / DONT / WILL / WONT I
I I
I FORMFEED DISPOSITION I
1 I

• I I SENDER/RECEIVER I

c 1 I
1 

I delay
1 I

2. Motivation for the Option

a. Refer to the motivation for the Page—Size option.

• 
3. Description of the Option

a. In the following, we ar e d iscuss ing one d irec tion o f a
connec tion , as descr ibed in the Page—Size option.

b. The SENDER/RECEIVER en try indicates which connection end is
to a ssume r e spons ib il it y for ver tical tab disposition. The

1 delay indicates the number of character—times to wait or number
I - of NULS to insert in the data stream before sending the next
- data character. In addition the following conventions about

the delay are adopted:
‘I -

- A de lay oi_zer-o---i-n-~~-cate8 a request or agreement , to handle
~: --

~~ ver tical tab disposition with no explicitly suggested delay.

A delay of 253 suggests that each occurrence of the character
- be replaced by carriage—return/line—feed

-
~~~~ A delay of 254 suggests that vertical tab be simulated

A delay of 255 suggests the discarding of all vertical tabs.

TOP Spec if i c a t ion page 051
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c. If both ends suggest simultaneously (WILL and DO) the same
end to handle vertical tab disposition , bu t offer different
de lays , the mi n imum of the two de lays  is assumed  to be agreed
upon.

d. The gu iding rules are that:

( 1 )  if ne ither  da ta rece iver nor  da ta sender wan ts to h and le
the ou tput ver tical tab cha rac ters , the da ta rece iver mu st do
it , and

- 
I (2 )  if both data receiver and data sender want to handle the

output vertical tab characters , the data sender gets to do
it.

- e. The reason ing for the former rule is that if neither want to
do it , then the default dominates. If both want to do it , the

- s ender , who is pres um ed to have spec ial knowled ge abo ut the
da ta , sho uld be a l lowed to do it , taking into account any
sugges tions the receiver may make .

f. Simulation is defined as the rep laceme nt of the cha rac ter by
enough line—feeds (only) to advance the paper (or line—pointer)
to the next vertical tab stop.

• g. Note that delays , controlled by the da ta sender , must
• consist of NUL characters , inser ted immed ia tely  af ter the

vertical—tab character. This is necessary due to the asynchrony
- of network transmissions .

• 4. Default

- In the default absence of negotiations concerning which
connec tion end , da ta sender or data receiver , is h a n d l ing

- ou tpu t ver tical tabs top co nsidera tions , ne ither end is required
to h a n d l e  ver tical tabs tops and ne ither end is p roh ib ited f r o m
handling them; but it is appropriate if at least the data

-- ‘ -
I rece iver handles vertical tabstop considerations , albeit

- , primitively. 
—

t

L~
fr ,ç~~
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&
R. EXTENDED OPTION LIST

1. Structure -

- • _  1 1
I RM
I I
1 0 1
I 1
I 1 1
I I
I DO / DONT / WILL / WONT I
1 1
I EXTENDED OPTION LIST I
I 

- 2. Motivation for the option

a. Even tually, a 257 th op tion will be needed and there  is
curren tly no way to support it. The propsed option will extend
the op tion lis t for  ano ther 256 op tions in a manner which is
easy to implement.

U 3. Descr iption of the option.

a.  Whe n bo th hos ts have  agr eed to use the Ex tended Option List
(XOL) op tion they have essentially agreed to include an XOL
sub—type in the repertoir of XCONTROL records. The XOL
sub—type is described in the following section.

4
- -4
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b. The XOL sub—type

Structure 

I RH

0
I I.
I n+3

- I I 
XCON TR O L I — 

-

~ 1 XOL
1 
I DO / DON T / W I L L  / WONT I
I 

• I E X T E N D E D  O P T I O N  NAM E I
I 

p a r a m e t e r — i
1 
! • 1
I . I
1 . I
I I

p a r a m e t e r — n
1 

E x p l a n a t i o n

The XOL sub—type indicates to the r e c e i v e r  t h a t  t h e
following is an o p t i o n  n e g o t i a t i o n  r e c o r d , for which the
option name is taken from an “extended-option list ” . The

• b y t e s  f o l l o w i n g  t he  r e c o r d  type are the r e g u l a r
D O / D O N T / W I L L / W O N T  b y t e , f o l l o w e d  by the option name (from

• the extended list), followed by any parameters that are
r e l e v a n t  f o r  t h e  n e go t i a t i o n .

4.  D e f a u l t
~4

N e g o t i a t i o n  of o p t i o n s  on t he  “ E x t e n d e d  Options List ” is not
p e r m i t t e d .

~~~~~~~~
-

- 

- 
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S. OPTION CODE ASSIGNMENT

Op tion Name Code

ECHO 0

BINARY MODE 1

RCTE 2

INCLUDE—GO—AHEAD 3

E X T E N D E D  ASCI I  4

R E C O N N E C T I O N  5

APPROXIMATE RECORD SIZE 6

L I N E — W I D T H  7

PAGE—SIZE 8

V E R T I C A L  TABSTOPS 9

HORIZONTAL TABSTOPS 10

C A R R I A G E — R E T U R N  D I S P O S I T I O N  11

• L I N E F E E D  D I S P O S I T I O N  12

F O R M F E E D  D I S P O S I T I O N  13

H-- •

~ HOR I Z O N T A L  TABS DISPOSITION 14

-~~~ • VERTICAL TAB DISPOSITION 15

E X T E N D E D  OPTION LIST 16

a-
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APPENDIX 0. SCCU

A. Introduction -

1. This appendix describes modifications and changes to be made
~.; in the TOP implementation on an SCCU. The appendix essentially

traverses the main document and points out the places where
changes should be made. Much of what follows are recommendations
for SCCU TOP implementation. Individual implementations may
include more of what is suggested here up to a full scale THP.
The reader of the appendix is assumed to be acquainted with the

- - f unc tions and implemen ta tion model  of the TOP tha t a~ e presen ted
in the main document.

2. The underly ing assumptions for a SCCU TOP imp lemen ta tion are
tha t onl y one co nnec tion may ex ist a t any one time , and tha t the
THP has  to look , from the network standpoint , as any other TOP.

3. The limitation on the number of connections is imposed by the
SCCU TCP tha t allows for only one connection. The need for
iden tical ne twork  behav ior of a SCCU TOP stems f r o m  the
req uirement that non—SCCU users be able to communicate with a
SCCU through a regular TOP. A direct consequence of the single
connection limit is eliminating preemption , since it is achieved
by having a second connection listening at all times.

4. Much of the savings in SCCU TOP implementation is a result of
these assumptions. Introducing a second connection (e.g., f o r

• preemp tion purposes) requires the inclusion of the preemption
mechanism , the connection multiplexing mechanism etc. This will
m ake the SCCU less un ique in it s st ruc ture , and in fac t more
similar to a TAC . SCCU’s a re  env isioned to suppor t ma in ly
process— to—process communication , f or wh ich p reemp tion is no t

- 

- 
mean ingful even in a full scale THP. If more than one connection
is needed , it is recommended  tha t the in te r f a c e  be v ia a TAC so
tha t the number  of connec tion s is l im ited onl y by the
ava ilability of resources.

B. Background
4

4
1. Configuration Overview

a. The Single Channel Control Unit (SCCU), provides a
single—connection interface to the network. The principal
intended use of the SCCLJ is to provide to a pair of hosts
curren tly connected via a private line the less expensive
al ternative of using the network. In this situation each host

THP Spec i f ica tion page Hi
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would have an SCCU interface to the network. However ,
4 provisions are made for non—SCC U subscribers to communicate

with SCCU hosts and vice versa . -

b. Two types of SCCU configurations are envisioned , bo th
involving a Host Specific Interface (HSI) module. The first
conf iguration makes use of the TCP by extending requests to the
TOP ; the second configuration allows the liSt a direct access
to the TCP withou t TOP ’s intervention. Although the
capabi l ities of bo th c o n f i g u r a tions a re  the sa m e , the first is
intended to enable terminal oriented users of one host to
appear as local (terminal) users to the other host. The second
conf iguration is used when the raw connection is employEd by a
process for a more general activity. A combination of the two
conf iguration will not be allowed to facilitate the operation
of the TCP so it does not communicate with two different
processes about the same connection. This appendix addresses

U the changes to be made to a TOP for use in an SCCU.

2. Pro tocol Overview

a. As the SCCU is an integral part of the AUTODIN II network
the need for the various protocol levels and functions still

- -  exists. The main task of the THP implementer on a SCCU is to
design a module that looks like any other TOP interface on the

4 network side and has a subset of full—scale THP from the user ’s
side.

• b. The important points to remember when implementing a SCCU
TOP a r e :  (1)  On ly  one c o n n e c t i o n  may  e x i s t  a t  any  one t ime , ( 2 )
The TOP has to look , f r om the ne twork s tandpo in t , as any o ther
TOP and , (3) Preemption may not occur .

C. TOP Functions

1. As mentioned ab~~~e the function of the TOP does not change for
-- - - I the SCCU. The THP has to appear like any other TOP to all other

TOP’s in the network , and compromises that are made , in design
and implemen ta t ion , may affec t only the way the THP looks to its
own user.

2. Conceptual Model for the User

a. One of the primary functions of the TOP is to give the user
a view of the network that makes lower levels of protocol as

• 

.
~~~~~

- invisible as possible. The user who uses the TOP has some

TOP Specification page 02
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(J

model of how text is actually passed to a remote user. This
model  sho uld be iden tical f o r  SCCU and non—SCCU users.

b. Ne twork Virtual Terminal

- i. The NVT is a network—wide feature of all THP’s and thus
- : m us t be ma in t a i n e d  by the SCCU as well . However , some of the

— 
function of the NVT printer may not be implemented.

c. User Addressing

L i. Addressing capabilities and syntax should not be altered
- 

I by the SCCU implementation so that SCCU users can address any
- addressable entity on the network and can be addressed by any

other network user.

ii. Since only one connec tion may exist in a SCCU at any one
L time , the dynam ic por t na me may be selec ted in d e p e n d e n tly by

- the process using ihe connection , o~ alternately provided by
- I -~ the SCCU without the process even knowing what it is. Static

por t names and standard function selectors should , however ,
be fixed so that users who need services offered by the host

- beh ind the SCCU can address it.

- 3. HSI Control

- 
- a .  The HSI in the SCCU configuration assumes the tasks of the

terminal controller in the TAC and host configurations.

- Although the liSt may no t be connec ted d irec tly to a user ’s
- terminal , but rather to a process running on behalf of the user

or to the actual TC within the host , the liSt must be able to
process all the requests submitted by the TOP (such as

- READTERM PR OFIL E , SETTERMPROFILE , and DATA). The manner in
which this can be achieved is lef t open to be d e t e r m i n e d
sepa ra t e ly f o r each SCCU HSI implementation .

4. Connec tion Management

- , a. The connection is the basic tool with which processes
f ~s communicate over the network; a connection in the SCCU , in

this respect , is no exception. It is important that the userZ have a consistent conceptual view of connections , whether on a
- : SCCU or not. The internal representation of a connection may

- ‘-
~~ • however , be different for the SCCU case .

TOP Specification page 03
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b. Interaction Mode Control

i. Insofar as the mode of interaction and the avai lability of
local buffer space  pe r m i t s , d ata  should be a c c u m u l a t e d  in the
SCCU until a complete line of data is ready for transmission ,

— o r u n t i l  some exp l i c i t  s ignal  to send the da ta “now ” occurs.
This signal could be generated either by a process or by a
human user.

ii. It should be noted that a character—at—a—time mode may
c rea te  excessive delays  f o r  a user beh ind  the t e r m i n a l .  This
Stems from the fact that in this mode each character
constitutes a letter , and only one letter may be pending.
Unless  spec if i c a l l y  needed , line—at—a— time mode should be
used to avoid the delays and increase efficiency.

c. Preemption

1.. As preemp tion may not occur on the SCCU , no pree m ption
fac ilities need to be provided. This reduces the precedence
checktng in the TOP, and el im ina tes the need f o r  implem en ting
any controls assoc iated with preemp tion. The TOP must be
able to process preemption messages from the remote TOP (i.e.
if the remote THP is preempted); it is recommended though ,

• tha t if preemption occurs on a connection , that the
connec tion be closed immediately.

D. THP Environment

1. The TOP has to communicate with the process it serves and with
the operating system under which it runs. Part of the THP’s
env ironmen t is it s in te r f a c e  wit h it s ne ighbors , the TCP on the
ne twork side , and the HSI on the user ’s side. The interaction
be tween the TCP and the TOP co u ld be m od if ied onl y to the extent
tha t the SCCU TCP is mod if ied , i.e., the THP mu st be able  to
accept , and poss ib ly  reac t to , all events coming from the TCP.
lnternally, however , the environment is quite different——the

- • operating system in the SCCU is not expected to offer all the
4 serv ices tha t a r e g u l a r  opera ting  sys tem does , and the TOP—user

communication should reflect the changes in the inter—process
relationship.

2. Inter— Process Commun ication

a. Al though process structure in the SCCU may be different from
the host or TAC cases , some a s y n c h r o n o u s  signa l l ing me chan iss
mus t be provided . This stems from the concern of creating

fl
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excess ive  wa i t  t ime in the SCCU. If a complete  asynchronous
model cannot be implemented , provisions ought to be made so
th a t th e in bo un d pa r t of the  TOP (the from—TCP letter handler),
and the entire TCP and SIP are able to run as independent
processes .  This  wi l l  insure  tha t  the user does not  have to

• wa i t  (maybe  i n d e f i n i t e l y )  u n t i l  all segments  of incoming
letters arrive , and that the TOP will be able to process
incoming con t ro l s  ( e spec ia l ly  those tha t  are processed out of
l ine)  in d e p e n d e n t l y  of the  user ’s a c t i v i t y .

3. Term inal and Process Models

a. Generally, the TOP handles processes and terminals in the
same way. This is achieved by having a Terminal Controller

- 
I mediate between the TOP and the process or terminal it serves .

In the SCCU this interfacing is performed by the liSt which ,
the r e f o r e , assumes  the  r e s p o n s i b i l i t i e s  of the TC , an d should
be implemented in such a way that processes need not undergo
any modifications in order to be able to serve a remote network
user.

E. TOP Interfaces

1. The TOP interfaces with the TCP on the network side , and an
- :  1 itsi on the user ’s side. In most cases the behavior of the TOP on

those interfaces is identical for the SCCU and non—SCCU case8.
The few excep tions are outlined below.

-

~~ 
- 2. User Interface

a.  A use r views the n e t w o r k  t h r o u g h  a command l anguage .  Such a
command l anguage  enables  the user to instruct his THP to
perform some con trol type actions on the connection. A SCCU in

4 this respect is no exception. A command language must still
exist , bu t may include  less commands  than a reg ular TOP ,
reflecting the internal changes and the different nature of
operation of a SCCU TOP.

3. TCP Interface

-
~~ 

-

~~~ 
a. Since a SCCU user and a non—SCCU user need the same kind of
c a p a b i l i t i e s, es sen t i a l ly the  sam e set o f eve n ts is of f er ed by
the TCP. However , because of the special configuration , some
of those events need fewer or different parameters , and some
are used in a more restrictive manner.

TOP Specification page 05
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4. liSt Interface -

a. As emphasized before , the HSI assumes the role of a -TC . This
implies that the HSI maintains a terminal profile and provides
the TOP with read and write access to that data structure.

b. The nature of the communication between the liSt and the host
it serves is not specified. However , since both the THP and
the  HSI a re  processes, and since a general event sending
m e c h a n i s m  is a v a i l a bl e , we recommend that the TOP and liSt make
use of t h a t  mechan ism for their communication. The tasks of

- 

- - - t h e  list are outlined below.

i .  The HSI is respons ible  f o r  ma in ta in ing a term inal p rof ile
F d a t a  s t r u c t u r e  and f o r  p r o v i d i n g  the TOP with read and write

• access to it. (In maintaining the  profile the HSI may have
to c o m m u n i c a t e  with the host it serves.)

ii. The 051 shall notify the TOP of any changes made to the
terminal profile. To achieve this , the liSt must it self be
no ti f ied of any such changes  by the hos t and f o r w a r d  the
information to the TOP .

iii. The functions of formatting, ed iting, echoing etc. must
b e provided by the HSI. It is not implied that the KS!

• perfor m those functions itself , but ra ther that it be able to
make the appropriate arrangements that those functions be
p e r f o r m ed somewhere  on the pa th be tween the THP and the
terminal or process tha t uses the connection.

-
- - - iv. The main function of the liSt is to convey data to and

from a user. To fac ilitate this function the HSI should
buffer such data and avoid signalling the TOP for every

- I available character , unless specifically asked to do so by
the TOP (for example , in a character—at—a—time mode).
Fur ther more , in order to save resources it is recommended
that data buffers be passed between the TOP and the liSt by
reference , i.e. without actually copying the data from an kSI
buffer to a TOP buffer.

F. TOP Implementation

1. Implemen ting a SCCU TOP should follow the guidelines set forth
-in the main document. However , the assumptions made in the

— previous sections should lead to a more compact impleaentat4’~n .The changes in implementation stem mainly from the fact tha t o~~.yone connec tion exists , so all that is needed in the regular TOP
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to maintain the multi ple—connection property is eliminated.
Other changes reflect the additional assumptions made throug hout
this appendix.

2. Ordering of events should become easier since preemption may
not occur . Event handling will also be simpler reflecting the

- l process structure within the SCCU.

3. TOP Data  S t r u c t u r e s

a. Connection Management Block (CMB)

I.. The following entries may be deleted from the CMB :

Local socket
Pointer to to—n et letter list
Pointer to last octet copied
Forward CMB pointer
UMB back  po in ter

ii. The following entries should be added to the CMB:

Local por t
-4 Pointer to letter buffer

-1
b. User Multiplexing Block (UMB)

i. This data structure is not needed since only one
connec tion exists.

c. To—net Letter List

i. One of t h e  features of t he  SCCU TCP is its inability to
— 

- - handle more than a single letter at a time. This restriction

~~

-

~~~

- 
•
~ 

means that the THP can have only one letter pending and thus
the to—net letter list can have at most one entry, and
impl ies  w a i t i n g  fo r  de l ivery  of each letter. The to—net
letter list can therefore be replaced by a pointer to the
single letter buffer . This pointer may reside in the CMB.

4. Functional Nodules
U

a. Generally, the functional modules within the TOP do not
change , either in function or in structure. As a result of
changes in the TOP—KS! communication mechanism , operations on

• 

I the THP—HSI interface might become simpler. In addition , the
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external event handler does not have to sort the events
accord ing to connec tion and precedence.

5. THP Data Stream Scanning

a. Two scanning modes are available in the general TOP , the
record and the stream modes. Every THP should be able to
receive data in either mode. In fact , the modes are designed
in such a way that very little extra code or parsing is needed
to have both implemented. On the send side , bo th modes need
no t be implemented. -

b. In the SCCU configuration the record mode is desirable to
f ac ilita te th r o u g h p u t since on ly  one o u t b o u n d  l e t t e r  m ay be

- - pending. In the inbound direction the record mode can increase
thro ughpu t due to the simpl if ied h a n d l ing of DATA r eco rds  since
the HSI and the THP may share buffers and thus can transfer the
da ta to the user with no further delays .

6. TOP Con trol Oandling

a .  T H P — T H P  C o n t r o l s

i .  Common C o n t r o l  F u n c t i o n s

All  the  T H P—THP common con trol f unc tions have to be
I -

~~~ p r o v i d e d  b o t h  f o r  the  local and r e m o t e  user. However , as
s t a t e d  in the  m a i n  document , con trols  tha t are  no t prov ided
to local  u s e r s  need not be provided to remote network
users.

ii. Option Negotiation Support

Op tion nego tia tion m ust be suppor ted by the SCCU as it is a
ne twork—wide feature. It is not necessary however , that
all options be implemented. A few suggestions about which
op tions to imp lemen t a re  o f f e r e d  in the Op t ion Nego tia tion
sec tion of t h i s  a p p e n d i x .

iii. Others

Some con trols need not be implemented on the TOP send side;
the TOP must however , be fam iliar with these controls to

1~~,- ~ the extent that it reacts correctly to their occurrence.
Below is a list of controls and justification for their
excl usion.
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- SUSPEND

Close the connection

S CONTIN UE 
-

This should not occur since the TOP closes a suspended
- connec tion.

HOP

• This control does not contribute to the reliable
- operation of a TOP connection.

- - REPEAT

Need not be implemented in the outbound direction , as
the need for data compression is not as important as

- t h e  need to keep the  TOP conc i se.

-~~ XCON TR OL

This control should be discarded if the TOP does not
-

- 
- 

~
- implement any options that involve extended control.

-

~~ 
7. Connec tion Management

a. In the regular TOP much support is given to a preempted
connec tion to insure a minimum level of control flow , and to

•-
~ 

-
~~ ~ administer multiple connections . Connection management in the

I SCCU is considerably reduced as a result of having a single

- • non—preemp table connection. The SCCU TOP will close the
- 4 c o n n e c t i o n  as soon as the r emo te TOP ind ica tes tha t the

• connection is preempted. Consequently, the number of states
• for a TOP connec tion is reduced to include only the OPEN ,

ACTIVE , and CLOSE states.

- 8. Option Negotiation
‘ 4

a. Op tion negotiation is a network—wide feature and must
C therefore be supported by the SCCU in accordance with the rules

set forth in the main document . Having only a few options may
- considerably facilitate the TOP’s opera tions.

I !. i. The following options should be fully imp lemen ted on a

F 

SCCU:
C’
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ECHO
- BINARY MODE
- APPROXIMATE RECORD S I Z E  -

I ’
ii. The following options may not be implemented on a SCCU:

RCTE
INCLUDE—GO—AHEAD

I 
- E X T E N D E D  A S C I I

- R E C O N N E C T I O N
- EXTENDED OPTION LIST

a-

I iii. The following options should be implemented on the SCCU
at least to the extent that the SCCU TOP may reques t or agree

- tha t the remote THP perform the options , bu t will reject
reques ts for it to perform them :

I L I N E  W I D T H
PAGE SIZE
VERTICAL TABSTOPS
HORIZONTAL TAB STOPS
CARRIAGE—RETURN DISPOSITION
L I N E F E E D  D I S P O S I T I O N

• FORMFEED DISPOSITION —
I 

HORIZONTAL TAB DISPOSITION
; i VERTICAL TAB DISPOSITION

-

~

~~~~~~~~ 

L
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1: &. .hosts use this mechanism to provide communication services to processes, and
- - finally, the TOP provides a mechanism for offering services to human users.

The reader of this document is assumed to be familiar with the concepts ofa the AUTODIN II system, TCP, and operating system concepts. In particular,
-~ the reader is expected to have read the AUTODIN II Specification and the TCP

Specification.
It is intended that the information presented here be sufficiently complete

enough to allow a competent system prograum~er to implement a program module
to carry out this protocol.

This document draws heavily from the ARPA Network protocol documents on the
Telnet Protocol. We wish to acknowledge the efforts of the many contributors
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