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ABSTRACT

This paper presents an information theoretic approach to
information transmission in computational systems. We
formalize the effect of constraint on information paths
and develop a number of inductive techniques for

proving the absence of information transmission. Finally,
uwe shouw houw ordinary inductive assertions can be used in
conjunction with the theory to analgze information paths
in sequential programs.
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Chapter 1 - |Introduction [inftro:l
----- Section 1.1 --- Motivation []

This paper introduces Strong Dependency, a formal theory of information
transmission in computational systems. lle develop a number of proof
techniques and show hou they can be used in salving information problems.

The need to study information transmissiom arose from our work on the
Confinement Problem [Lampson 73]. Imagine that some user of a service has
to tell the service personnel private information. The ueer wants to
guarantee that the information is kept private. '",That'is, no information is
to be transmitted from the program executing the "service" to anyone but the
"user" (or perhaps other "users" designated by her).

We believed that the protection mechanism developed for the Hydra
Operating System [Wulf 74, Cohen & Jefferson 75) allowed the construction of
an elegant solution to the Confinement Problem. However, in order to prove
that a solution to the Confinement Problem was indeed correct, we needed to
develop a formal theory of information transmission in computational
systems. This paper introduces the basics of such a formalism, and presents

a number of examples to illustrate its use.

————— Section 1.2 --- Computational Systems [compsys:]

We have defined a computational system [Cohen 76] as a pair, <Z,0>,
where o ¢ 3 is a state of the system, and & ¢ 0 is an operation.

Each state is wholly comprised of a set of object, each having a fixed
unique name. If a is the name of some object, we urite o.x to mean the
value of a in state o. Formally, a state is a vector of objects

0 = <o0.nl,0.n2,...>

where <nl,n2,..> are the list of object names in lexicographic order. If

A is a set of object names, ue urite o0.A to mzan

miniR
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o.A = <o.0l,0.02,...>

where <al,a2,...> are the list of names in A in lexicographic order. This
definition permits us to write

ol.A = 02.A for (YacA) { ol a = 02.a )
N; define
>> Oef 1-13 ol z 02

ol A 02 =4ef (VavA)( ol.ax = 0Z.a )

That is, if @l - 02, then states ol and o2 may differ only in the values
of the objects named by A. For the special case, where ol and 02 may differ
only in the value of a single object a, we define

>> Nef 1-2) ol = 02
o

ol = 02 =4q¢ (VYoiewa) l ol.aie = 02,000 )
«

Objecte may themselves have some internal structure (including pointers
to other objects). Houever, such details are part of an interpretation and
not part of our abstract model. As an example though, we might urite o.x.k
to mean the value of the k'th component of object x in state o.

We formally define an operation & as a function from states to states.
Semantically, we interpret §(0) = o% to mean that execution of § in state
o may alter some objects in the state to produce a neu state ow. MWe find it
useful to describe operations in terms of an informal programming-|ike
language. For example, if o% uere just like o, except that ow.f = o.a, we
could write

8t B « «

An history is a sequence of operations (e.g. §16283). MWhen a history is
applied to a state, the operations in the history are applied sequentially
from left to right. Formally we define
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>> Def 1-3) H(o) (recursively defined)

Alo) <== o (X is the null history - no operations )

(H8) (o) <== §(H(0))

We urite both HHx as uell as H & Hx to mean the concatenation of

the sequences H and Hx (note "&" is not commutative).

If a system is started in state ¢ and some arbitrary sequence of
operations H is executed, then the system exhibits some behavior uwhich can
be completely described by the pair <o,H>. We call a pair <o,H> a

behavior or a computation.

----- Section 1.3 --- Access Matrix Systems (mtrx:]

Protection in operating systems is often modelled using a matrix of

I protection rights I[Lampson 71). Briefly, uwe describe such a model as
follcus: Before any operation permits an object to be accessed in some way,

the matrix is checked to determine whether the executor of the operation has

the appropriate right for that access. For example, if execution of some
operation would permit Cohen to urite into the Salary file, the operation

would first check that Cohen has the right to urite the Salary file,

notationally

,
s
i

v ¢ <Cohen,Salary> (o)

That is, are w (urite) rights to be found in the <«Cohen,Salary> entry of the

protection matrix in state o¢?

In thie paper, we will occasionally refer to a simple system having three
rights, 8 (subject), r (read) and u {urite) interpreted as

s ¢ <x,%x>(0) allous x to execute operations in state o
r ¢ <x,a>(0) allows x to read file a in state o
u ¢ <x,B>o) allouws x to urite file B in state o
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A operation copyluser, fnew, fold) that allows "“user" to copy the
contents of fold to fnew might be defined as . b

copy {user, fnew, foid): if s ¢ <user,user>
A r ¢ <user, fold>
A W € <user, fnew>
then fnew « fold

That is, "user" must be able to execute (be a subject), read fold, and write
fnew. ‘

————— Section 1.4 --- Behavioral Problems (behprob:]

We shoued in [Cohen 76] that many problems ordinarily considered to be
protection problems can be formally characterized as constraints on the
behavior of the system. Consider the bfoblem; Cohen is not to be eble to
write the Solary file. This problem characterizes those behaviors of the
system as "acceptable”, which when executed, do not execute any operations
that have the effect of causing a urite access of the Salary fite by Cohen.

We can urite Y to characterize these acceptable behaviors, where

probiem

Y (o,A) «<== tt

prob!em

¥ {o,HS) <==

Yoroblem (0, H A ~Hacc(Cohen,Salary) (Hlo), $)

problem

where MWacclix,B)(o,8) is defined so that when operation
§ is executed in state 0, a write access is made by x to 8

We sau that such a problem is an enforcement problem and that it may be
so'ved by appropriately constraining the initial state of the system. These
initial states are "secure" in that, no matter what sequence of operations
are subsequently executed, the behavior executed (determined by <initial
state, sequence of operations>) is guaranteed to be acceptable. Formally, If

P characterizes these secure initial states, then we say that ¥g5|ye

solve

enforces vurohlem uhere




sali b

PSRl 00 et o e s B

L R U A S SO SR %

Strong Oependency ( 1.4 ) page S

>> Def 1-4) @ iff

enforces vproblem iff

solve

(Vo,H)( @ (o) > ¥

salve

problem(“'m !

Information problems are concerned with preventing the transmission of
information and are fundamentally different than the enforcement problems
described above. For example, a sclutipn to the Salary file problem defined
above does not nécessarily solve the problem: No information is to be
transmitted from Cohen to the Salary file. Cohen may be able to place
information in some other fife, where a confederate may write it to the
Salary file. .

It is tempting to try to describe the information problem as an
enforcement problem as well. Suppose we urite

a-(o:H) >0

to mean that information flous from o to B over execution of behavior
<o,H>. Then we can describe the information transmission problem formally
as
Wproblem(“'m = - Cohen-(o0:H) ->Salary

Houever, we need first to be able to define the meaning of o-(o:H)->f.
Such a definition is difficult for the following reason. Suppose that some
operation § caused f# to be written into only if some property p held true of
a, and that p did not hold true of o in state o. We might naively conclude
that -u-. "H)->B. Houever, an observer of @ may note that 8 is not written
into and may therefore conclude that property p does not hold true of «.
Even though B has not actually been written into, information about « (the
fact that p holds true of a) is nonetheless transmitted to 8 in state o.

[Jones & Lipton 75) have described such situations by the term "negative
inference". [Denning 75] has termed such information transmission "implicit
flou" as distinguished from the case where 8 is explicitly written into.

There are a number of solutions to this dilemna. One might define
a-{o:H) =>8 in such a way that implicit flou is taken into consideration. In

M.




Strong Dependency ( 1.4 ) page b

[Cohen 761, we argue that such an approach is inappropriate - that the
determination of acceptable hehaviors (and thus the information transmitted)
is actually determined in part by the constraints (i,e. 9., ) Placed on
the system.

————— Section 1.5 --- Models of Information Transmission [modinf:)

(Denning 751 and ([(Case 74) have gotten rid of the problem of implicit
flous by disregarding the state in uhich an operation is executed.
Tnformation is considered to flou from o to  over execution of § ({(uhich we
can write as a-(8)->8) so long as there exists some state in which
execution of § explicitly transmits infarmation from a to g.

Information flow of a sequence of operations is defined by assuming that
information flow is transitive. That is, information flow is defined

recursively as
a~-N)->8 <== (o =4) { "A" is the null history )
a~(H8§) ->B <== (Im) ( a-(H ->m A m=(§)->0 )

where m may be the same as o« or 8 [ e.g. m-(§)->m as long as the
execution of & does not completely overurite mJ. It must be noted that in
[Case 74], no definition is given for a-(8§)->B; it is left to the reader's
intuition. Denning, in (Denning 75), shous how information flow may be
defined for a particular programming language, but again, (though the
definition of a-(§)->8 must conform to certain theoretical considerations),
it does not not derive from a theoretical formulation of the meaning of
information transmission. In this paper, we will show how such a definition
may be derived from the semantics of a given operation, though we will use

the notation
S
ot E> g.

The assumption of transitivity in defining information flow over sequences
of operations turns out to be a dangerous one. Consider the sequence of

operations §182, where
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81t if q thenm « «
82: if ~q then f ¢ m

o-(81)->m and m-(862)->B. By transitivity, a-(51862)->b, though it is
clear that no information can in fact be transmitted from o« to B. We shall
introduce a technique we call separation af variety to handle such
non-transitive situations.

In effect, an execution of §2 that transmits information from m to @ must
occur in an environment in which g is false, but in such an environment, no
information could have been transmitted from o« to m by 81. UWe may formally
characterize an environment by a constraint @, that cooresponds to an
assertion about the state in which an operation is to be executed. We
suggested above that the constraint itself must be used in determining what
information transmission takes place. [Millen 78] has explored such an
approach and has shoun hou -certain information paths may be ignored in the
face of appropriate constraints. We will also be studying information
transmission in the presence of constraints, formally validating the
approach and determining (in discussing nop-autonomous constraints) its
limits (uhich determines the limits of Millen's approach as well).

The work of both Denning and Millen is directed primarily towards analysis
of information paths in sequential prog'rams. We will be concerned more
generally with analysis of information paths and the solution of information
problems (determining how certain information paths may be eliminated) in
arbitrary computational systems, considering sequential programs as a

special case.

————— Section 1.6 --- Strong Dependency [istrdep:]

In this paper, uwe introduce the Strong Dependency formalism as a means of
characterizing information transmission in computational systems. Strong
Dependency is not an information flou model, Instead, it is based on a
cybernetic or information theoretic approach to information transmission.

We imagine that each abject in system may take on a set of values; this
is knoun as the variety of the object. Information can be transmitted from
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one ohject to another if the variety of the first object can be conveyed to
the other object.

[ Our formal definition of Strong Dependency is similar to a
formalism introduced by [Jones & Lipton 75], though their approach
was not an information theoretic one. They argue that no
information is transmitted from a to 8 in some system if that system
can be transformed into another system with the following property:
the values taken on by B are the same in both systems, but the
transformed system does not access «. In effect the Strong
Dependency formalism compares the original system not with a
transformed system, but with a system just like the original one
except that o takes on an arbitrarily different initial value. ]

Next we shouw, that by placing an initial constraint on a system, we may
reduce the variety in an ohject. |f the variety is sufficientiy reduced, no
variety may be conveyed, and no information can be transmitted.

We find that Strong Dependency only corresponds to information
transmission in systems constrained by certain classes of constraints.
Progress on theories that correspond to information transmission in systems

with arbitrary constraints is discussed in section 7.2.

————— Section 1.7 --- Plan of the Paper [pilan:]

In chapter 2, we discuss the details of the Strong Dependency formalism.
In chapter 3 we shou hou the Strong Dependency formalism can be used to
define information problems including the Confinement Problem. We define a
solution to an information prohlem as a constraint that eliminates
information transmission as required by the description of the problem. We
also present a measure based on Strong Dependency for comparing and

evaluating solutions.,

In chapter 4 ue introduce Strong Dependency Induction, a technique for
shouwing that certain classes of solutions (constraints) solve information
problems. We also formally develop Separation of Variety, a technique for
hand!ing non-transitivity in information transmission. In chapters 5 and B
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ue extend the class of constraints that can be used with Strong Dependency
Induction. In chapter 6, ue also shou hou Strong Oependency Induction can
be used to explore information transmission in the execution of sequential
programs. Chapter 7 discusses other work in progress.

————— Section 1.8 --- A Cybernetic Evaluation (]
Cybernetics first [Ashbu 56) formalized the idea that information

transmission has nothing to do with the content of the messages transmitted,
but depends only upon the uay "variety" is conveyed. Information theory

‘represents one direction taken based on that approach; it analyzes the

amount of variety conveyed from one object to another in small noisy
systems, We will pursue a different course. We consider whether anuy
variety is conveyed at all from one object to amother in large noiseless

systems.

Our task is compounded by the fact that there is neither a single source
nor a single receiver. FEach aobject in the system may potentially receive
information from, or send information to any other object in the system.
Work in progress (see section 7.4) is directed toward extending classical

information theory in the directions suggested by this paper.

An information theoretic approach is probably useful; one may not In
general be able to completely prevent information transmission in a system
designed to be kind to users. In particular, consider a user wWho leaks
information by execution of some peculiar sequence disk operations
{Lampson 73]1. One might simply be satisfied to introduce enough noise to
guarantee that the banduidth from the user to the disk is sufficiently low.

For the purposes of this paper, we will generally ignore these
guantitative issues; we only explore whether any information at all can be

transmitted from one object to another.
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hapter 2 - Strong Dependency & Information Transmiesion (strinfi]

----- Sectlion 2.1 --- Introduction ()

In this chaptér. we introduce the Strong Dependency formalism as & means
of characterizing information transmission in computationa! systems. We vieuw
information transmission in a cybernetic, or information theoretic sense. We
imagine that each object in a system may take on a set of values; this is
knoun as the variety of the object. Information can be transmitted from one
object to another if the variety of one object can be conveyed to ancther

object.

We argue that information can be transmitted from an object o« to an
object B, if for two different values of «, execution of some history might
place different values in 8.

Next we show, that by placing an initial constraint on a system, we may
reduce the variety in an object. [f the variety is sufficiently reduced, no
variety may be conveyed, and no information can be transmiited. In this
chapter, we only consider a class of constraints we cc!! autonomous
constraints, those which constrain the variety in an object independently of
the value of other objects. Non-autonomous constraints introduce
complications in our analysis that we will begin tc discuss in chapter 5.

----- Section 2.2 --- Variety and Information Transmission [varinf:)

"... At first, when.one thinks of, say, a telegram arriving, one
notices only the singleness of one telegram. Nevertheless, the act
of ‘'communication’ necessarily implies the existence of a sget of
possibilities, i.e. more than one, as the follouing example wnill

shou,

"A prisoner is to be visited by his wife, who is not to be allowed
to send him any message however simple. It is understood that they
may have agreed, before his capture, on some simple code. At her
visit, she asks to be allowed to send him a cup of coffee; assuming
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the beverage is not forbidden, hou is the warder to ensure that no
coded message is to be transmitted by it? He knous that she is
anxious to let her hushand know whether or not a confederate has yet

been caught.

“The warder will cogitate with reasonings that will go somewhat as
follous: 'She might have arranged to let him know by whether the
coffee goes in sueetened or not - | can stop that simply by adding

lots of sugar and then telling him I have done so. She might have
arranged to let him know by whether or not she sends a spoon - 1 can
stop that by taking away any spoon and then telling him that
Regulations forbid a spoon anyuway. She might do it by sending tea
rather than coffee - no, that's stopped because, as they knou, the
canteen will only supply coffee at this time of day.’ So his
cogitations go on; what is noteworthy is that at each possibility he
intuitively attempts to stop the communication by enforcing a
reduction of the possibilities to one - always sweetened, never a
spoon, coffee only, and so on. As soon as the possibilities shrink
to one, so soon is communication b|ocked, and the beverage robbed of
j its pouwer of transmitting information. The transmission (and
f : storage) of information is thus essentially related to the existence
of a set of possibilities. The example may make this statement

plausible; in fact it is also supported by all the work in the
modern theory of communication, which has- shown abundantly how
essential, and houw fruitful, is the concept of the set of

possibilities.

"Communication thus necessarily demands a set of messages. Not
only is this so, but the information carried by a pari.icular message
depends on the set it comes from. The information conveyed is not

an intrinsic property of the individual message."

W. Ross Ashhy "An Introduction to Cybernetics"

Information can be transmitted from o to B in a system if the variety,
the set of values that can be taken on by «, can be conveyed to @. For
example, if a and B both contain 16 bit integers (and o initially can take on
each of these values with eaual probability), then we might imagine that

execution of

(%
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§: B « «

‘would transmit 16 bits of infarmation from o to f. and that is, in fact,
correct. The set of values possible for o represent 1T bits worth of
variety. All of this variety can be conveyed to 8 bu execution of 5. After
execution of &, an observer of @ can determine all (16 bits worih) of the

information initially in a.

Next imagine that o« is knoun to be a constant, say 342. Ng Information

is transmittcd from « to B. There is no variety in « and 3o none can be

x transmitted to B. By executing §, an observer of B can find out o’e value.
But a's value is already knoun! No information is transmitted at aii.

In a computational system, it is not necessary that the source be

{ constrained to be constant to prevent information transmission. Consider:

¢ ifa<l1lB thenf «8 elsef «1

If it is known that o is aluays less than 18, then again no information ie
transmitted from o to B. Execution of & will always set § to @, regarcdizss
of the value of o (given that o is {ess than 1@). If o is not so
constrained, then one bit of information can be transmitted from « to (.
That bit (detected by determining wuhether B is B or 1 after execution of &)
indicates whether or not o is initially less than 18, Without the constraint
] "« is less than 18", some information about the variety of o can be
transmitted to 8. With it, none is transmitted at all.

Imagine picking some state ¢l and then some other state ¢Z that is just
like ol but arbitrarily varies from it in its valuz at «. Suppose history H
is then executed and it is found that the values of 8 are the same
regardless of whether or not H was executed in state ol or 02. The variety
in « has not been transmitted to B since the resulting value of B is the

] same in both cases,

l Nou suppose that for any pair of states, ol and 02, that differed only at
a, execution of H would result in icentical values for B. Then under no

' circumstances could any of a's variety be conveyed to @ by executing H. No
| information could be transmitted from o to 8. Formally
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-

>> Def 2-1] No information is transmitted from a to 8 by H if

3 (Vol,02) ( ol ; 02 > Hlol).8 = H(e2).0 )

(note from section 1.2 that ol = o2 means that ol and ¢2 must be the
o
same except for the value of a)

We have already seen that if the values of certain objects are known to
be appropriately constrained (e.g. a is less than 18}, then no information
can be transmitted. We can represent this constraint by ¢. For example

P(o) = o.a < 10
If the variety among the states is knoun to be constrained by ®, the

pairs of states chosen as described above need only be chosen from those
that satisfy ? (e.g. - those in uwhich a is less than 18).

>> Def 2-2] ol

Que

02 iff

Plol) A ol 02 A 9lo2)

a

We might then argue (not completely correctly as we shall discover in
chapter 5) that, if a system is initially constrained by &, then no
information is transmitted from a to @ by execution of history H as long as

(Yol,02) ( ol

QUS

02 > Hlel).f = H(e2).8)

————— Section 2.3 --- Strong Oependency (strdep:]
In this section, we introduce the notation of Strong Dependency.

>> Def 2-31 ol and 02 differ only at o and differ at § after H

|
|
f

H
ol m<>‘3 02 =geq ol = 02 A Hlol).f » H(c2).p
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>> Def 2-4] B strongly depends on a after H

H H
a P B syes (Fol,020C 0l O[<>a 02 )

By comparing this definition with that of 2-1 above, we see that

H
o Ib g if
information can be transmitted from a to § by H

definition of information

In other uords, Strong Oependency is & formal

transmission.

We have formalized transmission of information from gne object to

another. It is often useful to think of the source of information as a set

of objects. For example, in

§: B e al + a2

ue might want to say that information is transmitted from the set of objects

Hal,o2t to B. We extend the above definitions quite easily.

>> Def 2-5] ol and 02 differ only at A and differ at @ after H

2 | »
ol NG 02 =4 Ol - 92 A H(ol).8 » H{o2).Q8

>> Def 2-6) B strongly depends on A after H

H H :
AD 68 sger (o020 01 O o2)

The reader may uonder whether it is possible to find that information is

transmitted from some set of objects A to B and yet find that the objects in
a taken sigly do not transmit information to B. That is not the case in the

example above. MWe find both that

$
fal, a2} ID B as wuell as

5 5
alw g and azwﬁ
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In general, if Aleﬂ. and o {where o (HA) plays any part in
affecting the value of B, we wuill find that a » 8. A formal proof of
this statement requires an information"t_heorat.ic argument that is part of
work in progress (section 7.4). [ For other comments on this example, see
section 7.2. ] : s

: H
Using Strong Dependency alone, we ran shouw if A p 8, at feast one
object in A transmits information to 8. Formatly

Theorem 2-1]

H H
AD s o Gwiad g

Formally we say that information can be transmitted from A to @ in a

system if it can be transmitted from A to  over some history. We define

>> Def 2-7] B strongly depends on A

H
ADB =qor ACAD g

————— Section 2.4 --- Strong Dependency with  Initial Constraints

[strphi:]

In this section, ue extend the Strong Dependency formalism to cover those
cases uhere the variety in the state space is constrained by some ¥. We
extend the formalization exactly as we .expanded definition 2-1 above.

>> Def 2-8] ol and 02 are constrained by ¢ and are equal except at A

o1 02 smgeq Plol) A ol 702 A 92

>> Def 2-3] ol and o2 differ only at A and differ at 8 after H given ¥

02 A H(ol).f = H(c2).8

>iu-e

P H
ol AOG 02 syo¢ ol
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>> Def 2-181 @ strongly depends on A after H given @

H ?H
APy B =ger Golo22C o1 (Gioo2)

>> Def 2-11] B strongly depends on A given ¢

H
ADyB =g HICAD B

Intuitively, no matter houw a system is constrained, if # depends upon
some set of obiects Al which is included in A2, then {3 shouid depend upon A2
as well, for A2 provides at least as much infcrmation. Formally

Theorem 2-21 ({(proof tett to reader)
H H
amcaz o ABye o 2B

1f B depends upon A given 91, and if 92 permits more variety in the
system than does 1, there is more opportunity for information transmission,
thus B should depend upon A given #2 as wefl. Formally

Theorem 2-3]
H H
Pl c 92 >. A Rbl g > A BQQ B

(note: @1 € 2 =40¢ (Vo) ( 9Llo) > 92(a) )

————— Section 2.5 --- Reflexivity [rflx:]

In this section we explore the reflexivity of Strong Oependency. We show
that it may not be reflexive over execution of some history if that history
causes the value of some object to be uritten over. We show that it is not
reflexive over the empty history if some object initially exhibits no

variety.

Strong Oependency may be reflexive. Consider a system in which both «

and B are 16 bit integers and

RN il b i A e e i e
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§: B ¢« «

§
We find that « w a. All of the variety initially in o remains in o after
execution of §.

Houever, - g n>8 8. Over execution of §, the original contents of @
are destroyed, so that any variety among possible initial values of B will
not be retained in. (or conveyed to) B after execution of &, In fact, any of
the initial variety in 8 is completely lost to the system.

Dependenct is generally reflexive over the empty history, except where an
object is constrained so that it may only contain a single value. If

P(c) = o.a = 37
A A\
. uwe find that a W o but -« Ib‘por
The constraint ¢ eliminates any of the variety in a. If o does admit

variety, then certainly that variety will not be destroyed over the empty
history. But if o is constrained so that no variety is there initially, the

empty history will not convey any neu variety to a.

[f ¢ eliminates the variety in some set A, then no information can be
transmitted from A to any object over any history. [f there is no variety
in A, there is none to be conveyed. Formally,

Theorem 2-4)
A
(YorA) ( = A &pa ) o> g~ AR 80

Finally we note that any information transmission over the empty history

must be reflexive. If no operation is executed, no real (non-reflexive)

information transmission can take place.

Theorem 2-5]

Alb:ﬂ 5 B AA
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Section 2.6 --- Autonomy [autonomy:]

In this section, we discuss a class of constraints on the initial state we
call autonomous. In chapter 5, we show that the Strong Uependency
formalism corresponds to our intuitive notion of information transmission for
autonomous constraints, whereas it'mag not for non-autonomous constraints.

Autonomous constraints restrict the variety in each object independently
of the values of other objects. Non-autonomous consiraints indicate
relationships among the values of different objects. For examcle,

${o) v.a £ 18 {0.8 = 6 mod 11) is autonomous
P (o) vg.a < 18 0.8 <10 is autonomousg

P(0) (Vx) ( o.x 18 ) is autonomous

(o) 0.0 = oc.a + 10 is non-auton.mous
P(o) o.a <18 0.0 = 4 is non-autonomous

For now, uwe can think of autonomous constraints as a ceniunction of
‘conditions, each condition independently constraining the value of a singise

object. A formal definition of autonomy can be found in section 5.4,

Though autonomy seems quite a strict condition, it coes model a number of
common useful situations. For example, in ([Cohen 76}, we consider the
problem of guaranteeing that a set of "sensitive" objects can only be
altered by certain processes executing verified programs. The initial
constraint on the protection state that guaranteed that the condition held
was cquite complex, but autonomous nonetheless.

Autonomous predicates are useful for "typing" objecs. One might
partition objects on some bhasis. For example, Int(x) might be true if x
were to represent an integer, whiie Smallint(x) might characterize smal |
integers. An autonomous 9 might then require that objects representing
small integers have small integer values. Formally

Plo) = (¥Vx)( Smallint(x) > =-16 € o.x < 15 )

Alternately, each object might itself contain a designation of its oun
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type as uell as it's value. The corresponding autonomous constraint might
then be: ' |

P(o) = (¥Yx}i o.x.type = "smallint" > -16 < o.x.value s 15)

i 1 The consideration of non-autonomous constraints adds a certain complexity '
' to ‘the analysis of information transmission. As we noted above, Strong
Dependency does nat necessarily correspond to information transmission for
non-autonomous constraints,

In section 2.3, ue extended the formalism of strong dependency to allow
the source of information transmission to be a set of objects. We showed
that, if information is transmitted from a set of oblect A to @3, then at
least one of the objects in A must itself be a spurce. This remains true

- even if wue autonomously constrain the system.

Theorem 2-6)

[f ¢ is autonomous then

H H
Alb¢a > (3a¢A)(anB)

425

A

™
e i R
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Chapter 3 - Solving !nformation Problems [infsiv:]

————— Section 3.1 --- Introduction [}

"...the subject matter of Cybernetics is not events or objects but
the information "carried" by events and objecis. We consider the

objects or events only as proposing facts, propositions, messages,

precepts, and the like."
Gregory Bateson "Cybernetic Explanation”®

In this chapter we discuss information problems, prchlems concerned with
preventing information transmission in computationai systems. Using the
Strong Dependency formalism, we define twc wel! known information problems,

the Confinement Problem and the Security Problem.

We discuss maximal solutions and consider information transmission &8 a

criteria for evaluating and comparing solutions to probiems.

————— Section 3.2 --- Constraint as Solution [consol:]

In ([Cohen 76], wue argue that problems in computational systems can be

solved by finding a way to constrain .the states in uhich the system is

initially permitted to operate. We characterize
example, the solutions to the

appropriate initial

constraints by a predicate X. For

enforcement problem Wproblem (section 1.4) can be characterized by

X(®) = 9 enforces Wproblem

If A ﬂ> [ and - A [% g, then ® can be viewed as a solution to

the folloauing problem: Find a way to quarantee that no information is

transmitted from A to 8. The solutions to this problem may be defined by

X(®) = = Albq)a

Suppose ue wuanted to guarantee that no information could be transmitted

from a to B in the system

st SRl A . - s i bbb biuinres) s
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8t ifm then 8 « «

The obvious solution to the problem is

P(g) = =-og.m

A TR R T

for by initially constraining states to those in which m is false, wue
guarantee that execution of § will have no effect on B. However there is
another solution

Loalinll gl i

P(o) = o.a =13

By constraining o to be 13, no variety remains in a and none can therefore
be transmitted to 8. We can, if ue so choose, eliminate such solutions by
requiring that ¢ be independent of «, that is, by requiring that the value
of « have no effect upon the truth of ¥. Formally we can define

>> Def 3-1] ? is A-independent iff

(Volo2) ( ol E 02 >, $P(ol) = 9(2) )

The problem of guaranteeing that no information is transmitted from o to
B can then be redefined as

X = -« u)(p B A 9 is a-independent
————— Section 3.3 --- Initial and Invariant Constraints linfinv:]
In this section, we explore the difference betueen invariant and j
non-invariant constraints. %

When ue describe a problem as X(P), ¢ only represents an initial
constraint, no' necessarily an invariant one. Likewise, when we indicate
that some constraint on the variety in an object may prevent information
transmission, that constraint is just an initial constraint as well (section
2.4). Consider the problem

e e et
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X(®) = - uAlb‘pa
in the system

8l: if flag then B « a else B « B
82: ( flag « tt; o ¢ x)

A solution to this problem (that is a-independent as weill is

P?(g) s -o.flag

If flag 1is false, then execution of §1 does not transmit information
from « to B:; it aluays sets 3 to B. Houever ¥ is not invariant. Execution
of $2 sets flag to true. Subsequent execution of &1 would transmit
information from a to B. Nonetheless ® is a solution, for execution of &2
also destroys the information initially contained in a by overuriting it with
x. So while subsequent execution of 51 will permit B to reflect the most

recent value of «, it reflects nothing of o’s initial value.

Hence, if @ is a solution to the problem

X(9) = ~u[b¢8

then ¢, in general, is only an initial but not invariant constraint and

guarantees only that no information initially contained in « can be
transmitted to B. Values placed in o after execution of some history may

have an effect on the value of (.

————— Section 3.4 --- Examples of Information Problems [xmplinfo:]

A simple version of the Confinement Problem (Lampson 73] can nou be
stated. Suppose that Confined(x) if x is the name of an object initially
ccntaining information that is to be confined. Suppose that Spyix) if x
names an object to uhich this confined information must not be transmitted.
We can define the Confinement Problem as (also see section 7.5)

X0 = (Ya,B)( a[b(pa 5. Confinedla) > ~Spylp) )

Kl Bt e

SRl cc s
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That is, find some constraint ¢ that reduces information transmission in the
system so that, if information is transmitted from a to @B, and a is
confined, then B must not be a spy.

A solution to the Security Problem [Case 74) would guarantee that
information is never transmitted from one object to a second object at a
lower security classification than the first. MWe can define the Security
Problem as

X(9) = (Ya,p) ( albq,a 5. Clsla) < Cls(B) )

where Cla(x) is the classification of x. In [Case 74), 9 is referred to

as the requirement for a "secure system".

[ Note that as in [Denning 75), the classification need not be a
single vafue, but could he a vector of clearance/classification

values, in wuhich case "<" uould describe a partial rather than a

total order. ]
3.5 --- Maximal Solutions [maxsol:]

We say a solution is maximal if it is less restrictive (allous more
initial states) than any other solution. lnformation problems do not

necessarily have unique maximal solutions.

A maximal solution for a problem is unique if the problem can be shown to
satisfy the Join property [Cohen 768). That is, if

X(PL) A X(92) o X( 91 v 92 )

for then the maximal solution would be the join of all the solutions

'pmax = v {P1 X(P) 1}

Houever, solutions to information problems do not satisfy the join

property. For example, consider the problem

PP 2sas ISNRPREFONN

A S A 0 o W o
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X (#) .e \ « ﬂ>4,a

in the system
& ifm then B « «

One solution to X is
?1(o) = o.a =13

[f a is constrained to be a constant, no information is transmitted to (.
Any constant will do, so another solution is

$2(0) = o.a = 74
Houiever, the join of these solutions

(Pl v 2 )0 = 0.0 =13 v o.a =764

is not a solution, for (9l v $2) does allow variety in o to be

transmitted to @ by execution of §. Since the join property does not hold,
problems may not have unique maximal solutions. Consider the system

§: if a £ 10 then B « B elsef « 1
The problem X(9) = -« n% B is solved by both ?1 and 92, wuhere

Pl(o) = o0.a =6
P2(0) = 8 < o.a <18

A maximal solution containing both of these solutions is

@max(o) = o.a <18

A cdifferent maximal solution is

P (o) = o.a > 18

max
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In neither case can a less restrictive solution to X be found. In both
max Solves X by guaranteeing that the resulting value in B after

execution of & is aluays the same. It is aluays @ for the first maximal

cases, ¢
solution, and it is aluways 1 for the second maximal solution.
By requiring independence (definition 3-1), we can formalize problems

whose solutions do satisfy the join property and therefore have unique
maximal solutions. .

.Thegyen 3-11

If X () -~ A ﬂ% B A ¢ is A-independent
then  X(€L) A X(92) o>, X( 91 v 92 )

Consider the system (see section 1.3)

<X,X> Ao <X, 0> A W <x,f>

There is a single maximal solution to the problem

XM s =a [bq, B A @ is a-independent

s ¢ <x,x>(0) v r ¢ <x,a>(0) v uw ¢ <x,B>(0)

&
2
9
X

—

Q

—

1]

—————— Section 3.6 --- Comparing Solutions [infsuf:]

"Variety, within the limits of satisfactory constraints, may be a

desirable end in itself.,."
Herb Simon "The Sciences of the Artificial"

In [Cohen 761, ue argue that solutions to problems should, in general, be
as unrestrictive as possible, That is, one should strive to obtain maximal
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solutions to problems. Yet in many cases, solutions that are not maximal
may be as good in certain respects as those that are maximal. We would like
to find measures that characterize the worth of a solution, which would
indicate that certain non-maximal solutions are as worthy as those which are
maximal. In this section, we wuill shou that Strong Dependency may be an
appropriate base for just such a measure.

Consider the problem
X(® = - « E% B A @ is a-independent

in the system (see section 1.3)

$1i If ac ouxs A T € <GUr A HWE <x, 3>
then @ « «

$2: if 8 € <x,Xx> A P € OGN A W€ <x, B>
then @ e m

A maximal solution is (see section 3.5)

P (o) s s¢ oxslo) v or g egaio)d v oug <x@>lo)

max

Another solution (more restrictive than ¢max
Pl(o) = r ¢ <x,a>l0)

While #1 is stricter than @, ., the tuwo share an important property.
They prevent information transmission from o to # but prevent no other
inf-rmation transmission (for example from m to g). Contrast those
solutions with the solution (also contained in Ponaise

P2(0) = g ¢ <x,x>(0) v ug¢ <x,p>(0)
which prevents information transmission from x to B as uell. We will develop

a criteria that indicates that ¥l is as worthy a solution for X as Pp..
vhile 92 is not, by formalizing the determination of which information paths

are eliminated.
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First, let us take a moment and explore the difficulty of comparing
solutions quantitatively., We might arque that one solution is as good as
another if it allous more bits of information to be transmitted in the
system. Suppose that a, B, tl, t2, ml and m2 are all 16 bit non-negative
integers. Consider the system

81: ml « tl
A 2 R
83: if tl 24 A t2 2256 then B « a

The prohblem

X@ = - abys

can be solved by either ®1 or $2 uhere

P1 (o)
92 (u)

3
w2 < 255

"
Q
.
-~
—
A

"
Q

le might think that ¢’ is a better solution since it only reduces t2's
variety to 8 bits uhile ?l reduces tl's variety to 2 bits worth. This kind
of analysis is uncomfortable for a number of reasons. First, numeric values
give no sense of the relative importance of the information in t1 and t2.
Secondly, to formally assign a bit value to the amount of information
transmitted we really need to knou the probability of each initial state and
the probability of each behavior in the system (see section 7.4).

We opt for a qualitative rather than quantitative measure of worth. We
will measure the worth of a solution in terms of whether or not information
can be transmitted at all. Formally, ue define the worth of a solution as
the aet of information paths permitted in the system when constrained by the

solution.
Worth(® = & <AB> | AD g

lf ve order these uorths by whether one is a subset of the other, then we

find that

i e
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Worth(?1l) < Worth(¥2) if

(YA, B) ( Albma > Albma )

In [Cohen 76), wuwe note that measures of worth shouid ordinarily be

monotonic. Formally
>> Def 3-2] <Worth,<> is a monotonic measure  iff
Pl € P2 >5. UWorth(Pl) < Worth(¥F2)

That is, if one solution to a problem is less restrictive than another, it
should be at least as worthy. We shou in [Cohen 76] that if a problem has a
unique maximal solution, that it is the worthiest solution relative to any
monotonic measure. From theorem 2-3, it is clear that this measure of worth

is a monotonic one.

According to the measure of worth uwe have defined, two solutions are
equally worthy if neither eliminates an information path permitted by the
other.
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Chapter 4 - Strong Dependency Induction [strind:])

————— Section 4.1 --- Introduction ()

In this chapter, we discuss Strong Dependency Induction, an inductive
proof technique for proving the correctness of solutions to information
problems. UWe confine our attention to solutions which are both autonomous
and invariant, treating more general cases in chapters 5 and B.

We find that Strong Dependency Induction is not useful unless the Strong
Dependency relation is transitive. We introduce another technique, which We

call Separation of Variety, in order to extend Strong Dependency Induction
to the non-transitive case.

————— Section 4.2 --- Transmission Through Intermediate Objects [invar:)

The reader might imagine that if information is transmitted from a to B8 by
§182 in some system, there should be some intermediate object m (possibly
the same as a ar B in degenerate cases) such that §1 transmits information

from « to m and §2 transmits information from m to B. For example, in the
system

§1: m « a
$2: B em

1

8182 §1 §2
u> B and «a m and m u> B

This intuition is exactly right and holds more generally when the system is
initially constrained by an autonomous invariant constraint,

Theorem 4-1]

¢ ¢ is autonomous and invariant then

HH' H H'
o m% B o @GAm( a ﬂ% m A m E@ g )

s st el i ot e
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This is the basic induction theorem for information transmission, although in
later sections we will develop more general proof techniques. We will find
the follouwing corollaries useful:

Corollary 4-2]

If P is autonomous and invariant ‘ and o= 8 then
£ $ :
(Vmwa, 8) ( - « [b‘pm ¥ v YmeB. 80 C - w [l>4,-g }
e m% [

That is, if either no operation can transmit information from o to any other
object or no operation can transmit information from any other object to @,
then information cannot be transmitted from o to g. Another useful

corollary is
Corollary 4-31]

1f ? is autonomaus and invariant
and q is reflexive and transitive
( g reflexive - (Vx)( gqlx,x) )
q transitive - qlix,u) A gly,z2) >. qlx,z) )

Y
then (Vx,y, 8) ( x E% y > qlx,y) )
. 5. (¥x,y) xmpg 5 qlx,y) ¥

Using these corollaries, we need only analyze information transmission
over the set of all operations rather than over the set of all histories.

The last corollary is especially useful for the Security Problem (section

transmitted from a to B, B's classification must be no less than o«'s. The

|
|
|
|
’ 3.4) uhich requires a solfution guaranteeing that uhenever information is
I protytem can be formally staterd as

X(9) = (Ya,p) ( 0&08 5. Clsla) < Cls(B) )

where Cls(x) is the classification of x.

) i, s
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qlx,y) = Clsix) < Clsly) is an example of a transitive, reflexive q.
By corollary 4-3, if 9 is autonomous and invariant, we only need show that
no operation can transmit information from one object to another at a lower
classification (when the system is constrained by ) to show that the system
is secure. That is, we need only show that

§
(V§, o, B) ( aﬂ>¢c 5. Clsla) < Cls(B) )

When a w& g is read as "information flows from a to $ over execution of
%", this corollary provides a formal basis for the work discussed in
[Denning 7S] that describes information flow in systems where objects have
statically assigned classifications.

————— Section 4.3 --- An Example of Strong Dependency Induction
[invxmpl:]
In this section, we uill present a detailed example showing how Strong

Dependency Induction may be used to solve an information problem,

Imagine a system uhere each object contains data as well as a single
pointer to another object: The system has tuo sets of operations:

§1(y,x):  if y.ptr = x then y.data « x.data

82(y,x): if y.ptr = x then y.ptr « x.ptr

If y points to x, then execution of 61(y,x) will copy data from x to y. If
y points to x and x points to w, then after execution of §2(y,x), y will
point to u, as illustrated belou. |

Y X W
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ife will consider the problem of trying to guarantee that information from
a particular object a cannot be transmitted to some other object g. That
is: : ’

X(®) = -alb‘,a

We will show that if there is no chain of pointers frem  to «, then no
informatlpn can be transmitted from « to .

We divide the objects into two sets, those that point through sowme chain
of objects (possibly of length zero!' to a and those that do not. ble will
characterize the former by the predicate Chain, so that Chainted and

-Chain(g). LSt e Tl Sl

- o )
LS mis T i B0, e B e Wi i
| Vi / ; :
\ O € : &O——-&O
e e
N /
T o T Beseys

> -

/

T e

We argue that if B does not initially point to a, then no information can
be transmitted from o to B. First ue show that the initial constraint ¢

guarantees that @ does not point to a, where ¥ is
P(o) = (Yy)( Chain(o.y.ptr) > Chainly) )

We will write points (y,x,n) (o) to mean that there is a chain of
pointers of length n from y to x in state o. Formally, we can define points

recursively as
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pointsly,x,8) (o) <== y = x

points(y,x,n+l) to) <==
{(Im) ( o.y.ptr = m A pointsim,x,n} (o) )

A straightforuard induction on n shous that

(o) > (Vn) ( points(y,x,n) (a) o>.
Chain(x) > Chain(y) )

Since Chain(a) and -Chain(g8), we conclude that
Plo) o (Vn)( —points(B,a,n) (o) )
That is, ¢ guarantees that @ does not point to a.

P is autonomous. MWe next show that @ is invariant. &1 has no effect on
pointers, so we need only consider §2. Given that ?(o) holds, we Will show

that for arbitrary p and q, ?(82(q,p) (o)) holds.

11 Given 9(o)

21 Assume Chainl 82(q,p) (o).y.ptr )
3] Case l y = q

4) Chain( o.y.ptr ) (2,3, Def 621
5] Case 2 y = q, 0.y.ptr = p

6] Chain ( o.y.ptr ) (2,5, Def §2 )
7] Case 3 U = ¢, 0.y.ptr = p

3] Chain( o.p.ptr ) (2,7, Def 82 )
9 Chain( p ) (1,8]

101} Chain( o.y.ptr ) [7,9]

117 Chain( o.y.ptr ) [3-4,5-6,7-18]
12) Chain (y ) (11,1]
131 90 §2(q,p) (o) ) (2-121

Next ue pick

iqlx,y) = Chain(x) > Chain(y)

noting that q is both reflexive and transitive, We next shou that
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)
(V8,x,y) ( x E@ y > qlxy) )

)
11 Assume x m% y where & = §1(q,p)
2) Assume Chain(x)

9.5
31 (3ol,02)( ol ;CL o2 Vi)

&Y 6l s 03 N Btathoy v bipBly - gB1

X

51 ( ol.y.ptr = x v o02.y.ptr =x )[4, lidef of &) ]
6] Chain( ol.y.ptr } v Chain( 02.y.ptr } [5,2]

71 ®lol) & $2) 131

81 Chainl( y ) 6,71

The proof for $2 is exactly the same. Since q is transitive and reflexive,
and ¢ is autonomous and invériant, by corollary 4-3, ue can show that

(Vx,y) ( x m% y o qlx,y) )

Since Chain(a) and -Chain(B), this result shous (see the cdefinition of q
abbove) that

= a[b,pﬂ

This shous that @ is a solution to X. [If there is no chain of pointers
from B to «a, then information cannot be transmitted from « to B.

————— Section 4.4 --- Transitivity [trans:]

In this section, we shou that the useful application of Strong Dependency

Induction requires that Strong Dependency be transitive.
In the system

§1: 1§
§2:

~ =
J 2
£
-~
> CF
I (@
D |3
=
=
D
T
T+
2]
3

We can show directly that the problem
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5182
X(P) = =« )

can be solved Ly the aluways true solution, ®(o) = tt. That is, for any
tuo states initially differing only in a, after execution of §182, the value
of B will be the same for both,

Hovever, to prove this result by Strong Dependency Induction, we would
have to shouw that =ither

61 62
- a m or -m w (]

But both

51 §2
o m and m w g

The difficulty is that Strong Dependency is not transitive in this system.
Strong Dependency is transitive if

H £ HH’
@ m A m w B > « w ¢

————— Section 4.5 --- Separation of Variety [sepvar:]

In thi= section we introduce a proof technique we call Separation of
Variety which can be used to extend Strong Oependency Induction to cases
vuhere Strong Dependency is not transitive. We explain Separation of Variety
by considering the system

§: if o then B « tt else B « ff
. b ;
While « n> g, there are two solutions, ®1 and 92, to the problem

NP &« = alb‘vﬂ

91 (o)
P2 (o)

og.a = tt

0.0 = £f

m

In both solutions, we prevent transmission by reducing the variety of a.
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We can think of 91 and 92 as covering the state space, I, as illustrated in
the diagram belou.

o o =4 ' 5 S. K = =
No qa(w}j

No u.r'w}y
o

- ¢ e

QL | ¥

While the set of all possibie states do exhibit variety in a, 91 and 92
separate that variety and 'prevent information transmission. [ In effect,
this is the reason uwhy the join property does not hold for information
problems (section 3.5). )

But uhat would happen if ®1 and ¥2 separated the variety in some other

object instead of a? For example,

P2(0) = o.m = ff

Given either 91 or ¥2 as a constraint, transmission can still take place.
Both « wﬂ g and « [b¢2 8.

Vgr:bL-\ e, BL Can be

tandejod to §
s.m =tk

¢L 4 Vg_(l’(‘! tw X [~ W \bl
S-m= w o.-,m)eyw\ +s 5
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Each subset of 3 characterized by 91 or 92 still exhibits all of the
variety possible in a -~ and in each ca», all of that variety can still be
transmitted to 8. Nou, let’s consider the system ;

§: ifm then B « «

We find that

v

§ $
uwmﬁ but - “%»ﬂ

.\ = ‘t't E \[‘\'(‘Qij \.n o L__L.A_ be
. c.om.lajﬂé 4‘“ ‘
PL '

—

@L \),\(‘o'x/ w9 w&.
be (onieod o ®
o =.¢ e (nn }

A AT O A R B R S A D e R R

While o's variety is still completely exhibited in both subsets of I
characterized by ?1 and 92, ®1 prevents that variety from being conveyed to
B. Houever, in the case cf ¥2, transmission can still take place.

In general, if uwe split the state space in any way along partitions

independent of «, in at least one of the cases distinguished by the split,

o’s variety can still be conveyed to 8. If nhot, there would have been no

way that o's variety ever could have been transmitted to f. In fact, the

result holds for a more general sort of division of the state space. If

: Pl,...,Pn cover I along lines independent of o, then o D‘#’i [d for at
least one of the i’s. UWe defined indeperdence (definition 3-1) sa that

| SN AT AN S

ey

P is A-independent  iff

(Vo,0') ( az ¢ >, Plo) = ?(c¢") |

That is, ® is A-independent if ¥ in no way constrains the value of any
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object in A, Next we define an A-independent cover, a set of A-independent

constraints that cover %,

>> Def 4-1) { i } is an A-independent cover iff

i (Vi) ( ®i is A-independent ) s
(Vo3i) ( ®ilo) )

Theorem 4-4)
If { Pi I is an a-independent cover then
alen > (3n(aﬂ>:.|3)
and therefore
«aPs > a@icad, 8

More generally

If { i } is an A-independent cover then

H H
Alb‘pa 5 (3:)(A[I>Wm g)
and therefore

A ﬂ%a > (3?)(Aﬂ>(p~p.l B )

[ Note that this theorem does not require that the ®i's be autonomous, only

A-independent., ]

The theorem suggests the follouing proof technique. To show

- a8

find an a-independent cover { ¥i I and shou that
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; VIYE - ulb(pmm 6

t --==-- Section 4.6 --- An Example of Separation of Variety [sepxmpl:]

'_ s We will illustrate the use of separation of variety (in conjunction with
: Strong Dependency Induction) by shouing that = « D B in the system .

§l: if g thenm« «
82: if ~q then B e m

Pick the a-independent cover {91,92}, uhere

: Pllov) = o0.q
b 92 (o)

]
1
Q
=

We find that

R

5
(Ym=p. 8 ~ m Py 8 )

so by corollary 4-2, - m [b‘i’l B. Similarly
(Ym=c, §) ( II>S )
mece, S APy, m

so by corollary 4-2, =1 m

P2

Therefore, by theorem 4-5, -« l} ¢

& ér For another example, consider the system ("left" and "right" are assumed
to be disjoint components of m)

§1: m.left « «a
S §2: B « m.right

We pick  ®ilo) = o.moright = i ' ;

We must shou that for each 9i, no information can be transmitted from o« to @
given ?i. We uill prove this for each ?i using corollary 4-2. This requires




#
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a proof that each ¢®i is invariant and that given i, no operation can
transmit information to B from any other chject. Each ®i is inveriant since
$2 does not modify m and 81 only modifies m.left. WNow, though §2 modifies f
by copuing the value of m2.right into 8, when 9i constrains m2.right to be 2
constant, no variety is conveyed to B and thus no information ise transmitted
to Q. Since &1 does not affect B at all, no operation can transmit
information to B from any other object. Formally

1} (Vi) ( i is a-independent )

2 Yo3i) ( #ilo) ) [Pick the ¢i so that c.m.right = i ]
3} (Vi) ( @i is autonomous }

4) (Vi) ( @i is invariant )} [left to reader]

5) (Vi) (Vx=B, §) { ~ x u’m B ) lleft to reader)

6 (Yidt ~a Py g 13,4,5 Criry4-2)

b we PR 1126, hEs)
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Chapter 5 - Relatively Autonomous Constraints [relphi:)

—————— Section 5.1 --- Introduction [}

In the previous chapters, wue confined our attention to autonomous
conslraints so that we could explore the basic properties of Strong
Oependency - the transmission and separation of variety, and the definition

and solution of information problems using Strong Dependency.

In this chapter, uwe turn our attention to the meaning of constraint. In
an information theoretic sense, constraint has tuc meanings. We explored
the first of these meanings in chapter 2, where we showed hou constraint
might be wused to reduce the variety in a system, thereby preventing

information transmission.

Constraint has another meaning as wuell, Non-autonomous constraints
establish relations among the values of tuo or more objects. As a result,
they spread the source of transmitted information. For example, the

consiraint
P(a) = 0.7 < o.m

relates the initial values of « and m. If information can be transmitted
from m to @B, information may he transmitted from o« to £ as well. [ an
observer of B can discover samething about m's value, then £ might discover

sbnmthing about a as well, by knouing the relationship betueen o and m.

We find in this chapter that the Strong Uependency formalism is not
wholly suited to «dealing with non-autonomous constraints. [ Work in

progress (section 7.2) is directed touards that goal. ]

We find that we can continue to use Strong Dependency for certain
non-autonomous constraints. [f we "clump" a group of objects together and
treat them as a "pseudo-object", then a non-autonomous constraint may appear
to be autonomous wuith respect to that "pseudo-object". For example, if ue

clump c and m together, then ne note that ¢ is autonomous relative to the

clump fa,ml.
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We treat clumps formally as sets, call the related constraints,
relatively autonomous, and extend Strong Dependency Inducticn to handle such
constraints.,

————— Section 5.2 --- The Strong Dependency Hypothesis [strhup:]

In this section we show that Strong Dependency is not completely suitable
as a formalism for information transmission  in systems constrained by

non-autonomous constraints.,

Strong Dependency represents an attempt to formalize the Intuitive notion
of information transmission. So far, we accept the follouing hypothesis.

Yevevvevese The Strong Dependency Hypothesis e
It A u% g ther

Information can be transmitted from (some object in) A to @
in a system constrained initially by ¢

In other work (section 7.2), we find additional support for this

hypothesis, regardless of whether @ is autonomous or not.

The converse of the Strong Dependency Hypothesis in not true. Conszider

the problem
X@® = -al Dys
in the system
§: B « al
We find that the non-autonomous constraint
P(o) = 0.0l = 0.a2

will solve the problem. The solution is similar to that of conetraining the

ot . v o i m i iy b : A A i i e
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value of al to that of a constant. Instead, the value of al is constrained
to be the same as a2. In either case a degree of freedom is removed from
the system. Yet, this solution is disturbing, for one might imagine 3 ways
E . that this solution came to pass.

1. al wuwas aluays the same as «2 in the system. Somehouw, in
initializing the system, the value of al uwas also placed in o2 (or
vice-versa). -There is still a great deal of variety in al; only it

is shared Wwith a2, Execution of § will convey all of this variety to ’ i

s g

2. ¢ was brought about (produced ~ see [Cohen 76]) by executing
some other operation (not shoun) that copied al to «2. The argument

of [1] above still holds.

3. @ uas brought ahout by some operation that copied a2 to al,

destroying all of the initial variety in «ol. However, we are

analyzing the system after ¢ nas brought about (after the solution
was produced), that is, after the copy. Again, the variety in ol is

matched by the variety of a2, and as in [1] and (2], the problem of

preventing information transmission still remains. k-

This analysis argues that information is transmitted from al to @ given
P, even though =~ ol n% B. The constraint ¢ spreads the variety betuweon
al and o2. Strong Dependency is insensitive to that spreading of varietuys
it only takes account of the fact that al appears to have no variety at all

since it is forced to take on the same value as a2.

------ Section 5.3 --- Relative Autonomy [relaut:]

In this section, ue shou hou Strong Dependency may be used with certain
non-atitonomous constraints, by considering a set of objects as a single

source of information,

In the example in the previous section, ue considered al as a potential

information source. The Strong 0Dependency formalism only analyzed the

effect of ol's variety on B independently of the variety in other objects,
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particularly in a2. VYet in that example 9 spread al's variety to a2. UWe
must therefore treat ol and o2 together as a source; determining whether
their composite variety can be transmitted to f. And in fact, we can show
that

{al, a2t mk g

v

Though ® is not autonomous, we will say that it is autonomous reiative to
{al,a2}, or lal,a2}-autonomous. That means there are no correlations
betuween {al,a2l and any other object (a formal definition is found befoul.
The argument suggests that although the converse to the Strong Dependency
Hypothesis is not true, the following weaker version ie true.

ooy The Relative Autonomy Hypotnesis oo

[f @ is A-autonemous
S e A[%a then

No information can be transmitted from A to R
in a system constrained initially by ¢

Additional support for this hypothesis may be found in other work tn
progress (section 7.2). Consider the system

§: B ¢ al - a2
Plo) = o.al = 0.02
We find that - lal, a2} n% g
Because ¢ is f{al,a2}-autonomous, the hypothesis argues that information is
transmitted neither from ol nor from a2 to B. This is as it shouid be.
Given the constraint ¢, execution of § will always set B to @ regardiess of
the initial values of al and a2 (uhich must be the same).

[f the constraint @ above uere

P(o) = o0.al = 0,02 A o.ml = 0.m2
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? uould still be fal,a2l-autonomous. Though other objects (ml and m2) are
constrained to have correlated values, ro value of ol or o2 is correlated
with any of them. Even for these kind of relatively autonomous constraints,
the Relative Autonomy Hypothesis holds. As long as no variety is spread
betueen objects in A and objects outside of A, Strong Dependency accurately
reflects information transmission.

We can represent relative autonomy formally in the following way:
First, remember that we defined ¢ is A-independent as (def 3-1)

(Vol,02) ( ol K 02 >. 9P(ol) = ¢(02) )

>> Def 5-11 P is A-strict iff

(Yol,02) ( ol.A = 02.A >. 9(0l) = 9(02) )

P is A-independent if @ does not constrain any objects in A,

P is A-strict if @ only constrains objects in A.

>> Def 5-2] 9 is A-autonomous ff

¢ =Pl A P2

for some 1 which is A-strict

and some P2 which is A-independent
For example

Plo) = 0.0l = 0.02 A o.ml = 0.m2

91 (o)
P2 (a)

og.0l = 0,02 is fal,a2l-strict
o.ml = o.m2 is {al,a2l ~independent

L]

Therefore, P1 A 92 is f{al,a2}-autonomous.

A el st 2
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i

----- Section 5.4 --- Substitution and Autonomy [subaut:)

In this section, we present a different characterization of relatively
autonomous constraints. We show it is equivalent to the definition of
relative autonomy given in the previous section, but leads to a more usable
formalism. MWe alsd~define autonomy as it has been used since section Z2.6. ;

Imagine tuo states ol and 02 that both satisfy
P?le) s o.al = 0.02 A o.ml = 0.m2

al a2 ml m2 q
ol 1 1 2 2 3
02 181 181 182 182 183

Compose a state v that is just like 02" except that it takes on the value ot
ol for al and o2.

it 1 182 162 1@3

0. also satisfies ?. al and o2 help satisfy ? independently of the values of
other objects. The values of al and a2 taken from any state satisfying ¢
can be substituted for the values of al and o2 -in 02y the resulting state
will still satisty ®. MWhenever 9 is A-autonomous, if ol and 02 both satisfy
@, then 02 with ol substituted at A will satisfy ® as well, Formally we
define 02 with ol substituted at A as

>> Qef §-31 o2 ¢ ol

(¥4 ® ol mgey © where (] R.UZ A o,A = pl.A

Theorem 5-1]

P is A-autonomous iff

l
( Vei,o02) { ®(ol) A Plo2) >, ¢ 02 1{ ol ) )

The constraint
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P(a) = o.al = 0.2 A o.ml = og.m?
is {al , a2} ~autonomous. It is also Iml,m2}-autonomous. it is also

g-autonomous for any arbitrary other object q. The value of ¢ may change
independently of any other object, especially since q is neot constrained at
all hy 9. If uwe think of each relatively autonomous set of objects
(e.g. fal,a2l) as a single “pseudo-object”, we can see thai theorem 2-6

H ; H
A lb¢3 > (30<A)(aﬂ>¢c)

generalizes to the follouing theorem.

Theorem 5-2]
If 9 is Aj-autonomous, 1 = 1,...,k then
k H K H
S A A > v (A )
Faf [k‘, Pl : Ib‘f’ &

[f in some system constrained by the exampte ¢ above, information was
transmitted from fal,a2,ml,m2,ql to B and B did not depend upon q or upon

{ml,m2t, then B would certainly have to depend upon lal,aZl.

ILf ¢ permits the value of each object to change independently of the
value of any other object, then ¥ is a-autonomous for all a. This is the

formal definition of autonomy (described informally in section 2.6},
>> Def 5-4) P is autonomous jff

Vesiml 02) (C 9(6e2) A Plol) 5. O 02 —~ ol )

(2

—————— Sectlion 5.5 --- Strong Dependency Induction (relprf:]

Chapter 4  discussed Strong Dependency Induction for  autonomous

constraints only. The definitions and theorems in this section extend those

results to non-autonomous constraints,

First e extend the definitions of section 2.3.

.
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>> Def S-5] ol and 02 differ only at A and differ at B after H glven @

P H P ,
01 Kf 02 =ges ol 3 02 A (VBB)  Hlol).f » H(s2).5 )

>> Def 5-8] B strongly depends upon A after H given ¢

H ?\H
ADyB myer  (Fo1,0200 01 G 02)

>> Def 5-7) B strongly depends upon A given ¢
Ab s b
Theorem 5-3] (broof left to reader)
H H
Albq,B 5 (V{S(B)(AI%B)

We argued in section 4.2 that if information were transmitted from o to @
by 56182, then there should be some intermediate object m such that &1
transmits information from « to m and m transmits information from m to @.

In the case of non-autonomous constraints, Strong Dependency may fall to

mirror this intuition. Consider the system

§1: (ml « 5 m2 « )
$2: B « ml

initially constrained by the invariant but non-autonomous constraint
P(o) = o.ml = o.m2
§182 .
Al though ue can directly show that « 0 B, we find that
$2 82
-m DB asuellas -mD,
P ?
But, since ® is (ml,m2}-autonomous, ue do find that

82
{ml, m2} [bq, g

We also can show that o transmits information to both”ml and m2. That is
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§ 61
: « ﬂ) iml, m2}
LY
In fact, generally ue can shou that
‘ ]
Theorem 5-4] :
§ If ® is invariant then ; ,
3 Y .
: HH' H H
: A, 8 > (am(A[bcpnAnIb‘,p)
This theorem, a generalization of theorem 4-1, follous immediately from the
follouing theorem
Theorem 5-5]
JRE 9 is invériant
and M= Um | Hlol).m = Hlo2).m } then
é P AHH' ? H N,
] i : (02)
| ol A<>ﬁ 2 iff ol 0z A Hisl) r1<>(3 Hlo2
4 ﬁ Just as corollary 4-2 foiloued from theorem 4-1, we find that the following
" corollary follous from theorem 5-6 i
Corollary 5-6]
1f ¢ is invariant and B ¢ A then
a | $ 5
: : (Va,m)(Am‘,maqu) v (vs.m(nlbq,aoaen)
i ! - -n by 6
i
t
i
i
;’3 1
J

b
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Chapter 6 - Necn-invariant Constraints [noninv:i
————— Section 6.1 --- Introduction [}

In sections 4.2 and 5.5 we explored Strong Dependency Induction for
invariant constraints only. In this chapter, we wiil extend the inductive
technique to include rion-invariant constraints as wuell.

Induction using non-invariant constraints is useful when aystems osciilate
or pass through stages uwhere one of a set of censtraints is aluays

satisfied. It is then possible to show the absence of information
transmission by using Strong Dependency with respect to each of the
constraints in the set separately. We call the set of constrainte a

inductive cover.

We find that inductive covers are especially useful Iin analyzing
sequential programs uhere they correspond to the inductive agsertions
attached to a program. Strong Uepéndencg Induction can then be used to shou
‘absence of infarmation transmission as the result of program execution.

————— Section 6.2 --- Constraint after a History [phist:]

As an initial constraint, ? characterizes the set of possible initial
states of a system. In this section we show how to characterize the set of
possible states after execution of some history.

1f @ initially constrains a system, then after exccuticn of history H,
the set of possible states can be characterized as those states reachable by
execution of H from a state satisfying @ initially, We write ([HI® to
characterize these states. Formally ue define @ after H as
>> Def 6-1] [H] P

(H1?(0") syg¢ o ¢ Hlo) | #(o) } °

1f o satiafies @, then Hlo) must satisfy [HI¥. Formally
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Theorem 6-11 (proof leit to reader)

P(o) > [(HIP( H(o) )
! As an example, consider the system

8 B e« a - 4
P{o) = o.a < 18

! We find that
[(8]Pio) = 0. <18 A 0.0 = 0bcx - &

Execution of & does not change «, so it remains less than 18. However, §'s
execution guarantees that § will be a - 4.

Note from the example above that (HI? need not be autonomous even if @
is. Note also that [§]9 is stricter than ®. This increase in strictness
accurs whenever € is invariant.

Jheorem 6-2] (proof left to reader)

: 1f P is invariant then

(He < ¢
: - Section 6.3 --- Strong Dependency Induction [nonind:}
| |
; In using Strong Dependency Induction to determine whether information can
be transmitted from A to B over execution of HH, we find some M such that
information is transmitted from A to M over execution of H and from M to i
over execution of H (theorem 5-4}, [f the system is initially constrained
: bu @, then after execution of H, the system is constrained by [HI®. To
§ determine uhether information can be transmitted from M to @ over execution
of H after H has executed, one must consider a system constrained not by @,
: ;. but by [HI?. Formally 1 1
q
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Theorem 6-3]
o Ib:wa > (3M(A |I>:n A nlb’:;wa)
Note that the theorem holds even though [H1¥ need not. be M-autonomous.
This theorem fo!lous from the following theorem
Theorem 6-4] (proof similar to theorem 5-5)
If M= (m! Hlel).m = H(e2).m }  then

@ HH' , ¢ H L HIeH
ol Aoa 02 iff ol A()n 02 A~ Hlol) noc H(02)

1f @ is invariant, then theorem G5-4 (the corresponding theorem for
invariant @) is seen to follow directly from theorems 6-3, B-2 and 2-3.

The follouwing corollary follous from theorem 6-3 as corollary 5-6
followed from theorem 5-4.

Corollary 6-51 (proof similar to theorem 5-6)

[f B¢ A then

(VH, § )(AIDS A
,so0,Mm [me = L m ¢ v
(\/Ham(mlb8 M)

v 9y [H]@B De a(

5, = Aﬂ>¢,a

1f [HI® is autonomous for all H, the fheorems in section 4.2 can be

generalized as well., In particular we find that
Theorem 6-68] (proof similar to theorem 4-1)

If (YH) ( [H1® is autonomous ) tHen

HH’ H !
abv g > (Bm)(uh,m A mbmwc)
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----- Section 6.4 --- Inductive Coverel [behcov:]

In this section, us explora Strong Dependency .'nduction ueing inductive
covers, sets of ?Pi's, such that if some @ is true initialiy, one of the ¥i's
Hill be true thereafter. '

The simplest use of an inductive cover might be for an oscifiating
system. That is, ®1 may be true Initially, after execuiion of some
operation, ¥2 will be true; after execution of another operetion, ¥i uli! be
true again. MWe will present just such an example fatser In *hla section.
More generally we define an inductive cover as a set of ¢i's, such that for
every H, (HI? is contained in at ieast one of the ®i's.

| >> Def 6-2] { i } is an inductive cover for 9 jff
(VH3i) ( (H1® ¢ @i )

Since each [HI® is contained in some 9i, we find the foilowing theorem
follous directiy from theorems 6-5 and 2-3.

Theorem 6-7)
If { ?i } is an inductive cover.for P then
: ;
(V6,m, i) ( A lbqn m o mcA) v
: )
we,m(n D g 5 B
; A simple example of an oscillating system is
8 (B e a3 ae« -a)

P{(o) & o0.ax = 37

It is easy to see that « is initially 37; after execution of &, o will be
-37; after execution of & once more, a uill be 37 again. No information can
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be transmitted from o to B. « is constrained initially so that it contains
no variety; there is none to convey. MWe will prove that - « &p 8.

Instead of using the theorem above, we might first consider a retreat to
the comfortable world of invariant constraints. ® is clearly not invariant.
Houever, we could imagine finding an invariant @« containing ? such that

v

-~ a8

By theorem 2-3, this would yield the desired result. Unfortunately, the

most restrictive invariant %% containing ¢ is
Pe(o) = o0.a =37 v o.a=-37

This 9% lets a exhibit some variety, that -varietg can be conveyed to @ by
execution of a, and therefore « DP»' B, wuhich is not the resuit desired.
14

We prove the desired result by using theorem 6-7, taking (¥1,92} as an
inductive cover for ¢, uwhere

Pl1(0) = 0.0 = 37
P2(0) = o.a = =37

Since both ®1 and ¥2 eliminate all variety from a, we can show very easily
that

Hﬂilﬂ 5> B ¢MN and
nlbiza 5 BeM

So by theorem 6-7, ue find that - « ﬂzp 8.




G S -

Strong Dependency ( 6.5 ) page 55
----- Section 6.5 --- Information Transmission in Sequential Programs
] [infseq:)
i
: In this section we will show how to prove the absence of information

transmission in sequentiai programs by .using Floyd assertions [(Floyd 67) as
an inductive cover.

Consider the flouchart program

—-—-1 TR

é | \}E.'Eﬁ&!‘%*—"/

- by

L

Following I[Lipton 73], this program can be modelled by the following
computational system (pc acts as a program counter)

8§11 if pc =1 then
(if g>18 then t « tt else t « ff; pc « 2 )
82: if pc = 2 then

— I

ift thenf « a; pc « 3)

constrained by ? uhich guarantees that execution begins at "start"
P(o) = o.pc =1
Following [Floyd 67], ue place an entry assertion at the beginning of the

program, an exit assertion at the end, and intermediate assertions preceding
each intermediate statement. Suppose that we knau that the program only
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executes on data that initially satisfies #1 (the entry assertion). Nou let
$2,...,fn be assertions placed preceding statements labelled 82,000, 8N
respectively, and let 9,1 be the exit assertion (see diagram above).

The meaning of Floyd assertions is this: if the entry assertion (¢l ) is
satisfied, and if control is at §i (i.e. o.pc =i ), then @i is true.
Initially, control‘ is at statement 81, and "if the entry assertion is
satisfied, the state of the system can be characterized by ®1 A ?.

Control is always at some 5i, therefore, some @i ‘must aluays be true.
That is just the requirement that makes ( @i | an inductive cover for
Pl A Q. i

It is useful to take the pc explicitly into account. Define

Piwlo) = @Pilo) A o.pc =i

Since the value of the pc is i whenever control is at &i, Piw is always true
when control is at §i, and therefore |{ ‘P'm} is also an inductive cover for

P AP (Olv ).

Nou we see that

(Vo) ( Qivlo) > o.pc = i)

and each §j is of the form

§j: if pc = ) then ...

§j :
so if X &m’* Us then (unless y ¢ x - see section 2,5) i must be equal
to j, for otheruise execution of §j can have no effect on y (or any object).
Formally '
8
Vi, j, X,y X y o i=j v yeX )

Pive

Thus by theorem 6-7, to show - A n>q, f#,- ue need only shou that
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1. Either Wi,m( AD. m > meA)
Pive
8i '
2. o0 ovime by g5 peh)
193¢

The second alternative corresponds -to the following proof technique for
shouing that no information can be transmitted from a to @.

For each statement §; that contains an assignment to @, shou that
?iv constrains the state so that no information can ce transmitted
to 8 as a result of execution of §;. ®ix is the inductive assertion
for statement §&; conjoined with wo.pc = . [ le need noct be
concerned with statements that cannot assign to @; they can never
transmit information to @. 1 .

In the example above, ue pick the entry asSertibn to be

?1 (o) og.g < 108

We can then shou that 92 is a legal inductive assertion for statement &2

P2 (o) -o.t

Since g is initially less than 18, t must be false when control reaches
82 (by execution of §1). Since t is false, execution of 82 can never
transmit information to 8. Formally,

nlbszﬁa 5 BeM

Since §2 is the only statement that assigns to 8, we have shoun that no
information can be transmitted from a at B over execution of the program.
In general, suppose that @ is only assigned to at statement k (not
necessarily the last statement). Then, in order to prove - A ub 8, we
need only shou

Sk
(vm(nlb%?a 5 Bch)

Yet, there are difficulties in using Strong Oependency as a modei of
information transmission in programs. Consider the flowchart




which can be modelled by the constrained system

81: if pc =1 ¢then ( if a then pc « 2 else pc « 3 )
$2: if pc =2 then (B «B; pceb)
83: if pc =3 then (B «8; pce b))

P(o) = o.pc =1

Nouw it is clear from looking at the program that information cannoct be
transmitted from a to B, since B is set to @ regardiess of o's value. VYst
we find that

5162

o« Vo

g and therefore o u% g

This can be demonstrated by
Picking ol so that ol.a = tt, ol.B8 = 37
Picking 02 just like ol except that 02.& = ff

Then ol 4 02, (8182) (01).8 = 6,  (6182) (02).8 = 37

o

This example may appear to invalidate the Strong Dependency Hypothesis.
In fact, it does not, The Strong Dependency formalism implicitly assumes
that @’s observer knous the history being executed. Suppose that an
observeir of B did knou that 8182 was being executed. §2 has an effect only
if the pc is 2. |f §2 does have an effect on @, then 's observer can infer
that the pc was 2 when &2 uas executed, which implies that o was true
initially. That information about a is thus transmitted to g.
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In arguing that information cannot be tranamltted from a to B, we tacitiy
macle the assumption that g's observer could not observe the history
executed. Ordinarily, ue might instead make the"aeeumption that @'s obeerver
can only detect the »assage of time (as uell.as'the value of B of course).
Work in progress {(section 7.3) formalizes: the observation of time and
allous us to show formally that, in the exampie above, as lfong as only time,
and not the history, can be observed, no lnformatlon can be transmitted from
a to @.
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Chapter 7 - MWork in Progress [infurk:l '

----- Section 7.1 ~-- lntroductjon'[}'<‘

In this chapter, we discuss work in progress, both extensions to the
Strong Dependency Model, as well as other modele suggested by issues raised
in exploring Strong Dependency. ‘ ity

————— Section 7.2 --- Alternate Models for Information Transmission
linfalt:]

We have found that Strong Dependency corresponds to information
transmission only in autonomously constrained systems, For exampiz, in the
system ; : ;

$: B ¢ al
Plog) = o.al = 0.02

information can certainly be transmitted from «l to B, yet we ¢ind that

- ol m@ 8.

Tuo other models, Inferential Dependency and Direct Deperdency, ere bsing
explored in an attempt to extend Strong Depehdency to non-autonomous
constraints. The two models treat "inferential” transmission differently.
Inferential Dependency would indicate: that informatien is transmitted {rom
both al and aZ to @ in the example above.. Direct Dependency would indicate
only that information is transmitted from ol to @. The advantags of a
NDirect Dependency formalism can be seen more cleariy in the follouwing
exampie:

§: B « ol
P(o) = o.al.tag = 0.02.tag

Information is certainly transmitted from al to @ by execution of & Since
® indicates that the tag component of al and a2 are the same, one might well
conclude that some information about a2 is transmitted to B as well. If the
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tag component does not contain important information (i.e. we don’t care if
it is transmitted), we may find it useful to ignore this inferential
transmission. A Direct Dependency formalism would do just that.

If a model of information transmis.sion does include ‘*he zffect of
"inferential" transmission, information transmission cannot be monctonic in
the sense of theorem 2-3. More restrictive.constraints might lrcrezss the
i sources of information. For example in the system described abuve, ¥ is

more restrictive than the always true constraint (i.e. no constraint at
all), yet imposing ¥ adds an information path (from a2 to @}.

The Inferential Dependency formalism is is being developed from a2 purely
inferential, rather than an information theoretic. approach. Wa say that @
inferentially depends upon « after execution of H in a system constrained by

?, if an observer of the system, able to view only B can make some infzrence
about o that "says more” about « than can be determined from ¢ slone. UWe
find that the definition of "says more" is the crucial (end most interesting)
part of this model.

Our investigations to date indicate that the model is at least as generai
as Strong Dependency, in the sense that we can show that Infarential
Dependency and Strong Dependencg give the  same resul ts for
relatively-autonomous constraints.

The definition of "says more" turns out toc be related to what can be
called "contingent" information transmission. . In execution of

8 B« ( (ol 4+ a2 ) mod 128 )

information is clearly transmitted from fal,02} to 8. It is not so clear
that information is transmitted from «l alone to 8. No matter what an
observer finds to be the value of B after execution of §, no inference can
be made about the value of al. «l can take on any value contingent on the
value of a2. Strong Dependency would indicate that B does depend upon ol.
We find that we can define Inferential Dependency in tuo different ways; one

L T .

would Indicate contingent information transmission, one would not.

Theorem 2-1 holds precisely because Strong UDependency does Indicate
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contingent "information transmission. In a model that ignoree contingent
information transmission, information might be transmitfed from a set of
objects A to B, even though no information might be trensmitted to @ from
any one single object in A, i

One probable prerequisite for'any acceptable model of Information
transmission Js an Induction principle at ‘least as general as Strong
Dependenty Induction (theorems 5-4 and 6-3) and a theorem tha! permite
separation of variety in a manner analogous to theorem &-5.

————— Section 7.3 --- Mechanisms [infmech:]
* In this paper, ue have assumed that information preobiens may onluy be
solved by imposing an initial constraint an a system. As we note in [Cohen
76), problems may also be solved by adding a mechanism to a system. In
[Cohen 761, we define a mechanism as implémen.ting an arbitrary mapping from
an augmented system (as it is provided to a user) to an originai bass
sys tent., This mechanism formalism can be used to wmodel protection

mechanisma, synchronization mechanisms, sequential and concurrent control

mechanisms, virtual machine monitors, and can be used to mode! information
hiding and situations in which a user is to be prevented from observing the
exact sequence of operations performed in the base system In responss to
execution of operations executed by the user in the augrented sysztem.

[Rotenberg 731 and [Denning 75] have warned us that we must be careful in
adding mechanisms to a system. For even as the mechanisms may elininate
certain information paths, they may covertly add others. {Roterberg 73]
especially provides a number of exceedingly subtie examples of covert
information paths. Our forma! mode! of mechanism, in conjunction with the
Strong Dependency formalism, permits a characterizaticn of those mechaniesms
that do not add new paths for information transmission.

Tuo sorts of run-time mechanisms that prevent information iramsm.ssion
have appeared in the literature. The w-property mechanism (Bell & LaPaduia
73] requires that the classification of ordinary objects (not processes) bs
fixed, (Denning 75) has shoun that such mechanisms do prevent information

transmission without adding covert channels,

R N T TR T e v




B e T R e

Strong Dependency ( 7.3 ) page 63

1f the classification of objects are allowed to vary depending upon the
information stored in them, then covert information paths are easily
introduced. The Adept-58 system [Weissman 69) does allow the classification
of objects to vary; [Denning 76) has shown that it permits covert leakage of
information. We are exploring mechanisms that permit classifications to
varys uwe can prove that covert information paths are not introduced because
we also require that the state of the system be initially constrained. The
initial constraints correspond to initial properties of an access matrix.

A mechanism may be used as a formal tool for specifying the mapping from
a given system to a simpler system that may be easier to analyze. Work in
progress examines classes of mechanisms that preserve various information
transmission properties.

_ Finally, we noted above that the mechanism formalism is useful for
f 1 specifying exactly which parts of thebbehavior of a system can be ohserved.
a In section 6.5, we noted that if only the time of a computation can be
observed instead of the history, certain information paths disappear. UWe
can formalize this argument through the use of those mechanisms called
"sequential control mechanisms" in [Cohen 76].
1
————— Section 7.4 ~-- Information Theory linfthr:]
£
1 é : Strong Dependency and the other models of information transmission
i alluded to above are non-quanlitative, They indicate whether information

can be transmitted, but not how much., A number of different measures can be
formulated, depending upon one's approach to contingent and inferential
information transmission. Each of these measures may be based on Shannon's
information entropy [Shannon & Weaver 49],

NN e v

The follouwing example illustrates the reason for tuwo different measures
corresponding to two different approaches to contingent information
transmission (section 7,2).

RV MG 7 £

8 B« ( (ol + a2 ) mod 128 )

If initially, al and a2 can take on values from B to 127 with equal
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probability, then execution of & transmits 7 bits of Iinformation from
{al,a2) to B. But how many bits of information are transmitted to 8 from al
alone? ‘

The ansuer might r'easomablg be zero, for reasons ldentical to thoss given
in section 7.2. An observer of § can gain.no information about the value of
al alone. In Information theoretic terms we might say that the equivocatlion
of B8 uith r‘especi to al is 7 bite; any value of @ observed estimates any
initial value of al with 7 bits worth of uncertainty. Since al hes an
initial entropy of 7 bits (the values 8 to 127 can initially occur with equal
probability), the amount of information transmitted e 7 -7 ( initial ¢
entropy - equivocation ) or zero bits. ; } |

" One might instead measure the average number of bits transmitted from ol
to B, averaging over all the possible ways in which each cbject but ol is
heid constant. [f o2 is held constant, then the full variety of al (7 bits
worth) is transmitted to B by execution of §. The average number of bits
{averaged over the values of «2) transmitted from ol to @8 ie 7.

: A quantitative model of information transmission might aleo include the
effect of constraint. Constraint reduces the variety Iin a system. WKe might
Wwrite bl A-(P:: H) ->0 ) to mean the number of bits of information
transmitted from A to @ in a system constrained by ® over execution of H.
Increasing the constraint in a system reduces the variety available to be
conveyed. MWe might expect an appropriate definition for b to be monotonic.

Pl € 92 5. bl A-(Pl:i:H->8 ) s bl A-(P2::H) >0 }

al though due to the effects of inference (section 7.2), this relationship
should perhaps only hold for A-autonomous constrainte.

3 We ask the guestion ~ is it desirable or useful, and if so, then possible
to define b so that

b Al-(P::H ->8 ) + b( A2-(9::HI->8 ) = bl (AlUA2)-(P::H)->0 )

Neither of the alternatives suggested above satisfy this additive proper tuy.
We might argue that if Al transmits vl bits to @8 and A2 transmits v2 bits to
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B, one might think that Al UA2 transmits vl + v2 bits to 8. 1f b i= not
defined in a such a way as to satisfy this property, then the difference
betueen the left and right hand sides of the equation might be construed &s

measuring the relative interference betueen Al and A2 in tranemitting

information to B8 over execution of H.

We have implicitly assumed above that each state satisfying ® occurs with
equal probability. More generally, the .actual number of bits transmitted
over some history must depend upon the distribution, pr, of ths initial
states. In this sense, pr is a generalization of an initial constraint @,
We might wurite b( A-{pr::H) ->g ) to mean the number of bits of
information transmitted from A to B8 as a result of execution of H.

If prle) is the probability that o is an initial state, then ons can
define [Hlpr so that ([Hlpri(o) is the probability of state o occuring
after execution of H. One might expect a quantitative theory of information
to satisfy the following property corresponding roughly to Strong Dependancy
Induction.

If bl A-(pr:tHH)->B ) = k  then

There exists some set of objects M such that
b{ A-(pr::H)->M ) 2 k
b( M-([HIpr::H)->B ) 2 k

uhere bl X-(pr::Hl->Y ) =4, Zyb( X-(pr::H ->y )
ye

That is, if execution of HH transmits k bits of information from A& to &,
there must be some set of objects M, so that execution of H transmits at
least k bits from A to M and subsequent execution of H' transmits at least k
bits from M to g@.

s
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----- Section 7.5 --- Declassification [confnmi)

Throughout this paper, we have considered ihoeéﬁrob!ems where we want to
guaranteas that information is not transmitted from one set of objects to
another set of objects. These problems do not ‘take into consideration the
matter of declassification. [Bell & LaPadula 73] have extendsd their
w-property mechanism to permit trustuorthy executors to transmit information
where such transmission would not normaliy be permitted. Similarty, we need
to extend our notion of information problem to formally model
declasselfication by trustuorthy executors.

We are currently exploring a definition of the Confinement Problem that
does formally model such declassification. We expect to shou that access
matrix systems of the form suggested in [Cohen & Jefferson 751 can indeed be
used to solve just that problem. V
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Chapter 8 ~ Conclusion liconcl:)

R e n i s a | o sy L

This paper has introduced Strong Dependency, a formalism for describing
information transmission in computational systems. We showed how the
formalism could be used to describe information problems and prove the
correctness of solutions to them,

The notation A lbﬂ means that B strongly depends on A. That is,
over execution of some history H, some change in the initial values of the
objects in A may cause a corresponding change in the value of 3; variety in
A can be conveyed to 8. MWe argued in this paper that A ﬂ) B corresponds
to the intuitive notion that information is transmitted from the set of
objects A to g.

We found that by imposing some initial constraint on the system, the

variety in an object could be reduced, thereby preventing information
transmission. A an g, B strongly depends on A given 9, corresponds to
the intuitive notion that information can be transmitted from A to § in a
system constrained by ? as long as 9 is autonomous relative tc A, that ie,
as long as ® does not establish some correspondence betwsen the valuse of
objects in A and those not in A.

We define a solution to an information problem as an initial constraint ¢
that will prevent certain specified information transmission. For example,
the problem of guaranteeing that no information can be transmitted from o to
B can be uritten as

X(9) = —,alb‘pa

We say that ? solves X if ¢ prevents information transmission from « to

g.

As Strong Dependency is defined, it is necessary to shou that no
information can be transmitted from A to @ over every possible history in
order to shou that no information can be transmitted from A to 8.

We therefore introduced Strong Depéndencg Induction, an inductive
technique for proving correctness of solutions to information problems.
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Strong Depo'ndencg Induction is based on the principle that when Information
is transmitted fromvu to B8 over execution of HH’. there is some Intsrmediate
object m, such that execution of H transmits information from « to m and
execution of H' transmits information fromm to 8. - :

We found that Strong Dependency Induction is ineffective if the Strong
Dependency relation is not transitive. We introduced another proof
technique, Separat'ion of Variety, that may be used in conjunction uith
Strong Dependency Induction in case Strong Dependency is non-transitive.

We discussed Strong Dependency f{and Strong De‘pendencg Induction) first
for constraints both autonomous (those constraining the varlety in an object
independently of other objects) and invariant, extending the rasuite to
relatively-autonomous and non-invariant constraints respectively.

Finally ue noted that in a computational system modelling execution of a
sequential program, the initial censtraint ¢ corresponds to an entry
assertion for the program. The set of inductive.'assertiona attached to the
program can be used in conjunction with the Strong Dependency formaiism to
shou absence of information transmission as a result of program execution
for any input satisfying the entry assertion.

Strong ODependency is a first approximation to an understanding of
information transmission in computational systems. The chapter detalling
work in progress represents a collection of the directions for future
research.
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Appendix A « Proofs
Theorem 2-1

see theorem 2-6 with ¢ = tt

Theorem 2-4& : ' ety ‘ 3

Given
\

Y
1] (YaeA) (- A qup « )
Prove: {¥6I( - A [P,,, 6
2] Agsume ol %3 o2

3] YaeA) { ol.o = 020 ) (1,2
4] ol.A = 02.A [3i

61 ol « o2 2.8

'6) Hiol).B = H(o2).p (5]

71 - A %0 {2-61

——— - s - v A - A - = - = - - o - v - Y - S P - T -

Theorem 2-5

Civen

] 1) poh
A
Prove: = A u% 8
¢
2} Assume ol 2 02

31 ol.8 =02.8 (1,2

—y

- —— -~ - - > - - - - . - - - e Y e e TH R e O S e A A
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Theorem 2-6
:i Given:

11 ¢ is autonomous

2] Alb:a

; H
Prove: (JacA)( o Wb a )
f 31 (YacA) ( @ Is a-autonomous ) (1, def 5-4, th 5-1 ]
H
4] (U «) ll>¢a 121
€

acA

H
51 v talP.g) 3.4, th&2)
achA i

S - - ———— - - - -

Theorem 3-1
Given

11 X®) « = AD¢3 A @ is A-independent
2] X(P1) A X($2) G '

Prove: X( 91 v ¢2)
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: 31 @1 is A-independent [1,2]

:i 4) 92 is A-independent [1,2] _

1 5] @1 v 92 is A-independent (3,4, left to raader ]
6] Assume ol ﬂ{m 02 :

71 ol H v2 6]

8] Plol) v P(62) (3}
.9 Case 1 ¢1iql)

38 1 (g2) 19,7,3)
| 111 ol ‘%‘ 2 9.18,7)
12} A le (1,21
" APy 8 U,
} 13) Hiol).8 = H(o2).8 ° [11,12]
} 14] Case 2 ¢¥2({sl) - d
| 15] Hlo1}.8 = Hlo2). [ Similar to 9-13 )
i 161} H(cl).@ = H(o2).8  [8,9-13,14-15]
i 171 A H [6-16]
| i P1vey 6-16

181 X( #1l v 92 ) (17,5,1]

-~ - - - - — - - " - " o~

- - -y = g -~ - - - " -

Theorem 6-1
Given

E | 1] @ is autonomous
, ‘ , 2] @9 is invariant

3] HH'
o Py 6

- aH H
Proves (3m)(a|b¢m A m%ﬂ)
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H H e
4] (3m(a|b¢,n A nlbq)a) (2,3, th 5-4 )

H
5]  (VmeM) ( « II>4, m) (4, th 5-3)

H'
81  (ImeM ( m lbq, ) (1,4, th 2-6 )
Q.E.D. [5,6)

T " - " - - - - - - - - -

Theorem 4-2
11 ¢ is autonomous
2] @ is invariant

3] g #Ha
4) a|1>¢,c

5 I
Prove: (3s,mec) (a Pym) A 36,mep) (m Py 6
: .
5] (38, mxa) ( « lbq, m) 12,3,4, th5-B )

X :
61  (Is,M( M ll>¢, 8 A BegM) [2,3,4, th5-6 ;"

: 5
71 (35, m=0) ( m |1>‘p 61 6,1, th2-6]

a.e.0 . | 15,7]

- - ————— " - " - -

Theorem 4-3

Given

11 ¢ is autonomous
21 @ is invariant
3] g is reflexive
4) q is transitive

.51 (¥x,y, 8 ( x mb yu > qlx,y,) )

H
Prove: (Vx,y,H) ( x ub y o> qlx,y) )
by induction on length of H j
Base H = ). Follous from [3, th 2-5)
Induction Assume for H, prove for H$

page 73
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6]

H§
6] Assume x D‘P y
H § el e S
71 (3m( « &p moAm % y) 01,2,6, thé-11 °
81 alx,m) [7, induction ] s
9] qim,y) [7,5]
181 qlx,y) (8,9,4)
Theorem 4-5
Given
11 { @1} e an A-independent cover
H
21 A n>¢ g
P (3 A IbH 8)
roved | OAPi
31 (301,020 C ol ¥ 02 A Hio1).8 » H(o2).8) (2]
4] (3i) ( i(ol) i) S
5] (VjD( ?j is A-indpendent ) (1]
ol 2 02 (3]
71 (3 ( Pilol) A Pilo2) ) (4,5,6]
: OnPi :
81 (3Ji)( ol A 62 A H(el).g » Hlo2).8) (3,71
9 (FNCA IbH ) 18] o
' PAPi #

e ——————— - - - g - T -

page 74
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Theorem 5-1

Prove: ¢ is A-autonomous iff

(Yol,02) ( €(01) A ?(62) o. @ czf,A« ol ) )

1] ==> Assume 9 is A-autonomous
21 9 =9 A P2, ¥ is A-strict, 92 is A-independent  [1]
3] Assume 9Plal) A 9(02) : : .
4] ( o2 7( ol ).A = ol.A [Def 5-3 ]
5) f1(ol) 12,3)
j B8] o1 ( o2 5 ol ) [4,5,2, def 5-1 ]
’ 7] ( o2 x ol ) 7 02 [Def 65-3 1
8) $2(02) 12,3
E %
Ei 9] 2( 02 = el 1 07.8,2, dot 3-1 1

181 P(el) A €(02) >. ¢ 02 & ol ) [3-(2,6,3))

— T TR =
B e il aata e e R Rl
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11]  <== Assume (Vol,02)( 9(0l) A 9(02) >, ®( 02 ~ ol ) )
121 Let ®1(o) wmyoy (Jowd( 0\'(;0 A Plov) )

131 Assumg ol ‘-\ 02

14) Pl(ol) = 9¥1(02) [12,13]) _
151 91 is A-independent  (13-14, def 3-1]
16] Let ¥2(0) wmyo¢ (o) ( ov. A = oA A Plow) )

171 Assume ol.A = 02.A s
18] P2(ol) & 92(02) (16,171
19] ¢¥2 is A-strict [17-18, def 5-1)
20] Assume P(o)
211 (Fow) ( ox 1 o A Plow) ) (28, 0% = o ]
221 (Jore) ( oA = ¢.A A Plov) ) {28, ov = o0}
23] Pl (o) A 92(0) [12,16,21,22]
241 P(o) >, P1(0) A $2(0) (20-23]
251 Assume Pl(o) A 92(0)
26] ol z o A Plolw) (25.12]
271 02v¢.A = 0. A A Plo2) [25,16)
28) P( ol = 02% ) (26,27,11)
| 291] o = ol ,—A-l 02 [28.27]

301 Pl{o) A 92(0) >. Plo) [25-(28,29)}]
31] 9 is A-autonomous (15,19, 24,30]

- ——— - -~ - - - - - n o " - — A - - - - o - - .- . e -

Theorem 5-2

1

Prove: 1f ? I8 A,-autonomous, i = Y vy

k H K oH
then (0 A Bype > v (A D8

by induction on k
Base k = 1. Direct by substitution

Induction Assume for k, prove for k+l




}
|
|
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Strong Dependency ( A )

1] Assume ¢ is A;-autonomous, i = 1,...,k+l
2] Let A = Ak+l' Ave = 'Ul Ai
|=

H
3] Assume ( AwUA ) II>¢, 6

P ~ i

4 - : B
. ) At A 02 A Hlol).8 » H(e2).8 {3)

5] Let o = ol ® 02
61 (o) 11,2,4,5, th 5-1 ] % x
71 Case 1 Hl(o).8 = Hlol).g ;
81 s ¥ w50

A

H

9] Ave1 Py 6 7.8,21
18] Case 2 H(o).B8 = H(ol).g
111 H(o).B = H(02).8  [4,10]
12) T B Nl

¥

H
13] Ase [I>“p g 111,12
k H
14] vUA D, e u3,1,2, induction ]
=
15] "Ci Ca By 7-3.10-10
I=

- —— = " —— - — — — —— -~ ————— - -

Theorem 5-5
Given

1] ¥ is invariant
21 M = {m | H(el)em = H(02).m }

P HH’ ¢, H . PH
Prove: ol &c% 02 iff ol ‘Cﬁ 02 A H{ol) ﬁC% H(o2)
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P HH
3) ==> Assume ol Aoﬁ 02
4] ol 2 02 (3]

81 (YmeM) { H(ol).m » H(o2).m } {21
O H iy
8] ol Aon %2 14,5)

71 P(H(el)) A P(H(62)) [1,4)
8) Hlel) = Hi(o2) (2]

M

9] H(Hlo1)).B8 » H(H(02)).8 (3]
¢ H

181  Hlol) r1<>6 H(o2)  17,8,9)

! ¢ .H P LH
{ 111 <== Assume ol AOn o2 A Hlol) NOG Hlo2)
121 ol E 62 [11) |

131 (HH) (ol1).8 = (HH)(02).8 (11)

Coroffary 5-6

Given

1] @ is invariant
2] @B ¢ A

Prove: A Ib: ¢ 5 5 §
(35, meA) ( A B>q,m ) A ESMCN Ibq,o ABeM)
by induction on the length of H
Bagse H = A, Follous from [2, th 2-5 )
Base H = 5. Direct by substitution
| Induction Assume for H, prove for Hb or &H

;
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4]
5]
6]
71

8]

g : 18]

11]
12]

13]
14)

151

16]

Hé
Assume Aw‘p [
H )
(I (A [%n AN ﬁzpa) (3,1, th 5-4 ]

Case 1 B v¢HN
(3s.m(n[b¢a A Be¢MN) [4,5]
Case 2 B ¢ M

- ,
A lb¢ A 4.7, th5-81

b
(35,M (M lk,, 6 A Bg¢M) 11,2,8, induction )

§H
Assume A [
()

5 H
(3M (A lb‘pn AN ﬂzpa b 9.1, th 561

Casel - (McA)

8
(35, mgA) ( A U’m m) (11,12
Case 2 MCcA

H
A lb@p g 13,14, th2-21

§
(35, meA) ( A ll’.,, m) 11,2,15, induction )

Q.e.D. [ 3-(5-6,7-9), 18-(12-13,14-16) 1
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