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SUMMARY OF VOLUME 5

TECHNICAL OBJECTIVES

. Combine quick response of time-sharing system with
high computational throughput of batch system.

. Develop efficient methods for the exact reliability {
analysis of networks with respect to a variety of
network reliability measures.

GENERAL METHODOLOGY

. Develop a system for the automatic submission, moni-
toring, and output retrieval of batch jobs on a
large scale scientific computer from an easy to use
time-sharing computer using a computer network.

c Use modern techniques of computer science including
backtracking and depth first search to develop ex-
act network reliability analysis algorithms that
would take advantage of special structure without
human intervention.

TECHNICAL RESULTS

. NAC and a group at MIT-DMS headed by Al Vezza
developed, tested, evaluated, and applied a system
for automatic submission, monitoring, and output
retrieval using the resources of the UCLA-CCN IBM
360-91, one of several TENEX sites, and the MIT-DMS
PDP-10 on the ARPANET.

. A new class of analytic techniques called probabil-
istic backtracking was developed and applied to
network reliability analysis.
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. Exact network reliability analysis algorithms were
developed for determining the probability that two
specified nodes are connected, the probability that
the network is connected, and the expected number
of node pairs communicating. These algorithms were
developed for nodes only failing, links only failing,
and both nodes and links failing.

. Developed a special purpose algorithm for the re-
liability analysis of acyclic networks for appli-

cations to Packet Radio Networks.

’ Applied the technique of palm tree generation by
depth first search to network reliability analysis
to automatically exploit the special structure of

realistic communication networks.

. Used algorithms to solve problems of up to 34 fail-

ing elements (nodes and links) in less than one
minute of PDP-10 CPU time.

ii
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DEPARTMENT OF DEFENSE IMPLICATIONS

The importance of reliable communication for the Department {

of Defense is obvious. Fortunately, the theory and techniques of

SEP CEa

the reliability of individual elements (channels, switches, etc.)

of communications systems 1s well developed. The studies of this

volume address the highly important, difficult, and little under-

stood area of how to efficiently analyze the reliability of an en-

tire communication network as related to the reliability of its

elements. Since Department of Defense networks are among the

largest in the world, efficient network-wide reliability analysis

is particularly important to the military. ]

IMPLICATIONS FOR FURTHER RESEARCH

Further research is required to analyze:

. Simplex networks (up to now all networks were
assumed full duplex).

. Networks with correlated element failure prob-

abilities.

L Special methods for dealing exactly with the
reliability of very large networks (e.g., de-

composition, partitioning).

iii
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l. SYSTEM FOR AUTOMATIC REMOTE JOB ENTRY

1.1 INTRODUCTION

This chapter describes an effort by Network Analysis
Corporation (NAC) and a group at MIT-DMS headed by Al Vezza to
develop, test, and evaluate a system for automatic submission of
batch jobs and retrieval of output using the resources of the
; UCLA-CCN IBM/91, TENEX sites, and the MIT-DMS PDP-10 on the ARPA
: Computer Network ARPANET. The system is designed to provide an
interface between batch computers and time-sharing resources on
the Network.
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1.2 SYSTEM CONSIDERATIONS

The interactive analysis and design of networks requires
timely responses from the execution of a variety of network
analysis programs. Such programs can consume vast amounts of CPU
time, particularly when simulation techniques are used. Although
the time-sharing resources for the interactive procedure are ap-
propriate for short analysis programs, the turn around time for
programs requiring large amounts of CPU time is far too long for
an effective interactive tool. To achieve reasonable turn around
time for such programs requires use of a batch computer, and for
an effective interactive tool, the operations of connecting to
the batch computer, signing the user on, submitting the job and
retrieving the output, must be simple and automatic. Previously,
procedures for use of batch computers on the ARPANET, as described

in the next section, have not satisfied these requirements. We

describe below a new procedure which does satisfy the requirements,
and which has been effectively used for batch execution in the in-

teractive design process.
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PAST CONFIGURATION

The past procedure for batch programming on the network by

1. A job file (IBM job control statements and data)

was generated at a TENEX site by a user program or text
Before submitting the job to UCLA,
first necessary for the user to read the file into TECO

it was

editor.
(a text editor) and write it out again. This procedure
removed any null characters which could cause read

checks on the RJS card reader.

2. The user ran a TENEX subsystem (" (SUBSYS")RJS.SAV)
which handles the handshaking with the UCLA-CCN 91.
The handshaking includes TELNET connections (to sign

the user on to the 91 and report the status of active

jobs) and FTP connections (to submit jobs and retrieve
output.)
3. If the remote job service of the 91 was responding,

the
the

for

user submited the job by "sending" the job file to
i

the output to be returned by remaining in this

At this point the user has the option to wait

program or to guit this program and do other things.
There are commands available to the user to check the
status of the job and to have the system notify the

user when output is ready to be returned.
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4. If the output was not returned by the time the user
guit RJS.SAV, the user had to run RJS again to check on
the status of the job until the output is available.
Depending on the load of the 91, it often took several
such requests before that could occur. Another possi-
bility was that the 91 was down before the job was run
or went down after the job was submitted and before the
output could be retrieved. In this case, the user may
turn to other resources rather than going to the trouble

of checking the job's status.

5. When the output was finally returned, the user had
to use a text editor to view the results and/or list
the results on a hardcopy device. When this was done
another analysis could be done based on this data.

For a single batch job, the user might tolerate such a pro-
cedure. However, in an interactive network design system, the
user 1s interested in a considerable number of possible network
configurations and may very well want to run an analysis on a
batch computer for many of them. If the user must constantly
check the batch computer for job status, much of the time for
design has been wasted. With the system described below, the
user will make far better use of time and the resources of the
ARPANET.
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PRESENT SYSTEM

The present system works as follows:

1. A job file is generated by a user program or a text
editor on a time-sharing TENEX computer. This file is
complete with job control statements needed to run the

job at UCLA and data needed by the program.

2. A special routine, CCNR, is invoked by the user (or
the user's program) which performs the following

functions:

a. Receives from the user a name which will
identify the information for this batch job.

Let 'xxxxx' be such a job identifier.

Bie If invoked directly by the user, CCNR
asks for the name of the file which should be
submitted to UCLA; else the file name is
passed as an argument by the calling program.
The routine then reads in the file, removes
the null characters, and writes the results
on a special file called "xxxxx.FILE". It is
this file which will be read by MIT-DMS and
submitted to UCLA.

—
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c. The routine generates a short command

file which is then FTP'd to a specific file

at MIT-DMS. This command file contains the
user's login identifier for UCLA, the name of

the file to be submitted ("xxxxx.FILE"), where

the output will be returned ("xxxxx.PRINT-OUTPUT")
and where any interaction between MIT and UCLA
will be returned ("xxxxx.FILE-SCRIPT").

d. The routine checks for a successful trans-
fer of the command file, notifies the user and
then quits.

3. A DEMON at MIT is activated whenever a command file
is sent to the specified file name (see c. above). This
DEMON does the necessary bookkeeping at MIT to remember
who sent it, what file is to be sent to the 91 and where
the output is to be returned. The DEMON then attempts
an RJE connection to UCLA, sign the user on, and submit
the job. If it is unable to successfully submit the
job, it deactivates itself. At a later point, it awakes
itself to try again. When successful, it then periodi-
cally pokes UCLA to check if the output from the job is
available. If the output is available, it fetches it
from UCLA and transfers it to the output file designated
by the user.

4. The user in the meantime is working independently
at the TENEX site. When the output is returned, the
user can check in his directory for the PRINT-OUTPUT
file or optionally the system can detect it and
notifies the user who can use this data for the next

analysis or compare the results of previous runs.
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1.5 APPLICATION

This system has been implemented on NAC's Network Editor, an
interactive network design program. A major part of the program
is the Network Reliability Analyzer which studies the reliability
of the network by simulation. If the number of samples is small
(say 100), the analyzer can run with a reasonable amount of CPU
time for a network the size of the ARPANET. With such a small
number of samples, the simulation results are not satisfactory.
However, for better results the number of samples must be
increased tenfold (to 1000), increasing the CPU time to such an
extent that it can no longer be used interactively. 1In this
case, the user submits the job to UCLA by simply entering the
user's name and the job identifier. The program determines the

amount of CPU time required and writes out a file with the

necessary IBM job control language and data for submission to
the IBM 360-91 using CCNR.
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1.6 SYSTEM EXPANSION

o

The system can be simplified by eliminating the "middle-
computer" (MIT's PDP-10) and moving the DEMON and data base to

the computer on which the user is running. This would eliminate:

1. The additional operations of interacting with the

"middle-computer", and

2. The dependence on that computer for the system to

run.

A long range expansion would be to have the system test the
load on each batch computer where the user could run the job.
This would let the system decide on which site to run the job, 1

and thus decrease turn around time.
Although this effort used the resources of the PDP-10
computer and the IBM model 91, the design can be implemented on

other machines to give users the ability to put the resources

available to them on the network to the best use.
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1.7 CONCLUSION

The System for Automatic Remote Job Entry is a valuable
asset to NAC's interactive network design and analysis develop-
ment. It not only gives users simple and quick access to batch
computing, but also increases the power and capability of the
interactive system.

1.9
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2. BACKTRACKING ALGORITHMS FOR NETWORK RELIABILITY ANALYSIS

2.1 INTRODUCTION

Backtracking algorithms are very useful in solving a variety
of network-related problems. They provide a framework for efficient
manipulation of data with relatively small storage requirements.
For example, [HOPCROFT, 1973] gives backtracking algorithms for
partitioning a graph into connected components, biconnected com-
ponents and simple paths, and [READ, 1975] gives backtracking al-
gorithms for listing cycles, paths and spanning trees of a graph.
We have devised backtracking algorithms for determining certain
reliability measures of a network. The algorithms are useful in
analyzing the reliability of many data communications networks.

The reliability measures considered in this chapter are the
probability that all nodes can communicate, the probability that
all operative nodes can communicate, and the expected fraction of
node pairs communicating. Networks are considered in which both
nodes and arcs can fail. Exact answers can be obtained; in addi-~
tion, by using a truncation procedure, approximate answers can be
obtained in less time. 1In the third chapter of this volume, simi-
lar techniques are applied to the reliability analysis of acyclic
networks. Also, in the third chapter, time saving generalizations
of the algorithms in this chapter are given. Finally, in Volume 2
of this report, the reliability techniques of this chapter and the
next are applied to the reliability analysis of Packet Radio net-
works.

There are basically two approaches to network reliability
analysis: simulation and analysis. All known analytic methods
for network reliability analysis have worst case computation time
which grows exponentially in the size of the network considered.
Our backtrack methods are analytic methods and are not exceptions
to this trend. Hence, they are not recommended for large networks.
However, results in [ROSENTHAL, 1974] indicate that network re-
liability analysis is intrinsically very different. Simulation

methods for which computation time grows only slightly faster than
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linear with network size have been described in the literature.
Simulation techniques are suitable for large networks and are gen-
erally more flexible than analytic methods. However, they have
the disadvantage that they only give approximate answers, and when
a high degree of accuracy is necessary, the running time can grow
guite large.

Analytic methods use basic probabilistic laws to reduce or
decompose the problem. These methods can be roughly classified
as either enumerative or reduction. Enumerative methods enumerate
a set of probabilistic events which are mutually exclusive and
collectively exhaustive with respect to the measure in question.
Our algorithms are examples of enumerative algorithms. Reduction
algorithms collapse two or more network components into one network
component. The simplest example of network reduction is collapsing

two series arcs into one arc.

Two enumerative algorithms for finding the node pair dis-
connection probability with perfectly reliable nodes are given in
[HANSLER, 1974] and [FRATTA, 1973]. Hansler, McAuliffe and Wilkov
produce as output a polynomial in P, the constant arc failure
probability. Using an APL implementation on an IBM 360-91 computer,
their algorithm ran on two 9-node, l2-arc networks in a total of
18 seconds. Fratta and Montanari used a network reduction technique
to reduce a 2l-node, 26-arc network to an 8-node, l2-arc network.
They used a FORTRAN IV implementation on an IBM 360-67 computer.
Once the reduction was accomplished, they used their enumerative
algorithm on the 8-node, 12-arc network to produce the exact
disconnection probability. The total time for the reduction and the

enumerative algorithm was 112 seconds. The reduction algorithm most

probably took a small percentage of that time.

Reduction techniques have been most successful in finding the ;
probability that a specified pair of nodes can communicate where ﬁ




Network Analysis Corporation

parallel, and series arcs can be collapsed into single arcs.
[(ROSENTHAL, 1974] gives more sophisticated reduction techniques
for finding other reliability measures. Rosenthal gives no
computational experience; however, it appears that his techniques
may be valuable for analyzing sparse networks. Generally, net-
works can only be reduced so far, so reduction technigues must

be used in conjunction with other methods. The one exception

1s in the case of tree networks.

In [KERSHENBAUM, 1973] a recursive reduction algorithm is
given for determining a variety of reliability measures (including
all of those mentioned in this Chapter) on tree networks. A 500-node
tree was run in 1 1/2 seconds. Algorithms for general networks
cannot come close to solving problems of this size.

Simulation methods have been given in [VAN SLYKE, 1972] and
[VAN SLYKE, 1975]. They provide a great deal of flexibility
in the measures that can be investigated. In addition, they
contain powerful sensitivity analysis capabilities. For a given
number of samples, the running times increase almost linearly
in the number of nodes and arcs. A 9-node, l2-arc network was
run using the simulation algorithm on a PDP-10 computer with a
FORTRAN IV implementation. The simulation algorithm produced the
expected number of node pairs communicating and the probability
that all operative nodes can communicate in 54 seconds with a
standard deviation of .0046.

We have implemented our algorithms using FORTRAN IV on a
PDP-10 computer. The results indicate reduction in running time
over existing analytic algorithms. In addition, our algorithms
produce reliability measures of interest to network designers,
whereas most of the previous work was concentrated on the specified
node pair problem. Our algorithms also appear to be much quicker
than simulation algorithms for networks with fewer than 20 arcs.

A complete summary of computational experience is given in a

later section.
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2.2 NODE PAIR DISCONNECTION

We will first consider finding the probability that a specified
node pair cannot communicate. One minus this value will give us the
probability that the specified pair can communicate which is the re-
liability measure of interest. Henceforth, this node pair will be
denoted as (S,T). For the moment, we will assume that nodes are
perfectly reliable. All algorithms presented use the same basic
approach. The approach is best illustrated through the specified
node pailr problem which is the simplest. Our algorithm embodies
the general idea of [HANSLER, 1974] in a backtracking structure.
Their algorithm and our's enumerate a set of "modified cutsets."”

A modified cutset is the assignment of one of the states, operative,
inoperative or free to all arcs in the network in such a way that

the inoperative arcs form a cutset with respect to the specified

node pair. All modified cutsets are mutually exclusive and col-
lectively exhaustive with respect to the specified node pair being
disconnected. Therefore, the sum of their probabilities is the prob-
ability that the specified node pair cannot communicate.

The algorithm maintains a stack of arcs marked operative or
inoperative at all times. If the stack contains a cutset of in-
operative arcs, the probability associated with the stack is computed
and added to a cumulative sum. If the stack does not contain a mod-
ified cutset, one is generated by adding to the stack and marking
inoperative a set of free arcs. After each modified cutset is con-
sidered, the algorithm backtracks. A backtrack consists of altering
the arc on top of the stack in some way. If this arc is marked
operative, it is taken off the stack and another backtrack is per-
formed. If the arc is marked inoperative and if, when marked
operative, a path consisting of operative arcs would exist between
S and T, it is taken off the stack and another backtrack is performed.
If the arc is marked inoperative and the above condition does not hold,

it is marked operative and new modified cutset is found.
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Given this basic structure, a number of algorithms could be
developed depending on how the arcs to be made inoperative are

chosen. Any such algorithm will fit into the following general

form:
STEP 0: (Initialization)
g Mark all arcs free; create a stack which is initially empty.
é STEP 1: (Gene;ate modified cutset)
" Find a set of free arcs that together with all inoperative
arcs will form an S-T cutset.
b Mark all the arcs found in la inoperative and add them
to the stack.
€3 The stack now contains a cutset; use it to update the
S5-T disconnection probability.
STEP 2: (Backtrack)
a. If the stack is empty, we are done.
‘ b. Take an arc off the top of the stack.
e If the arc is inoperative and if when made operative,

a path consisting only of operative arcs would exist between

S and T, then mark it free and go to 2a.
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d. [f the arc is inoperative and the condition tested in
2c does not hold, then mark it operative, put it back ‘on

the stack and go to Step 1.

o, I[f the arc is operative, then mark it free and go to

S—

T=14
12 implies arc 12 is inoperative
12 implies arc 12 is operative

Examples of possible stack configurations:

12, 13 12, 13 are inoperative. All other arcs are
free. This is a modified cutset since 12 and
13 form an S-T cutset and they are inoperative.
If this were the stack configuration at Step 2

13 would be marked operative.

P2t o 12,24,34 are inoperative; 13 is operative. All
all other arcs are free. This is a modified
cutset since 24 and 34 form an S-T cutset and they
are inoperative., If this were the stack con-
figuration at Step 2, 34 would be taken off the
stack, since if it were marked operative, 13

and 34 would form an operative S-T path.
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12,23 34 12, 23 are inoperative; 34 is operative.
All other arcs are free. This is not a
modified cutset. If this were the stack
configuration at Step 2 34 would be re-

moved from the stack since it is operative.

We have devised two algorithms based on this general algorithm.
Algorithm I enumerates a set of modified cutsets similar to the set
enumerated by Hansler, McAuliffe and Wilkov. Algorithm II enumerates
a set of minimum cardinality modified cutsets with the use of the max-
flow, min-cut algorithm.

In Algorithm I, at any given time all operative arcs will form
a tree rooted at node S. A modified cutset is formed from any given
structure in the stack by marking inoperative all free arcs that con-
nect the tree to the rest of the graph. When backtracking, an inoper-

ative arc will be taken off the stack if it is incident to node T.

DATA STRUCTURE FOR ALGORITHM I:

NN - # of nodes
NA - # of arcs

For each arc A:

Nodel (A) and Node2 (A) are the two nodes incident to arc A.
PA(A) - failure probability of arc A
| . :
\ i 2f A 185 free

STATE (A) = 2 1if A is inoperative

3 1if A is operative.
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For each node N:

2 1if N is in the tree

LABEL(N)
1 1f N is not in the tree

STACK (K) - Kth arc from the bottom of the stack.

TORP — top @f stack.

PROB - probability of the configuration on the stack.

FAIL - sum of the probabilities of all modified cutsets generated

thus far.

ALGORITHM I:

STEP O: (Initialization)

LABEL(S) +

LABEL(N) <=L for all N # S
STATE(A) <« 1 for all A

TOP « 0

PROB < 1

FAIL « 0




Network Analysis Corporation r

STEP 1l: (Find a modified cutset)

a. Find an arc A s.t. STATE(A) = 1 and either [LABEL
(NODE1(A)) = 1 and LABEL(NODE2(A)) = 2] or [LABEL(NODEl(A) =
2 and LABEL (NODE2(A)) = 1.]

If ne such arec exists go to ILc.

b. STATE (A) + 2
TOP « TOP + 1 STACK (TOP) < A
PROB + PROB * PA(A)
Go to 1la.
€l FAIL <« FAIL + PROB
STEP 2: (Backtrack)
a. If TOP = 0 stop; FAIL contains the S-T disconnection
probability,

otherwise A <« STACK (TOP)

b. If STATE(A) = 2 then:
N « node incident to A s.t. LABEL (N) =1
If N = T then:

STATE(A) <+ 1
TOP « TOP - 1
PROB < PROB/PA(A)
Go to Step 2a.

Otherwise:

STATE (A) <« 3
PROB <« PROB* (1-PA (A))/PA(A)
LABEL (N) <« 2
Go to Step 1.

- . R ——




Network Analysis Corporation

EXAMPLE:

The

is:

where 12

and 12 implies arc 12 is operative

If STATE(A) = 3 then:

N « node incident to A that was most recently labeled 2

LABEL{N) <« 1
STATE(A) <« 1
TOP « TOP - 1

PROB « PROB/ (1 - PA(A))

Go to 2a.

sequence of modified cutsets

N N [
w W W w
~- - -
(SN w
S N

~ - -

o w

wl w rS

-

w

>

[\
w
~

24, 34

implies arc 12 is inoperative

.10

generated by Algorithm I
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This algorithm has a very simple structure and all subpro-
cedures take a small amount of time. The only subprocedure that

cannot be done in constant time is finding all arcs incident to a

node labeled 1 and a node labeled 2 (the loop between Steps la and
lb). 1In the worst case, all arcs incident to all nodes labeled 2

must be considered. (Presumably all nodes labeled 2 will be kept

in a linked list.) This operation then is O(NA). Shortcuts can

be incorporated into the algorithm which obviate the necessity of

searching through all arcs incident to all nodes labeled 2. When- i
ever a return is made to Step 1 and no arcs have been switched

from operative to free since the last modified cutset was generated,

Step 1 can be shortened. A new modified cutset can be generated

by marking inoperative all free arcs that join the tree to node T

and all free arcs that are incident to the node just added to
the tree and nodes not in the tree.

To simplify the description of the algorithm, we update PROB
by multiplying or dividing by PA(A). Since PA(A) might be very
small or indeed zero, this cculd be an unstable calculation. Simple
procedures could be implemented to eliminate this division. This
can be accomplished by storing a vector of probabilities, PROB.
PROB(K) will be the probability associated with the first K elements
on the stack. PROB need only be updated when the state of the top
of the stack is changed or when an arc is added to the stack (e.g.,

if an inoperative arc, A, were added PROB would be updated by

PROB (ITOP) <« PROB(ITOP - 1) * PA(A)

THEOREM :

For any network, Algorithm I generates the S-T disconnection

probability in a finite amount of time.
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THEOREM:

If NM = the number of modified cutsets enumerated and NA =
the number of arcs then Algorithm I is O(NA * NM).

PROOF :

Any time an arc is made operative, a modified cutset is gener-
ated. As was shown earlier, in the worst.case,-this opera-
tion is O(NA). All operations performed in Step 2 can be done in
constant time. Each operation either results in an arc being
made operative and thus a new cutset being generated, .or an arc being
deleted from the stack.///

Algorithm II generates modified cutsets through the use of
the Ford-Fulkerson max-flow - min-cut algorithm. Given the current
configuration in the stack, a minimum cardinality set of free arcs
is found that will form an S-T cutset together with the arcs already
inoperative. At any given time during the algorithm, the operative
arcs form a forest in the network. When backtracking, it is more
difficult to determine whether an inoperative arc should be made
operative or free. To determine whether or not an arc would com-
plete an S-T path, nodes that can communicate with node S8 and
nodes that can communicate with node T, are given opposite labels.
Thus, an arc which was incident to oppositely labeled nodes would
not be marked operative.

DATA STRUCTURE FOR ALGORITHM II:

Same as for Algorithm I except the array LABEL is deleted
and the following array added:

2.12
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For each node N:

—~

0 1if N cannot communicate with S or T

L 1if there exists a path of length L - 1 of
REACH (N} = operative arcs between N and S

-L if there exists a path of length L ~ 1 of

L?perative arcs between N and T

ALGORITHM II:

STEP O: (Initialization)

REACH(S) =« 1
REACH(T) =+ -1

REACH (N) =g for all N # S or T

STATE(N) = 1 for all A

RO et ; PROB <« 1 7 EFAIL < 0
STEP 1l: (Perform max-flow - min-cut algorithm)

Use Ford~Fulkerson algorithm to find the min-cut between S
and T with all operative arcs at infinite capacity, all inoperative
ares deleted from the graph and all f£ree arcs at capacity 1.

STEP 2: (Add inoperative arcs to stack to generate modified cutset)

a. Mark all free arcs in the min-cut found in Step 1
inoperative and add them to the stack.

e,
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STEP

For each such arc A, PROB « PROB * PA(A)

b. FAIL + FAIL + PROB

3: (Backtrack)

a. If TOP = 0 stop; FAIL contains the S-T disconnection
probability,

otherwise A « STACK (TOP)

b. If STATE(A) = 2 then:

If REACH (NODE1l (A) and REACH (NODE2(A) have opposite
signs then:

TOP « TOP-1
STATE(A) <+ 1
PROB + PROB/PA(A)
Go to 3a.

otherwise:
STATE(A) <+ 3
PROB « PROB * (1-PA(A))/PA(A)
If REACH(NODE1(A)) = REACH(NODE2(A)) = 0 then:

Go to Step 1.

atherwise:

Update REACH for all nodes
Go to Step 1.
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Ca If STATE(A) = 3 then:
STATE(A) <« 1
PROB « PROB/ ((1-PA(A))
If REACH(NODE1l(A)) = REACH(NODE2(A)) = 0 then:
Go to 2a.

Otherwise:

Update REACH for all appropriate nodes.
Go to 2a.

EXAMPLE:

The sequence of modified cutsets generated by Algorithm II

is:

12, 13
12, 13, 32, 24

12, I3, 32, 24, 34
12, 24, 34

12, 24, 34, 13, 23

Note that one less cutset was generated than in Algorithm I.
Algorithm II enumerates an entirely different partition of

the probability space than Algorithm I. The number of events in

this partition is smaller than in Algorithm I. Algorithm II

2.15
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pays for this by the necessity of performing much more work per modi-
fied cutset generated. Again, every time an arc is made operative,

the algorithm produces a modified cutset. To find this cutset, the

2

max-flow algorithm must be performed. This, however, is an 0(NA*NN
algorithm. Also, every time a backtrack is performed which switches
the state of an arc that communicates with S or T, REACH must be
updated. This is accomplished by finding all nodes that are descen-
dants of the node, whose state is changed in the tree of operative
arcs emanating from nodes S or T. (The value of REACH(N) gives

the level of node N in this tree.) In the worst case for a given
node, this operation could be 0(NA). 1In backtrackiﬁg past a given
modified cutset, the value of REACH for a given node could be changed
at most once. Therefore, for each modified cutset, the number of

operations required to update REACH would be 0(NA).
THEOREM:

For any given network, Algorithm II generates the S-T dis-

connection probability in a finite amount of time.
THEOREM:

If NM = the number of modified cutsets enumerated, NN = the num-

ber of nodes and NA = the number of arcs, then Algorithm II is

O(NA*NNz*NML

PROOF:

The proof follows the logic in the equivalent proof for Al-

gorithm I using the facts that the max-flow algorithm is O(NA*NNz)
and updating REACH is 0 (NA) for each modified cutset. ///
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The results concerning the computational complexity of Algorithm
IT led us to believe that it would have a much higher running time
than Algorithm I. Consequently, we did not code Algorithm II and
all extensions in this paper refer to Algorithm I. Algorithm II

does have many interesting properties which we hope to explore later.
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23 NETWORK DISCONNECTION

A measure of the reliability of the entire network is the pro-
bability that all nodes can communicate. We chose to compute the
probability that the network is disconnected which is one minus
this value. Algorithm I extends to this case quite easily. Each
modified cutset will disconnect the graph rather than only the spec-
ified node pair. (Clearly, any modified cutset which disconnects a
specified node pair would also disconnect the graph.) Rather than
stopping the growth of the tree when the specified node pair becomes
connected, we stop it when it becomes a spanning tree. Spanning trees
can easily be recognized by keeping a count on the number of operative
arcs. The network disconnection probability can be found using Al-

gorithm I with the following alteration:
In Step 2b replace:
I N =%
STATE (A) « 1
PROB « PROB/PA(A)
Go to 2a.
with:
If # of operative arcs = NN - 2
STATE (A) <« 1

PROB <« PROB/PA(A)

Go to 2a.
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EXAMPLE:

The sequence of modified cutsets generated by Algorithm I

with the network disconnection alteration is:
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2.4 TRUNCATION

The number of modified cutsets grows exponentially with the

size of the network. Since our algorithm enumerates these cutsets,

its running time will grow exponentially with the size of the net- :
work. To accommodate larger problems, we have devised a truncation
procedure which will find the disconnection probability within a tol-
erance supplied by the user. The following procedure assumes that

all arc failure probabilities are equal. The idea is that since arc

failure probabilities are usually very small (e.g., .02) events with
more than a few arcs inoperative have low probability and can be ig-
nored. Given a certain tolerance for the answer, we would like to find
a limit on the number of inoperative arcs such that all modified cut-

sets with more inoperative arcs than the limit could be ignored.

Let:

arc failure probability

i
Il

number of arcs

NA

Ther. a configuration of the network with exactly k arcs in-

operative will have probability:

k

e (1 - p)NA = k;

there are C(NA,k), NA things taken k at a time, such events.
Therefore the total probability associated with all events

with no more than L arcs inoperative is:

L
-

CHRRN P L =P
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M oo “mt*-—-‘z‘J

If TOL is the tolerance given for the answer and LIMIT is the
i maximum number of inoperative arcs, then LIMIT will equal the
smallest L such that:

L
. coR.e) bt e gk

>1 = TOL
k=0 =

Given this LIMIT, the truncation procedure can be implemented
quite easily. A count on the number of inoperative arcs can be kept.
Whenever we are adding inoperative arcs to the stack to form a cutset
(in Step 1) and the next arc to be added would make the count exceed
LIMIT, that arc is added to the stack but marked operative. This
addition gives us a new tree. If this new tree is not disconnected
from the rest of the graph, we again take one of the free arcs that
should be marked inoperative to form a cutset and mark it operative.

We keep proceeding in this manner until the tree is cut off from

the rest of the graph or until the next arc to be made operative was

adjacent to node T (for network disconnection if the number of oper-
ative arcs equaled NN - 2). In the latter case, we would backtrack

and in the former, we would have a new modified cutset.

DATA STRUCTURE FOR ALGORITHM III: (For network disconnection)

Same as for Algorithm I except:

COUNT]1 = number of operative arcs
COUNT2 = number of inoperative arcs
LIMIT = maximum number of inoperative arcs
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ALGORITHM III: (For network disconnection)

STEP O:
LABEL(S) = 2 (S arbitrary)
LABEL (N) <« for all N # S
STATE(A) <« 1 for all A
TR <« 0
COUNT1 « O
COUNT2 « O
PROB « 1
FAIL <« O
STEP 1: (Generate modified cutset)
a. Find an arc A s.t. STATE(A) = 1 and either
LABEL (NODE1l (A)) = 1 and LABEL(NODE2 (A)) = 2 or
LABEL (NODE1 (A)) = 2 and LABEL(NODE2(A)) = 1.

If no such arc exists go to 1d.

B If COUNT2 = LIMIT go to lc

otherwise:

STATE (A) <« 2

TOP « TOP + 1l; STACK(TOP) <« A
COUNT2 « COUNT2 + 1

PROB « PROB * PA(A)

Go to la.
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? c. If COUNT1 = NN - 2, go to Step 2

Otherwise:

N « node incident to A s.t. LABEL (N) =1
LABEL (N) <« 2

STATE (A) <« 3

TGP +~ TOP + 1 ;3 STACK(TOP}] =+« A

COUNT1 <« COUNT1l + 1

PROB < PROB * (1 - PA(A))

Go to la.

d. FAIL < PAIL + PROB

STEP 2: (Backtrack)

a. If TOP = 0 stop; FAIL contains the network disconnection

probability

otherwise: A < STACK (TOP)

b. If STATE (A) = 2 then:

N <« node incident to A s.t. LABEL (N) =1
If COUNT1l = NN - 2 then:

STATE (A) <« 1
TOP « TOP = 1

COUNT2 =+ COUNTZ2 = 1
PROB <« PROB/PA (A)
Go to 2a

223
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Otherwise:

EXAMPLE :

The

STATE(A) < 3

COUNT1 + COUNT] + 1

COUNT?2 < COUNT2 -1

PROB « PROB * (1 - PA(A))/(PA(A))
Go o Step 1.

If STATE(A) = 3 then:

N « node incident to A that was most recently labeled 2

LABEL (N) el

STATE (R) < 1

COUNTL <+ COUNTL = 1
TOP. + TOP - 1L

PROB <« PROB/ (1 - PA(A))
Go to 2a.

sequence of modified cutsets generated by Algorithm III

with LIMIT = 2 is:
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In the new Step lc, an arc is only made operative if it is
incident to both a node labeled 1 and a node labeled 2. Therefore,
the operative arcs will again always form a tree. Note that since
at most NN - 2 arcs can be marked operative and with the truncation
at most LIMIT arcs can be marked inoperative, the stack can never
be larger than NN - 2 + LIMIT.

The order of the algorithm in terms of the number of modified
cutsets enumerated can no longer be eomputed easily. Branches of
the search tree can be added and deleted without generating a
modified cutset. In Algorithm I, whenever an arc was made operative
a cutset was generated by an operation that was linear in the num-
ber of arcs. Now we may delete and add many arcs only to find that
the possible cutsets we were looking for all had more than LIMIT arcs
inoperative. One advantage of Algorithm II in this area is that
with the truncation, we would know immediately whether or not there
were cutsets with less than LIMIT arcs inoperative. The feason we
would have this information is that to generate a new cutset, we
find the cutset with the minimum number of free arcs marked inoperative.
If this minimum cutset were larger than LIMIT, then all cutsets
would be larger than LIMIT. (It should be remembered that Algorithm
II cannot be extended easily to the network disconnection problem.)
Thus, Algorithm II would still be ( (NN¥*2*NA*MC) where MC is the new
number of modified cutsets enumerated.

THEOREM:
Algorithm III finds the probability that any network is dis-

connected within tolerance, TOL, if LIMIT is computed from TOL in
the prescribed manner.

2.25
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2.5 NODE FAILURES

While computations are simpler when only arcs can fail, in

‘ reality nodes are also unreliable. When considering the possibility
h of node failures a question arises as to the definition of network
disconnection. The most obvious definition would be, "the network

[ is disconnected any time at least one node cannot communicate with
some othex node" (NDl). By this definition, a network would

be disconnected any time at least one node failed. An alternative
definition which is much more useful for the network designer

who has no control over node failure rates is, "the network is
disconnected any time an operative node cannot communicate with '
another operative node" (ND2). Thus if a given node is inoperative
its ability to communicate with the rest of the graph is irrelevant.

A. PROBABILITY {ND1l}:

We will consider NDl first simply because it is easier to
handle. In fact, it zeduces to the problem with perfectly reliable
nodes.

Let:

ANO = {all nodes operative}

NANO ={not all nodes operative}
PN(N) = failure probability of node N
NN = number of nodes

2.26
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Then since {ANO} and {NANO} are mutually exclusive, collectively
exhaustive events the law of total probability gives us:

P{ND1} = P{ND1|ANO}*P{ANO} + P{ND1|NANO}*P{NANO}

P{ND1|ANO} can be found using Algorithm I with the network disconnection
option.

E

P{ANO} =
N

(1-PN(N))
1

=

P{ND1|NANO} = 1

P{NANO} = 1- P{ANO}
Thus with one extra straight forward calculation the graph dis-
connection problem with node failures reduces to the graph disconnection

problem with perfectly reliable nodes.

B. PROBABILITY {S,T CANNOT COMMUNICATE }

The definition of ND2 presents a much more difficult problem
for which major modifications to the algorithm are required. First,
we will agaim consider the node pair disconmection problem.

Let:

S~T imply S can communicate with T
and S#T imply S cannot communicate with T

then:

2.27
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P{SAT} = P{S#£T|S inop} * P {S inop!}
+P{S#T|S op, T inop} * P{S op, T inop}
+P{S#AT|S op, T op}*P {S op, T op}

and:
P{SAT|S inop} = P {S£T|S op, T inop} = 1
P{S inop} = PN(S)
P{S op, T inop} = (1-PN(S))* PN(T)
P{S op, T op} = (1-PN(S))* (1-PN(T)).

The new version of the algorithm will compute P{S£T|S op, T opl; i.e.,
we assume S and T are perfectly reliable and then find the probability
that they cannot communicate.

The problem now has been reduced to enumerating a mutually
exclusive, collectively exhaustive set of modified cutsets between
S and T where nodes other than S and T can also "take part" in the
cutset. The most straightforward modification to Algorithm I that
would compute the desired probability would be to put nodes as
well as arcs on the stack. Nodes are now marked either operative,
inoperative, or free. Every time an arc is made operative, the new
node added to the tree is placed on the stack and marked inoperative.
To disconnect this tree from the rest of the network, all free arcs
between operative nodes in the tree and free nodes are added to the
stack and marked inoperative. When an inoperative node is encountered
in a backtrack, it is switched to operative and a new modified cut-

set is found in the same manner.

2.28
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Consider the following example:

The sequence of modified cutsets generated by the suggested

algorithm for the {1,4} node pair disconnection probability

1S3

12, 13

12, 13,

1%, T3, 3, 32, 34

12, 13, 3, 32, 2, 34

12, 13, 3, 32, 2, 24, 34
12,2, 13

12,402,039,

12, 2, 12, 3, 34

% Pl P - S ¢ REL

12, 3,23, 28, 313, 3

i e (A T - e T R % S T
X2, 2, 23, 3; 28

Te, 2y 23, 3, 24, 33

where 1 implies node 1 is inoperative and 1 implies node 1 is

operative.
A large savings can be realized by taking advantage of the

equivalence between the following two events:
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&)
I

{node N inoperative!

M
t

{node N operative; all arcs between node N and free

nodes inoperative}

Notice that in the example the modified cutsets {12, 2, 13;
12, 2. 13, 3; T2, 2, 13,3, 34} are the same as (12,2, 23, 24, 13;

12,2, 23, 24, 13, 3; 12, Z, 23, 24, T3, 3, 34} except that 2 in the

first set is replaced by 2, 23, 24 in the second set. Recognizing
this similarity enables the problem with node failures to be re-
duced in terms of number of events enumerated to the problem with-

out node failures. All cutsets derived assuming event E, are computed
in the algorithm for perfectly reliable nodes. By suitable storage

of information relating to event E

all cutsets assuming event E, can

2
be calculated with little extra work. The revised algorithm we

i

propose actually computes all cutsets associated with El and then
uses this information to compute the probability of the modified
cutsets assuming E2.

Rather than actually putting nodes on the stack we have created
another state for the arcs. Besides being free and inoperative, an
arc can be operative in two ways; states 3 and 4 both correspond to
the arc being operative. 1In addition state 3 corresponds to one of
the nodes incident to the arc being inoperative. State 4 corre-
ponds to both nodes beinag operative. An extra array, PROBB, is
needed which saves the value of FAIL when an arc is put into state
3. When an arc is encountered in state 3 in a backtrack, PROBB 1is
used to update FAIL for that arc in state 4, all arcs incident to
it, and free nodes in state 2.

Algorithm IV computes the node pair disconnection probability
when both nodes and arcs can fail. No truncation procedure 1is

used.
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DATA STRUCTURE FOR ALGORITHM IV:

Same as for Algorithm I except:

STATE will be changed to
~
1 if A is free
2 if A is inoperative

3 if A is operative and one of the nodes

STATE (&) = ﬁ incident to it is inoperative
4 if A is operative and both of the nodes
incident to it are operative
N

PROBB(K) = the value of FAIL when the Kth arc on the stack

was placed on the stack.
LABEL will be changed to

Jl if N is free

LABEL (N) = 2 if N is operative
1} if N is inoperative
PN (N) = Failure probability of node N
TEMP = Used in updating FAIL when an arc is changed from

state 3 to 4.

2+3L
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ALGORITHM IV:

STEP

SEER: <L

0: (Initialization)

LABEL(S) +« 2

LABEL (N) <« 1 For all N # S

STATE (A) <« 1 For all A

TOP<0

PROB+1

FAIL<«O0

i

a. Find an arc A s.t.

STATE(A) = 1 and either LABEL (NODE1l(A)) = 1 and
LABEL (NODE2(A)) = 2 or LABEL (NODEl (A)) = 2 and
LABEL (NODE2 (A)) = 1.

If no such A exists Go to 1lc¢

b. STATE (A) <2

TOPTOP + 1l; STACK(TOP)=+A

PROB<PROB * PA(A)

Go to la *

C. FAIL«FAIL + PROB
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STEP 2: (Backtrack)

a. If TOP = 0 stop; the probability that S and T do not
communicate is PN(S) + (1-PN(S)) * PN(T)
+(1-PN(S)) * (1-PN(T)) * FAIL

Otherwise: A<«STACK (TOP)

b. If STATE(A) = 2 then:

N<node incident to A such that LABEL(N) = 1
if N = T then:

STATE (A)«1
TOP+TOP-1
PROB+PROB/PA (A)
6O TO 2a

Otherwise

STATE (A) <3

LABEL (N) <3

PROB«PROB * (1-PA(A)) * PN(N) / PA(A)
PROBB (TOP)<«FAIL

GO TO la.

& If STATE (A) = 3 then:

TEMP+ (FAIL - PROBB(TOP)) * (1-PN(N))/PN(N)
N«node incident to A such that Label (N) = 3
LABEL (N)<«2; STATE (A)<«4

| PROB+PROB * (1-PN(N)) / PN (N)
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e 1] Find an arc B s.t. STATE(B) = 1 and either
NODE1l(B) = N and LABEL (NODE2(B)) = 1 or
LABEL(NODEl1 (3)) = 1 and NODE2(B) = N.

If no suech B exists go to e.3.

fe. 2] STATE (B) «2
TOP<TOP + 1; STACK (TOP)<B
PROB+PROB * PA (B)
TEMP<«TEMP * PA (B)
Go te [e. 1]

e 3] FAIL«FAIL + TEMP
Go tao'2a.
d. If STATE(A) = 4 then:

By

N<node incident to A which was most recently made

\

operative
STATE (A)<«1l; LABEL (N)<1l

TOP<TOP-L
PROB«+PROB/ ( (1-PA(A) ) * (1-PN (N)))

EXAMPLE :

2.34
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Let:
12 imply STATE (12) = 2
12 imply STATE (12) =
A\
12 imply STATE (12) = 4 |

The sequence of modified cutsets generated by Algorithm IV is:

1Py Jid
1z, I3 1
FAIL/&S tpdated for 12, 138 32 534 0.
12, 13, 32, 34

s o
PARLE is upddted for 12, 13, 32, 24, 34,...

B2 B3
WP, 13
A\
FAIL is updated for T LS e

FAIL is updated for
e
023 24
o
FAIE: 15 updated for 12, 23, 34,...

B AR

It is instructive to compare this sequence of cutsets with those
generated in the example for Algorithm I.

Note that division by PN(N) is necessary in Step 2c. The
division necessary to update PROB can be handled in the manner
prescribed for division by arc failures in Algorithm I. The
division necessary in computing TEMP can be eliminated as follows.
PROB will never be multiplied by PN(N). Instead it will represent
the configuration in the stack not considering inoperative nodes.
FAIL will be updated in the same manner in Step lc. It will be
updated for the node failure in Step 2c. To implement this change,
the multiplication by PN(N) should be eliminated in Step 2b and FAIL
and TEMP computed 1in Step 2c as follows:
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g TEMP<FAIL - PROBB (TOP)
FAIL<TEMP*PN (N) + PROBB (TOP)
TEMP<TEMP* (1-PN (N) )

THEOREM:

For any network Algorithm IV generates the S-T disconnection

probability is a finite amount of time.

(&5 PROBABILITY {ND2}

Algorithm IV can be extended to find the probability that
at least one pair of operative nodes cannot communicate (ND2). Let
us first see what happens when the simple change that was made to
Algorithm I, to get the network disconnection probability, 1s applied
to Algorithm IV. That is in Step 2b rather than returning an arc
from state 2 to state 1 if it were incident to node T, we return
it to state 1 if, when made operative, it would complete a spanning
tree of operative arcs. With this alteration, each event enumerated
would disconnect node S from at least one other node in the graph.
We are interested in the probability that operative nodes cannot
communicate. Therefore, the probability of each event enumerated
will be multiplied by the probability that at least one node not
in the tree 1s operative. The algorithm will then produce the
probability that node S does not communicate with some other
operative node. In other words, the algorithm will find the
probability that at least one operative node pair cannot communi-
cate given that node S is operative. If {HI},I = l;i4:3NN; are
mutually exclusive and collectively exhaustive,

N
P {ND2} =

o

P {ND2|H_}*pP{H_}
o I I
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Let: {Sl,sz,..., SNN} be a permutation of the nodes

H. = {node S_. operative; nodes S S, inoperative}
I I 1 B R
Clearly {HI} are mutually exclusive and collectively
E=1 0 ote NN
exhaustive.
I-1
P {H,}= (1-PN(5I))J£l PN (S ;)

P {NDZIHl} is simply the output of the backtracking algorithm

described in the preceding paragraph P {ND2|HI} is the output of

>0
that same algorithm performed on the network with nodes sl""’SI-l
deleted. Algorithm V uses the above analysis to compute P{ND2} with

the backtracking algorithm essentially used as a subprocedure.

DATA STRUCTURE FOR ALGORITHM V:

P {ND2} at the end of the algorithm

DISCON =
FAIL = P {ND2|Hg} for current value of N
CONDPR =

P {HN} for current value of N
ALGORITHM V:
STEP 0: (Initialization)
List the nodes in some desirable order {S
N«1

CONDPR*l-PN(Sl)
DISCON<«O0

« S

1757+ +Syy

Ll
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STEP 1: (Perform backtracking algorithm)

with § = s, find FAIL = P{ND2|S operative}

STEP 2: (Check for termination; delete node from network)

DISCON«DISCON + CONDPR * FAIL
Delete S,, and all arcs adjacent to it from the network.

Nt
N

If N = NN stop; DISCON contains P{ND2}.
Otherwise: CONDPR<CONDPR * (1-PN(Sg_;)) * PN(S)/(1-PN(S5))

N<N+1
Go to Step 1

STEP 1, of course, is the only time consuming operation; it

is when the backtracking algorithm is performed.

DATA STRUCTURE FOR ALGORITHM V, STEP 1:

Same as for Algorithm IV except,

number of operative arcs

probability that all free nodes are inoperative

COUNT1
PROBOUT

ALGORITHM V, STEP 1:

Same ac for Algorithm IV except,

in STEP 0 add:
PROBOUT« I PN (N) .
N#S

COUNT1<«0

2,:38
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STEP lc becomes:

FAIL«FAIL + PROB * (1-PROBOUT)

in STER 2:

Replace a. with
3. If TOP = 0 go to Algorithm V STEP 2 otherwise A<STACK(TOP)

in b change if statement to:

If COUNT1I = NN-2
After otherwise add:
COUNT1 « COUNT1 + 1
PROBOUT«PROBOUT / PN (N)

in d. add PROBOUT+PROBOUT * PN (N)

It might appear that the running time of this algorithm would
increase dramatically. This is not the case. Since the running
time of the backtracking subprocedure grows exoonentially, the
running time on a graph with one or two nodes deleted is much
less than the running time of the algorithm on the original graph.
Due to this fact the running time to find P{ND2} is generally
less than twice the running time to find P{ND1}.

The choice of the ordering of the nodes is arbitrary. One
good method is to pick the node with the highest degree, since on
the next iteration the maximum number of arcs will be deleted.
Looking toward a possible truncation, a procedure which could be
used, is to pick the node with the lowest failure probability. In

particular, if some node has 0 failure probability, it should be
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chosen as Sl' In this case exactly one call to the backtracking
procedure would be necessary since all probabilities subseguently
enumerated must be multiplied by PN(Sl).

We stated earlier that division by failure probabilities
could be eliminated. In this algorithm another source of such
divisions was added in the maintenance of PROBOUT. Again it would
be wise to somehow eliminate these divisions. In this case it is
slightly more difficult to do so efficiently.

One possibility is to search through all nodes each time a cut-
set 1s generated and compute the product of the failure probabilities
of all nodes not in the tree. This process is very time consuming.
If any error at all can be tolerated, this search need only take
place when a small number of nodes are not in the tree. 1In all

other cases this product can be assumed to be zero.
THEOREM:

For any network Algorithm V computes P{ND2} in a finite

amount of time.
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D. TRUNCATION

With the addition of node failures, a number of new possi-
bilities arise for truncation. First of all it can never be as-
sumed that node failures and arc failures are equal. Certainly,

a widely applicable algorithm should not assume that arc failure
probabilities are equal or that node failure probabilities are
equal. Thus far a highly effective truncation procedure for the
variable probability case or the node failure case has not b<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>