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Alerting 1n Dataovase systems: Concepts anu lecnnigues

JU. Peter sBuneman and Howara Lee rorgan

Lo I8ERODUCTION

we usually regard datavases anu otner intorimation systems as passive
1n that they "speak only wnen spoken to."” [n the real worla nowever,
1nfornation 1s otften spontaneously ofrerea to us oy friends anu
colleagues who, oelng aware of our interests, draw our attention to
changes that may artect us, In a similar vein, tnis paper ulscusses
tne suoject of "alerters", wnicn can oe used in a dataoase management
systeim to provide the same capaoility ot 1nforining a user winen a
specitiea state ot tne worla (as refelectea 1in tne datavase) 1s
reacned, we feel tnat tne aonility to uvevelop and 1implement alerters
efticiently snould vrove a powertul adjunct to modern aatabase
tecnnology. 'I'nlis paper descrioes our recent researcn 1in aading
alerting teatures to dataoase manadement systems (ovds) ana provides a

framework witinln wnicn tnls and similar researcin ettorts can oe

evaluateda,

some simple examples inay nelp to clarity the concept, Cons1iaer

tne commands:

1. "Report the name ot any station at wanich tne temperature

talls velow l¢ uegrees Centigrade,"

L, ”xeport tne numnder ana owner Ot any account trom wnlcn wore

tnan $540 1s withdrawn,"
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such commands make most sense in the case of large shareda dJatapases,
in which many users are entering updates at the same time that still
otner users may pe querying the uatavase, Ratner than require a user
repeatedly to enter a query of interest (e.g.,, 1 or 2 aoove), we
propose that alerters pe used. 1Tnis changes tnhe cnaracter ot the bLBMS
Irom a passive one, wnere the DBuS only responus to queries, to an
active one, in which the system may at any time sepa a message to

alert the user to some condition ot interest,

Before delving into our current work, 1t 1s 1nstructive to
discuss the existing and historical technologies for achilieving

alerting type eftects,

2.0 EXISTING TECANIQUES

170 our knowleduge, there 1s no system which permits the
construction of alerters 1n tne sense in wnich we nave descrioed tnem:
as general user-detined programs whicih monitor online aatabases,
dowever, some of the ingredients are available in various programming
language and uatabase management systems, and it 1s worth examining

tnem,

1. Exception Reporting,
several file management systems perimmit tne construction ot
prograis wnicn take some action, usually issulng a report,
and wnich are activated whenever a recorud is read in during a
sequential pass ot tne ftile, For example, Rpbs|ll] ana

versions ot CuBUL|l] nave a uUst statement, 1Inis permits a

" ' . . —— PR .
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more or less non-procedural metnoa ot constructing ftile
management programs, ASAP(2] allows a program seguent to be
treatea as a "tag", which 1s stored with the dataobase, These
tags are then run whenever any user updates tne dataoase,
'ne tags can use a ChHANuE tunction to test for wnhether a
fiela nas been updated, An example would pe:

DEFINE TAG WALCHACCUUNT

Fur ALL ACCOUWYSs wlid CdANGE UF BALANCE='YES' AND JSALANCE <¥

PRINT REPOURY NEWNEBGBALANCE

I'ne aoove are really designed for patcn processing
systems, 10 use them as a means Or 1mplementing alerters
would require frequent, lnefticient scans of tne auatapase,
Moreover, nowever simple it 1s to write these programs. tney
are usually tne province ot the applications programmer,

ratner tnan the end user,

LECOr nanailng is another special case o0f exception
reporting, daimer (5] nas recently discusseu tne use ot
alerting tyoe features tor preventing semantlC errors frrom

creeping into dataoases,

PL/I

A useful teature of tne pPL/I language 1is the "ON" condition,
which perinits tne programiner to process 1interrupts, 'logether
with SIGNAL, whicn lets tne programmer generate interrupts, a

metinod tor asyncaronous processing 13 avallapble,
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Common uses tor the ON conaition are ftor deouggling, e.9g.
tor reporting when the value of a variaple exceeas some
bound, for the trapping ot end ot tile and similar 1I/U
conditions, and for nandling machine faults (e.g, arithmetic

overflow, adivision by zero),

Zelkowitz|l4) and #organ|[s) nave 1implemented versions of
an extenued °¢L/I (both pbased on the PL/C compiler|l¥]) wnicn
permit general conaitions ot tne torm:

UN X+7>Y=3 DO;PUL LIST X,Y;BEnND;

Inese implementations pose an lnteresting version ot the
vinalng proolem in block structurea languages, In the apbove
conuitional, 1s the value of Y to ve taken as the value 1t
nas at the time the conultion 1S ueflnea, Oor is 1t to pe
taken as tne value 1t nas at tne time 1t 1s 1nvokea? In
accoraaiice with ;ne ALGUL conventions, tne rorwmer 1S chosen,
dowever ., tnere are situations where the latter cholce way
appear wmore natural, we shall silue-step tnhnis 1Ssue Dy
insisting that alerters attacn to referents, ratner than to

the names themselves,

PLANNER ana CunnNlvbir

potn tnese langquages|lZ) allow the programner to set up
antecedent theorems, otten callea "“uemons", wnich are
programs tnat monitor aaditions ana deletions to the
"dataoase" (an 1ncore set ot lists), ana reguire certain

actions to oe taken betore tne addition or aeletion can

occur, In principle, this 1is quite close to what we are
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proposing, but it is quite difterent in aetail ana intent.

In particular, we shall not let an alerter interrere
witn an update 1in the sense in wnicn an antecedent tneorem
can, In eftect, mucn of wnat we propose (ana nave
implementead) is meant to make waemons practicable ana
efficient for a modern datacase system (i1.,e.., a large,

structured, snared database requlring the use of seconaary

storage) .,

4, bystem R
une ot tne proposea features of System x{l1l3) 1s the TRIGGER
command, 'hl1s would permit one to put semantic integrity
constraits of the type Hammer nas discussed 1into a DBus, As
tar as tne authors could aetermine, this nas not oeen
implemented, and it is not expected ¢to oe 1n the early

versions ot tnis experimental system,

J.b  DEFINITIOUN VY ALbgTor

dorgan|7] nas presented a wuetailea detinition of an kEvent
seguanced Program, ruch of thils work dealt witn resolving contlicts
among orograms walch simultaneously attempt to update the same
variaole, due to simultaneously triggered alerts, In nis system|o]},
the operation ot these programs was conceptually synchronous anu. like
antecedent thneorems, oreceded tne upaate, For reasons wnicn shall

appear shortly, we now believe tunat it is ovest tnat alerters operate
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asyncnronously, Also, we propose a aifterent anetnoa of coping with

tne conftlicts,

we simply detine an aterter as a conaition, program pair, 1o
start with, we may consider the condition to be any predicate on the
state ot tne datapmase, and the program to oe any general program,
untortunately. tihis 15 both unworkaole ana 1lnadequate: oy makling the

' we can specity that the program run contiauously,

condition "true,'
wnile this may be a pleasing theoretical contruct, it 1s practically
abnorrent., 'I'ne definition 1S 1nadequate 1in the sense tnat we may wisn
to include 1n the predicate 1tems wnlicn are not 1n the dataoase, e.g..

tne current time ot day, Moreover, we are usually more 1interested 1n

monitoring chnanges to a database than its instantaneous state,

tne two examples in the introduction snow tiils, In the tirst
case the request 1s tnat some resoonse is triggerea at the moment
"temperature 1s less than 20 aegrees Centigrade" becomes true. In the
second, we are asking that the magnitude of change ot sowe value pe
monitored, In constructing the condition part of tne alerter 1t must
e possible to reter to tne state of tne aatavase both oetore ana
atter tne proposed cnange wnicn that conaition 15 wonitoring, It nay
also oe helptul to nave 1ntormation avbout both states or tlie aataonase
vassed tnrough to tne program that EeF3geses 15 activated by tne

ccnaition,

the complexity of tne alerter preaicates 1is the crucial
geterminant to the utility of alerting, ana 1s airectly related to the

spcitcation of the underlylng database mouel, we nave distinguisned

tnree levels ot alerting conditions, descrioed velow,

i e o St e - - [
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3.1 Siwmple Alerting

Alerts wnich can e wonitorea by dealing with only a single
recoruy class (or a single relation 1n a relational aatapbase) are
relatively simple to nanale, I'ne tollowing predicates are

representative ot simple alerting,

1, 1tem., Monitor one or more fields of a given record, e.g..,

temperature 1n wew York,

4., record, monitor a given recoru, e,g., any cnange to the iew

B

York City recora,

3., wvonitor one or more tields 1in an arvbitrary recorud 1n a class,

e.g.. lmonitor tne temperature at any station,

4, Addition ot recoru to a class, e.g.., monitor new stations

auded,
5, wveletion of a record trom a class,

o. Any fielu 1n any record, e.g. tell wme 1L anyone cnanges

anytining 1n tne weatner station records,

we snoulu note tnat one can suostitute ‘“tuvle" ror recoru,
"reiation" tor recoruy class, anud "uomain" for lLielu in the avoove
discussion, witnout loss ot weaning, w~e also note that tne primary
Keys are usually not permittea to cnange, wnat tor example, woula 1t

mean 1f a user requesteu an alert on the temperature 1in wnew York City,

anu tne Key "wew York City" were cnangears
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3.2 sStructural Alerting,

I'nese alerter predicates indicate cnanges 1in tne dynamic

structure ot the datavbase, Tney will oe explained in terins of LB
terminology. although tiney are egually valid for relational dataovases,

proviaeda we regard relations as dynamic objects,

1. Change 1in ownersnip or .nemversnlp ot sets, E.g. a doctor

acguilres a new patient,

2. Cnange 1n aggregate properties ot sets, E,g.., a doctor gets

more than 24 new patients,

Cnange in tields with wduilfterent recorud classes, Esg9s. 4

aoctor gets a patient with cnicken pox (either by the aoctor

acquiring the patient, or an ex1isting patient acguiring

cnicken pox),

I'nese alerters are wmore complicated to implement since they may

1nvolve 1nteractions oetween more than one record ciass.

3.3 Complex Alerting

we 1ncluue here preaicates whicn we would 1like to oe aole to

nandle, but which require still more global views of the uatabase

system and 1ts user interactions,
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statistical alerters, ©.g.. let me Kknow when the average
temperature 1n thne Northeast arops by more than ly duegrees,
Clearly. one can come up with efticient methods tor hanuallng
simple statistical functions (witn averages by malntaining a
special counter wnich is upuaateu aporopriately). out tne more
aitticult the function., the less likely that suca a routine
exists., and the more likely tnat a scan of tne aataoase wmay

De reguired,

rransaction spanning alerters, bEk.g.. let me know when a oank
oalance drops oy more than 1lY,.YWd 1n any 24 nour perioa,

'nis requires a constant rolling history f£or <4 nours,

rattern recognition, Monitoring tor the occurence ot
speclrtlic patterns 1in the aataovase. 1'nis 1s <closest to
CunwiIver's original intentions tor wusing ademons, Agailn.

efticient 1mplementation requires a lot ot prooblem specitic

knowledge,
T'imne ©oased alerting, I'nis 1s simllar to tranasction
spanning, in thnat one otten wuoes not require 1instant

alerting, put rather alerting tnat doesn't come too late,

For example, one may wisn to pbe intormed witnhlin one week 1t a

particular check 1s casneu,
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4.0 UATABASES Vicwed AS MESSAGE PASSING SY51ToMs

It is usual tor a data managment system to proviue the programmer
with a set of subroutines wnicn form the 1ntertace ovetween nls program
ana seconuary storage, Secause snaraoiility ot uatavases 1s central to
our conceot ot alerting, we neea to view the data managuent system 1n
a ulrtferent way, ‘Ihe uatavase itselt consists ot a separately running
JOD WwhlCn sServes .nany users ana communicates witn them Oy sending and
receiving messages, o1mllarly, any user wisnlng to interrogate, or to

amod1lry. tne aatavase, aoes SO Dby sendlng 1t tne appropriate wessage,

r'ne distinction between message passling and suproutine calling
may seem unnecesary, especlially since messages will certainly pe
rormatted and sent Dby special-purpose subroutines, dowever, the
agistinction 1s i1mportant at two levels, ‘I'ne programmer wust be aware
that comnunication witn tne database 1s not instantaneous and tnat, as
far as possible, nis prograas shoula be aesignea to work
asyncnronously, At a coanceptual level, the environment 1n walcn
messayes are processed 13 subject to external 1ntluences; wnereas
subroutines are usually thought to operate 1n a wore predictaole
environment, anua to nave a uegree ot control over tne aata wanica 13
consideraoly greater than 1n a message passing system, it as
precisely because tne environment is supject to unpredaictavle cnanges
that alerting 1s a usetul concept. In aduition, tnhe software to
nandle message passlag 1In computer networks 1s simpler tnan tonat
reguirea to set up a virtwual (synchronous) cnannel. tHence., tals

approacn may have aavantages in a ulstrioutea processing system,
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AS an example, the LVLMUN system wnicih we sinall snortly uescrive,
1ncorporates a aminiature operating system, I'nis 1s cavaole ot
servicing several users 1n aadition to tne aatavase manager who has
orivilegea control over the systeu, £'or eaca user, a two-way
communication system 135 set up 1an whlcn wessages are gueueu 1n
snaraovle riles, une sucn user 13 a Jdec1s10n aldlng system Known as
vAloY|Y] wnilch makes neavy use of alertlng, Any transaction wltin cie
gatavase =-- gueriles, upauates and setting alerts -- 1s passed to Lubmun
tnrouyin these tilles, uALsY also operioalcally reaas 1ts wail ftrow
Lbevidd WNlcn may contaln tne resvonse to a guery., an alert messaye, or
an error message 1ndicating tnat a previous communication rirom UAISY
was lncowprenensiole, 1In the seconu Or two vetween sendlng a .essagdge
to LUbM4uN ana receiving the answer, a UVAIoY user c¢an, and usually
aoes, continue LO wOrK On sSome other aspect OL Nl1s declslon waking,
In snort, nelither system 1S 1n control; neither can, 1n nor.eal
operation, alsrupt tne other; but LbBuun at least 1s ooligea oy

contract to answer amessages sent to 1t,

we expect tnat witil tne growta OLf co@puter networks anu
ulstrivuted wuataovases, tnls message pvassing vnllosophy will pecome
more prevalent, ‘o use 1t oroperly will <call tror the turther
uevelopment ot nlgn level languages Lor communicating witnh aatavases,
ILn oryer to scan a tile sequentially 10r a recoru witn gaiven
properties, 1t 15 lmpracticaole to send anu recelve a message Lor eacn
recorcd, kather, the sSpeclrications tor tnis searcn Snoula oe
transmlitteyd as one wmessadge, and tne message (as alreauy nappens 1n
LubMun) snoulda tnen be expanuea oy tne uatavase i1nto the approprilate

program,

t
|
§
|
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2.0 P'de LOBHAMUN SYSTBEM

uver tne past year, the autnors, together witn otan C(onen, nave
1nplemented a system wnlcin supports simple alerting ana the type ot
message passing tacilities just descrioed; LuUbEMUN 1S written in Llory
and wlll acceot such messages as:
ALerY "rrost warning" (sS1A1ION)
1t'dust 1TbPERATURE <19

TapgN oNu ("rrost warning tor " ,wAmMb)
LN
tne tunction ot tnls alerter snould e obvVvious once 1t 1S unaerstooa

tnat SUTATIUN rerers tO a class ot records ana that TeMrokATURE and

nAME are filelds ot tnat class,

i'ne oasls of LukMuN 15 a set 0of programs Lor constructing ana
manloulating records., Record classes may pe dynamically detinea, ana
tne LIsP tunctions tor accessing thelr fielus are automatically
constructea, In aduition, procedures are proviged [Or aading,
deletlng anu moditying records, 'I'nls systea 13 coasistent with a
relational mouel ana a (not especially erficient) set ot programs nave
veen adueu to the system wnlch provide ftor tine wusual relational

consctructs,

LLEMUN allows a special class of programs, callea gemons, I'nese
imay contaln conaltionals of tne torm LEHJuUS1 <condtion> ldbnN <actions>;
deaning that <actions> are to ve pertormea whenever <coadaition> has
just opecome true, Changes wnicn cause a particular state ot tne

uatavase to occur can tnererore oe onltored, vt ten, 1t 15 ore

gesiraole to monitor for some property of tne caange itselt, rather
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than for the resulting state of tile aatavase, A ueanon's condtion may

e 13
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also coantain reterences to tne state of the uatavase wnich just
preceded a change, ‘1hus,

It (VLD vALANCE - BALANCE) > b5wd lapN ., . .
can De used to monitor withurawals Lrom an account, 1Tnese conditions
may wve predicates in a comoination ot tields trom some recoru class
and may oe used to erfect all torms or simple alerting aescrioed
aoove, In particular,

IFJUST (BALANCE < lw¥) AnD (ACCOUNT# = 1234) THEN . . .
nas the eftect of monitoring a given tield of a given record,

‘ne dilstinctlon vetween alerters ana demons lies 1n wnat Kinas of
action tney are allowea to take, tor a aemon, the action part may be
anytnlng 1including a vrogram wnlcn wmay 1tself moulty tne dataoase.
ror reasons given oelow, this 1s unacceotable, oreover, with an
1ncorrect prograi, a demon may "nhang" tne uatabase indeflnltely, e
action ot an alerter 1s limltead tO senulng wessages 1in various
tormats, Let us wake ciear agaln that a user senus aessayes to Lubrivw
wnlcn overates as a separate joob. In auuition to alerters., a user may
senu messages to LOwdunN wihlcn lnterrogate or moudlty tne uatavase, All
tnese messajes are translated 1nto sultaole LioP prograwms: in
particular, an alercer wmessage 13 cnecked by Lobmun  Lor  consistency
wltin tne wuatavase ana 15 then translateuy 1nto a vewon wnilcn 15 aaueu
to the systen, Inls means tnat we can no longer look upon tne waole
orocess as oelng syncnronous: alerter messages are ettectively 1ssueu
atter tne uvaate has taken place, wvost Lwoortantly, we cannot use an

- -

alerter 1n LJeerluN LOor preventing an uvuyate,
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I'ne tact that LueMun 1s limited tO senalng and recelving nessages

1n restrictea formats does not wean tnat these messages are just

ai1splayea at the user's terminal, Ffrom a sultaole version of tihe

DAISY system mentionea aovove, 1t is possiole to senu LubMun a message

ALERT "overdrawn" (ACCuun')
IFJUsY BALANCo < B Tldpw
RuUiy accountcneck (ACCOUNL#)

END
'ne program "accountcheck" resides in the DAISY system anud not 1In
Oy LbeiulN as an

LUBHAON ; and the 1nstruction KUN 1S 1laterpretea

intraction to sena pvack a message In a form which will cause the

execution oL thls program with the appropriate arguments,

one Oof the most lamportant aspects ot alerting 1s erficiency,

LusAuN oOperates oy monitoring transactions witn the datapbase rather

tnan oy any forin or search, 1Inls means tnat the overnead ror xeeping

an alerter in the system gdepends on tne treguency Or transactions witn |

S g

tne uataoase out 1s lnuepenuent of 1ts size, fne ftollowing 1s an

inrormal description ot what happens 1n Lbedun wnen an alerter 1s

S iy |

adaued to tne system anu suosequently activatead,

5.1 Addlng An Alerter To fne system

l. un recelving an alerter wessage, the alerter 1s "stamwoea"

witn tie itdentiftlcation ot tne user wno sent it, 1t 1s then

checked tor consistency with tae database "scnema", 1aat is,

must oe known to tne systen, and related to tne

.‘-‘““-“"‘Hﬁd-nu-u-nu-u::i::-:i:jjﬂ-.nnuulni-unu#
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proper recoru tyves, Any inconsistency causes an error

message to e returned,

<. ''me action portion is decoded, ana user specitic commands
(sucn as obkiNL) are cnecked, At tnls time, in the LIsy pased
system. a new tunction is constructed wnich will actually
sena the approprlate response 1t tihe alerter is triggered and

the condition 1s met,

3. ‘lne alerter 1s indexea under the (rieid, record class) pair

for ean fielu namwe which apoears in the conaition,

' 4, At tnis point, a "ALERY 5&1" message 1S sent Dback to thne

sending user,

5.2 ‘Triggering An Alerter

l, wnen a moaitying update 15 to be pertormeu, a copy of tne olu

values are made in a temporary area,

g Z, I'ne upaate 15 cowmpleted anu a copy ot the upuatea values are

also placed 1in temporary store,

examnination ot tne upuating transaction, a list ot attectea

(cnanged) fields 1s constructed,
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4, Any alerter inaexea unaer the appropriate recora class ana
tield name 1s activateu; 1.e,, 1ts conuition 1s evaluateu
with respect to tne recorus 1n temporary storage ana, 1t
satilstled, the tunction wnicn sends the appropriate messages

1S 1nvokea,

o, CUNFLICTS

rlucn Ot ®Mordan's work|lo| was dedicated to resolving conflicts among
tae "event sequenced programs", whicn, in the present terminlogy woula
pe the actions, oblnce alerters cannot 1interftere witin upuates, ana can
only nave tne "siue ettect" or sending a wmessage, there 1s no conkiict

proolem as tar as tne aataoase system 1s concerned,

At a more gloval level, however, we may still run 1nto tne
contlict, t'or example, suppose tnat two people 1lndepenuently receive
an alert 1nalcating that an account 1s not properiy oalancea, vhe
tries to fi1x tnils wltn a credit entry, ana tne otpner with a aeoit,
causing 1t to ayaln go out ot valance. As a result, tney eacn get

called again anu , , .,

We propose tnat in any sSnared watadase, a user senulng an uopdate
nas some 1mplicit knowleuge about the i1tews veing updated, 1t tnat
Knowleuge does not corresponu with toe values actually 1in the
database, the upuate saould not ove petwitted, In otner worus, ratner

tnan locking and unlocking the recoru (Or pernaps a larye numoer ot

recorus tor complex alerting), we peramlt tihe user to senu a

Lamas thh Sl o ety o

.
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condltional upaate wnicn is etfective only 1f tne recoru to be upuateu
15 tne same as wnen tne user last 1nspected 1t, (siumilar to one ot
vijkstra's "guarued cowmmanus"). It tne condition 1is not satistieu,

tne update 1S rejected, and tine user aust reread the recoru,

system R{l13) oermits tne users to wuefine transactions, wnicn
involve essentially a stream or commands, all of wnicn wust oe
executea 1t any are to e, 1Tnls 1s tne tyoe ot teature which we are

proposing to use tor resolving "conclicts"” ot tnis nature,

/.0 wWAND

In addition to alerting witnlin tne relational context, as
dgescrinea apove, we have been 1mplementing these concepts 1n tne ugiu
framework. wAnD (wharton Alerting wetwork vataoase) |3] was originally
deslgned as a researcit venicle ror testing concepts wnicn coulu oe
avollied to vdls uatavases, In audltion to tne stanuaru vBiYG reatures,
tnere 1s an 1nteractive "navigation" aiu, and plans tor a uaynamilc
restructuring capaolilityl4), ror alerting, it will oenhave 1n tne saie

rasnion as LbLAuiN,

1ne nWoditications are to tne muult'Y imodules ot tne system., ana
tne STURL tunctions, K. cortes, alonyg with one o0f us(urB) 1s
currently 1molementing ooth simple ana structural alerting teatures 1in

tnis systei,

-
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[ d.8 CONCLUSIUNS

Ty

~e nave snown that a reasonaoly large class ot alerters (simple
1 f and structural) can be 1mplemented, with a computing time overhead

. wnicn 1s l1ndependent Of tne numver ot recoras 1n a large uaatavase,

'ne extra time required to nandle aiterting along witn normal aatabase
upaating 1s uepenaent only on the numoer and complexity or tne alerter

conaitions tnemselves,

An experimental system witn these teatures has oeen 1mplemented

in LIs¢Y andg running for over a year, A simllar system, working with

pBls datavases, 1s to ove completeu later this summer, Botn ot tnese

are 1ln udse and tne concept of alerting 1s velng testea,

we teel tnat alerting teatures are a natural extension to

aatavas: tecnnology. anud tnat tney shoula oe planneua rOr 1in any major

Jdataovase 1mdlementations,

sy
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