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Statement of Content

This publication , a subset of the Hydra Reference Manual , is i ntended as a
general introduction to the details of the Hydra operat ing system. The
chapters selected were tho .~e considered relevant to a general unders tanding
and appreciation of the capability-based protection system of Hy dra .  The
material also , includes the introductory dr .d reference ma te r ia l  on the
mechanism for the switching of protection domains . ‘.~~t CALL mechdflism.

This document includes the complete Table of Contents ~ i .1  !ndt~x f r o m  t ) i ’
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1. Introduction

1.1. About the Reference Manual

~ This document is a reference manual for the Hydra Kernel. It contains
a minimal amount of tutorial information . Readers who are not familiar
with the ideas behind the capability-based protection systems so vital to
Hydra are encouraged to read first the Hydra article in the CACM [Wu74],
and the collection of papers given at the Fifth Symposium on. Operating
Systems Principles, particularly the paper by Cohen ECoh7 5 . /

We want to emphasize that. Hydra is not by itself an. operating system
in the usual sense of the word: it does not perform the tasks of allocation ,
scheduling, accounting, and handholding that are typical of conventional
operating systems . It is better to think of Hydra as an extension of the PD?-
1 1 hardware, one which extends the instruction. set of the underlying
computer. Hydra and the host PDP- 11 together form a virtual rnach.in.e, and
Hydra is the kernel of an operating system to run on that virtual machine.
In. fact , many different , competing “operating systems’ can be running on. -:

Hydra simultaneously. ~ There is a default user environment , consisting of
the Hydra kernel and a collection of subsystems, that a user initially faces
when he logs on to Hydra.

~ Hydra is thus a software virtual machine implemented on C.mmp, a
closely-coupled PDP- 11-based multiprocessor. The extended virtual
machine instructions, i.e. those n.Ot provided by the underlying hardware
but by Hydra , are called K-calls, or Kernel calls. ~~lthough these K-calls are
technically machine instructions for the virtual ~iydra machine , they were
implemented, with the understanding that their major use would be in BL SS
programs, and they are all defined as macros for the BLISS-i 1 compiler .
BLISS-il runs on the PDP-1O , and there i sa  file (KERKAL.REQ[~’38 1 iHY 7~ )
that contains all these macro definitions, and which m a y  be included in any
BLISS-i 1 compilation. Appendix K of this reference manual is a
listing of these K-call macros.

This manual does not contain any information, about the user
environment. There are separate documents describing the various
subsystems that form the the user environment. In particular , the reader is
referred to the Command Interpr eter Ref erence Manual , the Direc tory
Subsys tem Manual , the Policy Module Manual , and various pieces of user
documentation. There is a document still in preparation that will describe
the utility functions available in the user environment .

-~~~~ i
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1.1.1 The Hydra user disk area

Since most of the development of software for Hydra has taken place
on the PDP- 10, nearly all of the files of interest to users exist there. The
most important disk area is [N8 1 1HY97], on which all of’ the BLISS require
f iles resid~. Also on this area can be found documentation, the system news,
various utility packages, and many other useful files. Most of these are
described in the companion volume to this, The Hydra Songbook [Reid7S].
The Songbook contains a user-level introduction suited to the user sitting at
a terminal and attempting to interact with the system. It describes the
command interpreter, interactive debugger, and. utility programs which
exist on Hydra. This document is primarily for use by those users writing
programs (particularly BLISS code) and for those needing detailed
information during debugging.

1.1.2 A Note on Notation

In this manual, fully capitalized words generally denote kernel
operations (K-calls) or object types. A special font identif ies other Hydra
technical terms, e.g. type. Underlining Indicates the defining occurrences
of a non—Hydra technical term , or otherwise suggests importance. Initially
capitalized, words occasionally identify uses of’ technical terms in contexts
where italics would be confusing or overwhelming in number.

Numbers will always be written in decimal, unless preceded by a hash
mark (sharp sign, pound sign), i.e., #10 = 8.

1.1.3 A note on the revised edition.

The Revised Edition represents a major change in the naming
conventions used in previous versions. The proliferation of’ symbols had
reached the point where users could not determine which symbol should be
used for what purpose, and in. many cases the symbols conflicted with user-
defined. syinbcls. The resultant difficulty in creating programs indicated
that a drastic change was necessary. Therefore , the current manual has
renamed every symbol in the Hydra interface code , albeit often in trivial
ways. Every symbol brought In. by a BLISS “require” file now begins with a
“$“ character. Furthermore, some of the naming conventions have been
m ade more consistent. In response to user suggestions some of the names
have been made more mnemonic or easier to remember, e.g., the old symbol
TJCNPRTS has been redefined to be $UNCFRTS because most users
remembered that spelling rather than the former. Since the symbols used in

-~~ -,-- 
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the old, reference manual were generated over a long period of time and by a
number of people , the conventicns and abbreviations used tended to h.~inconsistent.  In. the revised edition , a concerted attempt has been made to
retain all vowels and consonants in symbols wherever this did not result in
absurdly long symbols. In such cases , the abbreviations were standardized .
Many new require ’ files have been defined for obtaining useful symbols ,
and all of these have been documented as thoroughly as is feasible. The
intent  is that all of these changes , made when the system is still largely
uncommitted , will make future use much more comfortable.

1.1.4 A note on the flag s

Several sections of this manual are flagged with special symbols in the
margin. These symbols represent the status of Hydra on. the date this manual
was compiled.

> An asterisk in the margin indicates that the feature described in the *

text was not implemented at the t ime th is manual  was compiled. If ~
the feature is needed , you should check the Hydra news files or ask
someone in the Hydra group to determ :ne ~f tt  has been tmpieno eu: ed .

> The vertical bar s~~nbol indicates a change from a previous version
of the manual . Since the changes from the February 14 , 1975
edition are so extensive it was impractical to flag all of them , but
editions of the manual produced af ter  ~ cve.mber 1976 will have
such sections flagged.

> A question mark indicat es a feature of the system which was ?
undergoing redesign at the time the manual was compiled and is ?
likely to change. This flag warns :~‘cu that you should check the ?
Hydra news for the current  specifications.

> An X indicates the feature is obsoie . Ut ~S maintained in the K
dccumentat :on to help people read ex:sting code , and to encourage X
people to recode prcg:’ams that  use the obsolete features . Lse rs are X
strongly discouraged f rcm using obsolete features , since there is no X
maintenance commitment to these features and fu ture  compatibility X
ts not guaranteed. X

1.1.5 The Hydra flata Basa

• All of the symbols def ine d :n this manual  and :he~r def ~n :t:cns are kept
in a large data base file. This file and a set of assoc:oted pr000ssiu g prc~ rocis
are used to create all of the user requ: :’e f~ies used by BL SS/ 11 users . t is
recommended that des:gr.ers of ct~ er sys t ems use th:s data  base fac :u ty  to
obtain definit ion files for the:r programs , systems , or users , in. this way,

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ T~ T~1
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they can. be guaranteed that their files will always be current with the
latest changes in the system and not made obsolete by upward-compatible
extensions or rendered inoperable by possible non-compatible changes.
Although the Hydra group recognizes a responsibility to make as few non-
compatible changes as possible, Hydra must be considered a research system
and compatibility may conflict with other goals.

Large sections of this manual, particularly in the appendices , have
their contents generated. entirely from this data base. Thus it will be the
case that as extensions are added the manual will be able to reflect these
with a minimum amount of effort.

1.1.6 Acknowledgements

As in all large systems, a great many people have participated In the
development of Hydra. In addition to the primary contributors to this
document, we must ack.nowledge the contribution of all those users who
helped debug this manual and who provided the first user community for
Hydra. The list of users includes, but is not limited to , George Robertson ,
Richard Suslick , Guy Almes, Rick Guntpertz , Philip Kariton , Peter Olein.ick ,
David Lamb and Brian Reid.

In addition to the original implementors of Hydra , a number of people
have contributed code to the Hydra Kernel. This list includes, but again is
not limited to , Sam Harbison , Joe Newcomer and George Robertson. The
awesome task of maintaining the Kernel is currently the responsibility of
Hank Mashburn.

As an aside, Brian Reid produced a special version of PUB that could
cope with the enormous strain placed on it by the inordinate amount of PUB
hacking that was used to produce this document.

As in all cases of acknowledgements, there may have been omissions.
The editor wishes to take this space to apologize to anyone whose name has
been inadvertently omitted from the above list.
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2. The Hydra Kernel

2.1. The Basic Kernel

2.1.1 A Capability System

The Hydra Kernel provides an execution environment in which
protection plays a key part . In some systems , files are the units of
protection , in others, segments. in. Hydra , the basis of protection is an. entity
called an object .

Many traditional operating systems are ‘access control systems’; th at is.
protection information. is associated with the object being protected. For
example, in the PDP- 1O TOPS-la Operating System, when an executing
procedure tries to open. a file (using an ASCII encoding of the fIle name), the
access key associated with the file is checked.

Hydra , on. the other hand , is a caoabilitv system. As we noted , the ba sis
of protection in Hydra is an entity called an object , and. the protection
system is invoked to determine whether particular accesses to objects will
be allowed. In a capability system an executing procedure has associated
with it a C—lis t , a list of capabili ties; each capability contains the name of an.
object and a set of rights which determine how that. object. may be accessed
by the executing procedure.

Each different object is assigned a unique name by the Kernel. These
names are guaranteed unique for the entire existence of the system (or
36 ,000 years, should it live so long). Rather than. showing ‘real’ unique
names in diagrams, (represented internally by 64—bit str ings), we will
instead substitute unique alphanumeric names for pictorial clarity. In the
actual Kernel , alphanumeric print names are only associated with classes of
objects , called types . Users are cautioned , however , that the Kernel makes
no attempt to guarantee uniqueness of these print names, and in fact there is
nothing to prevent users from creating new object types (equivalence
classes) with non-unique print names.

As indicated above , Hydra objects are typed . Examples of types built
into Hydra (called Kernel types)  are PAGEs, DEVICEs and PROCESSes. There
is also a facility to allow the creation of new user types. Certain types
repro-sent physical resources (e.g. objects of type D VICE represent actual
devices; one may represent a disk , another a line pr in ter , etc.), but in
general , types repro-seat abstractions of resources , both physical and virtual ,

• and objects of such a typ e have meaning onllr in. terms of their
r epresei~~ cion and how that representat~cn is accessed and man:pulated .

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
- -
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Hydra is a paged system. When a procedure executes, its code and
directly accessible data are contained in pages represented by PAGE objects.
Capabilities for these PAGE objects must appear in the C-list of’ the executing
procedure. Section 4 describes how to indicate to the Kernel
which of these should be made directly addressable.

In Hydra, an. executing procedure is a distinct type of object , called an
LNS (Local Name Space) 1 and differs from the type representing Its static
counterpart, a PROCEDURE. PROCESS objects are the scheduling entities
provided by the Kernel. At any instant, each executing process has an LNS
associated with it which determines the environment In. which the process
runs. Hydra provides a call mechanism which changes environments by
associating a different LNS with a process.

2.1.2 Objects, Capabilities, and Paths

Every object has two parts, a C-list containing a list of capabilities, and.
a data —part containing arbitrary data represented as a vector of 16-bit words.
The C-list and data-part of an object together comprise its representation .

Both the C-list and data-part are linearly ordered , based at 1. The
maximum number of capabilities in a C-list and the maximum length of a
data-part vary from type to type. Section A.4 contains those
numbers for Kernel types. Since C-lists are linearly ordered , we will often
refer to a capability as being in the k’th slot of a C-list.

As examples, let us consider the representation of’ some Kernel objects.
A PAGE object contains an. empty C-list and its data-part contains the location
of the page (disk, drum , or core address) and its status. This data-part is
protected against examination or alteration by the user program. The data-
part of a DEVICE object contains some information identifying the device.
The data-part of an LNS contains (among other things) trap addresses, a mask
of processors on which the LNS may execute, and paging information , while
the C-list of the LNS contains the capabilities which define the environment
provided by the LNS.

There are facilities for creating new types of’ objects as well as for
creating objects of existing types and erasing them. For example , a user

• might create a new type of object , a FILE , whose C-list mi,ght contain
• capabilities for PAGEs and whose data-part might contain information about

the file (it could even be used to hold access keys as part of a system. that

1 or , as has bean suggested, Loca’ Number Space .
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could provide file access checking in a way similar to that of the PDP- 1O
TOPS monitor). Alternately, a user might create a DIRECTO RY type. Objects
of type DIRECTORY might have a C-list containing capabilities for FILEs and
other DIRECTORYs. This could be used to build up an hierarchical FILE
system similar to the one in MULTICS ([Org72~).

C-lists and data-parts can only be accessed and manipulated through
the Kernel via K-calls. Amon g the many operations provided by the Kernel
are some very basic K-calls that provide generic operations on all types of
capabilities. Typical operations allow a user to delete capabilities front the
C—list of some object , move a capability front the C-list of one object to the
C—lIst of another object (perhaps the same) with or without deleting the
first capability, and move data between the data-part of some object and
directly addressable memory. Of course , we again stress that these
operations cannot be performed on arbitrary objects; rather , the executing
LNS must have a capability for the object to be accessed. In addition , as will
be explained in the following sections, there may be additional restrictions
on the operations.

Most K—calls reçuire some arguments which specify capabilities. In.
the simplest case , these are denoted by s imple indices into the C-list of the
LNS. For example, there is a K-call , SDELETE , and $DELETE ( 3) calls the
Kernel to eliminate the 3rd capability in the LNS executing that K-call. Of
course, most programs should use symbolic names or other mnemonic means
to create meaningful descriptors for slot indices. We use absolute numbers
here to illustrate the simplest possible form in a K-call.

Often , the Kernel will allow a capability to be denoted by a path z.tdex
(see Figure 1). For example , $DELETE ( $P~ TH(3 ,4,2 , 1) )  will delete the 1St
capability in the object referenced by the 2nd capability in the the obj ect
referenced by the 4th capability in the object referenced by the 3rd
capability- in the executing L~~S. The capability deleted is called the target of
$PATH(3 ,4,2 , 1). The capability denoted by SPATH(3 ,4,2) is called the
precarget and the capabilities denoted by SPATH(3 ,4) and 3 are called steps .
(Note: the denotation $PATIj (3) is the same as just 3; such paths are called
simple paths.)
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LNS 3

step J

4

step ‘—
~ I I I

pretarget 
2

H
target  

~~~ X I I I I
/ \ 8OELETE(SPATH(3,4,2,l))

Figure 1: Steps , Pretarget and target in path walk

2.1.3 Generic Rights and Rights Restriction

As we noted , Hydra implements basic protection. through a set of
rights. The right to perform some class of accesses (via K-calls) with respect
to a capability is determined by the presence of a particular bit In. the rights
f ie ld  of a capability2. The following Is a description of the rights relevant to

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ,.....J T”T 1~J
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basic Kernel K-calls. In describing these rights , we consider the effect of
capability CAP having the right in question . If CAP is an. object reference ,
we write OBJ as a shorthand for the object referenced by CAP.

Capabil ity Righ ts

$DELETERTS- Allows CAP to be deleted from the C-list which
contains it; i.e., permits the $DELETE or $VACATE
operation. on CAP.

$ENVRTS - Allows CAP to be stored in. some object; i.e., it may
leave the environment.

C—list Rights

$GETC&PA.RTS3-Allows a capability to be extracted from OBJ’s C-
list; e.g., permits the $GETCAP A4 operation on OBJ Note
also that this right is always required on all steps of a
path.

$PUTCAPARTS5-Allows a capability to be stored into OBJ s C-list;
e.g., permits the $?UTCAPA 6 operation on. OBJ.

$APPENDCAPARTS-Allows a capability to be appended onto OBJ ’s C-
list; permits the SAPPENDCAPA operation.

$KILLRTS - Allows a capability to be deleted from OBJ’s C-list;
permits the $DELETE or $VACATE operations on OBJ (as
opposed to $DELETERTS which permits the operation on.
CAP).

2 There are 16 3ener :c Rights ; thus the gener ic rights can be represented i t t  a PDF - 1 1 word.

• Only the more interesting rights are described here. For a listing of all rights ari d the:r
respective bits , see section A.1 .

3 Also known , for histor ical reasons , as SLOAD1~TS.

• 4 Ltk ewise , also known as SLOAD.

LIkew ise , also known as $STC~ Z~ TS.

r
6 LikewI se , also known as $STORE.

S

$

_ _ _  _ _ _ _ _  _ _ _ _ _ _  - ~~~~~~~~~~~~~~~~~~~~~~~~ 
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Data-part Rights

$GETDATABTS-Aj lows data to be extracted from OBJ’s data-part;
permits the $GETDATA operation on OBJ .

$PUTDATARTS-Allows data to put into OBJ’s data-part; permits the
$PUTDATA operation on OBJ.

$APPENDDATABTS-~~iows data to be appended onto OB.J’s data-part;
permits the $A.PPENDDATA operation on OBJ.

Restriction Rights

$MODIFYRTS- Allows modification of either OBJ’s C-list or data-
part .

$UNCFRTS - Allows OBJ -to be ‘UNConFined’, that is, an object
accessed through OBJ may be modified.

2.2.3.2 Some Examples

> $DELETE(3)
(The capability denoted by LNS slot) 3 requires $DELETERTS

> $DELETE ($PATH(3,4))
3 requires $KILLRTS and $MODIFYBTS ,
$PATH(3,4) requires $DELETERTS

> $DELETE ( SPATH(3 ,4,2,1))
3 and $PATH(3 ,4) require $GETCAPA.RTS and $UNCFBTS,
$PATH(3 ,4,2) requires $KILLRTS and $MODIFYBTS,
$PATH( 3,4,2,1) requires $DELETERTS

$GETCAPA(x ,y) is a K-call which moves the capability at y to x ,
retaining the capability at y. x must be a simple index.

> $GETCAPA(5 , $PATH(3 ,4,2 ) )
3 requires $GETCAPABTS
$PATH(3 ,4) requires $GETCAPABTS
5 must be an empty slot

•1

-



4-Nov-76 Basic Kernel 2-7

Note that when a capability is moved , it p ic ts up $DELETERTS , while
the other rights remain the sante as in the crigi~ al.

> $TAKE(x ,y)
like $GETCAPA but also deletes the capability at y.

> STAXE ( 5, $PATH(3 ,4,3))
3 requires SGETCAPA.RTS and $UNCFRTS
SPATH(3 ,4) requires SGETCAPAR Th , $MODIFYRTS , and $KILLRTS
$PATH(3 ,4,3) requires $DELETERTS
5 must be an empty slot

There is often a desire to restrict the r ights of a capability when. it is
copied front one s own LNS to the C-list of another object. Hence , the K-call ,
$PUTCAPA(x ,y,a) moves the capabi lity at y to x (y must be a simple mdex) ,
and then. restricts the rights of the capability at x according to the contents
of a mask at address a (see section A.2 for the format ) ,  by
eliminating those rights not represented by a 1 in the mask. Not e that it is
always permissible to restrict the rights of a capability that one possesses.

> $PIJTCAPA ( $PATH(3 , 4, 3), 2, addr )
3 requires $GETCAPARTS and $~ NCFRTS
$PATH(3 ,4) requires ~PUTCAPAPLTS and $MODIFYRTS
$PATH(3 ,4,3) must be an. empty slot
2 requires $ENVRTS

This call puts a copy of the capability in slot 2 in the destination
specified by SPATH( 3,4,3). The rights are then restricted by the contents of
the two memory locations specified by athir ’ (the format of this is irrelevant
at the moment, but readers with Insatiable curiosity may find, it in section.
A.2) . It Is possible to restrict rights without moving a capability by
storing it into Its own. slot7.

If -the address designating the r ights restriction mask is zero , no rights
are restricted.

7 Th:s l at t e r  case Is the only case in ~;h ~~r~ the re~~~t of a 5F~~TCAPA can be p laced a nor.-

empty  slot. Jsers are er ic oura~ ed to ~se the ~~~~~~~~~~~~ K - ca l l  to p erfo rm th is  operatI on .

¶
I
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2. 1.4 Auxiliary Rights

The rights we have seen. so far are called Generic righ ts because they
have meaning for any capability regardless of the typ e of the object it
references . The interpretation of these rights is performed by the Kernel. In
addition , each capability also contains a field of auxiliary rights that may be
defined differently for each type of object 8. Their use will become apparent
in. fu ture  examples. The assignment and interpretation of these auxiliary
rights is left to the discretion of the subsystem designer; the Kernel
performs no interpretation on the auxiliary rights fields of user-defined
objects .

Note that although the Kernel does not interpret these fields , in the
sense that it restricts the operations which may be performed on an object , it
does perform the standard rights-checking which is performed when
entering a new environment , and allows such operations as rights
amplif icat ion;  these concepts are explained in. section 2.2.

2.1.5 Kernel-defined objects

The Kernel recognizes a basic set of types and treats them s~ p~tr~~el y.
Their auxiliary rights have predeflued meanings and the Kernel also lintits
the Generic rights that aiiy capability for art object of one of these type s  may
have.

2. 1.6 Empty slots

Wh en a slot in a C-list is created , unless it is created by s tart  ;~~~ a
capability into it , it is said to be uninitialized . V.’ith a few excep:ton~, any
att empt to access the contents of an un.it ial: ted slot I T t  a C-list w i l  cause an
error. An uninitialized slot is one form of an empty slot.

Objects of type NULL represent absolutely nothing .  They are
constrained by the Kernel to have r ei~h~r a C-list nor a data-p~ rt~~. ~“fl

8 There are e ight  a u x i l i a r y  r I~ h t ~ ‘.~h~ch ~re stored ~n a ~I rigie b y t e  for th e  ~~a:t  t o r r~~ t

see 5eCt i Of l  A .2 ,

9 Itt tact , an obJec t of t y p e  ~U~ L rt~ ve~ ex~r ts ;  on ly  to np la t e s  of t y p e  ~~~~~ can  ,~ st.

Temp iat e s  are riot discus3~ t~ u n t I l  se ct : on 2.2.2 . But .;e tre ss .

$

I
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uninitialized slot contains a special kind of reference to sornethin,g of typ e
NULL 10. A capability of any type may be stored in an uninitialized slot.
Formally, we will say that an uninitialized slot is unbound , in the same way
many programming language systems 11’ mean that a value is unbound.

A slot in a C-list is also empty if it contains a reference to a NULL
object 12 . In. this case, the slot is said to be both def ined and. empty. The
capability in. such a slot may be operated upon as any other capability. In
addition , the slot may be a target for any sort of store operation; a NULL
capability may be replaced by any other capability.

If a slot in a C-list contains a uon.-NULL capability, it is said to be
defined and nonemp ty. In most cases, an attempt to store a new capability
into such a slot will cause an. error.

A slot may- be made empty by either the $DELETE or ~VACATE K-calls.
The $VACAT E K-call deletes the capability at its target , leaving the target
empty and def ined . $DELETE deletes the capability at its target , leaving the
target empty and unbound .

2.1.7 Em.pty slots and the C-list length

All C-lists have a length attribute. The length of a C-list is the index
of the highest def ined slot in the C-list. If a slot at the end of the C-list is
made empty- and unbound , the C-list size is reduced until it again reflects the
index of the highest defin.ed. slot in. the C-list ; it will be at least one less than
the size of the C-list before the last slot was unbound. Note that if the slot is
simply made empty, but not unbound , no change in the C-list size will
occur.

A C-list is extended implicitly as a side effect of operations which
define the contents of a slot in. the C-list. In general , any operation which
causes a slot to be defined will cause the C-list size to be increased if the
reference is to a slot outside the current C-list size.

In general , any attempt to access an unbound slot in a C-list will result
in. an. error. Any attempt to access a slot in the C-list beyond the current C-

10 A NULL templa te  with $UN BOUN DFLAG turned on.

1 
~~~~~~~ LISP , API. , WATF OR , WATT IV.

12 Act ua i ly ,  a NULL templata  wi th  $L’NB C ’JNDF L ,t~G tu r ns d  off.¶
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list size but less than the physical maximum permitted to that C-list will be
treated as an attempt to access an unbound slot; if the user is concerned about
the exact cause of the error , a check can then. be made of the C-list size.

Each C-list has a maximum physical size , either an implementation
upper bound determined by the Kernel or a specific upper boun.d � the
Kernel limit as determined when an object is cz’eated~~~. Any attempt to
access a slot beyond the physical limit of the C-list will cause a “C-list bound
exceeded” error.

2.1.8 Types DATA and UNIVERSAL

It is often convenient to be able to create a new object which simply
encapsulates some data. The Kernel provides a K-call, $MAKE DATA , which
does the encapsulation , creating a new object of type DATA whose data-part
contains the data. DATA objects have no C-list and have no defined auxiliary
r ights.

The Kernel also provides a UNIVE 1~SAL object , one with both a C-list
and a data-part. The K-call $‘MAKEUNIVEnSAL creates just such an object.

2.1.9 K-call Values and Signal s

Arty K-call that executes successfully returns a non-negative value in.
BLISS register VREG (assembly language no) . K-calls that fail (e.g. for
inadequate rights) return a negative value, called a signal . In. addition ,
certain. additional signal related information is sometimes placed in.
$SIGDATA , a fixed location in the stack page 14. There is also a mechanism
that can force signals to cause user traps (see section 2.3.1 for more
details). The meaning of the various signals that can occur during basic
Kernel K-calls can be found in. section. F,1 15. It should be noted
that the Kernel signal mechanism is distinct from (and incompatible with) a
similarly-named facility in BLISS-li.

13 This is a s imp l i f i ed  exp lana t i on ;  for more detail see section 2,2.5.

14 The f ixed st ack page location s are described by the f i e  S TK P A G , RE Q CN S I  ~HY97 ] a nd in
sectIo n F.5.

15 The Symbols  for the Kernel  Signal s are def ined In f i~e Si5NLS.~~EQ N B I  1HY 97 ~ . See also
appe ndIx  F.

_ _ _ _ _ _ _
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2.1.10 Locking of Objects

Since it is possible for two separate LNS’s to contain capabilities for the
same object , it is possible that both will be executing simultaneously (on.
differen t processors). Consider , as an example, the case where a
programming error results in both LNS’s trying to SPIJTCAPA different
capabilities in the same C-list slot of the shared object . Such operations are
performed indivisibly; when a capability or data is being moved either to or
from an object , that object will (in general) be locked . Hence , in the
example above, one LNS (nondeterministically) will gain access to the object
and $PUTCAPA a capability in it , while the other watts for the object to be
unlocked. When the $?UTCAPA K-call completes , the other LNS will gain.
access to the object , but its SPUTCAPA K-call will fail (signal), since the slot
in the shared object will no longer be empty.

For certain. K-calls, if some referenced object cannot immediately be
locked , the K-call will fail. To do otherwise in. such cases would allow the
possibility of deadlock. For the same reason , any K-call that accesses a
P?~0CEDURE object (except when an. LNS is being incarnated from it) must be
able to lock the procedure immediately or else the K-call will fail.

In. addition , it should be noted that there are some ‘ composite”
operations , e.g., $APPENDCAPA , $TAIc.E, $PASS, etc. (defined in section
2.1.15.3). These operations are defined in terms of simpler K-calls. Note ,
however, that because of the locking phenomenon , they are not precisely
equivalent; if they were done as a series of K-calls , another process might be
able to access, or alter one of the C-lists between. the operations. In the
composite operations these actions take Diace indivisibly, with both the
source and target objects locked until the operations are complete.

2.1.1 1 Memory Addresses and the Stack

PD?- 1 l’s as modified for C.Inmp have a 16 bit address space and a paged
architecture. Pages are 8192 bytes long. The lower 13 bits of the 16 bit
address designate a byte within a page. The high order 3 bits select one of 8
pages that may be directly addressable at any given time. Page 0 is
designated th.e stack page to be used in. conjunction with the PD?- 11 SP
register and is treated somewhat specially by the Kernel . Hydra contains
various K-calls that allow the user to change other pages (virtual
overlaying) . Details can be found in. section 4.7. Details on the
C.mtn p hardware may be found in a separate document ( [WB72]) .

Many K-calls require one or more argumen:~ to be memory addresses.

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~
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Such rneniory addresses are expected to be the origin (low order address) of a
block of memory from which the Kernel will retrieve information or into
which the Kernel will store information. In most K-r.alls , these addresses
can be anywhere in the user ’s immediately addressible page set 16 and are
referred to as legitimate memory addresses. Historically, the Kernel
required many of these addresses be oil. the stack page, and these are referred
‘to as legitimate stack memory addresses . It is intended eventually that all
multiword blocks of data (except for rights restriction masks) will be
permitted to have legitimate memory addresses and not be confined to the
stack; however, this document represents the restrictions as of November 4,
1976.

In the case where the Kernel demands that a legitimate stack memory
address be used , it must have the following properties :

) The address must be in the stack page (h~~h order 3 bits of the
address must be 0).

> The block of memory to be accessed must lie within. the active
region of the stack. (When an LNS begins execution , SF , the stack
register , is set to poi nt to an. initial stack location. The modified
PDP- 1 1 hardware insures that SF carL never be set higher than. this
initial value 17 . The region between. the initial SF contents and the
current contents of SF is called the active region of the stack) . See
figure 2. Further explanation of the stack limits given in f igure
2 are given. in section F.4.

> The address must be on a word boundary (low order bit 0) .

In all other cases , the address must have the following properties :

> The page must be in the user ’s current RPS , i. e., directly addressible
by the currently executing code .

> The page must be wr itable if data is to be written into it . (This is
controlled by auxiliary rights on the page; see section 4 . 5).

> The address must be on a word boundary, unless a byte address is
explicitly permitted for the K-call being specified.

16 Known as the relocati on page s~t or IWS, di scu ssed in seCti on s 4.1 and 4.2.

Reca l l  that  the stac~< grows down , i.e ., towards lower -numbered  addresses.

-
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If the address specifies a block of memory, the block must not cross a
page boundary.

The stack may also be directly accessed using PD?- 11 instructions
since the stack is page 0. The modified C.n’inip hardware prevents accesses to
page 0 above the LNS’s initial stack location; however , any access below that
is allowed.

9

The user has no control over the value c f  the initial stack pointer ?
when a procedure is invoked; the value depends upon the current call stack ?
in the process and the amount of Kernel data placed in. the stack. Th~s ?
property is true in the current stack-page-per-process implementation. ?
Future revisions of the implementation may change this property. ?

There are some operations in the I/O system (chapter 8)
which permit the user to specify an address which is not in the current BPS.
Such addresses are used only in. special-purpose I/O handling and cannot be
specified in K-calls.

Locations #200-#377 comprise the Kerne2 data area . When. signals,
traps , and errors occur , certain additional information, is placed in locations
within this area. (Section. F.5 lists these fields).
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Figure 2: Stack pa ,~e re~ icns

2.1. 12 Indi rect i~— ca i 1s

Often ~t i.s u s ef u l  to be a ’i e  to bui d up the ar ,~u~~~nt  etj :k f er  a K—c all
1r~~~~~~ :le n~~y of the actual n—ca ll itself (eSpCcidi iy for ia~erpr et ive and.
deb u ,~~ ing pro~ ra:ns) .

The specIal ~~~~~~ ~LLi~JD ti~EC1 pr ovides ~n~s fu nct~cn. ~:sparame~-~r ep ecif:es the beg in .n iag  address of ~~e argul nerl t  stack and m u st  be
a leg1t:.~aate  stack rr~emory address. The co:.1p~ete ec~f~cat~on for trii s ~(—
call can be found in. section. 2. 1. 15. 5. Section I contains all
dete~~s n~ ce.:~ ary for constructing the ar~ u~:~en.t ~ta. k .
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2.1.13 Conventions for K-call Specifications

There is a canonical format used in this manual to describe Kernel
calls. Each K-call description consists of several components:

> The K-call name and its formal parameter list. K-calls are described
in. terms of Bliss macros. See appendix K.

) The ‘parameters’ section. Parameters to K-calls fall into three classes:

> An. integer value, I.e., a 16-bit value, not to be confused with
the integer used as a simple index to denote a capability (see
below).

> A legitimate memory address. In seine cases this is restricted
to be a legitimate stack memory address; the differences and
constraints are described In sectIon 2.1.11. Where a memory
address Is optional , its absence is denoted by 0. The block of
memory will in general be used either in conjunction with
movement of data to or front a data-part or rights restriction.
See sections 2.1.3 and A.2. As a notational
convention , we will indicate memory locations with the
symbols ‘Mern ’ (for general memory locations) and ‘Snieni ’
(for stack memory locations). We will suffix these symbols
with W or B to indicate that the location will be written Into
or only read , and further suffix the symbol with a number
for the case where a block of memory is used. Thus
‘SniemWl6’ indicates a 16-word block of data will be
written Into a valid stack memory address. When. the
amount of data transferred Is a parameter to the K—call , the
suffix ‘Wit ’ or ‘Rn’ will be used , with. a ‘Count’ parameter in.
the K-call specifying the actual amount of data transferred .
Because of the frequency of rights-restriction masks, the
symbol ‘SMemrts ’ will be used to mean. ‘Sm.emB2’ in such
usage.

> A denotation for a capability - either a simple index ,
(sometimes negated 18 or 0 for a special effect) or a Path
Index , or a SCAL L parameter (to be defined In section

18 
~~ intere.st only to non-BUSS users and those using the IndIrect K-cal l , see sectIon 2.~ . ~2.

~~~~~ ~
:‘i:’~~~ . - -~~~~~~~~~~~~~~~~~

_
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2.2) . We will also indicate necessary rights , type or
kind (object reference or template) for the target capability,
its steps , and its pretarget .

Again., as a notational convenience we will often. indicate
capabilities to be “source ” capabilities (the targeted object is
usually not altered 19) and use the designators ‘SPath or
‘Slndex ’, or “destination” capabilities (the targeted object is
altered) and use the designators ‘DPath or ‘Dindex ’.

Unless we note otherwise in the specifications , we require that each
step in a path (capabilities in the path other than the target or
pretarget) be an. object reference capability with SGETCAPARTS.

We will not list restrictions on arguments that seem obvious or
redundant and produce obvious signals if the restrictions are not met
- most notably, indices into C-lists or data-parts less than 1 or
greater than. the maximum length (see section 2. 1.7).

> ‘Eff ect’ is the effect of the K-call if no signal occurs. Except for a
small subcase of LNS incarnation , K-calls that fail have no side
effects.

> ‘Signals’ indicate that the K-call did not complete normally. Signals
that indicate bad arguments or arguments that denote capabilities of
the wrong kind or type or having inadequate rights are not
mentioned. These are a possibility in almost every K-call and are
described in. section F.1. For a detailed description of how
an LNS may handle signal conditions see section 2.3.2.

> ‘Result’ is the value of the K-call (returned in register VREG (BC ))
assuming no signal occurred. (If a signal occurred , the value of the
K-call is the signal value instead.)

2.1.14 Seine undefined concepts

There will be a number of references in. the forthcoming section
(2.1.15) to concepts which , fo r the sake of expositio n , ha ve not yet
been discussed. The comprehension of these concepts are not essential for

E xcept  in ce r t a in  K -ca fl s  wh:ch t rans fe r  (i.e. cie~eta f ront the  source si te)  c a p a b i l i t i e s  or
ex ch ange  i n f o r m a t i o n ;  in the former cas e the source ope~z~n d ir .dt cat es where the capab i ~l ty
Is obta in ed ; in the la t ter  case both may  be cor ,s dere d des t ina t ion  operands.

‘4
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understanding the following section , but for completeness they must appear.
References to aliases , f reezing, conf inement, and the associated r igh ts,
$REALLYRTS, $FREEZEFLAG , and $TJNCFRTS may be ignore d unless such
matters are truly the concern of the moment . Such matters are dealt with In.
depth in. section 2.2.4.

2.1.15 Specifica tions for Basic Kernel Calls

2.1.16.1 Informational K-cal ls

SLNSLENGTH ( )

Parameters:

None
Effect:

None
Result:

Length of the C-list of the executing LNS. The concept of
“length” is fully described in. section 2.1.7 . Note that the length of
the LNS may change dyn.amica lly during program execution.

~CLENGTH ( SPath )

Parameters:

SPath - Path. index; Pretarget: $GETCAPARTS; Targets
object reference , $GETCAPA. RTS

Effect:
None

Result:
Length of the C-list of the object referenced by SPath’s

Target. The concept of “length” is fully explained in section 2.1,7.
Intuitively It is the highest index of a defined capability.

$DLENGTH ( SPath )

Parameters:

SPath - Path index; Pretarget: ~GETCAPABTS; Target:
object reference, SGETDATARTS

- ‘
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Effect:
None

Result:
Size, in words , of the data-part of the object referenced by

SPat h’s Target.

SOBJINFO ( SMemW1S, SPath )

Parameters:

SMemW1 6- Legitimate stack memory address

SPath - Path index; Pretarget: $GETC APARTS; Target:
defined or unbound

Effect:
Information about the capability targeted by SPath is stored

in the 16 wqrd block of memory beginning at SMemWI6. See
Appendix B for the format . This K-call may be executed
on a unbound target without causing an. error.

Signals:

This K-call will not signal an unbound target.
Result:

0

SCOMPAR E ( SPath, Slndex )

Parameters:

SPath - Path index; Pretarget: $GETCAPARTS; Target:
defined or unbound

SIndex - Siniple index, defined or unbound , or 0
Effect:

None
Signals:

This K-call will not signal if either or both of its targets are
unbound .

• Result:
A word of bits which indicate how the capabilities targeted

by SPath and Sindex compare. If SIndex is 0, then just those bits
pertaining to the capability targeted by SPath are set. See
Appe ndix C for the meaning of each bit.

F.

¶
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2.1.15.2 Simple DATA and UNIVERSAL Manipulation

SGETDATA ( MemWn, SPath, Disp, Count )

Parameters:

MemW n - Legitimate user address in the current BPS

SPath - Path index; Pretarget: $GETCAPABTS; Target:
$GETDATARTS

D1sp - Positive Integer less than or equal to
$DLENGTH(SPath)

Count - Positive integer
Effect:

Moves up to Count words of’ data from the data-part of the
object referenced by the Target of SPath to the block of memory
beginning at MemWn. The data is copied beginning at the Disp’th
word. of the data-part and continuing for a total of Count words or
until the end of the data-part is reached. Note that data parts are
indexed with a 1-origin, i.e., the first word in the data part of an
object is word 1.

Result:
Total number of words copied

SPUTDATA ( DPath, MemRn, 0~sp, Count )

Parameters:

Mem.Rn. - Legitimate user address in the current BPS

DPath - Path Index; Steps and. Pretarget: SGETCAPARTS ,
$UNCFRTS; Target: $PtJTDATARTS, $MODtFYRTS

Dlsp — Positive Integer

Count - Positive integer
Effect:

Copies Count words of data beginning at MemRn Into the
data-part of the object targeted by DPath. The data is stored
beginning at the Disp’th word of the data-part. The data-part will
be extended If necessary to contain the data. If L0 was the length

¶
- 

- 
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(see $DLENGTH) before the $PUTDATA , then. the new data-part
length will be max(L0,Disp+Count- 1).

Signals:
$HySDBOUND-(Disp+Count) would exceed either the

im.plententation-defined limit for a data part (section
A.4) or the type-specific limit for the specific
object involved (section 22.5).

Result:
0

SMAKEDATA ( DPath , MemRn, Count, Smemrts )

Parameters:

DPath - Path index; Steps: $GETCAPABTS, $UNCFRTS;
Pretarget: $PUTCA.PA.RTS, $MODIFYRTS; Target:
empty

Mem.Rn - Legitimate user memory address in the current
BPS

Count - Non-negative integer

Smexnrts - Legitimate stack memory address, or 0
Effect:

Creates a DATA object and places a capability for it in DPath’s
Target. The data- pa rt of the created object will contain the Count
words of data copied from the block of memory beginning at
MemRn. The capability will have all relevant rights except
$REALLYRTS and $FREEZEFLAG and will be further restricted by
the contents of SMenirts if SMemrts Is non-zero.

Result: -

0
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SAPP ENDDATA ( DPath, MemRn, Count )

Parameters:

DPath - Pat h Index; Steps and Pret .arget : $GETCAPABTS ,
$TJNCFRTS; Target: SAPPENDDATARTS ,
$MODIFYRTS

MemRn - Legitimate user memory address In the current -

BPS

Count - Positive Integer
Effect:

• Copi es the Count words of data from the block of memory
beginning at MemRn onto the end of the data-part of the object
referenced by DPath ’s Target. If L0 was the length of the data-part
before the operation, the new length is L0+Coun.t.

Signals:
See $PUTDATA.

Result:
Displacement in data-part of DPath’s Target of first data word

stored , i.e. one greater than the length of the data-part before the
store occurred.

SSETDLENGTH ( DPath , Count)

Parameters:

DPath - Path index; Steps and Pretarget: $GETCAPARTS ,
$UNCFRTS; target: $MODIFYRTS, $PUTDATARTS

Cou nt - Positive Integer
Effect:

Sets the length of the data-part of the target object to be
Count. This is the only way to reduce the length of a data-part.
The value may be any value between 0 and the maximum data-
part length, either the implementation maximum defined In
section A.4 or the type-specific limit as explained In
sectIon 2.2.5. If the data-part length was less than Count ,
the data-part is extended and filled with zeroes.

Signals:
$HySDBOIJND-Count would exceed either the implementation-

- 

~~~
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defined limit for a data part (section A.4) or
the type-specific limit for the specific object involved
(section 2.2.5).

Result:

SMAKEUN IVERSAL ( DPath )

Parameters:

DPath - Path index; Steps: $UNCFRTS , $GETCAPABTS;
Pre tar get: $PUTCAP ABTS , SMODIF YRTS; Target:
empty

Eff ect:
Creates a UNIVERSAL object and places a capability for It

with all but $REALLYRTS and $FREEZEFLAG In DPath’s Target.
Result:

0

2.2.15.3 Simple Manipulation of Capabilities

SPASS ( DPath , Sindex, SMemrts )

Parameters:

DPath - Path index; Steps: $GETCAPABTS, $UNCFRTS;
Pretarget: $PUTCAPABTS, SMODIFYRTS; Target:
empty

Slndex - Simple index , $DELETERTS; if DPath is not simple,
requires SENVRTS as well

SMemrts - Legitimate stack memory address , or 0
Effeci

Copies the capability in the SIudex ’th slot of the current LNS
to DPath ’s target , restricting rights (if SMemrts is nonzero)
according to the contents of SMemrts. The capability at SIndex Is
then made unbound. Future attempts to access the target of Sindex
will (generally) signal.

Result:
0 

— 
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STAKE ( Dindex, SPath )

Paranieters:

Dlndex - Simple index , empty

SPath - Path index; Steps: $GETCAPA.RTS , $UNCFRTS;
Pretarget: $KILLRTS , $GETCAPABTS,
$MODIFYRTS; Target: $DELETERTS

Effect:
Copies the capability targeted by SPath to the Dlndex’th slot

of the current LNS. If any Step or Pretarget in SPath lacks
$UNC FRTS , then Dtndex will have $UNCFRTS , $MODIFYRTS and.
$REALLYRTS removed. If any capability in. SPath lacks $ENVRTS ,
Dindex will have $ENVRTS removed. The capability targeted by
SPath is then made unbound . Future attempts to access the target
of Spath will (generally) signal.

Result:
0 -

SPUTCAPA 20 ( DPath , Slndex, Smemrts )

Parameters:

DPath - Path index; Steps: $UNCFRTS , SGETCAPABTS;
- Pretarget: SMODIFYRTS , SPUTCAPARTS; Target:
empty -

Slndex - Simple index , Defined; If DPath is not simple,
requires $ENVRTS as well. ?
If DPath and Slndex are the same, then none of the ?
above rights requirements holds, rather the - ?
capability needs $DELETERTS.

Smemrts - Legitimate stack memory address , or 0
Effect:

Copies the capability in the Slndex ’th slot of the current LNS
to DPath ’s target , setting $DELETERTS , and (if Sinemrts Is nonzero)
restricting rights according to the contents on. Snternrts.

If DPath and SIndex are the same, however, the rights in the ?
target are simply restricted according to the contents of Smexnrts ?
(If Smentrts Is nonzero).

F 

- 
20 Also known , for histor ical reasons , as $STORE.
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Result:
0

SGETCAPA 21 ( Dlndex , SPath )

Parameters:

Dlndex - Simple index, empty

SPath - Path index; Pretarget: $GETCAPARTS; Target:
Def ined

Effect:
Copies the capability targeted by SPath to the DIndex ’th slot

of the current LNS, and sets $DELETERTS. If any capability in
Target’s Path lacks $UNCFRTS , Dtndex will have SUNCFRTS ,
$MODIFYBTS and $REALLYRTS removed. If any capability in
SPath lacks $ENVBTS , ~ ENVRTS will be removed from Dludex.

Result:
0

SPASSAPPEND ( DPath , Slndex, Smemrts

Parameters:

DPath - Path index; Steps and Pretarget: $GETCAPARTS ,
$UNCFRTS; Target: $MODIFYRTS ,
$APFENDCAPARTS

SInd.ex - Simple index, $DELETERTS , $ENVRTS; defined.

Smemrts — Legitimate stack memory address or 0
Effect: -

Appends the capability in the Slndex ’th slot of the current
LNS onto the end of the C-list of the object referenced by DPath’s
target , restricting rights (if Smernrts is nonzero) according to the
contents of Smemrts. The capability at Slndex is then made
unbound . Future attempts to access the contents of Sindex will
(generally) signal.

Result:
Slot number in Target’s C-list which received Slndex.

21 Also known , for historical reasons , as $LOAD.

~
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$APFENDCA4.PA (DPath , Slndox, Sznem.rts )

Parameters~

DPath - Path index; Steps and Pretarget: $tJNCFRTS,
$GETCAPARTS; Target: $MODIFYBTS,
$APPENDCAPABTS

Slndex - Simple Index , $ENVRTS

Smemrts - Legitimate stack memory address or 0
Effect:

Appe nds the capability in the SIndex ’th slot of the current
LNS onto the end of the C-list of the object referenced by DPath ’s
target , setting $DELETERTS, and restricting rights (if Sntexnrts is
nonzero) according to the contents of Smeinrts.

Result:
Slot number in Target’s C-list which received Slndex.

$VACAT E ( OPath )

Parameters:

DPath - Path index; Steps: $TJNCFRTS, $GETCAPABTS;
Pretarget: $MODIFYRTS, $KILLRTS; Target:
SDELETERTS

Effect:
Deletes the capability targeted by DPath . See section

2.2.5 for other potential effects if this was the last —

capability referencing an object. The slot targeted by Dpath is
empty but defined (see sections 2.1.7 and 2.1.6).

B~ n1I~ 0

SOELETE ( DPath )

Parameters~

DPath. - Path index; Steps: $UNCFRTS , $GETCAPA.RTS;
Pretarget: SMODIFYRTS , $KIL LRTS; Target:
$DELETERTS

Effect~
Deletes the capability targeted by DPath. See section

2.2.5 for other potential effects if’ this - was the last

- . ~~~~~~~~~. .~~~~~~~~
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capability referencing an object . The slot targeted by Dpath is both
empty and unbound. This may also affect the C-list length of’ the
C-list containing the target. See sections 2.1.7 and 2.1.6.

Result:
0

SINTERCHANGE ( DPath , Dlndex, Smemrts

Parameters~

DPath - Path index; Steps: $UNCFRTS , $GETCAPARTS
Pretarget: $MODIFYRTS, $KLLLBTS,
$GETCAPABTS , SPUTCAPARTS; Target:
$DELETERTS

Diudex - Simple index , $DELETERTS , SEN VBTS

Smemrts - Legitimate stack memory address, or 0
Effect:

Interchanges the capabilities targeted by DPath and by
Dindex. Restricts rights (if Smemrts is nonzero) of the capability
placed into DPath ’s target according to the contents of Smemrts. If
any Step in DPath lacks $UNCF 1~TS, Dludex will have SUNCFRTS ,
SMODIFYRTS and SREALLYBTS removed. If any Step lacks
$ENVRTS , Dlndex will have SENVRTS removed.

Result:
0

S

S

SRESTRICT ( DPath , Smernrts

Parameters:
S

— * DPath - Path index; Steps: $GETCAPABTS , $TJNCFRTS;
* Pretarget: $GETCAPABTS , $PUTCAPABTS ,

$KILLBTS, SMODIFYRTS; Target: $DELETERTS;
Target may be empty

*

* SMemrts- Legitimate stack memory address, or 0
* Effect:

Restricts the rights at DPath’s target accord irL g to the
- - * contents of SMeturts. If SMemrts is 0, no restriction is performed.

* Resu.lt :
* 0

r

c
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2.1.15.4 Date and Time K-calls

SGETGMT (MemW4)

Paratnetersi

Mern.W4 - Legitimate memory address, writeable.
Effect:

Returns the current time in microseconds in GMT22 relative
to system date 0. MemW4 is a four-word area which contains the
result if no errors have occurred.. This value may be subsequently
converted to other formats by use of the $GMTTOLOCAL K-call.
For the format of this area, see Appendix D.

Result:
0

SGNAMETOGMT (MemW4,MemR4)

Parainetersi

MemR4 - Legitimate memory address; contains the global
name of an. object

MexnW4 - Legitimate memory address, writeable; Note that
MernW4 may overlap or be identical to MexnB4.

Effect:
Converts the global name at MetnIt4 (such as is obtained front

the $OBJINFO K-call, see section 2.1. 1S.1) to a corresponding time
in microseconds in GMT and relative to system date 0. This value
could be used in the $GMTTOLOCAL K-call, below, to obtain a
creation date and time for the object.

Result:
0

22 
~. :anw l ch Mean Time.

~~~~~
. 
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$GMTTQLOCAL (MemWn, Count)

Parameters:

MemWn - Legitimate memory address, writeable; length is
specified by the Count parameter

Count - Integer , value ~4.
Effect:

The first four words at the location specified by MernWn.
must contain a valid GMT time value (such as might be obtained
from the SGETGMT K-call , above). The value is converted to local
time and as many words as specified above the GMT date are filled
in with this information. The exact format is given in Appendix
D. Note that if a Count larger than the current
implementation maximum is given , only as many words as the
maximum specifies are produced; the balance of the area is
unchanged. However, future extensions to this K-call may write
in these words, so this behavior should not be depended upon..
Note , however, that future extensions will never write more
words than Count spec1fies so users are guaranteed compatibility
between future extensions and existing code.

Signals:
$HySGMT - The GMT value cannot be converted within the

current implementation-defined limits (dates beyond
the year 2060 , approximately).

Result:
0

SGETUPTIME (MemW4)

Parameters:

MemW4 - Legitimate memory address , writeable.
Effect:

Returns the time, in units of microseconds, of the GMT titne
that the system came up (relative to system date 0). MemW4 is a
four-word area which contains the result if no errors have
occurred. The value may be subsequently converted to other
formats by use of the SGMTTOLOCAL K-can , or used directly to
compare previous time stamps obtained by this K-call.

One use of this K-call is to allow the user to determine that

-— - - -
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the system has been taken down since the last time the time stamp
was read. This permits the user to validate complex structures of
objects and data which might have been damaged if the system
was taken down when they were presumed to be in an
inconsistent state.

Result:
0

x
x

SGETCLOCK ( S MemW4 ) x
x

Parameters: - X
x

SMemW4- Legitimate stack memory address X
Effect: X

Puts a reading of the system. clock into the 4 word block of X
memory beginning at SMemW4. See Appendix E for the X
format. X

Note: This K-call is obsolete and has been superceded by X
the GMT conversion K-calls given previously. I t is included X
here so that existing code may be understood . X

Signals: X
Result: X

O x
2.1.15.5 Indirect K-call specifications

- 
SKALLINDIRECT (SMemRn)

Parameters:

SMeraRn - Address of the start of the K-call parameter list
Effect: -

This K—call treats the data at SMernRn. as if it were stacked as
parameters to the K-call. For details on. the format see section
I.

Signals:

All signals are possible from this K-call. A signal m a y
indicate an error in the parameter stack, the address passed , etc., or
be generated by the K-call described at SMemRn.

Result:
Depends upon the K-call specified at SMernRn..
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2.2. The Intermediate Kernel

2.2. 1 Domain Switching

Let us consider some standard protection problems:

> When an executing program wishes to invoke another program (e.g.
call a subroutine), the caller may not trust the called program and
may wish to isolate It in a separate environment (LNS), specifying as
arguments only capabilities for those objects in its own LNS that it
wishes the called program to be able to access.

> A program that manipulates a data base needs capabilities to access
the data base but it should never be possible for callers of the
program to have direct access to the data base.

* Since no program except those belonging to the data base
system can ever access the data base representation directly,
the system imuplementors may feel free to change internal
representations at any point.

* Since no program except those belonging to the data base
system can ever modify the data base , no user Ca:.
inadvertently or maliciously alter the structure of the data
base.
Since no users can access the contents of the data base
without using the data base system as an intermediary, the
system can restrict what information will be passed out to
various classes of users and what modifications it will accept
from various classes of users.

In response to these issues, Hydra provides PROCEDURE objects. The K-
call $CALL(Rtrn ,Proc ,A l,...,Ak) creates a new LNS in which the procedure ’s
code will execute and transfers control to it. (Proc denotes a capability for
an object of type PROCEDURE , A 1 through Ak denote capabilities to be passed
as arguments to the called procedure and Rtrn denotes a slot where the called
procedure may return a capability.) The K-calls $RETtJRN and $SUSPEND
pass control back to the calling LNS, optionally returning a capability.

The C-list of a PROCEDURE contains capabilities that will be duplicated
in each LNS incarnated from the PROCEDURE. These are called inherited
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capabi lities 23 and can be used to solve the data base problem just mentioned.
- In addition , some of the capabilities in the procedure ’s C-list are parameter
- templates. Capabilities passed as arguments to the procedure will appear in

those slots in the LNS’s C-list where parameter templates appeared in the
procedure ’s C-list. In addition to specifying where C~.LL arguments appear
in the incarnated LNS, parameter templates also specify a type and check—
rights . A $CALL will fail (signal) if some argument Is not of the same type
and does not contain the minimum rights specified by the check-rights field
of the corresponding parameter template2’~. The initial value of the check-
rights field In a parameter template is 0 for both Generic and Auxiliary
rights, Indicating that no rights-checking will take place. See section
2.2.7.2 and the $SETCHKBIGHTS K-call. A NULL parameter template

- may be used in cases where a number of different types of objects must be
accepted as parameters. In such cases, the user must perform the type-
checking explicitly, by using K-calls such as SCOMPABE and $OBJII’JFO
(section 2.1.15.1) or by more powerful operations, such as SMERGE ,
described below and In section 2.2.7.4.

Procedures can be used to construct systems of programs collectively
- known as protected subsystems. Consider a Directory system where users

have capabilities for directories they can access, but because the ‘Directory
subsystem’ maintains the directories in a special private format , users should

- 
not be able to directly access or manipulate their directories except through
the set of PROCEDUREs which comprise the ‘Directory subsystem’,
Therefore, the rights [in a capability) to a Directory object are restricted in
such a way that no executing LNS outside the Directory subsystem can
access or modify a Directory object. However, the Directory subsystem itself
must be able to access and alter a Directory object; therefore it must gain the
rights necessary to do this, even though the [capability for a] Directory
object passed to it does not possess these rights. Hydra accomplishes this
through a process called rights amplif ication . Capabilities passed as
arguments in a $CALL need not have the saute rights, either Generic or
Auxiliary, in the incarnated LNS as in the LNS of the caller. The parameter

— 

template may specify new-rights which may be greater than the rights of

I t

23 These are Inheri ted from the PROCEDURE object which created the LNS, not the LNS which
invoke d the procedure. This point is sometimes unclear. The analogou s feature in some
programming languages is the ability to dec lare how “own ” variables in a p rocedure or
corou tine are to be init ialized upon an Invocation.

24 Note that bo Ut the Generic Rights and the Auxi liary Righ ts fields are included itt the rights -
check ing.

- 
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the capability passed as an argument; In the Incarnated LNS, the capability
will have the new rights. Note that the new rights may, In some cases, be
less than the rights passed; for example , an Information-delivering
procedure might, for the peace of mind and protection of Its lniplementor,
restrict all rights which would allow It to modify the “read-only” objects
passed to it as parameters. This would,prevent it from accidently modifying
such objects, and furthermore might 2

~ prevent any procedures it calls from
modifying the objects.

Figure 3 notes how this solves the Directory problem through the use
of auxiliary rights and parameter templates which specify new-rights. The
user ’s capability for a Directory does not contain rights which allow
manipulation of or access to the directories directly. Rather , various
procedures of the ‘Directory subsystem’ have parameter templates which
specify these rights as new-rights, so that manipulation or access of a
directory can only take place in the protected environment of the ‘Directory
subsystem’. Auxiliary rights are used to control how a Directory may be
used. Since different procedures specify different check-rights for
Directories passed as arguments , auxiliary rights provide a way of
specifying procedural protection. Hydra does not permit unrestricted
creation of parameter templates which specify new-rights; otherwise the
protection afforded by the directory system could be easily circumvented.
Templates which specify new-rights can only be created using special
capabilities (see section 2.2.5), and since templates are capabilities,

- their dissemination can be controlled. In the above case, the presumption is
that only PROCEDUREs of the ‘Directory subsystem ’ would have parameter
templates of Directory type with new-rights.

Creation of an LNS and transfer of control to its code can be separated .
The K-call $MAKELNS incarriates an LNS from a procedure and arguments,
while the K-call $LNSCALL transfers control to the LNS. The advantages of
having such pre-initialized LNS’s are efficiency and the ability to build
coroutine structures. Once an LNS $SUSPENDs , it may be $LNSCALLed again.
Execution continues- after the $StJSPEND. The LNS’s pages, its C-list and
registers RO and PC will be retained; however , the rest of the registers will

? be destroyed

and the stack will be reinitialized.

The same pre-initialized LNS may be used by more than one process at a

25 Depending upon which rights were restricted.
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User environment Directory subsystem environment
Capnb ihiy ava~iabio to user Capability in aub~y*tem proc.dur. INS

N .w—,ight .
..g. $P UTOATARTS I SPWDATAITS

Z SPuTc,PARTS $PtIt C*PARIS

- — $CALL __
~ >

Access b ock.d —~~, Acc .ss psrmitt .d—_-~ .

Data part C—l is t

Ampliticatk~ri t.mpiat. deslg n @1978 by Br im K. Re.~

Figure 3: Example of a subsystem

time, but not simultaneously26. It must $SUSPEND before it can be
$LNSCALLed again. The creator of a procedure can control whether or not it
can be passed to $MA.KELNS, whether or not it can be re-$LNSCALLed , and
whether or not it can be used to instantiate a process.

2.2.2 TEMPLATES and Merging

The process of comparing a capability to a template and producing a
new capability is called merging. It is useful not only as part of the call
mechanism, but at other times as well, Hence, there are capability templates

26 The LNS Is ser ially reusable but not re-entrant. Note that these proper ties apply to the LNS
and not the code involved.
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- (for general merging by use of the $MEBflE K-call described in section

2.2.7.4) as well as parameter templates (for $CALL-time merging).
Templates contain two flagsz

$TemplateFlag - 1 - Capability template
o - Parauteter template

SAmplifyFlag - 1 - Amplify rights in merging (new-rights)
o - No amplification

These flags, if set , may be cleared in exactly the saute way that rights
may be restricted (see section A.2). Once cleared , they may not be
set again. Since unlike object references, templates do not refer to specific
objects , there is little need for templates to have rights. Therefore , without
much conflict , rights and new-rights have been combined. Even when
new—rights are specified , there are certain rights that cannot be amplified.
This is true of the Kernel rights $ENVRTS , $UI~JCFRTS , $FREEZEFLAG ,
SMODIFYRTS, and $REAJ..LYRTS. (Templates never have $REALLYRTS .) They
will appear in the merged capability only if they appear both in the new-
rights of the template a-s well as in the original capability.

2 .2.3 NULLs Revisited

An empty slot has already been defined as a slot containing a NULL
capability. In fact , it is impossible to create a NULL object , and empty slots
actually contain NULL templates.

NULLs have one auxiliary right predefined , $UNBOUNDFLAG . We use
the terut unbound to mean a NULL template with both $UNBOUNDFLAG and
STemplateFlag set. When an object is initially created , its C-list is set to
contain all unbound capabilities with all Kernel rights27.

The length of a C-list is really the index of the last defined slot in the
C-list. Hence NULL parameter templates or NULL templates lacking
SUNBOUNDFLAG are included in the length.

27 The initial size of the C-list of such objects Is a parameter determined at the time the TYPE

representative is created; see sections 2.2.5 and 2,2.7.3. For Kernel types , it Is
the implementation maximum given in section A.4.
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2.2.4 Confinement , Freezing , and Revocation

A number of Generic rights are provided to solve some interesting
- protection proble ms. SENVRTS , $MOD IFYRTS . and $UNCF RTS are all used to

solve variants of the confinement ~roblem. That Is , they may be used to
guarantee that capabilities and data do not escape from particular LNS’s; 

—those LNS’s are then said to be confined or partially conf ined with respect
to the information against whose leakag e we wish to protect.

$ENVRTS can be used to guarantee that capabilities are not stored by a
- callee who is passed the capability. Without $ENVRTS , the capability cannot

be placed in the C-list of any object except the LNS which received It as a
parameter. It may be used as an argument to an. LNS which the callee CALLs,
but $ENVRTS cannot be gained through rights amplification. Additionally,
whenever a capability is loaded into an LNS through any path in which some
capability lacks $ENVRTS, the loaded capability will have SEN VRTS
removed. This guarantees that if a capability without SEN VRTS is passed to
a procedure neither the capability, nor any capability in the object it
references, m a y  escape from the caller ’s environment. Each inherited
capability in an LNS incarnated from a procedure capability lacking
$ENVRTS will have $ENVRTS removed as well.

As an example , capabilities for LNS’s never have $ENVRTS and thus can
never be accessed or manipulated outside of the process in which the LNS
has ‘been incarnated.

$MODIFYRTS and $UNCFRTS can be used to protect objects from
modification through capabilities lacking those rights. If an LNS calls
another LNS passing a capability lacking SMODIFYRTS , the callee cannot
modify the accessed object through that capability regardless of
amplification. This is assured because $MODIFYRTS cannot be gained
through. rights amplification and any K-call that modifies an object requires
a capability for that object with $MODIFYRTS as well as other relevant
rights.

$UNCFRTS also cannot be gained through amplification and prevents
modification of any object reached through the C-list of an object referenced
through a capability lacking $UNCFRTS.

Users may wish to guarantee that information passed to an untrusted
procedure will not be leaked to another user. The Generic right SUNCFRTS
also provides this guarantee. Any LMS incarnated from a procedure
capability lacking $UNCFRTS will be conf ined. Each capability in the LNS
inherited from the Called procedure will lose $UNCFBTS , SMODIFYRTS , and
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$‘REALLYRTS (explained later in this section). Confinement is then provided
in the following way. The reader may note that any K-call which modifies
an object requires that the capability for the object have SMODIFYRTS and
that other capabilities In the path to the object have $UNCFRTS.
Additionally, whenever a capability is loaded Into an LNS through a path

- where some capability lacks $UNCFRTS , the loaded capability will have
$UNCFRTS , SMODIFYRTS , and $REALLYRTS removed. Hence, Information
and capabilities cannot be stored by a confined LNS through any capabilities
except those passed as parameters in incarnating the LNS.

Note that If a procedure capability with $TJNCFRTS - is used as an
argument in incarnating a confined LNS , the confined LNS will be able to
$CALL an unconfined LNS through it. Otherwise, since all inherited
capabilities of the confined LNS lack SUNCFRTS , any LNS called will be
confined as well.

There are still a small number of ways to covertly leak a few bits of
information out of a confined LNS. It would be counterproductive to list
these. However, no large leakage of data is possible .

*

* Users may also wish to guarantee that an object they have access to is
frozen ; that is, th~ object and all objects reached by taking a path through it

~ will never be modified , even by concurrently executing LNS’s that may have
* a capability for the saute object. The flag .$FBEEZEFLAG is used like a right -

~ to guarantee that an object is frozen. The K-call $FREEZE acts very much
* like a $COPY , except that it also sets SFREEZEFLAG and eliminates $UNCFRTS
z and $MODIFYRTS from the copy it creates . Since $UNCFRTS and

SMODIFYRTS cannot be gained through amplification , all capabilities for the
* object will lack them , guaranteeing that the object will never be modified
* once frczen. $FBEEZE only succeeds if all capabilities in the object’s C-list
* are already frozen. So that $FREEZEFLAG can represent a guarantee of
* frozen-ne~~, it also cannot be gained through amplification.
*

* Hydra allows objects to act as aliases for other objects. Accessing such
~ an alias-ihg object actually causes access of the aliased object. Aliases
‘ themselves may have aliases, allowing up to 23 levels of indirection . The
~ object fi nally accessed at the end of the alias indirection chain is called the
~ terminal object of an alias.
*

An alias may be created for any object , and a capability will be
provided for the aliasing object with $REALLYBTS. With $REAL LYRTS , the

* aliasing object may be re-aliased with the $REALLY operation to act as alias
* for a different object or even for no object at all. Thus , if a user wishes to

— * share a capability for an object with another user , but m ight want to revoke
* the capability at some later time , he need simply create an alias for the object
* and share the capability for the alias.
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To guarantee that re-allying cannot be used to Illicitly gain rights, *

whenever rights are restricted in a capability, $REALLYRTS are removed as ~
-: 

well. *

2.2.5 Types , Creating, and Erasing

Objects of type TYPE represent all objects in the equivalence class of a
given type. For example, the object whose name is PROCEDURE and whose
type Is TYPE represents all objects whose type is PROCEDURE. There is, of
course, an equivalence class for objects of type TYPE represented by an
object whose name is TYPE and whose type is TYPE. Some of these
equivalence classes (for Kernel-defined objects) are illustrated in figure 4.

objects TYP E
of

TYPE 

~~~~~~~~~~~~~~~~~~~~ ) 

P~Ri ~ ~PROCESS~ 0 0 0 LNS

0 < 0
0 < 0  0 0 0

objects of type DATA
objects of

type
PROCESS

objects of type PORT

Figure 4: Some Generic-defined objects

Objects of’ type TYPE are used to generate templates of the type named
by the TYPE object. A template of’ a given type is then used In creating an
object of that type. There Is a single object in the system whose name and
type are both TYPE which represents all the objects in the system (including
itself) whose type is TYP E. (See Figure 4.)

The way to create a new object of some type, say FILE, Is to use the K-
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call SCREATE , supplying as an argument a FILE template with SCREATERTS ,
called a creation template. A FILE template can first be gotten by using the
K-call $MAKETEMPLATE , supplying a capability for the FILE TYPE object
with $TEMPLATERTS.

Note that as a matter of policy, a subsystem may not allow users to
have access to creation templates. Instead , a user who wishes to create an
object must call upon a procedure in the subsystem which does have access
to the creation templates. Thus, the subsystem is able to create an object and
initialize it in a well-defined way, and then protect it from the user by
restricting appropriate rights. The subsystem may also perform resource
control or accounting, and refuse to create an object If no resources are
available or the user has exceeded some quota.

Initially, Hydra provides templates for each Kernel type (thoug h users
may not directly be able to access these). These templates do not have all
Generic rights, but rather a restricted set , depending on the type. For these
rights limitations, see section A.5. Note that one does not need
access to a Kernel TYPE object in. order to obtain templates for Kernel types.
See the $MAKETEMPLAT E K-call in section 2.2.7.2.

SCREATE may expect some additional arguments when creating an
object of a Kernel type28. For example , in creating a new TYPE object ,
$CREATE expects a memory address as an additional argument. The Kernel
will use the information in that block of memory to store the following data
in the data-part of the TYPE object:

$CreatePNAME - word 0 of the type’s print name . While all objects
have a 64 bit bit unique name , TYPE objects also have a 10-
byte print name. The IC-call $OB~JINFO , given a capability for
an object , produces (among other information), the print name
of its type.

SCreateCapalnit and $CreateCapaMa~: - the initial length of the C-
list (filled with truenulls) and the maximum length of the C-
list of any object of the type created . Either or both of these
m a y  be zero , but it must be true that
SCreateCapalnit � $CreateCapaMax .

SCreateDatalnit and $CreateDataMax - the initial length of the data-
part (zeroed) and the maximum length of the data-part of any
object of the type created. As with the C-list limits,
SCreateDatalnit � $CreateDataMax.

28 The com plete set of Kern el types , the ir symbols , and their cre~ tt on arguments , ~s given In
sec t ion A.5).
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$CreateTemnpFlag - an indication as to whether objects of this type
are to be retained between activations of Hydra. If
$CreateTem~Flag Is set in the TYPE representative of an
object , then that object will (effectively) be destroyed
whenever the system Is shut down. Such objects are used to
contain transient status, e.g., open-file records. *

SCreatefletrieveFlag - an indication of’ whether objects of this type *

are to be retrieved when all references to the object are *

deleted (see following paragraph). *

*

When all capabilities for an object have been deleted , the space *

occupied by the object is normally reclaimed. However , it is possible to *

retrieve such objects and prevent reclamation on a type-by-type basis (see *

RTRVFLAG above). The K-call $TYPEBETRIEVE returns a capability for an *

object , all of whose references have been deletca (including aliases). To *

actually reclaim a retrievable object , the K-call $ERAS E rather than
$DELETE must be used to delete the last capability for the object . Aliasin.g *

objects are never retrieved. *

The f ields for a type creation block are def ined in
CREATE.REQ[N8 1 1HY97].

2.2.6 Protected Subsystems

Since protected szzbsystez�2s are generally built around a particular type
of’ object (e.g. the Directory subsystem mentioned earlier), Hydra provides a
way to use a subsystem without unnecessarily proliferating capabilities for
the procedures which define it.

The C—list of a type object is used to implement protected subsystems
easily by listing the procedures which define it , and supplying access to
those procedures through the K-call $TYPECALL.

If the Ndx ’th capability in. the current LNS is of’ type T, and we use the
notation T 1 to indicate the j’th capability in the C-list of’ the T-TYPE object ,
then. ~ TYPECALL (Rtrn ,Nd.x,j, aZ,...,ak) Is the same as
$CALL(Rtrn ,Tj ,a2,...,ak). See figure 5.

There are several advantages to using the STYPECALL mechanism. Two
major advantages are: -

> Users do not have direct access to capabilties for the subsystem
procedures. Thus new procedures may be installed by changing the
capabilities in the TYPE object. This makes management of complex
systems much easier.

~
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___________________________ PROCEDURE

~TYPECALL(2 ,3, 4,<args>)

Figure 5: A $TYPECALL example

> Standard interfaces can be provided. For example , the conventicn
may be adopted that slot 2 of the TYPE object contains the creation
procedure capability.

- - .. 2.2.7 Specifications for Intermediate Kernel K-calls

2.2 .7.1 Crea tion of TYPE objects

~~~
‘ 

~CREATE (Dlndex , SType, SMernRlO)

Parameters:

Dindex - Simple index , empty

SType - Simple imlex , TYP E template , $CF~EZ~TE~ TS.

SMentRlO - Legitimate stack n-te nory address Thr
details of contents, see section 2.2.5.
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Effect:
Creates a TYPE object for a user-defined type. The type print

name, C-list limits, data-part limits, temporary flag and
retrievability flag are all set according to the contents of
SMemR 1O.

Signals:

This K—call will signal if any of the parameters In. the type
creation block are out of range or inconsistent. The index of the
offending word for the signal will be placed in $SIGDATA.
SHySTYPEBOUND - One of $CreateCapalnlt, SCreateCapaMax,

$CreateDatalnlt or $CreateDataMax larger than the
implementation-defined maximum; or
$CreateCapalnit > $CreateCapaMax or
SCreateDatalnit ) SCreateDataMax .

Result:
0

SCHANGETYPESPECS (Dindex, SMemRIO)

Paramn eters:

Dlndex - TYPE object reference; Steps and Pretarget:
$GETCAPABTS , $UNCFRTS; Target:
$CHA.NGETYPERTS, $MODIFYBTS

SMemB 10 - Legitimate stack memory address
Effect~ Allows the parameters set at creation of a TYPE object to be

altered. Note that these changes will affect only future creations
done for objects of this TYPE. The only change to existing objects
is that the print name Is changed. Note: If a -1 (#177777) is
stored in a word of the type specification block, the contents of
that field in the TYPE object is not altered.

Signals:

This K-call will signal if any of the parameters in the type
specification block are out of’ range or inconsistent. The index of
the offending word for the signal will be placed in $SIGDATA.
$HySTYPEBOUND - One of $CreateCapainit, $CreateCapaMaz,

SCreateDatalnit or SCreateDataMax larger than the
implementation-defined maximum; or
SCreateCapalnit > SCreateCapaMax or
$CreateDatalnit > $CreateDataMa.x.
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Resulti
0

2.2.7.2 TEMPLAT E Manipulation

SMAKETEMPLATE ( OPath , Slndex , Smemrts

Parameters:

DPath - Path index; Steps: $GETCAPkRTS , $UNCFRTS;
Pretarget: $PTJTCAPARTS, $MODIFYRTS; Target:
empty

SIndex - Simple index, type TYPE , $TEMPLATE~ TS or a
negative integer (see below)

Smerarts - Legitimate stack memory address , or 0
Effect:

If SIndex is a simple Index , then SMAKETEMPLATE - iaces a
t emplate in DPath ’s Target whose type is the name of the Slndex th
capability in the current Lx’S. The template will only ha~ e
$UNCFRTS set if Slndex has SUNCFF.TS. The template will have all
other flag s and rights (both Generic and Auxiliary) set except for
$R EALLYRTS.

If Slndex ~gative , then a template for the (-Slndex) ’th
Kernel type is p1~ced in DPath ’s Target with $TemplateFlag set as
well as various rights depending on the type. (See section
A.5.) The first 13 types are the predefined Kernel types.
The symbols which map these names into types are described in
section A.5 and in the BlISS require file
TYPE S.REQEN8 11HY97J . N cte that the symbols given in this file
are positive integers, and must be negated by the user when used
in. this K—call.

In either case, the rights of the new template are fur ther
restricted according to the contents of Smentrts (if Sinemrts is
nonzero).

L Resulti
0

— - ~~~ —- - - - .-
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$SETCHKRIGHTS ( DPath, SMemrts

Parameters:

DPath - Path index; Steps: $GETCAPARTS, $UNCFRTS;
Pretarget: SGETCAPA.RTS , SPUTCAPARTS,
$KILLRTS , $MODIFYRTS; Target: template ,
$DELETERTS

SMenirts- Legitimate stack memory address
Effect:

Sets the check-rights of the template at DPath according to
the contents of SMenirts.

Result:
0

2.2.7.3 Object Manipulation

SCRE ATE ( Dindex , Sindex, <arguments> )

Parameters:

Dlndex - Simple index, empty

SInd.ex - Simple index , template, SCREATERTS; must not be
NULL; Also requires $UNCFRTS if the type is
Retrievable

- For description of additional <arguments> (only
applicable when SCREATEing a Kernel object) see
sectlon A.5.

Effect:
Creates a new object of the same type as Slndex and places a

capability for It in Dlndex. The rights In DIndex are the same as
those In Slndex except that $FBEEZEFLAG will be removed ,
$DELETERTS , SENVRTS, and SMODIFYRTS will be added,
$UNCFRTS will be added unless Slndex Is a procedure template and
the current LNS is confined.

Result:
0

- - -
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SCOPY ( Dlndex, Slndex, <arguments>

Parameters~

Dlndex - Simple index, empty

Slndex - Simple index, object reference, $COP YRTS

- For description of additional (arguments> (only
applicable when $COPYing a Kernel object) see

- section A.5. -

Effect:
Creates a new object of the same typ e as Slndex and places a

capability for It in Dlndex. In. addition , the contents of the C—list
and data-part of the new object will be the same as those of the
original.

The rights of the new capability in DIndex will be exactly
the same as those for SIndex plus $DELETERTS , unless the object is
of a Kernel type, in which case additional rights may be added.
Note that some Kernel types cannot be copied. See section
A.5 f or details.

Resulli
0

*

*

SDESTROY ( DPath )

* Parameters:
*
* DPath - Path index; Steps and Pretarget: SGETCAPABTS ,
* $UNCFRTS; Target: object reference ,
* $MODIFYBTS , $OBJBTS

Effect:
* Destroys the object referenced by the Target and deletes all
* capabilities in the object’s C—list.

Future accesses of the object will fail with either
* $HySCBOUND or $I-IySDBOUND signals.
* When the last capability for the object is deleted , the object
* will not be retrieved.

Besulti
0

?i 

-
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SSWITCH (OFath, Dlndex)

Parameters:

DPath - Path index; steps and pretargec: $GETCAPARTS ,
$UNCFRTS; Target: object reference ,
$MODIFYRTS , $OBJRTS, $UNCFRTS

Dlndex - Simple index, same type as DPath’s target,
$OBJRTS, $UNCFRTS,$MODIFYRTS

Effect:
Switches the C-list and data-part of the objects referenced by

DPath’s target and Dlndex.
Signals:

SHySCAlJTLOCK-The object referenced by Dmn.dex cannot be
immediately locked.

Result:
0

*

*
- SFREEZE ( Dlndex , Slndex, <arguments> )

Parameters: *

*

DIndex - Simple Index , empty

Slnd ex - Simple index, object reference , $OBJRTS, *

$MODIFYRTS; Slndex must not be an. alias; each *

capability in C-list of the object must have *

$FREEZEFLAG *

*

- For description of additional <arguments > (only *

applicable when. perform ing $FREEZE on a Kernel *

object) see section A.5. *

Effect:
Performs a $COPY of the object, then sets $FREEZEFLAG and *

turns off $UNCFRTS and $MODIFYRTS in DIndex. Otherwise the *

s~me as $COPY. 
*

Signals: *

• $HySFREEZE- Some capability in the object’s C-list Is not frozen. *

SSIGDATA indicates the index of the last such *

capability. *

— $HySNOTUNIQUE-DIndex Is not the only reference to the object. ~
SHySALLAS - Dindex references an alias.

Result: *

0 $
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: SMAKEALIAS ( Dlndex , Slndex
$ Parameters:
*
* Dindex - Simple index, empty
*

* Smn.dex - Simple index , object reference
$ Effect:
* Creates an object in DIndex of the same type as SIndex to act
* as an alias for the object referenced by Srndex. Any future

references to to the new object (unless changed by $REALLY) will
* in fact access SIndex ’s Terminal object. Dmn.dex will have the sante
* rights as Slndex except $DELETERTS and $REALLYRTS will be
* added and it will not have SFREEZEFLAG.
* Result:
* 0
*

*

: SREVOKE ( Dlndex

* Parameters:
*
$ DIndex - Simple index , SREALLYBTS
* Eff ~c’.:
* Revokes alias until re-ally-ing occurs . Future references
$ through the alias will fail with signal SHySNOALIAS.
* Result:
* 0
$

SREALLY ( Dlndex , Slndex )
* Parametersi
*

Dmn.dex - Simple index , $REALLYRTS (insures aliasing
* object)

F *
* Sindex - Simple index , must reference DIndex ’s original
* alias. SInde x , except for SDELETERTS and
* SREALLYRTS , must have at least all the rights
* that Dlndex has.

‘ * Effecti
* Re-allies the object referenced by Dlndex to be an alias for

• * the object referenced by SIndex.
________

0
r
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STYPERETR IEVE ( Dlndex , Sindex ) :
Parameters: *

*

Dlndex - Simple index , empty; or 0 *

SIn.dex - Simple index, TYPE object reference, $UNCFRTS , $

$RETRIEVERTS *

Effect: 
- 

*

If Dlndex is not zero, retrieves a capability for an object of’ *
the type named by Slndex , all of whose references have been *

deleted. The Kernel maintains the retrieval queue for each object *

in. FIFO order. The retrieved capability has all rights except *

$FREEZEFLAG ~an.d SREALLYRTS (aliasing objects are not *

retrieved). If DIndex is zero, the K-call is executed for its result *

value only. *

Result: *

Number of objects in Slndex ’s type’s retrieval queue , *

Including object retrieved, if any. Note a result of’ 0 indicates no $

object was retrieved. $

*

*

SERASE ( Dlndex )

Parameters: *

DIndex - Simple index , must be only reference to object , *

$OB~JRTS , $DELETERTS $

Effect: $

Deletes last reference to an object without placing it in its $

type’s retrieval queue. Also deletes each capability in the object’s $

C—list. (If the capability is for an aliasing object , or no retrieval is *

indicated for the type, simply deleting the last reference to the *

object has the same effect as $ER&SEing it .) $

Signals: *

SHySNOTUNIQUE-Dindex is not the only reference to the object *

Result: *

0 *

- - • . ,  - .- .. - . - - •~ V 
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2.2.7.4 The CALL Mechanism

SMERGE ( Dlndex , STemp i, SPath

Parameters:

Dlndex - Simple index , empty

STeinpl - Simple index , template , $TemplateFlag -

SPath - Path index; Pretarget: $~ ETCAPABTS; Target:
defined , rights must contain all those specified by
check-rights field of STempl . If STenipl is not
NULL , must be an object reference and must be of
the same type as STc-xnpl. If STempl is NULL , may
be of any type and may be either an obj ect
reference or a template .

Eff ect:
Copies the capability targeted by SPath to the ~ln~ ex ’th slot

of the current  LYS and sets ~DELETE FV TS. If SPath’s Ta rget is a
capability fo r an aliasing object and STempi has $AinplifyFiag set ,
a capability for the alias’s ter:~ inai obje ct is copied instead .

If STempi has $AinplifyFlag set , STc n-~p l s  ( new-rights) are
copied to Dlndex , except for SEL’VPTS , $U N CFRTS , JC~~ FYF TS
and $FPIE EZEFLAG which must appear in SPath’s Target as well.

If any capability in the Path’s steps or pr et3 rget lacked
$UNC F~ TS , then SMODIFYRTS , SUNCFRTS and $REA.LLYRTS Will
be removed from Dtndex . If any capabil ity in the SPath lacked
SENVRTS , then SENVP~TS will be removed from DIndex.

Signals:
- SHySCHECKBTS-Check-rights failure

SHySMEl~GE- STempi is not a template or does not have
$TemplateFlag set~

SHySSTYPE - Types of SPath’ s Target and STempl are not the same.
Besult~

0

_ _ _  - ~~-
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:
SMAKELNS ( Dindex, Npr cc, <arguments> )

Parameters~ *

*

DIndex - Simple index, empty

Nproc - Simple index , procedure object reference; * —

- 
$LNSRTS *

The 0 or more <arguments> must each be of the following
form:

> $PATH ( SPath )
Path index; Pretarget : $GETCAPP..RTS;
Target: Requires SENVRTS if Nproc has
SPROCESSETS

> $RESTRICTION C SPath , Snienirts )
SPath: as for SPATH
Smenirts: Legitimate stack memory

- address, or 0

> $TRA.NSFER ( SPath. , Srnemrts ) 
- -SPath: Path index;

Steps: $UNCFRTS , $GETCAPABTS;
Pretarget: SMODIFYRTS, SGETCAPARTS ,
$KILLRTS;
Target: $DELETERTS , also requires
$ENVRTS if Nproc has $PROCESSRTS.
Smemrt.s: Legitimate stack memory
address, or 0

> $MEMDATA ( MemRn , Coun.t )
Memfln: Legitimate user memory address
Count: Positive integer

) $STKDATA ( <data> ) 29 x
<data> : 0 or more expressions, each of X
which generates one word of data X

29 An ob * o t ete contr ~ct which is Included here to ; compl ete ness. Users may encounter It In
olde r code and confuse it with SSTACi~DATA.

~

- 
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> $STACKDATA ( <data> )
<data>: 0 or more expressions , each of
which generates one word of data

> $LNS ()

> $LNSRES TRICT ( Srneinrts )
Smemrts: Legitimate stack memory
add r ess, or 0

Arguments $LNS and $LNSRESTRICT are
per mitted only if Nproc does not have
both SPROCESSRTS and SENVRTS . The
capability denoted by each argument must
also satisfy the requirements of its
corresponding parameter template (see
$MERGE) .

* Effect :
* An L~~S is incarnated from the procedure and arguments and
* a capability for it is placed in Dtndex with $DELETERTS. In
* addition , it will have SUNCFRTS and $FREEZEFL AG , and the

auxiliary rights $LN SRTS and $PROCESSRTS if Nproc does. If
* Nproc lacks ~ PPLOCESSRTS or $ENVRTS , the Capability for the LN S
* will lack $ENITRTS.
* The LNS will be made confined if Nproc lacks $UNCFRTS.

All capabilities in the C-list of the PROCEDURE which are
either object references or capability templates ($TemplateFlag
set) are copied to the same slot in the C-list of the incarnated LI~S.
These are the inherited capabil ities . If Nproc lacks $UNCFRTS ,
each of these will have $UNCFRTS, SMODIFYRTS and $REALLYETS
removed. If Nproc lacks $ENVRTS, each inherited capability will
have $ENVRTS removed.

Parameter templates in the C-list of the PROCEDURE are
capabilities specified by the arguments. Arguments are matched
with parameter templates In descending slot number order. The
“rightmost” parameter is merged to the highest-numbered
parameter slot , the “next-rightmost” parameter to the next-
highest-numbered parameter slot , etc. , until all parameters have
been merged. If insufficient parameters are provided , the
remaining lower-numbered parameter slots are filled with
unbound templates (see section 2.3. 1).

The capabilities that will be placed in the parameter slots of
the LNS are the result of $MERGEIng the parameter template with
a capability specified by the corresponding argument. For details

~ 

-i ~~
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of each individual merge , see the ‘Effect ’ part of the SMEISGE K-
— call. As noted , arguments come in 7 flavors. The capabilities they

specify and additional side effects are as follows:

> $PATH: Capability is SPath s Target.

- - ) SRESTRICTION: Capability is SPath’s Target , restricted by
the contents of Smenirts if Snienirts is non-zero.

- - > $TRANSFEB: Capabihty is SPath’s Target , restricted by the
contents of Srnenircs if Smernrts is non-zero. In addition ,
the capability at SPath’s Target is deleted. (N.B. Use
wisely, because ii~ the K-call fails the capability may belost.) This option ts equivalent to the $PASS K-call.

) $MEMDATA : Capabil~ty is for a newly created DATA object
with all rights but $FREEZEFLAG and $REALLYRTS. The
data-part of the new object will contain the Count words
of data copied from the block of memory beginning at
MernRn.

> $STKDATA: Capability is f or a newly created DATA object X
with all rights but $FREEZEFLAG and $REALLYRTS. The X
data—part of the new object will consist of ‘<data>’ in X
reverse order. Thus $STKDATA (1 1 ,22 ,33) produces a data X
object containing words 33, 22, and I i  in positions 1, 2 , X
and 3, respectively. X

> SSTACKDATA: What $STKDATA was really meant to be.
Creates a capability for a newly-created DATA object with
all rights but $FREEZ ~~ L~ G and $REALLY’RTS. The data
part of the new object will consist of ‘<data> ’ in the
correct order. $STACKDATA (11,22,33) produces a data
object containing words 11 , 22, and 33 in positions 1, 2,
and 3, respectively.

-t

t 
~ > $LNS: Capability is for the caller’s L~ S with SDELETERTS,

SMODI FYRTS , SIJNCFRTS, $GETCAPA.RTS , SPUTCAPARTS ,
$APPENDCAPABTS , SKILLRTS , $GETCBRTS , SSETCERTS ,
$GETSTACKETS , and $PtJTSTACKBTS.

> $LNSRESTRICT: Capahlity is as in SLNS with rights
additi onally restricted by the the contents of Smem:ts if
Smenirts is non-zero.

._
~- _ -.-‘—.,*_.__----—___ ~~~
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Signals:
$HySFA,RG - Too few arguments. $SIGDATA indicates the

minimum number of arguments acceptable.
$HySMAl~G - Too many arguments. $SIGDATA Indicates the

maximum number of arguments acceptable.
SHySCANTCONFINE-LNS is not allowed to be made confined. (See

section 2.3.1.)

If an argument is bad or any merge failed, the usual signal
will be generated with $HySMAXELNS or’ed in as well. In
addition , the fixed location $SIGDATA i~ the stack page will
contain the index of the affected slot in the incarnated LNS in its
low order byte and the number of the affected argument in its
high order byte.

Result:
0

*

*

SLNSCALL ( Dlridex, N~ns )
*

*

* Dlndex - Simple index, empty
*

* Nlns - Simple index , LNS object reference , $LNSRTS;
I

* The LNS must be “usable” (see sections 2.3.2 and
* 3.1.1)
* Effect:

The LNS is called and execution begins in its environment.
* When the called LNS $StJSPENDs , it may specify a cap ability to b~
* returned. If Dlndex is not zero , it designates the slot where that
* capability will be put. If Dlndex is zero , a returned capability is
* simply discarded.
* Sii~nals:
? SHySNOSTACK-Inadequate stack space available to run the LNS
? (see section 2.3.1). $SIGDATA contains amount
? of’ additional stack space needed.

SHySCONTROL-Callee returned by ‘Punting a Control’ rather than a
$SUSPEND (see section 2.3. 1). —

$HySCANTLOCK-LNS is currently in use (see section 3.1.1).
$HySREtJSE - LN S may not ~e reused (see section 2.3.3).

For paging-related signals, see section 4.7.1.

When the callee $SU S?ENDs , it specifies a return value. If
that value is negative , it is treated as a sIgnal.

T~~1II T’~~T~ ~~~~~~~
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Result:
Value returned by the callee

SCALL ( Dlndex, Sproc , <arguments> )
Parameters:

Dlndex - Simple index , empty, or 0

Sproc - Path , procedure object reference, $CALLRTS

- Specifications for <arguments> are exactly as for
SMAKELNS.

Effect:
The effect is almost equivalent to the sequence

SMI’i.KELNS ( *, Nproc , <arguments> );
$LNSCALL ( Dlndex , * ).

That Is, th~ Kernel incarnates the LNS and calls it , without the
caller ewr having a capability itself for the incarnated LNS. The
only difference is that, unless required by check-rights in a
parameter template, an argument’s target does not require
$EN VRTS, regardless of’ whether or not Nproc has $PROCESSRTS.
$LNS and $LNSRESTRICT are always allowed.

Signals:
See $MA.K.ELNS and $LNSCALL

Result:
Value returned by callee

- SSUSFEND ( Value, Slndex, Smemrts

Parameters:

Value - Integer

Slndex - Simple index , $ENVRTS , or 0

Smenirts — Legitimate stack memory address, or 0
Effect:

Causes return of’ control to current LNS’s caller with result
Value. If’ Value is negative , Value is signalled as well In the
caller ’s eziv’lronntent. If the caller specified a Return slot and
Slndex Is non-zero (and the return slot has not otherwise had a
capability stored Into It), the capability denoted by Slndex is

- 
~~~ 
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returned to that slot in the caller’s LNS with rights restricted by
the contents of Smexnrts (If Sraexnrts is not zero) and with
$DELETERTS added.

If the current LNS has no caller, the current PROCESS will be
stopped. Attempts to restart it will be unsuccessful. See sections
3. 1.7.4 and G.3.

Result:
Current value of RO. Control returns to caller (unless a

signal occurs). Control only continues normally after a $SUSPEND
if the current LNS is subsequently $LNSCALLed again.

SRETURN ( Value , Slndex , Smemrts

Parameters:

Value - Integer

Slndex - Simple index, $ENVRTS, or 0

Sniemrts - Legitimate stack memory address , or 0
Effect:

Causes return of control to current LNS’s caller with result
Value. If Value is negative, Value is signalled in the caller ’s
environment. If the caller specified a Return slot and Slndex is
non-zero (and the return slot has not otherwise had. a capability
$PLTTCAPAd into it) ,  the capability denoted by Slndex is returned
to that slot In the caller ’s LNS with rights restricted by the
contents of Snienirts (if Smenirts is nonzero) , and with
$DELETERTS added.

If the current LNS has no caller , the current PROCESS will be
stopped . Attempts to restart it will be unsuccessful.

Result:
Current value of’ RO. Control returns to caller (unless a

signal occurs). Any attempt to resume execution via $LNSCAL L
will result in a signal $HySRETJSE30.

30 A c t u a l l y ,  $P.ETURN Is not a separate  K-c a il~ lt Is a macro which  e x p a n d s  a !SUSPE ~~r ,
followed by a loop cor .ta lnIn g  a SSUSPEND which  sIg ~ a~s $Hy 5~ E~~S~ . ~~ are .several
reasons for r en a m in g  the  old SRETU. ~ -J K-cal l  to ~c $5USP5~-J D and  cre at : :~~ ~. ?‘. i s ma .~ r3.
They deal pr im a r i ly  with  concepts of pro gram cl ar ~~’ ar ~d ea~e of u~~d a r c ’~ d , c g ;  I t  Is (o r
should  be) per fectly obvious to both pr ogramm er  ar,~ rea d er  of code tha t  a p~ccedu -~ . s
Ii -~tcnded to resume a f t er  a $SUS?~ N~ ~ut not aft er  a S~ ETU~~~. It  a i so means t hat ~~~-~
~;hIch was  not inten ded to be re-used will not ~e ~-.advert e~ tly re-used te c~ u se so~~so~~e
forgot to set the re -use  flag.

~~~~~ ~~~~~~~~~~~~~~~~~~ _ _
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p .2 7.5 Protected Subsystems

STYPECALL ( Dindex, SPath, TPath, <arguments> )

Parameters:

Dindex - Simple index, empty or 0

SPath - Path , defined -

TPath - Path beginning in the C-list of the TYPE object
whose name is the type of SPath , PROCEDURE
object reference, $CALLBTS

— Specifications for <arguments> are exactly as for
$MAKELNS .

Effect: -

If we let TYPSpath be the TYPE representative for the
capa~bility (object or template) targeted by SPath , then the effect is
(roughly) equivalent to:

SGETCAPA (*,TYP SPath); 
-

SCALL ( Dirtdex , SPAT H(* ,TPath) , <arguments> );

that is, the Kernel $CALLs the procedure in the type object
without the caller getting a capability itself for the procedure.
See section 2.2.6 and Figure 5.

Signals:
See SCALL

Result:
Value returned by callee

- - . - -

p —
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Appendix K: K-call macro summary
This appendix summarizes the Kernel calls and their parameters and

provides a quick reference both to the calls and to their descriptions in the
manual. The flags in the left column are those which appear with the

- Kernel call In its description In the manual, and are explained In section
1.1.4.

$APPENDCAPA ( DPa th , Sindex , Smeinrts ) 2-25
$APPENDDATA ( DPath, MemRn, Count ) 2-21

P SATTACHPOLICY ( Nprcs , Npol , SBase ) 3-15
$BASECALL ( Dindex , SPath , arguments ) 3-10
SCALL ( Dlndex, Sproc, arguments ) 2-53

SCHAN GETYPESPECS (Dindex , SMeniRIO) 2-41
$CLENGTH ( SPath ) 2-17
$COMPABE ( SPath , Slndex ) 2-18
$CONNEC T ( Port 1, Outchan, Port2 , Inchan , Connid ) 6-9

P SCONTROL ( Nprcs , Code ) 3-12

SCOPY ( Dlndex , Slndex , arguments ) 2-44
$COPY ( Dindex, SPag e, Ncps) 4-5
$CPSLOAD ( Dins, Pairlist) 4-6
SCREATE (Dlndex , SType , SMemR 1O) 2-40
$CREATE ( Dlndex , Slndex , arguments ) 2-43

$CREATE ( Dlndex , SPrcs, SLus ) 3-2
SCREAT E ( Dlndex , SPrcs, args, SProc ) 3-3
SCREATE (Dindex , SPol , Data) 3-14
$CREATE (Dlndex , SPort , NMsgSlots, NDummy, NOutchan , NBesources)

- 6-8

$CREATE (]Jlndex , SSem, Count) 7-1

SCREATE (Dlndex, SPa,ge, Flags) H-i
$CREATE (Dlndex, SPort , NMsgSlot,s, NDummy, NOutchan , NResources ) H-

2

SCREATE (Dlndex , SSem, Count) H-3
SCREATE ( Dlndex , SPrcs, SLn s)  H-3
SCREAT E ( Dtndex , SPrcs, args, SProc ) H-4

SCREAT E (Dlndex , SProc) H-5
SCREAT E (Dlndex , SPol , Data ) H-6
S DELETE ( DPath ) 2-25
$DELETEMSGCAPA (Port , MsgSlot) 6-33

* $DESTROY ( DPath ) 2-44

~~~~~~~~~~

4
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$DISCONNECT ( Port , Outchan ) 6-11
$DLENGTH ( SPath ) 2-17

* $EP~ASE ( Dlndex ) 2-47
* $FREEZE ( Dlndex , SIndex , arguments ) 2-45

$GETCAPA 16 ( DIn dex , SPath ) 2-24

X $GETCLOCK ( SMemW4 ) 2-29
$GETDATA ( MemWn , SPath , Disp, Count) 2-19
SGETGMT (MemW4) - 2-27
SGETICB ( SMemWn , SPath , Code ) 2-63
$GETLCB ( SMemWn , SPath , Code ) 2-64

$GETMSGCAPA (Port , MsgSlot , Dtndex) 6-33
P $GETPCB ( SMemWn , SPath, Code ) 3-9
P $GETPOLICY ( SMemW 16, Npol ) 3-15

SGETPROCESSID ( )  3-9
$GETSTACK ( SMemWn , SLu5, MernLns , Count) 2-65

$GETtJPTIME (MemW4) 2-28
$GMTTOLOCAL (MemWa , Count) 2-28
$GNAMETOGMT (MeniW4 ,MemR4) 2-27

P $INFPOLICY ()  3-17
SINTERCHANGE ( DPath, Dindex, Smenirts) 2-26

$KALLINDIBECT (SMemRn) 2-29
- 

* $LNSCALL ( DIndex, Nins) 2-52
$LNSLEN GTH ()  2-17

* $MAKEALLAS ( DIndex , SIndex ) 2-46
SMAKEDATA ( DPath , Mera R n., Count , Smemrts ) 2-20

* $MkKELNS ( Dlndex , Nproc, arguments ) 2-49
SMAXEMSG C Port , Buflen , Stkdep )  6-12
SMAXEPAGE ( DPath ) - 4-6
SMAXETEMPLATE ( DPath , Slndex , Smexnrtz ) 2-42

— 
$MAKETEMPLATE ( DPath , Studex, Sinenirts ) H-7

$MAKE tJNIVEBSAL ( DPath ) 2-22
SMERGE ( DIndex, STempl, SPath ) 2-48
$NCONNECT (Port 1, Outchan , Port2, Inchan , Ccnnid , Disconnopt) 6-10
$ol3JrNro ( SMemW 16 , SPath ) 2-18
$P ( Dlndex) 7-2

$PASS ( DP ath , Slndex , SMemrts ) 2-22
SPASSAPPEND ( DPath , Slndex , Srnemrts) 2-24

1 b Als o }~n own , for h is tor i ca l  reasons , as ~L.OA D.
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* SPASSMSGCAPA (Port , MsgSlot , Sindex, Memrts) 6-35
SPCONDITIONAL (Dlndex) 7-4
SPROCESSTIME ( SMexnW2 ) 3-il

$PUTCAPA 17 ( DPath , SIndex , Sntemrts ) 2-23
$PUTDATA ( DPath , MemRn , Disp, Count ) 2-19
$PUTMSGC APA (Port , MsgSlot , Slndex , Memrt s) 6-32
SPUTSTACK ( DLns, MeinLns, SMemRn , Count ) 2-65
$READMSG ( Port , MsgSlot , Pos , Len , MemW n ) 6-13

* S REALLY ( Dlndex , Slndex ) . 2-46

X $RECEIVEMSG ( Port , Cty-pe , Class, Mask, SMeinW6 ) 6-26
$REPLYMSG ( Port , MsgSlot, Type ) 6-20
$R EQUE TJEMSG (Port , MsgSlot , Type , Channel , Messid , Connid , Replybit )

6-29
$RESCHEDULE ( Tim ) 3-13

* $ RESTRICT ( DPath , Smernrts ) 2-26
$BETURN ( Value , Slndex , Srnemrts ) 2-54

* $ REVOKE ( Dlndex ) 2-46
$RPSLOAD ( Nlns, Nrps , Ncps ) 4-7
$RRLOAD ( Nrps, Ncps ) 4-8

$RRUNLOAD ( Nrps ) 4-8
$RSVPMSG ( Port , MsgSlot , Type, Outch.an, Messid , Inchan, Replym ) 6-16
$SENDMSG ( Port , MsgSlot , Type, Outchan ) 6-19
$SETCHKRIGHTS ( DPath , SMemrts ) 2-43
$SETDLENGTH ( DPath , Count ) 2-21

$SETICB ( DPath , SMemRn , Code ) 2-63
$SETLCB ( DPath., SMesnRn, Code) 2-64

P $SETPCB ( DPath , SMemRn , Code ) 3-10
P $SETP OLICY ( Dlndex , Slndex , SMeniRl 6)  3-16
P $START ( SIndex ) 3-11

P $STOP ( Nprcs , Code ) 3-12
$SUSPEND ( Value , Slndex , Smemrt s ) 2-53
$SWITCH (DPat h , Dindex) 2 4 5
$TAKE ( Dlud.ex, SPat h ) 223

* $TAKEMSGCAPA (Port , MsgSlot , Dlndex) 6-34

$TIMEDRECEIVE (Port , Timeout, Typemask, Chanmask, Messid , SMexnW6)
6-22

$TRUNCATEMSG (Port , MsgSlot, Length) 6-31

17 Also known , for historical reasons , as $STORE .

-
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$TYPECAL L C Dindex , SPath , TPath , arguments ) 2-55
* STYPERETRIEVE ( Dlndex , Slndex ) 2-47

$UPDATE ( SPath ) 5-1

* $UPDATE ~ (SPath ,Depth) 5-2
$V (Dindex ) - 

- 7-3
$VACATE ( DPath ) 2-25
$VALL (Dlndex) 7-3

P $WI-1ATPOLICY ( SMemW16, Npol ) 3-16

- 
* $WORKSET ( Nins, Size ) 4-9

$WRITEMSG ( Por t, MsgSlo t, Pos, Len , MoinBn ) 6-14

-In., - -‘-- — - — — — - ~ - - - - “~~~~~ ‘~~~‘ ~~~~~~ I ~~ - - — - ‘
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AP PENDDAT A , K-call 2-21 calNlTcpsaLocK , I CB/LC B field 7-10
APP ENDO ATA R TS , right defined 2-6 , A-I  CBINIT CP S(i] I I CB/LC B field F- S
AP PENDDATARTS , right used/required A-13 CI3I NSTBAP S , I CB/LCR field F- b
AR GM I N , I CB/L C B fIeld 2-62 , F- S
ARPA n et Interface 8-20 CB L CB I NF , iC fl/L C B field F- b
ASLI lI nk  8-18 CBLNS DATA , I CB/LCB field 2-62
Aayn th ro nou s Line Inte rf ace (AsLI ) 8-18 CBLN SDATA BL OCX , IcB/LCB field F- b
ATT AC FI POL I CY , K-ca ll 3-4, 3-15 CB LNSDA TA E 1], I CB/ L CB field F-S
ATT ACHPO L L~TS, right defined A-10 , A - i l  C3LNSET , I CB/LC B field F- b
ATTACHPOL R TS , right used/required 3-15 CBLNSG E T , lCB/LC B field F- i I
Auxil iary right s 2-8 CBPC , I C B/LC B field 7-7

CBP CTRAP S , I CB/ LCB field F - i l
Backdoor K-calls J -1 CBPR OCDATA , I CB/LCB field 2-62
Base , process 3-3 CBPR OCDATA BL OCK , I CB/LCB field F - I l
BASECA L L , K-call  3-10 CBPROC OATA C 1], I CB/ L CB field 7-7
BASERTS , right defined A - I l  C3PR OCS E T , I C B/ L C B field F-I  1
BASER TS, r ight used/required 3-15, A - i l  CEPS , I CB/LCB field 2-6 1 , 4-6 , F-7

F BP TP C (BP T trap P C) 2-57 CBPSPC , I C B/LC B field F -I I
BPT P C , I C B/LC B field F-S CBR EG I , ICB/LCB field 7-7
Buffer size , device 8-3 CER EG2 , IC B/LCB field 7-7
Buffer, ind irect 8-3 , 8-4 CBREG3 , LCB/LCB field 7-7

C3R EG4 , ICB/LCB field 7-7
C- l i s t  2 - 1 , 2-2 CBREG5 , ICB/LCB field 7-7
C-list  r ights  2-5 CBREGS , I C B/L C B field F -I  I
C-l i s t , m a x i m u m  size A-S CESAVEAREA , ICB/L .CB field F - I l
Cacheable page 4-5 CBSAVEREG , ICB/LCB fIeld 7-7
CAC HE RT S , r ight defined 4-5 , A-12 CB$AVERE GS , I CB/LCB field F-I 1
CAC l~ERTS , right used/r equired 4-5 , 4-7 CB SAVEVAL , I CU/LC B field 7-7
Call mechanism 2-2 CBSP , IC B/LC B field 2-62 , F-7
CALL , K-call 2-53 CBSTACKG R OW , I CB/L C B field 2-62 , 7-7
CALL , stack format 1-3 CBSTKOWN , I C O /L C B field F-7
CAL.LRTS , right defined A-9 CBTRAPS , lCB/L C B field F - I l
CAL LR TS , right used/required 2-63, 2-55 , 2-60 , CBUS E RT RA PS , I C B/L C B field F - i l

0 3-10 , A-2 CBVRE G , I CB/LCB field 2-6 1 , F-7
Capabili t ies 2-1 CHANG E TYPE R TS , right defined A-7
Capabilities , Inher ited 2-30 CHANG ET YP E SP E C S , K-call 2-41
Capabili ty part , in message 6- 1 Check rights field 2-31 , 2-43, 2-48
Capability rights 2-4 Check rights , default 2-31
Capab ility, confined 2-35 CL ENGTH , K-call 2-17
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Clock , L ine  Frequency 8-8 Creat eRetr iev eF lag ,  $CREATE parameter block
COMPARE K-call , format C-I field A-8
COMPARE , K-call 2-18 CREATERTS , r ight  def ined A - I
Confined capabil i ty  2-35 CREATERTS , right u sed/required 2-37 , 2-40 ,
Confined LN S 2-35 2-43 , 3-2 , 3-3 , 3- 14 , 6-8 , 7-1 , A-
ConfInement  2-35 7, A-9 , A- 12 , A -1 3 , A- 14 , A - I S , H-
CON NECT , K-call  8-4, 6-9 , 8-I 2, H-3 , H -4 , H- S
Connect ion ID , port 6-4 CreateTempFlag , SCREA TE parameter block field
Connect ion , port 6-3 A-8
CO N NECTRTS, r igh t  defined 6-5 , A-4 , A-5, 11- 14 Creation oF Alias  2-46
CONNECTRTS , r ight  used/required 6-9 , 8-11 Creation of DATA object 2-20
Context  block , in i t i a l  2-55 Creation of LNS object 2-49
Co n te x t block , local 2-55 CreatIo n of Message 6-12
Context  blocks , examin ing  2-63 , 2-64 Creation of NULL object H-5
Cont ext  blocks , setti ng 2-63, 2-64 Creation of PAGE object 4-6 , H - i
Control interrupts 2-60 Creation of POLICY object 3-14 , H-S
CONTROL on blocked process 7-3, 7-5 Creation of PORT object 6-8 , H-2
CONTROL , K-cal l  2-60, 3-12 Creation of PROCEDU R E object 1-1-5
Cont rol , P u n t i n g  2-60 Creati on of PROCESS object 3-2 , 3-3, H-3 , H-4
COPY , K-ca l l  2-44 , 4-5 Creation of SEMAPHORE object 7-i , H-3
COPY , of PAG E object 4-5 Creation of Template 2-42 , H-7
Copying a PAGE object 4-5 Creation of TYPE object 2-40 , H-6
COPYRTS , r ight  def ined  4-5 , A-i  Creation of UNIVERSAL object 2-22
COPYRTS , r ight  used/required 2-44, 4-5, 4-9 , A- CTLCOD E , ICBILCB f ield 2-60

12 , A-13 CTLCO DE , stack pa ge locat ion F-5
CPS, curr ent  page set 4-1 CTLDEBUG , ICB/LCB fi e l d F- I  I
CPSLOAD , exp la ined  4-2 CTLMASK (Control ma sk) ,  ICB/LCB fie ld 2-60
CPSLOAD , K-cal l  4-6 CTLM A SK , defa ult  7-5
CPSLOAD , stack format 1-3 CTLIVIASK , l CD/LC D field 7-7
CPSRTS , r ight  def ined 4-5, A-5, A- 12 CTLPC (Control PC), ICB/L CB field 2-60
CPSRTS , right used/required 4-4 , 4-5 , 4-7, 4-9 , CTLPC (Control trap PC) 2-58

A-12 CTLPC , ICB/LC B ft e l d  F-7
CPUMASK , lCD/LC D f ie ld  2-60 , F-7 CTLRTS , r ight  defined A - I l
CREATE , K-call  2-40 , 2-43, 3-2, 3-3, 3-14 , 5-8, CTLRTS , rIght  used/re qu ired 3-12

7-I , H - I , H-2 , H-3, H-4 , 1-1-5, H-6 CTLTRA P, 1CR/LCD field F - I l
CREATE.R EO[N81 IHY97 ]  2-39 Current  page set, CPS 4-1
CREATEBLOC K , SCREATE parameter  block field A- -

8 DATA A - 1 3
Cr eateCapa ln it , SCREATE parameter block field Data area , Kernel  2-13

A-B DATA object , Creation of 2-20
CreateCapaMax , $CREATE parameter  bloc k f ield Data part  2-2

0 A-B Data pan r ights  2-5
Cr ea teData l n it , $CREA TE par ameter  block field A- Data-part , m a x i m u m  size A-S

8 Date 2-27 , D-1
CreateDataM ax , $CREATE parameter block field Debugging procedure 2-60

A 8  D EBI J GIN D EX , I C R/LC D field 2-60 , F-7
Cr eatePNAME , SCREATE paramete r  block field A- DE BUG MAS K , IC R/LC D field F-7

- 8 DE Ctape 8-13
Defa u l t  $CTLMASK F-5

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~ 0 -
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DELETE , K-cal l  2-25 FREEZEFLAG 2-34, 2-47, 2-48, 2-50 , 2-51 , 4-6 ,
DELET EMS G CAPA , K-call 6-33 4-7, A- I , 4-10 , 4-12
DELETERTS , right defIned 2-5 , A-I FREEZEFLAG , r ight defined 4-4
DELETERTS , rig ht used/required 6-34
DESTRO Y , K-call 2-44 Generic rights 2-8
DES YNCH on blocked process 7-3, 7-5 GETCAPA , K-call 2-24
DEVICE A 1 4  GETCAPA R TS, right defined 2-5 , A-I
Device , buffer size 8-3
Device , operat ion code 8-2 I i
D 1DEN T IFY , I / O opcode 8-8 GETC BRTS , right used/required 2-5 1 , 2-56 ,
Dlnde x , K-call  parameter symbol 2- 16 2-63 , 2-64 , 3-9 , A - i C
DISCONNECT , K -ca ll 6-4 , 6-1 1 , 8- 1 GETCL OC K K-cail Return Format 2-I
Disk , fixed head 8-17 GETCLOCX , K-call 2-29
Disk , mov ing head 8-15 GETDATA , K-call 2-19
DL ENGTH , K-call 2-17 GET RATARTS , right defined 2-6 , A-i
DP ath , K-call parameter symbol 2- 16 GETD ATARTS , right used/r equired A-13
DSTATU S , 1/0 opcode 8-7, 8-8, 8-9 , 8- 11 , 8-14 , GETGMT , K-ca ll 2-27

8-16 , 8-20 , 8-22 GET I CO , K-call 2-63
GETLCB , K-call 2-64

Empty siot 2-34
EMT P C (E MT trap PC) 2-57 GE TPCB , K-call 3-9
EMTPC , 1CR/LC D field F-7 GETPO LI CY K-call , format 6-3
Env I ronment  2-2 GE TPOLLCY , explained 3-7
ENVRT S , right defined 2-5 , A-I GETP OL 1CY , K-call 3-15
ENVR TS , right used/requIred 2-34, 2-35 , 2-53 GETFOLICYRTS , right defined 4-10
ENVR TS , special case in L.NS incarnation 2-53 GET POL I CYR TS , right used/req uI red 3-15
ER ASE , K-call 2-47 GETP ROC ESSI D , K-call 3-9
ERR COD. R Ea E NBI 1HY97] F-S GE TSTAC K , K-call 2-65
E R RCOD E , stack page location F-5 

- 
GSTSTAC KRT S , right defined A - I C

Error code $H yE r rB ADR T I 7-8 GETST ACKR TS , right used/requ ired 2-5 1 , 2-65 ,
Error code SHyE rr BADSP F-S 4-10
Error code $HyErrCPU F-S GETUPT IME , K-call 2-28
Erro r code $HyErrILL F-S GMT , SGMTTOLOCAL result field 0-I
Erro r code $HyE TrNXM F-S GMT. R EQ [N8 1 IHY97] D-1
Error code $HyErrS P RANDOM F-8 GMTBLOCK , $GMTTOL OCAL result field 0-2
Error flag 2-68 GMT DATE O , $GMTTOLOCAL result field D-2
ER RPC (error trap PC) 2-58 GMTDAY , SGMTrOLOCAL result field D-2
ERR P C , I CB/LC B fIeld 2-58, F-7 GM TDECDATE , SGMTTOLOCAL result field 0-2
ERRS ? , stack page location F- S GMTDST , $GMTT OLOCAL result f ield D-2
ERR T YPE , 1/0 reply type 8-5 , 8-6 GMTHR , SGMTT OLOCAL . result fieid D-2
ESL (K W I  1?) 8-23 GM TJ UL IA N , SGMTTOL OCAL result field 0-2
Event frame ( K W I  1?) 8-23 GMTLKA P , $GMTTOLOCAL result f ield 0-2
Event Signal Locations (KW 1 1?) 8-23 GMTM IN , SGMTT OLO CAL result field 0-2
Executing procedure 2-2 GMTMON , $GMTTOL O CAL. result field D-2

GMTOFFSET , SGMTTOLOCAL result field D-2
Fixed head disk 8-17 GMTS EC , SGMTTOLOCAL result field 0-2
Frame , event (K W I iF) 8-23 GMTTOIJ~ICAL K-call return format D- 1
FREEZ E , K-call 2-45 GM TfO LOCAL , K-call 2-28

GMTWK DAY, ‘tGMTTOLOCAL result field 0-2 -
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GMTYEAR , $GMTTOLOCAL result  fIeld 0-2 H ySC R EATEM SG , signal 6-12 , F-4
GNAM E TOGMT , K-cal l  2-27 HySD B OUND , signal 2-20 , 2- 2 1 , 2-44, F -I
GFE RR O R , $GETPO L I C Y fIeld G-4 HySD I SC O NM S G , signal 6 - 1 9 , 7-3
GPNSLIC E S , SGETPOLICY f ie ld  6-3 HySD I SCONN ECT , signal  6- 12 , F-4
GPP0LI D , $GE TFOL I CY field 6-3 HySD K ND , signal F-I
GP RCVCOD E , $GETP OL I CY field G-3 HySDOW r ’J , signal 6 - 1 0 , F-4
GP STR , SGE TPO L I CY field G-3 Hy SDRT S , s ignal F -I
GP T IMER , $GET?OLICY field 6-3 HySDTYPE , s ignal  F- i  0

GPT IMREQ, $GETPOLICY field G-4 HySEXCLUS I V E , signal 6-10 , F-4
GPWSL IM IT , SGETP OLICY field G-4 H ySFA RG , signal 2-52 , 2-62 , 7-2
GP WSREQ , SGETPOLICY field G-4 HySFRE E ZE , signal  2-45 , 7-2
GP W SSIZE , $GETPOLICY field G-4 HySGETM SGCAPA , signal  6-34, 1-4
GST , active 5-1 HySGM T , si gnal  2-28 , F-2
GST , passive 5- i  H ySGUAR , signal 3-12 , 3-1 6, 7-2

Hy S I C H A N R AN G E , signai 6-10 , 6- 1 9, 6-30 , 7-3
High-reso lu t ion  clock 8-22 HyS IGB IT , s ignal  F -I
Hy dr a Use r A rea 1 -2 H ySJPSMA X , signal 4-9
H y E rr BADR T I , error code 1-6 H yS K ~~ DP , signal F - I
Hy Err BAD SP , error code F-6 HySLNSMEM , si gnal  2-65 , 7-2
Hy E rr CPU , error code 7-8 HySLPS , si gnal  2-64
H y E r r l L L , error code F-S HySMAK E~~~S, s ignal  2-52 , F-2
H y E r r N X M , error code F-S HySMARG , si gnal  2-52 , F-2
HyErrS PRANDOM , error code F-S HySME M , s ignal  F - i
HyP SCC , V i r t u a l  PS field 2-57 HySMERGE , s ignal  2-48 , F-2
HyPS CONF INED , Vir tual  PS field 2-57 Hy SMSGRTSADDR , signal  6-32 , 6-35, F-4
HyP SER R 2-58 HySMSGZLOTFRLE , signal 6-14 , 6-1 5, 6-1 9,
Hy PS E RR , Virtual  PS field 2-57 6-21 , 6-30 , 6-31 , 6-32 , 6-34 ,
HyPSP RI ORI TY , Vir tua l  PS field 2-57 8 3 5 , F-3
Hy P SREUSE , Vir tua l  PS field 2-57 HySMSGS LOTRAN GE , signal 6-14 , 6- 15 , 6-19 ,
H yP SSPA CE , Vi rtual PS field 2-57 6-2 1 , 6-30 , 6-3 1 , 6-32 , 6-34 ,
HyPSTT , Vi r tua l  PS field 2-57 6-35, F-3
HyP Sword , Vi r tua l  PS structure 2-58 HySNOAL IAS , s ignal  2-46 , 7-1
HySAL IA S , si gna l  2-45 , F-2 HySNOCL I ST , si gnal  F-2
HySALREADYCO NN EC T ED , signal 6-10 , F-4 HySN OCORE , signal  7-2
Hy SBADCOUNT , signal 7-I , F-3 HySNOFR EEMSGSLOT , signal 6-13 , 6-25 , 6-28 ,
H ySBADT YP ESPEC , signal F-2 F-3
HySBUFFBOUND S , s ignal  6-14 , 6- 15 , 6-31 , 7-3 HySNO F REE O CHAN , signal 6- 10 , 7-4
1-4ySB UFFLENG TH , signal 6- 13, 7-3 HySNO K CALL , s ignal  F - i
HySC ANT C ON F IN E , s ignal  2-52 , 7-2 - HySNOL N S , signal  3-12 , F-2
HySCA N TLOCK , sIgnal  2-45 , 2-52 , 3-2, F-I , 14-4 HySNOM SGC AP A , signal  6-34 , 7-4
HySCBOUND , signal 2-44 , F-I  HySNOFO LBOX , s ignal  7-2

• H ySCBP S, s ignal  ~ -63, F-2 HyS~~OFDLI C Y , s~gna l  3-12 , 7-2
• HySCB SP , signal 2-84 , 7-2 HySNOSTAC K , sI gna l  2-52 , 2-62 , F -2

HySC H ECKR TS , si gn al 2-48, F -2 H ySNO TNIJ LL , si gnal 6-34 , F-4
Hy SCODE , s ignal  2-63, 2-64 , 3-9 , 3- 10 , 7-2 HySN OTUr ;I QU E , si gna l  2-45 , 2-47, F-2
HySCOr -JNEC T , s ignal  6-10 , 7-4 HySOCHANRA NG E , signal 6-10 , 6- 12 , 6 -19 , F-3
Hy SCONT R OL , signal 2-52 , 2-60 , F-2 HyS P AC KA DR , sI gnal 6-25 , 6-28 , 7-3
XySCPSBOU ND , signal 4-6 , 4-7 , 4-8 , 4-9 , F -3 HyS F AG E , signal 4-7 , 4-9 , 7-2

HySPA RI T Y , signal 7-2

-t 

0~~~
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HySPAS SMSGCA P A , signal 8-35 , 7-4 INF P O LI CV , K-call 3 - 17
HySPAT I (R TS , signal F-I  Inherited capabilities 2-30
Hy SP !0ERR , signal F-4 - 

I ni t i al  context block 2-55
HySP OR TDES YNCH , signal 6-25 , 6-28, F-4 In it i ai  context block , examining 2-83
HySPORT ERA SE , signal 8-25 , 6-28 , 7-4 InItial context block , setting 2-63
HySP TJT MSG CAPA, signal 6-32 , 7-4 Initial page set , IFS 4-4
Hy SR EAD , sIgnal 6-14 , F-4 Initialization page 4-5
Hy SR EC EI VE , signal 6-25 , 6-27, F-4 INI TFtPS , IC B/LCB fI eld 4-4
HySREPL Y , signal 6-2 I , 7-4 INI TR P SBLO CK , lC D/LC D field F -I 1
Hy SREQ U EUE , signal 6-30 , 7-4 I NL T R PS[ iJ ,  1C R /LC D field 7-7
HySRESOURCES , signal 6-13 , 7-4 Input channel , port 6-3
HySRE USE , signal 2-52 , 2-54, 3-2, 7-2 , 14-4 INTERCHANGE , K-call 2-26
HySRPSB OU ND , signal 4-8 , F-3 INTE R RUPT type linkage , in BLISS 2-58
HyS RS VP , signal 6-18 , 7-4 Interru p ts, contro l 2-60
Hy SSEMD ESY NC H , signal 7-3 , 7-5 , 7-3 IO OPN , I /O opcode synthesizer 8-4
Hy SSE M ER ASE , signal 7-2, 7-4, 7-3 lOT , backdoor K-call .3-1
HyS Sk~M OVERFLOW , signal 7-3, F -3 IO TPC (lOT trap PC) 2-58
Hy SSK I ND , signal 3-I I , F -I IOTPC , I C R /LC D f ield F-B
Hy SSP , signal F - I  IF S , I nitial Page Set 4-4
Hy SSRT S , signal F -I
Hy SSTACKDE P TH , signal 6-13 , 7-3 JIffy , defined 6-23
HyS ST ACKO VFL , signal 6 -19 , 7-3
H ySST XF K , signal 7-2 K-calls , ba th door ’ .3-i
HySSTY P E , signal 2-48, F -I KA L LIN D I R E CT , K-call 2- 14 , 2-29
HyST AK ~~MSGCA P A , signal 6-34 , 7-4 KALL INDIRECT , stack formats 1-1
H ySTBND , signa l 7-2 KA LST AC KBOU ND , stack l imit  2-62
HyST EX TAD R , signal 6-14 , 6-15 , 7-3 KERK AL .R E Q [N &1114 Y97 ]  1 _ I
HyST I M E , signal 3- 14 , 7-2 Kem.i I data area 2-13
HyST IME DRE CE I VE , slgna ~ F-4 Kernel Data Area Locations F-S
HyST R UNC AT E M SG , signal 6-31 , F-4 Kernel signal 2-10
Hy ST YPBND , signal F-2 Kernel types 2-i
H y STY P EB OI JND , signal 2-41 KIL LR TS , right defined 2-5 , 4-1
HyST YP ER AN GE , signal 5-19 , 6-21 , 6-30 , 7-3 KI0N AM .R E ~ C N 8 1 1 H Y 9 7 ]  .3 - I
Hy SUNC0NN ~ CT ED , signal 6- 12 , 6-19 , F-3 K K L N A M . R E Q E N B I I H Y 9 7 ]  F - 12 , 1-1
HySV ALL , signal 7-2 , F-3 K L ASC IIRE AD , 1/0 opcode 8-19
H ySVXS E M , signal 7-2 KLB I NA RY READ , i/O opcode 8-19

- • HySWR I TE , signal 6-15 , F-4 K 1.INC LEAR , 1/0 opcode 8- 19
HySWRONGSTATE , signal 3-10 , 3- 12, 7-2 KL .SETSP EE D , I /O opcode 8-18

K LWR I TE , I / O opcode 8-20
ICR (Init ial context block) 2-55 KIv1 PS O ESYNCH , KM P S stop code 6-4
IM I’ dev I ce 8-20 K MPSN O CO RE , KMP S stop code G-4

• ImplIc i t  signals , summary F -I KM PS PGO , KM PS stop code 6-4
I MPREAD , 1/0 opcode 8-2 1 KM P SPOP PED , KMPS slop code 6-4
IMPWR I TE , I / O opcod e 8-21 K M P SPR C E RR OII , K M P S stop code G-4
IND R UF , 1/0 format modifier 8-3 , 8-4 KMPSPWA I T , KMFS stop code 6-4
Index , path 2-3 KM P SR EGC P S , KMP S stop code 6-4
Index , simple 2-3 KMP SREQT IM , KMPS stop code 6-4

-
~ Indirect buffer specificat ion In message 8-3, 8-4 KMP STIM END , K MPS stop code G-4

• INFPOL I C Y , explained 3-7 K W 1 IF programmable clock 8-22
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KWP I O OKHz , KW 1 1-P control 9- 18 MA KEAU AS , K-call 2-45
K W P I O K H z , K W I  i -P  ~ont-o l 9-18 M AKEDATA , K-call 2 - 10 , 2-20
KW F6O Hz , X W I  1-P control 9 - 18  MA K ELN S , K-call 2-49
KW PAD D , K W I  1-P control 8-25 MAKEMSG , K-call  6- 12
KW FASL , K W h -? control 8-25 M AKEM SGR TS , right defined A - I 4
KWPAS R , K W I  I - F  :ontro l 8-25 MA K EMS G RTS , right used/required 6-12
KWPS I C , KW I  1-P contro l 8-25 MAK EP AGE , K-call  4-5
KWFB I S , KW 1 i-P control 8-25 MAKE T EMPLAT E , K-call 2-42 , 14-7
KWPCO UN TDO V~ N , K W h -P contro l 9-18 MAKEUNIVE R SAL , K-call 2 - 10 , 2-22
KW P COU NTU P , K Wh  1-P control 9-18 Mask , proces sor 3-4
KWPC YCL E , K W h  h-P  control 8-23 , 9-18 Mem , K-call paramete r symbol 2-15
KW P DEC , KW h I - P  control 8-25 MEMDATA , SCALL parameter funct ion 2-49
KW PE VEN T , 1/0 opcode 8-23 , 8-24 Memory address , legitimate 2 - 12
XWPEx te r n al , KW I 1-P control 9 - iS  Memory address , legitimate stack 2-12
KWFINC , K W I  i-P control 8-25 MemR num , K-ca ll parameter symbol 2-15
KWPMODE , I/ O opcode 8-23, 8-25 , 9-18 MemW num , K-call parameter symbol 2- 15
KW P MOV , K W 1  i -P  control 8-25 MERGE , K-call  2-48
KWPPE N DING , I/O reply type 8-25 Merging rights 2-33
KW P REP EAT , K W I 1-P control 8-23 , 9-18 Message length 6-2
KW PSTO P , K W I  1-P control 8-23 , 9-18 Me ssage slot , po r t 6-3, 6-5
KWPSIJB, K W h  1-P control 8-25 Measa~ e system 6-I
KWW AI T , I /O opcode 8-8 Message type 6-I

Message , Creation of 6-12
LC D (Local context block 2-55 Messages 6-1
Legitimate memory address 2- 12 MOD I F YRT S , right defined 2-5 , A- i
Legitimate stack memory address 2-12 MO DI F YR TS , right u sed/required 2-34 , 2-35 ,
Length of message 6-2 2-36
Line Frequency Clock 8-8 Moving head disk 8-15
Line Printer 8-8 -

Link , ASL I 8 - i 8  N 8 1 1H Y 9 7 , Hydra user are a 1-2
LN S 4- 10 NCONN E CT , K-call 6-4 , 6-1 0, 8-1
LNS object, Creation of 2-49 New rights f ie ld  2-31
LNS , SCALL param eter funct ion 2-50 NOCOUNT , I/O format mod ifier 8-4
LNS , confined 2-35 - NULL A-9
LNS, part ial ly confined 2-35  NULL capability 2-34
LN SCAL L , K-call 2-52 NULL object , Creation of 14-5
LNSL EN GTH , K-cal l  2-17  -

LNSRE STRI CT , SCALL parameter functIon 2-50 Object 2-I
LNSRTS , right defined 4-9 , A - l a  Objects , typed 2-1
L.NSRTS , rIght used/required 2-49 , 2-60 , 2-62,

A-2 , A - 1 0
0 Local context block 2 5 5  O &JR TS , right d ef i n ed  A- i

Local con text block , examining 2-64 OBJRTS, r ight  used/requIred 2-44 , 2-45 , 2-47,
Local context block , setting 2-64 4-9 , A - I 3
Local t ime  2-28 OLD F C , DLI SS symbol 2-58
Locked object 2 - i l  OLDP S , BLISS symbol 2-58
LOSTINFO TYPE , 1/0 reply type 8 5 , 8 6  OP OO NET YPE , I/ O reply type 8-4 , 6-6
L.PWR I TE , I/ O opcode 8 8  Operation code , device 8-2

Output channel , port 6-3

•

0~~~ 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~
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Owner , port 6-1 PO LI CY A- b
POLICY object , Creation of 3-14 , 11-8

F , K-call 7-2 P O LK.A L .R EQ E NBIIHY9 7) 3-B
Page 4-1 PORT A-14
PAGE A- 1 1  Port connection 6-3
Page frame 4- I  PORT object , Creation of 6-8 , H-2
PAGE object 4- 1 Port signals , summary F-3
PAGE object , copying 4-5 Port system 6- i
PAGE object , Creation of 4-6 , H-i  Port , connection ID 6-4
Page set , current 4-1 Port , input channel 6-3
Page set , in i t ia l  4-4 Port , message slot 6-3 , 6-5
Page set, relocat ion 4-i Port , output  channel  6-3
Para meter templates 2-31 Port , owner 6-1
Par t ia l ly  confined LNS 2-35 Port , resource account 6-3
P ASS , K-cal l  2-22 Port s 6- 1
P ASSAP P END , K-call 2-24 Pretarget 2-3

- 
- Passive GST 5-h  Printer 8-8

PASSM 5GCAPA , K-call 6-38 PROCEDURE 4-9
Path index 2-3 PROCEDURE object , Creation of H-5
PATH , $CALL parameter function 2-49 PROCESS A - I l

-
~~ PAT H , parameter format I- i  Process base 3-3

Path , pre larget 2-3 Process contro l block: see ?CB 3-4
Path , steps 2-3, 2-16 PROCESS object , Creation of 3-2 , 3-3 , 14-3, H-4
Path , target of 2-3 Processor mask 3-4
Path , with confinement 2-36 PROCESSRTS , right defined 4-9
PC , BPT trap 2-57 PROC ESSRT S , right used/re quIred 2-49 , 2-50 ,
PC , control 2-58 2-53 , 3-2 , 3-3 , A - j O , 14-3, 1-1-4
PC , CONTROL tra p 2-60 PROCESST IME, K-call 3-i 1
PC , EMT trap 2-57 Programmable clock 8-22
PC , error 2-58 Protected subsystems 2-31
PC , lOT trap 2-58 PR I S , right defined A-S 4- 12
PC , signal 2-58 PP ~TS , right used/required 7-2 , 7-4
PC , trace trap 2-58 PS , virtua l 2-57
PC B (Froce ss control block) 3-4
FC DCPUMA SK , PCB fleW. 3-4

- 
- P CBCTLCODE , PCB field 3-8 PIJ TCAPA , K-call 2-23

PC DCTLMAS K , PC B field 3-8 PUTCAPARTS , right defined 2-5 , A- i
P CBN SLICE S , ~ca fIeld 3-5 PUT OATA , K-ca ll 2- 19
PCBN U SLI CES , PC 2 field 3-5 PUTDATARTS , right defined 2-6 , A-I
PCDP OLID , PCB field 3-5 1~UTDATART S , right used/required A- 13
PC DP RI OR ITY , PCB field 3-5 PUTM SGCA?A , K-call 6-32

0 • PCBRCVCO D E , P CB f ie ld  3-6 PUT STACK , K-call 2-65
PCDSLICESIZE , PCD field 3-5 PUTSTACKRTS, right defIned 4- 10
PC BSTAT E , PCB f ield 3-8 PUTSTA CKRTS , right used/required 2-5 1, 2-65 ,
PCB TIMER , PCB field 3-5 4-10
PCBWSLIMIT , ?CB field 3-6 , 4-3, 4-9

- :~ PCDWSS~~E , PCB field 3-5 RO , return value of K-call 2-10
PCONDI TIONAL , K-call 7-4 RO , return value of signal 2-10
P C ONDR TS , r ight  defined A- 12 READM SG , K-call 6-13 
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R E AD TV1 SGR T S, right defined 4- 14 Righ ts , capability 2-4
BEA DM SGRTS , right used/required 6-13 Rights , check rl ght s 2-31 , 2-43, 2-48
REALLY , K-call 2-46 R ights , data part 2-6
REALLYRTS , r ight  defined A- I  Rights , Generic 2-8
REALLYRTS , right used/required 2-34 , 2-35 , RIghts , l ist  of 2-5 , 2-6

2-36 , 2-37, 2-42 , 2-46 , 2-50 , Rights , new 2-31
2-5 1, 4-8, 14-7 RIghts , non-ampl i f ied  2-34

RECE IVE MSG , K-cal l  5-4 , 6-26 Rights, restriction 2-6
RECEIVE M SG , t imed 6-22 RP I 1 (moving head disk) 8-16
RECEIVERTS , r ight d ef ! ned A- 1 4  R PREAD , l/O opcode 8-15
RECE I VERT S , right used/required 6-26 RP S , Relo cation Page Set 4-I
Relocation page set, lIPS 4-1 R PS EE K , 1/0 op code 8-15
Reply stack 6-I , 6-2 RP S LOAD, expla ined 4-2
Reply types 8-5 RPSLOAD , K-call  4-7
REP LYM SG , K-cal l  6-20 RPWR I TE , I/O opcode 8-15
REPLYMSGRTS , r ight  defined 4-14 RPWR ITE CHE CK , i/O op code 8-16
R EP LYMS GRTS , right used/required 6-20 RRLOAD , ex plai ne d 4-2
Representation 2 - i  RRLO AD , K- call 4-8
Repr es~-nt atiort  of object 2-2 RRL OAD , stack fo rmat .3-I
RE OD AD RUF , I/O reply type 8-6 , 8-25, 9-18 RR UNLOA D , K-call  4-8
RE QDE VDOWN , I/C) reply type 8 5  RSVFM SG , K-call  6-16
REQILLDP , I/O reply type 8-6 RSVP MS GRT S , r igh t  defined A - i4
REQ ILLFMT , I/O reply type 8-6 R SV?M SGRTS , r ight  used/required 6-16 , 6 - 19
RE QIL LM ODE , I/O reply type 8-25, 9-18 RTI Ins t ruct ion 2-57
REQILLOJ’ , I/O reply type 8-6 R TS .RE Q[N 8YHY 97 ]  A - b , A-7
REQTOOSMALL , I /O reply type 8-5 R TS S TR ,REQ E IISI  1H Y 97)  A-2
RE QUEU EM SG , K-call  6-29 Rfl inst ru ct i n 2-57
RESCHEDULE , cancellation 3-10
RESCHEDULE , exp la ined  3-7 SAVAREA , stack pa ge locatIon 7-5
RESCHEDULE , K-call 3-13 SAVRE G , stack page location F-5
Resource account , port 6-3 - SAVVAL , stack page location F-S
RESTRICT , K-call  2-26 SEMAPHORE A- 12
Res t r i c t ion  rights 2-6 SEMAPHORE object , C r- at lon of 7- i , H- ~
R ESTRICTION , SCALL parameter function 2-49 SEND M SG , K-call 6 - 19
RETR IEVERTS , r ight  defined A-? SETCBRTS , r ight  dei lned A-9 , A - I C , A - I l
RETR I EVERTS , r igh t  used/required 2-47 SETCDRTS , r ight  used/required 2-51 , 2-5 6,
RETURN , K-call  2-54 2-5 1 , 2-63 , 2-64 , 3 - 10 , 4-6 , 4-7 ,
B E T U R N I N D E X , ICB/LCB field 2-62 , F-B 4-9 , A - I 0
Reuse flag 2 - 61 , 4-5 SETCHK RI GHTS , K-call 2-43
REVOKE , K-cal l  2-46 SE T DLEN GTH , K-call  2-21
R F I  I ( f ixed  head d isk)  8-17 SETHOSTDOWN , 2/0 opoode 8-20
RF READ , I /O opcode 8- 17 SETH O STUP , I / O opc ode 8-20
RFW RITE , I / O opcode 8-17 SETICD , K-cal l  2-63

• RF W RIT EC HE C K , I /O opcode 8-1 7 SETLCB , K-cal l  2-64
Rights 2 -1  SETPCB , K-call  3 -10
R ight s ampl i f i ca t i on  2-3 1 SET F O LI CY , K-cal l  3 4 , 3 1 6
Rights f Ie ld  2-4 SE TPOL ICYRT S , r ight  defined 4-5, A - I C
Rights , a u x i l i a r y  2-8 SETP OLICYR TS , r ight  used/required 3-16
Rights , C- l Is t  2-5 SIG DATA , stack location 2 - 1 0
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SIGDATA , stack page location F-S TCF INDB LOCK , I/O opcode 8-14
- Signal  2 -10 TCREAD , I/ O opcode 8-1-4

Signal handler , example 2-59 TCREW IND , I /O opcode 8-13
Si gnals , i mp lIc i t , summary F-i TCSET UNIT , I/O opcode 8-13
Si gnals , po rt , summary F-S TCWR ITE , I / O opcod e 8-14
Signals , specific , summary F-a Teletype 8-9
SIGN LS.RE QENSI 1HY973 2-10 , P-i Templat e 2-37
SIGPC (S lCnai trap PC) 2-58 Template , Creation of 2-42, 14-7
SIGFC , lC 8/LC B field F-S TemplateF lag 2-34 , A-7 , A-9 , A - i C , A - i l , A - h 2,
SIGVAL , stack pa ge locatIon F-S A-13 , A - I 4 , 4- 15
Simple  index 2-3 TEMPLATE RTS , right defined A-6 , A-7
Slndcx , K-call  para meter ~y mbo l 2-16 TEMPLATERTS , right u sed/requ t red 2-38, 2-42 ,
Size li m i t , of C-li st A-S H-7
Si ze l i m i t , of data part A-S Templates , param ete r 2-31
Slot 2-2 TermInal object (of alias) 2-36
Slot , empty  2-34 Text buffer  6-i , 6-2
SMe m , K-call  pa rameter symbol 2- 15 Time 2-27, 2- 28 , D-I
SMemR n u m , K-call parameter ;yrnbo i 2- 1~ Ti med SRECE IV EMSG 6-22
SMc mr ts , K-call  paramete r symbol 2-15 TIMEDRECEIVE , K- call 6-4 , 6-2 2
SMemW num , K-call param eter  symbol 2- 15 TRANSFER , SCALL parameter  funct ion 2-49
SP ath , K-cal l  p aramete r symbol 2-16 Trap address , user 2-57
Specif ic  signals , su :,mary 7-2 Trap routines , requirem ents 2-58
SPUND ERFL0 W , ICB /LCU field 2-62 , F-B TRCPC (Trace tra p PC) 2-58
Stack bo undary  values F-4 TRCPC , LCB /L CB field F-8
St ack l imi t  $KA LSTAC~ BOUN D 2-62 Tructure SHyPSword 2-58
Stack m amory  address , le gIt imate 2-12 TRUN CA TEMS G , K-cal l  6-2, 6-31
Stack page 2 - 1 1  TTEXCP , 1/0 opcode 8-12
Sta ck , ac t ive  region 2-12 TTIN CLEAR , I / O opcode 8-12
STACK DATA , SCALL parameter funct ion 2-50 TTINRES ET , I /O opcode 8-12
ST4R T , K-call  3 - il  TTMODEC TL , I/O opcode 8- I l
STARTRTS , r i ght dcfi~ sd 3-4 , A - I l  TTOU TR ESET , I/O opcode 8-12
STARTRTS , r ight  ~sed/r equ lr ed 3-11 TTRE.~~, I /O opcode 8-10
Steps , in path 2-3, 2-16 TTWRi~ E , I/ O opcode 8-10
STKDA T/I , 3CALL parameter funct ion 2-49 T~j p e ~-2
STKOWN , stack page location F-5 TYPE A-7
STKPA G .REQ [N 8h IH Y9 7~ 2- 10 , 7-5 TYPE object , Creation of 2-40 , 14-5
STOP , K-call  3-12 Type TYPE obJect 2-37
STOPC D .RE Q[N81 1HY97] G-4 Type , of messa ge 8-I
STOPR TS, r ight  defined A - i l  TYPECALL 2-39
STOPRTS , r ign t  used/requIred 3-12 TYPECALL , K-call 2-55
Subsy stem s , protected 2-31 Typed objects 2-1
SUSPEND 2-33 TV PER ET RI EVE , K-call 2-47
SUSPEND , K-c~,Il 2-53 TYPES. R EQ[N 811HY97 ] 2-42 , A-6 , H-7
SWITCH , K- call 2-45
Syste m up t ime 2-28 U l 0. 2IEQ[NB1I HY 97 ]  8-6 , 8-7

Unbound 2-34
TAKE , K-call 2-23 Unbound slot 2-B
T tKEM SGCAPA , K-call 8-34 UNB OUNOF LA G , r~ght defined A-6 , 4-9
Target , path 2-3 UNB O U NDFL AG , right used/required i-34
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UNC FRTS , r ight  defined 2-6 , A-i
UN CF R TS , right used/required 2-34, 2-35 , 2-36 ,

• 2-42 , 14-7
Unini t i a l i zed  slot 2-8
UNIVERSAL 4-13
UNIVERSAL object , Creation of 2-22
UPDATE , K-call  5-I
U PDATE N , K-call 6-2
Use r A r ea , Hyd ra 1-2
Use r t r ap add ress 2-57

V , K-cal l  7- 3
VACATE , K-call 2-26
VALL , K-cal l  7-3
VALLR TS , r ight  defined 4-12
VALLRTS , r ight  used/required 7-4
Vi r tual  PS 2-57
VREG , re turn  va lue  of K-call 2-10 , 2- 16
VREG , return value of signal 2-10
VRTS , r igh t  defined A- 12
VRTS , right used/requIred 7-3

WHATPOL I C Y , K-call 3- 16
Working  set 4-3
WORKSET , K-call  4-9
WRI TEM SG , K-call 6-14
WRITEMS GR TS , right defined 4- 14
WRI TEMSGRTS , right used/required 6-14
WR ITEPAGERTS 4-5
W RITEPAGERTS , right defined A- 12
W RI TEPAGERTS , right used/required 4-5 , 4-8 , A-

12

[N 8I 1HY97 ] CREAT E.RE Q 2-39
[NSI  IHY97 )  ER RCOD .RE Q F-S
[N SI  1HY9 73 GMT .REQ 0-1
[ N S I I H V 9 7 ]  KERKA L .REQ I - I
[N8I 1HY97] XIONAM. R E Q J - i
[NB I  1l-1Y97] KKLNAM .RE Q F- i2 , 1-1
[ N ab  I }-{Y97] POLKAL .RE O 3-8
[r~8i iH Y97] PS.REQ 2-57
[Nal  I H Y 9 7 ]  RTS R E Q A - I , 4-7
[N B I  IHY97]  RTSST R .RE Q A-2
[N B I  I HY 9 7 J  SIGN LS. RE Q 2- 10, F-I
[Nal  1 HY97 ] STKPAG.RE Q 2- 10 , 7-6
[N81 1HY97 ] STOI’CD. REQ G-4
[N81 1HY 97]  TVPE S.REQ 2-42 , A-6 , 14-7
[N 81 1HY97 ] U I O.RE Q 8- 6, 8-7
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