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This

Preface

report is a collection of three papers that describe the design and implementation

of the multi-microprocessor computer system (Cms#) currently under developement at
Carnegie Mellon University. The three papers are:

Cmas: A Modular Multiprocessor

The

The architecture of a new multiprocessor that supports a large number of
processors (on the order of 100) is described in this paper. The system enables
very close cooperation between the large numbers of inexpensive processors. All
processors share access to a single virtual memory address space. There are no
arbitrary limits on the number of processors, amount of memory or communication
bandwidth in the system. Considerable support is provided for low level
operating system primitives and inter-process communication.

Implementation of the Cms Multi-Micraprocessor

The implementation of the Cnis multiprocessor multiprocessor 1s presented. The
lowest level of the structure, a Computer Module, i1s a processor-memory pair.
Computer Modules are grouped to form a cluster; communication within the
cluster is wvia a parallel bus controiled by a centralized address mapping
processor. Clusters communicate via intercluster busses. A memory reference by
a program may be routed, transparently, to any memory in the system. This
paper discusses the hardware used to impiement the communication mechanism.
The use of special diagnostic hardware and performance models is also discussed.

Software Management of Cms, a Distributed Multiprocessor

This paper describes the software system being developed for Cm¥, a
distributed multi-microprocessor.  This software provides for flexible, yet
controlled, sharing of code and data via a capability addressed virtual memory,
creation and management of groups of processes known as task forces, and
efficient interprocess communication.
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Cmx: a Modular, Multi-Microprocessor
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Abstract

This paper describes the architecture of a new large
multiprocessor computer system becing built at Carnegie-
Mellon University. The system allows close cooperation
between large numbers of inexpensive processors. All
processors share access to a single virtual memory address
space. There are no arbitrary limits on the number of
processors, amount of memory or communication bandwidth
in the system. Considerable support i5 provided for low
level operating system primitives and inter-process
communication. )\
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1. Introduction

Cm* is an expcrinental computer system designed to
investigate the probiems and potentials ot modular, multi-
microprocessors. The nitial impetus for the Cm* project
was provided by the coatinuing advances In semiconductor
technology as exemplified by processors-on-a-chip and
large memory arrays. In the near future processors of
moderate capability, such as a PDP-11, and several
thousand words of memory will be placed on a single
integrated circuit chip. If large computer systems are to be
built from such chips, what should be the structure of such
a 'computer module'?

Initial versions of the Cm* architecture [Fuller, et al. 73]
grew in part as an extension to the modular design of
systems from register transfer modules, or RTMs [Bell et al,
72]. In addition there was substantial interest in the
development of large muitiprocessor systems such as
Piuribus [heart, et ai. 73] and C.mmp[Wult and Be!l, 72]
Cm* is intended to be a testbed for exploring a number of
research questions concerning multiprocessor systems, for
example potential for deadlocks, structure of inter-
processor control mechanisms, modularnity, rellability, and
techniques for dccomposing algorithms  into  paraliel
cooperating processes.

The structure of Cm* is very bricfly described in Section
2. Section 3 Is a description of the address structure and
discusses the support given for the operating system The
use of the addressing structure for inter-process
communication and control operations is discussed in
Section 4. A companion paper [Swan, et al. 77] discusses
the various mechanisms used to (mplement the complex
address mapping and routing structure ot Cm*. Some
results from the pertormance modeling of Cm* are also
presented. A second companon papar [Jones, et af 7]
describes the structure of the basic operating system and
support software.

2. The Structure of Cm*

There 1s a surprising diversity of ways to approach the
interconnection of processors into a computing system
[Anderson and Jensen, 76] The processors could be
interconnected with several serial /0 links tc form a
computer network; they could be mterconnected in a tight
synchronous fashion to buld an array processor, or the
processors could be crganized to share primary memory
This last approach, a multiprocessor organization, was
chosen for Cm* bocause it offers a cleser degree of
between the processors than
configuration

coupling, or commumicaticn,
would a muiticomputer
Multiprocessors  also  have a
applicabifity than other multipie processor systems

or network
tange of

more

general
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Figure 2.1 Canonical Computer Module Structure

During the development of the Cm* structure a wide
variaty of multiprocessor switch structures were considered
[Swan, et al. 768]. The basic structure selected Is
represented in Figure 2.1. The essential feature which
distinguishes it from other multiprocessor structures 1s that
shared memory is not separated from the processing
elements, but rather a unit of memory and a processor are
ciosely coupled in each module and a network of buses
gives a processor access to noniocal memory This
structure allows modular expansion of the number of
processors and memory modules without a rapid increase in
the mnterconnection costs. Memory cen be shared even
thouqgh there is no direct physical connection between the
requesting processor and the required memory. For
exampla, consider a request by processor, P1, to the
mamory, M4, in Figure 2.1. The address mapping element,
K1, directs the reference from P1 onto the intermadule bus.
The address s recognized by K2, which directs it onto a
second inter-module bus. The reference is finally accepted
by K4, which accesses the request memory location and
passes back an acknowledgement or data to the requesting
processor. The need for high inter-module communication
rates will be minimized It a large fraction of each
processor's references to primary memory 'hit' the section
of memory local to the processor (Preliminary experiments
in the Fall of 1676 mdicate that hit ratios of better than
90% can he expccted provided that the code executed is
normally held local to the processor )

SEP—
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2.1 Deadlock with References to Nonlocal Memory

Almost ail computer systems Iimplement accesses from
processor to primary memory with Circuit Switching, that
is, a complete path is established from a processor to the
memory being refercnced. Circult switching Is not feasible
for a structure like Cm* where local memory Is also
accessible as shared memory. Figure 2.1 shows the path
used for P1 to access M4 via K2 Consider a concurrent
attempt by P4 to access M1 via K2. With a circuit switch
implementation, a situation could arise where P1 held its
local memory bus and the bus connecting K2, while P4 also
holds its own memory bus plus the bus connecting K4 to K2.
Ncither memory reference could complete without one
processor first relecasing the buses it holds. There are
numerous situations where decadlock over bus allocation can
occur. Resolving this deadiock requires, at the very least, a
timeout and retry mechanism.

The alternative to circuit switching is Packet Switching
In a packet switched mplementation, the address from tha
processor is latched at each level in the bus structure
Buses are not allocated for the full duration of a memory
reference, but just for the tine taken to pass a 'packet’,
containing an address and/or data, from one node on the
bus to another. Thercfore packet switching allows
significantly better bus utilization and significantly reduced
bus contention in Cm*-like structures. The use of packat
switching echminates the possibility of deadlock over bus
allocation but introduces the possibiity of deadlock over
bufter allocation. [Fuller, et al. 73, Swan, et al. 70A]
Butfers, or intermadiate registers, are resources which can
be provided very cheaply, reiative to providing additional
inter-Cm buses, with present technology.

2.2 The Actual 5t ~ture of Cm*

Design studies indicated that very little performance
loss would result frc - combining several individual Computer
Modules into a cluster and providing a shared address
mapping and routing processor, Kmap, which allowed
communication with other clusters. Because the cost of the
Kmap is distributed across many processors (t can be
endowed with considerable flex:hiity and power at
relatively little  incremantal cost Because of ts
commanding position in the cluster, the Kmap can aensura
mutual @xclusion on access to shared data structures with
very little overhead

The fall structure of Cm* s
Individual Computer Modules, or Cms, consist of a DEC LSI-
11 processor, an Siocal and standard LSI-11 bus memory
and devices The processor 18 proaram compatible with
POP=11s;
available The prime function of tha Siccal, or local switch, is

shown In Figure 22

hus a larje body of software s mmadiately

to direct references from the processor selactively either
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Figure 2.2 A Simple 3 Cluster Cm* System

to local memory or to the Map Bus, and to accept
references from the Map Bus to the local memory.

Up to 14 Computer Modules and one Kmap form a ~luster.
The Kmap, or mapping processor, consists of three major
components. The Kbus arbitrates and controls the Map bus.
The Pmap Is a horizontally microcoded 150 ns cycle time
processor. The basic configuration has 1 K x 80 bits of
writable control store and 5K x 16 bits of bipolar RAM for
holding mapping tables etc. The third level of the Cm*
structure is provided by the intercluster buses which allow
communication between clusters. The Linc provides the
interface to two ntercluster buses.

There are no arbitrary limits to the size of a Cm* system.
Mcmorics, processors and Kmaps can be incrementally
added to suit needs. Any processor can access any memory
focation in the system. The routing of a processor's
reference to a target memory is transparent to the program,
thus the system can be reconfigured dynamically in
response to hardware faillures.

LSI-11

] )
; '
1 1
' 1
: :
: Memo Devices :
: [Memory | [Devices |
1 ]
' 1
' 1

Detail of a Computer Module

3. Architecture of the Address Translation Mechanisms

Many of the mocre conventional aspects of the
architecture of the Cm*® system are consequences of using
LSI-11's for the central processing slements. The
organ:zation and encoding of the instrctions, Interrupt and
trap sequencing, and the 64K byte processor address
spacr of a Cm* system are ali a resu:t of the PDP-11
architecture as implemented on the LSi-11. By selection of
the LSI-11, however, we do not want to imply that the PDP-
11 architecture s ideally suited to multiprocessor systems
The idcal solution would have been for us to have designad
our own processors. However, practical considerations of
time, money, and existing support software lead us in early
1975 to recognire that by chosing the LSI-11 we could
concentrate on those aspccts of the Cm* architecture
unigue to multiprocessor systems. This section, and the
following section on control structures, will discuss the Cm*
architecture as we extended it beyond the standard PDP-
11 architecture

structide Is one of the the most

The add-essng
important aspects of any computar architectura, it I1s even
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more  significant when cooperation between multiple
processors Is to be achieved by sharing an address space.
Denning {1970] hsts four objectives for a memory mapping
schemae:

(a) Program modularity: the ability to independently
change and recompile program modules.

(b) Variable size data structures.
(c) Protection

(d) Data and program sharing: allowing independent
programs to access the same physical memory
addresses with different program names.

For Cm*, where we are using processors with only a 64K
byte address space, we must add the following
requirecment:

(e) Expansion of a processor's address space.

Cm* has a 228 byte segmented virtual address space.
Segments are of variable size up to a maximum of 4K bytes.
There 15 a capabiity-based protection scheme enforced by
the Kmap. The addressing structure provides considerable
support for operating system primtives such as context
switching and interprocess message transmission.

3.1 The Path from Processor to Memory

The Slocal (see Figures 2.2 and 3.1) provides the first
level of memory mapping. A raference to local memory is
simply relocated, on 4K byte page boundaries, by the
relocation table in the Slocal. As discussed above, it is
assumed that most memory references will be made by
processors to their local memory Ralocation of focal
memory references can  be implemented with no
performance overhead because the synchronous processor
has sufficiontly wide timing margins at the points where
address relocation s performed. For seqments which are
not in a processor's local memory the relocation table has a
c<tatus bi. which causes the address to be latched, the
processor forced off the LSI-11 bus, and a Service Request
to be signailed to the Kmap. All transactions on the Map bus
are controllad by the Map bus controller, or Kbus, which Is a
component of the Kmap. The address generated by the
processor s transferred via the Map bus to the Pmap, the
microprogrammed processor within  the Kmap. It the
reterence is for memory within the cluster then the Pmap
generates a physical address and sends It to the
appropriate Slocal If it s a write operation, data s passed
dircctly from the source Slocal to the destination Slocal;
the data docs not have to be routed through the Kmap. The
selected destination Slocal perforins the requested memory
reference and the processor in the deostination Computer

Cm*: a Modular, Multi-Microprocessor

Read Only Map Physical Page

External Processor o
Status Word T 1
Relocation
Table
User/Kernel
Space o
6
Offset
3
L
[ 1
Processor generated Physical Address
Address on LSI-11 Bus

Figure 3.1
Addressing Mechanism for Local Memory References

Moduie s nct involved. When the reference is complete the
Kbus transters the data read from the destination Slocal
dircctly bock to the requesting processor via the Map bus
ann its Slocal.

If the orocessor references a segment (n another
cluster then the Pmap will transmit a request to the desited
cluster via the Linc and the Interciuster buses. (See Fig
2.2.) It the destination cluster is not dircctly connected to
the source cluster, that (s, If it docs not share & common
intercluster bus, then the messagc will be automatically
routed wvia intermecdiate clusters. When the message
reaches the destination cluster, the memory reference is
performed similar to a request from a processcr within the
cluster. An acknowledgement, or Return, message
(containing data in the case of a read) is always sent back
to the source cluster and subsequentiy to the requesting
processor.

3.2 The Addressing Environment of a Process

The virtual address space of Cm* is subdivided into up
to 216 Segments. Each segment is defined by a Segment
Descriptor. The standard type of segment 8 similar to
segments n other computer systems, it s simply a vector of
memory locations The segment descriptor specifics the
physical base address of the segment and the fength of
the segment. Segments are varlable in size from 2 bytes to
4 K bytes. However, other segment types may be more
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than smple lincar vectors of mcmory, references to
segments may invoke special opcrations. Segments may
have the propertics of stacks, queues or other data
structures. Some segments may not have any memory
associated with them, and a reference to the segment
would invoke a control operation. For each segment type,
up to eight distinct operations can be defined. For normal
segments the operations are Read and Write. Conceptually,
segments are never addressed dircctly; they are always
referenced indirectly via a Capability. A capability is a two-
word item containing the name of a segment and a Rights
field. Each bit in the rights tield indicates whether the
corresponding operation is permitted on the segment.

User Environment
Register

Capability List Structure Segments

Primary Cap. List ///br-————————j
— State Vector
b )

Capabiiity List [0]
SR,

S R R

Code, Data or
other Segment

F—Dr——_——T
p Code, Data or

l other Segment

|
Capability List [7]
g

Code, Data or
| other Segment

A St 1

Code, Data or
other Segment

Figure 3.2 The Envircnment of a User Software Module

To provide efficient support for context swapping,
message-sending etc., it is necessary for the Kkmap
microcode to understand some of the structure of &n
executable software module (varicusly called a process,
activity, address space ete. ). Each executable software
module 15 represented by an Environment, Figure 3.2. An
environment is a three-level structure composed of
segments. Tha first leve! in the structure is a Primary
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Capability List, CL[0]. The first entry in CL[O] fs a
Capability for a State Vector, which holds the process state
whila it 15 not executing on a processor. Entries CL{O](1)
to CL[OJ(7) in the Primary Capability list may contain
Capabilities for Secondary Capability Lists referred to as
CL[1] through CL[7] respectively. The remalning entries in
the Primary Capability List and all the entries In the
Secondary Capability Lists contain Capabilities for segments
which can be made directly addressable by the process
when it executes. These may be code, data or any other
type of segment. The provision of up to eight Capability
Lists facilitates the sharing of segments and sets of
segments by cooperating processes A software module
can only access those segments for which It has
capabilities and perform only those operations permitted by
the capabilities.

3.3 Virtual Address Generation

28 -
2 Byte Virtual
Address Space

e
64 K Byte Processor
Address Space

Page [15] ( Resecrved o
- F———
| ! //l l
| i i |
[ | 1 1
Page [0] ‘
)

Figure 3.3
Windows from the Processor's Immediate Address Space
to the Virtual Addross Space

The processors i Cm*, LSI-11s, can directly generate
only a 16 bit address. This 64 K byte address space s
divided into 16 pages of 4 K bytes each tach page
provides a window nto the system wide 228 byte virtual
address space, (see Figure 3.3) and can be independently

bound to a different segment in the virtual address spac
The top page in the processor's address space, paqge 1S
reserved for direct program interaction with the Kmap Tius
mechanism s ana'ogous to the /O page convention in

standard POP-11s. in page 15 there are 15 pseuwdo

o
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registers, called Window Registers. These define the
binding between page frames in the processor's immediate
address space and segments in the virtual address space.
This binding is done indirectly via capabilities. Each window
register holds an index for a capability in the currently
exccuting software modulae's capability list structure. A
Capability List index consists of a three bit field to select
one of the up to eight Capabllity Lists, plus an offset within
the C-List.

To overlay the processor's address space, ie. to change
the mapping from page frame to segment in the wirtual
address space, a program simply writes a new capabllity
index into the appropriate window register. This overiay
operation is complately protected. the program can only
reference segments for which it has a Capability. The act
of writing the Capability index into the window register
activates the Kmap. The Kmap retrieves the selected
Capability from main memory and places it in its "Capability
cache". The Kmap adjusts its internal tables so that
subsequent refercnces to the page frame will map to the
segment spccitied by the Capability. It the segment Is iocal
to the processor then the Kmap may also change the
relocation register in the Slocal so that references to the
segment can be porformed at full speed withoutl the
intervention of the Kmap. The Slocal, for cost and
performance reasons, does not have the hardware
necessary for bounds checking on variable sized segments.
Thus only fixed size 4 K byte segments can be accessed
without Kmap assistance.

The Cm* mechansm for address space overlaying should
be contrasted with mechanisms in other computer systems.
Wiien executing a large program on a processor with a small
immediate address space, the time taken to overlay the
address space can have a crucial effect on performance
Mcasurements made of the execution of the operating
system HYDRA [Wulf et al, 78] on the C.mmp multiprocessor
showed that relocation registers were being changed
approximately every 12 instructions. (This does not,
I;owevar. imply that user programs perform overlay
opecrations this frequently.) Within the operating system
this overlay operation i1s a singio POP-11 MOVE instruction
because no protection s involved. However for user
programs running under HYDRA, an overlay operation
requires invocation of the opcrating system with several
hundred instractions of software overhead. Subsequent
optimization, and partial microcoding, have greatly reduced
this overhead.

Figure 3.4 shows the conceptual transiation from a 16
bit processor-generated address to a virtual address. The
four high order address bits from the processor selcct one
of 1& Window registers. The Window register holds an
index for a Capabuity in the executing software modules
Capability List structure. The 16 bit segment name from the
selocted Capability is concatenatad with the 12 low order
bits from the processor to form a 28 bit wirtual address

Cm*: a Modular, Multi-Microprocessor

Window Register Capability
OP Cap. Ingex Rights Segment Name

—>L ] 5 1 -

L

5k N1/
Read/
Write 150 § #16

——d Rights Check
e

28 Bit, System Wide
Virtual Address

16 Bit, Processor
Generated Address

Figure 3.4
Conceptual Virtual Address Generation and Rights Checking

Figure 3.4 also shows the read/write indicater from the
processor being concatenated with two bits in the address
expansion registers to form a three bit opcode The
corresponding bit in the Capablility rights field is selected
and tested. It the operation Is not permitted then an error
trap Is forced.

3.4 Virtual to Physical Address Mapping

The mapping from virtual to physical address depends on
the location of the segment in the nctwork and, of courte,
on the typc of the scgment. We begin with the case of a
simple read/write segment residing within the same cluster
as the processor referencing the segment. This mappnn s
shown in Figure 3.5. The segment namo is used to access
the correspondmg segment dascriplor. The descriptor
provides a limit vailue which is checked against the 12 bt
offset in the virtual address. If the reference Is out of the
bounds of the segment then an error trap occurs. The
offset is added to the physical base address from the
descriptor. The resulting 18 bit value is a physicail address
within the 256 K byte address space of the computer
module also specificd i the daescriptor

If the virtual address references a segment outside the
source cluster then the segment name 15 used to access an
Indirect Descriptor Reference rather than the descrintor
itself. The Indircct reference simply Indicates m winch
cluster the segment resides  The Xmap then passes the
virfual adaress to that cluster via the inter-cluster buse
An alternative approacnh would be to have duplicate cop
of the sengment descnptors m every cluster Thus the
virtual=to-physical manpping could be done at the source

oy
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Segment Descriptor

Type Limit Base Address CM#

2! ! )
OP Code
(S
CM#
Simple |
Read/Write 4
Segment Name 1
16
Limit
Check 18
Offset : T
12

22 Bit, Phvsical

28 Bit, Virtual Address Address within Cluster

Figure 3.5 Virtual to Physical Address Mapping
for a Variable Sized Segment

ciuster, with possibly some savings in overhead. However,
any attempt to change the virtual-to-physical binding of a
segment (e.g. moving it to a different memory module or onto
backing store) would require an effectively simultaneous
change to all copies of the segment descriptor. In a large
network this operation would be slow and cumberscme, if
not impossible. A further advantage to ensuring that only a
single descriptor exists for each segmant is that a Lock Bt
can ba provided in the descriptor. The lock bit can be used
to ensure mutual exciusion for special segment operations.

3.5 The Kernel Address Space

Each processor can exccute in either of two address
spaces. One 1s the User Addrass Svace which was
described above. The second 1s the Kernel Address Space,
which is similar to a user addrcss space with the addition of
some machanisms reserved for the operating system  The
currently executing address space s selected by a it in
the Processor Status Word of the LSI-11 A Kernel
Environment is similar to a User Envieonment, however
segments at the third level of the Capabiity List structure
(Figure 3.2) can be User Primary Capability Lists. That is, a
Kernel Capability list structure can have user envuonmonts
as substructures.

There are saveral additional pseudo registars provided
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m page 15 of tha kernel address space. One of these, the
User Environment reqgister, holds an index for a Capability
the kernel environment which points to a user environment
This register specifies the current user environment for tiis
processor. It the kernel writes a new index into the
register the addressing state of the old user process 1s
saved by the Kmap in the state vector part of the old user
environment. The addressing state of the new user is then
loaded from the specifiad new user environment. The
addressing state 1s the value of the widow and other
system registers in pagqe 15 of the executing program.
tdealty, this opcration, which performs a context swap by
saving one addrossing state and loading another, would also
save the interral processor registers. Unfortunately there
1s no way for the Kmap to access the internai registers of
an LSi-11. Thus internal registers must be saved and
restored under proqram control.

4. Control Opcerations

The philosophy it Cm* is to implement all special control
operations, such as interprocessor interrupts, by references
to the physical address space. This not only avoids a
proiiferation of special control signals, but also ailows the
power of the system's address mapping and protection
mechanisms to be applad to control operations.

The Slocal provides a three priority level interrupt
scheme. An interrupt is nvoked Dby wrnling into the
appropriate physica! address on the LSi-11 bus of the
target processor. Thus an interrupt can be requested by a
process anywhere in the network, provided the process has
a Capability for a segment which maps to the correct
physical address. Another example 15 the abort operation
If the apptopriate bit Is wntten, a NXM (Non Existent
Memory) trap by the local processor is forced. This
mechanism wili be used when an error occurs during a
remote reference by the processor

The following examples show how references to specia
typed segments, or special operations on standard
segments, are used to invoke microcoded operations in the
Kmap

4.1 Primitive Lock Cperations

For processors i the PDP-11 family, most write
operations are part of a recad-modify-write sequence In
standard PDP-11s (acluding LSi-11's) this sequence s
mplemented as an amdwvisible, single bus operation  Tlus
mproves performance by reducing bus overhead and
allowmg optimzation of references to memcry with
destructive read operatons (e.g. core and dynamic MOS

memory). In C.amp the mdivisibility of these operations is
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maintained through the switch to shared memory. This allows
the implementation of Locks and Semaphores because a
memory location can be both tested and set without fear of
an mtervening access by some other processor. Indivisibie
read-moditfy-write operations to nonlocal memory will not be
implemented in Cm* because of increased bus and memory
contention and hardware compiexity. We will provide an
equivalent function by making use of the Kmap's ability to
lock a segment descriptor while it makes a serics of
references to the segment. To implement a basic lock
mechanism two special segment operations are defined:

Inspect the word addressed. |f greater than zero,
then decrement. Return the original value.

Increment the word addressed. Return the original
value.

4.2 An Inter-Process Message System

Message systems can  provide  particularly clean
mochanisms for communication between processes [B7imch-
Hansen, 73. Jefferson , 77]. In the past, & “rawback tw
message systems has been the subsiantial
system overhead in transferring a message from one
process tully protected way The
architecture of Cm*® provides an opportunity to build a fully
protected message system which can be used with very

operating

to another in a

low overhead

A message port, or mail box, will be a special segment
Messages wiil either be entire segments, passed by
transferring capabtities, or wil be single data words
encoded as  data capabilities. representative
operations on Mailbox segments are:

type

Two

Send (Message, ReplyMailBox, MaiBox)

This transfers capabilities for a message and a reply
mall box from the caller's Capability List to the Mail
the maibox s full the caller is
suspended

box If then

Receive (MailBox)

It the mailbox contains a message then a Capabuity
for the message and a Reply Mailbox will be
transferred  into calier's Capability List.
Otherwise the caller is suspended

the

Providcd that the above operations are successful, they
are performed complotely in Kmap microcode, and messages
may be passed with probably less than 100 microseconds
delay. It the operation cannot be comploted because the
Mailbox is tull or empty, then the operating system is
invoked to suspend the requesting process The Kmap can

Cm*: a Modular, Muiti-Microprocessor

also request the operating system to wake up a suspended
process when the operatic s complete.

5. Development Aids

The development of hardware and software for a new
computer system s a major undertaking. We have
attempted to ease tivs burden by using a variety of alds
All the major hardware components were drafted using an
interactive drawing package (a version of the Stanford
Drawing Package). To faciitate the development of
software, prior to the availability of hardware, a functional
simulation ot Cm* was programmed, which executes on
C.mmp. Development of the Kmap hardware and microcode
has been greatly benefited by the use of the "hooks"
mechamism in the Kmap. This connection to the Kmap
allows a program executing on an LSI-11 almost complete
access to the internal state of the Kmap.

In erder to expedite hardware debuqging and software
development, a host program development system was
constructed. The is connected to each Cm in the
cystem by & Seral Line Unit (SLU) to allow down line memory
ipading “nd “<umping from the associated Cm. In addition,
the SLU makes consoic control functions for each LSI-11
available to the host computer [van Zoren, 75]. The Host in
turn 1s connected to a POP-10 timesharing system.

nost

6. Concluding Remarks and Project Status

Cm* is projected to be constructed in three stages. The

first stage 15 a ten-processor, three Kmap system. The
subsequent stages will include 30-processors and later

100-processors.
July, 1975. As of iate summer,

one-Kmap system was operational
first stage Cm*® configuration will be operational n the
second quarter of 1377. The inttial operating system Is
described in [Jones, et al 77] and is being developed both
on the Cm* simulator which runs on C.mmp and on the rea
hardware with the support of the Host Developmen® systen

Dctailed hardware design began in late
1876, a three-processor
It is expected that the

The essential features of architecture havi
becn presented
with each unit of sharcd memory and the three level |
structure which makes all

processor are primary features of the Cm* structure Mucn

the Cmn*
Both the coupling of a processor directly

memory accesshia by every

of the sophistication n the architecture is associated with
the address transiation mechamsms. A doscription has been
given of how the small processor address space of the
PDP-11
space of the Cm" system and how the global virtual address

the physical

s mapped into the larger global wirtual address

space I1s mappcd onto distributed addross

space of the Cm* systam
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A number of unportant aspects of the Cm* project are
cutside the scope of this paper and interested readers are
reterred to other papers for a mere complete discussion
[Jones, et al. 77, Swan, et al. 7GA, 7GB, 77, Ingle and
Sicwiorek, 76A, Ingle and Siewiorek, 768, Siewiorek, et al
76], Reliabity and performance modcls have been
developed concurrently with the hardware design of the
system and have been used to guide several important
decisions  concerming  the  structure of the Cm*
implementation.
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Abstract

The implementation of a hierarchical, packet switched
multiprocessor 1s presented. The lowest level of the
structure, a Computer Module, is a processor-memory pair.
Computer Modules are grouped to form a cluster;
communication within the cluster i3 via a parallel bus
controlled by a centraized address mapping processor.
Clusters communicate via ntercluster busses. A memory
reference by a program may be routed, transparently, to
any memory in the system. This paper discusses the
hardware used to implement the communication mechanism.
The use of special diagnostic hardware and performance
mode!s 1s also discussed.
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1 Introduction

The compamon paper, [Swan et al. 1977], has
introduced Cm* as a large, extensible multiprocessor
architecture. It has an unusually powerful and complex
addressing  structure which allows close, protected
Cooperation between large numbers of Inexpensive
processors. This paper describes the combination of
hardware and firmware which implements the address space
sharing and interprocessor communication mechanisms

Cm* Is a multiprocessor system as we define it (rather
than a network of independent computers) because the
processors share a common address space. All processors
have immediate access to all memory. The structure of Cm*
Is shown in Figure 1.1. The primary unit is the Computer
Module or Cm. This consists of a processor, memory and
peripherals intertaced to a local memory bus and a "locai
switch”. The local switch, or Slocall, interconnects the
processor, its local memory bus and the Map Bus. The Map
Bus provides communication between up to fourteen
Computer Modules within a cluster, and is centrally
controlled by the Kmap, a high performance
microprogrammed processor. Each Kmap interfaces to two
Intercluster busses, by means of which it communicates with
the other clusters in the system.

There 15 a system-wide 28 bit virtual address space
This address space is divided into segments with a maximiun
size of 4096 bytes. Programs refer to segments indirectly
via Capabilities, which are two-word items containing the
global name of a segment and spccifying access rights to
the segment. The processors have a 16 bit address space
which 1s divided nto 16 pages. A mechanism is provided
which allows a program to associate any Capability it
posesses (and hence any segment to which it s allowed
access) with any page i its immediate address space. A
full description of the address mapping scheme is given in
[Swan et al 1977

To demonstrate the viabiity of a structure it s
neccssary to build a pilct system with currently available
components. To be a successful demonstration, the pliot
system has to be a usetul, economical computing rasource
n its own night. Theretore, in the Cm® network described
here, many design tradcoffs were made on the basis of
current technolony and the resources availabla The highly
expcrimental nature of the project encouraged an emphasis

‘Thu names used for hardware components of Cm* are
derived from PMS notation [Beil and Newell, 71] The
leading, capitalized letter ndicates the primary function of
the umit, eq Computer, Processor, Kontrollar, Link, Switch
The subsequent lctters, optionally separated with a period,
qive some attribute of the umt. For example, Slocal i3 a
local switch. Pmap 1s a mapping processor. 1The name Cm*
derives from (Computer modular)* where * is the Kleene
star

{
|
|
|
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Figure 1.1 A Simple 3 Cluster Cm* System

on genecrahty and ease of debugang m the hardware
components, rather than just minimization of costs. There
are many aspects of the detailed design which would have
to be re-evaluated if the structure were to be implemented
in a ditferent technology or built as a commarcial product.
In particular the distribution of functions betwecn the
processors and the Kmap would be carefully reconsidered.
The modular nature of Cm* makes it particularly suitable for
implementation in LSI.

Section 2 lustrates the mechamsm for memory
references. The various hardware components ot Cm* are
described in the following six sections. Section 3 describes
the processor-memory pairs and therr nterface to the Map
Bus In Section 4 opportumties for parallelism n the
address mépmng mechanism are considered. Three
autonomecus functional units of the Kmap ara presented in
Sections 5, 6, and 7. Section 8 describes the support
given to hardware diagnosis ana microcode deveiopment in
the Kmap. For an effective mplementation it was
necessary to find a reascnable performance balance
between system components. Some of the performance
modeiling which gwded our judgement s presented in
Section 9.

2 The Mechanism for Local and Nonlocal Refercnces

Addresses generated by processors in a Cm® system
may refer to memory anywhere within the system. Mapping
of an address and routing to the appropriate memory are
performed in a way that is totally transparent to the
processor generating the address. If an address (s to refer
to the memory local to that processor, the mamory
reference s pottormod in a completely standard way
except that the Slocal reiocates the hugh-order four bits of
the address  See Figure 2.1

When the page bheing referenced is not local (e the
“Map" bit for the referenced page 's set in the Slocal) a
service request is madn to the Kmap by the Siocal. Upon
seceiving the service request the Xmap executes a Map
Bus cycle to read in the processor-qonerated address from
the Slocal, as well as the number of the Cm making the
requast, and two status bits indicating which address space
was executing on the nrocessor andg whether the reference
was a read or 4 wrte (sea Figure 2.2) It the segment
being referonced 18 ocal to the cluster, tha Kmap will use
information cached in its nigh-speed buffars to bypass most

'i
{
|
i
{
{

S
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Figure 2.1
Addressing Mechanism for Local Memory References

of the processor-to-virtual-to-physical address mapping.
Thus it can quickly transiate from the page number
referenced by the processor to a physical address
consisting of the number of the Cm containing the physical
location and an eighteen-bit jocal address. A second Map
Bus transaction is executed to pass this address, and a bit
mdicating whether a read or a write is to be performed, to
the dostination Siocal. If the operation is a write, the data
may be passed directly from the Cm making the reference
to the Cm contaimng the word to be written. The
destination Slocal performs the read or write via a Direct
Mcmory Access. When this is completed it issues a return
request to the Kmap to acknowlcdge completion. A third
Map Bus cycle is performed to transfer the data back to the
processor that made the reference (in the case of a read)
and to acknowlcdge completion of the reference so that the
requesting processor may resume activity.

A second alternative when the Kmap receives an
address  to map is that the physical location being
referenced Is not local to the cluster. In this case the
mformation cached in the Kmap for the page Dbeing
referenced will not indicate a physical location directly;
instead it will give a sixteen-bit segment name, the number
of the cluster containing the physical memory allocated to
the segment, and two bits used to extend the read/write
bit to a three-bit op code. This information 1s combined with
the twelve low-order bits of the onginal processcr address
to form the full wvirtual address of the object being
refercnced. See Figure 2 3. The wirtual address, along with
the processor data (if a write 1s being performed) IS sent
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Figure 2.2 The Mechanism for Cluster-local References

via an Intercluster Bus to the Kmap of the cluster containing
the segment (if there is no Intercluster Bus directly
connecting the two Kmaps the message will be steered from
Kmap to Kmap until it reaches the destination cluster). The
destination Kmap will then map the virtual address to a
phystcal one within its cluster. Map Bus transactions will be
exccuted to pass the physical address (and data |f
needcd) to an Slocal which in turn performs the operation
and returns acknowicdgement (and, perhaps, data) back to
the destination Kmap A return message Is used to pass
back acknowicdgement and data to the Kmap of the
originating cluster. Finaily, this Kmap will relay the data and
acknowledgement back to the initiating Cm to complete the
reference.

Several points are worth noting with respect to the
above schemes [Except at the local memory bus level,
where conventional circwit  switching 1s  used, all
communication Is performed by packet switching. That s,
busses are aliocated only for the period required to transfoer
data. The data s latched at each interface, rather than
establishing a contimuous circuit from the source to the
destination. Tius approach gives greater bus utiization and
avords deadloch over bus allocation. Al transactions are
complately interlocked with positive acknowlaedgement beinqg
requircd to signal complotion of an operation (it 1s possible
to allow a processor exccuting a nonlocal write to procecd
as soon as the data for the write has been recelved by the
Kmap or destination Slocal, without waiting for complation of
the operation, however in this case the Kmap wil expect
to receive acknowledgement in place of the processor so
that approprate actions may be taken if none is received)
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Figure 2.3 The Mechanism for Intercluster References

The complete processor-to-virtual-to-physical address
mapping is performed only i the case of intercluster
references. As the locahty of a reference increases the
amount of this mapping that may be bypassed (and hence
the speed of the reference) increases, with local caches of
certain mapping information used to effect the bypass. An
important characteristic of the addressing structure is that
there is exactly one Kmap that may perform the virtual-to-
physical mapping for a given segment. The requirement that
all references to a segment occur with the cognizance of a
single Kmap greatly simplifies the moving of segments and
the implementation of operations requiring mutual exclusion,

3 The Computer Module

The first level of the Cm* network hierarchy is the
Computer Module, or Cm. The Cm's provicda both the memory
and processing power for the muitiprocessor system,

The decislon to use a standard, commercially avadable
processor (the DEC LSI-11) has had a considerable impact
on the design. Use of a standard instruction set has made a
larqe pool of software and software development aids
directly availlable The not inconsiderable effort to design
and implement a new processor has been avoided

e

At the software level, the prime disadvantage of the
LSI-11 instruction set is that only 16 bit addresses can be
directly manipulated. The companion architecture paper
discusses in dctaill the mechanism used to expand a
processor's address space from 16 bits to 28 bits.

3.1 The Components of a Computer Module

A Computer Module, Figure 3.1, can act as a stand alone
computer system. The standard commercially avallable
components include the DEC LSi=11 processor and dynamic
MOS memory. Any LS(-11 peripheral may be used on the
bus, including seria! and paralie! interfaces, tloppy and fixced

head disks, etc he standard 16 bit memory has becn
extended with byte panty Memory refresh s normal'ly
performed by microcode n the LSi-11; however, the fact

that a processor may be suspended indefinitely while
awaiting the completion of a complox externa! reference
has made 1t necessary to augment each Cm with a special
bus dcvice to perform refresh

The most important compnnent which has been added to
each Cm s the Siocal Thus provides the interface botween
the processcr, the Map Bus and tha LSI-11 Bus. The prime
function of the Slocal s to selectively pass references from
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Figure 3.1 Details of a Computer Module

the processor to either the LSI-11 Bus or the Map Bus and
to accept references from the Map Bus to the LSI-11 Bus.
The Slocal also provides simple address ralocation for
references made by its processor to local memory. Figure
2.1 shows how this relocation is performed; the "Map Bit" in
the local relocation table is set for pages which are not in
the local mamory of the processor.

In addition to the Local Relocation Table the Slocal
provides a number of other control registers. All these
reqgisters are addressable as memory iocations on the LSI-
11 bus; however only the Kmap and highly priviieged system
code will have direct access to them One of the key
registers  is  the eXternal Processor Status Werd
(XPSW<15:8>). The LSI-11 impements only the low order
byte of the standard PDP-11 Processor Status Word
(PSWC7:0>). Logic in the Slocal (with assistance of
standard signals from the LSI-11) aliows the XPSW to be
saved and restored during interrupt, trap and other
operations in unison with the internal PSW. The XPSW
allows selective enabling of various Siocal functions and
controls a simple three level interrupt scheme. On power-up
the XPSW is cleared, which disables all special operations
by the Slocal including the relocation of local memory
references. In this mode the processor acts as a bare,
unmodified [ S1-11 The Local Relocation Table cun be
mitialized either by console operations, execution of locel
bootstrap code or remotely by any processor in the
network. After mitrtalization,  enabling  Reloc  Mode
(XPSW<11>) will allow local relocation and glve access to
the rest of the network,

Incorrect use of PDP-11 instructions such as HALT,
RESET, Move-To-Processor-Status-word,  Return  from
interrupt, etc. can cause l0ss of a processor, garbiing of an

Page S

1/0 operation or enable circumvention of the system's
protection scheme. The Privilaged Instruction Mode bit
(XPSW<13>) enables logic in the Slocal which detects the
fetching of any "dangerous" instruction. An immedIate error
trap i1s forced it an unprivilieged program attempts to
execute a privilaged instruction.

Several registers in the Slocal are concerned with
providing diagnosis and recovery information after a
software or hardware error is detected. Almost all errors
are reported to the processor by forcing a NXM (Non
eXistent Memory) trap. This includes errors detected by the
Kmap during remote references. The Kmap signals the error
by writing to the "Force NXM" bit in an addressable register
in the Slocal. The Local Error Register indicates the nature
of the error and whether the erroneous reference was
mapped. The "Last Fetch Address" register is updated to
hold the address of the first word ot an instruction every
time the LSI-11 fetches a new Instruction. If an error is
detected, this register is frozen until the Local Error
Register 15 explicitly cleared. Also frozen in the Local Crror
Register is a count of the number of memory referances
performod in the execution of the instruction. In
conjunction, these two registers provide sufficient
mformation to restore the state of the LSI-11 for retry of
the instruction during winch the error was detected

The Slocal also provides two interrupt request registers
Interrupt enable bits 1 the external processor status word
allow masking of the interrupt requests. Provided reference
is permitted by the memory protection scheme, any
processor in the network can interrupt any other processor
simply by writing to the correct address

3.2 Data Paths for Nonlocal Refercnces

An idealized form of the basic data paths and latches
within a Cm* cluster s shown in Figure 3.2. Depending on
the address agenerated, a reference from the processor Is
passed either to the local memory bus or to the Map Bus A
local memory reference s performed in a conventional way
For a nonlocal reterence, the address (and possibly data) is
latched end a service request s issued to the Kmap. The
broken line m Figure 3 2 shows the path of a read to the
memory of another Cim in the cluster. The address from tho
source processor is read Ly the Kmap which translates it
into a physical addross within the memory ot a Computer
Modute This physical address 18 placed onto the Map Bus
by the Kmap and 'atched at the target Cm. A conventional
Dirtect Memory Access (DMA) cycle s percformed by the
destimation Slocal, the data read s latched and the Kmap s
again requested, tivs time with a return request To
comp!ete the opceration, the Kmep responds by transferring
the data over the Map Bus from the target Cm to the
requesting Cm (tius simply requires the latch at the tarqget
Cm to be enabled onto the Map Bus and the latch at the
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requesting Cm to be strobed). At tius pomnt the source
processor, winch was suspenaed, is gven the data as if a
normal memory reference had been performod

This smplified descrption ot a Computer Module has
been presented to emphasize the simplicity of the basic
mechanisms requircd tor an intra-cluster reference in Cm*,
In the actual implementation using the LSI-11 processor the
data paths are rather different than the decahized structure
shown in Figure 3.2 The differences are due primarily to the
need to minimize the changes to the LSI-11 Aithough still
simplified, Figure 3.3 1s a more accurate representation of
the data patis and latches used to Interface the LSi-11
and the LSI-11 bus to the Map Bus

ihe processor board 1s modificd so that the Local
Relocation Table i the Slocal can be inserted in the data
path of the four high order address bits. The tining marains
m the processor's address path are wide encugh to allow
msertion of tlus delay without loss ot performance. The
LSI-11 Bus is the only data path from the processor fer both
local and non local references. it the processor were
permitted to hold the LSI-11 bus whie waiting for
completion of a nonlocal reference then references from
other processors in the network to memory on the LSI-11
bus would be blocked. Tms could very easly lead to
deadlock situations. To give greater concurrency and to
eliminate the deadiock potential, the Slocal 1s able (using
simple microcoded state sequence logic) to force the
processor oft the LSI-11 bus whide it 1s waiting for
complation of nonlocal references. While the processor s
forced off the local bus the Siocal takes over DMA bus
arbitration for the suspended processor

4 Concurrency within the Mapping Mechanism

Early in the design of Cm* the speeds of the various
components in the system began to appear as follows: the
tine for a "typwcal® Map Bus transaction was about 05
microseconds; the tune requircd in the computational umit of
the Kmap for an address mapping was 1-2 microseconds,
the time to transfer a mossage on an intercluster Bus was
2-4 microseconds; and the time for an Slocal to exccute a
read or write recquested by the Kmap was 3-4
microscconds. In refernng to the mechamsms for nonlocal
mappings it can be  secnh that no single component IS
responsible for a very large fraction of the time required for
a nonjocal reference. Thus f cach cluster had a mapping
concurrency of one (only one nonlocal reference couid be
processed at a time per ciuster) both the utilization of the
mapping components and the tiroughput ot the mechanism
would be low (the effect of concurrency on system
porformanze 18 discussed quantitatively m Section 9). In
addition  the possibiity  of  deadiock  in ntercluster
refercnces 15 introduced
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Figure 4.1 The Compencnts of the Kmap

The solution adopted for Tm* was to separate the four
functions whose tumings are given above and to allow a
concurrency of e'ght i the mappmng machamsm of cach
cluster. The packet-switched nature of Cm*® yweids cicanly
to this approach, anid requires only that quecues be
mplemented to store messaqes at the mterfaces between
the components Fugure 4.1 depicts this structure, in which
the Kmao has been lomcally sub-divided into three separate
units the Kbus, which s master ¢f the Map Bus and
controls all! transactions on 1it, the Pmap, or mappinn
processor, which dons all the address translation and
mamtains the cacie used to speced up manpmng, and the
Linc, or ntercluster W, wihich presides over  the

transnussion ¢f message s between ciusters

One other rnotinn must be mtroduced before proceedng

to a detailcd discussion @f the components of the Kmap

name'y that of a context Operations requirmg mutua
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exclusion (for example, changing the wvirtual-to-physical
mapping of the system) will be mpiemented in Cm* as
memory references to "special' seqments which will then
cause the Kmap to perform the aesired operations in &
proteccted way. In general these operations will require
several references by the Kmap to main memory. If the
Pmap i5 to be used for other mappings while these main-
memory references are being made by the Kbus and Slocals,
therc must be some means of saving and restoring its state
so that processing can be resumed when the memory
reference has becn completed. The solution adopted is to
provide registers in the Kmap to save and restore state for
up to eight overiapping operations. A mapped operation in
somo stage of processing by the Kmap is referred to as a
context. Each context has allocated to its exclusive use
eight general-purpose registers and four subroutine linkage
registers (one of which is used to save the microprogram
address  wihile  awaiting  the  completion of Map Bus
transactions).

The Kbus maintains the status of the eight Pmap
contexts and allocates them to new service requests. The
context number and other status are then placed in the Run
Queue to signal the Pmap that the context is runnable. The
mapping processor activates the context by removing Its
number from the Run Queue and starting execution of
microcode at an address determined by the status bits.
When the new context is activated the processor address
is mapped, and a requast for a main-memory reference Is
placed in the Out Queue (during this tire the Kbus has been
treec to read wn service requests or perform functions
A context swap is executed in the
pending  the

requested by the Pmap)
Pmap to deactivate the current
complction of the memory reference and to activate the
next one in the Run Queue. The Kbus transfers address and
data to the destination Slocal, then other
requests whilc the memory reference 1s being performed.
When the memory rcference is completed the Kbus either
reads the acknowledgement and/or data back into the Kmap
and places the context back in the Run Queue for
reactivation, or it sends the acknowlodgement back to the
processor that originally made the service request (thercby
complieting the mapping operation) and marks the associated
context as "free" for reallocation to a new service request.
The fact that a context remains allocated to each nonlocal
reference until that reference 1s comnleted (regardiess of
whether or not more Pmap processing 1s expected to be
needed) means that if an error Is detected the context can
be reactivated and will have enough state information to

context

processes

hand!c the error in an intelligent fashion.
g

Communication between the Linc and Pmap is similar to
that between the Kbus and Pmap, the Pmap quecues a
request for an intercluster message to be sent (separate
queues are provided for each Intercluster Bus) and
suspends the requesting context. When a return messaqge
is received for the context the Linc causes the Kbus to
reactivate the context in the Run Gueue. When an incoming

The Impiementation of the Cm* Multi-Microprucessor

intercluster message 15 received by one of the Linc's
Intercluster Bus Ports, it 1s queued and a request 18 (ssued
to the Kbus to allocate a free contaxt to the request and
activate it in the Run Queue.

6 The Kbus and the Map Bus

Because of the great variety of tasks it must perform
and the necessity that it be able to respond to errors in an
intelligent  way, the Kbus was designed as a
microprogrammed processor controlled by 256 40-bit words
of recad only memory It has a microcycle time of 100
nanoseconds which s synchronized with the 150
nanosecond clock of the Pmap and Linc at 50 nanosecond
intervals. Figure 5.1 shows the niajor elements of the bus
controller

The Map Bus contains 38 signals, of which 20 are
bidircctional lines used to transmit addresses and data
between the Slocals and Kbus of the cluster. The Kbus is
master of ail transactions on the bus; as such it specifies a
source and destination for each cycle as well as status bits
indicating the use of the data (address, data, etc.) The
bus 1s synchronous, with the Kbus generating all of the
strobes used to transmit data. Each Slocal Is provided with
private service and return request fincs to the Kbus. The
arbiter section of the Kbus scans these in a pseudo round
robin priority scheme.

The Kbus maintains the queues and registers used for
communication with the Pmap. The Run Queue contains
eight eight-bit slots (and thus is guaranteed never 1o
overfiow)., each containing a threc-bit context name and
five additional bits of activation status The Out GQueue
contains four 39-bit entrics The Pmap loads this queue to
request Khus operations and must check its state before
loading to insure that it never overfiows. Each Cut Queue
slot contains an op code used to select one of thirty-twe
Kbus opcrations, and additional address, data. and context
mformation relcvant to the operation Two reqisters are
loaded by the Kbus on behalt of each Pmap context
arc readable only by the Pmap and writable oniy by the
Kbus
read in from the Map Bus for the context and the Bus

They
The Bus Data Register contains the last data word

Conditton Register gives control and status information for
the transaction.
The Kbus s responsible for the aliocation and
deallocation of contexts, and maintains the status of each
context for this purpose. |t aiso keeps two additional bits
of status for each context which are used to insure tha!
when a context suspends itself to awat the execution of a
mam-memory reference or the sending of an intaerciuster
messaqe, an acknowlodgement of the completion of the

operation s received within a reasonable time (two

milliseconds). ! a suspended context times out (it 1s forcivly

reactivated with status bits indicating the error
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Figure 6.1 The Components of the Kbus

The Kbus also maintains nine bits of status for each
Siocal in the cluster indicating whether the Slocal is busy
with a Kmap-requested memory reference and, if so, what
to do with the information returned at the end of the
transaction. This status is set whenever a local memory
reference is imtiated and 1s used to insure that two
contexts do not simultaneously try to request a memory
access through the same Slocal.

6 The Pmap, the Address Mapping Piocessor

The mapping processor of the Kmap, or Pmap, is a
Sixteen-bit  horicontally  microprogrammed processor It
occupies a central position within the Kmap, cooramating
the activities of the other components. It 1s pipotned and
has a cycle time ot 150 nanoseconas Micronstructions are
80 bits wide, a 1K*80 bipolar RAM /s used as a writable
microstore. The Pmap also uses a high-specd 5K*16 RAM to
Store the active Capabilities and segment descriptors. In
addition to performing the basic address translation for the
nonlocal references of a ciuster, the Pmap must support
certam operating system primitives, statistics gathering,
and other expenmental  functions without excessive
performance degradation,

6.1 Data Paths

A reqister transfer level diagram ¢t the Pmap is given
n Figure 6.1, The man data paths consist of three interral
high specd trni-state busses. Two of these, the 4 and B

busses, take data from various sources and feed them to
the mputs of the Arithmetic Logic Unit. The third bus, the
F Bus, takes the ALU output and distributes it to various
parts of the Kmap. The Kbus and Linc are also connected to
these busses. Pipcinc latches are used to overlap fetch of
operands with current data operations

The Shift and Alask Unit provides the abiity to perform
ficld-extraction on one of the ALU operands. This capability
1s tmportant since the Pmap frequentiy deals with packed
information in segment descriptors, intercluster messagoes,
etc. The mput to the Shuft and Mask Uit is rotated by an
arbitrary amount and then masked by one of 32 16-bit
standard masks stored in a PROM,

For efiiciont add:css mapping, it is crucial that the xmap
have fast access to the mformation it needs to perform the
virtual-te-physical address  transiation.  This  information
consists largely of the active Capabilities and seqgment
descriptors, of which up to 448 may exist in the cluster at
a umo (sixteen in cach of two audress spaces for cach of
fourteen processors). Although content addressabin
memory was not used because of the large capacity
needed, the careful positioning of tables within the data
memory, combined vath a hash-coded iist structure used for
storing descriptors, has produced a cache-like structure

The data mcmery, or Mdata, i1s divided into 1024
(expandabic to 4000) records, each record contaming five
16-bit words. The record organization was chosen because
the segment descriptors, with cachemgqg information, it
comfortably within this 80-bit space Each word has
associated with 1t two parity bits, one for cach byle The
memory s word addrossable, with the record address
coming from the Data 4d¥ress Register (DADR) and three-bit

|
|
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Figure 6.1 Data Paths in the Pmap

word indices from ficlds in the current microinstruction.
Thus once the record address of a descriptor or capability
has been computed, the individual subwords may be
accessed without expending turther cycles to generate
data memory addresses.

Data to be wntten in the Moata may be taken either
from the A Bus or F Bus Bccause it is frequently necessary
to set and clear status bits in segment descriptors (for
example the "dirty" and "use" bits used for demand paging,
and the lock bit used for mutual exclusion) bit set and clear
logic is provided tor data input from the A Bus. It provides
for the setting or clearing of either or both of the two high-
order bits of the input word. To further increase paraliclism,
it 1s possiblo to simultaneously read and wnite different
words of the same record It is thierefore possible, say, to
set the "use bil" in one word of a segment descriptor and
at the sama time extract the segment it from another
word of the same descriptor

6.2 Microprogram Sequencing Logic

One characteristic of the Cm*" address mapping

algorithms Is the large number of conditions to be tested

The service of a typical request will require testing of
request status, cperation type, and segment type and
checking ot the following conditions: protection violation,
descriptor locked, segment localizable etc. To perform
address mapping witlhun a reascnable number of cycies
requires the Pmap to have a flexiblo mu'ti-way branch
capability

A block diagrain of the microprogram sequencing logic 1s
given i Figure 6.2 A Basa Address is selected from either
the Next Address field in the current microinstruction or the
output ot the Subroutine Linkage Registers. Two bits in
the micromstruction select the mode of branching (two
way, four-way, sixteen-way) and two three-bit fields
control six 8-to-1 condition code mu'tiplexers. Multi-way
branching was wmplemented in the conventlonal way by
Qfi'ing  the codes with the Base
The address thus generated is stored in MADR,
to fetch the next

selected condition
Address
the Microprogram Addgress Register
> a conditional override mechanism
that con prombit a potential 16-way branch. Whan the
override conditon s true, a Dbranch IS taken to a
seveanteenth locaton reqardess of the vaiue of the 106-way
branch conaition code

There

micromstruction
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Figure 6.2 Microinstruction Address Generation Logic

6.3 Context Considerations

There are a total of 64 qeneral purpose and 32
subroutine linkaga remsters, alovwing each context
exclusive use of eignt general purpose registers and four
subroutine linkage registers. The Current Context Number,
stored i the Context Register, sclects the current reqgister
bank. Normally this register s loaded from the Run GQueue
when a context swap is executed For diagnostic purposes
the Pmap may directly load the Context Register, hence f
required a microprogram may access the registers of any
context Each contaxt may nest subroutine calls up to four
levels deep. By convention, the zeroth linkage register is
also used to store the reactivation acddress of a suspended
context. The status bits in the Run Queue indicate whether
a context 15 to be activated at its reactivation address (to
continue an ongoing cperation) or to be explcitly started at
one of the first sixteen locations in the microstore (to begin
a new operation, or handle certain error conditions),
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7 The Linc and Interciuster Bus Structure

The Linc prowides ntercluster communication by
connecting the Pmap to two Intercluster busses
Communication s in the form of short messages passed
between Kmaps. Mcssages are stored in a Message RAM
which i1s shared between the Pmap and the two Intercluster
Bus Ports. Pointers to messages pass through an automatic
system of queues Mcessages are usually sent directly from
source to destination cluster, but they can also be
forwarded by ntermodiate clusters (thus allowing arbitrary
network topologics to be constructed). Message routing Is
controlicd by Pmap microcode. The goal in the Linc design
was to provide fast, deadlock-free Intercluster
communication with a min'mum of Pmap overhead.

7.1 Intercluster Bus Protocol

The Intercluster busses contain 26 lines: 16 data, 2
parity, and 8 control. They cperate in an asynchronous,
interlocked fashion at a transter rate of 450 nanoseconds
per word. Mastersnip is passed cyclicly between
requesting ports, effectively implementing a round robin
priority scheme. The current bus master arbitrates future
mastership in parallel with its current data transfers

Forward Message
15 12

Return Message
5 12 6 0

6
rCFCX i Sowrce !Destination IC{ CX
} | i

RESERR ‘Dcstumnon
1

L Data Word (Read) J

i Complex Bit
CX Context
OP Op Code

-y opP l Offset
s S

Seqgment hName
i e e

Data Word (Write)

| S

Figure 7.1 Standard Niessage Formats

Intercluster messages consist of one to eight 16 Lt
words. The most common formats are shown in Figure 7.1
The header word contains a six bit ideatifier for source and
destimation cluster, the source context number and the
complex bit. A returp message has a umque source field of
all ones The source context number s sent with the
message to allow a direct reactivation of the suspended
source context Tha complex bit provides an escape
maechanism to other message formats, eg for error messages
or bleck transfers
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7.2 Components of the Linc (Figure 7.2)

Butfer space for messages is provided in the central
1K*18 Message RAM, divided into 128 buffers of eigit
words each. This is sufficient to avoid any possibility of
deadlock over buffer allocation except In very large
systems [Swan et al. 1976b]. The Pmap has priority for
access to the Message RAM, although 1t 15 also directly
accessible by the Ports. Several contexts may use the
Linc in an overiapped fashion without interference since
each context has private facilities for addressing message
buffers. A context has two ways to address message
It may use its context number to access a
reserver buffer which i1s used for the creation of forward
messages and to receive return messages. There is also a
Pmap Address Register for each context to deal with
incoming forward messages. Words within a buffer are
selected by a Pmap microcode field. Each Port section has
an address register and a word count register for accessing
the Message RAM

buffers.

Five queues are maintained by the Linc. Two Send
Queves, one for each Port, are used by the Pmap to request

transmission of messages. To request that a message be
sent on an Intercluster Bus, the Pmap places the address of
the message buffer in the appropriate Send Queue The
Free Qucue keeps the addresses of all the message buffers
not currently in use. The Service Queve is used by the Linc
to notify the Kbus and Linc of the addresses of incoming
forward messages, and the Return Queue to request that
the Kbus reactivate contexts when rephes to their forward
messages are received. All of the queues are Implomented
as partitions of a single 1K*11 bipolar RAM

The Linc uses the same 150 nanosecond clock as the
Pmap. For diagnostic purposes the Pmap has access to
almost ali of the Internal state of the Linc and may execute
all the internal microcycies executable by the Ports

7.3 An Intercluster Message Transaction

A complete message trarsfer s shown in Figure 7.3
The Pmap at the source cluster creates the forward
message i a reserved context buffer. Then its pointer is
put into the appropriate Send Queue The Linc pops the
pointer off the Send Queue nto the Port Address Register,
acquires mastership of the corresponding bus and transfers
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Figure 7.3 An Intercluster Message Transaction

the message, one word at a tine, from its Message RAM
onto the Intercluster Bus and into the Mcssage RAM of the
destmation Linc.

At the destination side the recewving Port has already
obtamed a butfer from the Free Queue It the message Is
received completaly without error, then its pointer is placed
mto the Service Queue (if not, the message is ignored; a
timoout will occur at the source). The Service Queue
requests the Kbus to allocate a free Pmap context to
service the message. It includes status bits to start up
specific microcode. The context wili transfer the pointer
from the Scrvice Qucue into the Pmap Address Register and
process the message, making appropriate main-memory
references. It then creates a return messaqge in the same
buffer, setting the source field to ones to indicate tiis an
a Read, the data word wili be appended. The buffer pointer
of the complated return message is queued agan in the

~nd Queue. When the message has been sent, the pointer
. relcased into the fFree Queue. At the origimal source the
cturn message s placed in the reserved buffer for the
Its context number plus status is
passed to the Return Gueue and the context is reactivated

requesting context

to send data or an acknowledgement back to the requesting
processor

8 Development and Diagnostic Aids

A common strateqy used to awd in hardware and/or

microcode development 15 to construct a software simulator
This allows mitial devugging to be

for the haraware

performed before the actual hardware is avaiable and can
provide a morce comfertabie environment in which to work.
However, simulators &are expensive both In terms of
development effort and computer time; furthermore they
cannot give an exact reflection of the hardware. Thus this
approach Ilcaves the final bugs to be found using the real
hardware, and is of no aid In diagnosing component failures
(rather than design errors). The alternative approach
adopted for Cm* was to incorporate specia!l hardware,
called Hooks, dircctly mnto the Kmap for use In hardware and
microcode developmaent. The nterfacing of the Hooks to a
standard LSI-11 aliows ecxtensive software support for
hardware developmoat and diagnostics while at the same
tone provicing a convenient environment tor the debuggng
of microcode on the real hardware

The Hooks qgive to an LSI-11, referred to as the Hooks
Processor, the ability to mturately examine and change the
Internal state of the Kmap
the Hooks Processcor to load microcode into the writabl

They provide the capability for

contrel store of the Pimap, read the values on the A and B
busses of the Pmap, and to independently start, stop, an
smgle-cycle the Pmap-Linc and Kbus clocks. An interrupt (s
generated far the Hooks Processor whenever the Pmap
cloch stops (either due to a microprogram=-invored halt or a
memory party error on the control or data stores)
Furthermore, several of the mternal registers of the Pmap

have "twin registers” associated with them which may only

be loaded by the Hooks DProcessor These alternate

registers may be enabed wvia the Hooks to overnde
microproriram-controlica values. The presence of the Hooks
added approximately ten percent to the cost of the Pmap

wille enorrously reducing System development time
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9 Performance: Measurements and Predictions

Before discussing the models used to estimate the
performance of a Cm* cluster, several simple measurements
(made on a cluster containing two processors) will be
presented. The average time between memory refarences
(including both code and data) made by a single LSI-11
executing entirely out of local memory varies between 2.5
and 4.0 microseconds, depending on the mix of instructions
being executed. For a "typical" code sequence, based on
measurements of compiled BLISS-11 proarams, the inter-
reference time was 3.0 microseconds. Measurements
made on the same "typical" code sequence, except with all
refercnces mapped via the Kmap to the other processor in
the cluster, yielded an average time between references of
7.7 mcroseconds. With the latter measurement there was
no contention for use of the Map Bus, Kmap, or destination
Slocal Aithough no actual measurements were avatlable at
the time of this writing, it is expected that the time for
mtercluster references will be between 15 and 20
microseconds.

A simple queueing model was deveioped to estimate the
performance of a cluster [Swan et «l, 1876a]. The model
assumed an exponential distribution of noniocal requests,
exponential service time in the Pmap, and exponential
distribution of the total non-Pmap overhead incurred during
a nonlocal reference. It is assumed that the Pmap Is the
primary cause of contention hence the waiting time for
other facihties s ignored. Figure 9.1 plots the results of
this analysis. The relative rate of memory referencing in a
cluster is plotted as a tunction of the number of active
processors and their hit ratio to local memory

Because of the inabiity of the queueing analysis to
model contention for all cluster facihities it was feared that
the results would prove to be an optimistic estimate of
cluster performance. Therefore a serics of simulations was
performed In order to model more closely the true operation
of a cluster [Brown 1876] The simulation and queueing
results were In close agreement and SO the simulation study
will not be discussed further.

Figure 9.1 indicates that system performance IS
extremely depcndent on the local hit ratio. It has been
hypothesized that the local hit ratio wouid he i the range
between 85% and 95%, In which case the effect of the
noniocal refercnces  would be  reasonably"  small.
Unfortunately, this implies that code must be entirely local
to the processor executing it Two memory-intensive
programs, a quicksort and a memory diagnostic, have been
run on the initial Cm* system (one cluster, two modules).
Meoasurements of the performance degradation when code
and Incal variables are kept local out the area being sorted
or diagnosed 15 moved to the other processor in the cluster
ndicate that local 't ratios of G0% or higher ara being
obtained in both cases Expensiva operating system
functions such as block transfers are expected to lower
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this figure, but it is a!so expected that most user programs
will make less intensive use of sharcd databases than the
above examplas

The qucueing medcel was used to predict the aegradatinn
of cluster performance 1t either the Pmap were made slower
(and thus cheaper) or f the concurrency of the mappmna
mechanism were elimnated. The results for a cluster
containing twelve processors are shown in Figure 8.2 A
slower Pmap was modclicd by increasing its service time
from 1.5 to 3.0 microseconds. The last model represents a
cluster implementation where each external reference s
carricd to completion before servicing subsequent requests
This would be the situation if only one Pmap Context were
provided, te. elminating the concurrency between the Map
Bus and the Pmap. Both the slow and non-concurrent
clusters show enormous performance losses, espoctally at
the low end of the 85% to G5% hit ratio range  The inability
ot slower or non-concurrent Kmaps to support large numbers
of modules mplies a necd for more Xmaps per Cm* gystem
it also suggests that more interclustar communication will be
required simce each module wili have fewer immoediate
neighbors
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10 Conclusion

Jetailed hardware design of Cm* begam in late Jduly
1975 The imtial goal of a 10 processor, three cluster
system is expected to be realized i the tirst quarter of
16977, Considering the «map alone, the time from the
beginning of design to a working prototyoe (excluding the
tmc) was less than nine months. it s felt that this
relatively short developmaent time 15 duo to extens've use of
automated design aids, microprogramaing at almo .t every
level and the mclusion ot additional hardware to aid in
debugamg The Hooks faciity i the Kmap has beon
particularly successful. MHowever it wil not be possiltie to
declare the overall system a success until it is regularly and
reliably supporting a community of satistiod users.
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Introduction

Semiconductor technology advances are leading toward
the inexpensive production of computer modules (ie. a
processor plus memory of a moderate size) on a single chip
Multiple computer nterconnected to form a
multiprocessor or a network offer a large number of
processing cycles far more inexpensively than an equally
fast uniprocessor. Yet, such a computer module system s
useful only 1t a swtable fraction ot the processing cycles
can actually be used for applications.

modules

The software decsigned to manage a computer module
system can contribute substantially to making the system a
cost etfective environment in which to program applications
This paper discusses the software designed to manage a
computer module system called Cm* which is currently under
construction at Carnegie-Melion University. We pay
particular attention to the philosophy of software
construction that influenced many of the design decisions.

For the purposes of this paper we will only review some
attributes of the architecture that are salient to the design
of opcrating system software. Companion papers [Swan et
al.,, 77a Swan et al. 77b] describe and discuss the Cm*
architecture in detail

Cm* is a mu'tiprocessor composed of computer modules
each consisting of a DEC LSI-11, a standard LSI-11 bus.
memory and devices. We describe Cm* as a multiprocessor
beccause the system's primary memory forms a single virtual
addrcss space; any processor can directly access memory
anywhere in the systen. To implement such a wirtua'
memory, we introduced into each computer module a local
switch, the Siccal!  which routes locally generated
referecnces selectively to local memory or to the Map Bus
(when the refercnce s to memory in another computer
module). The Slocal lkevwise accepts references from
distant sources to its local memory.

Connected to a smale Map Bus may be up to tourteen
computer modules that share a single address mapping and
routing processcr, calicd the Kmap. The computer modules
Kmap, and Map Bus togcther comprise a cluster. A Cm*
configuration can be grown to arbitrary size by
interconnecting Inter-cluster Busses (see
Figure 1) (A cluster need not have a deect bus connection
to cvery other cluster in a contiguration ) Collectively, the
Kmaps mediate each non-local reference made by a
computer module, thus sustaming the appearance of a sing'e
virtual address space

clusters  wvia

Because processors are numerous, applications of any
size will tend not to be aesigned in the form of a smqgle

program executed by a sequontial process  Instead we

1|ﬂ several cases names of Cm* components are derived
from the PMS notation acscribed o [Bell ana Newell 71]]

——
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Figure 1. A Simple 3 Cluster Cm* System

expeoct users to create task forces, i.e. groups of processes
cooperating to achieve a goal Because the number of
processes in a task force may vary with the available
resources and task paramoaters, and because processes
tend to be small (due to the relatively slow processors or
Iimitations on the amount of local memory), a user will often
be unconcerned with individual processes, commuiicating
only with the task force itself,

The Cm* architecture offers to a user the option of
employmg tightly or loosely coupled processes  Loosely
coupled processes communicate rarely usuafly in
conventional ways via a message transmission mechanism
Tinhtly coupled processes communicate often, scmetimes
using the efficient unconstrained paths provided by shared
memory. Cm* permits both types of communication snce it
provides a message transmission faclity as well as direct
addressing of shared memory  Effectively, a user s free to
view Cm* as either a multiprocessor or a computer network

Software Design Methodology

Cm*® is a vehicle for experimentation, particulazly In the
area of parallel decomposition of algonthms  ana  the
etficient impleamentation on a comouter module processing
resource. We expcct it to be rare tha! an expernmenter

Software Management of Cm*

(which we will refer to as a user hercafter) Is confident
that all his code s dcbugged, since he will routinely alter
parameters and even the code for his task forces n
substantial ways We aiso expect users to incrementally
construct expcriments. In addition we expect users to
reconfigure modules (of software) combining them to form
a new experiment

Such a view of the user has led us to belleve that it is
as important for the kernel (or lowest level) software to
support the user's software construction activities as it Is
to prowvide the pronmtive runtime faciities required for
multiple users to share the computer resources in a
disciplined cooperative fashion. Consequently, the software
design  reflects  this  concern.  We view users as
constructing their experiments by incrementally building
modules©. Each module implements some abstraction useful
to other modules that will come to depend upon it. A module
then 1s a 'unit of abstraction' It s implemented as

--code and data private to the module,
--a set of externally known functions that can be
invoked by other moduies making use of the
abstractions, and
--a set of refercnces to externaily aetined modules
detining  functions used in mplementing  the
abstraction

The kernel software supports the notion of 8 module by
providing user faciities to create modules and to Invoke
functions of a module n a protectes way An invoked
function 1S exccuted n an environment that gives It access
to code and data that are part of the mouule, together with
any actual paramoters spec ficd by the mvoker Thus the
software enforces the boundarns of a module by proviting
a well defined transton between execution in one module

'

and executron inn another Hopelfully this w help 1§

thie nfluence of errors and expedite aebugqng

This notion of module 1S based on earher word I
particalar (t 15 buwit v the ideas of modula i "
dgiscussed m [Parnas 73] and abstrect data types | "

74] as used in language desga

Module boundgarics are used for protection purposes at

runtime Fach function 1s executed with access only
those objects which «t requires In designing the kernet
software. we have found that scme of its modules

implement rather complex abstractions. Yet not all uses ot
a moduie reguire the entire abstraction, SCmMO uses rely

only on part of the abstraction wihile others rely on a

simplified abstraction For design r "po- module may bhe
o Lot

“Tius paper always uses the words rr module™ 1t
refor to the hardware structure, and w the sequel use

the (commoniy accepted) single word "m. uie" to refer to a
programming abstraction  Context should also serve to

elinnate any amgnly
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partitioned into a strictly ordercd set of /ovels as described
mn [Habermann et al. 7G]. The purpose of dividing a
module's design into levels is to pernut either incremental
mtroduction of the differrent parts of one abstraction or
increasingly morc complex (and powerful) versions of the
entire abstraction. The introduction of complexity Is
postponed until it is truly required. Multiplo levels of one
module share data structures and even code.

The first level within a multi-level module may deftine
only a subset of the functions of the complete abstraction,
but that subset of functions is a useful self-contained, but
limited version of the abstraction. Subsequent levels are
introduced into the hierarchy as needecd. Additional levels
ot a module may Introduce entirely new data structures or
extend existing ones. No protection boundaries exist
between levels so that higher level code may manipulate
data structures Introduced in lower levels. Consequently,
though module boundarics are translated into runtime
protection boundarics, the boundarics between ‘'levels of
design' are not dctectable In the runtime implementation
structures. We will illustrate this difference botween
moaules and levels later when we discuss the Cm* message
transmission module.

Levels within a moduie are strictly ordered. We can
detine a level A to be 'higher' than lcvel B in another module
in case A invokes a function defined in B. The set of all
levels (of all modules) is partially ordered by dependency
In the design of operating system software there is not
necessarily a clcanly identifiable division of a hierarchy of
levels into supervisory and user software. The opcrating
system facilities required by one user differ from those
required by another, particularly in an experimental setting.
The partially ordered system structure 1s in a form such that
it 15 readly possible to replace 'upper' portions of the
dependency hierarchy since level boundrics are clcar and
the gdependency relations between ieveis are known.

Cm* Software System Design

Before describing the kernel software design, we will
dofine two notions that play an important part in that
design objects and capability addressing of objects  The
basic umt which can be named, shared and individually
protected, and for which memory s aliocated for
reprosentation purposes 1s the object. Each object has a
umigue name and a detinitive description used by the
softwa.e system Every object has a type that determnes
the structure of its representation and the operations or
accesses which can be performed on it Current design
specifios three types of objects  data segments. which are

war arrays of words that may be read and written,
capabiiity {ists, winch are structures contaning capabiities
below), and marlbores, which are

(to be discussed

structures containing messages
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Objects are named (addressed) using capabilities
[Denmis and Van Horn 68, Lampson GS]. A capability may
only be created and mamipulated in controlled ways (by
kernel provided capabtity functions). Since users cannot
create or forge capabilities, possession of a capability is
evidence that the user can reference the object whose
unique name appears within the capabiiity. A capability not
only identifies a unique object, it records a set of rights
indicating which of the defined operations (accesses) are
permitted to be performed on the object. Controlled use of
objects is enforced because an object can be accessed
only it a program presents a capability naming that object
which contains a rnignt for the desired access. Since
possession of a capabiity endows the possessor with the
ability to perform accesses, capabiities also record those
rights which a possessor may exercise with respect to the
capabilities themseives. (For example, copying a particular
capability may not be permitted.)

Based on the above discussion, we next describe the
Cm* kernel software. The purpose of the initial levels of
software is to provice faciities requircd for shared usage
of resources in an 'entorcably cooperative' way In addition
we wish to assist users i programming and executing their
experiments by structures and
functions for creating and executing modules The
opcrating system sottware Itself is composed of a partially
ordered set of levels. In several Instances two modules are
divided into a par of levels For convenient reference
levels are labeled with a tag in the format 'module-level’
Modules are given alpnabetic names, «@avels are numbered in
Increasing order as thoy appear in the system construction
hierarchy  The kernel levels to be discussed In this paper
are:

providing convenient

CAP-1. Capability refterencing Parforms mapping
from a capability via a segment descriptor to
physical representation of segment (including
access contra! checking)

CAP-2: Capabiity
allocation Defines an object address space

addressing and memory
and interpretation of an address, performs
memory allocation ensuring that the segments
used to objects

represent are  pairwise

exclusive

MC-1
creation  and
exccution environmants

Environments and Modules Implements the
detetion of modules and

MSG-1
the structures message and mallbox, permits
sending and messages when
Process suspensicn (s not required

Conditional massaqge transnmission Detines

recoiving of

DSP: Dispatching Defines hardware implemented

data structures used to ‘load' an envieonment
onto the processor and cemmaence execution
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MPX: Muitipicxing Selects the next environment
to execute on a processor

ME-2: Environment reiations Records the ancestry
by which environments are related; provides
for nested and parallel execution of
environments

MSG-~2: Unconditional message transmission
Provides for sending, receiving, and replying
to messages even if envionments involved
are forced to wait for an indeterminate time to
complate message transmission

Ti: Trap and interrupt handling Provides routing of
control when either interrupts or traps occur

A diagram indicating the dependency relations among
these lovels appcars as Figure 2. An arrow from level A to
level B indicates that a funtion in level B is invoked in level
A In addition, it is possibic that level A invokes functions in
any of the levels 'below' B in the dependency graph.

Capability Addressing

Module CAP provides capability addrossing. Level CAP-
1. which is implemented i Kmap microcode, interprets
capability references to objects, i.e. it maps a capability to
the physical representation of the object named by the
capability Because the state of an object may chanje and
its physical representation may move, the system mamtains
a singla detinitive description of aach object calicd a
descriptor or segment descriptor. It records the type of
the object, the physical description of its representation
(including cluster, moduie, starting address, and sice), state
information (e.g whether the representation isn core, dirty,
or locked tor Kmap usage), and the (reference) count of the
number of outstanding capabiities for the object.

Every existing object has a umgue name--the memory
address of its descriptor. To perform a mapping from a
capability to a object, the identity of the object's
dgescriptor is determned from the capabiity It, in turn, Is
referenced to determine the physical representation of the
object A capabiity reterence fals if the night required to
perform  the operation desred by the addressing
environment origmating the referencae s not in  the
capability

Level CAP-2 extends level CAP-1 to prowvide for the
qeneration of capabiity references (we refer to this as
capabiity addressing), and for capability manipulation.
Capabilities used for addressing purposes are stored n
capabiity array objects called capability lists. Given a
capability iist CL and an index X, one can determine the X-
th capabiity in capabiity st CL. Tiis may be a capabllity
tor an object of arbitrary type, includng a capability list
object By repeated applcation of capability indexing,
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MSG-2
Unconditicnal
Messages

1

Traps &
Interrupts

ME-2
Environment
Relations

MPX

Multiplexing

MSG-1

Conditional
Messages

DseP

Dispatching

| /
Mcdules & /
Envircnment

CaP-2
Mp Allocation
& Capability
Aadressing

Capability
Referencing

Figure 2. Levels and Modules of Cm# Software

objects to any depth can be addressed. Because capabiiity
list indexing is performed in microcode as well as In
software, the architecture restricts wmdexing to depth & n
any single operation. Tas neans that in a single addressig
operation the path to a target object may 'indirect through'
at most two capability fists bofore arriving at the {(thira)
target object. Wihenever a processor ts executng (e
qenerating capability addresses) one capability list s
d:stinguished as the primary capability (ist. The first index
ot a capabilty address Is an offset into this primary
capabiity list

CAP-2 also defies (mcrocoded) tunctions for creating
copymqg, moving, and deieting capaviities as we!ll as for
manipuiating the rignis encoded withn a capability
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A Cm* processor (an LSI-11) has a word size of only 16
bits. To permit 16 bit addresses to be mapped to the
arbitrarily sized Cm* memory, the notion of a window was
mtroduced. It consists of 15 window registers, each of
which can be thought of as holding a capability. (Actually,
in the current design, each window register holds an index
to a capability which can be indexed via the current primary
capability hst.) CAP-2  provides two (microcode
imptemented) functions Seg/oad and Unl/oad to assoclate
and de-associate, a window register and a capability. To
read or write a data segment, a capability for the segment
must be Segloaded nto a window register.

A 16 bit machine address Is Interpreted to select a
window register (and thus a capability) and possibly to
specify an offset into a segment of memory. For enhanced
performance of capability referencing, the descriptors for
the objects named in the capabilities associated with the
window registers are cached in the Kmap. This mechanism
provides wvirtual addressing and allows for conventional
relocation of physical memory. It is sufficiently general to
support the definition of Kmap microcoded operations on
capability lists and mailboxes.

The last facinty introduced in CAP-2 is that of memory
allocation. Physical memory is aliocated to hold segments
sa that no two segments overlap.

Modules and Environments

Level MC-1 provides for the creation and deletion of
modules (as discussed earlier) and for executing invoked
functions A module is implemented by a module capability
/1st containing

--capabilities for the code and data segments
requircd to perform the functions defined in this
module,

--a data seqment containing a vector of function
doscriptors which specify the code to be executed
when a particular function is Invoked (e.g the index
into the module capability list for the segment
containing code for this function), the numbcer of
paramcters expected and the size of stack required
to perform the function,

--a list of other 'kinown' modules contamning functions
that can be invoked by this module

MC-1 also defines an environment, the structure created
as a result of a function invocation. An environment Is
defined by several objects; one s the primary capability list
which is privale to a function mvocation and acts as the
root capability list for all addressing of objects during
exccution of the function

The primary capability list contains capabilities for

==the exccution stack (private to the

environment)

Page 5

--the module capability hst which defmes the module
contaming the invoked function,

--a state vector (private to the environment) which
contains the processor and addressing state when
the environment is not executing on a processor.
(The state vector includes processor registers,
processor status word, scheduling data, trap and
error masks for communicating with the Kmap, and
mndices of the capabilities Segloaded Into the window
registers during the environments execution.)
--parameter objects specified by the invoker

The module capability list contains capabllities for those
objects shared by aill who invoke a function in the module.
The primary capability list contains capabilities which are
local to a particular invocation ot a function.

Level MC-1 provides functions for the creation
initlalization and deletion of moduies and environments
These, in turn, are used by level ME-2 i providing functions
relating the execution of different environments. Functions
Call and Return allow nested executon, lLe. the Calling
environment is suspended for the duration of the execution
of the newly created (Called) environment which
terminates when the Called environment Returns. The
function Fork permits an enviionment to request that a
function be invoked to execute in parallel with its invoker
unti! the function Jo:n is performed.

ME-2 imtializes a newly created environment to record
priority mformation for scheduling purposes and to record
the existence of a newly created enviconment in the
lincage (tamily trec) of its creator It is this lineage which
is used by suli higher levels to keep track of a task torce,
the set of environments which are cooperating to achieve
some goal

Message Transmission

The members of a task force need to be able to
synchronize their actiens and to communicate with one
anothar. To this end module MSG detines an abstraction of
a mailbox which can contan messages. A manbox s
capable of containing some tixed fite number of messagoes
maintamned i FIFO order. To permit users to communicate
arbitrary objects to one anothaer, rather than data only,
messages are parrs of capablities. (To transmit 16 bits of
information, a user can create a gata capabilily to contain

this user speciticd mformation.)

Levels MSG=-1 and MSG-2 diffar in that MSG-1 provides
only the functions CoadSend and CondReceive 1o transmit
messages when these functions can be completed without
suspension  of the ConaSond
depositing a massage nto a Mmailbox only f the maidbox has

mvoker succeeds '

room for it. CondRoecerve 1s & tunction which returns the
oldest message in case the maibox 1§ not emply
CondReceaiva can be used for poling A recevad messaga '3

Honco
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placed in the receiving environment's message-pouch, a
designated pair of positions in the envionment's primary
capability list. CondSend and CondReceive will return an
error code if the mailbox overflows (is full) or underflows (is
empty), ruspectively.

The second level, MSG-2, extends the set of message
transmission functions to provide a synchronization as well
as a communication mechamsm. MSG-2 is relies on the
hierarchy above the MPX level where the notion of blocked
environments was introduced. MSG-2 provides the
unconditional message functions: Scnd, Receive, and Reply.
Send performs the same tasks as CondScnd; except when
the target mailbox is full, Send will cause the sending
environment to be blocked awaiting an opportunity to deliver
its message. Likewise, the Receive function causes the
environment attempting to Receive a message from an
empty mailbox to become biocked. Sending a messaqe to
an empty maibox on which an environment is waiting will
cause that envionment to Recerve the message and
becomoe unblocked.  Similacly, if Receive causes a full
malbox to no longer be full, it wil awaken the oldest
environment awaiting to deposit a message.

MSG-2 also detfines a Reply function for mailboxes. This
function ditfers from Scad i that after executing the Reply
function on a mailbox as permitted by a capabiity for that
mailbox, the rnight to Reply to that mailbox is removed from
the capabiity

The two levels of the massage transmission module
provide an exccelient examplo of a decomposition of a sigle
module. MSG-1 defines both message and maibox data
structures, but prowvides functions which are of himited
apphcabiity; in some situations the functions fail returnming
an error code. Conditional functions are used to transmit
messaqges noa well-detined fasihion, but do not perform

synchromzation

MS5G-2 extends the decfimtion of the maillbox data
structure so that waiting envionments can be recorded
when necessary It also provides new functions extending
the usetfulness of mailboxes, but not ‘covering up' or
subsuming the conditional functions wiich are useful when
poiling 1s desired. The multipiecxing module relles on the
conditional messaqe functions of MS5G-1 and implemants
biocking and unblocking on which the second level of MSG

depends
Dispatching and Muitiplexing

Dispatching (DSP) and Multiplexing (MPX) are both
levels and entire modulas DSP defimes the hardware
state vector and its associated Envioad
function which foads an environment onto a computer module
and beging  execuytion Envicad s implemented n a
combination of Kmap microcoue and so*tware Software

portions of Envlioad locate the process register values and

mplomented
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the processor status word values in the state vector and
load them nto the physical processor registers. The
software then stores the mdex of its capability for the
environment 1n a special location which alerts the Kmap that
an Envioad is in progress. The Kmap portion of this function
loads appropriate values found in the state vector into the
window registers and various Slocal registers.

Functions in DSP are used exclusively by the
multiplexing module (MPX) which 1s responsible for selecting
the next environment to be £nvicaded. Module MPX defines
a set of Runqueues, each of which is a mailbox. If an
environment is eligible for execution, Le. it Is not blocked
nor already executing on some processor, then there is a
message containing a capebility for it in one of the
runqueues.

Associated with each processor is an ordered list of at
least some of the runqueues. The ordering sefects the
priority with which that processor services the mailboxes
The same Runqueue may appear in various positions in the
ordered bst of runqueues of different processors The
Multiplex tunction, invoked by the superior icvels ML-2 gnd
TI, cycles down the st of rungueues (private to the
processor exccuting Multiplex) performing CondReceives on
the runqueues. !f the ConuRecerve s successful, then the
result is a capabidity for the next envisonment! to be
Envioaded on the executing processor

Trap and interrupt Handing
Software

conditions caused by
asynchronous

traps and interrupts signal exceplional

program action and external
events, respectively With only a few
exceptions (e g responding to a clock interrupt or to a high
speced device interrupt), hardware traps and interrupts are
translated into software traps and interrupts, so that
modules can indicate what action s to be taken when they

occur

Defining a new trap (interript) means defining a new
trap (1nterrupt) voctor entry mdicating what funtion in what
Whoen
a trap occurs, it was caused by the executing environment

module 15 to be invoked «f the trap (witerrupt) occurs

so a Call s perfomed to suspend the current enviionment
and cause the function named 1n the appropriate trap vector

entry to be exccuted

Interrupts are asynchronous and are not necessar's
rclated to the current processor execution. Ti offers tw
options As a reswt of an nterrupt a Fork can be performoed
to the function namad i the associated iaterrupt veoctor
This will cause the mterrupt to be serviced in paralic! with
exccution of other envaonments. Alternatively, an interrupt
vector or trap vector entry may threct that as a result of
mrerrupt, status ntormation be sent as a message 1o 6

spocified mailtbox  Presumably some environment capahle

hanaling the nterrupt w. ! Recerve or CondRecerve to goet th
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message. Interrupts would then be processed sequentially
by order of occurence.

Two observaions are appropriate here. On is that using
the trap and interrupt mechanism, any level above Ti can
detine vector entries so that code from higher levels can
respond to exceptional conditions encountered when code
from lower levels 1s executing. This effects '‘outward calls’
so that lower levels can rely on higher levels when
exceptional conditions arise. The second observation is
that the trap and interrupt module i1s quite small, relying
heavily on MC for Fork and Call, and on MSG for mailboxes.

The Kernel System

The Cm* architecture provides alternative ways to
implement functions. A function may be mplemented n
Kmap microcode, or it may be implemented in software to be
exccuted by one or more of the computer modules. A
computer module may exccute a function in either of two
address spaces (user or kernel space). The decision where
to place a particular function of a particuiar level of

a particular module is determined by considerations such
as maximizing  performance,  providing for proper
synchronization, and ease of implementation, as well as
maintaining  protection  boundarics  between  module.
Because of this independence between the design and the
physical realization, aiternative implementations of a
function are possibla. This facility s expected to be
valuable In a system dcsigned for expernimental use
because it allows for function substitution and redesign

The kernel software system described here is
implemented in two parts: Kmap microcode and a set of
programs which run in the kernel space of the computer
module processors. It 1s intended that in the iatial system
all of the capability functions and message functions will be
performed by Kmap microcode. The remaming functions will
be implemented in software to be exccuted from the kernel
space of the computer modules.

The kernel and user spaccs have symnmetric cdata
structures because both are executing environments. Both
the user and the kernel system have a primary capability
list which acts as a ‘'root' tor capabiity addressing
Both prinary capability lists include a capability
It s the

purposes
for a state vector and for a module capability list
primary capability list and the state vector of the kercnel
space that mamtam information particular to a processor
Shared data and code i the xernel are refaerenced via
capabilities in the kernel's mocduie capability hst
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Status of Scftware Development

As of December 1676, the microcode available provided
only for simple relocation of physical addresses with no
capability referencing Development of microcode to
support capabiiity operations and the message facility will
follow shortly

Kernel space programs have beecn coded in BLISS-11
[Wulf et al. 71], a system implementation language. This
set of programs is being tested using a simulator for the
Cin* machine [Chansler 76] which executes on C.mmp,
another multiprocessor system developed at Carnegic-
Mellon University [Wulf et al. 74). The simulator models
multipte computer moduies as multip!le processes, and 1s able
to run at about half the spced of a Cm* processor by
exploiting the writable control store features of the C.mmp
multiprocessor.  Since the kernel code s successfully
executing on the simulator, it s expected that the software
kernel will be availlable tor use shortly after the complotion
of the Kmap microcoding

Future Software Development

The kernel system mcduies as described constitute a
very primtive system. A number of additional software
levels and new modules are in various stages of design. It
is expected that most of the lavels i these modules will be
implemented as programs in the user space  Modules under
developmant include:

Secondary Store Management--Current design proposes
adding some disk memory iocal to some clusters, with large
filc storage accessibie via a high speed link to either the
C.mmp or the DCC KL-10.

Linkediting--The creation and management of modules as
Cm* modules will be performed by a Iinkeditor intended to
simplity the construction and management of function

tables, segments of code, and mvoecat.on sequences

Command Interpreter--Tius module will provide on-lne
Interactive access to the Cm* machie This will allow a
programmer to dynamically manage a task force
interactive terminal communication s provided by a POP-11
connected to each computer module by a serial line unit

[van Zoeren 76]

Currentiy

ALGOL 68 Runtime
system to be avaiabie on the Cm* machine Is expectad to
be ALGOL 68

cross-comptled on another machine)

System=~=The  first  progracming
(Unti such a system is available, code will b
Tlus version of AL G

68 will he designed to explot the multiprocessing facilitios

of the Cm* machine

Resource Pohcy oduies-<A task force requires many
runtime fecisions  concernmg  scheduling and resource
allocation It 1s the task of a policy module 1o provide for
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these decisions based up on the dynamic state of the task
force and the Cm* machine as a whoic
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Summary

This paper represents a status report on the design of
the firmware and software for management of a distributed
multiprocessor called Cm* and the software construction
philosophy which influenced its design. We have described
the lowest levels of the kernel; some of the microcode and
all of the software implementing what we have described
NOW exists.

Besides continung with the design and implementation
of turther (cvels of software, we intend to experiment with
the placement and execution of kernel code within different
Cm* configurations., Paramoters of these expcriments will
Include varying the physical Iocation of the kernel code, the
number of copies of that code as well as which computer
modules can execute different portions of the code

For example, one experiment is to bmit the number of
processors that can execute MC-2 code to (say) two
processors i a cluster. It user programs executing on
processors other than the designated two recquest MC-2
functions, their requests will he recorded so that the
designated two processors can process these requests at
some later time. The motivation for such an arrangement is
that a processor is much more efficient if it executes code
from its local memory.

In addition to such operating system experiments, we
plan a number of experiments employing Cm* in the solution
of diffarent types of applications probioms.

Sottware Management of Cm*
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