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PREFACE

This is Volume IV of a four volume report prepared
for the Air Force Data Services Center (AFDSC) by the
Directorate of Computer Systems Eng ineering , Deputy for
Command and Management Systems, Electronic Systems
Division (ESD/MCI). The entire report represents an
evalua tion and recommen~ ation of the Honeywell Mul tics
system carried out under Air Force Project 6917. Work
descr i bed in th is volume was pe r f o r m e d by personnel  a t
ESD/MCI. Special contributions by Mr. Gary Davis , a
student at Northeastern University, Boston , Massachuse tts,
are acknowledged . Computer facilities at the Rome Mr
Developmen t Center , the MITRE Corporation , the
Massachusetts Institute of Technology, and the Mr Force
Data Services (‘enter were used in the evaluation effort. 
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SECTION I

I NT? ODUCTI ON

The study described herein was motivated pr imarily by
the need of the Air Force Data Services Center (AFDSC) to
upgrade the computer security capability available at the
Center ’s computer facility in the Pentagon . AFDSC serves
many users of differing interests , whose re qu i r emen ts fo r
classified processing range anywhere from Top Secret down
to Unclassified . As discussed in Volume I of this report ,
(1) the Multics system was the most promising candidate

to achieve the desired levels of operational security in a
multilevel environment. But at what additiona l cost in
terms of throughput for the jobs submitted?

This question was of particular interest in
considering conversion of portions of AFDSC ’s c u r r en t
workload under GCOS on the HIS 635 to operation under
Multics on the HIS 6180. Therefore, ascertainment of the
performanc e impact resu lt ing from this conversi on became
the primary objective of this study. Another benefit to
be derived would be the light to be shed on the proposed
changeover of the computer programs possessed by the
Office of the Assistant Secretary of Defense for Systems
Analysis. OASD (SA) was considering the conversion of
these programs from IBM model 360/67 to AFDSC Multics. In
addition , since WWMCCS uses GCOS on the HIS 6000 series ,
this study would prov ide some insig ht into WWMCCS workload
performance in a Multics environment . Because of this
interest , a WWMCCS procurement benchmark job was used for
this study.

The goal of this study, therefore , was the
acquisition of a realistic feeling for the practical
performance aspects that would manifest themselves with
use of the Multics system . The approach used for the
evaluation was the running of nearly identical jobstreams
on the various systems under consideration . This process
was used to measure throughput capacity of each in terms
of number of jobs per hour for each jobstream . In order
to gain a nearly worst—case estimate of the impact on

(1) Lipner , Steven B., Multics Security Fvaluation :
Results and Recommendation s , ESD—TR—74—1 93 , Vol I.

1

—

~

- —--—— . .- -.- - - -—~~~ — 
_ _ i~~~~~~~ -..



Mu ltics performance , a demanding (to Multics) workload was
selec ted . It was demanding in various aspects includinq :
(1) totally batch jobstream on a Multics tuned for
in teractive processing, (2) compute—bound rather than a
reasonable job mix , (3) explicit file operations instead
of direc t virtual memory file accessing , and (4) use of a
modestly emphasized language processor or encapsulation
subsystem .

Five distinct test cases were run . In spite of the
fact that a highly pessimistic (for Multics) workload had
been selected , this study revealed that the Multics system
experienced no significant inherent performance
deg radation .

1. __ ~~~~~~~ ~~~~~~ -. -~-- -—-—. . . .— 
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SECTION II

EVALUATION APPROACH

INTP000CTION

In addition to security, Multics offers certain
advantageous features including effective support for
large data bases, real time interactive processing ,
controlled sharing of information , and characteristics
providing a e’orivenient environment for program
development. Advances in the state—of—the—art of computer
hardware have reduced hardware costs to the point where 4
software spending now frequently constitutes the greater
percentage of total acquisition costs. As the ratio of
software to hardware costs continues to rise, the
foregoing features of Multics become increasingly
illustrative of its cost—effectiveness , an advantage ,
however , that will not be reflected in the throug hput
neasurements performed in this study.

At this point , it should be emphasized that a simple
comparison of job throuqhput capacities does not
constitute a cost analysis. Given the different machine
environments under which jobs were run , a complete
analysis would require obtaining cost figures on the
h.°trdware and software involved , a task not attempted here.
his report presents a performance evaluation conducted to

produce a meaningful comparison of the performance
realized from several systems. The results were based
primaril y on data generated to compute the system gain
facto r and effective jobs/hr throughput by each system .
System gain is detailed and defined in a later section .

Hopefully, an answer might be obtained from a series
of experimental runs made on several operating systems
with the same jobstream. This jobstream could consist of
either one or more existing proqrams or else some that
might he written for the purpose . Such action would , of
course , entail the devisal or selection of a method for
eva]uatinq th results qained from execution of the
programs . Onl y a relative comparison of system
throughputs was desired. The method of assessment needed
was not one for yielding results with a high degree of
precision. For comparison , not even absolute data was
required .

3
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JOBSTREAM SELECTION

The program chosen as a test program was one that has
been widely used for test purposes on a number of previous
occasions. It had been written initially to serve as one
of the benchmark programs for evaluating vendors ’
equi pment during the WWMCCS procurement. For this reason
the program was particul arly~. attractive , since it could be
expected to he representative of some significan t portion
of the WWMCCS workload . Designated as No. 14 of the
benc hmar k  ser ies , it is the only one among the programs
that was written in FORTRAN.

The principal reason for its selection was that it
exemplified a nearly worst case that might be processed
un der operation with the Multics system . As such , it
wou ld provide a comparison wi th curren t systems that would
be indicative of a lower bound on Multics throughput.

Multics FORTRAN was not as highly developed (at the
t ime of this evaluation) as other implementations of
FORTRAN available on other systems. Consequently, the
selection of a program written in this language introduced
an additional qualification of truis program for use in
illustrating system behavior under the situation of a
worst case. Moreover, W~’iMCCS 14 tOOk ath’antaqe of veryfew of the highly developed capdbili~ ies of Multics.

Onl y this one job type was included in the jobstream ,
thus facilitating calculation of the jobs per hour
capacity of each system . A sufficient number of
independent instances of this job were included in the jeb
stream to enable the multiprogramming and multiprocessing
capabilities of the system to be effectively used —— to
more accurately reflect the true throughput capability .
The overall intent was to model a (time) segment within
the job stream of each machine .

SYSTEM GAIN FACTOR

The method employed for evaluation of the throughput
of each system examined was a measurement algorithm
defined by Hoffman and Gwynn (2) to obtain a system gain

(2) Hoffman , John M. and Gwynn , Jr., John P’.
“PRE-SCIIEDULING — A Management Tool?” , Proceedings of the
1971 Annual Conference, Association for Computing
Machinery, Chicago , Il l.

4
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actor applicable to multiprogramming operation . This
factor was derived from one somewhat similar , an
improvement factor introduced by Hellerman and Sm i th (3)
as a means for determining the response of an operating
system to a multiprogrammed workload .

This system gain facto r was designed for application
in a computing environment consisting (at least in part)
of prog rams run routinely. The elapsed time from start to
finish of each of the routine programs is obtained by
running each program individuall y on the machine , that is ,
without competition with other programs for use of the
system ’s facilities . The sum of these individual times
becomes the numerator of a fraction whose denominator is
the elapsed time required for a multiprogrammed run of the
same group of programs . Thus , system gain is defined as:

SG = Sum of the run—alone elapsed times
Multiprogra inmed run time

As Hoffman and C-wynn point out , an SC value larger
than unity is ind icative of the existence of some
advantage in running a g iven group of programs by
multiprogramming , since the group is processed faster this
way than the same programs would have been if executed
seriall y. Runs with a different mix of these programs —

or with various mixtur es with other programs — can yield
higher or lowe r values for the same system .

Obviously, the resulting value depends on the extent
to which the programs have either common or uncommon
compute—bound and input/output—bound characteristics.
Thus , routine prog r ams whose run schedules can be
rearranged without serious degradation from the purposes
they serve may he grouped for optimum throug hput by an
empirical process. (In this evaluation , as described
below , all the jobs are compute—bound.)

In the analysis presented herein , the WWMCCS 14
program was used for determination of the SG by first
timing a run of one copy of the program on a dedicated
machine operating under control of a multiprogramming
system. Next , a num be r , n , of copies of the program were
run and timed with the machine again in its dedicated

T~5 Hellerman , H. and Smith , Jr., H. J.,, “Throughput
Anal ysis of Some Idealized Input , Output , and Compute
Overlap Configurations ” , Computing Surveys , Vol 2, No. 2,
June 1970 .
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state . SG then becomes the quotient of n run—alone times
divided by the multiprogr ammed run time for n programs.
T h a t  is:

SG = Run—alone time multiplied by n
Multi programmed run with n programs

Note that SC is dimensionless; yet , it furnishes the
insi ght desired for exploratory comparison of systems.

WWMCCS 14 PROGRAM ACTIVITY

Throughout its run time , the major operations
performed by the WWMCCS 14 program are mathematical in
nature. In response to sets of parameters contained in
decks of incoming transaction cards , it selects particular
entr ies from its file of matrices and precedes to process
these in a prescribed manner. In so doing, it generates a
set of ten eiqerivalue s and a number of other functions ,
all of which require considerable computation to produce
numerical results .

Though the printout emanating from the processing may
appear voluminous (the program outputs a page for each of
its transactions) , it is not input/output—bound , as mig ht
be presumed . Engaged in performing many iterations with
the foregoing matrice s, this program is in reality highly
compute—bound. Consequently, it places a heavy burden on
the capabilities of the cpu of the system it is testing .
The input/output facilities of the system play a minor
r o l e .

A gross flow diagram of the program appears in
Appendix A. A detailed description is qiven in Appendix
‘3.

Some of the details of the WWMCCS 14 program are
explained at this point because they are necessary for an
understanding of its scope and magnitude , as well as the
pertinence to the study of the program attributes
described . A few changes to the or iginal WWMCCS Job 14
program were accomplished for the purpose of achieving
program status as a purely American National Standard
(ANS ) FORTRAN program .

The set of ten eigenvalues previously mentioned is
computed by an incorporated subroutine eigen , which is
called by the main routine . The subroutine is a copy of a
portion of IBM ’s library of scientific subroutines. By

6
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avoiding calls to either the user ’s own librar y or to the
l ibrary of any unique opera ting system , the execution of
WWZ”CCS 14 is effected purely by seauences of ANS FORTRAN
statements making up the job.

After computation of the ten eigenvalues , eac h value
becomes the argument for one of the ten different
ma thematical functions identified by the program. Each
function is then evalua ted by the program . Evaluation of
five of these is accomplished by invocation of ANS FORTRAN
functions. Two others — after some slight manipulation —
invoke exponen tial or natural logari thmic rou tines , also
ANS FORTRAN functions .

The remaining three mathematical functions depend for
their evaluation on calls to subroutines that have been
embedded in the WWMCCS 14 program. The program
instructions that make up these subroutines were taken in
whole or in part from the same scientific package that
contained the eigen routine . Here again , the programs
appear to the computer as ANS FORTRAN.

Further detail relative to the above can be found in
the appendices .

Another step taken in the modification of the program
statements in order to qualify them as standard FORTRAN
instructions was to remove the special IBM direct access
statements present in the program . These were the READ
an d W R I T E  sta temen ts in wh ic h the  i n i t ial pa rame ter is an
integer constant followed immediately by an apostrophe .
The apostrophe indicates that the integer constant is a
data set reference number identif ying a file previously
established by a DEFINE FILE statement.

This statement , which defines the characteristics of
the data set that is to he read into internal storage or
written from it , had been used to form the Compute File ,
the principl e file toward wh ich the program ’s activities
are directed . It consists of one hundred ten—by—ten
matrices , all of whose elements are signed , two—di qit
inteqers . Matrices of this file are extracted , processed ,
and returned or replaced by the program.

To render the file accessible by standard FORTRAN
statements , i t was ne cessar y to posi t ion the en tr i e s  of
the f i l e wher e they coul d be accessed by stan dar d
READ/WPITE statements. This necessitated placing the file
in cor e memor y (or vir tual memory for systems wi th demand
paging).

7
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This action di d not in any way change the identi ty of
the elements or the computational operations performed on
them . It did , however , require minor rearrangemen ts in
the indexing of the variables controlling the loops used
for reading and writing the elements .

A f i n a l  step taken to assure  tha t all  prog ram
statements were in the ANS FORTRAN language was to remove
the END=d , which appears as a parame ter in the READ
instruc tions for five of the six cards in the input
transaction deck. The purpose of this parameter is to
transfer control to the statemen t designated by d in even t
the end of the data set is encountered .

In the WWMCCS 14 program , as f o r m u la ted , such an
encoun ter occurs only when there are no mor e transactions
to be processed . Punching a dummy number in the last card
of the final transaction and add ing a cond itional transfer
instruction to STOP achieved the same objective .

8
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SECTION III

PERFORMANCE TESTS

IUTPODUCTION

The tests , whose descriptions follow , generated data
for com pu ta tion of the system ga in  fac tor and e f f ec tive
jobs/hour . It is important to note that no restrictions
were imposed on the systems tested . Each system was
presented with all copies of the job simultaneously.
Subsequent processing of these jobs was controlled by the
system. Thus any queuing of input or schedulinq of
r esource allocation was controlled by each system itself.

IBM 370/155

The first test was made on an IBM 370/155 at the
computer facility of the MITRE Corporation in Eedford , MA .
A special run with ten copies of WWMCCS 14 was performed
while no other program s were present on the machine.
I~ior eover , HASP , TCAM , and TSO had been rendered
temporarily inoperative to remove their resource demands.
l~esults are shown in Figure 1.

Prior to star ting the run , the card deck for the
entire program had been read in. Each of the ten card
images created from it had been assigned a different job
name. Afte r nearly simultaneous initiation , the jobs
competed with one another throughout their runs. later ,
after the test had been completed, the system writer
produced pr intouts of the results.

Nine of the jobs started within a few seconds of one
another , but the tenth did not begin until 4.3 minutes
after the beginning of the first job. Though it finished
l ast , the aggreg a te time for compilation , link— ed itinq ,
and execution constituted nearly the shortest lapse of
t ime from start to finish , since this job did not have to
compete as strongly for the resources of the system.

Indeed , its execution step consumed only 36 seconds ,
or one second in excess of the time needed for execution
of the object program within the job when the job was
processed by itself on the ded icated system. (See lower
left of Figure 1.)

9
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When one job was run alone all resources of the
system were immediately available. There was no waiting
t ime between steps. The seconds of time marked on the bar
for each job represent the elapsed time from the start to
the finish of each step. The intervals between steps were
too shor t for recor d ing in the diagram .

The last job to finish was the tenth at a time 9.4
m inutes after the first job began . Run alone , the job
took 68 second s as shown in Figure 1. System gain equaled
1.2.

HIS 635 (GCOS)

The second test was performed on the Honeywell 635 at
AFDSC. Since this is a dual processor , the number of jobs
was doubled to avoid as much loss of accuracy as possible.
Again , WWMCCS 14 was executed with the system dedicated to
this job alone. Control was exercised from an operator
console physically situated at AFDSC. Results are shown
in Figure 2.

Pr ior to beg inning this experimen t, twenty copies of
the job had been en tered into the HIS 635, and each co py
had been assigned a differen t job identification . Again ,
af ter near simul tanie ty of ini t ia tion , the jobs ran on the
d ed ica ted machine and compe ted wi th one anothe r for the
system ’s resourc es.

The output listings of these runs provided only two
groups of timings: the beginning and end of the
compilation and the beginning and end of the combined time
to load (link—edit) and execute . Though the time lapses
between the two groups were distinguishable, they were
very small in comparison to the overall times for the runs
themselves. Consequently, they could not be dep icted
wi thin the time scale selected for presentation of results
in Figure 2.

Observe that the f i rs t six jobs s tar ted a t ne arly the
same time and that the initiations of the following five
occurr ed at times fairly close together. The next three
began at times even closer to one another. The fifteenth
job did not start until the eighth had completed . It was
followed in close order by the remaininq five runs.

The last job to finish was the twentieth at a time 13
minutes and 44 seconds after the first job began. Run
alone , the job took 86 seconds as shown in Fiqure 2.

11 

~~~~~~~~~~~~~~~~~~~~~~~~~~ 



0
(-4

I-

< I.-
I-
(1)

~~~~I()zu,

—4 __ <!~!— 
- -

~~1

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
I.’’.-- - - - - _

o ..•

~~~CM e4~~~~U
- II uJ~~~~~~~~~1.~~ 

0
____________  - - - • V’-

- .. I
- z zo

LU 
— — 

~~~ >—
—I

- 
-

- I—-

_ _  = U)
uz

u~~~~~ ~~— — z-~ <
- O r -  0

-I<I ,,
- I ~~.

- - 
- - -

- . 0[ 
~0 -

— (-—4 ..~ 4 U) 0’ 0 — rr., 4 it U) 0’ 0 

.
~~~~~~~~~ ~~~~~



System gain equaled 2.1.

HIS 645 (Native Multics)

The third test was performed on the Multics system at
MIT be fore the Honeywell 645 was re place d by the Honeywell
6180. Control was exercised from a terminal physically
si tua ted on the same premises in or der to min imize the
time the machine would have to be kept in a ded icated
state . Communication by telephone from a terminal
r emotely located would have consumed extra time in
carrying out the experiment. Results are shown in Figure
3.

Twenty copies of WWMCCS 14 were invoked from the
Multics file system , where the job had been previously
stored . Each copy was given an individual jobname . All
jobs had started before the first, or ear l iest , had
finished its compilation . In fact , the fourteenth , which
started two minutes after the first , completed its
compilation well in advance of any of the others.

Binding, wh ich is tan tamoun t to lin k ed iting ,
re qu ire d less t ime than d id ei ther the compile or execu te
steps. All jobs (except the sixth , which Mul t ics
scratched due to a HIS 645 hardware error) started and
stopped within a few minutes of one another.

The last job to finish was the eleventh at a time , 42
minute s and 32 seconds after the first job began . Run
alone , the job took 217 seconds as shown in Figure 3.
System gain equaled 1.6.

HIS 6180 (Native Multics)

The fourth test was run at AFDSC on the Honeywell
6180 , t he  processor currently used by AFDSC for the
implementation (4) of Multics . Control was exercised from

(4) II ywell’s presen t prac t ice is to imp lem ent Mul t ics
• sys tems on two of their more advanced processors , the

68/80 and 68/60. These units are somewhat faster than the
6100 and contain cache memory, a feature proven useful but

• no t essential for implementing security controls. The
processor at AFDSC , although designated a 6180, has been
mo d i f ie d to assimila te some of the advanced f ea tures of
these processors including cache memory.

13
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a remo te terminal located at ESD. The output listings
wer e programm ed to provide three groups of timings :
com p ilation, loading , and execution . Again , the sys tem
was dedicated .

As before , twenty cop ies of the job , each
individu all y labelled , wer invoked from the Multics file
system . Com petition began for use of the system ’s
resources . Pesults are shown in Figure 4.

The first six jobs started nearly simultaneously.
The seventh started about three minutes afterward , leading
off a second block of six. The thirteenth led off a third
b loc k of six , s tar t ing nearly seven minutes a fter the
beginning of the run . The last two started almost
together and finished eleven and two—thirds minute s from
time zero.

Since they did not have strong competition for use of
the system resources , they each finished in 79 seconds ——
almost as fast as the job could be executed all by itself.
See the job—alone run in the lower left of Fig. 4, which
completed iri 71 seconds. System gain equaled 2.0.

HIS 6160 (C-COS Simulator)

The fifth and final test was also performed on the
Honeywell 6180 at AFDSC. The embedded CCOS simulator
enabled Multics to act as a native CCOS system would . The
simulato r interprets and executes program statements as
though they were under direct control of the operating
system in a CCOS environment.

The behavior pattern of the run of twenty jobs in the
GCOS environment resembled the pattern manifest in Fiq . 4
—— up to a point. The first six jobs started together .
Then , led off by the seventh and eighth jobs , the second
block of six operated somewhat concurrently with one
another. The third block consisted of only four members ,
and the fourth block of only three . The twentieth ran
almost by itself in 48 seconds —— nearly as fast as the
job—alone time of 42 seconds, shown in the lower left
corner of Figure 5, which depicts the results . System
gai n equaled 1 .t~. Control was exercised from a remote
t e r m i n a l  l o c a t e d  ~~t ‘3SD.
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The GCOS simulator (5) was constructed by Honeywell
primarily for internal use . It provides a GCOS compatible
env ironment in Multics . Not all of the GCOS capabilities
are supported . However , those necessary for execu t ion of
the WWMCCS 14 benchmark problems were all present, and no
d iff icul t ies were expe r ienced in running these FORTRAN
jobs.

This simulator uses the GCOS (rather than the
Multics) compilers , as well as the system utilities. The
Master Mode En tries (MME) calls to GCOS are by simulation
in a manner somew ha t analogous to the conduc t of a vir tual
m achine monitor. The current implementation has not been
directed at performance issues.

This embedded GCOS simulator is no more than a normal
Multics user program (not part of the operating system)
As such , it is subject to all Multics security controls.
It incurs the normal overhead of any Multics program and ,
in addition , the overhead of C-COS simulation .

(5) Honeywell Information Systems, Inc., GCOS ENVIRONMENT
SIMULATOR Order No. ANUS REV. 0 September 1974.

18
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SECTION IV

SUMMARY

TEST RESULTS

Results of the performance tests described in Section
III are tabulated below. To aid in making comparisons ,
the jobs completed per total time for each run have been
reduced to a common denominator: effective jobs per hour .

PERFORMANCE TEST RESULTS

System Jobs Per Effective Software
Date Facility Gain Time Jobs/Hour Type

Feb 73 IBM 370/155 1.2 10/565 63.7 Non—Multics
at MITRE seconds Nori—GCOS

May 73 HIS 635 2.1 20/824 87.4 OCOS
at DSC seconds

Jul 73 HIS 645 1.6 19/2552 16.8 Native
at MIT seconds Multics

Apr 76 HIS 6180 2.0 20/700 102.9 Native
at DSC seconds Multics

Apr 76 HIS 6180 1.8 20/474 152.0 Embedded
at DSC seconds GCOS on

Multic s

Comparisons among pairs of compute r facilities havin o
different software implementations are described below for
r~ach of three categories. These categories are identified
by tF~e numbered connecting paths in Figure 6. They
correspond with the descriptions below.

19 
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Figure 6
COMPARISON CATEGORIES

Category 1) The per formance of native Multics (~ pril
1976), as currently implemented on the HIS 6180 at AFDSC,
yielded a System Gain factor comparable to that resulting
from the run with CCOS at AFDSC (May 1973). This result
contrasted with that produced by another run (July 1973)
with MIT’s Multics implemented at tha t time on an HIS 645.
Examination of the results of the test run show that
Multics was then a system that was considerably slower.

Changeover to the HIS 6180 substantially improved the
software and enabled Multics to perform on a level
comparable to that of GCOS. The result signifies the
effect of major improvements in Multics performance.
Before evaluating Multics software , the version (earlier
or later) should be ascertained.

Category 2) The performance of the Multics embedded
GCOS run on an HIS 6180 exhibited marked improvement when
compared to the GCOS run on the older HIS 635. Such was
to he expected due to the 6180’s more advanced hardware ,
which invokes the normal underlying Multics mechanisms.
Even with the overhead of simulating CCO~ , performance wasstill better than in native Multics. This result
indicates that the Multics FORTRAN compiler (used in the

20 
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na tive Multics on the HIS 635) did not perform
par ticularly well with regard to either compilation or
execution of the generated object code.

Category 3) The earliest test (Feb 1973) was
perfo rmed on MITRE ’s IBM 370. model 155, which is no t a
dual processor. Since its software system utilizes
neither Multics nor GCOS, it served to typify qeneral
systems software outside the Multics/GCOS environment.
Ma tched with thi s run as a refer ence, the recen t run
(April 1976) under native Multics on the MIS 6180 at DSC
produced significantly favorable results , as shown in
Table 1.

EVALUATION CONTEXT

The study was motivated by the realization that an
upg rading of the securi ty status of various system s in use
at AFDSC had become necessary for the effective operation
of those systems , both present and future. The upgrading ,
aside from the inherent operational capabilities to be
r eal ized from such a conversion to Mult ics, would enable
the reduc tion of several major ex penses that are now
required to maintain security. The two most visible
inef ficienc ies involve the redundancy of equipmen t and
consequent extra downtime .

At present, a facility desiring the ability to
secu r ely process inform at ion at more than one securi ty
leve l usually operates in at least one of the three
environments that follow :

1. System hi gh c learances (all users of the sys tem
must he cleared to the highest security level
being processed)

2. Duplicate equipment (a separate processing system
is required for each security .level processed)

3. Periodic color changes (all evidence of one
securi ty level mus t be purged from the sys tem
when preparing for a differen t level)

The compu ter facility at PFDSC uses al l three of
these environments.

Implemen ta t ion of effec tive multilevel securi ty
con tro ls would s ignifican tly reduce the need for sys tem
h igh clearances and duplicate equipment. Downtime due to
color changes would be eliminated.

21
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Performance o f a cos t analysis was no t the purpose of
this report. Examples of cost—effectiveness were
d iscussed only for the purpose of showing the impac t a
Multics environment would have upon AFDSC. The main
concern of this repor t wa s to determine the ef fec t on
throug hput to be expected if conversion to a Multics
environment should be accomplished . A worst case analysis
was undertaken in order to ind icate the maximum effec t any
possible deg radation would have on the system.

CONC LOS ION

The premise presented at the beginn ing of this study
was that AFDSC needed to acquire a multilevel processing
capability in order to better meet its functional
objectives . Such a security capability conceivably could
hampe r the performance of a system so equipped . The
question to be answered was the following : Could AFDSC
meet its processing needs based on Multics without
unacceptable degradation of performance?

The test results indicated that even in the
unrealistic, worst—case condition s introduced in this
evaluation , no unacceptable degradation in throug hput
would be expe r ienced . The advantageous features of
Multics including real time interactive processing,
controlled sharing of information , and an effective
capability for processing large data bases would all be
available without having to accept a degraded level of
performance in a tradeoff. Overall , in a convenien t
env ironmen t for prog ram developmen t, Mult ics should prove
cost—effective for both present and future system
development and production while at the same time meeting
the necessary security requirements.
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APPENDIX B

DESCRIPTION OF PROGRAM

MAIN ROUTINE

The program for WWMCCS 14 is exemplary of the class
of programs found in scientific systems whose primary
purpose is extensive mathematical computation . Designed
to demonstrate the type of activity that routinely takes
place in a very busy env ironmen t, it per forms voluminous
calcula tions. Its proper execution is an exercise in
producing results that conceivably would fulfill typical
requirements . It is the only one of the benchmark
programs written in FORTRAN . Its functions are to
ex trac t, edit, compute , update , and report.

For data it uses a file called the Compute File
consisting of one hundred ten—by—ten symetr ic matrices all
o f whose elemen ts ar e signed , two—dig it integers in the
r ange , —99 to +99. At the beginning of the run , this file
of one hundred records (one for each matrix) has been read
in and is resident in randomly accessible memory . The
elements in each matrix are stored by sequence of rows.
Within each row they are sorted by sequential columns.

The transactions for the program consist of 29 card
decks , each of s ix car ds and each con taining a ma trix of
the size and kind described above. Input to the program
is at the rate of one deck at a time . The entire
processing is repeated for each deck.

The description that follows treats the processing of
the first transaction deck. Each of the remaining decks
in turn undergoes the same processing with the Compute
File now upda ted as a conse quence of opera t ions with
previous decks. The nature of the updating operation will
be described later .

As each card of the six cards comprising a
transaction deck is read in , all fields are tested for
prope r content . Erroneous input is signalled by
generation of an appropriate error message and the
transaction is then skipped . Two of the decks are
purposely incomplete and give rise to an error report.

Nex t, the elemen ts in each of the one hund red
ma tr ices within the Compute File are totalled . Each sum
is placed in one of the one hundred members of the array

26 
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AF.

A new matrix AK is now formed . Each element ( i , j )
wit hin it becomes the total of the one hund red elemen ts
that occupy the same (i ,j)th position within each matrix
of the Compute File , that is , the position designated by
the same row and column .

At this point the total of the elements in the
curren t transaction matrix is obtained . This total is
then designated AN and retained for later use.

From this total , each of the sums in the a r r ay AF
produced from the matrices is subtracted in turn to yield
one hundred differences . As each difference is obtained ,
its absolute value is compared with the smallest absolute
value among the differences previously obtained . The
or dinal number of the ma trix whose e lemen t sum gave rise
to the minimum value is temporarily retained in M for a
later printout , to take place after the test described in
the next paragraph has been satisfactorily completed.

The minimum attained is compared with the quantity ,
0.25. If larger than this quantity , the total AN obtained
by summing the elemen ts in the transac tion ma trix is
halved . Every step in the preced ing paragraph is then
repeated using this halved value . Previous results are
replaced . For late r pr intout , a count is kept of the
number of iterations .

The data provided is such that repeated interations
of this process will eventually yield a value less than or
equal to 0.25. A count is kept of the number of
interations required to achieve this result. It is
printed as part of the output report followinq completion
of processing of the current transaction matrix.

Next , each element in the matrix AK is divided by the
quantity AN , as diminished by repeated halving. Thus , a
new ten—by—ten m a t r ix called B is genera ted  fo r  use in
f u r ther  process ing .

A b r e a k p o i n t  in the proce dure now takes place dur ing
which the main program calls a subroutine to compute the
ten eigenvalues of B. These are returned by the
subroutine and held for report at the completion of
operations with the current transaction matrix.

On re turn to the ma in prog ram the elemen ts in each
row of B are summed and each of the ten sums is then

27
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divided by 1000. The resulting ten values , X(I), are used
in sequen tial or de r to f o r m  ar gumen ts for  the evalua tion
of the special functions as tabulated below. Unless
otherwise mentioned , system library routines are employed
for these calculations .

APGUMENT FUNCTION

X(l) Natural logarithm of magnitude.

X(2) Exponential

X ( 3 )  Sine .

X(4) Arctangent .

Frac tional Par t of Error func tion of magnitude
X(5) (by subroutine).

Fractional Part of Hyperbolic sine of magnitude.
X(6)

Fractional Part of Hyperbolic anti—tangent of
X(7) magnitude .

X(8) Square root of magnitude.

X(9) Bessel function of order zero
(by su brou t ine )

Frac tional Par t of Gamma func tion of magnitude
X(lO) +1 (by subroutine)

This is the end of the computational work performed
by the program . The matrix finally flagged with the value
M is now read into core and held for output later on. Its
position in the Compute File then becomes occupied by the
c u r r en t transac t ion ma tr i x , thereby updating the file.

The printed report begins on a new page headed by the
transaction deck number and followed by a printout of the
transaction matrix itself. Next is the count of
iterations previously cited. Following this is the
replaced matri x , the ten eigenvalues , and a column of the
ten special function values. The last fiqure is the value
M , the ordinal number of the position in the Compute File
upda ted by replacement of the matrix occupying this
position .

28 
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Processing now continues by reading in the next
t ransac t ion dec k and repea ting the foregoing sequence of
opera tions , this time with the updated Compute File. It
ceases after the last transaction has been processed .

SUBROUTINES

The four su b rou tines exp la ined below are  cop ies ——
some times modi f ied versions —— of those of similar name
appearing in the manual entitled Scientific Subroutines
published by IBM Corporation . The versions herein are all
FORTRAN routines , incor pora ted as par t of the WWMCCS 14
program and invoked as ordinary subroutines. They are
ther efor e nowise dependen t on any par ticular opera t ing
system.

When the sub rou t ine EIGEN is ca l led , the hund red
elements in the matrix B are passed to it. It then
computes the eigenvalues by the Jacob i Method . The
unneeded portion , which calculates the eiqenvectors , has
no t been included in the sub routine used in the benchmar k
program. The method used is applicable only in event the
matr ix is symme tric and con tains no complex values among
its elements , as in this case.

The input matrix , B is au toma ti ca l ly  accepted by th is
rou tine and the ten eigenvalue s are automa tically re turned
in an array AA for even tual printout as par t of the repor t
for the current transaction .

Evaluation of the integral within the error function
is performed by QATR , a utility routine for numerical
q u a d r a t u r e , w h i c h  uses the tr apezo ida l  r u l e .  A few
instructions have been added at the beginning of this
s u b r o u tine fo r the purpose of iden ti f y i n g the func ti on
that is to be numerically; integrated . In this case the
func tion is the exponen tial of the nega t ive value of the
square of the dummy variable. The bound on the absolute
error is also specified.

When the integration has been completed , the result
is returned to the main program. Here it is immediately
mul ti 1died by two and divided by the square  roo t of pi to
satisf y the definition of the error function . The
resulting value is stored in FX (5) for later printout as
part of the report for the current transaction .
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Computa tion of the Bessel func tion , Jn (x), where n
is the or der an d x is the ar gumen t, is accompl i shed by the
subroutine called BESJ. I ts code is foun ded on an
algorithm reported by Stegun and Abramowitz in a 1957
ma thema tical journal , which in turn stems from an earlier
me thod published by Miller in the introduction of a
British table of Bessel functions.

The input to the GAMMA subroutine is the fractional
part of the tenth value of X plus one. This subroutine
receives its absolute value as an argument.

Computation is by evaluation of a seventh degree
polynomical whose coefficients have been expressed to
seven significant digits. The correct value for the
coefficient of the second degree term is 0.9858540.
However , the value used in the su brou tine was copied
incorrectly as 0.985840. Inasmuch as the arguments were
small , it is not expected that the results (obtained to
f ive places ) were af fec ted in any pos it ion exce pt the las t
— if at all.

TRANSACTION FORMAT

A typical  in pu t transac t ion recor d is i l l u stra ted in
Figure 7. It is a six—card deck containing 100 signed
integers in the range —99 to +99, similar to the elements
in each matrix of the Compute File .

In the f i r s t  ca rd , P in c o l u m n  1 i n d i c a t e s  t h a t  the
transaction comes from a card reader . Columns 2 and 3
indicate that the record is to be used with Job 14.
Columns 4 and 5 indicate that File 13 will be affected by
the transaction. Z in column 6 indicates that the input
is computational.

Columns 76—80 in each card except the last , con ta in
the numbers of the transaction and of the card within it.
The six th card contains the word , END in its last three
columns.

The deck is rea d in by six sequen tial rea d
instructions. The final three columns of each of the
car ds is checked for appearance of the word END. If this
is found prematurely, the prog ram bran ches to an e r r o r
message to the e f f ec t  t h a t  the da ta  set is incomplete . In
t h i s  event , the s i x t h  read i n s t r u c t i o n  is no t  r eached .
The program increases the ordinal numbe r of the
transaction and then returns to the beginninq to read a

30

~ 

~~~~-— ~~~~-. - -. - ~~-



~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~. .

-- —
~~~

- - ,

I I I I
+ ~~ 

+ (V~ — .~~ ,~c ci-’

~~
- 

+ ~~~~ + ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ N.
C’) 

~~~
. 

+ 
a, — ‘

~~ 
‘
~
‘ - .-“ ‘° — ~-‘

~~~ ~~~- :~~ ~ —.

C’) .~~~ ¶~ ~~~ ~~~~~~~~~~ 
ci-, a, a, a, — a,

:~: : .-. ~~~ ~
“ 

~~~
C’) ~~ — c.j a, - . - a, - r- a,

+ C’) = — C’.l a, a, CC a,

1- + ~~ + =~~~~~— ~ -‘ ‘-‘ -, ‘~
-‘ -.-- ~~~

+ ~~~~~~~~~~~~~~~~~~~~~~~~~~ Cl)
‘~~ + + 0 — — c’~a C., ~~ - .4, .. r— . .._ .
V.’-, ~~~

. 
+ 

a, — •~~1 - •4~- a, ,— -ci

~ ~~~~~~~~~~~~~~~~~C CC a, ‘4- ‘— CC a,
-

.~ - + + C = — C%J C’~ •CS~ ~fl ‘— — a, .
e~’ ~~ + 

. 
‘
~~
‘

+ e —‘ .-‘-‘ ci’ - -

• + + 0 — C%J C’, •~~- a, r— — ci

(‘I -~~ . ?, — C~l a, . i.fl CC, 1— r.C3 a,
+ (t) C’) a — cia c- Ct, CO a, a,

Cl)

+ (E) + C’) 0 ~~ — Cci CC 0 CC C— CC O~

~ + ~~ 
+ — ‘—. C-’ ~~ ~~~ -— C- C-. -

‘) • + ‘- 
~~~ :C’) + (•l) 

• - a ,-
+ C’) :‘~~~ 

‘
~~ 

CC

1’ + + - _

• +

c 

-.-“---- , —.--.,--. --~---- - - - - - — ---~~~ - --- , . -- . -- ---- --



-_~- --- -- ~~~~~~~~~ --_- -  ~~-~~~~~~~~~ -— _ _ _ _ _ _

n ew one .

In the normal  course of events , the sixth card will
be recognized .  At  the same t ime the con tent  of i t s  f i r s t
t h r e e  col umn s , which  should be b l ank , a re  read as the real
n umbe r ze ro .  A con ten t  s i m i la r  to t h i s , if a p p e a r i n g  in
the first three columns of any of the previous five cards
invokes a system diagnostic message. (The sixth card of
the final transaction contains 999 in its first three
columns for use in a conditional transfer to termination
of the run).

The elements of the record begin in column 11 of the
first card and end in column 10 of the fifth card. A $
follows immediately, but the program does not read it.
Note that the units digit of the last element in each of
the first four cards appears in the first column of the
nex t card. The arithmetic performed by the program
adjusts these values to their prope r magnitude and
position in the input matrix.
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