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1. INTRODUCTION

This report covers progress in message technolo c y un der the

contract “Message Technology Research and Development ” for the

period 2 October 1976 through 2 January 1977

This work is a continuation of work on MAIL SYS/HERMES

performed under the ARPA Contract “Distributed Comput ation ani

TENEX Re lat~’d Activities ” during 1975.

During the October through December quarter , the primary

effort of the HERMES project was directed toward preparation for

the DARPA/NAVY/CINCPAC text (the Military Message Experiment or

MME ).

We continued implementation of’ a simulated demonstration

version of the multilevel secure CI N CPAC version of the H E RMFN

system . We also continued the implementation of the interf ai-~

between the HERMES system , running on the TENEX operating system ,

and t h e  L D M X .

Our p r e p a r a t i o n s  f o r  t he  M ME i n c l u d e d  t h e  c o n t i n i i e - t

i m p l e m e n t a t i o n  of a f a c i l i t y  fo r  c r e a t i n g  new t y p e s  of m e s s -~ ’e

f i e l d s  on d e m a n d , a f a c i l i ty  f o r  a t t a c h i n g  c o m m e n t s  t -  r e c e i v e d

messages , a nd a s c o p e — o r i e n t e d  t e x t  e d i t o r  s u i t a b l e  fo r  u s e  w i t h

t h e  MME scepe t e r m i n a l s .  We i m p r o v e d  t h e  f a c i l i t y  fo r  c r e n t i n r

named  subse t s  of messages  w i t h i n  m e s s a g e — f i l e s , a n d  f o r  ~u e r y i n ~
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the system to determine which subsets include particular m essage

or group of messges. We provid ed a new group of alternative

modes of operation for the HERMES system , according to the

preferences of individual users. We also continued the

development and improvement of other aspects of the HERMES

system , such as documentation and the details of command

structure , which will be of value to both the CINCPAC — HER M ES

users and the general user community .

Our secondary effort during this period was to extend the

facilities of the generalized HERMES system in parallel with the

d e v e l o p m e n t s  r e q u i r e d  f o r  t h e  C I N C P A C — H E R M E S  s y s t e m , an i to m a k e

these facilities available to our users on t h e  P R P A N E T  an d

elsewhere. We therefore developed two experimental versions of

the HERMES system , the CINCRAC —H ERMES system with the simulated

security features , and t h e  compatible “civilian ” version.

Security for the MME

During this quarter , our efforts were concentr a t et on t b e

implementation of’ a simulated multi — level secure e n v i r ’ r ~: e n t  f-~ r

t h e  MME v e r s i o n  of t h e  H E R M E S  M e s s a g e  ~ y~~te’n . Th e  n b l p - t  w a s  t - ~~

create a system that would have the same user interf ;~ee as  t h r

projected secure HERMES system . Security w’-w l I he simu1a t .~d t v

c a u s i n g  m e s s a g e — f i e l d s  to c a r r y  n e c u r i t y  l i ~b e1  s , m l  b y n r - ~ v i I i  n n

2 

--~~~~~~~~~~~~ - - - — -~~~ ~~~~~~~~~~
- - —



-— --~~--- 

S

B R N  R e p o r t  N o .  3525 D o l t  R e r a n e k  a n d  N e w m a n  I n c . —

c o m m a n d s  w i t h i n  H E R M E S  f o r  c h a n g i n g  s e c u r i t y  l e v e l .  The u s e r

w o u l d  no t  be g i v e n  acces s  to t h e  TE N EX operating system , so t h at

all file— handling and other TENEX functions would be brought

i n s i d e  HERMES. Specifically, both message—files and files

c o n t a i n i n g  u n s t r u c t u r e d  t e x t  w o u l d  be h a n d l e d  in  t h e  s ame  m a n n e r

as HERMES objects , such as sequences and templates.

User—Created and Comment Fields

We have implemented two facilities that promise to be of

considerable utility in military and other specialized

applications of the HERMES message system . User— creat~ d fields

allow the user to create his own mes sge— fieids in four datatypes:

one— line text fields , multi — line text fields , addressee fields

and date fields. New user— fields may be declared thro ui~h the use

of a special user— field editor. Alternatively, user — fields in

incoming messages may be added to the user ’s collection through

the use of the EXPLODE command.

The COMMENT command in the message — edit or allo w s the n-~~r te

create a comment — field correspondir i e to any - t m l a r d

m e s s a g e — f i e l d  or a n y  u s e r — f i e l d , whether or not the field happens

to b e f i l l e d  i n .  The comment field is always of the m u l t i — l i n e

t e x t  t y p e  and  is a u t o m a t i c a l l y  m a r k e d  w i t h  t h e  u s e r ’ s n -ire ~rL- I

the date.

3 
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The message to he commented upon is either creoted in the

r m e s s a g e — e d i t o r  or p l a c e d  t h e r e  t h r oug h t h e  u se o f t h e  E X P L O DE
- 

comman d.

i I 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

• R e f i le and  Re di s t r i b u t e  Comma nd s

We have de sic~ned and partially implemented tw~ faciliti e s

fo r  c i r c u l a t i n t~ messages in the — Ir a ft state , where it is desi red

not to caus e copies to be sent to the names (or files) in the To ,

Cc , Bce or Fcc f i e l d s .  These  f a c i l i t i e s  w i l l  he required in the

MME environ n e n t where messages from outsi de the C 1NCPAC

or ganization must be transferred from one user to an — ~t I-t ~r within

CINCPAC before final action is taken on them.

The REV ILE comman d places the draft messa t~e i n  t~ie user ’s

t , messa ge— file , either as a replacement for , an  o \ i s t i n ’  ---e~~si e e  or

a t  t h e  en d of t h e  f i l e .

I 
The  R E D I ~~T R I D I I T E  c e m r n a n~I acts upon a r e n s o ~’e in ~~ user ’ s

m e s s a g e — f i l e , a n d  i s  s i m i l a r  t t h e  F O R W A F P  e x e e p t  t I ’ t i t  it I~ -e s

I n o t  w r a p  t h e  m e s s a g e  i n  a new “e n v e l o pe ” . A l l  t ’iel Is f He

o r i g i n a l  m e s s a g e  r e m a i n  : i cc e s s i h l e  C r  se ar ch in C , fi~~in - ’ , “tc .

Design work was ‘ e m p l e t e d  - n  a n e w  i m p l e m e n t - i t i - n  i I  t h e

I a u x i l i a r y  f i l e s  used  t i  u - i  th I~ h :in - t 1in ~ and n e a r ~- h i n I ~ cC H F R M V ~’~

message— files. Th e new 1e~;i ’n w i l l  i~~hst a n t i ~~l l  v s r ’ I ~~(’ I up t h e

I t i m e  r e q u i r e d  to  i n p u t  m e s s o~’ e — f i ~~e i n t o  t h ~ H F f ~M FN s~~s t e m  - i n  I

I
I

—
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will greatly increa se the maximu m number of messa ges that can he

e n t e r e d  i n  a s i n g l e  m e s s a g e  f i l e .  The t i m e  r e q u i r e d  to s e a r c h

mess age— files will also be considerably decremed .

The Scope E d i t o r

The WE E d i t o r  f o r  t h e  H P 2 6 L l O /~45 Scope  t e r m i n a l s  h a s  b e e n

installed in the two versions -of the H E R M E S  system and has

under gone extensive testing by PRN and M I T R E  personnel. The

modular nature of’ the WE p rogram has a l l o w e d a l t e r n a t i ve pat t e rn s

of interaction between the terminal and the user to he evaluated .

Increasing The Conven ience And Usefulness Of Sequences

Two new commands , ADD and WH E REIS , have increase :I the

usefulness of user— created sequences wthin messa~ e— f ile s .

The top— level ADD command allows the user to o i l  a n y  ‘r’oup

of m e s s a g e s  to an  e x i s t i n g  u s e r — c r e a t e d  s e q u e n c e s .  T h i s  f a c i l i t y

a l l o w s  t h e  u se r  to p l a c e  m e s s a g e s  in  n a m e d  s e l u e n i ’es , w h i c h  c a n

be thou ght of as co r res pond i ng t o “ f i l e — C - l l e r s ” i~- i t h i n  i

m e s s a f e — f i l e , as e a s i l y  u s  he c o n  C i i . ’  he~ i - . ‘ m  ;ir t

me s s ar e  — f i 1 e S .

The W H E R E I S  c o m m a n d  a l l  ows t he user 1 - - i j e r  v t hh  ov ~~t •~‘n

f i nd out w h i c h  s e q u e r ~~-es  a n y  g i v e n  m e s : o r e , or  ~ r ‘u p  c i

h e l o n ~’s t o .  B o t h  c o m m a n  i s  a r e  i m p l .~r e n t e I  s i  I S  ¶~~~ }~ i v  e ’ n i X  imu’~
-5
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g e n e r a l i t y  an d  f l e x i b i l i t y  in  s p e c i f y i ng  m e s s a g e s  a n i  n a m e d

s e q u e n c e s .

S t ru c  t u r e d  D o c u m e n t a t i o n

We h a v e  d e s i g n e d  and  p a r t i a l l y  i m p l e m e n t e d  a s t r ue t u r e d

do cumentation facility consisting of a set of topics with

assoc iated examples. The topics are organized in a structured

out l ine , and the documentat io n co m mands a l l o w  the u se r to r e v i e w

- : the outl i ne to vary i ng leve ls  of d e p th , i n b r o a d o u t l i n e , or  i n

nar row d e t a i l .  Documentat io n can he o u t put - to the user ’s

ter m inal , to a l ine—printer , or to files. The user c a n  s p e c I f y

the output of small se cti ons of tex t , or can ~aii se HE~~-ES to

g e n e r a t e  a m u l t i — p a g e  d o c u m e n t  w i t h  -ì title pa ce and an outl m e

s e r v i n g  as a table of contents.

The “L ifestyle ” Switches

We have implemente d two new s w i t c h e s  w h i c h  p r o v i d e  a m e a n s

for causin g the HERMES system to generate automatic a ll y the types

of command completion and helpful “noise words ” provided by the

E s c a p e — k e y  i n  t h e  T E N E X  O p e r a t i n g  S y s t e m  a n d  i n  p r e v i o u s  versi on s

of H E R M E S .

6
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Statist ics on Hermes Use

We have cont inue d to co l l ec t  a n d  ana l yze  sta t i st ic s on

HERMES usa ge.

I m p a c t  of M e s s a g e  T e c h n o l o g y  on Nava l  Operat io n s

The Hu man F:ictors group completed a revision of the

“Or ganizatio n Impact Protocol” specifying questions suitable f i r

administration by interview and questionnaire and covering the

follow ing topics:

Communication and decision makin g .

Jo b satisfaction.

Work fac ilitation.

Role re la t io ns and role s t ra in.

The formal messa ge system.

Formal and informal organization structure.

I
I
1
I
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2. IMPROVEMEN TS TO T H E  H E R M E S  S Y S T E M

In t h e  d e v e l o p m e n t a l  v e r s i o ns  of H E R M E S , we h a v e  a u g m e n t e d

t h e  f l e x i b i l i t y  of t h e  s y sb e m  by implementing user— created fiel d s

a n d  t h e  a b i l i t y  to c o m m e n t  of a n y  m e s s a g e  f i e l d . M e s s n ~~e s c u r  l -e

r e f i l e d  f r o m  t h e  m e s s a g e  e d i t o r  i nt o  t h e  c u r r e n t  m essage — file ,

a n d  r e d i s t r i b u t e d  f r o m  t h e  m e s s a g e — f i l e  w i t h o u t  a c t i v a t i n g  t h e

f i e l d s  a c c e s s e d  by t h e  n o r m a l  S E N D  m e c h a n i s m .

2.1 User— F ields and Comment Fields

U s e r — f i e l d s  a l l o w  t h e  u s e r  to t a i l o r  HFRM PS to meet specific

n e e d s .  U s e r — f i e l d s  c an  be t r e a t e d  e x a c t l y  l i k e  o t h e r

m e s s a g e — f i e l d s  t h e y  c a n  be u s e d  i n  o u t g o i n e  m e s s a g l - s  a n d  i n

t e m p l a t e s , a n d  t h e y  c a n  he commented upon . All us i ’r— fie lds may

be searched w ith filters.

U s e r — f i e l d s  a r e  s t o r e d  as a g r o u p  in  a c u r r e n t  o b j e c t  n a m e d

USER—FIELDS.

>SHOW US ER— FIELDS <CR>
A PF-IORI SM— ()
HERMES— (PEOPLE)
REMI NDER— (TEXT)
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I N e w  u s e r — f i e l d s  m a y  he  c r e a t e d :

a )  by u s i n g  t h e  U S E R — F l  E L D S — E D I T O R

I b )  by u s i n g  t h e  E X P I c 1 I F ‘ rnr n I n d  . W h e n e v . - i - a m e s s a c e  i n  he
c u r r e n t  m e s s a g e — f i l e  is e x p l o d e d , a ’ i y  u s I r — f i e l - I s  i t
c o n t a i n s  a r e  ~i l J e d  to the c o l l e c t i o n  i n  ( i S I - R — l -  I F I . P S - .

I c )  by  u s i n g  t h e  C u M M E N T  command to create a Cenmeu t —fiel

A U s e r — F i e l d  m a y  be c r e a t e d  as o n e  of f o u r  I a t a t y p . ’s :  L I N E ,

A D D R E S S E E , P A T E  or T E X T .

I
2.1.1 LINE -Type User-Fields

< n a m e >
Sy 1t~Ix: <name> — ( ) <one—line text> < C h >

< namn e>- (LIN E)

T h i s  is  a o n e — l i n e  t e x t  f i e l d , l i k e  t u e  Su b ~~e ct  : -t ’ie l  i .
I t  m a y  c o n t a i n  a n y  t e x t  a n t  i s  t e r m i n a t e d  b y  a < ‘ k ’~ . I t  y o u
do no t .  s p e c i f y  t h e  l a t a t  y p e  of  a u s e r — f i . ’ l l  , I lN i — ~ yp e is
a s s u m e d .

E x a m p l e s :
> P R O V E R A :  B r e v i t y  is  t h e  : ;ou i  of  w i t  . < C R ”
)APHOR ISM— O : Inf inite ri ches in a l i t t l e  rc i irn .<Ch
>FU L LNAME — (LINE): Douglas .~~~. Dodds , ~I r . < C R ~’

2.1.2 ADDRESSEE —Ty pe User — Fiel d s

<n ame>— ( AD DR ESSEES
Syntax: <name>— ( A PDR ) < a d d r e s s ’ .’ — l  i st ~ <P h ’>

<name a_ (PEOPLE)

I r h i s  i s  an  - i l i r e s s — f i e l d , s i m i l a r  t t h .~ i - i : — t  fe l t . it
m a y  c o n t a i n  a n y  l i s t  of a d d r e s s e e s , s ep a r a t e i  by -~- .mmas . A
< C R >  t e r m i n a t e s  t h e  f i e l d .  U s e r — F i e l d s  of  t h e  AI ) I R~~S S F F

I t y p e  do NOT c a u s e  m e s s a g e s  t o  he sen t to  I he  u I - 1 r e s s ~~I - s  i n
t h e  U s e r — F i e l d , h u t  a r e  u s e f u l  f o r  s e n l i n c  Idre ss l i s t s  to
o t h e r  m e s s a g e — s y s t e m  u s e r s .

I
I 

— I

I
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Examples:
>BBNA — (ADDRF SSEFSl : ~BBNA ,MOO ERS ,MYER ,ST~I VE N K CR >
> B B N F — ( A D D R )  : ~ B D N F , D OI DS , H E N D E R S O N , J M I L l E R , U L M F R , V I T T A I ~< C R >
> H E R M E S —  ( P E O P L E ) :  I~B B N F  , H E N D E R S O N , J M I L L E R , 10[)D S ,

€~BRNA , M U U E R S  , S T E V E N S , N ’ Y E R < C R >

2 . 1 . 3  D A T E — T y p e  U s e r — F i e l d s

S y n t a x :  < n a r i e > — ( D A T E : )  < l a t e >  < C h )

T h i s  is  i - l a t e  u i . ~l - i . I t  m a y  c - t I  a i r s  o n l y  a s in ~~l e
d a t e .  A < C R >  terminates the f i e l l .

E x a m  p 1 es :
> B ICENT FNN 1A I — (DATE : Jul y 14 , 1Q (h < C H ’>

2.1. LI TEXT—T ype l J s e r— F ie lia

Sy ntax: <n ame>—(T FXT ) < m o l t i — l i n h  text ) < - ! h l — / ’ >
[ < n a m e >  J

This is a mo lt i — l i n e  t e x t  fi el 1 , l I k e t h e  l e x i  : — f i e l 1 .
I t  m a y  c - ni t am a n y  I e~~t and m o s t  he  I ‘ - r ’ ~~~ - u t ~~- I w i t h
<CT RL—Z > . ‘Her—s iI’l L~ o’ 

¶ t i P  T i - X i  I yp -’ - ‘ o ~ i t - searched w i t h
f i l t e r s .

411 ftc! Is c r e I t  ‘1 s i t  C I C. C~~~’~F N T  c~~n in — a nd or e
TEXT — I y p  f i e  I is , w i t h  I .e n ime of the fiel I c i m n e n t e d  up It
in  s 1u a r ~~ I n - ~ic ket s

Exam p les :
> > R E~’ I ~ C - ( fE • ) (~ 

- 

~ ~ CR ’>
R F M I N P E R — ( T E - : • I ) :

i i i  u~ t answ er ’ thi s  rr e sso ’, e
I 1 . - •-r r I o ’~ t to week

s i ’f C L _ ~’ ‘ > 7

Fo rm t ? :

3 > C O M M E N ~ ~~~~~~~~~~~~~~~~~~~~[ R E M I N P E R — ( T E X  I ) ) :  N - I c  i - v  ~~OE- h’S ~r 1 1 -~L 
1 )  ( ( 1 r ? 14 _ I -ST

Past iu~’ . K 1  I I~l — /  ~
> /

For mat? N’~CR ’>

.~
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2.1.5 The User— F ields Editor

The general—o bject—editing—commands , EDIT , DONE , ABORT ,
SHOW , and ERASE are ava i lab le  to mod i fy U SER —FIELD S.

The ERASE command selectively removes individual field
names:

> E R A S E  < f i e l d  n a m e > < C R >

In  a d d i t i o n , the special ized—object—editing command ,
D E C L A R E , is a v a i l a b l e  to c r e a t e  n e w  u s e r — f i e l d s .

E x a m p l e :
> E D I T  U S E R — F I E L D S < C R >
> > S H O W < C R >
REMINDER — (TEXT )
TIME— (LINE)

u SER— FIELDS now contains two user— f ields.

> > D E C L A R E  H E R M E S — ( P E O P L E )
>>DECLARE PROVERB— (TEXT)
>>SHOW<CR>

R E M I N D E R — ( T E X T )
T I M E —  ( L I N E
H E R M F S — ( P E O P L E )
PROVERB—(TEX T )

The two DECLARE commands have ca used two new
user—fie lds to be ad ded .

2.2 The COMMENT Fac ility

Syntax: >>COMMENT <field — name> <CR>
Default: >>COMMENT Text:

COMMENT creates Comme nt—Fie lds in the MESSAG E—E DITOR. If you wish

to  c o m m e n t  on a m e s s a g e  in  y o u r  m e s s a g e — f i l e , E X P L S D E  t h e  m e s s a g e

to i n s e r t  i t  in t h e  c u r r e n t  d r a f t  m e s s a g e .

C O M M E N T  a d d s  a n e w  f i e l d  to t h e  m e s s a g e , m a r k e d  w i t h  y c or  n a m e

a n d  t h e  - l a t e .  C o m m e n t — f i e l d s  are user—fields of the T E X T  t y p e .

11
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S ince the o r iginal mes sa ge i s EXPLODED , any of the or igi nal

message—fi elds may be chan ged by the person adding comments. To

preserve accountab ility, the EXPLODE com mand does not preserve

the or ig inal Sender : , Date: and Message—I D: fields , a l t h o u gh i t

does preserve the original From : field. New Sender: , Date :  an d

Message—I D : fiel ds are automatically created when the message is

refiled or sent.

I t  i s  no t  n e c e s s a r y  to  h a v e  a f i l l e d — i n  f i e l d , or  i n d e e d  a n y

c o n t e n t  a t  a l l  in  the MESSAGE— EDITOR , in order to c rea te  a

c o m m e n t  f i e l d .

>>COMMENT<CR>
(Type comment to ~Z )
[ T E X T ] :  N o t e  by  M O O E R S  on 20 Dec 197 6 12 2 9 — E S T

T h i s  is  an e x a m p l e  of a c o m m e n t  on a T e x t :  f i e l d . < C T R L — 7 >
> > C O M M E N T  S U B J E C T < C R >
[ S U B J E C T ] :  N o t e  by  ‘ I O O F R S  on 20 Dec 1976 12 3 3 — E S T

T h i s  i s  an e x a m p l e  of a comment on a Subject:
field .<CTR L—Z>

>>COMMENT KEYWORDS<CP>
[KEYWORDS]: Note by Mooers on 20 Dec 1976 1237—EST

There is no Keywords field in this
message.<CTRL— Z>

2.3 The REF ILE Comman d

R E F I L E  w i l l  p l a c e  the contents of the CDRAFT ( i n  t h e  m essage

editor) in the <message— no. > slot in the curre nt m e ssac e—fi le.

The messa ge previously in the <message— no.> slot, w i l l  he deleted ,

but the user will he shown a s u r v e y  f i r s t  a n d  a l l o w e d  t o  a b o r t

the comman d.

12
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The REFILE command w ill make it possible to comment upon a

message and replace it in the message—fi-l .e .

2.14 The REDISTRIBUTE Comman d

H E R M E S  w i l l  a l l o w  you to r e d i s t r i b u t e  a message without

w r a p p i n g  i t  u p  in a j a c k e t  ( l i k e  F O R W A R D )  e r  c h a n g i n g  t h e

S e n d e r : , D a t e : , a n d  M e s s a g e — I D  f i e l d s  ( l i k e  E X P L O D E ) .

The m e s s a g . ’  t h a t  a r r i v e s  a f t e r  r e d i s t r i b u t i o n  w i l l  c o n s i s t

of the original message with the a d d i t i o n  of t h r e e  n e w  f i e l d s :

Re distributed —To : <addressee — list>
Redistr ibuted—By : <connected directory> < l o c i n  d i r e c t o r y >
R e d i s t r i b u t e d — D a t e :  < d a t e >

The m e s s a g e  w i l l  a l s o  h a v e  a c q u i r e d  an a d d i t i o n a l  “- a i I  f r o m

.“ line which will help identify the host irom which it . was

redistributed .

2 . 5  C h a n g e s  in  T e m p l a t e  Items and Fixed Templates

The t e m p l a t e  f a c i l i t y  h a s  been  r e v i s e d  to accomn odat e the new

user—f ields and comment— fields.

The template item “V erbatim: ” , which print ed t h e  incomin c

message  in  one  c h u n k , h a s  been  a b o l i s h e d .
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The new template item “Standar d: ” pr in t s  t h e  f i e l d s  of t h e

message as transmitted in a standard order. “Stan dard: ” is

identical to the new fixed template named STANDARD.

The template item “User—Fields: ” pr ints all User—Fiel ds i n

the message , whether or not they exist in USER-FIELDS .

The templ~~te item “Other: ” continues to print the “Mail from
)

• .“ lines and any fields which are not recognized by the HERMES

t system .

The fixed templates have been renamed to tie them to the

commands for which they are designed . They are

SURVEY-FORM formerly BASIC-SUMMARY
PRINT—F ORM “ RCVD— FORM and STAN PAR D
LIST—FORM “ FULL—LISTING
COMPOSE—FORM “ BR IEF~ CO MPOS E
STANDARD ( n e w )
INCLUDE—FORM

When a message is included in the text of another message ,

by use of the Forward or Include comman d , the included message is

printed through the ITEMPLATE , which is in i t i a l l y  set to

INCLUDE— FORM. INCLUDE— FORM conta ins only the new template item

“Standard: ”

2.6 Automatic Profile

A new sw itch , tentatively n amed the P P F I L ~
_ M S - F — S W I T C H , h a s

been added . This sw itch allows a “desk t o p - ” style of oper a tio n

i n  w h i c h  f i l t e r s , t e m p l a t e s , d e s t i n a t i o n s , u - u e r — f i e l - l s  u i  s w i t c h

1 1 4 1 I 
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set t ings , are automatically saved unt il your next session ji ~st

like your sequences . There is no need to “ E x p o r t ”  or  “ I m p o r t ”  to

or from the Profile .

If the switch is set so there is no Automatic Profile , y o u

may still save an ob ject in your Prof i le by g iving the EXPORT

command.

- - ---—‘-‘— -- T__ — ,  —- - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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3. I M P R O V E D  D E S I G N  FOR H A N D L I N G  M E S S A G E — F I L E S

We h a v e  comple t ed  a d e s i g n  fo r  a new f o r m a t  f o r  the  s tored

“ c o m p a n i o n ” f i l e s  t h a t  a c c o m p a n y  the  H E R M E S  m e s s a g e — f i l e s .  These

f i l e s  a re  ca l l ed  “ i n d e x ” or “ parseq ” f i l es because  t h e y  ho ld

i n f o r m a t i o n  about  the  “ P A R s e ” of each  message , i . e . ,  t he  l o c a t i o n

of the different fields within the message , and they are also

used to store the permanent named SEQuences which the user

creates for each message— file.

Currently when a message— file is accessed by the HERMES

s ystem , the entire parseq file is read into the active memory

where  it is transformed and stored as an internal table. The new

impl ementation will change the format of the parseq file so that

the file as stored is identical in form to the file in active

memory. Because no transformation is required , HERMES is able to

map segments of the file , rather than the complete file , into

active memory. Each seqment corresponds to 500 messages.

Under the old impl ementation , a message — file was limited to

1500 to 2000 messages. The new implementation has an absolute

upper limit of 2000 of the 500—message seqments , or 1 ,000,000

messa ges.

16
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14. THE SCOPE EDITOR

The WE Scope Editor was implemented for use on HP 20140 and

HP 2045 scope terminals , in both the regular and MME version of

the HERMES system .

The design of the WE Editor was reported in detail in the

previous progress report .*

Extensive testing was performed by members of the HERMES

group and by MITRE personnel.

Several patterns of interaction between user and termi nal

were explored and different patterns of assigning functions to

the function keys were generated.

*~ Message Technology Research and Development ” , Quarterly
Progress Report No. 3, 2 July 76 to 20 October 76 , BBN Report No.
34140.

17
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5. A P P L I C A T I O N S — L E V E L  S E C U R I T Y  FOR T H E  M M E

A partial implementation of the MM E— oriented version of

HERMES , with simulated secur ity, and with the new fo~~t

m e s s a g e — f i l e  h a n d l i n g , was  i n s t a l l e d  on t h e  B R - N A , B O N E  a n d  I S T A

computers for use by a limited group of users. 4 com pani -u ~

version without the simulated security was installed on the same

hosts to allow user to switch back and forth and compare the user

interface of the two systems.

The security commands consist of the commands that change the

security level of top— level HERMES and of the message — editor:

U N C L A S S I F I E D
C O N F I  D E N T  I A L
SECRET
T O P — S E C  R E T

an d three semi—expe rimental commands:

Max im um— Secur ity—L evel <secur ity— level >< C R >
Sets the maximum secur ity level that the user can reach.

> S e t S c o p e M o d e  < C R >
T h i s  is  a t o g g l e  w h i c h  t u r n s  on a n d  o f f  t h e  s p e c i a l
features available for the HP?6’4O and Sf14h terminals.

>SetSecure~iutput<CR>
This is another tosgie which turns on - m i t  off the
facilit y that sends messages with securit y . Each
messa~ e— fie 1d is labelled with a s e c u r i ty  - l e s i c n a t i o n ;
for ‘~x irnp le , Suhject [tJ]: or Text[T]: . F ie l Is s~ labelled
are treated as user — fields by the regular IkCM FS s yst  em ,
and  n o t  p r i n t e d  by  t h e  r e g u l a r  “ S u b j e c t : ” a n d  “ T e x t : ”
templ ate items. HERMES initial ly sets SetSecureOutp ut t o
OFF , causing messages to be sent without security label s .

18 
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6. SELF— CONTAINED HERMES FILE— HANDLING

We began the design and implementation of a facility for

perform ing all aspects of file—h andling entirely within the

HERMES system . The goal is to isolate the user from the TENEX

operating system entirely.

Message— files and files containing unstructured text will be

given HERMES names , and will be recognized and extended using

the same conventions as ordinary HERMES objects , such as

sequences and templates. HERMES commands will allow users to

create , show and delete files within the HERMES system. All

other operating system functions , such as connecting to another

directory, will also be brought within the HERMES system .

19
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7. HUMAN FACTORS

We prepared a second draft of the “Organi zation Impact

Protocol” dated 114 September 1976. A number of questions from

the first draft were discarded , primarily because of their

sensitivity. This results in the elimination of the “Motivation ”

section and in a sharp attenuation of data concernin g impact on

work groups and of respondents ’ evaluation of their

organizationa l environments. It contains no justification for

the questions used . It does specify questions suitable for

administration by interview and questionnaire , respectively. The

draft covers the following topics: communication and decision

making, job satisfaction , work facilitation , role relations and

role strain , the formal message system , and the informal and

formal organization structure.

As to logistics , at this writing it appears that there is

the opportunity for about one— half hour ’s worth of questionnaire

time for organization impact and the opportunity to discuss the

questionnaires with all respondents verbally in advance .

However , there would be time to interview only about a 50 percent

sample. The material submitted here would consume something

under an hour of interview time and 35 to 14Q minutes of

questionnaire time .

20 
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Most of the following que stions are now in acceptable form

for pretesting, but answer cate go ries are still missin g . Also ,

certain concepts and terms are yet unresolved. At issue are such

concepts as eflort devoted to the output of CINCPAC as an

organization vs . effort devoted to the maintenance of the

organization , formal vs. informal communication , and the nature

of communication effort. Some terms at issue are the name of

C INCPAC ’ s current message system , the name of the proposed

system; and the term used to designate a “work group. ”

Steps necessary to bring this protocol to a full level of

usefulness inclu d e editin g the material to fit specific field

test procedures and pretesting.

7 ,


