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1. INTRODUCTION

This semiannual technical report covers research carried out by
the Advanced Teleprocessing Systems group at UCLA under ARPA Contract
DAHC 15-73-C-0368 during the period July 1, 1976 to December 31, 1976.
Advancements have been made on all four contracted tasks, namely,
ground radio packet switching, satellite studies, resource sharing
and security. In the following paragraphs we describe that progress
and point to the list of references which represent the published
work results from this supported research.

Following this summary is a list of publications produced as a
result of the recent research on this contract covering the six months
being reported on. This list contains only those articles and reports
which in fact did appear in print. Papers which have been submitted
(of which there are many) are not listed here, but will be listed in
future reports as they appear in the published literature. As usual,
we devote the main body of this report to the detailed presentation
of one aspect of this overall research, and we simply mention the
other areas briefly in this summary.

The research which is detailed in the manin body of this report
refers to various multiaccess schemes in packet switched radio systems.
This particular problem lies at the core of our ground radio packet
switching studies. The problem is how to properly gain access to a
communications channel when its sources are both bursty and distri-
buted geographically. Various random access schemes have been studied
in the past under various assumptions. The work reported on here is
] the Ph.D. dissertation of Michel Scholl (Chairman, Leonard Kleinrock)
e and is entitled, '"Multiplexing Techniques for Data Transmission over
| Packet Switched Radio Systems.'" A number of important aspects of this
problem have been addressed in the research reported upon here. Let
us summarize the results achieved. First, some new access schemes are
defined and analyzed which turn out to be far more efficient than time
division multiple access (TDMA). These schemes take advantage of carrier
sensing and are absolutely conflict-free as opposed to many of the
other multiaccess schemes studied. They are particularly well-suited
to a small population of terminals rather than to the large case and
perform roughly the same (slightly worse) as does polling; the advant-
age they have over polling is that they require no centralized control,
such control being a liability from a reliability and security point-
of-view. An improved version of these schemes, namely, minislotted
alternating priorities (MSAP) is then introduced and analyzed. This




scheme is superior to polling at all levels of traffic. Under heavy
traffic conditions, it performs better than carrier sensing multiple
access (CSMA) for all numbers of users and under light traffic conditions,
it is competitive with the CSMA only when the number of sources of

users is small. A third result of this research is to consider a mixed
ALOHA carrier sense (MACS) which permits a single large user to steal
slots which are unused by a large population of small users (each of
which operates in an ALOHA fashion). By including this large user
traffic in addition to the background traffic, we significantly increase
the total channel throughput. In summary, then, the major contributions
of this research are as follows: the introduction of performance eval-
uation of new methods for multiplexing users on a packet switched
multiple access radio channel; and secondly, the inclusion of traffic
from different sources from the same radio channel thereby providing
efficient channel utilization and leading to the design of new mixed
access schemes. Further details can be found in the abstract and
dissertation reproduced in the main body following the list of publi-
cations.

Our efforts in Task I, packet radio studies, have moved along with
considerable success in this period. First, of course, is the work
reported upon in reference 7 which follows in its entirety as the
body of this report. The work reported in references 8, 9, 10 and 11
represents our additional results in this area and is related to
theoretical as well as implementation and practical problems of ground
radio packet switching systems.

Task II, satellite experimentation, has been highly productive.
Our experiments on the Atlantic satellite have been rather extensive in
reservation TDMA and slotted ALOHA. We have observed that reservation
TDMA is a fairly efficient scheme and behaves as predicted in a rather
straight-forward way. Our slotted ALOHA measurement and simulation
experiments have supported the fact that such channels must be controlled
or their efficiency is badly degraded. In references 2 and 3, we des-
cribe results on various access control schemes which automatically
adapt to channel load conditions and control the slotted ALOHA system.
These control schemes provide an efficient and stable channel performance

and essentially resolve the stability problem in a very effective fashion.

Resource allocation and sharing represent Task III. Reference 4
contains work on very large network design and is a summary paper of the
work reported upon in our previous semiannual technical report. Refer-
ence 5 is a survey paper of progress in communications and networks.
Reference 6 describes the deleterious effects of periodic routing to
stream traffic, an example of which would be packetized speech; recog-
nizing these effects, one can properly design systems to increase the
efficiency in the face of such mixed traffic streams.
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During this period, considerable research progress on the security
task (Task IV) was made in the areas of operating system development,
network security design, data management security, programming languages
for secure computing, and system verification. Much of the research
centered around the design, development and verification of the UCLA
Data Secure UNIX Operating System. The Kernel of that system was
completed, including the last stages of its design, complete implement-
ation of its basic capabilities, and extensive debugging. The UNIX
interface was designed, implemented, and subjected to initial debugging.
Elementary versions of the system's schedules and file manager were
coded and integrated with the rest of the system. The entire prelimin-
ary operating system, including all the modules mentioned above, were
readied to permit installation at another U.S. Government site for
testing. Documentation suitable for systems programmers' use of UCLA
UNIX was produced to meet technology transfer desires as well as to
support the projected government procurement of a production quality
secure operating system. Progress in the verification of the UCLA
system was composed of a revision of the system verification specifi-
cations, for publication in the professional literature, and proposals
for changes to the ISI verification system. Those changes will be made
by the ISI research group. A member of the UCLA research team partici-
pated in the development of a new programming language called Euclid,
oriented to the implementation of verifiable systems programs. The
language, derived from PASCAL, and motivated in part by UCLA verifica-
tion experiences, was specified and its semantics axiomatized. The
language developers also oversaw the accompanying commercial compiler
implementation. Such activities in data management and network security
also were ongoing during this period. The network activity has yielded
a proposal for a secure architecture that both minimizes the amount of
mechanism involved while still permitting retrofit to environments such
as the ARPANET at modest cost. This work, as well as the other security
research, will be coord* 1ited with related ARPA activities.

Following is a list of publications, after which the main report on
multiplexing techniques is given.
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ABSTRACT

We study the behavior of a population of geographically dis-
tributed data users who use packet-switching to communicate with each
other and/or with a central station over a multiple-access broadcast
radio channel. We introduce and analyze Alternating Priorities (AP),
Round Robin (RR) and Random Order (RO) as methods for multiplexing a
small number of buffered users, without control from a central station.
In these access modes, we increase the channel utilization by allowing
any user to ''steal"” the channel time assigned to a user who is idle (by
sensing the carrier). These methods are effective when the number of
users is not too large (less than 20) or when the propagation delay of
the signal is small compared to the packet transmission time. Other-
wise, a large overhead leads to a performance degradation. To reduce
this degradation, we consider a natural extension of AP, called Mini-
slotted Alternating Priorities (MSAP), which minimizes the overhead and
performs better than existing techniques (such as Polling) for multi-
plexing a small number of buffered users over a single radio channel.
In addition and of major importance is the fact that MSAP does not
require control from a central station.

A second alternative for multiplexing the users on a packet

switched radio channel is to include, on a single radio channel, the

traffic of these users (called small users) as well as the traffic of a
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large buffered user.
traffic classes, the

unshared case of two

By dynamically sharing the channel among the two

required channel capacity is much less than in the

dedicated channels.

The large user within range

and in line of sight of all small users 'steals," by carrier sensing, |

the slots unused by the small users. Two access modes are studied which

differ with respect to the nature of the population of small users: In

the Mixed ALOHA Carrier Sense (MACS) access mode, a large population of
bursty (small users) contend for the channel in a slotted ALOHA fashion.
Not only is the small users' performance improved, but also the perfor-
mance of the large user is better with MACS than it is when dedicated
channels are assigned to the large user and the small users. The same
idea is applied in the Mixed Alternating Priorities Carrier Sense
(MAPCS) access mode. In MAPCS, a few buffered (small) users share the
total available bandwidth under the AP protocol. Although MAPCS provides
a very good performance to the small users, the large user's performance
is greatly affected by the presence of the small users.

The introduction and implementation of packet radio techniques
is likely to have a large impact on the data communication field.
Studies such as this one are important in that they contribute to those

techniques.
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CHAPTER 1 13

INTRODUCTION

The constantly growing need for access to computers, communi-
cation channels and distributed computer communication networks*brenders
; the problem of allocating these large, expensive resources among an ever
increasing number of users a rather fundamental one. It is projected
that by 1980 approximately four to five million data terminals will be
in use in the United States [KLEI-?é%] and it is estimated that the data
traffic in seventeen western European countries will grow by a factor of
six from 1972 to 1980, [EURO 73]. Kleinrock describes the resource

allocation problem as’ follows [KLEI 747]:

"//yégns for allocating these resources in order to
resolvesthe conflicting demands is one of the most impor-
tant aspects of today's system design and operation. In
fact, resource allocation is at the root of most of the
technical (and non-technical) problems we face today in
d beyond the information processing industry. These

/problems occur in any multi-access system in which the

" arrival of demands as well as the size of the demands made
upon the resources are unpredictable. The resource allo-
cation problem in fact becomes that of resource sharing
and one must find a means to effect this sharing among the
users in a fashion which produces an acceptable level of

4 £ o ft
. \pcr o;\man;-?o&y ey ml‘(k U{,.J

We restriet-our-attention-tor the allocation of a data communi-

4
cation channel; the demands placed upon this scarce resource éﬁi made by

a population of users (terminals),with the following characteristics:

*An example of which is the ARPANET (The Advanced Research Projects
Agency Network) [CARR 70, FRAN 70, HEAR 70, KLEI 70, ROBE 70].
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® The demands are unpredictable and bursty [KLEI 74]*

* The users are possibly geographically scattered.

One of the major functions of the data communication channel is
to provide to the users access to information processing and storage
capacity available from a computer or a network of computers. We will
also consider the communication channel as a media providing direct
communication among the users (terminals) themselves. In any case, the
users are connected with each other (and/or with a central node) by

means of a communication network referred to as the terminal access

network.

If the major function of this network is to provide access to
a local computer (or to a remote computer through a long-haul computer-

computer communication subnetwork), then the terminal access network is

referred to as a centralized network. By centralized network, it is

understood that all demands made upon the channel are made either by a
terminal which needs access to the central node (computer) or by the
computer which wants to be connected with any terminal (Figure 1.a).

If the function of the terminal access network is also to pro-
vide a means by which terminals can directly access each other, we are

in the presence of so-called point-to-point communication networks

(Figure 1.b). 1In such networks, the transmission's control is distrib-

uted among the terminals.

*Measurement studies [JACK 69] conducted on time-sharing systems indi-
cate that data streams are bursty, i.e., the peak data rate is much
larger than the average data rate; the ratio between them may be as high
as 2000 to 1 [ABRA 73].
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Figure 1.1a. Centralized Terminal Access Network. All communications are directed
to or from the computer.

C D

Figure 1.1b. Point to Point Terminal Access Network. (A,C), (B,D), (CF), etc. . ., are
connected without control from the central computer.
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switched technology emerged. In this technology, there is no dedication

How can one efficiently provide access from the users to the i

(centralized or point-to-point communication) terminal access network?

1.1 Packet Switching over Radio Channels

The simplest way to provide communication between two remote
information processing devices is to assign a dedicated channel for
their use; a complete path* of communication links is established
between the two parties for as long as they wish to communicate. Until

the end of the sixties, this circuit-switching method dominated the

design of communication networks. When the switching (computer) cost
dropped below the communication (bandwidth) cost [ROBE 74], it was pos-
sible to develop a cost-effective communication means as an alternative
to the widespread, expensive circuit-switching technologyr. This led

to the packet-switching technology.

1.1.1 Packet-Switching

At the end of the sixties, the store-and-forward packet-

of resources. A fuller utilization of each communication link is

obtained by resource sharing.

*
Dial-up and leased telephone lines are available and can provide
inexpensive communications for short distances.

1"Ihe users' behavior is extremely bursty [JACK 69]. With the circuit-
switching technology, if high speed point-to-point channels are used,
the communication links are idle most of the time; if low speed channels
are used, the transmission delays are large. An alternative is to pro-
vide a single high speed channel to the users to be shared in some
multi-access method. With high probability, then, the total demand at
any instant is approximately equal to the sum of the average demands of
all users (Law of Large Numbers [FELL 68]).
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The communication links are not allocated into paths for

specific source-destination pairs of nodes; instead, each link is sta-
tistically shared by messages from different source-destination pairs.
In addition, each message can be broken into packets of information with
the addresses of the source and destination attached to each packet.
Packets are individually routed through the network to their destination
by "hopping' from one node to another. The required channel capacity
is much less than in the unshared case of dedicated channels. This con-
cept has not only been applied in distributed computer-communications
networks (ARPANET [BARA 64], [KLEI 64]) but also in some wire communi-
cation access schemes. These schemes include Asynchronous Time
Division Multiplexing (ATDM) [dIU 69], loop systems [HAYE 71], [PIER 71}
and Polling [MART 72], [KONH 74].

More recently, packet switching techniques have been applied
to radio communications (both satellite and ground radio channels)

[KLEI 76]. Packet-switched random access schemes were introduced as an

alternative for terminal and computer communications. These schemes
include ALOHA [ROBE 72, ABRA 73, LAM 74, KLEI 75A] and CSMA [TOBA 74],
[KLEI 75B]. One of the first packet radio communication systems was
the ALOHA system developed at the University of Hawaii [ABRA 70],

[KUO 73]. The ALOHA network originally applied packet radio techniques
for communication between a central computer and its geographically
scattered terminals. Terminals are now minicomputers, communicating
among themselves through the central computer and are able to access
all computing resources of the ARPANET. The Advanced Research Projects

Agency of the Department of Defense has undertaken a new effort whose




goal is to develop new techniques for packet radio communication among
geographically distributed (possibly) mobile user terminals [KAIIN 75].
A packet radio broadcast network is currently developed as an interface
between a point-to-point wire network (like the ARPANET) and a number
of geographically scattered terminals. This broadcast system provides
local collection and distribution of data over large geographical areas
[KAIIN 75, KLEI 75B, BIND 75C, FRAN 75 FRAL 75A, FRAL 75B, BURC 75].
Furthermore, there is currently an immense worldwide interest in the
development of satellite communications systems [PUEN 71, ABRA 73,

CROW 73, KLEI 73, ROBE 73, TELE 73, GRAY 74, LAM 74, KLEI 75A].

At last, broadcast packet switching may be applied to wire
communications. The Mitre's Mitrix [WILL 73], the U.C. Irvine's
Distributed Computing System (DCS) [FARB 73] and the Xerox's Ethernet
[METC 76] are examples of local computer networking experiences.

Ethernet is an experimental wire packet-switched broadcast net-
work for local communication among computing stations. It uses tapped
coaxial cables to carry variable length data packets among, for example,
minicomputers, printing facilities, file storage devices, larger central
computers and longer-haul communication equipment.

The shared communication facility called Ether [METC 76] is a
passive broadcast medium with no central control. Coordination of
access to the Ether is distributed among the contending transmitting
stations*. Switching of packets to their destinations on the Ether is

distributed among the receiving stations using packet address recogni-

i ?CS ;FARB 73] like Ethernet uses distributed control, while Mitrix
WILL

3] has a central station for switching and bandwidth allocation.

|
|
|
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tion. Ethernet can be extended by using repeaters for signal regener-

ation.
Packet transmissions are coordinated through statistical arbi-

tration from the tranceivers. Collisions are avoided by carrier sen- F

o oL S

sing (no station will start transmitting while hearing the carrier) and

by interference detection (interference occurs when two or more stations

detect no carrier and start transmitting simultaneously). If the trans-

ceiver notices a difference between the bit it is receiving from the

Ether and the bit it is transmitting (Interference), the transmission is
! aborted and rescheduled.

An operating Ethernet of 100 nodes along a kilometer of coaxial
cable has been experimented with. This experience encourages the devel-
opment of numerous computer networking and multiprocessing applications.

In this dissertation, we shall focus our attention on data

i communication over packet-switched ground* radio systems as an alterna-

tive for data transmission among terminals and computers. Of interest
to this research is the consideration of a single high-speed radio chan-

b nel shared in some multi-access scheme, and in a packet-switching mode.

The problem we are faced with is how to share and how to control access

DRSSP

to the channel in a fashion which provides an acceptable level of per-
formance. A number of multiple access schemes exist that we have
already mentioned above. Some of the access schemes for wire communi-
cations may also be applied to a radio environment with various degrees

of success. lowever there is a need for new multiple-access methods.

*
We exclude here the study of satellite communications systems.
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3 é This will be made clear by the study in Section 1.2 of existing multiple
access schemes.
For such data communications among terminals and computers,
f . wire connections could have been used. In the next section, we present
the numerous advantages in using packet-switched radio communications

i over conventional wire communications.

VoL 2 Advantages of Radio Communications

One of the most important properties of radio communications
is the broadcast property: Any number of users may access the channel
{ and the transmission of a signal by a user may be received over a geo-
graphically wide area by any number of receivers. Consequently, the
collection and distribution of data over large areas are independent of
the availability of pre-existing wire networks. However if two (or

more) signals at the same carrier frequency overlap in time, this may

result in information destruction (interference).

In addition a broadcast mode is particularly suitable when the
users are mobile or are located in remote regions where a wire connec-
r tion is not easy to implement.

The second major advantage of broadcast radio systems is

&
SRR Ly S-SR

g related to design flexibility. Provided that all users are in line of

sight and within range of each other, the provision of a completely
connected network topology by a radio channel* eliminates complex topo-

. logical design and routing problems [FRAN 72}, [GERL 73]. Moreover,

*
due to the broadceast and multiaccess propertics.
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the size of the system and the locaticn of the users are easily

modi fied.

Security problems and the need for legal and regulatory

B

procedures may present difficulties in the use of broadcast radio com-

3 munications; we do not consider those issues here.

o2 LExisting Multiplexing Techniques

i? { llere we describe the main techniques which have been imple-~

mented (or proposed) for packet switching multiple access over a single

: radio channel; in the figures below we compare their delay-throughput

] ! profiles. These multiplexing techniques are Time Division Multiple
Access (TDMA), Frequency Division Multiple Access (FDMA), Polling,
ALOIIA random access (pure and slotted), Carrier Sense Multiple Access
(CSMA), and finally a reservation technique referred to as Carrier
Sense Split Reservation Multiple Access (CS SRMA).

For the purpose of this simple comparative study, we consider

a population of N statistically identical users communicating with a
"master" user (e.g., a central station) over a radio channel of limited

bandwidth W (bits/sec). Each user is assumed to generate fixed size

L SN

packets according to a Poisson point process with intensity A/N; we
assume that the full packet is instantaneously generated at those points.
The radio channel is characterized as a wideband channel with a propa-

| gation deluy between any source-destination pair which is very small

k compared to the packet transmission time*. Each technique is

*

On the contrary, when one considers satellite channels [LAM 74], the
propagation delay is a relatively large multiple of the packet trans-
mission time.
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characterized by its maximum achievable throughput (also referred to as
the channel capacity), where the throughput S is defined as the

average number of packets transmitted during a period of time equal to

a packet transmission time T (T = bm/w if bm is the number of bits per
packet) ; under equilibrium, S is equal to the average input rate nor-
malized with respect to T: S = AT. The main performance measure we
consider in our comparative study is the average normalized packet delay

D versus the throughput S, where the normalization is with respect to T.

1.2.% Fixed Assignment: FDMA, TDMA

In FDMA, each user is assigned a fraction W/N of the channel,
along with buffering capabilities required to handle the statistical
fluctuations due to the random packet arrival instants. The system can
be modelled by M/D/1 queues in which the service time is the constant
transmission time of a packet on one of the channels. We then have by

the Pollaczek-Khinchin formula [KLEI 75C]

D=N[1+§—(Ti_—ST] (1.1)

In Time Division Multiple Access (TDMA), also called Synchro-
rous Time Division Multiplexing (STDM), each user is assigned a periodic
sequence of time slots on the channel. The channel slots are usually
switched to users in a round-robin (i.e., cyclic) fashion. The system
can be modelled by M/D/1 queues with a rest period (see Appendix A), in
which the service time is equal to N slots (N slot times are required
to "serve'" a packet generated at a given user; 1 slot is the actual
transmission time of the packets and (N - 1) slots are assigned to the

other (N - 1) users). The rest period is equal to N slots. We then
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have (see Appendix A):

= + -—-——S_-——+_1_
D=1 N[Z(I 5 2] (1.2)

Note that the average delay with FDMA is higher than the average delay
with TDMA, the difference being g—— 1; with TDMA, the slotting effect
counts for g-, but in FDMA the transmission time of a packet is N, while
it is only 1 with TDMA.

Both FDMA and TDMA are inefficient in channel utilization since
the bandwidth or time slots are allocated to each user independently of
his activity; it is inefficient to permanently assign a segment of band-
width that is utilized only a portion of the time. For a population of
users whose requests for the channel are very infrequent (i.e., bursty
users), the probability is not negligible that a large portion of the
channel bandwidth (FDMA) or channel time (TDMA) is unused (infrequent
requests) and thus wasted for the requests waiting at other terminals.
The latter incur a higher delay than they would incur if they had access
to the wasted part of the channel. Indeed, the channel assignment is
based on an average request rate (much lower than the peak request if
these requests are highly infrequent).

A number of disadvantages of FDMA exist when compared with
TDMA: wasted bandwidth for adequate frequency separation, lack of
flexibility in achieving dynamic allocation of bandwidth, and lack of
broadcast operation. The major disadvantage in TDMA is the need to

provide rapid burst synchronization and sufficient burst separation to

avoid time overlap.
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In Figures 1.2 and 1.3 we plot the average normalized delay in

‘ TDMA versus the throughput for two values of the number of users, namely
i N = 10 and N = 50, respectively.
|

In order to increase the channel utilization beyond FDMA and

E | TDMA, statistical multiplexing or Asynchronous Time Division Multiple
Access (ATDM) has beenAproposed [CHU 69]; this is simply a single M/D/1
queue (possibly with burst arrivals). Basically this technique consists

| of switching the allocation of the channel from one user to another

whenever the former is idle and the latter is ready to transmit. ATDM
is suitable in wired terminal-access networks when the terminals are
concentrated and gives very small expected delays. It is less attrac-
tive when radio communication is employed since the connections between
the terminals and the multiplexor then require some synchronous tech-
niques such as FDMA or TDMA and the performance of the system will be
limited by the performance of those synchronous techniques. Moreover,
it is inadequate in situations where the terminals are geographically

scattered and want to access each other (point-to-point networks).

A= ¥e2:2 Polling

In the polling technique known as Roll-Call Polling [MART 70],
a central station asks (polls) the N users one by one in sequence*
whether they have anything to transmit. If the user has some packets
i to transmit, he goes ahead; if not, a negative reply (or absence of
; ! reply) is received and the next user is polled. Packets generated at

a user are queued in his buffer (in a first-come-first-served basis)

*
The central station broadcasts o polling message containing the iden-
tification of the user.
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Figure 1.2. Expected Packet Delay versus Throughput: Small Number of Users.
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until the user is polled, at which time the buffer is completely emptied
(the user captures the channel until he has no packet to transmit).* The
time axis is divided into slots of equal size and equal to the maximum
one-way propagation delay T from the users to the station. T consti-
tutes only a very small fraction (a << 1) of the transmission time of

a packet T. Konheim and Meister [KOHN 74] analyzed this polling tech-
nique, deriving stationary distributions for queue lengths and waiting
times. In an application of their results to packet radio, Tobagi

[TOBA 76A] showed that the expected packet delay (normalized with

respect to the packet transmission time T) is given by

e Ry
D=1+gpogy+(1-F)1 T (1.3)
where d = T/F (<< 1)and =2 % Tp/T
Tp = transmission time of a polling message.

In Figures 1.2 and 1.3, the expected delay is plotted versus
the throughput for N = 10 and N = 50 respectively. Eq. (1.3) shows that
the delay is the sum of the Pollaczek-Khinchin terms (for M/D/1) [KLEI
75C] plus an additional term due to the polling time. When N is not too
small (N > 10), the average polling time is approximately proportional
tc Nra for a given throughput. With polling, a throughput of 1 is
achievable (with infinite delays). Indeed, when the traffic is very
high each user captures the channel for long periods, and therefore
transmits packets at the rate of 1 packet/packet transmission time. It

is also noteworthy that even for small values of N (N = 20), the

*"Hub Go Ahead'" Polling is an alternative to Roll Call Polling which is
advantageous on long lines communications [MART 70] but is not readily
applicable to our radio system and will not be considered throughcut
the dissertation.

P I




100%. (Whenever a portion of one user's transmission overlaps another

expected queue length is less than 1 packet/user for most values of

throughput (S < .95) [TOBA 74]. 14

1.2.3 ALOHA Random Access Techniques

The ALOHA system [ABRA 70, KUO 73] is operational and appears
to have been the first computer-communication system to employ wireless
connections. Each user transmits packets to the central computer over
the same high-speed data channel in a completely unsynchronized manner.
Errors are due to two major causes: (1) random noise on the channel,
and (2) interference at the receiver with packets transmitted by other
terminals. If, and only if, a packet is received without error is it
acknowledged by the central station. After transmitting a packet, the
terminal waits a given amount of time for an acknowledgement; if none is
received, the packet is retransmitted. This process is repeated until
successful transmission and acknowledgement occur, or until the process
is terminated by the terminal. This random-access packet switching
technique is referred to as pure ALOHA. In this mode, interference due

to overlapping packets definitely prevents a channel utilization of

user's transmission, the two collide and "destroy' each other.) For a
fixed packet size, the channel capacity was calculated to be 1/2e = 18%
[ABRA 70]. Roberts [ROBE 72] suggested modification of the completely
unsynchronized use of the channel by slotting time into segments whose
duration is equal to the transmission time T of a single packet. If we ]
require each user to start his packet's transmission only at the begin-
ning of a slot, then when two packets conflict, they overlap completely

rather than partially. This provides an increase in channel efficiency,
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and the channel capacity is l/e = 36%. This technique is referred to

as slotted ALOHA. Those random access modes assume a large number N of

users who generate packets infrequently and each packet is assumed to

be successfully transmitted in a time interval much less than the aver-

age time between successive packet generations at a given user*. Thus,

for performance analysis purposes, the large population of users is
approximated by an infinite population, each user of which has at most
one packet requiring transmission at any time (including any previously

blocked packet, i.e., any packet which previously "collided” and which

is in the process of being retransmitted). The traffic offered to the

channel from the population of users consists of newly generated packets

and previously collided packets, with a mean offered traffic rate

denoted by G (> S, the mean input rate). Abramson [ABRA 70] first

showed for pure ALOHA that

8 » Co™ 70 (1.4)

Thus in pure ALOHA, a maximum throughput is achieved at G = 1/2 and

equal to 1/2e = .184.
Roberts [ROBE 72] extended Abramson's result for slotted ALOHA.

The throughput equation becomes:

S s Ge > (1.5)

The maximum throughput is increased by a factor of two to 1/e = .368

(at G = 1). From these results, it is all too evident that a signifi-

cant fraction of the channel's ultimate capacity (C = 1) is not

*This will be assumed to be true when the number of users is not too
small, say N > 20 (with Polling, when N = 10, the expected queue length
is greater than 1 only if the throughput S is greater than .9).

17
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utilized with the ALOHA access modes*. Slotted ALOHA has been anz2lyzed b
by LAM [LAM 74]. Neglecting the propagation delay and letting the maxi-
mum retransmission delay be an integer number K of slots, the expected |

normalized delay is then given by [LAM 74]

D=1+ E..(_K__%_ll_ (1.6)
1-gq
where E = 2
9
K
_[.-6/K . G -G| -8
i [e v e ] e
g N S L & B 8
g 1% T L L i .
1 -e
q¢

L i ——
Qe * b -

For each value of S, an optimum value of K can be selected so as to
achieve minimum delay. In Figure 1.3 (N = 50), the lower envelope of
all constant-K delay curves is plotted versus the throughput. From
this figure it is clear that for light traffic, slotted ALOHA provides
delays far better than those obtained with TDMA (or FDMA)T.

As discussed earlier (Section 1.2.1), FDMA and TDMA are

*

The ALOHA random access with FM capture (FM capture occurs if, when two
signals collide, the most powerful is received correctly) may result in
a channel capacity larger than 1/e [ROBE 72].

1'We did not compare the slotted ALOHA performance to that obtained with
TDMA and Polling, for N = 10, since the ALOHA performance predicted by
the infinite population model is not accurate enough for such a value
of N. Indeed this model assumes that the expected time to successfully
transmit a packet is less than the average time between successive
packet generations at a given user. This may not be true for N = 10;
for a small number of users (N < 20) buffering capabilities are needed.




ineffictent in channel utilization, and the motivation behind the

interest in using random access ALOIA modes (despite their low channel
capacity) over TOMA and FDMA was to provide a single high-speed data
rate channel to be shared by all users. Because of the bursty nature
of the traffic, providing the entire bandwidth (scarce communication

resource) to be shared by all users is shown (see [KLEI 76]) to be far

superior to FDMA or TDMA.

When we are in the presence of bursty users, slotted ALOHA can
support many more users than FDMA or TDMA at the same packet delay; in
order to support a large number of users FDMA and TDMA require a larger
bandwidth for the same delay performance. This motivated further con-
sideration of new protocols (CSMA, CS SRMA) for which the maximum
throughput is higher than under ALOHA access modes.

Before we consider CSMA and CS SRMA, we note an important
characteristic of all random access modes: After some finite time
period of quasi-stationary conditions, the channel will drift into
saturation with probability one, i.e., the throughput will go to zero,
while the channel load will increase without any bound. A theory has
been proposed [KLEI 75A] which characterizes the instability phenomenon
by defining stable and unstable channels and control policies for
unstable channels have been proposed and analyzed. In stable channels,
the throughput-delay results obtained under the channel equilibrium
assumption are achievable over an infinite time horizon, while in
unstable channels such channel performance is achievable only for some

finite time period before the channel goes to saturation. By applying

dynamic channel control policies, a channel throughput-delay performance
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close to the optimum performance envelope is achievable over an infinite

time horizon for originally unstable channels.

1.2.4 Carrier Sense Multiple Access Mode (CSMA)

The radio channel is considered as a wide band channel with a
propagation delay between any source-destination pair which is very
small compared to the packet transmission time. This suggests a new
approach for using the channel, namely the Carrier Sense Multiple Access
mode*. In this scheme, one attempts to avoid collisions before trans-
mitting by listening to the carrier due to another user's transmission.
Based on this information about the state of the channel, one may think
of various actions the user may take. Kleinrock and Tobagi introduced
and analyzed three protocols [KLEI 75B) which differ by the action that
a terminal takes after sensing the channel. 1In all cases, when a user
determines (by the absence of a positive acknowledgement) that his
transmission was unsuccessful, he then reschedules the transmission of
his packet according to a randomly distributed retransmission delay.
The three protocols are referred to as l-persistent, p-persistent and

non-persistent CSMA. As an example we consider below the Non-Persistent

CMSA protocol.
e If the channel is sensed idle, the user transmits its packet.
e If the channel is sensed busy, the user schedules the transmis-
sion of the packet at some later time, at which point in time,

it senses the channel and repeats the algorithm described.

*

Sensing the carrier prior to transmission is a well-known concept in
use for (voice) aircraft communication. In the context of packet radio
channels, it was originally suggested by D. Wax of The University of
Hawaii in an internal memorandum dated March 4, 1971.
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A slotted version can be considered by slotting the time axis; the slot

size is T (the maximum propagation time). All users are synchronized
and arc forced to start transmission only at the beginning of a slot.
When a packet's generation occurs during a slot, the user senses the
channel at the beginning of the next slot and operates according to the
protocol described above. Slotted non-persistent CSMA protocol provides
the best performance among all CSMA protocols; this is the one we will
consider and refer to throughout the dissertation.

The performance of CSMA modes is highly dependent on the sens-
ing ability of each user; unfortunately many situations exist in which
some users are "hidden'" from others, either because they are out-of-
sight or out of range*

Using the same infinite population model as that used with the
ALOHA modesT, Kleinrock and Tobagi [KLEI 758] derived the throughput
equations for all CSMA protocols. The equations for the throughput S
are expressed in terms of a (the ratio of maximum propagation time to
packet transmission time) and G (the offered traffic rate: G > S). For
slotted non-persistent CSMA, S is given by

-aG

¥ aGe
(1 +a( -e

aG) * 2

*To eliminate the hidden terminal problem, a natural extension of CSMA
has been proposed and analyzed [TOBA 75], namely the Busy Tone Multiple
Access mode (BTMA), which performs almost as well as CSMA without hidden
terminals.

In this model, the traffic source consists of a very large population
of bursty users who collectively can be approximated by an infinite
population, each user of which has at most one packet requiring trans-
mission at any time. The traffic offered to the channel consists of
newly generated and previously collided packets.

21




The channel capacity C is obtained by maximizing S with respect to G.

Slotted non-persistent CSMA provides the largest capacity; for example,
when a = .01, then C = .857. We note that most of the channel capacity
which was unavailable with ALOHA is recovered with CSMA. However, when
1 is very large (a > .3), slotted ALOHA is superior to any CSMA mode
[KLEI 75B].

The CSMA modes, as with all random multi-access broadcast
channels, are characterized by the fact that after some finite time of
quasi-stationary conditions, the channel will drift into saturation.

The stability theory introduced in the study of ALOIIA [LAM 74] has been
extended by Tobagi [TOBA 76B] for CSMA modes. The interesting result

is that whatever the number N of users may be, one can always find an
optimal value of the average retransmission time (drawn from a geometric
distribution) so that the channel is stable (i.e., the throughput-delay
results obtained under the channel equilibrium assumption are achievable
over an infinite time horizon). The model considered for this study
assumes a finite population of N users, among which n are blocked (i.e.,
in the process of transmitting a packet) and (N - n) are thinking*
(generating packets at a global rate of (N - n)o). It is shown that up
to N = 1000, the delay-throughput performance obtained (a stable channel)
is better than that predicted by the infinite population model (an
unstable channel). For larger values of N, in order to get a stable
channel, a delay degradation is observed due to the large increase in

retransmission delay.

*
The average thinking time is denoted by 1/0.
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In Figure 1.3, slotted non-persistent CSMA performance (stable
channel for N = 50 users) is compared to TDMA, Polling and ALOHA. When
the traffic load is not too heavy (S < .8), CSMA performs much better
than Polling; the situation reverses beyond S = 0.8.

For N = 10 users, the CSMA model (no buffering capabilities:
each user has at most one packet requiring transmission at any time) is
not accurate enough to allow us to compare the performance predicted by
this model to TDMA and Polling.

Tobagi and Kleinrock [TOBA 76C] modified the slotted non-
persistent CSMA model by considering a (small) number of buffered ter-
minals and a geometric retransmission time after collision (a terminal
which has a non-empty queue will avoid repeated conflicts by trans-
mitting the packet at the head of the queue in the next slot with
probability p). Simulation results [TOBA 76C] show that the throughput-
delay performance deteriorates as the number of terminals N increases;
with N = 5, the simulation shows that we already reach the "infinite
population of unbuffered terminals' performance.

Therefore in Figure 1.2 (N = 10), we plot the delay-throughput
performance as predicted by this infinite population model, as- an
approximation of the performance obtained by N = 10 buffered users com-
municating over the radio channel under the slotted non-persistent CSMA
protocol. From Figure 1.2, it is clear that Polling performs better

than CSMA for a small number of users (N < 10).
-

1o Reservation Techniques

Several reservations schemes based on the slotted ALOHA random

access mode have been proposed for satellite packet-switching systems
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[BIND 72, CROW 73, ROBE 73]. A hybrid technique has been proposed for
satellite packet-switching systems which combines a reservation tech-
nique with a dynamic allocation of the channel [BIND 75B]. In packet
radio environments, characterized by short propagation delays, a pos-
sible implementation of the reservations techniques is performed by
dividing the available bandwidth into two channels: one used to trans-
mit requests for reservations, the second one used for the (information)
packet traffic itself. This gives rise to the Split-Channel Reservation
Multiple Access (SRMA) modes [TOBA 76A]. In SRMA, the user makes a
request on the channel whenever he has a packet to transmit. When a
request is received, the station schedules the allocation of the channel
to the user placing the request. Random multiple access modes (ALOHA or
CSMA) are chosen as the method of multiplexing the requests on the chan-
nel. We will consider below only the case where requests compete in a
CSMA mode, referred to as Carrier Sense SRMA (CS SRMA), since this
latter mode gives the best performance. In CS SRMA, the bandwidth is
divided into three sub-channels:

® the request channel

e the answer-to-request channel

e the (information) packet channel.
The request channel is operated as in CSMA. At the correct reception
of the request, the station computes the time at which the information
packet channel will be available and transmits back to the terminal, on
the answer-to-request channel, the time at which it can start transmis-
sion. Given the ratios nr = br/bm and B ™ ba/hm where hm, hr and ba

are the number of bits respectively in a (message) packet, a request




and an answer-to-request, the optimal splitting of the channel into
three parts is computed so as to maximize the bandwidth utilization and
to minimize the delay (for a given load) [TOBA 76A]. When n. and n,
are small (in Figure 1.3, we choose a = .01 and =i *ns .01), the
channel capacity in CS SRMA is found to be very close to 1 (C = .95

for n = .01).

CS SRMA provides a significant improvement over CSMA, not only
in terms of maximum achievable throughput, but also in terms of delay
for a given throughput. We plot in Figure 1.3 the performance predicted
by the analysis [TOBA 76A] assuming a large population of users (infi-
nite population, unstable channel). This should be an upper bound on
the performance when N = 50*. CS SRMA performance has not been plotted
in Fig. 1.2 since the model that predicted this performance is not sui-
table for a small number of buffered users.

In comparing CS SRMA to Polling, we note from Figure 1.3 that
when N is large and when the throughput is not too close to 1 (e.g.,

S < .88 with N = 50), CS SRMA exceeds the performance of Polling because
of the overhead due to control information in Polling. (From Eq. (1.3)

we know that the average polling time is proportional to Nra.)

1.3 Summary of Results

Random access techniques (such as ALOHA, CSMA or CS SRMA) have

*

The upper bound will hold if the stable channel model defined for CSMA
[TOBA 76B] also holds for CS SRMA. However for larger values of N, it
is possible that we get higher delays than those predicted by the infi-
nite population model. Indeed, with increasing values of N, the operat-
ing value of the retransmission (after collision) time K, which renders
the channel stable, must be increased. This leads to significantly
increasing delays.

|
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previously been analyzed with the assumption of an infinite population
of unbuffered terminals. In the presence of a large (but finite) number
of users, this model is accurate in the sense that the assumption upon

which it is based is realistic. This assumption is that the inter-

generation time between requests is long enough so that there is no need

for buffering capabilities.

However, when we have a population composed of a very small
number (N < 10) of users, it is necessary to provide those users with
buffering capabilities. The random-access modes discussed above may
then not be suitable for such an environment, since they assume that a

user cannot generate a packet while he is in the process of transmitting

a previously generated packet*.

Among those models discussed in the previous section which
account for buffering (i.e., TDMA, FDMA and Polling), we see that Pol-
ling uses the channel efficiently and gives the best delay. However
the main disadvantage of Polling is the requirement of a '"master" user
(central station) which controls the access to the channel. This con-

trol is not desirable for reliability and security reasons; in point-

to-point communication; and in mobile environments (possible reassign-

ment of the master user). In addition, when N increases, the polling

time increases, which leads to delays worse than those to be expected

with random access techniques when the throughput is not too close to 1.

’We already mentioned that the performance of a small number of buffered
users communicating over the radio channel under CSMA (as well as under
ALOHA) has been simulated [TOBA 76C]. lowever neither an exact sglution
nor a good analytic approximation has yet been found that could give a
good prediction of this system's performance.
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Consequently, our first goal is two-fold:

(1.a) For a population composed of a small number of users requiring

buffering capabilities, we wish to introduce and analyze mul-

tiple access modes over a single radio channel which do not

et A A e

require control from a central station. Our approach is to

introduce a new class of access modes which, in all but one
case, are conflict free; in particular, we do not treat the

b | conflict-prone systems (ALOHA and CSMA).

(1.b) For a population of a larger number of buffered users, we shall

introduce and analyze new multiple access modes over a single

radio channel which do not require control from a central

station, and the performance of which is comparable to that

obtained with random access techniques like CSMA.

4 In the previous section, we discussed the advantage of random
- access modes over fixed assignment schemes (TDMA, FDMA). Although
slotted ALOHA only provides a maximal throughput of 1/e, it has the
following advantages over CSMA:
E. | e Implementation is simple.
® ALOHA does not require that all users be in line-
of-sight and within range of each other. This is
an important consideration.
| When we are in the presence of a large number of small users (terminals)
which do not "hear'" each other, slotted ALOHA provides excellent delays
and an efficient channel utilization at low traffic; however, we are

g dismayed that the maximal achievable throughput is only 1/e.

S U V.
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Therefore, the second goal of the dissertation is

(2) In order to increase the channel capacity, we shall analyze

the case where we include traffic from a large user (e.g., a

B S N N e e e

computer) as well as traffic from a large population of small

users (e.g., terminals communicating with the computer) over a

single channel.

In ChaRter 2, we develop a general channel configuration model.
The simplifying assumptions are specified, the traffic model is char-
acterized and operational features are presented.

As a response to our first objective (Goal (l.a)), we introduce,
analyze and compare new access modes in Chapter 3, which use the channel
much more efficiently than TDMA, The delay-throughput performance of
these new schemes is slightly larger than that obtained with Polling
(see Figure 1.4). At light traffic, CSMA provides slightly shorter
3 delays than the new schemes. Under heavy traffic conditions, the new
| schemes perform better than CSMA (see Figure 1.4). As in CSMA, we use
the ability of each user to detect the presence or the absence of the
carrier T seconds after the beginning of the transmission, where T is
:; i the maximum propagation time between any source-destination pair.

5 1 In these new modes, the time axis is slotted. Each slot is
assigned to a user to transmit a packet, and contains an overhead,

| during which the other users will be able to '"sense" the carrier. If

the carrier is not detected, another user will transmit a packet over

this slot. Therefore by carrier-sensing, we avoid as much as possible,

wasted channel time, and thus we use the channel much more efficiently

than with TDMA.
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However, when the number of users N increases, so does the
overhead in each slot; therefore we observe a performance degradation
with increasing N. Chapter 4 describes modifications to the access
schemes introduced in Chapter 3 in order to reduce this performance
degradation. The delay-throughput performance improvement is signifi-
cant, but still does not achieve our second objective (Goal 1.b).

In Chapter 5, we introduce and analyze a multiple-access mode,
also based on the carrier sense capability of each user and which also
does not require control from a central station. In this scheme the
time axis is slotted with a slot size equal to the maximum propagation
time 1. As in Chapter 3, we use the channel efficiently by carrier-
sensing. However, we do not waste (as we did in Chapter 3) a certain
amount of channel time (overhead) at each packet transmission; on the
contrary, we minimize the channel time lost for packet transmission.
Under heavy traffic conditions, this new technique (which also allows
buffering capabilities) performs better than CSMA for all numbers of
users. Under light traffic conditions, the larger is the number of
users, the better is the performance of CSMA as compared to the perfor-
mance of this new mode. However, for all numbers of users, this new
scheme performs better than Polling (see Figure 1.5).

Chapter 6 satisfies our third objective (Goal 2). We present,
analyze and compare two techniques in which we include the traffic of
a large user as well as the traffic of a population of small users over
a single channel. The large buffered user "steals," by carrier :
sensing, slots which remain unused by the background of small users.

Two models are studied which differ with respect to the nature of the
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population of small users. The first assumes an infinite population of

small users who share the channel in a slotted ALOHA fashion. By
including the traffic of the large user, as well as the traffic of the
background of small users, we significantly increase the total channel
throughput. In Figure 1.6, we plot the latter versus the small users
offered traffic (composed of newly generated and previously collided
packets).

In the second model, we consider a finite population of small
buffered users which hear each other and who share the channel according
to any of the new schemes studied in Chapter 3. Here also, if we are
in the presence of bursty users, we observe a significant increase in
the total channel throughput.

Chapter 7 contains some concluding remarks, as well as sug-
gestions for future research.

In summary, the two major contributions of this research are:

(1) The introduction and performance evaluation of new methods
for multiplexing users on a packet-switched multiple-access radio
channel.

(2) The inclusion of traffic of different sources (e.g.,
computer and terminals) on the same radio channel providing efficient<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>