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improvements , i.e., developing sensors with higher probabilities
of detection are considered in this exercise. The analysis con-
sists of deriving equations which relate enemy activity, equipment
detectability , number of sensors , quality of sensors , and cost to
the relat ive probability of detect ion of var ious equipments in a
US mechanized division . These relative probabilities are used to
construct matrices which relate unit types to equipment. The
entropy transform (H = —P log2 P) is applied to these matrices
and information theoretic measures are derived . These measures
are then used as a basis for deciding among available sensor

• mixes . Further development and problem areas are also discussed .
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Introduction.

This work is a continuation of the developmen t of a methodology wh i ch
• utilizes info rmation theory or uncerta inty anal ysis to eva l uate tactica l

intelli gence producing systems . This particular exercise wi l l  exp lore the
i mpact of qualitative and quantitative changes in the intelli gence systems

1• • sensor mix on certain information theoretic parameters . Within certain cost
and operational constraint s~ these informations theoretic parameters will
indicate which of a set of alternatives would most likel y g ive the grea test
intelli gence benefit. These indications would allow a decision maker to
rationall y commit resources to the development and/o r procurement of additional
sensor systems .

Prior to beg inning the exercise , it would be benef icial to relate a
number of i mportant points as mentioned in previous work (5) . Tactica l
or comba t intelli gence is that information that is required by a commande r
to plan and conduct tactica l operations (2). The information from wh i ch
this intelli gence is derived is contained in the data that is p roduced by
the system ’s sensors . The precise method that is used to sift the information
from the data, and in turn the intelligence from the info rmatior~ has not
been clearl y defined. This shortcoming is not of critica l i mportance in
the techni que to follow . What is i mportan t is the fact that intel lige nce is
hi ghly situational in that it depends on the desires of the commande r and the
operational constraints in which he operates . Information theory is useful

• in this construct since it deals w ith the Statistics of the data and riot with
• the meaning or interpretations of any data rece i ved or sent. The techni que
• in (5) is flexible enough to allow for variations in operational constraints

as well as in the intelli gence demands of the commander. This flexibility
is useful in app l y ing a number of decision options to a wide range of
environments , situations and “scenarios .” Information theory or uncertainty
analysis possesses a numbe r of advantages wh i ch are more clearl y explained
in (1) and (4).

As explained in (5), an essential criteria of a viable intelligence
~
... I • system is the amoun t of potential intelli gence that is contained in the data

produced by the system ’s array of sensors . The data as it is rece i ved from
the field establishes pat te rn wh i ch g iv~ indicat ions of the enemy ’s intentions
and deployments. With these intentions and deployments the commande r is
able to plan and conduct tactica l operations. These patterns of sensings
are dependent not only on enemy activity, but are also highly affected by
our use and development of sensors. For example , when considering the total
number of sensings , a hi gh percentage of veh i cular sensings may give
indications of enemy movements; or it may be due to our over sensitizing
our sensor s ys tem to veh i cu la r  movemen ts as oppose d to other de tec table
activity. Consequently, an intelli gence analyst , when attempting to perce i ve
the enemies deployment from a series of sensor data , mus t be able to discern
wh i ch pa t terns are due to enemy activ ity and wh i ch patterns are due to the
idiosyncrasies of the sensor system.
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Some characteristics of the sensor system wh i ch affect this pattern
are the various numbers of sensors able to de tec t each equi pment catego ry ,
and the relative quality of the sensors within each equipmen t category .
This exercise will explore how a decision maker can improve the intelli gence
system ’s ability to produce intelligence by adjusting the mix of sensors
or by imp roving the quality of the sensors within the system . To avoid
mathematica l and computational comp lexities this exercise will remain
relatively simple and will draw upon the work done in (5). Even thoug h
the techn i que has the capability of N-dimensions , this exercise wil l  be
developed only in the two-dimensional construct. The essential points and
relationships can be made with in these limi tations .

The following example wil l  deal with a scenario in which a division
commander needs to know the locations and type of the enemy brigade and
h i ghe r headquarters , the battalion size elements , and the air defense
units so that he can conduct a rivercrossing operation . The enemy is organ i zed
and tra i ned very similarly to a US mechan i zed division . To provide this
planning information , the friend ly division is equi pped with sensor systems
that can detect and diffe rentiate tracked vehicles , wheeled vehicles , radar
sets , aircraft , indirect fire weapons, and FM radio t ransmitters . Again ,
the essential question is how much potential information about un i ts is
contained i n data about equi pment? By adjusting our sensor mix it is possible
to imp rove the info rmation capac i ty of the data .

As w i th most conven tional armie s, they are constrained by Tabl es of
Organizations and Equipment (TOE), log istics restrictions , and tactics .
Conseq uently, the enemy division does not distribute its equipmen t equally
or randomly among the various un i ts of the division . This constraint
forces these conventiona l armies to operate in such a way as to produce
certain patte rns . This pattern allows an intelli gence analyst to infe r the
enemy ’s deployment with incomplete knowledge.

L . From the TOE of a US mechan ized d i v i s ion, it is possible to construct
the following p robability matrix which is the p robabilities of occurrence
of various equipment and units in the division .

If each type of equipment was equally detectable, then we would expec t
to detect the equipment in the percentages indicated in Table I. Since there
are about 7400 equipment i tems in the div ision , then we could obtain the
actua l number of equipmen t i tems in each category or unit type by multiplying
7400 by each of the probabilities in the matr ix. For examp le, there are

• .1219 x 7400 — 902 track vehicles in the manueve r un i ts . There are
.3704 x 7400 — 2,741 wheeled vehicles in the divisions . And there are
.1472 x 7400 — 1 ,089 detectable i tems in the artillery units.
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Probab ility of Detection.

Now if our sensor system detected each equipment class wi Th equal li keli-
hood , then we would expect to detect equipmen t in the ratios as shown in

• Tabl e 1. Howeve r, there are a number of factors wh ic h change or d i stort
the pattern of detections. In general , the probability of detection is.not
the same as the probability of occurrence. This difference is affected not
only by what the friendly side does, but by what the enemy side does. If the
e’emy does not use certain categories of equipment or if his discipline is such

• that he does not expose h is equipment , the friendl y side will make fewer
detections in those categories . Also if the friendly side has few sensors
or low quality sensors , then aqain there w i ll be few detecti ons. Before
an item of equipmen t can be detected,it must in some way be exposed. That
is, the enemy must use it , move it, or in some way emi t or reflect some type
of energy so as to allow a detection . If the enemy does not in some way
expose his equipmen t, it cannot be detected . Conversel y, if the friendl y
side has no sensors then again there will be no detections .

Anothe r factor in assessing the probab ility of exposure is the equipment
i tself. Certain types of equipment are hi ghly “visible ” on the battlefield.
An ar ti ller y pi ece makes loud noi ses and sends a shell along a cal cu lab l e
trajectory . A scanning radar emits a high energy beam wh i ch can be detected
relatively eas ily. In contrast,a radio t ransmitter can transmit on va rvinq
frequencies for short periods , and can be direct iona lized . In general, the
probability of exposure can be described as follows :

Rex F(K, L , N)

where : Rex = probabili ty of exposure

K = factor reflecting enemy tactics , discipline , training, etc .

L — factors reflecting relative energy emissions of an
equipment.

N number of sensors .

Exactly what the functional relat ionship be tween Rex and K, L and N is
not clear. Rex should increase as enemy a c t i v i ty  increases . A lso as N
increases Rex should approach 1.0. For l ack of any empir ica l dat~ let me
postulate the following equations:

-NIL)
le t Rex K (1 - e (1)

where O~~Pex~~l.O

O f K f l .O
4-



Operating under this relationship 1 Rex will approach 1.0 as N— ~4O0 and
as L —*0. The relationship (NIL) represents the interaction of the numbe r
of sensors and the relative detectability of the various equipment.

The probability of exposure (Rex) as postulated gives a measure of
the degree to wh i ch the enemy exposes his equipment and the relative
opportunity that the friendly side has to make detections .

The probability of detection (Pd) in turn reflects the actual number
of correct sensings that occur when an enemy equipment comes within the

• range of a friendl y sensor. The probability of detection (Pd) and the
probability of exposure (Pex), as defined above, are independent. Therefore,~
the p robability of detecting an exposed equi pment is:

Pdex — Pd . Rex (2)

That is , if the enemy exposes 90% of a certain eauipment type and our
sensors detect 80% of that equipment type that comes wi thin its range,
then Pdex — .90 x .90 = .72. In this case we would expect 72% of a certain
category of equipmen t to be detected at least once during any time period .
The refore, if the enemy has 150 t racked vehIcle~ we would only expect
.72 x 150 — 108 detections during any time period . Conversel y, if the
friendly side made 108 detections with a sensor system constrained and
def ined as above , the f r i endl y side should deduce that the enemy has about
150 tracked vehicles in the area. At any rate, utilizing the above relations ,
it is possible to derive the expected number of detections of a certain
equipment type per time period as follows :

Pdex 1 x ~~ — Ed~~ (3)

whe re:

Pdex i — probab i li ty of de tec ti ng an exposed type i equipment.

— number of equipment type i in type j unit

Ed
~~ 

a expected number of type i equipmen t detected in time period
in type j u n i t .

For examp le , if the enemy ’s TOE States tha t he has 100 transmitters
in the Air Defense units and Pdex for transmItters is .80, then we would
expect to detect 80 transmitters per t i m e  period on the ave rage .

Sunvnl ng ove r both and j w i l l  g ive us the expected total sensings
per time period .

Ed
u 

— Ed
t0t

lJ
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Summing only ove r i or j will give the expected number of sensings in
eqw pment category and the expected number of detections per unit category ,
respect ively.

Div id ing the various E1. factors by EDtot w i l l  g ive the normalized
probabilities of detection o+ the various equipment and units.

P (E~~) = ED
IJ,Ed

Wi th this equation it is then possible to construct a probability matrix
s im i la r  to Table I, but with the probability of detection and not the
p robab i l it y of occurrence.

Havi ng this matrix , it is then possible to apply Shannon ’s measure for
ave rage information .

~~ 
= — P(E 1~ ) log

2 
P(E 1~~) 

(6)

where H.. is the average entropy , uncertainty, or information associated
• with P(~~~). The result of this transform is an en tropy matrix wh i ch

w i l l  a l low the derivation of a numbe r of info rmation theory measures that wil l
g ive ins i ghts into the relative information quant ities in the data .

The measures wh i ch will be tested in the analysis to follow shall
be H(U), T(IS4E) , eff i c iency , and H(V1E). These measures should be sufficient
to give a rational basis for allocation of resources to deve l op and
procure sensor systems .

H(U) is the average uncertainty as to un it type . It is defined as
follows :

H(U) — ~~ ~~1 P(E~.) lo9~~P(Ei.)] 
(7)

This measure reflects the difficulty or uncertainty of i dentify ing unit
types from the data availab le . The greater H(U) is , the more info rmation
is required to abolish or reduce the uncerta inty.

T(U(E) is the average amount of information t ransmitted from the
equipmen t data to the unit types . It is closely related to the correlation

coeffic ient in variance analys is (3). This term is common l y c a l l e d  the
transmiss ion fac tor , mut ua l information or mutua l constraint. It reflects

the amoun t of uncertainty about unit type that is reduced with knowledge of the

equipment type and vice-versa. I t is def i ned as :

____ 4



T(UIE) = H(U) + R (E) — H(U ,E)

where : 
(8)

H(E) = j  - P(E ) log 4 P(E
J

H(U ,E) = £ i. - P(E ) log P(E )
j  ij  2 i j

Efficiency refie :ts the relative information carry ing capability
of the data. It is defined as:

• E f f ic iency = T(UIE) (9)
/ll ( U )

If the in te l l i gence system were 100* ef f ic ient , according to this definit ion,
the know ledge about equi pment would comp letel y resolve our uncertainty about

• units. Conversely, i f  e f f i c iency  is zero then the data about equipment
• tells us nothing about units.

Lastly H(U)E) is  the average uncerta inty remaining as to unit type
once the information concerning equipment has been taken into account.
It is the average uncertainty le f t  a f ter  we g leaned the information
avai lable in the data . H(UIE) is defined as:

H(li$E) = H(u) — T(L’IE) (10)

This measure ref lects the average confusion remaining concerning units
gi ven the data concerning equipments.

With the above relationships and measures , it is possible to get a
relatively good assessment of the effects of any changes in the array of
sensor systems . By analyzing the change in the information theory measures,
the relative benefit or detriment of any decision option can be rationally

• assessed .

Operational and Cost Constraints.

As mentioned previously, this exercise will deal with a division
commander who needs to know the locations and type of the enemy ’s battalion
sized maneuver units , the bri gade and highe r headquarters , the air defense
units , and the artillery and service units. To gain this information, the
intelligence system has an array of sensors that can detect and
differentiate tracked vehicles , wheeled vehicles , radar se ts , a ircraft ,
indirect fire weapons , and FM radio transmitters . To further define the
operational environment, let us assume that at present the typical friendl y
division has the following number of sensors wh i ch can detect the previously
defined categories of equipment. ~lso~ let us assume the following values
for Pd and L.

.—

~
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TABLE II

Sensor Category N Pd L

Tracked Vehicles 1+00 .90 1123
• Wheel ed Vehicles 1+00 .80 277

Rada r Sets 6 .90 3.73
• A ircraft 12 .60 33.7

Ind i rect Fire Weapons 8 .80 15.7
* Radio Transmitters 6 .70 8.66

All of these va l ues are arbitra ry and can be changed read ily. To
further simplify let us also assume that the enemy uses all his equipment
in the time period . In other words in all instances K = 1.0.

With these parameters defined , it is now poss ib le  to generate a
probability matrix based on the probability of detect ing exposed equipment.

• Table II I  was genera ted us i ng the prev i ously derived equations , particularly
equation 5.

In comparing this table with Table I , it can be seen how our sensor
system changes or distorts the patterns of detection from the patterns of

C occurrence of the equipment. In comparing the marg inal probabilities along
• the bottom of the tables , it can be seen that our sensor system makes

whee l ed vehicles and radar sets more prominent than their norma l probability
of occurrence ; and makes the other categories of equipment relatively l ess
visible in comparison to their probability of occurrence . When comparing
the margina l probabilit ies along the ri gh t of the tabl es, the equipment in
the other type units become more visible. At this point it is not clear
whether these dhanges or distortions are beneficial or detrimental

Decision Constraints .

Assuming the above conditions as a baseline , how can the above system
• be adjusted so as to give maximum benefit? Suppose a decis ion maker has

available $1511 to acquire additiona l sensors or to improve the sensor ’s
sensitivity to augment the intelli gence prod ucing cap ability of the Army ’ s
divisions. To keep the analysis simple the decision maker wi l l  commit
the funds to onl y one option and to only one sensor type . Therefore,al l
the funds wi l l  be spen t to either acquire more sensors of any one type
or wi l l  be used to improve the quality of any one type . In essence, the
decision maker has the option of either increasing N 1 or of increas ing 

•

Pd i . Concern i ng N~ , this can be rela ted to the funds av ai la b le by the
fo l lowing equation :
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$ = C~ Na 1 
(II)

• where $ = $111 per d i vis i on

C~ = unit cost of sensors

Na 1 = number of addit ional sensors of type i

• Assuming there are 15 divis ions in the Army , then each division would
• get $111 worth of additional sensors . When Na

~ 
is added to N. and the

• various probabil itie s calculated , there w i ll be some effec t c~n the
vario us information measures.

• The other option of increasing Pd 1 w i l l  approach only 1.0 as the amoun t

• spent on the qual ity of the sensors increases i ndefi nitely. For lack of

any emperical data the following relations between Pd~ 
and the funds

ava ilable as postulated .

= I i (12)

‘I 1-Pd. I
e I - e

where C~ = constant reflecting the relative ease of making qualitative
I improvements

$ = tota l dollars spend on development

Wi th th i s equat ion when Pd. 0, then $ 0, and when $ — 00 then Pd
will approach 1.0. For the sake of simp licity , it w ill be assumed that $2011

has been spent on each of the sensor systems to achieve the Pd~ as stated
in Tabl e I I. The additio n of $1511 wi ll then increase Pdi according to the

rela tion in equation 12.

Analysis.

The essen tial question wh i ch the decision maker must resolve is how to

gain the most intel ligence bene fit from the $1511 in available funds . The
• method to be exam i ned here is to inves t all the money in either a quantita-

tive or qua litative improvement in any one of the six sensor categories .

The sensor array as described in Table I I and the resul tant probability

matrix i n Table III  give the following uncertainty measures when the

entropy transforms (equation 6 through JO) are app lied :

H ( IJ) — 1.8737 bits , T(utE) — .1289 bits , Eff = 6.8779%

H(L’IE) — 1.71.48 bits
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This essen t ially i s the base line to wh i ch any changes should be
compared. With the sensor system as it is presently fo rmulated , the above
is the average in formation theore ti c measures forthcoming from the system.
The objec ti ve of the exerc ise, then , is to gain the maximum imp rovement
in these measures with the available money.

Approaching the quantitative imp rovements first ,if we apply the
money to each of the various sensor categories so as to increase the nunther
of sensors i n each category in turn , the following results are achieved .

TABLE IV

QUALITAT I VE OPT I ONS

• Sensor Nuither of Sensors
Category A B C D E F

Tracked Vehicles 11.00 1.00 1+00 400 400 bOO
Whee l ed Vehicles 400 11.00 400 400 400 400
Radar Sets 6 6 16 6 6 6
Aircraf t 12 12 12 25 12 12

• Indirec t Fire Weapons 8 8 8 8 28 8
Radio Transmi tters 6 6 6 6 6 16

Generating probability matrices and the subsequen t entropy measure for
each of the above sensor mi xes give the following results.

TABLE V - EFFECTS OF QUANTITATIVE CHANCES

Option H(U) T(UJE) Efficiency H (UIE)
• bi ts bits bits

A 1.8316 .1411 7.7053 i.6905
8 1.8983 .1215 6.4001+ 1.7768
C 1.8730 .1314 7.0166 1.7416

• D 1.8753 .1312 6.9965 1.74~+1
E 1.8709 .1400 7.4811 1.7309
F 1.8345 .1175 6.4057 1.7 170

In exam ining the results In Table V , it appears that option A gives
the most benefits . ti(U) and H(UIE) have decreased , while T(UIE) and
efficiency have increased. Option A g i ves the lowest condi t i onal uncertain ty, I
i.e., H(U%E), and the highest efficiency and transmission factor. This option
also g i ves s i gnif icant improvements over the baseline measures.



_ _  
~~~~~~~~~~~~~~

When applying the available funds to qualitative improvements of the
sensor systems so as to increase the probability of detection (equation 12)
for each sensor category i n turn, the follow ing tab le of sensor parameters
i s received .

TABLE IV - QUALITATIVE OPTIONS

Probability of Detection (Pd)

Sensor OPTION OPTION OPTION OPTION OPTION OPTION
• Category A B C D E F

Tracked .9053 .9000 .9000 .9000 .9000 .9000
• Vehicles

Wheeled .8000 .8199 .8000 .8000 .8000 .8000
Veh i cles

Rada r .9000 .9000 .9053 .9000 .9000 .9000
Se ts

A irc raft .6000 .6000 .6000 .6621 .6000 .6000

Ind i rect .8000 .8000 .8000 .8000 .8199 .8000
Fir e
Weapons

Rad io .7000 .7000 .7000 .7000 .7000 .7000
Trans-
mitte rs

Again genera ti ng new p robabili ty matrices and the resul ting entropy
measures gives the following table.

TABLE VI I - EFFECTS OF QUALITATIVE CHANGES

OPTI ONS H(U) T(UjE) Effic iency H(LiIE)
bits bits bits

A 1.8735 .1289 6.8827 1.741+6
B 1.8759 .1283 6.8438 (.7476 -•
C 1.8759 .1285 6.8473 1.7475
D 1.8761 .1288 6.8633 1.7474
E 1.8761 .1260 6.9774 1.7471
F 1.8721+ .1282 6.8454 1.7443



In reviewing this table it can be seen that there has been very little
effec t caused by investing the money in qua litative improvements . If an
option can be picked out as the best, it appea rs that Option A g i ves the
most benefit. However, when the best quantitative option is compared to

• the best qualitat ive option,it is clear that the quantitative i mprovements
give the most relative intelligence benefit. Therefore , based on the
above operational and cost constraints as stated above , quantitative Option
A wil l  give the best improvement in the intelli gence system on the average .

L
• Discussion.

The above analysis and the resul t ing conclus ion are highl y r es t r i c t i ve
and simplified. The methodology used can be greatl y expanded both in scope
and in comp lexity . The essential point was to determine that decisions
concerning an info rmation acquisition and processing system for the mi litary
can be dealt with in a rational , nonintuitive manner. The variables used

• in the above anal ysis dea l with the sine ~~~~non of intelligence p rocessing,
the information and data . Cost is an ever present variable in any analysis
and was duly cons i dered. Such anci llery variables as wei ght , power
consumption , capacity and other logistica l variables were not cons i dered ,
but may be of i mportance to imp l ementing any decision .

With more statistical support and more resources, the above analysis
could have been expanded to cover additiona l dimensions such as spatial
deployments of un i ts , different types of divisions , different types of
activities , double detections , fals e alarms , and the vary ing intelligence
demands of a commander . lf the above expans i ons are under taken. the
conclus i ons reached may change dramaticall y.

The equations der i ved i n the above anal ys i s are app licable to both
• static and dynami c conditions (1). If data or stud i es were available

to determine the average capac i ty of a Tactical Operations Center (b c),
• this above type of ana l ysis would be useful in determining the input

parameters of the overal l operational and intelli gence processing capacity
of any g i ven unit. Conant (1) has derived a number of partitioning rules

• which may prove hi ghly useful in eva l uating and des i gning tactical in-
formation processing systems and procedures .

The equations in the above analysis that were postulated (equation 1
and 12), were done so in an attemp t to separate out the various factors

• that influence the patterns of detection rece i ved in a TOC . At present
li ttle empirica l research or data has been collected to support or refute
these relations. Ne i ther has there been much effort to collec t empirical
data so as to more precisely define such variables and constants as Pex,
the p robability of exposure ; K, the relative activity of the equipment;
mr L, the relative detectability of various equipment. Consistent measures
and scales for all equipmen t categories need to be defined and ueed . The use
of simulation and computer models could contribute greatly to more precise
definitions of the above relations and constants.

~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~



I T  1 1T

I n conclus i on, the above exercise and analysis is an attempt to lend

some structure to the tactical intell i gence prob l em . It provides a

framework for further research and analysis. Hopefully, f urther work w i ll
contribute to a better understanding and subsequentl y better des i gns and

utilizat ion of tactica l automated information and intelligenc e systems .

_ _ _ _  
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