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SECTION 1

INTRODUCTION

S i n ce  F e h r u , i r v  I Y ~~2 , t h e  D i r e c t o r a t e  of I n f o r m a t i o n  Systems Technology

0 !  t : 1  k- . 1 c t r n i c s  Sys tems Divis ion (ESD) has been engaged in a program to

ltvelo p a prototype , secure multilevel access computer system. This program

addresses security issues involved in the design of the central computel , the

front—end l - l tCmIiIlica t ions processor , and remote terminals. From October 1972

t o  S t eHl e r 1 0 5 , i t ~ I n f o r m a t i o n  Sciences Division of Rome Air Development

r i~.\ j L)  s/ t n i s Ir e d  a p r o g r a m  of research i n t o  the  impl ica t ions  of

:I p p l l e . l t i o I i  e n g in e e r i n g  i n  a s ecu re  compu te r  e n v i r o n m e n t .  The object ive  of

t I i i ~~ p r c r i r t  was t h e  p r o t o ty p e  desi gn of an open , secure , m u l t i l e v e l  data

i . l . -~e m a I i a / ~eCi e I l t  system (DBMS). This report discusses some of the technical

considerations involved in designing a secure DBMS and examines the functional

and cost impact of mi i.itarv security requirements on such a design .

1
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SECTION 2

BACKGROUND

A precise specification of military computer security requirements (19)

formed the technical  basis for  both the ESD and R,ADC programs. This specifica-

tion is embodied in a mathematical model (12). The model consists of:

(1) Secur ity  Obj ects — the en t i t i es  to which access is control led

and includes da ta  files , d i rec to r ies, te rminals  and tape drives. The data

f i l es  wi l l  be of pr imary concern in the  design of a secure DBMS .

(2) Subjects — the  e n t i t i e s  which represent  u se r s .  S u b j e c t s  are

themselves objects with respect to the granting and rescinding of user access

permiss ion.

(3)  Rules  — d i r e c t i v e s, c o n s i s t e n t  w i t h  m i l i t a r y  s e c u r i t y  p o l i c y ,

which determine whether a request by a program to access data may be allowed .

They also regulate the granting and rescinding of user permission .

(4) Access Matrix — a data structure to store all of the informa-

tion necessary to determine the access rights of subjects with respect to

security objects.

This model is referred to as a “reference monitor ” (2).

It must be proven that a computer system using the reference monitor

implements exactly the rules and definitions of the mathematical model. This

is the certification piocedure. In order to facilitate certification ,

Schcll (18) has proposed that tile security related functions of a c omputer

system be centralized into a “security kernel” (1). This kernel must p r ov i d e

complete mediation ; i.e., the security control s must be invoked it every

attempted access to the objects of the system . It must also be isolated from

2
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the mom—security related remainder of the system so that the programs and

data which implement the security controls are tamper—proof. Finally, it

must be simple so that the controls are readily und ers tood and , as a result ,

amenable to c e r t i f i c a t i o n.

The media t ion  and isolat ion pr~ r ip les present requi rements  on the kind

of c omputer  system hardware a r ch i t e c tu r e  necessary to ensure the performance

v i a b i l i t y  of a ke rne l—moni to r ed  computer  system . Media t ion  demands hardware

ass i s ted  access check ing ,  and i so l a t i on  requi res  m u l t i p l e  machine s ta tes  to

separa te  the kernel  f r o m  the  r ema inde r  of t he  operating system (OS) and from

use rs.

Contemporary hardware technology is available to satisf y both of these

requirement s in terms of the  “ d e s c r i pt o r  d r iven  machine ” . This a r c h i t e c t u r e

is  d i s t i n g u i s h e d  by ha rdware  s e g m e n t a t i o n .  Segmentation makes possible the

logical partitioning of all storage resources into machine addressable , two—

dimensional segments. This archit ecture facilitates a virtual memory

(~()flSj5~~fl~
• (1/ segments as opposed to conventional files. Segmentation

s a t i s t i e s  t i i e  security kernel mediation and i s o l a t i o n  r e q u i r e m e n t s  because

e a ch  re t e r e n c e  t o  t h e  two—dimensional virtual memory must be t r a n s l a t e d  i n to

t i i .  one—dimensiora~l ph y sica l m e m o ry  by t he  s e g m e n t a t i o n  h a r d w a r e .  I t  is at

t h e  t i m e  of  t h i s  I r :Inslat ion  t h a t  access and m a c h i n e  s t a t e  v e r i f i c a t i o n  is

p e r f o r m e d  w i t h  o n l y  m i n u t e  overhead  c o s t s .  Examples  of d e s c r i p t o r  d r iven

m a c h  ines ar e  t h e  Di g i t  i l  E q u i p m e n t  C o r p o r a t  ion P D P — l l / 4 5  ( 7 )  and t h e

U o n o v w c l I — h ] 8 O  ( 1 1) .  The l i t t e r  mac h in e suppo r t s  ei gh t  o p e r a t i n g  s t a t e s  so

t h a t  ~c t i c  i Iv ke rn e l , OS , I l s I r a n d  app l icat i o n s , s u c h  as a Secure DBMS , can

C O O X  is t w i t hin t h e  m a c h i  inc , each in an e n v i r o n m e n t  p r ot  cc t c i l  I ro:~t the others.

3



SECTION 3

DBMS SECURITY REQUIREMENTS

Six security related requirements must be satisfied by a Secure DBMS

design:

(1) Security — the DBMS must support the military system of non—

discretionary (information classifications and categories , personnel

clearances) and discretionary (need—to—know) security controls which ensure

that only properly cleared and authorized computer users are allowed access

to classified data.

(2) *_property — this rule, firs t stated in the mathematical model ,

recognizes the potential computer security compromise inherent in the

capability of a cleared user to “write down ’ sensitive information into the

data files of an uncleared user. It prevents the “write down ” operation by

only allowing a user to write information into objects whose classificati on

is equal to or greater than his clearance.

(3) Denial of Service — i t  mus t he  i m p o s s i b le  t o  d i s ab l e  t i l e  DB M S

so as to make the data base inaccessible or u n u s a b l e .

(4 )  I’n ne c e s s a rv  Disclosure — the DBMS must p r e v e n t  users from

knowing of the exi stence of portions of t h e  data base to which they are not

allowed access.

(5)  O v e r — c l a s s i f i c a t i o n  of Data — t he  DBMS m u s t  oriyi ni zc data

s t r u c t u r e s  so as to m i n i m i z e  the over—classification 1 data and the attendant

costs and problems of over—cleared personnel.

The first five requirements are derived from t h e  n oonna l  m i l i t a r y  s e c u r i ty

requirements. The following three requirements are indir ectly related to

security and attempt to characterize the functional nature of the intended DBMS

design .
4



(6) Utilization of OS Secur i ty  Controls  — the  DBMS must  maximize

its utilization of existing OS security controls so as to minimize the  alread y

increased cost of access checking and to avoid the comp lications of certifying

the correctness of its own security control algorithms .

(7) Data Base Attributes — the data base will consist of many large

files. However , less t h a n  one percen t of the data will be classified (2).

Although a number of the files will be used by only one application function ,

the vast majority of files must satisf y the needs of several applications

simultaneously.

(8) [ser Tnterface — the DBMS will be primarily oriented toward

on—line , interactive usage , but will also have to satisfy the demand for an

application program interface.

The f o l l o w i n g  sections describe some considerations in the design of a

Secure DBMS and examine the functional and cost impact of the eight security

requiremen ts.

5 



SECTION 4

DATA ORGANIZATION

Since security controls impose an additional burden on system performance ,

the objective of data organization in a Socure DBMS design is to choose a DBMS

securit object wzich will maximize the use of OS security mechanisms , i.e.,

the security kernel. Potential candidates are the file , the record , the item

and the  field (9).

The data file is the obvious first choice as the DBMS security object.

It is most readil y mapped into the OS security data object — the  segment. The

natural advantage of this organization is , of course , cost—free DBMS security

contiols , since the kernel provides access control over the segment. In

addition , this choice also encompasses the record as a security object. The

record is an important design consideration because of the almost universal

acceptance of this organization with its natural accessing efficiencies.

Because less than one percent of the data base is expe~ ted t o  be classified ,

it is reasonable to assume that only a few of the data I ields 0! a record will

be classified . However , since an occurrence of such a field appears in every

record of a file , all of the records must be classified to accommodate the

most restricted data they contain. The aggregate of records naturally

comprises a file , and a file ’s homogeneous classification natural l y

accommodates its component records. The obvious disadvantag e of the file

and record s e c u r i t y  objects is the over—classification of the r c~~Ii: i ‘S

remaining (unclassified) data fields.

As a reaction to the over_classification problem , the data item as the

DBMS security object is a natural choice. However , to maintain a cost—free

6



DBMS security mechanism , i t  becomes necessary to s t o r e  one da ta  i t em per

segment — an intolerabl y expensive situation in terms of OS accessing and

m a i n t e n a n c e  cos t s .  This  forces a data item organization in which several

( o p tim a l l y  many) data items are collocated in one segment. If  these items

a r e  not h o m o g e n e o u s ly  classified , the data item becomes a security object

d i s t i n c t  from those supported by the OS. In this situation the DBMS must

su p p o r t  t h e  data item object with its own security kernel and in a manner

identic al to t h e  OS kernel. Lacking hardware assistance , this mechanism must

he imp lemented entirely in software . Even if it is assumed that the prob lem

of ce r t i t v i i p ~ t h e correctness of this presumably large program can be over—

com e , its cost in terms of system performance would be totall y unacceptable.

As a consequence , heterogeneousl y c la s s i f i ed  data items stored in a segment

m u st  be c l e a r ly  r elected as DBMS security objects.

The a l t e r n a t e  c h o i c e , t h a t  of s t o r i n g  homogeneously c l a s s i f i ed  data items

i n  a segment , appears  a t t r a c t i v e  fo r  several reasons. A set of uniforml y

cla ssi t ied d a t i  items finds a natural representation in a DBMS data field ,

since th~ is is t u e  tisijal maniier in which data is c lass i f i ed . Since the  f i e ld

i - ~ stored in t h e  homogeneousl y classified segmen t , access control is obtained

at Ill ) additional cost . The prob l em of over—classification of data is elimi—

n a t e d .  F i n a l l y ,  this data organization naturally accommodates set theoretic

p t  ~ it ions on t h e  data fields , referred to as data sets , and has been explored

by S Iiaof, r and t h ink- (17) .  Owens ( ] 5 )  has described the privacy implication s

‘I this orp.lniza t ioti in a no n—militar y environment .

t h i c  pr i - a r \  d i  i i a c l v a nt  Ige  (If th e  dat a field organizat ion is i t s

I i - li e cue  y i n  ac ‘cssi ng ‘ dat a records ”. Part it ion ing an n—field record

n d ist i m i c t  ( l i t  a sets  can  i m p l y n d i s t i n c t  d i s k  accesses to ~~~~~~~~~~~~ a

1 



record . Experience with the similar , completely inverted data organization

of the Time—Shared Data Management System (TDMS) (3) indicates that this

approach becomes practicable for military applications only when it has been

adap ted to a more conven t ional dat a organiza t ion, such as in the SACCS/DMS (13).

However , not all data base queries and updates require all of the componenr

fields of a record . If the fields are organized as binary  search trees (14) ,

typ ical data base element operations (search , sequential processing, insertion!

deletion) are not unreasonably costly.

As a resul t  of these considerat ions, two da ta  o rgan i za t i ons  appear

feas ib le :

(1) Uniforml y classified data records.

(2) Uniforml y classified data items , i.e., the data field or

data set .

Each of these aggregates must he stored in a segment whose c l a s s i f i c a t i o n

equals t h a t  of the  d a t a .

8 
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SECTION 5

INDEXING

An index on a record—orien ted  data  f i l e  is a col lec t ion  of data  i tem ,

data pointer pairs , where the items comprise a data field and the pointers

refer to the records containing the  respective data items . Indices have

long been used to improve the ef ficiency of record accessing .

The indexing technique has severa l important security ramifications .

Because it is founded on the data field , an index has no additional security

costs when organized as a homogeneously classified segment. If the classifi-

cation of the index and the file to which it points are the same , there are

no unusual security considerations. The case in which the classification of

t h e  index is greater than the classification of the data to which it points

ca n occu r in fully inverted data organizations. However , its usefulness is

limited because users cleared to the level of the data cannot modif y that

data because they cannot perform the required index modifications. tsers

cle a red to  m a n i p u l a t e  the inde x must dynamicall y lower their clearanc e lev e l

to equal that of  t I m e ~~~I t l  t i l e  before attempting to examine or mod i t v  t h e

d a t a .  Th i s  i s  e q u i v a l e n t  to logg i ng out  and then  l o g g i n g  back  i n t o  t h e

sy s t e m  d u r i n g  a l) BM S o pe ra t  l o t l  and  n e c e s s a r i l y resu l t s  in t h e  “new ” pro~ ess

be ing  unawa  r e of i t s  p r ey  i Ot i s  ic t i ons .  The f i n a l  case , t h a t  in wh h e  Ii t lie

c l a s s i f i c a t i o n  t i !  the i n d e x  i s  l owe r ( e . g . ,  u n c l a s s i f i e d ) t h a n  t h e  t i l e  t o

which it r e f e r s , is interesting for two reasons. In all probabilit y this

case is the most likely situation which will be encountered . This c onclusion

is based on the expected less than one percent frequency of c lassified

i n f o r m a t i o n  in  typical data bases. Obviousl y, users whose clearance equals

9
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tha t of the index can ut il ize it, but not to access the data file. But , more

important , its value to users whose clearance is equal to or greater than the

data file is quite limited . It can be utilized for nominal searching purposes.

However, an add or delete record operation on the file to which the index

re fers, impl ies a *_proper ty violation because the index must be updated ;

i.e., the user , having modified the data record , must now “write down” into

the lower classified index to complete the modification . Again , dynamically

lowering the users clearance level presents the kind of problem described in

the case above.

Security requirements have a significant impact on the data organizations

of a Secure DBMS . Each of the data organizations considered feasible has

significant disadvantages. Data over—classification increases the cost of

the record , a cost which , despite the fact that less than one percent of the

data is classified , is not lightly dismissed . Functionally, its associated

indices are severely limited . Although the data field has certain accessing

inefficiencies , it appears to be a functionall y sound basis for a DBMS .

10



SECTION 6

DATA STRUCTURE

This section will consider the security Implications In data structure

design for the record and field data organizations. From the discussions on

data o rgan iza t ion  it became evident that security requirements dictated an

opt imal  o rgan iza t ion  in which the classification of logical DBMS aggrega tes

( e . g . ,  f i e l d s , records)  is considered homogeneous , and that these logical

aggregates  are s tored  in OS secu . i ty  objects  ( e . g . ,  segments) whose c lassif ica-

t i on is also considered homogeneous . As long as this is the case, data

structures may be constructed using traditional techniques without concern

for security compromise. Random , sequential and simple list structures

composed of records naturally satisfy these requirements.

When the security objects or DBMS aggregates which comprise a data

structure are of mixed  classifications , security requirements must be

carefull y cons idered . This configuration is most frequently encountered in

the c onstruction of complex list structures such as trees and hierarchies.

These structures provide important accessing advantages and powerful

organizationa l techniques and are cruc ial in the implementation of the

important repeating group concept. Walter , et al (20) have studied this

problem in terms of the tree—type , hierarchical data structure and have

concluded that t he  classification of tree nodes must be monotonically

increasing from the root o~ t h e  t r e e .  This restriction prevents security

and *_property violations . However , it does expose the tructure to a

denial of service threat , since a user can delete p o r t i o n s  of the tree

s u b s t r u c t u r e  to wh ich  he n o r m a l l y  would be denied  access .  S c h a e f e r  and

Hinke (17) have suggested that t h e  OS s e c u r i ty  kernel recogn i ze the concept

Ii 



of “ownership” of elements in the hierarchy , i.e., directories and files.

The owner of an element is its creator , and would , of course , be cleared to

access the element and would be the only subject allowed to delete it.

Now cons ider the impl ica t ions  of th i s  general guidamce on the implemen-

tation of data structures for the record and field organizations. Figure 1

shows a list of records , i,2,...,k,k+l ,...,m , where Cl and C2 denote security

c lass i f ica t ions, and i t  is assumed tha t  C2 > Cl .  An immediate observa t ion  of

this configuration is that it conforms to the monotonically increasing

classification restriction . As a result , DBMS functions which examine or

change the data , i.e., read/write record , but do not affect the data structure ,

can be performed on the records by users of both clearance levels in

accordance with security requirements and with no special problems . However ,

the monotonicall y increasing classification of this structure guarantees

s e c u r i t y  problems when DBMS f u n c t i o n s  wh ich  change the  d a t a  s t r u c t u r e , suc h

as add and delete records , are attempted . For example , if a user w ho s e

c lea rance is C2 a t t e m p t s  to delete either record k or k+I , lie must m o dit v a

pointer located in a record of l ower classification. This is a *_prc)pertv

violation . A user whose clearance is Cl can add a record of classification

Cl immediately succeeding record k, but a user of clearance C2 C0000t  add a

record of any classification in that particular location . Ag a i n , the reason

is a potential *_property violation.

These problems can be partially resolved if t h e  user making the modifica-

tions is provided with the capability of dynamicall y changing his clearance

level. In the first example cited above , the use r would temporaril y change

his clearance level so that it equaled Cl. This allows h i m  to perform sing le

level operations on the data structure at i lower  l e ve l  of clearance , e.g.,

12
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F i g u r e  1. L i s t  of Records

deleting record k. However , this capability does r,ot permit genuinel y multi-

level operations , such as deleting record k+l or adding a record of classifica-

tion C2 immediately succeeding record k. These restrictions are significant

because they are frequently encountered in operations on multil evel , repeating

group type structures.

13
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Until now the considerations on the data field organization have only

alluded to a special di scip line for manipulating information structured in

this form. This discipline, referred to as a “relational data system” (5, 10),

is based on the construction of mathematical relations on sets of data. The

data field organization discussed previously is, in fact , an organization by

data set. Figure 2 shows a relational data system in which Dl and D2 are

da ta sets, i.e., data field organizations stored in segments. Cl and C2 are

security classifications , and it is assumed that C2 > Cl. R is a relation on

the data sets. Components of R link individual field values to form an entry

of the data base. Such an entry might describe an employees name and his job

title. The implementation shown in this example suggests that the relation is

created by storing pointers to related data values. Alternativel y, Codd (6)

has suggested a normalized data organization which eliminates the need for

Inter—segment pointers and allows associative storing of Rs components.

DI c~ D2 
~

Figure 2. Relational Data System

14



The relational approach to data base management has many desirable

features. Representations of data organizations , such as the record , and

data structures composed of records , such as lists and trees, can be

implemented using re la t ions .  The relat ions can then be manipula ted using

powerful set theoretic operations. However , as prev iously noted in the data

organization considerations , there are some questions about the large file

performance capabilities of this approach.

The basic set theoretic operations (union , intersectJon , difference ,

projection , join , product , composition) (15) which can be performed on the

data sets have a common property — they all create new relations , i.e., data

sets. For examp le , in te r sec t ion  creates  a new re la t ion wi th  component

clements which are common to several data sets. Product creates a new

relation which aggregates data sets together in a manner that could be used

to affect records. As a result , examination and modification of the relations

involve operations on only the segment which contains the relation . Clearly,

only the user authorized to access this segment can perform the operations .

for exam p le, deleting an entry which consists of heterogeneously classif ied

d a t a  se t components involves the removal of the pointer information which

affects that entry . Deleting the entire relation implies delet ing a segment

f r - n  the system . In either case, the ind ividual data values in the component

da t a sets are unaltered . These values are physically removed by opera tions on

the individual data sets themselves , i.e., operations on homogeneously

classified data. Likewise , the changing of data values must be performed via

a r e l a t i o n  which the user is authorized to access. Adding an element to an

e x i s t i n g  m u l t i l e v e l  r e la t ion  requires writing in segments of different

15
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classifications — a *..property violation. This special case of multilevel

data entry will be considered in a later section.

Complex data structures , such as repeating groups , can be imp lemented

using relations. Figure 3 shows the relation R linking three child data

elements to their parent. Modification s to such heterogeneously classified

structures are straightforward operations on the homogeneously classified

relat ion segments , except in the  case of adding repea t ing  group e l ement s .

This is another instance of the general problem of guaranteeing *_property

preservation while performing the multilevel data entry function .

DI P D2

_ _ _ _ _ _  _ _ _ _ _ _  

DZp

_ _ _ _ _ _ _ _ _  
— k j 

_ _ _ _ _ _ _ _

• D2~
_ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _  

D2

Figure 3. Repeating Group Structure in a
Relational Data System

It would appear that a straightforward application of Weissmans “high—

water mark” strategy (21) would satisf y the security requirements of

relational data systems. For example , the classification of a relation

created by the union operation would be the same as the classification of

16
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the most restricted data set used to effect the union . Its category would be

the more restrictive union of the category sets of its components. Its need—

to—know list must be formed as the intersection of the need—to—know lists of

its components. However, as discussed by Owens (15) , the powerful , set

theore t i c  opera t ions  can be used in subtle ways to derive and infer informa-

tion about the data base. The general problem of satisf y ing the  secur i ty

requirements of functions which allow data aggregation and inference is just

beg inning to be explored .

From the  preceding considerat ions it is clear that the major impact of

th e security requirements on data structure design is functional rather than

economic . The most serious problems affect complex data structures , such as

trees. In particular , a tree structure of heterogeneously classified records ,

organized so that the classifications of the tree nodes are monotonically

increasing, induces * prop~ rty violations when modifications to the structure

are attempted . Relationa l data systems escape these difficulties because of

their basic data organization. However , this kind of system contains subtle

and difficult data aggregation and inference problems .

17
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SECTION 7

COORDINATED DATA SHARING

Coordinated data sharing r e fe r s  to the synchronized reading and writing

of the same unit of data by several concurrent user processes operating in a

multiprogramming environment. Its objective is to increase system accessing

efficiency while preserving data integrity.

Coordinated data sharing is implemented by allowing users to gain

mutually exclusive use of data. This is done by establishing “critical

regions” (4) in the programs whi c h manipulate the data. The mutually

exclusive use of data is guaranteed during execution of a critical region .

The implementation of critical reg ions is based on Dijkstra ’s P and V

operations on semaphores (8). Note that it is crucial that all users who

access the data base do so by using the programs which implement critical

regions. If independent , spurious accesses are possible , the critical region

programs cannot guarantee mutual c x . h c c s i o n , a rid as cc result , data integrity

is lost. This situation can ic ac ‘iued by p lacing both the dat base and the

programs which access it in a machi ne- ~-ta te which i. ; protected from the

general user community. t sers wishing to :ocoss t h e d a t a  base are now forced

to do so us ing  onl y p r ograms pr~ v i d c d by t h e  DBMS , i.e., programs which

implement  c r i t i c a l  r e g i o n s .  N o t e  t h a t  t h e  use  of a spec ia l  m a c h i n e  s t a t e  to

“protect ” the data f rom uncontrolled access i. s a data integrity issue. It is

not security related . It is part of a techni pie for controlling the actions

of those users wh. alre ;~dv have legitimate access to the data base.

The secur i t y i m p l i - i t i o n s  of a control ~e c i  data .shcc ri ag environment

c e nt e r  . m r s i l O ! l~ aanci r in wh ch use,~ , ciciLe kn ,vn the i r data sharicig requi i

18



ments to competing users. This is normally done by means of algorithms which

provide users with mutually exclusive access to a shared data base of data

requests. If the users anc t!~c dota are of the same classification , the

security requirements are satisfied . However , a ‘e r who is cleared to and

works at a clearance level , C2 , is unable to express his data sharing require-

ments to a user operating at a clearance level , Cl, where C2 > Cl , because this

kind of “write—down ” operation is a *_property violation .

Schaefer (16) has suggested “reader and writer” algorithms which avoid

*_property violations when executed by users who are operating at different

clearance levels. These algorithms use the P and V operations on a single

semaphore to implement  c r i t i c a l  reg ions. They al low a user whose clearance

is C2 to “communicate ’ with another user whose clearance is Cl where C2 > Cl ,

by observing a semaphore  whose c l a s s i f i c a t i o n  is Cl .  In essence, these

algorithms (see Figure 4) allow the user (writer) operating at the classifica-

tion level of the data to gain exclusive access by means of the semaphore .

WRITER READER

loop: pause(quantum) ;
k := k +1; t := k;
w r i t e ;  IF s = 0 GOTO loop;
V ( s ) ; read ;

IF t = k GOTO loop;

where

‘ 5” is a semaphore v a r i a b l e ,

“k ’ and “ t ’ are i n t e g e r  v a r i a b l e s,

0pa u se” i s  1 sys tem p r i m i t i v e  wh ich  will permit a unit of
t ime  equa l  to “q u a n t u m ” to go by p r i o r  to reac t iva t ing  the
code sequence f rom which  it is called .

Figure 4. Multilevel Coordinated Data
Sharing Algorithms

19



In addition, this user must signal the start of his write operation , via “k”.

The user (reader) operating at a level higher than th~ classification of the

data is allowed to observe the semaphore and read the data. Because “k” is

maintained , the reader is able to detect the possibility that the data has

been mod ified while his read was in progress. In this case he simply tries

to read the data again . These al gor i thms guarantee the preservat ion of the

security rules and the integrity of the data.

As noted by Schaefer (16), these versions of the “reader and writer”

algori thms have two disadvantages.  They do not allow for  positive determina—

tion of the readimg of inconsistent data , but only of its possibility. As a

result , their use may imply the unnecessary rereading of data, This is

expensive in terms of system response time . These algorithms also contain an

inherent denial of service threat. It is possible for a user operating at

clearance level Cl to permanently block a user operating at clearance level

C2 from accessing data whose classification is Cl. If this data is contin-

uously being changed by a user operating at the lower clearance level , then

the forward progress of a user trying to access the data from the higher

clearance level can be effectively stymied. In addition , the cost of using

these algorithms for coordinated data sharing within a single security level

is significant.

The main impact of the security requirements on coordinated data sharing

is economic. It is clear that usage of the algorithms which support the

coordinated sharing of multilevel data .will incur system performance costs ,

especially for those users cleared to and only accessing information at a

single (e.g., the highest) security level in the system. Denial of service is

also a threat.

20
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SECTION 8

MULTILEVEL DATA ENTRY

Enter ing multi level information into a data base presents two significant

problems. The first occurs in the transfer of data from the input media

(e.g., magnetic tape , punched cards) into the primary memory . The second

occurs during the logical interconnection of heterogeneously classified data

elements to create complex data structures.

Transferring multilevel data from the input media to primary memory

involves a potent ia l  *_property violation . Since the input media will be

- 
. classified at the level of the most sensitive data which it contains , the

user reading this media into the system must be cleared to and operate at

that level. Because of the *_p roperty, this user can only write the data into

segments whose classification is also that of the most sensitive data contained

on the media .  The user can move the mult i level  data into the system but  cannot

p a r t i t i r c - k i t  i n t o  segments on the basis of classification level.

This problem may be resolved by providing a certified secure program to

perform this function. Execution of such a program results in a “trusted

process”, which could be located either as part of the security kernel or in

the system ’s front—end communication processor . Certification of this program

can be justified by its general applicability to system users, in addition to

users of the DBMS . It appears that the trusted process approach is costly

both in terms of its certification and its interpretive method of operation .

Schaefer  and Hinke (17) ident i f y the second mul t i level  data entry problem

as occurring in the creation of complex data structures . This is a generali—

zation of the special case of adding an element to a data structure and was
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alluded to in the considerations on data structure. Basically, the problem

is the potential for *_proper ty violations when a data structure is being

created by interconnecting heterogeneously classified data elements. In the

case of a tree—type structure with repeating groups, it is necessary to write

in parent nodes the locations (addresses, pointers) of their repeating group

children . Because of the monotonically increasing security c1assif~cation of

a tree structure, some of the parents will be at a higher level of classifica-

tion than their children. Creating the interrelationships between such nodes

requires reading and writing in data segments of both classifications. This

is a *_proper ty violation .

As in the case of reading the input media into the system , this problem

may be eliminated by providing a trusted process. Unlike the input  media

problem , the trusted process approach cannot be as easily justified . It

would have special application, not only for a DBMS, but for a particular

data structure. In addition , its specialized knowledge of the format of

incoming data makes the possibility of its certification at least questionable.

Schaefer and Hinke (17) have noted that Codd ’s data organization (6), which

normalizes data relat ionships ( e . g . ,  repea t img groups) into a matrix—type

structure whose implementation does not require inter—segment pointers ,

provides a more promising approach to the solution of the multilevel data entry

problem.

The problems associated with the creation of complex data structures are

also inheren t in its wholesale dismantlimg . This process often referred to

as “garbage collection ”, reorganizes data structure in order to improve its

accessing efficiency and to conserve storage. It is the complete analogue

of the data structure creation phase of data entry, and the consideration of

22
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those problems and solutions is equally applicable to garbage collection .

The problems involved in entering data into a mult ilevel data base are

signif icant both in terms of the cost and func tional effec t iveness of their

solutions . Even the most promising approach — a t rusted pr ocess — only

eliminates the functional restrictions. Its development and certification

entail significant costs.

23



SECTION 9

CONCLUS IONS

As a resul t  of these considerations it appears that  relational data

systems significantly reduce the impact of the securi ty  requirements on the

functional capabilities of a DBMS. The coordinated data sharing algorithms

necessitated by these same requirements are more costly. The requirements

also introduce new , and as yet unresolved , problems into the multilevel data

entry function .

It has always been understood that satisfying military security require-

ments would entail additional operational costs. What had not been anticipated

is the magnitude of the cost , despite the fact that only a very small per—

centage of the data may actually be classified .
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M~ TR1C SYSTEM

BASE UNflS:
Quantity Unit Sl $yfl~~p r

length metre m
mass kilogram kg
time second a

electric current ampere A
thermodynamic temperature kelv in K
amount of substance mole mol
luminou s intensity candela cd

SUPPLEMENTARY UNITS:
plane angle radian rad
so lid angle sterad ian sr

DERIVED UNITS:

Acce leration metre per second squared ... rn/s

activity (of a rad ioactive sou rce) disinteg ration per second - - .  (d i8ifl t0V5ti0~Y5
angu lar acceleration radian per second square d - radls

angu lar velocity radian per secon d ... rad/s
area square metre ... m
density kilogram per cubit metre - -  - kg!m
electric capacitance fara d F A-sN
electrical conductance siemens S A/V

electric field strength volt per metre ... Vim
electric inductance henry H V.slA
electric potentia l difference volt V WIA
electr ic resistance ohm VIA
elec tromotive force volt V WIA
energy jou le I N.m
entropy ou le per kelvin JIK
force newton N kg-mis
frequency hertz Hz (cyc le)la
illurnin ance lux Ix lrnlm
lum inance candela per square metre - - cd/rn

luminous flux lumen Im cd-sr
magnetic fie ld strength ampere per metre .. A/m
magnetic flux weber Wb V-s
magnetic flux density tes la T Wblm
magnetomot ive force ampere A
power watt W JIs
pressure pascal Pa Nim
quantity of electricity coulomb C A-s
quantity of hea t joule I N-rn
radiant intens ity watt per sterod ian - .  WIsr
speci fic heat joule per kilogram-kelvin .. . Jikg.K
stress pasca l Pa Nim
t hermal conductivity watt per metre-k elvin ... Wlm.K
ve locity metre per second ... m/s

viscosity, dynamic pasca l-second ... Pe.s
viscosity, kinematic square metre per second - - mis

vo ltage vo lt V WIA
volume cubic metre - - - m

wavenum ber reciprocal metr e ... (wav e)im
work jou le J N-rn

SI PREFIXES:

_ klult ip lic atio n Factors Prefix SI Symbol

1 000 000 000 000 10° t,,rs T
I 000 000 000 = 10’ gigs (;

1 000 000 = 10~ megs N
1 000= 10’  kIlo k

100 = 102 hecto h
10 = 10’ deka da

0 1 = 1 0_ I decl d
001 = t0” ~ 

,ent i C

0.001 1 0 ’  mi lil m
0 000 001 = 10~~ 

micro
0.000 000 001 I 0 ’

0.000 000 0(XJ O0l I0 — ~’ plc-_n
0.000 000 000 Q00 001 - 10” femtn

0.00o 000 000 000 0~~1 001 l 0 ’  .ttn a

To be avoided where possible.
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