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INTRODUCTION

The SENET-DAX Study described in this report is directed towards investi-
gation of the concept of an integrated voice/data switching system using time
division multiplexing and dynamic'channel allocation as first suggested by
Drs. G. Coviello and P. Vena of DCEC in [19], and further developed by them in [20].
The objectives of this study task have been:

a. To analyze the feasibility of the SENET-DAX concept in terms of
structure and performance characteristics

b. To address the translation of the concept into candidate hardware
and software techniques that could be used for the conceptual
design of an access area exchange

Resuits of the analysis and techniques studies are presented in thes¢ two volumes.

\ Section 1 is a summary section that considers the impact of the dynamic
allocation concept on those telecommunications areas where the most interesting
results have come to light: the precedence and preemption scheme, speech security,
call routing, service features, and network management. Sections 2 and 3 describe
in detail the master frame structure for digitized voice, packet data, and bulk data,
and the requirements for processing and control of the integrated voice/data stream.
An analysis of systems requircments for signaling, synchronization, and error control
is presented in Section 4. Functional allocations, covered in Section 5, are

initially examined for their impact on SENET-DAX architecture.

Tradeoffs towards selection of the distributed processor architecture,
considered to be the most promising approach for realization of the concept, are
covered in Section 6. Sections 7, 8 and 9 contain detailed descriptions of software
and processor structure and synchronization and error control techniques for this

architecture.

Section 10 presents the results of performance analysis, including flexi-
bility for interfacing with dissimilar trunk and terminal devices, the amount of
control overhead requiring transmission capacity, and an analysis of blocking and
delays. Section 11 provides a general assessment of system capabilities with regard
to size and modularity, traffic handling capability, availability, interoperability,

speech security, and system and technical control.

One year is insufficient to study to the maximum every aspect of perfor-
mance and technique for a new and comprehensive concept such as the SENET-DAX.

Study areas that have been identified as critical for basic evaluation of the concept,
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such as control signaling, software and processor structure, synchronizaticn tech-
nique, and delay and blocking analysis, have been studied and described in detail.
Other areas, such as COMSEC processing (including key distribution) and digital voice
conversion, have been addressed but remain to be studied in more depth. Areas such
as satellite link performance require initial investigation. In addition, there is
need for a verification in software and hardware of the techniques that have been
postulated. Section 12 concludes the report with recommendations for further analy-

sis and development towards eventual realization of the SENET-DAX concept.
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SECTION 1

THE IMPACT OF DYNAMIC ALLOCATION

1.1 PROBLEM

The SENET-DAX concept differs from conventional transmission multiplexing
schemes in allocating transmission capacity to a call in accord with the specific
information rate requirements of the call, and in allowing the location of the capa-
city allocated to the call to be dynamically variable. Both conventional SDMX (Space
Division Multiplex) and TDMX (Time Division Multiplex) transmission systems, by con-
trast, allocate fixed portions of their capacity (a circuit, for SDMX; a specific
allocation of bit slots, equal to all other allocations, for TDMX) regardless of the

actual requirements of the call. In fact, for TDMX, the bit rate of the subscriber

instruments must be matched to that fixed by the transmission system, often resulting
in further inefficiencies. 1In neither of the traditional broad types of multiplexing

is there found any usefulness in dynamic variation of the location of the allotment

made to a call after the call has been connected.

A less obvious common characteristic of conventional multiplex transmission
systems in current use is the necessity to commit transmission system resources to
an end-to-end connection. Prior to subscriber use of the connection, this commitment
is fully adequate to serve the subscribers involved, regardless of whether the con-
nection will be used. In the SDMX case this is necessary for inband signaling, even
though such signaling ordinarily requires only'a small part of the transmission
capability of the connection. In a conventional TDMX system using Common Channel
Interswitch Signaling, this would not be necessary, but is still commonly done. More-
over, the CCIS channel is frequently one of the full-sized communication channels,

reserved full-period for this purpose, and unavailable, even when idle, for subscriber
connections.

Conventional line or circuit-switching systems now in use for voice trans-
mission and switching in military and other governmental systems frequently provide
for preemption by precedence. In general, these systems have handled facsimile trans-
missions as pseudo-voice connections, and any precedence invo.ved was associated with
the level specified during the initial voice-instrument signaling process. Similarly,
while narrative/record data traffic has been message-switched in conventional Store-

and Forward systems such as AUTODIN, with an established scheme for precedence and
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preemption, the AUTODIN was not designed to handle interactive, query/response, data
base update, or bulk data transfers. Consequently, no universal precedence structure
for all types of data transmissions has been established, nor were satisfactory pro-
tocols established for the variety of modes of operation to be accommodated all at
once. The ARPANET was designed to improve this transmission involving interactive,
query/response and data base updates, and has been demonstrated to be capable of bulk
data transfers, but utilizes a simplistic precedence scheme, and is not designed to
opetate with conventional narrative/record traffic. Additionally, neither AUTODIN
nor ARPANET provides a complete treatment of message security appropriate to all of

these various types of data transmission.

In addition to the potential inpact of the dynamic allocation concept on
transmission capacity and the precedence scheme, the integration of non-homogeneous
subscriber traffic and its transmission and switching may well impact other areas.
For examples, routing of voice and pseudo-voice connections might use a common tech-
nique, but it will not necessarily be optimal for all (or any) of the data trans-
missions; service feature requirements differ widely; with respect to network
management, a simple count of connections in conventional systems cqguates to usage,
but in SENET-DAX, it does not, particularly when the system is simultanecusly handl-
ing voice, video, and data transmissions; and subscriber terminal requirements .

could well be affected.

1.2 OBJECTIVES

The objectives of this section are to discuss and scope the technical impact
of the dynamic channel allocation concept on various system aspects such as preced-
ence and preemption, security, routing, service features, network management, and
subscriber terminal requirements. It is intended to summarize the insights gained
into the dynamic channel allocation concept during the study period and to highlight
significant areas of interest and concern. Specific details can be found in the
balance of this report. In this section, emphasis will be placed on differences
between the SENET-DAX concept and the more traditional types of multiplexing con-
cepts, and particularly on those aspects in which the dynamic channel allocation
concept appears to offer clear advantages over conventional approaches to the same

problems.
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»* 1.3 DISCUSSION

1.3.1 Precedence and Preemption

A system of precedence designations and preemption protocols is now in use in
military analog and digitized voice transmission and switching systems such as
AUTOVON, AUTOSEVOCOM, and the AN/TTC-39 Circuit Switches. Presently, however, these
precedence/preemption usages do not cover low-speed video, forward-error-corrected
facsimile, or sensor bulk data being circuit-switched via SDMX or TDMX systems. Sim-
ilarly, a system of precedence designations and preemption protocols is in use in
military anaiog-equivalent digital data transmission and switching systems such as
AUTODIN and ARPANET (the latter not strictly military). These precedence/preemption

usages are primarily limited to narrative/record data traffic, and only a simplistic

approach exists for interactive, query/response, data base update, and non-sensor

1
{
I
]
!
|
|
{
| bulk data transmissions.

4
}
!

1.3.1.2 Precedence and Preemption Overview

' 1.3.1.1 Current Precedence Schemes

The SENET concept is intended to handle all types of voice, pseudo-voice,
' and data transmissions, often simultaneously, in an integrated manner. Thus it be-
comes necessary to extend the virtual real time precedence structure to include both

digitized voice and bulk data transferred in Class I, and to extend the data switch-

“- ing precedence structure to include interactive, data update, and other bulk data
traisfers, and to reconcile the two resulting precedence structures with each other.

An additions) consideration from this study is the necessity to define.a precedence

structure for Common Channel Interswitch Signaling (CCIS) messages. These CCIS

1 messages, which concern both Class 1 and Class Il transmissions, have been found

best carried through the system as Class Il transmissions. The CCIS precedence

structure must be reconciled with the previously identified pair of precedence

structures. Evaluation and analysis has led to the conclusions that types of

traffic not previously subject to a precedence and preemption scheme should use
the precedence designations already developed for the class of traffic within

which they naturally fall. For example, forward-error corrected facsimile

FR76-1 1-3

— ——— g — vm—

R s ——




transmission over a virtual connection in real time would use a voice precedence
level during the initial signaling phase. By contrast, an ARQ-protected facsimile
transmission sent via packet-switched store-and-forward techniques would use the
appropriate precedence level of that type of data transmission (generated at the
subscriber-instrument) in a transmission header. Precedences of virtual connections
woulq be compared to each other during the queueing of packets for transmission.
However, high precedence (e.g., CRITIC, ECP, or FLASH) data transmissions should
preempt low precedence (ROUTINE, PRIORITY, or IMMEDIATE) voice or other virtual
connections even though preemption by a relatively brief data transmission could

result in termination of a typically much lengthier voice or pseudo-voice call.

With respect to CCIS messages, we feel that each should be assigned a data
message precedence equal to the precedence of the call that the CCIS message
controls, with the exception of Class I call release. After a call has terminated,
better SENET network performance results if channel resources are reclaimed as
quickly as possible. This could be done by assigning a high precedence to each CCIS
call release message. However, alternative methods may be available that minimize

preemption of on-going calls.

1.3.1.3 Data Precedence for Class II Transmission

Our analysis has indicated that extension of the voice precedence structure
to cover non-voice virtually-connected bulk data would be satisfactory. With regard
to data procedures, it appeared initially that extension of the AUTODIN-type narra-
tive/record precedence structure to interactive, query/response, and data base update
packet-switched transmissions posed a problem because of their greatly differing re-
sponse time requirements from narrative/record transmission such as ARQ-facsimile
and non-sensor bulk data. Delivery delays for fast-response intéractive, query/re-
sponse, and data base update are normally required to be no more than a few seconds
to a couple of minutes. By contrast, delivery delays of a few minutes to a ftew hours
can be permitted for narrative/record and ARQ-facsimile traffic, and many minutes to
many hours for bulk data transfers. For example, the AUTODIN-II specification shows

the following requirements for that system.
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TYPE OF TRANSACTION DELIVERY DELAY

MAIN CATEGORY SUBCATEGORY MEAN MAX.

Human Interaction 1 SEC 2 SEC

Interactive Alarms/Status Indicators 1 SEC 3 SEC

Monitoring/Telemetry 0.3 SEC 1 SEC

Query/Response 36 SEC 2 MIN

Narrative/Record  CRITIC/ECP/FLASH 4 MIN 10 MIN
(Including AUTODIN-I

Transmission Times IMMEDIATE 6 MIN &0 MIS

of 2 to 20 minutes) PRIORITY 9 MIN 3 HRS

( ROUTINE ' 16 MIN 6 HRS

Bulk-1 Data Files/Programs/Results 5 MIN 20 MIN

Bulk-2 Data Data Bases, Sensor Data 4 HRS 12 HRS

It seemed initially that if delivery time criteria for the fast-response
transmissions were to be met, these criteria would be excessively stringent for the
longer-delay narrative/record and bulk data transfers, resulting in an over-engineer-
ed system. On the other hand, if criteria for longer-delay items were met, even
comfortably, there would be little likelihood of meeting the interactive, query/re-
sponse, and data base update criteria except at time: of very light data traffic

loading.

Further analysis has indicated that this problem can be resolved by handling
the non-Class I data transmission in two different modes of operation: interactive,
query/response, and data base update traffic will utilize a ''store-and-squirt" tech-
nique; and narrative/record, ARQ-facsimile, and non-sensor bulk data traffic will
utilize a more classical "store-and-forward" technique. Details of these techniques

will be found in Section 3.2, Traffic Control Procedures.

The store-and-squirt technique requires only momentary packet accountability
during the transmission of a message to an addressee who has been previously establish-
ed as available and able to be reached. Thus, transmission time through the SENET is

approximately the sum of cross-office delays and link transit times, overlapped (in a

FR76-1 1-5

e ——




@

multiple-packet message or response) with message receipt by the originating SENET-
DAX from the originating subscriber, and by message delivery by the terminating
SENET-DAX to the receiving subscriber. By contrast, in the store-and-forward tech-
nique, the originating SENET-DAX must receive, validate, and make itself accountable
on a complete message basis for the entire message from an 6riginating subscriber
prior to any transmission through the SENET. Similarly, the SENET-DAX on which the
first addressee is terminated must receive, validate, and make itself accountable
for the entire message, and transmit an end-to-end acknowledgement prior to delivery

of the message.

As a result of this difference in treatments, it is possible that those data
messages utilizing the store-and-forward transmission technique will have significant-
ly longer cross-network delays than will those messages transmitted in the store-and-
squirt technique. As a consequence, there appears no necessity to conceive of a pre-
cedence structure for interactive, query/response, and data base update messages that
would be different from (and ranked above) the precedence structure for narrative/

record traffic.

1.3.1.4 Reconciliation of Precedence Schemes

Figure 1-1 summarizes the current status of the recommendations offered for
the interrelationship of voice, data, and control precedence structures. The left
half of the figure shows the interrelationships found or suggested for precedence
of data packets requiring transmission in a Store-and-Squirt mode or in a Store-and-
Forward mode with respect to each other and to existing Class I virtual connections.
The qualification "existing" is intended to be significant. It is suggested that if
a Class I virtual connection must be allocated at the same instant as a Class II data
packet is ready for transmission, and SENET-DAX capacity for the upcoming frame is
adequate for only one of the two requirements, then the data packet should be given
precedence over the Class I call, regardless of the relative precedence levels. The
result is a single frame delay added to the cross-office connection time of the Class
I call, while the data packet is removed from the transmission queue. This is con-

sidered preferable to the opposite approach.

The direction of the arrow shown at each intersection in the figure indicates
which traffic is recommended to take precedence if a choice is necessary. Thus,

existing Class I calls should always continue if the queued Class II data packet is
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of equal or lower precedence, but CRITIC data packets are of an order of precedence
higher than any used for Class I calls and hence would always preempt or interrupt

Class I calls of any precedence if transmission space is necessary in the next frame.

Note that the figure is not complete for all intersections. The arcas of‘
incompleteness fall into two categories. - For the plane representing coincidence of
Store-and-Forward and Store-and-Squirt data packets, one area represents coincidence
of equal precedence data packets. It seems likely that Store-and-Forward traffic
should defer to Store-and-Squirt traffic of equal precedence, considering the dif-
ferences found in their probable required response times (or delivery delays). The
second area is one diagonal removed from the diagonal of equal precedence. If the
same precedence structure is to cover both Store-and-Squirt and Store-and-Forward
Class II traffic, the decisions in this second category would seem to be both obvious
and unavoidable. However, it seems likely that a case can be made for permitting
Store-and-Squirt of given precedence to receive preference in transmission over
Store-and-Forward traffic of even one level higher precedence, again considering

their relative delivery delay requirements.

With respect to the planes that represent coincidence of the two types of
Class IT traffic with on-going Class I calls, the areas of incompleteness shown can
again be divided into two categories, similar to although not identical with the
above two. In these cases, the areas of incompleteness include the diagonals once-
removed and those twice-removed from the diagonal of equal precedence, both towards
the Class Il axis. The argument in these cases hinges on the differing effect of
preemption. A preempting data packet may terminate (or merely interrupt) an on-going
Class [ call. Affording preferential continuation of that lower precedence Class I
call simply delays the transmission of the Class II traffic. Within reason, and
quite probably with different tolerances with respect to the nature and precedence
of the data packets, or to that of the call likely to be preempted, it seems likely
that better overall system performance will result if data traffic preemption of
Class I traffic is accomplished judiciously rather than ruthlessly as in current

voice preemption techniques.

The right side of the figure represents similar results with respect to the
coincidence of Class Il data traffic (of both major types) with CCIS messages. It
will be noted that the areas of incompleteness on the right side of the figure are

simply the diagonals of equal precedence. Contradictory arguments can be advanced
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with respect to these diagonals. First, it is arguable that both Store-and-Forward
and Store-and-Squirt Class II data traffic represent the subscriber's use of the
system and that these usages should be given preference over the system's own in-
ternal requirements. Alternatively, it is arguable that efficient maintenance of

the CCIS traffic is preferable, not only to service any one call, but to service
efficiently all calls in this '"common user' system environment. Finally, and per-
haps most convincingly, it is arguable that the Store-and-Squirt/CCIS diagonal should
be resolved in favor of the Store-and-Squirt traffic, while the Store-and-Forward/CCIS
diagonal should be resolved in favor of the CCIS traffic, considering the relative

delivery delay requirements involved.

Resolution of incomplete intersections in both halves of the figuie remains
a task to be addressed. The ultimate precedence and preemption scheme will be prim-
ariiy a function of user desires, and only secondarily a function of SENET-DAX cap-
ability, since the powerful stored-program control in the system architecture appears

to lend itself to a variety of reconciliation schemes.

1.3.2 Security Considerations

The impacts of the SENET-DAX concept on Call/Crypto synchronization and on
end-to-end delays attributable to crypto signaling and control have not yet been com-
pletely evaluated. However, initial consideration given to these areas has already
indicated that crypto effects appear likely to affect two of the more interesting
capabilities made possible due to the SENET-DAX concept. These capabilities, both
directly attributable to the flexibility of the SENET-DAX concept, are the possibil-

ities of digitized voice conversion and of Time-Assigned-Data-Int ‘rpolation.

1.3.2.1 Digitized Voice Conversion

It is assumed that the likeliest application of the SENET-DAX concept will
result in the system handling both secure and nonsecure transmissions, quite possibly
in both classes of traffic, but almost certainly in Class I. Moreover, it is assumed
that initially most secure calls will be Crypto Stage I, i.e., link-by-link encrypted,
probably in bulk over interswitch trunks. As the system and the subscriber equip-
ments mature and evolve, it is likely that more and more transmissions will be Crypto
Stage 11, i.e., end-to-end encrypted, after link-encryption or clear text signaling

and bulk super-encryption over interswitch trunks. Nothing has been noted so far in
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the evaluation and analysis of the SENET-DAX concept to indicate any difficulties

in handling clear, Crypto Stage I, and Crypto Stage II calls, independently or sim-
ultaneously or both. This is particularly true of digitized voice calls using a
vailety of techniques and transmission speeds. However, the potential simultaneous
existence of incompatible digitized voice calls through the SENET-DAX network raises
the question of whether a capability to translate from one technique or speed to
another, similar to the capability for incompatible data subscribers, should be
offered.

The trarmslation issue is discussed further in Section 1.3.4. If it is feas-
ihle to map directly from one digitization algorithm to another (which is a separate
issue), and if such a feature were to be offered, it is clear from the security stand-
point that translation is feasible for both clear text transmissions and for Crypto
Stage I calls, which are clear text within the switches traversed by the call. It is
equally apparent that voice conversion could not be offered for Crypto Stage II calls,
since by definition, switches would be unable to detect the appropriate symbols to be
converted. It is possible to conceive of an intermediate Crypto Stage I/II call,
in which the transmission is end-to-end encrypted from the originating subscriber
equipment to a single (e.g., originating or terminating) SENET-DAX switch, decrypted
at that switch only long enough for voice conversion, and then end-to-end re-encrypt-
ed from the converting switch to the terminating subscriber equipment. If voice con-
version algorithm mapping were made a trusted process under a multi-level-security
software scheme, vulnerability of the call would seem to be not much worse than for a
true Crypto Stage II call. Note that this Crypto Stage I/II treatment would only be
necessary when incompatible subscribers were to be interconnected; compatible sub-

scribers could still be connected as Crypto Stage II calls as the system matures.

A situation analogous to voice conversion exists with respect to the Time-
Assigned-Data-Interpolation (TADI) capability. Briefly, this concept (discussed more
fully in Section 1.3.5) involves detection of unused directions of transmission in
digitized voice calls and of pauses in on-going speech. These portions of allocated
but temporarily unused capacity could then be used for the transmission of data
packets. If such a feature were to be offered, it is again clear from the security

standpoint that it is feasible for both clear text transmissions and for Crypto Stage
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I calls. It is equally apparent that TADI could not be accomplished in either Crypto
Stage I/I1 (as described above) or in Crypto Stage II calls. Consequently, if the
SENET-DAX system is likely to evolve steadily toward full Crytpo Stage II handling
for all digitized voice calls, this feature would become less and less useful because
of security considerations. However, this evolution may take a significantly long
time. Because of the memory/software based SENET-DAX concept, it may be possible to
take advantage of the increased capacity made accessible by TADI, within the

constraints of the crypto environment, without unduly limiting the system.

| IR Routing

1.3.5.1 Conventional Routing Methods

As indicated in Section 1.1, a conventional Space Division Multiplex (SDMX)
system must commit (route and allocate) a fixed portion of its capacity to a potential
call in order to establish whether such a call can be completed. That is, the estab-
lished connection is used for the transmission of routing and signaling information
between originating, intermediate, and terminating switches. For the time the cal-
ling party finishes signaling the originating switch until the receipt of an answer-
back indicating that the called party has gone off-hook, the allocated channel carries
only sporadic, low-information-content signaling messages. The remainder of the full-
capacity channel is wasted, inaccessible to any other pending call (subject to the

precedence scheme, of course).

An analogous situation occurs in Time Division Multiplex (TDMX) systems, where
the allocation on behalf of a potential call is ordinarily a fixed increment of the
transmission system's resources, consisting of every n-th slot in an n-channel TDMX.
While from a technical standpoint, these slots need not be committed prior to the
called party going off-hook, allocations are usually made when signaling is completed.
Interswitch signaling in a TDMX system is frequently accomplished over a common chan-
nel; that is, all interswitch signaling is accomplished on behalf of all calls via
one assigned TDMX channel. Establishment and maintenance of this Common Channel
Interswitch Signaling (CCIS)'channel reduces an n-channel TDMX to a capacity of n-1
channels available for subscriber traffic, even though instantaneous CCIS traffic
rarely peaks near maximum channel capacity, and long term CCIS traffic is typically

a small portion of the available capacity of a full TDMX channel. Thus in a typical
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TDMX system, a certain amount of transmission capacity is wasted by allocation of
fixed-size increments of transmission capacity to each call, regardless of the call's
actual requirements (in fact, TDMX systems demand that each call be matched to the
transmission rate of the channel, by bit-stuffing if necessary), and another portion
of the system capacity is wasted because the unused portion of the CCIS channel

capacity is inaccessible to subscriber traffic.

1.3.3.2 Advantages of Routing Under Dynamic Allocation

The SENET-DAX dynamic¢ channel allocation capability eliminates the waste
ordinarily incurred by the traditional SDMX and typical TDMX transmission systems.
Unlike conventional systems, the SENET-DAX can allocate to each call precisely the
transmission capacity that call requires. Transmission of CCIS messages as variable
length Class Il packets, of no greater length than fequired for the particular call
function and transmitted only when necessary, results in optimizing both the CCIS
response time-and efficiency of use of transmission resources. CCIS packets are
transmitted through the system as high-speed query/response type messages, yet trans-
mission capacity is required only when a particular call function results in the
queueing of a CCIS packet. In that event, the capacity of each link is utilized
only for a single frame for each CCIS message. At all other times, that portion of

the master frame used for Class II transmission is fully available for data packets.

A more subtle advantage of the SENET-DAX dynamic channel allocation concept
over SDMX systems, and over most TDMX systems as presently implemented, is the cap-
ability in the SENET-DAX concept to separate the call connection process into two
separate and independent phases: call reservation and call allocation. By relying
on the very rapid transit of CCIS messages handled as Class II packets through the
network, there is no necessity to allocate Class I system capacity until the called
party has answered. Thus, from the time the calling party finishes signaling the
originating switch until the answer-back from the called party reaches the originat-
ing switch, only Class II CCIS messages are required. Compared to immediate allo-
cation of channel capacity in an SDMX or in most TDMX systems, this permits channel
capacity to be assigned to other traffic less the CCIS messages for the given call.
For example, assume that the average Class I allocation is 160 bits per master frame,

the master frames have a 10 millisecond period, four CCIS messages flow in each

*It is shown in Section 10.2 that less than 1 percent of channel capacity is required
for CCIS traffic.
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direction per link during signaling, and the average subscriber delay in answering
is 12 seconds. Then for CCIS messages averaging 160 bits in length and Class II
data messages averaging 7420 bits in length, the SENET-DAX can transmit over 25

average length messages while waiting for the called subscriber to answer.

1.3.3.3 Effect on Class I Routing and Connection

The SENET-DAX efficiencies above those possible in conventional systems
affect the routing of Class I traffic in the following way. For a conventional SDMX
or TDMX system, transmission and handling of CCIS messages is often slow, usually
being based on the equivalent of 2400 B/S transmission. In addition, route reserva-
tion and allocation of resources occur simultaneously. This often results in se-
lection of a routing strategy based as much on meeting maximum connection time re-
quirements as on optimal routing of the call through the network. In the extreme,
for example, this can result in unnecessary all-trunks-busy rejection of calls for
which the network as a whole has capacity, but which capacity cannot be found and
connected within the time permitted. By contrast, the SENET-DAX concept routes the
CCIS messages for call reservation along the route the call is expected to take, but
only if that route is currently available and is optimum for Class Il data packets
between the two nodes involved. These CCIS packets can be alternately routed, if
necessary, automatically and on a moment-by-moment optimum basis. Answer-back and
call termination messages, and the SENET-DAX unique reallocation CCIS messages, will

in general, be Class II routed completely independently of the Class I call route.

This advantage of the SENET-DAX dynamic channel allocation scheme can be util-
ized to permit quasi-associative routing of Class I calls in a dynamically optimized
fashion as described for Class II traffic in Section 3.2. This is expected to result
in call connection times equal to or better than those found in the best-performing
conventional systems, combined with the advantages of a sophisticated routing scheme

that optimizes utilization of transmission system resources.
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1.3.4 Service Features

1.3.4.1 Range of Potential Service Features

The most significant impact of the SENET-DAX concept on service features is
that dynamic channel allocation as structured in a stored-program distributed arch-
itecture permits an unprecedented degree of flexibility and efficiency in handling a
variety of subscribers and trunks differing in many characteristics. These include
urgency of connection/response time, security, precedence needs, digitizing algorithms,
need for multi-party communications, error-tolerence, and others. It also provides
flexibility for system necessities such as automatic alternate routing, intercept,

preemption, journaling, retrieval and tracing.

1.3.4.2 Class I Service Features

Switches based on the SENET-DAX concept can feasibly offer to Class I sub-
scribers all of the service features commonly available in a high-capacity convention-
al circuit switch. These features may include such capabilities as precedence and
preemption, conferencing, call transfer and forwarding, compressed and abbreviated
dialing, secure call mode conversion (see Section 1.3.4.4), automatic line/trunk
grouping and hunting, direct access service, attendant recall/operator functions, and
virtual connection of bulk data calls (such as sensor data and long-duration computer

interconnections) and forward error corrected facsimile and low-speed video.

The impact of the SENET-DAX concept most visible in Class I features will be
that subscriber equipments will not be constrained to a few types of loop appearances
or a compatible family of appearances, but a wide range of equipments may receive
service from the SENET-DAX. Less visible to an individual subscriber, but of obvious
significance on a network basis, is the higher total throughput and improved network
grade of service possible because of the dynamic channel allocation process. The
subscriber will also see improvement in the speed of call connection and of data

transfer through such a network.

1.3.4.3 C(Class Il Service Features

Switches based on the SENET-DAX concept can also feasibly offer all of the
service features commonly av lable in high-capacity conventional store-and-forward

message switches and fast-response-time/high capacity '"conventional" packet switches.
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These features may include such capabilities as message accountability, message and
communications line security, precedence and preemption, multiple addressing, univer-
sal data subscriber interfacing, mode/code/speed/format conversion, archival storage,
intercept, retrieval and trace, bulk data transfer capability, automatic-repeat-re-
quest (ARQ) facsimile, including facsimile store-and-forward and facsimile multiple

address, and rapid query/response, interactive, and data base update services.

The impact of the SENET-DAX concept most visible in Class II features will
be that subscriber equipments of not only different characteristics, but of quite
different demands for quality and speed of service, will receive such service simul-
taneously and non-interferingly. Less visible to an individual data subscriber, but
of obvious significance on a network basis, is the higher throughput capacity and
faster response/transit time possible for data messages traversing the network. Again,
this is a direct consequence of the SENET-DAX dynamic channel allocation process. In
the case of data transmission, it is calculable that total data transmission require-
ments will approximate 5 percent of the total voice transmission requirements. In
essence this means that a network adequate in total capacity for projected voice
transmission requirements during peak periods will normally offer data a much greater
information transmission capacity than the peak data transmission requirements could

justify when considered alone.

1.3.4.4 Digital Voice Conversion

Another interesting potential service feature brought to light during the
course of this study is the conversion of voice calls between subscriber digital term-
inals that are incompatible in conversion algorithm, speed, synchronization technique,
or any combination of these. The SENET concept does not directly make such conversions
feasible. It simply establishes a communication system environment in which incom-
patible voice calls can exist simultaneously. Given this capability, the question
arises whether the subscriber should be limited to communication only within a family
of compatible instruments. In the case of data terminal equipments, the answer has
for a long time been that mode/code/speed/format conversion was to be supplied in
order to permit intercommunication among incompatible data subscribers. The question
has not arisen significantly for voice networks. Terminal instruments tend to be
compatible in an analog world, and only signaling compatibility has to be ensured.

In a digitized voice environment, it has long been accepted that all subscriber in-

struments would have to be compatible.
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Within the security constraints previously discussed (Section 1.3.2), which
apply equally to data terminal equipment interconnection, and given development of
practical algorithm-to-algorithm mapping techniques, the SENET concept could rather
uniquely make effective use of such a conversion technique. This uniqueness is not
so much in the provision of such a capability (this would be clearly desirable in
any network tasked with interconnecting incompatible voice subscribers; for example,
bit stuffing for speed compatibility between TDMX subscribers), but rather in using
the technique to enhance transmission efficiency through the network. This does not

appear to be true of either SDMX or of TDMX multiplexing.

Enhancement of SENET-DAX network transmission efficiency could be obtained
whenever the voice subscriber terminal instruments operate at different transmission
rates, and the call is either clear text or Crypto Siage I (link-by-link encryption).
The improvement would be accomplished by always applying the conversion between the
dissimilar rates as near as possible to the higher speed subscriber. For the inter-
connection of a 32 kilobits/second CVSD equipment and a 9600 bits/second APC equip-
ment, for example, the conversion would be done in the SENET-DAX on which the CVSD
subscriber was homed. Consequently, the call would be carried through the SENET-DAX
network (in both directions) at 9600 bits/second, requiring only 30 percent of the
transmission bandwidth necessary for a 32 kilobits/second call. Note that this
approach would apply regardless of which subscriber initiated the call. The flex-
ibility of the SENET concept also applies if the incompatibility between two digit-
ized voice subscriber instruments is not one of speed, but one of technique or con-

version algorithm.

The rapidity with which CCIS is accomplished can also lead to enhancement of
system performance. For example, if conversion is required, and one of the SENET-
DAX switches involved has already busied all of its conversion units, the call need
not be denied. Instead, the system can arrange via CCIS messages to transfer the
conversion process to a tandem SENET-DAX, or to the SENET-DAX at the opposite end of

the connection, if it has a conversion unit available.

Finally, it should be noted (as pointed out in Section 1.3.2) that even when
end-to-end encryption (Crypto Stage II) is common, a slight variation in COMSEC
doctrine would still permit interconnection between incompatible subscribers by means
of algorithm conversion. The variation (Stage I/II) would divide end-to-end encryp-
tion into two parts: from the originator to the converting SENET-DAX, and from the

converting SENET-DAX to the recipient.
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1.3.5 Network Management

The most significant impact of the SENET-DAX dynamic channel allocation con-
cept on network management is that it permits extremely flexible and efficient hand-
ling of the interswitch communications necessary for the provision of alternate/
adaptive routing, traffic load control, and network technical control functions for an
integrated voice and data communications system. These are discussed briefly in this
section. In addition, the possibilities of Time-Assigned-Speech-Interpolation (TASI)

and Time-Assigned-Data-Interpolation (TADI) are considered in some detail.

1.3.5.1 Management of Adaptive Routing

SENET-DAX capability for extremely short delivery delays for CCIS packets
handling virtual real time connections permits the improvement of transmission ef-
ficiency prevously described. A less obvious impact is that routing of CCIS messages
can be accomplished in a quasi-associative manner, thereby enhancing SENET-DAX se-
lection of the most effective alternate route. For example, to determine whether
it is worthwhile preempting a link from A to C, system capability can be utilized by
routing CCIS messages from A to B to C requesting confirmation of availability of the
route from C on to the destination D. By contrast, conventional systems can usually
meet connection time requirements by blindly preempting each successive link in se-
quential order, even if a non-preemptable link is eventually encountered. In this
case, not only is the new call ultimately blocked, but other calls have been uselessly

preempted.

Similarly, it is suggested that SENET-DAX routing of Class II Store-and-Squirt
packets (Section 1.3.1.3) be adaptive, modeled on the ARPANET routing algorithm.
This algorithm adjusts the routing from origin to destination by choosing the lowest
observed delay route between each node and the next towards the destination. The
SENET-DAX can utilize a similar algorithm, but need not base its operation purely
on observation. During periods of relatively light traffic, the SENET-DAX could
actively test transit times to other nodes with which it has not recently been in
communication, using CCIS messages on a space-available basis. This would permit op-
timization of adaptive routing tables on a continuous basis, rather than occasionally
handicapping the transit times of initial packets over an infrequently used route be-

cause of reliance on non-current information.
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1.3.5.2 Management of Traffic Load Control

The speed and efficiency with which interswitch signaling can be accomplished
by the SENET-DAX network should permit traffic load control to be done in a modulated
fashion. Rather than each node either permitting all or no traffic entry, CCIS mes-
sages can be used to accept certain precedences of Class I traffic, while blocking
or alternately routing others. Simultaneously, certain precedences of Class II traf-
fic can be accepted, others delayed, and others routed alternately. These decisions
can be made at each SENET-DAX, which knows not only the status of its own links di-
rectly to other SENET-DAX nodes, but also knows, when necessary, the status of remote
links farther on in the network. For example, in the case of a node outage, re-
routing could be accomplished at switching centers one remove back from those direct-
ly connected to the inoperable node. This should have the effect of spreading out and

thereby minimizing the impact of such an outage.

1.3.5.3 Management of Systems and Technical Control

The flexibility of the SENET-DAX concept should permit very effective network
technical and system control and management. In particular, the SENET concept is
intended to be essentially transparent to many types of traffic, while affording them
extremely high performance. This capability should permit economical technical and
system control communications for relatively infrequent reports and commands, yet

permit very fast dissemination and response times.

1.3.5.4 Time-Assigned-Speech-Interpolation

An evaluation has been conducted during the study of the practicality of
making use of silent periods during transmission of digitized voice calls for trans-
mission of other types of information. Silent periods occur during voice transmission
when one of the parties is listening, and as pauses while one party is speaking (the
former tending to be considerably longer). In either case, the silences represent
periods, which for a typical SENET-DAX may be from a few to many master frames, dur-
ing which the SENET-DAX has nothing to transmit in the allocation made for that voice
call in the Class I region of its master frame. In current systems, techniques have
been devised for detecting these silent periods and making use of them for other
active calls. One of these techniques is called Time-Assigned-Speech-Interpolation
(TASI). One particular part of the study was concerned with the practicality of such

a technique in a SENET-DAX system.
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Upon examination, it quickly became apparent that application of a TASI-like
technique in the SENET-DAX network would be sensitive to the crypto environment.
That is, detection of silent periods in near-real time could be accomplished (and
in fact would be much easier with the digitized voice which the SENET-DAXs are
specified to handle), only if voice transmissions are unencrypted or link-by-1link en-
crypted (Crypto Stage I). But even in this case, the dynamic allocation capability
of the SENET-DAX concept militates against use of these silences for speech inter-
polation. Because the makeup of each frame is based on a map of the Class I region,
rather meticulous control of the alteration of these maps is considered necessary.
Transmitting and receiving SENET-DAX must agree exactly on what is located where, and
how much of the frame each allocation requires. Just as importantly, they must agree
on the exact timing of constantly changing allocation maps. The resulting coordin-
ation complexity makes it impractical to interpolate speech into the silent periods

of other speech.

In the case of end-to-end encrypted calls (Crypto Stage II), it would be
impossible to detect silent periods in either direction and interpolation of any kind
is not feasible. Unlike the situation of conversion between digitized voice tech-
niques (Section 1.3.4), Crypto Stage I/II (end-to-end encryption to and from a single
common point) would not be any more feasible than Crypto Stage II with respect to

interpolation.

1.3.5.5 Time-Assigned-Data-Interpolation (TADI)

Although TASI techniques do not appear feasible in the SENET-DAX concept,
interpolation of packet-switched data (TADI) into the silent periods of clear
voice or Stage I encrypted voice appears a possibility. Consider the following hypo-
thetical technique. Immediately following the Start-of-Frame marker, each master
frame could include a Frame Silences Map (FSM). This map would contain one bit
position for each of the maximum number of Class I calls a master frame could contain.
For each Class I connection in a particular frame having silence, the FSM would con-
tain a zero-bit; for each connection in the frame having voice at the moment, the
FSM would contain a one-bit. Any unassigned allocations (including those beyond the
normal Class I/Class II boundary marker) would always have zero-bits at their posi-
tions in the FSM; Crypto Stage II calls would always have one-bits at their positions

in the FSM.
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The SENET-DAX would treat all silent allocations in each frame as a dispersed
string of sequential bit spaces, followed contiguously by the formal Class II region.
Using normal procedures, the SENET-DAX would start with the first packet of the old-
est message of the highest precedence, and would allocate the bits of this packet
sequentially into as many of the silent allocations in the Class I region of that
frame as are necessary. When a complete packet has been mapped into the region of
silences, the next queued packet in order will be similarly and contiguously mapped
into the region of silences. If the bits available in the totality of silent al-
locations in a frame were not enough to contain all of the packets queued and ready
for transmission during that frame, the Class II region would be used as a contiguous

extension of the silent allocation.

On receipt of a master frame in which data packets were being interpolated
into silent periods of Class I digitized voice allocations, the receiving SENET-DAX
would utilize the received FSM to determine which allocations in that particular
frame should be handled as normal Class I digitized voice calls, and which (silent)
allocations would be string processed as sequential dispersed bits, with the addition

of the literally contiguous Class II region bits if necessary.

Analysis based on DOD projections of voice and data traffic during the 1980's,
including typical digitized voice and data rates, indicates that a typical SENET-DAX
master frame, during a peak second in this time period, would cemprise approximately
82.8 percent Class I digitized voice, and 17.2 percent Class I non-voice (facsimile
and slow-scan video) and Class II data traffic. These same traffic analyses indicate
that in a hypothetical network projected for this time period, a single Tl carrier
may not suffice for network links in some cases. However, for illustrative purposes.
consider utilization of a single T1 carrier link using TADI of Class II packets into
Class I digitized voice silences. During each peak second, a SENET-DAX utilizing a
1.544 megabits/second Tl carrier to capacity without consideration of TADI (Time-
Assigned-Data-Interpolation) would transmit in each 10 millisecond master frame a
7-bit Start-of-Frame marker, approximately 12,773 bits of Class I digitized vvice
(82.8 percent of net), a 7-bit Class I/Class II marker, and approximately 2,653 bits
of non-voice Class I and Class II data traffic. In other areas of this study, a
weighted average voice allocation was calculated to be approximately 155.4 bits per
10 millisecond master frame; thus voice allocations during the peak second equate to

approximately 82 concurrent voice calls. In order to utilize the TADI technique
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hypothesized, the Frame Silences Map must provide for the maximum number of voice
calls the master frame need handle. Nominally, this would be 643 (assuming an entire
master frame of 2400 bits/second vocoder calls), as opposed to the 99 which would be
required if the master frame were fully occupied by average length digitized voice
calls. Arbitrarily (and approximately) splitting the difference, it is likely that

@ 384-bit Frame Silences Map will suffice. Assuming that this 384-bit FSM is trans-
mitted immediately following the Start-of-Frame marker, and that the master frame is
still handling the same 82 average length digitized voice calls, there would be left
2306 bits for non-voice traffic in the peak second. Of these bits, approximately

719 would be required for the non-voice Class I traffic (slow-scan video and FEC

facsimile), leaving some 1587 bits to be used for Class II data traffic.

Studies made in conjunction with the TASI technique indicate that an average
two-way four-wire connection would be active (i.e.,'non-silent) about 35 percent to
40 percent of the time during any given frame, allowing for listening periods and for
silences during speech. Therefore, for the 82 voice call allocations, some 49 to 53
allocations, totaling 7,615 to 8,236 bits, would be available for Time-Assigned-Data-
Interpolation during a peak second in each master frame, exclusive of the nominal
Class II region. Since the original 2,653 bits of non-voice Class I and Class Il
data traffic include 719 bits of slow-scan video and FEC facsimile, there remain
some 1,934 bits of Class II data traffic to transmit in the master frame during the
peak period. From 3.9 to 4.3 times this many could be inserted into the silent por-
tions of the original 82 digitized voice connections, if the hypothetical TADI tech-
nique were used. To this capacity could be added the nominal Class II region (1587
bits) foc even more capacity, if this were necessary. The resulting total capacity
for Class Il data, concurrent with the original 82 digitized voice calls and with
the calculated amounts of slow-scan video and FEC facsimile, would be from 9,549 to

10,170 bits.

It appears, however, that for a SENET-DAX network which handles digitized
voice traffic that is preponderantly clear or link-by-link encrypted (Crypto Stage I),
a better use of the TADI technique would be to expand the digitized voice capacity
of the network. Allowing the 7-bit Start-of-Frame marker and a 384-bit Frame Silences
Map, as above, and allowing the Class I traffic to fill the rest of the peak second
master frame, a typical master frame would include 15,049 Class I bits, or some 11.5

percent more than before. Of these bits, approximately 802 would be non-voice Class I
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(slow-scan video and FEC facsimile) and not subject to data interpolation. The
14,247 Class I digitized voice bits would correspond to approximately 92 average
length voice allocations, 10 more than before. These 92 voice allocations would in
turn include, in an average master frame, from 55 to 59 silent allocations, totaling
8,547 to 9,168 bits available for TADI of Class II data packets. It appears there-
fore that utilization of this TADI technique would, under peak second conditions,
permit an increase of 11 percent to 12 percent in the amount of Class I traffic a
SENET-DAX network could handle, while concurrently the amount of Class II data traf-
fic that could be handled would be from 4.4 to 4.8 times as great as could be handled
without Time-Assigned-Data-Interpolation, barring excessive amounts of Crypto Stage

IT digitized voice traffic.

The TADI approach is promising but, because of a significant software impact,

has not yet been explored in depth.

1.3.6 Subscriber Terminal Requirements

Although study of the SENET-DAX concept at this point is still an investi-
gation of techniques, it is nontheless useful to begin consideration of the tech-
nical impact of the dynamic channel allocation concept on subscriber terminal require-
ments. Investigations to date indicate that there appears to be no direct impact
of the SENET-DAX concept on the requirements for subscriber terminal equipments
homed on a switching center. The only immediately evident indirect impact appears
salutary; the SENET-DAX concept seems wéll suited to integrating efficiently and
flexibly the transmission of communications between members of widely disparate sub-

scriber communities.

1.3.6.1 SENET Concept for Loops

As far as has been determined during the course of this study, it appears
improbable that the SENET concept would ever be used on the loop (subscriber) side
of a SENET-DAX. It is not anticipated that subscriber terminals would ever exhibit
varying types of data communication aspects in dynamically varying proportions.
Rather, it seems more probable that any individual subscriber terminal would present

an invariant aspect to the system at any one time.
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As a corollary to the foregoing, there does not appear to be any particular
usefulness in development of a subscriber terminal capable of generating its al-
located portion of a SENET-DAX master frame at the rate required for trunk trans-
mission, and with the coordination necessary for smooth integration into a master
frame with other portions of that master frame generated internally to the SENET-DAX.
To begin with, this would require loops capable of the same transmission rates as
the trunks. This currently would be quite uneconomical. Of considerably more im-
port, the coordination of dynamic channel allocation would become very unwieldy, and
probably quite inefficient. Finally, the whole point of the SENET concept of soft-
ware-controlled multiplexing to and from a shared memory would be vitiated by such

direct connections.

1.3.6.2 Line Termination Units

Current communications switching systems ordinarily require line termination
units to facilitate the interfacing of subscribers on individual loops with the multi-
plexed transmission trunks. This is especially necessary when an analog subscriber
is to be multiplexed onto a digital trunk. Similarly, since conventional store-and-
forward and packet switching data communication systems operate into and out of mem-
ory under software control, line termination units are required to interface widely
dissimilar types of subscribers with a shared memory. The SENET-DAX has requirements
similar, and of no greater or lesser complexity, to these conventional systems. A
SENET-DAX on an individual basis might require a greater variety of line termination
units than any single-subscriber type of communications switch now available, but

this is a simple consequence of the flexibility of the SENET-DAX concept.
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SECTION 2

MASTER FRAME STRUCTURE
2.1 FRAMING AND ENVELOPING

2.1.1 Problem

The transmission concept we are studying 1s an integrated switched
telecommunications network which is to handle simultaneously, circuit
switched, packet switched, and some message switched (Store & Forward)
traffic. The concept 1s expected to permit a high level of trans-
mission efficiency not obtainable by separate systems. The idea is
based on the dynamic allocation of variable sized increments of the
transmission capacity of a master frame period as a function of traffic
demand by class. This section will attempt to define the structure of
that master frame and the framing/envelope characteristics of the various
classes of traffic served by the system. This structure, along with
factors affecting the selection of frame period, will be ahalyzed
and redefined, if necessary, to minimize cross-office and total cross-

network time delay and impairment of system performance.

2.1.2 Objectives

We are interested in achieving the following objectives as a
result of our solution of the framing/envelope problem.

1. To support subscribers using equipment characterized by digital
data rates in the 8000N family, the 2 x 75N family, commercial
common carriers, and transmission systems now under develop-

ment.

2. To handle digitized voice rates representative of various
evolutionary stages of development simultaneously with the
data rates above without mutual interferences or prohibitive
inefficiency due to catering to the least efficlent tech-

nique.

3. To improve the grade of service, increase the capacity, or
both, as more efficlent volce digitization, facsimile trans-
mission, and video transmission digitization techniques are

FR76-1 2=1
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introduced. These improvements should be independent

of each other.

4, To minimize the cross-network delays and timings
involved in establishing calls, coordinating connections,
crypto-synchronization, propagation of trunk signalling
(CCIS) messages, error control and channel coordination
in noisy or delay environments, and end-to-end control

ang aceountibility effects.
5. To minimize cross-office network delays and timings for
implementation concepts for DAX's and integrated tandem

switches.

2.1.3 Analysis and Results

2.1.3.1 Introduction to the Master Frame Format

Our approach will be to divide wideband digital trunk capacities
into master frames in the time domain (see Figure 2-1). The period of
the master frame, once selected, would be constant (e.g. 10 msec or
20 msec) throughout a system. However, within a frame, traffic of
varying bandwidths can be accomodated simultaneously by allocating
time shares as needed, until the total capacity of the wideband trunk
has been allocated. Within a master frame, portions will be utilized
as a Start of Frame (SOF) Marker, Class I Region, and Class II Region,
where CCIS messages represent a subset of the Class II allocation.

Our choice of formats for the Class I and Class II Regions, and the
CCIS Subregion, 1is shown in Figure 2-2.

The Master Frame Format must be compatible with terminal equipment

having rates characteristics of the Defense Communications System (DCS),

commercial common carriers, allied communications systems (e.g. NATO),

and transmission systems under development. There is also a require-

ment to support subscribers utilizing equipments characterized by digital

data rates in the BOOON family, the 2 x 75N family, and at rates not

=g
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Figure 2-2. Master Frame Formats for the Class I, CCIS and Class II Regions
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found in either family. Because Class I calls must be processed 1n
real-time, while Class I packets will be speed-buffered, the period
for the master frame will be chosen primarily as satisfactory to
Class I trafflc. Class II traffic will be handled withln this

constraint.

2.1.3.2 Start of Frame Marker

The Start of Frame (SOF) Marker is used for synchronizing at the
beginning of the Master Frame. It consists of the first N bits of a
frame and is expected to take on one of two possible forms. The first
is a relatively long N~bit coded sequence or a series of short Nz—bit
coded sequences used to establish initial frame synchronization or to
reestablish synchronization after a loss of sync. This is a powerful
technique, verified to permit achievement of synchronous operation
under the worst conditions anticipated for the application of this
technique. The number of bits Ny required in this case should not
; exceed 100; N2 is on the order of 15 bits. The second form of SOF
would be a short control sequence on the order of 1 to 15 bits, which
would be used to monitor and maintain sync during the time when both

— — — —

transmission directions of a link are in-sync.

g

The adaptability of this scheme is attractive from the point of
view that it minimizes transmission overhead and makes use of the
conslderable software capability of the DAX. Use of the single short
control sequence would seem to provide the most efficient frame over-
head utilization; however,this results in a less rapid sync acquisition -
too high a price to pay for the increase in efficiency. Section 4.2 -
Frame Synchronization deals with the Start of Frame Marker in some

detail.
2.1.3.3 Class I Region

The Class I Region will be utilized for transmission of Class I
circult switched traffic, to include digitized voice, facsimile, and
low speed digital video. Transmission rates utilized for voice will be
those of the 8000N family (4 kbps, 8 kbps, 16 kbps, 32 kbps) and of

FR76~1 2-5

- e o ———

e S

lIIIIIIl...IIIIIIllIIIIIIlIIllIIlIIIIIII.IIIIIIIl----h‘>

T 55 0L




the 2 x 75N (2400 bps, 4800 bps, 9600 bps) as well as others -
(50 Kbps). The range of speed for video communication will be
100 Kbps to 200 Kbps '‘and for facsimile will be 50 Kbps to 64 Kbps.

The format of Class I traffic is similar to that of a time-division
demand assignment approach. Because Class I is defined to comprise
real-time traffic, the time slice to which each call is assigned is
reserved during succeeding frame periods until the termination
of the connection, or until termination of a call placed earlier permits
reallocation of an on-going call. Time slices are allocated and
controlled through signalling and supervision messages in the CCIS Sub-
region. The main differences between this approach and that of standard
synchronized TDM are that allocations of time-shares are variable to
accomodate Class I traffic at different bit rates and the location
of these allocations in the master frame are not fixed, nor is the

total information bandwidth limited (except by the capacity of the trunk).

The time structure of the Class I Region 1s shown in Figure 2-2a.
With a 10 msec master frame as derived from a 1.544 Mbps Tl Common
Carrier, a total of 15,440 bits is provided in each of 100 master frames
per second. Digitized voice at 8 Kbps would then require an 80 bit
allotment per frame. Taking this as the first channel in Figure 2-2a,
bits 1 through M = 80 would be allocated for the call. A second channel
at 2400 b/s would be allocated the next NL = 24 bits, etc. Each channel
is uniquely indentified in the frame by its starting position and its
duration in bits.

The advantage to this approach is that the system can handle
simultaneously many different digitized voice rates representative of
various evolutionary stages of development without mutual interferences
or 1lnefficliency due to catering to the least efficient techniques. Also,
as more efficient techniques of voice digitization, facsimile trans-
mission, and video digitization are introduced, these improvements may
be introduced independent of one another and without changing the way
they are handled 1n the network.

FR76-1
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2.1.3.4 CCIS Messages

Following Class I traffic and occupyling the first portion of
the Class II Region will be the Common Channel Interswitch Signalling
(CCIS) messages. CCIS messages will be sent in packet fbrm according
to the standard specified by Advanced Data Communication Control
Procedures (ADCCP)*. This structure consists of a flag which is the
8 bit pattern 01111110, followed by an 8 bit address and 8 bit control
field. A variable information fileld follows the control field and a 16
bit redundancy field for error control precedes the closing flag. The
flag which closes a packet may also be used as the opening flag for

the next sequence.

CCIS messages will contain information necessary to establish and
route Class I calls through the network. CCIS and Class II data
messages are contiguous and indistinguishable from each other except
by an identification bit located in the address field. The cholce of
packetizing data using ADCCP format was made because it is very efficient
for transmitting Class II data. The same procedure is used for CCIS,
even though the overhead for the format 1ls quite high. The reason
is that the convenience of using the same format throughout the Class II
Region far outweilghs the overhead inefficiency involved with using
ADCCP procedures. for CCIS.

The CCIS region will be used to map the Class I allocation changes
of subsequent master frames at the earliest. This is because processing
demand is considerably eased when connection time is extended by one or
more frames rather than required in the same frame period as the CCIS
information transmitted. Thus the CCIS Region is positioned in the
frame after the Class I data since it refers to changes made in frames
subsequent to 1t. Another advantage of doing this is that CCIS and
Class II data are both arranged in ADCCP packets and from a processing
point of view they can be treated as one class. Trus the processing
for voice and packets can be done separately and the boundary identifed

-
For further information on ADCCP, see Section 2.4-CCIS fields and Formats.
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by the flag of the first CCIS packet following the Class I traffiec.

It 1s not expected that many CCIS messages will occur during the
duration of individual Class I calls. CCIS messages are sent to
originate calls, terminate calls, and reassign channel allocations to
fill in gaps due to termination of other calls. Since many thousands
of frames, e.g., 30,000 frames assuming an average holding time of
5 minutes ard a frame period of 10 msec, will occur within the duration
of an average call, most of the time no CCIS information will be sent.
This factor places an upper 1limit on the CCIS Region which will be
necessary to describe Class II traffic.

2.1.3.5 Class I1I Region

Following the CCIS message wlll be Class II data in the form of
ADCCP packets,each self-identifying and self-routing and generally of
variable size*. This provides support to data terminals which operate
over a wide range of speeds. Incorporated in the packet format will be
information necessary for routing, security, identity, and precedence.
By keeping this information short with'respect to the packet length,
efficient utilization of the transmission efficiency of the system is

possible.

Class II data traffic will include two-.categories; data character-
ized by short discrete messages requiring near real-time delivery
(including interactive communications, query/response comﬁunications and
data base updates) and bulk data characterized by long messages
without the requirement for immediate delivery or on a FIFO (First-In,
First-Out) basis by precedence level. Long bulk data messages with

The packet size 1s variable within the limits of the ADCCP Frame
Check Sequence (FCS) to provide adequate error protection for the
particular environment encountered. For example, for Line-of-
Sight Communications, the maximum packet size might be on the
order of 1000 bits while for Tropo it might be only 400 bits.

2-8
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typically low precedence and security classification, may be tempor-
arily inhibited (probably at the terminal but possibly at other points
in the system) when the demand on traffic is high and reinitiated when
capacity becomes available. Justification for conversion of bulk data
rate packets for Class II transmission 1s taken up 1n Section 2.2-
Packet Switched Bulk Data Transfers.

2.1.3.6 Packet-Switched Class II Traffic

In this section we will consider a specific case which will
illustrate the advantages of using ADCCP packets to transmit Class II
data traffic. Figure 2-3 shows the structure of the two approaches we
investigated to transmit Class II messages; ADCCP packetgﬁland USASCII
message b]ockgssy In ADCCP, signals for data link control are based on
bits and unique bit patterns while for USASCII control signals are based
on 7 bit ASCII code characters (with parity bit added).*

Both message types have overhead b&ts associated with them. For the
ADCCP packet, overhead consists of the 40 bits which make up the
Flag (F), Address (A), Control (C), and Frame Check 3equence (FCS)
fields. This remains constant regardless of the length of the Infor-
mation Field (up to the maximum length of the message). Overhead for
the USASCII message includes 8 bits each for the Synchronization (SYN).
Start of Message (DLE), Address (A), Control (C), End of Message (ETB),
and Block Check Sequences (BCC) characters plus one parity bit'Fsrwﬁygfy
ASCII character in the Information Field.** Thus the ADCCP packet is i
more efficient with respect to overhead than its USASCII counterpart.
For the minimum message transmitted, the ratio of information bits to
total bits transmitted is U40% for ADCCP while for US'SCII it is approx-
imately 30%. Information bits are defined here to be those bits not

*

It 1s worthwhile to point out that the data communications industry has
recommended that bit oriented ADCCP be adopted as the data link control
standard for communications within computer networks.

*%
Each Address, Control, and Information Fleld character is composed of

seven-bit ASCII characters with a parity bit added.
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associated with either message deliml ters or error correction. In
Figure 2-3 this would include all the bits of the Information Field (I)

plus those bits in
message handling.
and Control Filelds
format only 7 bits

the Adcéress (A) and Control (C) Fields which concern
For ADCCP format, the full 8 bits of the Address

would be classified as information while for USASCII
would qualify (the 8th bit in each field is a parity

{375 o) 3

Transmission efficiency for each message type as the Information
field is varied is given in Table 2-1.

transmission, i.e., when the text portion is composed of 80 - 8 bit

For equivalent Autodin message

information characters, ADCCP exhibits an overhead percentage (3.6%) less
than half that of USASCII (9.1%).

TABLE 2-1. TRANSMISSION EFFICIENCY AS A FUNCTION OF INFORMATION

TRANSMITTED

Information Bits Transmission Efficiency

USASCII ADCCP
0 bits 29.24% 40-0%
200 85.3 89.3
400 92.1 94.3
600 k.1 96.2
800 95.9 2wl
1000 96.7 97.7
1200 §7.2 98.0
2-11
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Besides being more efficient, ADCCP has more inherent descriptive
power than USASCII. In ADCCP the full Address and Contrcl fields are
avallable for use while in USASCII, only the first seven bits are
available (the 8th bit is for parity). Thus twice as many addresses
(and control) can be specified using ADCCP as can be specified using
USASCII.

A third recommendation for the ADCCP format concerns the error
control capability. Checking the ASCII code of the USASCII variable
length message for errors is done using horizontal and vertical parity
bits, while for ADCCP polynomial codes are used. Polynomial checking is
generally a more powerful technique than the ASCII horizontal and
vertical checking, although the cost of encoding and decoding equipment
is higher.* For example, using the 16 bit Frame Check Sequence for
protection, and transmitting fixed length blocks of 800 bits over a tele- _
phone line with a random bit error rate probability of 10_1, the probability
of obtaining an undetected error on the block is of the oréer of 10_8
(see Reference 38). The corresponding undetected error probability for
horizontal or vertical parity checking is of the order of 10-7 (see
Reference 68). Thus ADCCP exhibits a higher degree of protection than its

USASCII counterpart.
2.1.3.7 Packet-Switched Bulk Data Traffic

Although the practicality of using packets to transmit bulk data
traffic will be fully covered in Section 2.2, we will briefly touch on
the justification of this approach. Bulk data transmitted in message
blocks stands a relatively high probability of being interrupted
frequently through preemption, especially for long dafa records. Using
ADCCP packets, we acquire a capability for long range transmission of
bulk data packet by packet, with each packet being transmitted to its
destination independent of one another, often along different routes,

*

It should be noted that with LSI technology advances, the cost
associated with circuitry to implement the more complex codes is
becoming much more feasible[38]
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and in small blocks which are rarely, if ever, preempted. Even if they
are preempted, only one packet 1s affected, not the whole message and
this packet is only slightly delayed. At the receiving end, the packet
can be reassembled off-1ine in storage according to. sequence number to
make up the original bulk message. This noninterruption of service leads
to a practical method of bulk data transfer in a military preemptive

environment and is the reason we chose this particular method.

2:1.3.8 Dynamic Interaction Between Classes

The Class I and Class II Regions will be dynamically assigned
during successive master frames depending on the traffic demand and
precederice of a c¢all. Class I trafflec 1s first allocated tapaclty,
upon demand,.for all calls up to the capacity of the Master Frame.

The Class I Region will normally be a large portion of the Master
Frame. Calls requiring capacity beyond full capacity allocations are
blocked and do not receive service unless they are of preemptory
precedence. After CCIS messages are transmitted, Class II interactive
and bulk data packets will be sent in FIFO order by message precedence.
Any portion of the frame not allocated to Class I traffic due to low
Class I traffic intensity, will be used to transmit Class II data
packets. This dynamic assignment of the Class I and Class II Regions
will permit on a continuous basis the grouping of these traffic classes
to minimize the inefficiency of having unused space within a master frame.
It has been established by several investigations that a system which
shares 1ts transmission capacity in this manner among a mixture of
traffic classes requires less overall capacity than separate systems for
the equivalent performance[lg]The result is a system that trades off
higher net transmission capacity with greater organizational complexity
and memory, and it is believed, lower net transmission cost.

2.1.3.9 Precedence/Preemption

Both Class I and Class II traffic will feature various precedence
levels. One problem which now arises 1s how to equate precedence of
different types of traffic 1n order to determine the rules governing the

preemption of calls. The present approach is to equate the precedence of
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voice and data traffic on a one-to-one basis, i.e., a data call
(Class II) of higher precedence can preempt a voice call (Class I) of
lower precedence, if necessary, and vice versa. However, to ensure
timely and efficient handling of Class I calls, the CCIS messages
associated with these calls could probably be given a uniform,
arbitrary precedence ensuring their propagation. One possibility is

to assign FLASH precedence to Class I CCIS messages.

[n the case where both voice and data calls have equal precedence
and elther call is preemptable, the data call will be preempted first.
'his 1s because preemption of a voice call implies a more catastrophic

ffect, since 1t involves breaking down the call and dropping it, whereas
ata call may be delayed and queued for transmission at.a later time.

2:1.3.10. Slot Size

In Section 10.2 we will examine the efficacy of standardizing
on a maximum transmission increment, or slot size, by which the bit
position and the bit duration within a master frame for Class I calls
could be specified. This approach eas assessed with respect to the
efficiency of frame utilization in terms of the overhead bits needed
to describe the positioning and allocation of a Class I call and the
bit stufffing necessary to handle the wide variety of Class I data
rates served by the system. Slot sizes of 1 and 4 bits for a frame
period of 10 ms and 1, 4, and 8 bits for a 20 msec frame period appeear

favorable from an implementation as well as a transmission efficiency

point of view.
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2.1.3.11 Connection Time and Performance

In Section 10.3, other factors are evaluated for their impact
on cross-network timing and performance. These include accountability,
dynamic alternate routing, crypto operation, multi-homing, buffering,
and slot size as a function of efficiency. While connection times
for traffic should be minimized (to a few seconds at most), these
should be traded off against processing load (Section 3) and traffic
handling requirements (Section 11). For example, it appears desirakle
to limit tne total number of CCIS messages in a single master frame so
as to bound the network against random surges of traffic, even at the

cost of delay in handling Class I traffic.

Z2:2:0:122 Error Contyol

Error control and correction (see Sections 4.6, 9, and 10.2)
depend greatly on the transmission path. A hybrid Forward Error
Control/Automatic Repeat Request (FEC/ARQ) protect scheme adequate
for the worst links (BER's of 10_3 or greater) turns out to be extremely
inefficient for the best links. Automatic Repeat Request (ARQ), while
powerful and effective for moderate error and short Jdelay, falls apart
under high noise and/or long path conditions, due to the frequency of
retransmits. These and other procedures, such as adaptable approaches,
require further evaluation in terms of capability and implementation
complexity as function of postulated realistic noise and network

environments.
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2.2 PACKET-SWITCHING BULK DATA TRANSFERS

5 5 3

2.2.1 Problem

The SENET=-DAX concept envisages handling in an integrated fashion the trans-
mission of digitized voice, low~speed video, and Forward Error Correcting (FEC) fac-
sﬂnile via variable, dynamically-allocated virtual connections within a Class I region
of the Master frame. Cormmon Channel Interswitch Signaling (CCIS) messages arranging
for the establishment, reallocation, and termination of these virtual channels, and
digital data transmissions involving interactive, query/response, data base update,
and narrative record traffic are to be transmitted in those portions of Master Frames
not required for Class T virtual connections, on a First-In/First-out (FIFO) basis by
precedence; these transmissions are classified as Class II in the SENET=-DAX concepte.
Details of the various formats and procedures will be found in other sections of this

study report.

In the SENET=-DAX concept, very long data transfers of bulk data are categoriz-
od as Class III data transmissions. Appendix A to the SENET=-DAX Study Statement of Work
1lists the following characteristics for Bulk Data:

1, Cross network connection time of 30 to 60 seconds;

be Variabls input data rates from 100 kb/s to 1 mb/s;

Ce FError control is required;

do Perogative of system to terminate call temporarily;

Other DCA-provided information (1) has been to the effect that bulk data transfers
might be required by approximately 20% of the I/0 terminals foreseen for the near
future; that two different types of bulk data transfer can be foreseen, and can be
conveniently labeled Bulk 1 and Bulk 2; that Bulk 1 transfers are expected to have

nominal message lengths of 10,000 to 1 million bits, occur up to 15 times per busy
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hour (8 transmissions and 8 receptions, both typically at LB0OO b/s) at 19% of the total
I/0 terminals foreseen; and that Bulk 2 transfers are expected to hawe nominal message
lengths of 1 to 100 million bits, occur approximately once in ten busy hours (primarily
as transmissions, with negligible receptions, both typically at 9600 b/s) at 1% of the
total I/0 terminals foreseen, In this earlier DCA information, Bulk 1 was identified

as being typically the transmission of entire files, programs, or processing results;

Bulk 2 was identified as being typically the transfer of extremely lengthy information

such as an entire data base or sensor data.

In order to analyse the practicality of packet-switching bulk data, some
estimation of the magnitude to be transferred, the rate of transfer required, and the
degree of tolerance of connection time and/or temporary interruptions must be formed,
anc combined with an estimte of the frequency of occurence of these transfers. In
addition, procedural requirements (e.g. error control, channel coordination, account-
ability, store-and-forward requirements, etc) must be assessed. In addition, the
demands to be placed on the anticipated capacity of the SENET-DAX utilizing realistic
trunk groups, by other classes of traffic such as the non-deferrabls Class I virtual

connections must be assessed,

Table 2-2 summarizes the information drawn from both Appendix A to

SENET-DAX Study Statement of Work, ard from the earlier DCA information t21] as
applied to a system hypothetically based on utilization of Tl carriers having trunk
group capacities of 1,54l millon bit per second information transfer rates. Table

2.2 highlights the virtual connection time for each Bulk data class at the trans-
mission rates of interest, as well as the percentage of the nominal SENET=-DAX capacity
(baged on the Tl carrier capacity) consumed for that virtual connection time when the
3ulk data transfers are handled as Class I (virtual connection) calls, and when the

transfers are handled as Class II (packete-switched) calls,
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TABLE 2-2.

BULK DATA TRANSFER DEMANDS ON T1 CARRIER-BASED SENET-DAX

TRANSFER TOTAL BRITS | TRANSFER (1)| VIRTUAL (2) T1l CARRIER UTILIZATION/FRAME
TYPE PER TRANSFER | RATE (TYP) | CONNECTION TIME CLASS I XFR | CLASS II XFR
BULK 1 | 104 = 105 1.8 KB/5 | 2.08 - 208 sEC. 0.31 % 0032 %
BULK 1 | 10b - 105 100 K8/5 | 0.10 = 10 SEC. 648 % 6e7h %
BULK 1 10h - 106 1000 KB/S | 0.01 = 1 SEC, 6Le77 % 67.36 %
ULK 2 106 - 108 9.6 KB/S | 1.7 = 173.6 MIN. 0.62 % 0,65 %
BULK 2 | 108 - 108 100 K3/5 | 0417 = 16.7 MIN.| 6.8 % 6ok %
BULK 2 106 - 1o8 1000 KB/S | 1.00 = 100 SEC. 6L.77 % 67.36 ¢
NOTES: (1) SENET=-DAX SYSTEM PEROGATIVE IS TO THROTTLE MESSAGE INPUT

FR76-1
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Objectivc
The objective of this task is to determine the practicality of utilizing

packet-switched envelopes for bulk data transfers. This requires consideration of

the following points:

FR76-1

1.

2.

3.

e
Se

Te

How may the permissible 30 to 60 seconds of cross network connection time
be best utilized?
Basically, can the SENET-DAX transfer bulk data at rates up to 1 million

bits per second?

Assuming a bulk data transfer rate range of L.8 to 1000 KB/S, and a range
of nominal bulk data message lengths of 10,000 to 100 million bits, is
there a single optimum answer to this task?

What form of error céntrol should be utilized far bulk data transfers?

How may the SENET-DAX system perogative of throttling (temporarily shutting
off the message inputs) be uti,lized‘i

If bulk data is packet-switched, what relation should exist between the
handling of Class III data vis-a-vis Classes I and II, and the CCIS
messages?

What degree of accountability should the various SENET-DAX's processing

Class III data afford that data?




2.2.3 Analysis and Results

Examination of the problem parameters stated in Section 2.2.1 has led to the
initial conclusion that there is an answer to Question 3 of the Objectives stated in
Section 2, Assuming that the problem parameters stated are adequately precise for this
study, it appears that more than one technique for transmission of bulk data should
be provided by the SENET-DAX, or alternatively, that the SENET=-DAX transmission of
bulk data should be constrained realistically. Consequently, the analysis has been
directed toward two goals: determination of a range of capabilities adequate to
handle the entire stated range of bulk data transfer requirements; and definition of
a subset of the stated requirements which the SENET-DAX can handle optimally, This
initial conclusion has formed the basis on which the results reported in this
section were founded, and accounts for the quality of answers found in response

to the questions stated as the objectives of this part of the study.

0o
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2.1.3.1 Utilization of Cross Network Connection Time

Establishment of a Class I virtual connection over which to transmit bulk data
should take no longer than the nominal 5 seconds specified in Appendix A to the
SENET=-DAX SOW, To establish a Class II packet-switched path over which to transmit
packets of bulk data should require no longer than establishment of such a path
for interactive packet data transmission, specified in Appendix A as a nominal
30 seconds, Since Appendix A also permits the SENET=DAX the psrogative of
throttling input data, it appears that the SENET-DAX through which a bulk data
transfer 1s beirg originated should utilize its reletively relaxed call connect-
ion time to establish the availability of the subscriber station which is to
terminate the bulk data transfer prior to accepting any of the bulk data transfer.
This is considered practical on an end-to-end bgsis between SENET=DAXs, whether
the ensuing bulk data transfer is to be accomplished as a Cless I virtuel con=

nection, or as a Class II packet-switched call,

2.2.3.2 SENET-DAX Maximum Bulk Data Transfer Rate

......

The SENET-DAX concept has the capability to handle bulk data transfers at
rates up to 1 million bits per second, provided adequate trunk capacity exists
end-to-end betweon the originating and terminating SINET-DAXs. It should be

noted however (see Table 2-2) that even with Tl carrier trunk groups,

Class 1
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virtual connection of a 1 MB/S bulk data transfer would consume 6L4.77% of the
frame capacity, while Class II packet-switching at this rete would consume 67,36%
of the frame capacity. For the more frequent Bulk 1 transfers, these demands
would persist for one second or leas; for the relatively infrequent Bulk 2 trans-

fers, these demands could persist for 1 to 100 seconds.

2.2.3.3 Practicality of Packet-Switching Bulk Data

It is considered practical to packet-switch bulk data; however, evaluation of
the objectives as outlined in Question 3 of Section 2.2.2 (Objectives) indicates
that there is not a single optimum answer to the question. As noted in Section
2.2.1, Bulk 1 data transfers are anticipated at rates of up to 16 per busy hour,
while Bulk 2 data transfers are anticipated only once in ten busy hours. From
Table 2-2, it can be noted that a minimal length Bulk 1 data transfer at the
maximum rate anticipated (1 MB/S) would require approximately 2/3 of the total TI1-
based frame, but for only 1/100 second. Conversely, a maximum length Bulk 2 data
transfer at the minimum rate anticipated (9600 B/S) would require only 2/3 of 1%

of the frame capacity, but would persit for nearly three hours.

It is considered practical, and is recommended, that all Bulk 1 data transfers
be accomplished as Cles. II packet-switched calls, regardless of the transmission
rates involved, utilizing the deferability of Class II packets, and the SENET=-DAX
Class IIT throttling perogative as necessary during peak conditions, With respect
to Bulk 2 data transfers, it is recommended that sensor data be Forward Error
corrected and handled as Cless T virtual connections at all rates up to 100 KB/s.
For Bulk 2 data base transfers, Class II packet-switching is recommended at all
rates up to 100 K3/S. Above 100 K3/S, and up to 1 MB/S, it is considered that
Bulk data transfers are not practical with the SENET-DAX concept during peak
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periods, unless the magnitudes involved do not exceed those previously defined
(Section 2.2.1) for Bulk 1 data message lengths. To reduce both signaling and
processing complexity, it is recommended that Bulk data transfers be constrained

to 100 KB/S or less for SENET-DAX transmission.

2.2.3.4 Error Control Techniques for Bulk Data Transfers

Based on the evaluation, analysis, and recommendations given above, the
control of errors in the transmission of Bulk 1 data, and in the transmission of
Bulk 2 data bases will be accomplished utilizing the error control techniques
described for Class II data packets in Section 3.2. Briefly, these
techniques entail the SENET-DAX segmenting data messages (if necessary) into

/ moderate-sized packets (typically 1000 to 2000 bits) and enveloping these packets
based on the AICCP technique, Each envelope includes mdividuany self-identifying
information, and each packet is individually protected by a cyclically=coded
Frame Check Sequence (the Frame in the FCS being the packei, not the SENET master
frame)., These packet FCSs are utilized in an ARQ (Automatic Repeat Request)
protocol requiring definite acknowledgment of receipt of valid packets. For Bulk
2 sensor data transfers, it is suggested that error control be based on Forward
Error Corresting the data transfers, utilizing redundant information generated
by each originating SENET-DAX, passed transparently (as a Class I virtual con=
nection through each tandem SENET=DAX), and correcting as necessary at the ter-
minating SENET~DAX .

2.2.3.5 Utilization of SENET-DAX Input Bulk Data Message Throttling
The SENET-DAX perogative of temporarily shutting off the input of Bulk data
messages will be utilized first, in the establishment of the avallability of the
terminating subscriber for a bulk data transferjy and secondly, in the control of
information transmission during peak traffic periods. In both cases, the intent
is to control the total amount of memory required at the SENET-DAX for message

storage,
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2.2.3.6 Packet-Switched Class 111 Handling Re Class II Handling

It is suggested that Class III packet-switched data transfers be handled
by consideration of their native precedence levels versus those of the Class II
data message packets, and CCIS messages with which these types of bulk data
packets are recommended to be grouped. While the inference might be drawn from
the descriptions of the various traffic classes in Appendix A of the SOV that
Class III data is of lower system precedence than the other classes, there is
currently no indication of such a relationship from the subscriber standpoint.
Similarly, for Bulk 2 sensor data transfers, it is suggested that these trans-
missions, recommended to be handled as Class I virtual connections, be treated
at their native precedence levels versus those of the other Class I virtual

cornections (digitized voice, low-speed video, and FEC'D facsimile).

2.2.3.7 SENET-DAX Packet-Switched Bulk Data Accountability

Based on the recommendations above, SENET=-DAX accountability for Bulk 1 data

should be the same as for all other non-CCIS data (interactive, query/response, ;
data base update, and narrative record traffic). The degrees of accountability
sugprested as required for the Class II data are indicated in Section 3.4;
broadly, these requirements include complete journal and reference recording

at both the originating subscriber's SENET-DAX, and, as a dniuﬁm, at the SENET=-
DAX on which the first addressee is homed (if not also at every SENET-DAX res-
posible for a delivery). Tandem SENET=-DAXs would have only a momentary account-
ability for the individual packets of a Class II message, from acknowledgment of
validated receipt from a SENET=-DAX in the direction of the originator, until re-
ceipt of acknowledgment of validated reception of the packet by the next SENET-
DAX toward the addressee, These degrees of accountability would alsoc apply to

Bulk 2 data transfers handled as Class II calls (suggested to be typically the
transfer of an entire data base). Should the sugpestion that Bulk 2 sensor data

transfers be accomplished as Class I calls be accepted, the SENET-DAXs would
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afford the calls the same degree of accountability as will be afforded any other
Class I calls, as indicated in Section 3.1 (CCIS Procedures). Broadly, these
procedures insure virtual connection accountability, but do not maintain account-
ability for the information transferred via the virtual connection. It has been
suggested that sensor Bulk 2 data transferred in this Class I manner be provided

with Forward Error Correction coding (as is suggested for Class I facsimile);

however, no ARQ (Automatic Repeat Request) correction of errors in Class I Bulk

2 data transfers appears practical.
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2.3 SERVICE DISTINCTIONS

2.3.1 Problem

To determine methods for locating the start and end of each
class of traffic within a master frame as the boundaries between
classes shift dynamically in response to changes in traffic intensity,
traffic mix, etc.

2.3.2 Objectives

Any procedure for determining the boundary between classes must
comply with the following objectives:

a. Operate independently of the location of the Class I/
Class II and Class II/Class III boundaries within each

master frame (non-fixed boundaries).

b. Operate with negligible errcr. As long as the master
frame remains synchronized, the location of the start
of each class of traffic must be known in order to

prevent the loss of data.

Ce Operate with the minimum amount of channel overhead.
The number of bits per master frame required to locate
the start of each class of traffic should not be
excessive.

2.3.3 Analysis and Results

2.3.3.1 Class Divisions

If it is assumed that each link is master frame synchronized,
then the start of a Class I region is uniquely determined and is
simply the first bit following the last bit of the coded sequence
used to obtain frame synchronization.

A determination of the boundary between Class I and Class II
traffic is simplified by the fact that sufficient information is con-

tained within the master frame structure to locate this boundary
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without using a special marker. In particular, the map of each Class I
region which must exist at each DAX for each link terminating at that
DAX provides the necessary information to determine each Class I/
Class IT boundary. The Class II region could normally be defined to
start with the first bit following the last bit of the last channel

in the Class I region. As a check of the start of the Class II region,
the first eight bits in this region must be the Flag sequence 01111110
which signals the start of a data packet per ADCCP. It should be
noted that because of the self-identifying feature of Class II data
packets, it would be possible for the DAX to detect their occurrence
anywhere within a master frame. Although this capability may be
exploited during an abnormal condition (e.g., during loss of master
frame synchronization) there are no plans to transmit data packets

in the Class I region during normal operation.

As a result of Section 2.2, the need for a Class II/Class III
boundary is obviated since, as Section 2.2 proposes, all Class II and
most of Class III traffic will be restricted to data packet form and
will be handled as a single class of traffic, denoted simply as
Class II traffic*. That portion of the Class III traffic which is not
handled as Class II traffic will be handled as Class I circuit switched
data. For further elaboration of this point, see Section 2.2.

The attractiveness of the chosen techniques for realizing the
division between classes results from the following facts:

a. They are not directly dependent on special coded
sequences and, consequently, are not directly af-

fected by link error environment.

* All non-packet data terminals utilizing Class II service will have
their data converted to packet form by the originating DAX prior to
transmission through the network, and converted from packet form by

the terminating DAX prior to transmission to the called terminal.
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b. They depend on frame synchronization and the Class I
map - two system functions which are maintained with ex-

treme accuracy.

e, They can utilize DAX software and entail no additional

channel inefficiency.

2.3.3.2 Efficiency Considerations

It is unlikely that in each master frame the packets gqueued for
transmission will exactly fill the available Class II capacity. 1In
those cases where the total bit requirement due to queued packets is
less than the available Class II capacity, filler bits will be added
to pad out the spare capacity. These filler bits will probably be
ADCCP flag sequences or an all 1's bit pattern. In these situations
where the queued packet bit requirements exceed the available Class II
capacity and where an integral number of packets does not exactly £ill
the Class II region (which should almost always be the case), there
will also be spare capacity. This spare capacity will always involve
fewer bits than contained in the smallest packet queued for transmis-
sion. Note however that the spare capacity could involve a significant

number of bits since in any master frame the smallest packet available
for transmission could be hundreds of bits long. To avoid wasting

this available capacity in situations where packets are queued for
transmission, it is proposed that the next packet in the queue be

split such that the first section of the split packet exactly util-
izes the spare capacity available. subject to the constraint that

the first section of a split packet never contains than the F, A and

C fields. The remaining section would be transmitted in the next
master frame at the beginning of the Class II region. If the subse-
gquent master frame's Class II region is not large enough to contain the
packet section remaining, this section could also be split in the same
manner as the original packet. In fact, the splitting process could

continue over many master frames, if necessary.
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A description of control procedures required to handle this
partial or split packet concept is provided in Section 3.2. It is re-
commended there that an ADCCP flag sequence serve as a Class I/Class II
marker so that certain traffic conditions brought on by splitting
packets can be handled efficiently. This flag sequence marker would be
in addition to the flag sequence used to start the first unsplit packet
in the Class II region. The use of a Class I/Class II marker does not
iméact significantly on the Class Division problem discussed in the
previous sections since the marker to be used with splitting is the
same bit pattern the DAX would see if splitting were not used. It
should be noted though that when packet splitting is used, if the
first packet in the Class II region is an unsplit packet then the
first sixteen bits in this region will be two contiguous flag sequenc-

es
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2.4 CCIS FIELDS AND FORMATS
2.4.1 Problem

The Class I region of a master frame is allocated to indi-
vidual subscribers by assignments made via Common Channel Interswitch
(CCIS) Messages. These CCIS messages are a sequence of short digital
control messages used by the DAX's to communicate with each other in
order to coordinate and control Class I switched traffic, efficiently,
conveniently, and in real time. Toward this end, the various candi-
date CCIS message formats must be analyzed and the CCIS information
fields defined. One possibility is to transmit the information in the
form of packets, with fixed envelope and variable-length data fields,
as suggested in the newly proposed Advanced Data Communication Control
Procedure (ADCCP). ADCCP is a bit oriented control procedure where
bits and bit patterns are used for control signals. Another approach
would be utilization of character oriented procedures where the
control signals are based on USASCII characters. This section will
examine the suitability of using ADCCP to define the CCIS field sizes
and format contents for interswitch transfer of control information

between DAX's.

The choice of the ADCCP-~based procedure is based in part on
the desirability of utilizing the same procedure for CCIS messages,
and for all Class II data messages, in order to minimize software
design and processing demands. An even stronger reason for choosing

ADCCP rather than USASCII procedures is the significantly aqreater
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efficiency of the ADCCP. Roughly, at minimum practical lengths,

ADCCP, with 5/6 ths of the bits required by USASCII (40 vs 48) can

convey double the address information and double the control informa-

tion (256 vs 128 in each case) with far greater error protection.
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2.4.2

Objectives

The objective of this task is the efficient, convenient

coordination and control of Class I traffic, in near real time. This

requires achievement of the following:

FR76~-1

A general mapping of the Class I region, which is
efficient in terms of frame utilization ¢nd reasonable

in terms of processing demand.

A definition of the CCIS message information fields and

their sizes and the formats necessary for signalling

between DAX's.

A determination of the link control signals that are to
be used for routing, synchronization, error control,
etc., and the sequence in which they are to be used to

perform these functions.




———

2.4.3 Analysis and Results

2.4.3.1 C€CIS Region

ADCCP-formatted CCIS messages are proposed to be handled
idéntically to all other Class II data message packets. Consequently,
CCIS messages are technically Class II messages; however, to ensure
efficient, timely processing of Class I traffic, the CCIS messages
may be handled at FLASH procedence level. Since the only two higher
data precedences, CRITIC and ECP, can be e#pected to comprise less
than one percent of the data traffic, the CCIS portion of the master
frame will then directly follow the Class I Region and precede all
other Class II data packets (see Figure 2-4.) CCIS messages contain
information necessary to establish, terminate, and route Class I calls
through the network, and to make changes in Class I allocations as a
result of call terminations. CCIS messages are also used for other
purposes such as Class II coordination, error control, synchronization,
recovery, maintenance, and accountability, with respect to Class II
data message traffic. In this section we will deal mainly with the
fields and formats associated with Class I calls. It is not likely
that the CCIS messages for Class II calls will be a éubset of the
messages we define for Class I operation. However, Class II CCIS
messages, and those of synchronization and the like, will be the

subject of Traffic Control Procedures (see Section 3.2).
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The procedure to set up Class I calls involves initiating
the messages to set up and confirm connections and then assigning
specific portions of the Class I region to Class I subscribers. Since
Class I calls will have durations on the order of minutes, several
thousand master frames could result between the origination and termi-
nation of individual call connections. For example, assuming an aver-
age holding time of 5 minutes and a frame period of 10 msec, 30,000
master frames will result during the duration of a single call.
Between the origination and termination of this call no information
need be transmitted except that caused by realignment of the Class I
region due to terminations of other calls. As calls are released
the remaining callé are continually pushed up toward the beginning of
the master frame to fill in‘the gaps as they occur. In the scheme a
complete mapping of the total Class I contents frame by frame would
result in significant transmission inefficiency. Therefore, in order
to minimize this inefficiency, CCIS signaling will occur only when
changes are required in the Class I region and only for those alloca-
tions affectcd, barring interruptions in transmission/reception. In
the event of such an interruption, the first step taken by the DAX's
will be to reestablish the maps of the Class I region maintained by

the DAX's at each end of each interrupted link.

CCIS messages which are sent to cdescribe changes to be made in
Class I channel allocation are implemented in subsequent master frames,
although it is desirable to make these changes at the earliest possible
time. One reason for putting off the changes until later frames
is the stringent demand on processing time required by connec-
tions and supervisory control made in the same frame interval in

FR76~-1
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which the CCIS messages are transmitted. Using the approach mentioned
processing demand is considerably eased because connection time is
extended by one or more frames per tandem line. However, the delay
incurred may or may not be acceptable. A more important reason for
changing the class I maps after receipt of the CCIS message is the
necessity for changing both the transmit and receive maps with respect
to exactly the same frame. Procedures for accomplishing this are

described separately in Section 3.1.

2.4.3.2 Bit Oriented Versus Character Oriented Control Procedures

A data link between DAX's is shown in Figure 2-5 and provides
for the movement of information between computers, terminals, or bet-
ween computers & terminals. To accomplish this efficiently a control
procedure 1is necessary to perform such functions as routing, synchron-
ization, error control, and framing between stations on a link.

Several link control procedures have been developed for this purpose;
many of these standards are based on two separate control philosophies.
One method uses control signals based on USASCII characters while the
other uses bits & bit patterns for control. The control signals made
up of the unique bit patterns bear little relationship to the USASCII
code characters. The bit oriented control procedure (referred to here
as ADCCP) permit improved features & characteristics relative to the
USASCII character oriented procedure. However, a »rimary attraction

in utilizing the ADCCP procedures and format is the greaier efficiency
for both CCIS and data message packet transmission which these proce-
dures and format permit, relative to comparable USASCII prcoedures (see

Section 2.1 ~ Framing & Enveloping).
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2.4.3.3 ADCCP Packet Structure

The frame structure of an ADCCP packet is shown in Figure 2-6.
Also shown is the structure of a USASCII message block, the alternate
approach we were considering for transmission of Class II data messages
(including CCIS). Each ADCCP packet is preceded and terminated by an
eidht—bit flag which is the bit sequence 01111110. The flag (F) se-
quence which closes a packet may also bé the opening flag sequence for
the next packet. An address (A) field and control (C) field follow
the opening flag. The addressed party accepts the packet and performs
the function indicated by the control field. The control field may

contain commands, responses, or sequence numbers. A variable informa-

tion (I) field follows the control field and may be used to transmit
additional data needed for signalling & control in addition to its
regular information. A 16-bit frame check sequence (FCS) occurs just
prior to the closing flag and is included for error control. 1In order
to prevent data in the A, C, I, or FCS fields from simulating a flag

sequence, zero bit insertion is used to prohibit greater than 5 con-
secutive bits in the address, control, information, and frame checking
sequence fields.

In Section 2-1 - Framing & Enveloping, the reasons for our choice
of ADCCP to transmit Class II data messages are covered. Basically,
there is an advantage of ADCCP over USASCII with respect to transmission

overhead, descriptive power, and error control capability. Some feeling
for this can be seen from Table 2.3 where the different message fields

for each approach are enumerated and the calculation .for transmission

overhead efficiency is shown for several cases.
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TABLE 2-3. FORMAT STRUCTURE: ADCCP VS. USASCII

ADCCP Function USASCII
8-bit Flag (F) Packet Synchronization 8-bit SYN*

o Start of Message 8-bit DLE*
8—bit Address (A) Address Field 8-bit Address (A)*
{L of 256) <—— (net information) —————————— | (1 of 128)
8-bit Control (C) Control Field 8-bit Control (C)*
(L of 256) <+—— (net information) —————— | (1 of 128)

- End of Message 8-bit ETB*
16-bit FCS Error Protection 8=bift BCCH¥
40 bits Minimum CCIS Message 48 bits

- not including

Information Field (I)

*including 1 parity bit

Transmission Overhead Efficiency

Minimum CCIS Message

]

ADCCPMIN

]

USASCIIMIN

Information Field

ADCCP

640

USASCII640

**One out of 256

***One out of 128

FR76-1

16 Information bits** e
40 Transmitted bits (gross)

14 Information bits*** - 29
48 Transmitted bits (gross) :
640 Bits

640 Information bits** = GE
664 Transmitted bits (gross)

638 Information bits*** T
672 Transmitted bits (gross)

possible addresses, one out of 256 possible

40

2%

.4%

.9%

controls

possible addresses, one out of 128 possible controls




e e ——

[ Among the advantages of using ADCCP packets as CCIS messages

include the

f (a)

(b)

(c)

(@)

(e)

FR76-1

following:

Line control procedure can be defined in which the
Information Field is code insensitive & transparent to
the text being transmitted. Thus, the Information
Field may contain any bit pattern & may be any number
of bits long. Character-oriented procedure can be
transparent & transmit any bit pattern; however,
messages must be transmitted in multiples of 8 bits.

Reliable error control in which control & data are
protected by a 16-bit polynomial code. Generally a
more powerful technique than orthogonal parity checking,
the protection recommended in many character-oriented

procedures.

Efficiency in transmission overhead over that obtained
using character-oriented procedure (see Section 2.1 -

Framing & Enveloping)
Flexibility in that additional link controls or responses

can be added without changing the transmission format.

Use of the same format structure as recommended for
other class I messages, e.g., query/response, bulk

aata, ete.
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2.4.3.4 Signaling Procedures*

The general approach toward signaling on the DAX network will
be illustrated with the aid of Figures 4 and 5.** A call originates
at switch 1 and is to be completed to a subscriber homing on switch 6.
For illustrative purposes assume a commercial numbering plan although
the principles presented here hold for military numbering plans as
well. The subscribers dial anywhere from 7 to 10 digits of the form
NAN - YYY - XXXX where NAN is the area code (A = 0, 1), YYY is the
station #, and XXXX is the local subscriber #. At switch 1, the
originating switch, the dialed digits are examined to see if (a) the
call is to be completed to a foreign area code or (b) the call is to
be completed to that area code but to a different switch within the

home area.

In either case, the called subscriber is not to be found at
that switch; however, each switch contains an area code table with all
the stations in the network listed by area code. Therefore, if the
called station is not in its locality the table will_provide primary
and alternate trunks by which to route the call to the next switch in
the network in the direction of the called station. Here the same

procedure is performed again. This is an example of spill forward

* This is a brief introcduction to routing and signaling procedures.
For a more detailed discussion, see Section 3,1-CCIS Procedures.

** This technique of routing on a switch-by-switch basis is applicable
to a routing scheme which an access switch might use. Other schemes
would be applicable for nodal switches in a backbone network.

-~
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routing control. The primary and alternate routing paths are chosen
! so that the call progresses through the network eventually reaching

the terminal switch which completes the call. As links are

established they are reserved until a complete path through the net-

work to the called subscriber is determined.

In Figure 2-7 assume that the call setup has progressed one link
from switch 1 to switch 2. The next link to be established is between
switches 2 and 4. In the procedure, switch 2 is termed the point of
departure of the message (DEPM) sent to establish the link while
switch 4 is the destination of this message. Switch 1 remains the
originating switch throughout the call setup procedure. In Figure 2-7,

assume that the CCIS message has been blocked along the primary route

from switch 2 to 4. Therefore, the call has been routed along a
secondary route to switch 3 and from there to switch 4. However,

when it came time to reserve the vcice/data path, the primary route
(1-2-4-5-6) was not blocked and was used to establish the path. This
is an example of quasi-associate routing whei t maling path

does not necessarily coincide with the voics t 3 th. For this type
of routing, in addition to the content of eac yge the CCIS
message must contain information to prevent the message from coming

back on itself and/or getting lost within the network.

After the path between 2 and 4 is established, switch 4
becomes the new point of departure of the CCIS message (DEPM). The
same procedure is used to establish the path between 4 and 5 and the

111 setup progresses in this fashion until the destination of

‘ sage switch becomes the terminating switch. The terminating switch




then completes the call through to the called subscriber in the

manner described in Section 3.1.

2835

CCIS Message Types

Based on the signaling procedure described in the previous

section, and the trunk signaling messages used in the AN/TTC-39,

the following signaling messages are some of those necessary to

establish and terminate Class I calls in the DAX network.

FR76-1

Call Initiate — used to reserve space for a channel in
a trunk to the distant office and to initiate signaling

to the called party

Call Complete - sent by the called party's switch to
indicate that the called party is being rung. The
message is sent to the lst tandem switch and then
progresses along from tandem switch to tandem switch
until the switch which originated the call is reached.
Also allows misrouting to be chedked by repeating back
the called party's # from terminating to originating

switch for comparison

Call Answer — indicates that the called party las gone

off-hook and that space should be allocated in the frame

for the previously reserved channel

Release — specified trunk is released because one of the

parties hung up
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Preempt Release — specified trunk is released because

the trunk has been pre-empted without reuse

Operator Recall — the switch at which recall occurs
sends a recall message to the originating or terminating

switch to recall the operator to a call in progress

Acknowledge - acknowledges the correct receipt of a
signaling message from the sending switch. Message is

identified by the trunk and sequence number

Non-Acknowledge — the message as received contains

errors

Glare — signifies that a request to seize the same

trunk has been made by two switches at the same time

Out-of-Service - specific trunk is marked out of

service for maintenance purposes

All Trunks Busy, Equipment Busy, Invalid Route -
originated by a tandem switch in the network in response
to a Call Initiate Message if the call is blocked for
some reason in the network. The messages are sent back
to the originating switch. Tandem switches alona the
route cancel path reservations; the originating switch

notifies its call originating subscriber

47
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14.

15.

16.

17

18.

19.

Unassigned or Invalid Number, Incompatible Connection, !
Called Party Unavalilable — same as for (11) only refers
to the call being incomplete due to line/subscriber

problems and not network problems.

Call Forwarding — informs home switch that the local
subscriber wants his calls automatically transferred to
another number. The switch directs his call to the new

number

Acknowledge Call Initiate — acknowledges that a specific
trunk at the distant switch has been seized and a path

reserved in the link map

Synchronization Messages — used to synchronize sending

and receiving sides of the transmission link

CCIS Keep Alive — used to report that no changes have
occurred in the Class I region during the previous

interval (T frames)

Maintenance - messages used to report failures in power

supply, processor, trunk carrier, terminal, etc.

Traffic Statistics — provides traffic data on trunk
seizures, completed calls, blocking, misdials, and other

traffic information i

Realignment — realignment of the Class I region to fill

in missing gaps due to call terminations




-

20 Reinitiate Synchronization — initiate the synchroniza-

tion procedure when out-of-synchronization is detected.

2.4.3.6 CCIS Message Fields and Format

The CCIS messages will be sent in the form of packets accord-
ing to the structure specified in the ADCCP standard. This structure,
shown in Figure 2-6, consists of a flag (the eight bit pattern 01111110)
followed by an address and control field. Information data follows
the control field and a 16 bit redundancy check always follows the
text (if any). Figure 2-9 indicates the message format and their field

sizes for typical signaling messages.

Consider the format for the Call Initiate Message. The

message fields are described as follows:
1. Flag — bit sequence 01111110

Ve Address Field — broken up into a 7 bit destination of
message for which the message is bound and a 1 bit flag
which signifies whether this is a CCIS message or a

Class II data packet.

3. Control Field — uses information transfer format which
will contain transmitting and receiving CCIS message

sequence numbers

4. Message Type — up to 256 message types allowable

FR76-1 2-49
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Trunk I.D. — identifying number between the two communi-
cating switches which specifies the starting bit of the

Class I channel and its width
Dept M — identifies the sender of the message
Orig S. — identifies the originating switch

FCNT — counts the times a busy indication is given as
the call progresses through the network toward the

final destination

TCNT - counts the switches each message goes through

to establish a voice/data path

Precedence - 3 bits representing the level of precedence,
one bit for whether called party # uses DAX numbering
plan or belongs to a commercial or foreign network,

one bit for indicating a direct access call and one bit

indicating whether the # contains 7 or 10 digits

Binary Indication of Voice or Data, Bandwidth, Mode of

Encryption and Secure Call

Data Type - indicates line type mode format, code,

and the # of stop bits for asynchronous codes

Data Transmission Type - defines type of modulation,

data rate, etc.
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14. Security Mode - one character indicates one of 3 modes

for all calls, end-to-end, link-by-link, or non-secure

18- Voice Quality — estimates voice quality of a call based
on the # of security devices a call traverses. When a

threshold is exceeded, the call is terminated

16. Security Device & Key — security device (HY-11, KY-3)

or key variable associated with a call

17 Message Security Classification — defines the security

classification for the call

18 Called Party — up to 12 characters are permitted to

allow for local or foreign numbers (commercial, NATO,

etc.)

L9 End of Message — control character EOT - end of
transmission

20. Frame Check Sequence — 16 bit redundancy check.

The format and field sizes for other CCIS signaling messages
are indicated in Figure 2-9. 1In general, overall CCIS message length
is a function of message type and the manner each message is used in

the CCIS procedures.
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One modification of this format is to place the End of
Message field .close to the beginning of the message rather than at
the end just prior to the Frame Check Sequence.. In this case, not
only would the field have to contain a delimiter signifying end of
t;ansmission, but, also, an indication of the number of total bits
in the message. An advantage to this change in format structure is
that a complete message up till the Frame Check Sequence can be
read into memory quickly and checked for errors before any action is
taken on other bit fields. With the format indicated in Figure 2-9,

software would have to search bit by bit until the end of message

field is identified.

FR76-1 £=54
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2.4.3.7 CCIS Procedures

Section 3.1 will involve incorporation of this material into

the development of CCIS procedures to establish and support Class I
service. As a result of the future impact of changes in other factors,
such as routing or preemption, possible redefinition in the sizing

of the CCIS fields or in the format content could result.

CCIS messages for Class II coordination, synchronization,
error control, maintenance, recovery and other message types, will
be analyzed for format and content in Section 3.2.) New message types,
which may only become evident as the DAX system is specified in

greater detail, should be handled in the same fashion.
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SECTION 3
ANALYSIS OF PROCESSING REQUIREMENTS

3.1 CCIS PROCEDURES
3.1.1 Problem

The Class I region of a master frame is allocated to the switched traffic
of individual subscribers. The control and coordination of these individual
subscriber 'channels'" is accomplished through the use of Common Channel Inter-
" office Signaling (CCIS) messages. The various individual CCIS message field:
and formats are discussed in Section 2.4. The problem addressed in this section is
the determination of the CCIS message sequences required to accomplish the

various control and coordination functions.

3.1.2 Objectives

a. To develop a set of CCIS procedures which will satisfy the following

criteria;

L Permit processor software determination of the varying Class I/Class II
boundary on a frame-by-frame basis.

2. Permit dynamic remapping of the switched data channels in the Class I
region on a DAX-to-DAX interactive basis.

3, Provide for the establishment and breakdown of switched data calls of
routine precedence.

4. Provide for handling of pre-emptive switched data calls.

5. Provide for DAX-to-DAX transfer of administrative traffic, e.g.
Automatic Message Accounting (AMA) data, SYSCON messages, etc.

6. Minimize cross-network time from dialing of the last digit by the
subscriber to provision of ringback to the subscriber.

i Maximize utilization of Class I region; i.e., allocation of channels
no larger and no earlier than necessary, dropping of channels as soon
as possible after release of call(s), repacking of Class I region as

soon as channel(s) are dropped.

35.1.3 Approach
In the course of establishing the CCIS procedures, the need for trade-offs
became apparent in the areas of signaling and routing control and frame alloca-
tion; these are discussed in succeeding paragraphs.

FR76-1 3-1




3.1.3.1 Originating Office vs. Spill Forward Control

The methods considered are described below:

koA O s Originating Office Control

Pure originating office control implies that the originating
switch controls the signaling to each tandem switch (and terminating
switch) as the call progresses through the network, with each tandem
switch attempting to route the call over a primary route. In the
event that blocking is encountered on one of the primary routes, the
originating switch will then reinitiate the call over one of its
alternate routes. Thus, in a conventional network, each tandem
switch can cut through the speech path and release its call proces-
sing register as soon as an outgoing link is established from the
switch. The originating switch, on the other hand, must keep the
call processing register dedicated to the call until the called
subscriber's terminal is located at the terminating switch. One
} principal advantage of originating office control is that the sig-
naling to any tandem switch need include only sufficient digits for
that switch to translate and route the call. In a network with in-
band signaling, that tandem switch would then connect the voice path
through to the next switch in the route and become transparent to
subsequent signaling. In a CCIS network however, there is no trans-
parency because the signaling is done on a link-by-link basis and
the number of CCIS messages required to set up a call becomes unac-
ceptably high as the number of tandem links increases. Another
advantage of originating office control is that the alternate rout
ing capability is greater than in a spill-forward network, parti
larly when the originating office has a high degree of conne
to other nodes because if blocking is encountered the call
backed up toward the originating switch and alternate rout
there. This advantage holds true for both signalin

and CCIS.
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3.1.3.1.2 Spill Forward Control

3.1:5.1.3

Spill forward control implies that the complete control of the
call, both signaling and routing, is spilled forward from one switch
to the next as the call progresses through the network. In a con-

ventional (analog) system this presents two advantages over origi-

nating office control:

a. The signaling is reinitiated at each switch and is therefore
not subject to the same degree of attenuation and distortion as
in originating office control, particularly on calls passing
through many links.

b. The call processing register (software) at the originating
switch can be released as soon as the control is spilled for-
ward to the next switch, resulting in less demand on processor

resources, both in memory requirements and processor loading.

Suggested Approach

The approach that is suggested for the DAX is a modified origi-

nating office control with spill forward signaling. In this method,
any switch will forward digits (signal) only to an adjacent switch.
Each tandem switch will attempt to forward the call over alternate
links if the primary link is blocked. If no idle or pre-emptible
path is available out of the switch, both routing and signaling con-
trol of the call will revert back to the preceding switch. If no
alternate or outgoing paths are available out of that switch, the
call may either be dropped or revert back to the next preceding
switch, etc. Whether or not control will be allowed to pass back-
ward through more than one switch has not yet been decided, but
represents a trade-off between increased alternate routing capability
and increased CCIS message requirements and call processing register

holding time.

3.1.3.2 Class I Region Channel Allocation

A decision is required in the process of establishing a call, as to

when to insert in the Class I Region the channel that will eventually be

required for the call. Several alternatives have been considered, each

having its own advantages and disadvantages.

FR76~1
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a. Progressive Forward Channel Allocation
b. Delayed Forward Channel Allocation

Cs Progressive Backward Channel Allocation
d. Delayed Backward Channel Allocation

Progrcssive Forward Channel Allocation

In this method, the channel for the call is allocated on a
link-by-1link basis as part of the signaling spill forward process.
Differential delays can be introduced in both the sending and
receiving DAX so that the actual allocation in the Class 1 regions
of the link in both directions (DAX 1 to DAX 2 and DAX 2 to DAX 1)

will be synchronized to within one frame period.
The advantages of this method are:

a. Of the four alternatives considered, it is the simplest to
implement.

b. It insures that the speech path will have been cut through
before the start of subscriber ringing so that the calling

subscriber will hear ringback at the earliest possible time.
Disadvantages of the method are:

a. It does not maximize Class I region utilization because the
tandem links are loaded with the channel before it is known
that the call can be completed.

b. In addition, if allocation has been made and the call cannot be
completed, the Class I region must be re-compacted when the

unused allocation is dropped.

Deiayed Forward Channel Allocation

In this method the channel for the call is not allocated until
the sending switch receives a message from the receiving switch that

it can either terminate or extend the call.
The advantages of this method are:

a. It insures that the speech will have been cut through before
the start of subscriber ringing so that the calling subscriber

will hear ringback at the earliest possible time.

3-4
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b. The allocation portion of the procedure can be overlapped with
the process of forwarding the call to the next switch so that
minimal extra cross-office delay is incurred at tandem switches.

c. The required frame capacity may be used for Class II data until
it is subsequently allocated to the Class I channel. (In the

order of 100 frames in the case of a satellite link.)

blocking before allocation of the channel.
The disadvantages of the method are:

i
i
i
|
' : d. It provides a one-link look ahead capacity to detect call
f
' a,. It is more difficult to implement than the method described in
3.1.3.2.1, although if blocked calls are permitted to back up no
' more than one switch, the additional complexity is not too
great.
b. It does not maximize Class I region utilization becausc the
! tandem links are loaded with the channel beforé it is known
that the call can be completed.
{ c. In addition, if allocation has been made and the call cannot be
completed, the Class I region must be re-compacted when the

unused allocation is dropped.

R———’

3:1:.3.2.3 Progressive Backward Channel Allocation

In this method the channels are reserved as described in 3.1.3.2.2,
but no allocations are made until the call reaches the terminating
switch, at which time the channels are allocated in both directions

a link at a time tracing backward along the path of the call.
The advantages of this method are:

a. The required frame capacity may be applied to the Class II
region until it is subsequently allocated to the Class I
channel.

b. A channel will not be allocated in any link until it has been

established that the called subscriber can be rung.

FR76-1 3-5
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3.1.5.2.4
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The disadvantages of the method are:

a. It introduces an additional network delay (=100 frames for
satellite links) from time of dialing last digit to hearing

ringback.

Delayed Backward Channel Allocation

In this method the channels are reserved as in 3.1.3.2.3 but no
allocations are made until the called party answers the call.
Instead, when the call reaches the terminating switch the switch
simultaneously starts ring forward to the called subscriber and
transmits a quasi-associated message backwards towards the originat-
ing switch informing it that the called party is being rung. The
originating switch then connects the calling party to a ringback

tone.

When the terminating switch detects answer supervision from the
called subscriber, it then initiates the backward allocation

sequence as in 3.1.3.2.3.

This method has the virtue of not tieing up the Class I region
while the calling subscriber is being rung. For example, in a call
which rings for 12 seconds before being answered, the delayed back-
ward allocation method would save 1200 frame intervals of channel

allocation per link over the method of 3.1.3.2.3.

It is suggested that in each link the channel allocations be
symmetrical in both directions. Although it is theoretically pos-
sible to delay the allocations in the forward direction until the
backward allocations are accomplished end to end, it is felt that
this would complicate the maintenance of the frame maps tremendously
as well as opening up the possibilities or such phenomena as uni- i

directional link blocking or pre-emption. Also, the effect of end-

.

to-end encryption has not yet been addressed. This too might serve

to make differential allocations inadvisable.
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3.1.3.2.5 Suggested Approach

It is proposed to incorporate both the methods described in
3.1.3.2.3 and 3.1.3.2.4 to be determined on a per call basis at the termi-
nating switch of each call as a function of terminal classmark.

Where advanced subscriber equipment is available from which both

' ; ring supervision and answer supervision signals are available to the
switch, the delayed backward allocation method of 3.1.3.2.4 will be
used; otherwise the method of 3.1.3.2.3 will be employed.

3.1.4 Progress

This paragraph describes the CCIS procedures and message sequences currently

I proposed for establishing and breaking down Class I calls.

3.1.4.1 Establishing Class I Calls

Class I calls will be established in two distinct phases. The call
set-up phase, described below, involves establishing a route through the
network to the called subscriber, ringing the called subscriber, and return-
ing ringback to the calling subscriber. The channel allocation phase,
described in 3.1.4.1.2, involves the allocation of channels (i.e. establishing
a bi-directional speech path) between the two subscribers. The latter
phase is normally delayed until the called subscriber goes off-hook (i.e.
answers the call). If the called subscriber's equipment does not have the
capability of returning an answer signal to the terminating DAX then the
'channel allocation phase will not be delayed but rather, initiated concur-
rently with ringing the called subscriber. The ringback will originate at
the called subscriber's equipment and will be propagated backwards towards
the calling subscriber over the newly allocated channels. The paragraphs

below consider a Class I call with delayed allocation.

3.1.4.1.1 Call Set-Up Phase

Figure 3-1a depicts the overall CCIS signaling sequence used to
set up a Class I call through a hypothetical sub-network. The sub-
network connectivity and link availability and routing strategy have

' been established so as to provide examples of blocking along the
l FR76-1 3-7
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primary route and link pre-emption along the secondary route. The
sequence of events is shown on Figure 3-la but a few words here are

in order.

One basic ground rule of the proposed procedures is that a DAX
switch will never modify the Class I region of a link until it has
first notified the adjacent DAX of its intent to do so and has
received a confirming response from the adjacent DAX via CCIS and
has acknowledged the response via CCIS. This positive handshaking
approach is taken in order to prevent an error in any CCIS message
from causing perturbations (and therefore noise) in all portions of
the Class I region affected by the CCIS message. For example, pre-
empting or dropping the first channel can affect the starting bit
position of every other channel in the Class I region of that frame.
This approach results in a request, a response and an acknowledge
CCIS message in every tandem DAX to DAX transaction, except at the
terminating DAX where the first backward allocation request serves
as the response to the last forward reservation request. In general
there are two transactions between every pair of DAX in the route.
The acknowledge messages are not shown in Figure 3-la because they
would add more confusion than clarification. They do show up how-

ever in Figure 3-1b, about which more will be said.
The sequence of events described in Figure 3-1la is:

) DAX A accumulates the dialed digits, translates and finds the
primary route is to DAX B.

2. DAX A signals DAX B its intent to reserve a channel in the A-B
link, and waits for a response. '

b DAX B translates the dialed digits, finds primary route is to
DAX C. DAX B signals forward to DAX C its intent to rcserve a
channel in the B-C link and signals backward to DAX A its
agreement to reserve the channel in the A-B link. DAX A then
acknowledges DAX B's response and both DAXs reserve the channel
simultaneously in a subsequent frame.

4, In the meantime DAX C translates the dialed digits, finds the
primary route is to DAX E, signals forward and waits for a

response from DAX E.

3-9
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DAX E translates the dialed digits, finds both the primary and
alternate routes blocked and signals backward to DAX C that the
call is blocked, that it (DAX-E) won't reserve the C-E channel
and that DAX C should reroute the call.

DAX C receives the blocking message, attempts to reroute and
finds the alternate route to DAX F is blocked. DAX C then
signals backward to DAX B that the call is blocked, that the
B-C channel reservation should be canceled and that DAX B
should reroute the call.

DAX B receives the blocking message, finds an alternate route
to DAX D requiring the pre-emption of a channel containing an
existing call, and signals forward to DAX D its intent to
reserve the channel in the B-D link.

DAX D receives the reservation message, translates the dialed
digits, finds a primary route to DAX F, signals forward to

DAX F its intent to reserve a D-F channel, and signals backward
to DAX B its agreement to reserve the channel in the B-D link.
DAX F translates the dialed digits, finds a route to DAX G,
signals forward to DAX F and backwards to DAX D.

DAX G translates the dialed digits and finds that it can termi-
nate the call. Since the called subscriber's equipment is
capable of sending an answer supervision signal back to DAX G,
DAX G then sets up to ring the called subscriber and sends a
quasi-associated message to DAX A, via DAX F, D and B, to

return ringback to the calling subscriber.

Figure 3-la depicts the timing of the message sequences
described above. Examination of 3-1b reveals that the total cross-
network time to establish a call does not equal the sum of the
signaling sequences across individual links but is significantly
shorter due to overlapping sequences. For the call described in
Figure 3-1, the sum of the individual sequence times would be
26N + 26M + 33.5 = 88.5 Frame Periods whereas the actual time to
establish the call is 14.5N + 13.5M + 17 = 45 Frame Periods or
450 MSEC, where:

N = one way propagation delay across a link = 1

M = individual DAX processing time = 1.

3-11
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3.1.4.1.2 Channel Allocation Phase

Figure 3-2 depicts the overall CCIS signaling sequence used to

allocate channels to the call set-up in the preceding paragraph.

Again, the acknowledge messages are not shown in order to avoid

confusion,

s

FR76-1

DAX G receives an answer supervision signal from the called
subscriber.

DAX G initiates the backward allocation sequence by signaling
backward to DAX F its intent to allocate the F-G channel which
DAX F had requested it to reserve.

DAX F receives the allocate message and signals backward to

DAX D to allocate the previously reserved D-F channel. DAX F
then signals DAX G its intent to allocate the F-G channel.

DAX D receives the allocation message, signals backward to DAX B
to pre-empt and reallocate the previously reserved for pre-
emption B-D channel and signals forward to DAX F its agreement
to allocate the D-F channel. In addition, DAX D examines the
status of the pre-empted call, finds that the pre-empted call
utilized another channel in the D-F link and signals DAX F to
pre-empt that channel. DAX F drops the channel and sends the
pre-empt tone to the pre-empted subscriber (who is local to

DAX F).

DAX B receives the pre-empt and re-allocation message from DAX D,
signals backward to DAX A to allocate the previously reserved
A-B channel, and signals backward to DAX D its agreement to pre-
empt and reallocate the B-D channel. In addition, PAX B
examines the pre-empted channel, finds that the pre-empted call
terminates locally and sends pre-empt tone to the pre-empted
subscriber.

DAX A receives the allocate message from DAX B and signals DAX B
its agreement to allocate the previously reserved A-B channel,
removes the ringback signal and connects through to the calling

subscriber, enabling two-way conversation to ensue.

-
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3.1.4.2 Breaking Down Class I Calls

An established Class 1 call may be broken down due either to pre-

emption or to one of the parties releasing (hanging up).

Figure 3-3 depicts the overall CCIS signaling sequence used to break
down the call illustrated in Figure 3-1 if the called subscriber hangs up
first. Note that the forward/backward convention of Figure 3-3 is reversed

from Figure 3-1 since the sequence is initiated by an action at DAX G.

As in the case of establishing a call, three CCIS messages are

required per link:

a. Request to drop a channel and repack Class I region
b. Response agreeing to drop and repacki
C. Acknowledgment of response.

3.1.4.3 Precedence and Pre-emption

The procedures discussed in Paragraph 3.1.4.1 for establishing a Class I
call included a link in which pre-emption was necessary to route the call
over that link. This paragraph addresses the question of precedence and

pre-emption during the backward allocation phase in more detail.

3.1.4.3.1 Precedence Levels

The DAX network is presumed to handle both Class I and Class II
traffic of various precedence levels. It is our intent to equate
corresponding precedence levels of Class I and Class II traffic in
establishing the rules for pre-emptive Class I traffic. Assume
these corresponding levels to be as follows: (in order of descend-

ing priority)

Class I Class II
----- CRITIC
Flash Override ECP

Flash Flash
Immediate Immediate
Priority Priority
Routine Routine

FR76-1 3-14




I11eD B umoq Suryeaxg Ioj sainpadoxd SIJ) °§-¢ 2and1y

QIAOW3¥ INOL ASNE “JOOH-NO $309 ¥381¥0s8ns (D)

3505008 3LOVAWOD NOIOIY | SS¥1D *03dd0¥Q TINNVHD §-V - 4/4381¥DSENS ¥3HLO OL INOL ASNE - ()
G31DVAWOD NOIO3Y | SSV1D ‘03440¥a 1INNVHD G-8 - S1INNVHD a-4 4o¥a - 5 (§)

GILOVAWOD NOIS3Y | SSY1D “03dd0¥a TINNVHD 3-0 - S1INNVHD -8 4o¥a -3 ()

Q31DVAWOD NOIO3Y | SSV1D “03440¥a 13NNVHD O3 - Y/TINNVHD 3-0 d0¥a - 3 (©)

1INNVHD 9-4 d0¥a =3 ()

HOOH-NO 5309 ¥3e1¥0s8ns (1)

NOILVA¥3SIY TINNVHD QIVMIOL
SIN3AJ 40 IONINOIS

(—

51015 1101
&) @/. s
—
o\ 6 NVQ 1
N by ™
NS </
@\ wVO \. 0)9 ] s:w&
o
4 .
: ~® =
@ ° 51075 3101 ()
0 % e. @
3y, (e} o
2 2% 3\
Ow% (4 @Q\n..vo}w
YOOH-NO 09 Ol
¥38158NS 151 51015 3101 XOOH-40 TS
— ”V FYOMLIN ¥
TINNYHD 3DI0A TYNOILIGAY ¥04 NOIOY | SSY1D 40 ALIIBYIIVAY SILYDIANI—SN1v1S A e RO ST Baiatroll @
YoM xvd @ © IN3AZ HLN ¥O4 JOVSSIW QUVAMNOS @
—_—
1
O
~~
P~
—

—— 3 K S e - — - -— Bauo .. .

TR M s s o




Although the precedence levels are equated in Class I and Class II,
in cases where calls of equal pre-emptibility exist in both classes,
we intend to pre-empt the Class II call first because of the dif-
ference in the impact of pre-emption in the two regions. When a
voice call (Class I) is pre-empted, the connection is broken and the
call is dropped, whereas a data call (Class II) is not dropped, but
the data packets are merely delayed and queued for later transmis-
sion.

In the case of voice calls another question arises due to the
fact that the CCIS mességes for handling the call are themselves
handled as Class II data. We intend to assign precedence levels to

the CCIS messages as discussed in Section 3.2.

5.1.4.3.2 Pre-emption and Frame Structure

Figures 3-4 through 3-9 illustrate the effect on frame structure of
a pre-emptive Class I call. The case discussed is a situation
wherein two consecutive voice calls must be allocated in the Class I
region. These are identified as Voice Slland Voice 52. Note that
Figures 3-4 through 3-9 do not attempt to identify the CCIS messages
involved with voice calls 51 and 52 as they are considered to be
transmitted in other ffames; The figures introduce the concept of
actual and virtual frame structures. - Actual frame structure means
what it implies, namely the map of the frame as it is.actually
transmitted (or received) on a given link. Virtual frame structure
means the instantaneous map of the frame as it would have to be in
order to carry the desired traffic, both Class -I and Class II and
represents the summation of all allocated Class I calls, plus all
Class I calls ready for allocation plus all queued (and ready for
transmission) CCIS and data Class II packets. The actual frame com-
prises the allocated Class I calls, plus the CCIS and Class II
packets transmitted in a particular frame. When desired frame
capacity is less than maximum frame capacity, the frame will be
equal in size and structure to the virtual frame. When the desired
traffic exceeds the maximum capacity of the link, the virtual frame

will exceed the actual frame. In this case, the call either must be

FR76-1 3-16
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Figure 3-7. Virtual Frame with Overlap st
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blocked or must pre-empt an ongoing call (or calls) in either the

Class I or Class II region.

In the example Figure 3-4 shows the actual frame structure in
the frame period before voice call 51 is to be allocated, and
Figure 3-5 shows the virtual frame structure required to allocate
voice call 51 in the subsequent frame period. Since the virtual
frame can fit satisfactorily within the 10 msec frame period the
actual frame map is adjusted to conform to the virtual frame. This

is shown in Figure 3-6.

Next, in a subsequent frame an allocation request is made for
voice call 52, resulting in the virtual frame structure shown in
Figure 3-7. It can be seen that the virtual frame exceeds 10 msec,
resulting in frame overlap. Therefore, unless the new call can pre-
empt an existing call either in the Class I or Class II region, it
must be blocked. If the call were to be blocked, the virtual frame

would revert to the configuration of Figure 3-6

Figure 3-8 depicts the virtual and actual frame structures that
would result if data call 3 were to be pre-empted to make room in
thé frame for voice call 52. If, instead, voice call 2 were to be
pre-empted, the resulting virtual and actual frame structures would

be as shown in Figure 3-9.

Selection of Calls to be Pre-empted

A general criterion for pre-emption is that pre-emption will be
done in reverse precedence order. Within this framework several

trade-offs may be identified.

Given the overall system objective of maximizing frame utiliza-
tion, it would seem reasonable to attempt to pre-empt a call of the
lowest precedence with the same baud rate as the pre-empting call.
This would minimize the pre-emption of more frame capacity than
actually needed to accommodate the new call and would also minimize

the number of individual calls pre-empted.

There is an undesirable aspect to this approach, however, in

that pre-emptibility would be inversely proportional to commonality

3-23
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of equipment. The subscriber with the most unique equipment need
fear pre-emption the least even though class-marked for low prece-

dence calling privileges. Given that the least important subscribers

in a network are usually the last to receive advanced equipment,
this aspect may tcnd to make the more important subscribers more
vulnerable to pre-emption.

The approach that is currently proposed is to pre-empt at the
lowest precedence level starting from the beginning of the frame,
without regard to the baud rate. Given the drop/insert appraoch
discussed in task B3, this will result in pre-emption of the longest-

established calls first.

Preventing Precedence and Security Violations

Precedence and security classification violations will be prevented by
the use of classmarks. Each subscriber in the network will be assigned
both originating and terminating classmarks. Originating classmarks
describe the maximum precedence level at which the subscriber may initiate
a call and also the maximum security classification of the call. Terminat-
ing classmarks describe the maximum security classification of calls which
the subscriber may receive. Therefore, call precedence is screened at the
originating switch when the éall'is inifiated. Once the call is established
however, all terminations and interswitch channels involved in the call will
be protected against pre-emption at the precedence level at which the call
was placed. Call security classification is screened.at both the originat-
ing switch and the terminating switch. Screening at the terminating switch

will be done prior to ringing'the called subscriber.

Both precedence and security classification will be carried by

"traveling class-marks'" contained in the CCIS messages.

Inter-DAX trunks are assumed to be classmarked for unrestricted prece-

dence and security privileges.

3-24
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Route Selection for Class I Calls

In general, Class I voice calls are initiated by a subscriber dialing
a directory number into the DAX on which he is homed (originating switch).
The call must then be routed to the switch on which the called subscriber
is homed (terminating switch). It is assumed that a uniform numbering plan
will be incorporated which permits the call to be routed deterministically,
rather than by a saturation search technique. A typical example might be a

numbering plan, wherein the subscriber dials from 7 to 11 digits of the
form:

P-NAN-YYY-XXXX
Where P is the precedence digit (e.g. Immediate)

NAN is the area code
YYY is the station code
XXXX is the individual subscriber number

The originating switch would examine the dialed number starting with the

NAN (Area Code) by searching the stored area code directory table for a
corresponding entry. If a match is found with the home area code, then the
station code exchange directory would be searched for an entry correspond-
ing to the YYY. If the NAN matched a foreign area code, the call would
have to be routed to an adjacent switch over a trunk (link) as indicated by
additional information contained in the directory table for each foreign
area code. If multiple routes to the terminating switch exist (usually
expected to be the case), one of the routes out of the originating switch
will be designated as the primary trunk and another as the first alternate
trunk and so on. Having ascertained the potential routes that may be taken,
the switch must then select one. The process of selecting the route ideally
will be made powerful enough to permit flexibility in selecting the routes
not only on the basis of the called party directory number but also on the
basis of individual call characteristics such as precedence level, security
classification, baud rate, etc. For example, in one instance it may be
desirable to search for idle channel capacity in the primary trunk, then in
the first alternate trunk and then go back and search for a pre-emptible
channel in the primary trunk. For a different call it may be desirable to

search first for idle channel capacity and then a pre-emptible channel in
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the primary trunk before moving on to the secondary.

3.1.4.5.1 Routing in the Forward Direction

In the forward phase of a call a potential route is established
from calling to called party and capacity in the interswitch frames
along the route is reserved for that Class I call. That reserved
capacity must be taken into account together with all allocated
Class I channels (i.e., existing on-going voice calls) in forward
routing of other subsequent voice calls. The reserved capacity may
be used for Class II traffic until such time that a channel is allo-
cated for the call when the called party goes off-hook (answers the
call).

The overall reserved route at the time the call reaches the
terminating represents the route over which the voice connections

will probably be established.

3.1.4.5.2 Routing in the Backward Direction

FR76- 1

It is not until the called subscriber has been rung (or goes
off-hook if his equipment is capable of sending answer supervision
to signals to the DAX) that a channel must be allocated in the
Class I region of each trunk in the route starting at the terminat-
ing switch and working backward to the originating switch, thus
establishing a two-way voice path between the calling and called
subscriber. Generally speaking, this voice path will follow the

route which was reserved during the forward phase of the call.

The situation can be complicated by the existence of Class II
data. Suppose for example that during the backward allocation one
of the switches finds that it cannot allocate the new Class I channel
because of a large amount of Class II data ready for transmission
over the trunk (link) and that the Class II data is of equal or
higher precedence level than the Class I call in question. At this

point several alternatives are available to the switch:
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a. The switch may delay the channel allocation in anticipation
that the Class II data will be rapidly transmitted and will
recover slowly;

b. The switch may alternate route the call over a different trunk
not previously involved in that call;

c. The switch may block the call and send CCIS messages both for-
ward and backward to free the channel capacity previously
reserved for that call;

d. A sequential combination of the above.

If alternative d is taken, the adjacent switch (toward the called

party) could then also take alternatives b and ¢ and this sequence
of events could cascade all the way back to the terminating switch
at which time the call would have to be blocked and blocking tones

returned to both called and calling subscribers.
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3.2 TRAFFIC CONTROL PROCEDURES

2 T Problem

The Class II region of a master frame is used to carry both packetized CCIS
messages and packetized data traffic such as interactive data and bulk data trans-
fers. These packets, differ from the '"voice channels'" of the Class I region, in
many respects. The major differences are:

a) The switched channels of the Class | regions are established on

a call basis, i.e., a fixed number of bits are transmitted in the
Class 1 region of every frame from the time the call is established
to the time the call is broken down. In contrast, the data packets
of the Class II region are established on an as-needed basis, i.e.,
as data messages are received a packet is formed and the required
number of bit slots is assigned in the Class II region on a First-
In/First-Out by precedence basis for only that frame in which the
message is to be transmitted.

b) The Class I switched channels contain no link or network control
information. The bits in each channel pass through the switch
unaltered. (The control information is contained in CCIS Message
packets transmitted in the Class II region.) The Class II data
packets (including CCIS packets) are self contained in that each
packet includes the necessary link and network control information

for handling that packet.

The problem addressed in this section is to analyze the various functional
requirements and define a set of control procedures which will permit efficient
intermingling of data traffic having mixed precedences and security classifications

without violation in either area.
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Objectives

To define a set of data traffic control procedures which will permit:

L

Accurate transfer of packets across a link in a manner which
insures detection of and recovery from transmission errors.
Distinguishing CCIS packets from data packets.

Routing of data packets towards their ultimate destination.
Minimizing the cross-network delay based on precedence level of
each data packet so that highest precedence data has the least
delay.

Handling of Class II traffic of mixed precedence levels,
Pre-emption of lower precedence calls (Class I and Class II) by
pre-emptive data traffic.

The prevention of precedence and security classification violations.
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The approach towards meeting the objectives stated above is

discussed below.

3.2.3.1 Accurate Transfer of Packets Across a Link

In order to prevent the loss of data due to transmission errors, a positive
intra-link signalling scheme is required which provides for detection of trans-
mission errors and a means of receiving from such errors, either through forward
error correction (FEC) techniques, automatic-repeat-request (ARQ) techniques or a
combination of both. The ADCCP packet format which has been proposed for use in

the DAX (Ref Sec. 2.1) permits an ARQ capability which will satisfy this objective.

3.2.3.2 Distinguishing CCIS Packets from Data Packets

Because CCIS packets are processed differently by a DAX than are data
packets, a DAX must be able to distinguish between the two types of packets. In
order to reduce the processing load, it is desireable to make the recognition pro-
cess as simple as possible. This will be true regardless of whether a distributed
or centralized processing architecture is implemented. The recommendation was
made in Sec. 2.4 to use a bit in the packet address field as a CCIS flag, and that

recommendation is also made here.

Another way in which CCIS packets might be distinguished from data packets
is by their relative positions in the Class II region. In order to minimize the
number of packets headers that are examined in searching for CCIS messages, it has
been suggested that a superprecedence level be assigned to the CCIS packets and
that they be located (continguously, in the case of multiple CCIS messages) in the
beginning of the Class IT region. Thus when the first non-CCIS (data) packet is
encountered, it could be assumed that there were no more CCIS packets from the
frame, thereby minimizing the search procedure. It is conceivable that in some
cases such a scheme could result in a one frame delay in transmitting a critic data
packet out of the next node due to the timing relationship of the incoming and out-

going trunks. Such a delay might or might not be tolerable.
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A refinement might be to assign the precedence level of the associated
Class 1 call to the CCIS packet when determining the availability of capacity in
the frame and if capacity is available to assign an artificial precedence level
(perhaps FLASH) to the packet to determine where in the Class II region the mes-
sage is placed. This scheme might represent an acceptable compromise between
minimizing network delays of some intermediate-level data packets and minimizing

processing overhead.

In summary, CCIS packets will be made identifiable by a bit in the second
field of the ADCCP format with possible use of relative location in the Class II

region to identify the CCIS packets in a frame.

3.2.3.3 Routing of Data Packets

As in the case of Class I switched traffic, Class II packets must also be
routed through the network from the originating (or source) switch to the ter-
minating (or destination) switch. This does not apply, of course, to calls bet-

ween two subscribers homed on the same switch.

The routing function for Class II traffic differs from that for Class I

traffic in two important aspects discussed below.
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3.2.3.3.1 Routing of Class I traffic is accomplished during the Call Initiation/
Channel Allocation Phase, and all subsequent conversation or data travels over
the same route through the network, i.e. over the same interswitch links, for
the duration or the call. Routing of Class II traffic is done on a per-packet
basis, i.e. each packet may be routed independently of other packets associated

with the same call.

The routing scheme proposed for Class I traffic (Section 3.1) incorporates
an-alternate routing capability accomplished through the use of routing tables
stored at each switch. These tables define primary and alternate routes from that
switch to every other switch in the network. A Class I call will always be routed
over the primary route if possible, then the first alternate route, etc. The
routing table at each switch is unique to that switch and is fixed (i.e., the pri-
mary route to a given destination switch is always the primary route, the first

alternate is always the first alternate, etc.).

The routing scheme proposed for Class II traffic will incorporate an
adaptive routing capability somewhat equivalent to the alternate routing for Class
I traffic. In this case however the Class II packets (except for CCIS) will be
directed to the route which has the smallest predicted delay from the switch in
question to the destination switch. The predicted delays to each destination switch
will be contained in a table which is updated periodically. A technique being

; g 33],[46
considered is the routing algorithm as it exists in the ARPA network todayI 1, [46]

FR76-1 3-32




RS mms eham NS G BRSO W O e e

This technique which is still in the evolutionary stage might require further
modifications or refinement to accommodate the precedence levels handled by DAX.
For example, the ARPA algorithm uses queing delays as a factor in calculating
predicted overall delays. In a network carrying data traffic of various precedence
levels, the actual queing delay would be dependent on the procedence level of the
packet being routed. It is not known at this time whether the algorithm should

be expanded to include this factor or whether it could be safely ignored. Further

analysis is necessary.

3.2.3.4 Minimizing the Cross-Network Delay Based on Precedence Level

Data packets will be serviced and retransmitted on a FIFO basis within
precedence levels. A packet queue will be constructed for each outgoing trunk and
will be emptied out (transmitted) in order of decréasing precedence. The queue
will be represented by a linked list for each precedence level in which each entry
will represent one data packet. The last entry of the list for each precedence will
link to the first entry of the list for the next lower precedence level. CCIS
packets will have precedence levels assigned as described in Paragraph 3.2.3.5.2, and
thus will be merged into the Class II region of a frame after data packets of

higher precedence level and before data packets of equal or lower precedence level.

3.2.3.5 Class II Precedence Levels

As mentioned earlier, the Class Il region can contain two types of traffic;
data packets and CCIS message packets. The question of precedence and pre-emption

for each type of packet is treated éeparately in the following paragraphs.

3.2.3.5.1 Data Packet Precedence

Since interswitch data packets are the vehicle for transferring the actual
call data as well as the interswitch/network control information, the precedence
level of the data packet is always the same as the precedence level of the Class II
call. It is our intent to equate corresponding precedence levels of Class I
(switched) calls and Class II (Data) calls in establishing the rules for pre-emptive
traffic. Assume these corresponding levels to be as follows:

(in order of descending precedence)
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Class I (voice) Class II (data)

---~(none) W (critic)

FO (Flash Override) Y (ECP)

F (Flash) Z (Flash)

I (Immediate) 0 (Immediate)
P (Priority) P (Priority)
R (Routine) R (Routine)

3.2.3.5.2 CCIS Message Packet Precedence

CCIS packets are the vehicle for transferring only interswitch/network
control information about a Class I call. The actual call data is carried in the
Class I region. Thus, two separate precedences must be considered:

a) The precedence level at which Class I transmission capacity is
reserved, allocated, and protected from being pre-empted. This is
called the natural precedence level and is the level at which the
subscriber initiates (dials) the call.

b) The precedence level used in transmitting to another DAX, the CCIS
messages associated with the Class I calls. Figure 3-10 shows the
precedence levels that will be assigned to CCIS messages as a func-
tion both of dialed precedence levels and the type of CCIS message
to the transmitted. The rationale behind Figure 3-10 is discussed

below.

Let us start with the assumption that in generél CCIS message. packets
associated with a (lass I call should carry the natural precedence of the call as
initiated by the calling subscriber. This can be justified by reasoning that the
signalling for a Class I call is neither more nor less urgent than the call itself.
Now let us further assume that if a CCIS message does not initiate an action that
will result in modifying the map of the Class I region that Class I calls should
in general never be pre-empted in order to transmit that CCIS packet, but that
Class II packets may be pre-empted if they are of lower precedence than the CCIS
packet. This is reflected in Figure 3-10, columns 3 and 6 of which show that the
natural precedence levels assigned to those CCIS messages apply to pre-empting Class

II packets only; the CCIS messages are of routine precedence with respect to the

Class I region,.
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Next, consider the type of CCIS message that initiates an action that will
result in allocating a new channel in the Class I region, namely answer back
messages. It is proposed to assign the natural precedence level of the call to the
answer back messages, pre-empting in the Class I region if necessary. Since the
weighted Class I channel size is on the order of 150 bits and the answer-back CCIS
message packets is on the order of 120 bits, in most cases the Class I call that
is pre-empted for transmitting the CCIS message would have to be pre-empted to

fit the new channel into the Class I region anyway.

Finally, consider call release messages, which result in Class I channels
being dropped. In this case, the natural precedence level of the released call
is meaningless because the call has terminated anyway. It is proposed to assign
an arbitrary level of FLASH to call release messages, to apply to the Class II
region only, so as to facilitate DAX retrieval of transmission capacity as quickly

as practical.

A unique situation can arise when
to the point where the Class II region is
In such a case the system would be locked
made to transmit a CCIS message to handle

the lock-up condition and is discussed in

3 2. 3.6 Pre-emption

the Class I traffic fills the entire frame

not large enough to contain a CCIS message.

up forever unless some provision were
release calls. This situation is called

Paragraph 3.6,

This paragraph addresses the problem of handling pre-emptive Class II

traffic. Pre-emptive data packets are discussed in 3.6.1; pre-emptive CCIS message

packets are discussed in 3.2.3.6.3.

3.2.3.6.1 Pre-emptive Data Packets

A data packet of a given precedence level may pre-empt packets of lower

precedence levels or voice calls of lower precedence levels (Ref. 3.2.3.5.1). However,

pre-emption of a lower level data packet may cause that data packet to initiate pre-
emption of a voice call in a subsequent frame. This situation is illustrated in
Figure 3-11 which depicts a frame in which the Class II region is not large enough to
include all data packets which are queued for transmission. The data packet queue

to the right hand side of the figure contains the linked lists representing the

Class I1 data packets available for transmission at the first opportunity. Within
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each linked list, the data packets are time-ordered on a FIFQ basis. Within

the queue, the linked lists are ordered by precedence from highest to lowest.

The transmitted frame is shown to the left of Figure 3-11. It can be seen
that only part of the data packets can be accommodated within the Class II region,
and that the remainder of the data packets must either be delayed or must pre-empt
a Class I call (or calls) of lower precedence level. If we assume that the pro-
cess of pre-empting an existing Class I call cannot be accomplished instantaneously
due to the interswitch handshaking required to coordinate remapping of the Class 1

region (on the order of 8 frames), then it is evident that a date packet which

pre-empts a Class I call is also delayed. Thus, two possibilities exist for handling

a delayed data packet. In order of preference they are:

a. The packet may merely be delayed until the higher precedence Class II

data has been sufficiently cleared out (Transmitted).

b. A Class I pre-emption sequence may be initiated.
Further study is required to evaluate the optimum usage of a and b. For example,
assume there is insufficient room in the Class II region to transmit a packet of a
given precedence level and size, but sufficient room to transmit a smaller packet
of lower precedence level. Technically speaking, it is perfectly feasible to trans-
mit the lower precedence first if the higher precedence won't fit, but the accept-
ability to the customer of such a scheme can be a determining factor and must be
evaluated. Alternate methods of maximizing Class II utilization are discussed in

Paragraphs 3.2.3.8 and 3.2.3.9.

3.2.3.6.2 Pre-emptive CCIS Message Packets

The discussion of pre-emptive data packets in Paragraph 3.6.1 also applies
to CCIS packets with one important exception. Certain types of CCIS messages will
not be permitted to pre-empt Class I (voice) calls, as indicated in the discussion

of CCIS message packet precednece (Ref Par 3.2.3.5.2) and in Figure 3-11.

The lock-up condition would exist when the entire frame was filled with
Class 1 traffic to the point where the available Class II region would not be
large enough to contain a CCIS message. In this situation, it is apparent that our

current method of pre-empting or dropping previously allocated voice channels via an
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exchange of CCIS messages across the trunk in question will not always work. While
it is true that quasi-associated CCIS messages could be exchanged over alternate
routes, there is not quarantee that an alternate route will always be available.
Therefore, either some alternate method of transmitting CCIS messages must be
developed, or else the lock-up condition must be avoided in the first place. The
method of avoiding the lock-up condition is simple enough--never transmit a CCIS

message that will result in the entire frame being allocated to Class I traffic.

An alternate method of transmitting CCIS messages during a stress condition
has been considered. The CCIS message could be transmitted in the Class I region
by momentarily interrupting an appropriate number of contiguous voice channels, pre-
ferably of lower precedence levels than the CCIS messages. The affected voice calls
would appear to the associated subscribers as noisy channels for one frame interval
(10 msec) but the calls would not be dropped. This method conceivably could be
extended to data packets as well, thus making it unnecessary for a Class II data

call tc ever permanently pre-empt (drop) a Class I voice call.

Transmitting Class II packets in the Class I region is a possibility but
incurs certain drawbacks. The drawbacks relate to the problem of recognizing a
data packet contained in the Class I region by detecting the flag sequence and the
problem of rejecting false alarms caused by simulation of the flag sequence by the
random bit stream of the Class I voice calls. The first problem results in added
processing complexities at the receiving DAX (software and possibly hardware as
well). The second problem results in added processing load (time burden) at the
receiving DAX. For these reasons, this approach is not recommended at this time,

although it can be given further consideration in the future, if this seems

desirable.

3.2.3.7 Establishing a Class II Call

This paragraph describes a procedure for establishing a typical terminal
to computer Class IT call through a hypothetical network. The network connectivity
and link availability was chosen to be the same as the example used in Figure 1 of
Section 3.1 to facilitate a direct comparison of Class I and Class II procedures.

The sequence of events is shown on Figure 3-12 but a few words here are in order.
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Notice that Figure 3-12 shows an acknowledge packet for every control and data
packet. This is because in our example we are considering the packets only for the
particular call in question. ADCCP procedures provide for summary acknowledgements
of groups of packets, which would be the case if multiple calls were being handled

simultancously, but not in this example. In addition, note that the DAX E to DAX G

link is blocked initially, and then subsequently becomes available. In our
example, the DAX E to DAX D link is also blocked, and so DAX E delays
(queues) the call initiate packet for later transmission. The call illus-
trated is from a terminal homed on DAX A to a computer homed on DAX G. The

sequence of events described in Figure 3-12 is:

1) The calling terminal homed on DAX A initiates a call to the computer
which is homed on DAX G. DAX A allocates a message buffer to the
terminal, translates the dialed number, and determines that the
computer is located at DAX G. DAX A then looks in its routing table
and determines that the primary (minimum delay) route is over the
DAX A--DAX B link. (Alternate routes out of DAX A are not shown in
Figure 3-12).

2) DAX A then generates a call initiate packet addressed to DAX G, and
transmits the packet to DAX B which acknowledges receipts of the
call initiate packet by transmitting an acknowledge packet backwards
to DAX A. The purpose of the call initiate packet is twofold:

a) It requests the terminating switch (DAX G) to allocate buffer
capacity to the call and to inform DAX A when the buffer
has been allocated.

b) It permits the originating switch (DAX A) to determine the
availability of the called‘computer before accepting a message
from the terminal. (The computer may be down or otherwise
unavailable.)

3) DAY B then examines the address contained in the call originating
packet, indexes into its routing tables, finds the primary route is
to DAX C, and transmits the packet to DAX C which subsequently
acknowledges receipt of the packet. DAX B then discards the packet.

4) DAX C in turn transmits the packet over the primary route to DAX E
and, after receiving an acknowledgement from DAX E, discards the
packet. Note that the tandem DAXs only need retain the packet long
enough to determine that the packet has been received correctly by the
next switch. Message accountability is maintained only by the

originating and terminating DAXs (A and G).
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6)

7)

8)

10)

11)

DAX E finds the primary (E-G) link blocked, and queues the call
originating packet for subsequent transmission. Eventually, frame
capacity becomes available for the queued packet and it is transmitted
to DAX G which acknowledges receipt of the packet. DAX E then
discards the packet.

DAX G detects that the packet is addressed to itself and finds the
dialed computer number in its local directory. DAX G then signals to
the computer and receives an answer. Upon determining that the com-
puter is available, DAX G allocates the buffers as required by the
call initiate packet.

DAX G then generat s an answer packet addressed to DAX A confirming
both the buffer allocation and the availability of the computer for
receiving a call. The answer packet is then transmitted over the
primary route, in this example to DAX E.

DAX E routes the answer packet to DAX C, receives an acknowledgement,
and discards the packet.

DAX C routes the answer packet to DAX B, receives an acknowledgement,
and discards the packet.

DAX B routes the answer packet to DAX A which acknowledges receipt

of packet to DAX B and notes the buffer allocation to DAX G.

DAX A then removes the original call originating packet from its
acknowledge time-out queue and sends an answer message to the terminal,
authorizing the terminal to send the first message.

Upon receipt of the first message from the terminal, DAX A reforms

the message into the required number of packets (> 1) and routes the
packets into the network via DAX B. Each packet is routed individually,
and may arrive at the terminating switch (DAX G) non-sequentially

and over different routes depending on traffic foading and dynamically
updated routing tables throughout the network. The individual packets
are acknowledged to the transmitting (tandem) DAXs as they are routed

over the various links.




135) When DAX G has received all packets associated with the message,
it reassembles and if necessary depacketizes the message and trans-
mits it to the computer. After transmission to the computer has
started, DAX G also transmits a request for next message (RFNM) back
towards DAX A. If another message is waiting for transmission to
DAX A the RFNM may be piggybacked on it.

14) When the computer response to the first message is received at DAX G,
that message is packetized and sent through the network to DAX A and

the call continues a message at a time as described above.

3.2.3.8 Partial Packets

Qur approach thus far to transmission of Class II traffic has been to trans-
mit only whole packets in any given frame and to pad the remainder of the Class II
region with idle bit sequences. This approach has no adverse effect on frame
utilization as long as all of the Class II data and CCIS packets ready for trans-
mission will fit into the current frame, In cases where there is not sufficient
capacity in the Class II region of a given frame to hold all of the queued packets,
some frame capacity will be wasted because only rarely will the number of available
bits be exactly equal to an integral number of packets. These wasted bits therefore
will decrease average frame utilization under heavy traffic conditions. Even
worse is the fact that under some conditions of heavy Class I traffic, some long
packets may experience inordinately long queuing delecys due to long holding times

of Class I calls.

A concept has been formulated which would permit transmission of partial
packets. Under this concept, any residual Class II capacity too small to contain
the next whole packet would be used to transmit a portion of the next packet. At
a minimum, the partial packet would contain the flag (F), the address (A), and
control (C) fields in order to simplify processing at the receiving DAX. At a
maximum, the partial packet would contain F, A, C and part or all of the I fields;

the frame check sequence (FCS) would not be split across two successive frames.

An example of the partial packet concept is shown in Figure 3-13. In the
example shown, data (or CCIS) packets 1, 2 and 3 are queued for transmission at the
start of frame N in which there is sufficient capacity only for packet 1 with some

number of bits to spare. Packet 1 is transmitted in its entirety in frame N,
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followed by the F, A and C fields and part of the I field of packet 2, followed by
the start of frame sequence (SOF) for frame N + 1. The receiving DAX will recognize
that P2 is a partial packet by virtue of the fact that an SOF was detected without
first seeing an end flag sequence (FCS, followed by F) fer packet 2. The receiving
DAX will defer processing of packet 2 and will anticipate receiving the continuation
of the packet at the start of the Class II region in the N + 1 frame. When the

last portion of packet 2 has been received in the N + 1 frame, the FCS is used to
check the entire packet, and only then is packet 2 ACKed or ARQed, thus supporting

standard link error control procedures.

As indicated by Figure 3-13 the proposed concept involves the use of a flag
sequence as a delimiter between the Class I and Class II regions. This delimiter is
in addition to the flag sequences used to delimit the individual packets. The
reason for this is to facilitate handling of pre-emptive Class II traffic and to
permit pre-emption of the partially transmitted packet 2 by a newly arrived packet
of higher precedence level. Thus, if a double flag sequence were to be detected at
the start of the Class II region in the N + 1 frame, the receiving DAX would discard
the stored partial packet, and the transmitting DAX would have to retransmit packet

2 at the first opportunity.

It is interesting to note that in the case of extremely heavy Class I
traffic the transmission of a complete packet need not be limited to two frames,
but could be stretched out over many frames. Further investigation would be required

to make optimum use of this characteristic.

3.2.3.9 Split Packets

An alternate approach to the partial packet concept is the split packet
concept. In this approach a packet could be split into two or more smaller packets
to obtain a better packing of the Class II region. Each of the smaller packets
would have its own F, A, C and FCS fields. This approach might be advantageous
under conditions of high transmission errors or heavy pre-emptive traffic because
of reduced retransmissions, but does require more overhead, in addition to increased
processor complexity. This approach is not recommended at this time but may be

reconsidered in the future.
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ROP/INSERT CAPABILITIES

Problem

The traffic-carrying portion of a master frame will be
subdivided into two regions--the Class I region which
carries circuit-switched data and the Class II region which
carries packetized data. This task addresses the problem
of controlling the Class I/Class II boundary as circuit-
switched calls are established and cleared. Stated more
specifically, the problem 1is to develop a concept for
dropping and inserting circuit-switched channels in the

Class I region.

Objectives

Any pr-cedure for accomplishing Drop/Insert Capability

must comply with the following objectives:

a. Operate with negligible error. As long as the
master frame remains synchronized, the location
and width of each circuit-switched channel must
be known in order to prevent spurious cross-
connections between subscriber calls.

b. Operate without disrupting the time transparency
of the DAX to ongoing circuit-switch calls.
Existing calls should not be interrupted while
a8ding or dropping a channel or compacting the
Class I region. To do so would introduce noise
and risk losing crypto synch.

c. Operate with the minimum amount of transmissicn
overhead. The average number of bits per master
frame required to identify each circuit-switched
channel should not be excessive.

d. Operate with the minimum amount of processor
overhead. The processing resources required to
maintain the Class I reglon map should not be
excessive.
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3.

Operate with maximum expediency: circult-switched
calls should be inserted as quickly as practical
so as to minimize connection time; on termination,
calls should be dropped as quickly as practical

so as to permit the system to reclaim and reassign
the previously-required bandwidth. (Information
capacity)

3.3 Approach/Progress

The current concept for providing drop and insert

capabilities 1is based on the following assumptions which

are consistent with the approaches of Section 2.1, 2.3, 2.4

and 3.1:
a.

Circuit-switched channels will be continguously
located 1n the Class I region of a master frame.
The Class I reglon will contaln only cecircuit-
switched channels, i1.e. No data packets.
Dropping and insertion of Class I channels will
be accomplished through the use of CCIS message
packets transmitted in the Class II region.
Strict inter-DAX protocol will be observed in
maintaining the Class I maps for a given l1link

in each transmisslon direction. A DAX will
never modify the Class I reglon without first
notifying the adjacent DAX and receiving confir-
mation from the adjacent DAX of its agreement to
the change.

The proposed Drop/Insert procedures are discussed

below:

3.3.3.1

Channel Insertion

When a switched-network channel must be allocated to

a new call, it 1s proposed to always add that channel to the

end of the Class I region, thus displacing the Class 1/

Class II boundary toward the end of the frame by a number

FR76-1

3-47

I N S T ke =




of bit slots equal to the number of bits (per frame) of

the new channel. This approach minimizes the amount of
control information that must be transferred across the
link, and also minimizes the amount of internal bookkeeping
at each DAX, since the Class I map need not be modified,
but only extended. Note, however, that the Class I region
will never be permitted to extend beyond the point at which
frame lock-up would occur (Ref. Section 3.2).

In addition to specifying the width of the new channel
in the CCIS Allocation Message, we propose to also include
the starting address (bit position in the master frame).
Although the starting address is redundant, it will be used
for on-line detection of Class I map errors. The CCIS message
sequence for channel insertion (allocation) is described in

Section 3.1.
3.3.3.2 Channel Dropping

When a switched-network channel must be dropped, the
Class I region will be recompacted at the same time the
channel is dropped. The recompacting will be accomplished
by subtracting the width of the dropped channel from the
starting bit position of each channel in the Class I region
which 1is later than the dropped channel. Thus the Class I
region will always be compacted toward the start of frame.
When two contiguous channels must be dropped, channels later
than the second dropped channel will be advanced by the
combined width of both dropped channels, and so on. In the
case of channel dropping, only the inter-DAX ‘channel number
need be specified, but it 1is proposed to also include the
starting address and channel width for use in on-1line detec-~
tion of map errors.

The CCIS message sequence for channel dropping 1s
described in Section 3.1. It should be noted that reallocation
of on=-going channels due to the dropping of a terminated
channel requires CCIS messages only with respect to the
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terminated channel; the reallocations are accomplished
automatically by both originating and terminating DAX's
without necessity of additional CCIS messages.

3.3.3.3 Channel Pre-emption

In handling pre-emptive traffic it willl sometimes be
necessary to pre-empt (drop) one or more channels allocated
to existing calls in order to make room for a channel
allocated to a call of higher precedence. The procedure
for pre-empting channels for reuse will be to drop the
pre-empted channels and compact the frame per paragraph
3.3.3.2 and to insert the new channels at the end of the newly
compacted Class I region as described in paragraph 3.3.3.1.
However, a unique CCIS message will be defined for "Pre-
empt For Reuse" to avoid having to exchange sequential
message sequences for both the drop and then the insert
functions.

For reasons of processing economy it is planned to
search for channel capacity which can be pre-empted within
the lowest precédence levels starting from the beginning
of the frame. Given the insert and drop procedures of the
preceeding paragraphs, this means that within any prece-
dence level on a given trunk, the longest established calls
will be preempted first. Other approaches are possible
however, and can be examined 1i1f desired. For example, the
oldest call of low-enough precedence to be preempted might
not provide enough capacity for the pre-emptlng call,
whereas the next-oldest might; the preempting algorithm
might consider adequacy as well as age, within each precedence

level.
3.3.3.4 Background Testing of the Class T Map

In addition to the on-line map error detection which
will be done on a per-allocation and per-drop basis, it
seems advantageous to consider a mechanism for exchanging
Class I map information between DAX's. Such an exchange

3-4
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would be routinely done in the background on a non-interfering

baslis. The required CCIS messages could be assigned a

sub-precedence level lower than routine, meaning that they
would be transmitted on a periodic basis when frame capacity
is available with no other packets queued for transmissilon.

e cerAMme ¢
wanCe o QHLC w L

rt of frame map update messages will
undoubtedly be required for error recovery (reference Section
3.5), the background testing function could use essentially

ame software mechanism.

3.4 ACCOUNTABILITY
3.4.1 Prpblsy

The transmission concept being studied is an integrated switched tele-
~ommunications network which is to handle simultaneously, circuit switched, packet
switched, and some message switched (store § forward) traffic. Accountability
requirements must be identified and analyzed for each type of traffic. The pro-
blem addressed in this section is to evaluate the impact of accountability on each

class of service of enroute communications from the viewpoint of:

a) Dynamic alternate routing
b) Recovery from interruptions to service, both transient and
catastrophic

5.4.2 Objectives

To establish a set of accountability criteria which will provide protection
against loss of data due to:
1) Transmission failures either transient or permanént
2) Failures of the DAX to which the calling subscriber is connected
(originating DAX)
3) Failures of a DAX carrying tandem traffic
4) Failures of the DAX to which the called subscriber is connected

(terminating DAX)
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3.4.3 Approach and Progress

3.4.3.1 Accountability of Class I Traffic

Several types of accountability will be maintained for Class I traffic:

a)
b)
<)
d)
e)
f)
g)

Overall call accountability
CCIS Message Accountability
Routing Accountability
Channel Accountability
Precedence Accountability
Security Accountability

Trunk Group Accountability (Traffic Statistics)

These are discussed below.

3.4:5:1.1

Overall Call Accountability

Overall call accountability can be maintained by what is commonly known

as an Automatic Message Accounting (AMA) Function. A history of each call would be

recorded containing the following information:

Time of Call Initiation 1
Calling Party Identification

Called Party Identification r Block 1

Precedence Level

Security Classification

-

Time call was answered - Block 2

Time call was released - Block 3

The block containing the first five items would be recorded at the time

the call is initiated at the originating DAX. The second block (sixth item) would

be recorded when the called subscriber went off-hook to answer the call. The third

block (seventh item) would be recorded when the call is released, due to either

subscriber going on-hook or the call being pre-empted.
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AMA data can be recorded at a central switch handling data for the entire
network, at the nearest regional switch, or even locally at each originating DAX.
If it is not recorded locally the data is sent via quasi-associated CCIS messages
to the appropriate regional or central DAX where it is recorded on magnetic tape

or disk.

$.4.5.1.2 CCIS Message Accountability

CCIS Message Accountability is maintained by ADCCP packet accountability
procedures as described in paragraph 3.4.3.2.3. In addition, CCIS messages affecting
the frame map require a response and acknowledge procedure as described in Section

3.1. No recording requirement is forseen for this type of CCIS message.

3.4.3.1.3 Routing Accountability

Routing accountability for a Class I call is maintained either until the
call reaches the called subscriber's home DAX or until all of the potential routes
(as defined by the deterministic routing tables) have been searched and the call
is blocked. No recording requirement is foreseen for Class I call routing although
the traffic statistics may include a total count of blocked calls at each DAX

(ref. paragraph 3.4.3.1.7).

5.4.3.1.4 Channel Accountability

Although the data contained in the switched channels is neither recorded
nor checked for accuracy, accountability of the Class I region maps is maintained by
the DAXs at both ends of every link as described in Section 3.3. This confirms both
the number of bits allocated to each channel and the location of the channel in the
frame. Detection of errors will result in appropriate recovery procedures (Ref.

Section 3.5).

3.4.3.1.5 Precedence Accountability

Precedende violation will be prevented as described in paragraph 3.1.4.4
calls attempted at a precedence higher than the maximum level allowed for the
calling subscriber (defined by classmark) will be refused by the originating
DAX, and an error (une returned to the subscriber. Recording of such events,

although possible, is not forseen.
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3.4.3.1.6 Security Accountability

Security violations will be prevented as described in paragraph 3.1.4.4
Calls attempted at a security classification higher then either the calling
or called subscriber will be refused at the originating or terminating DAX,
and an error tone returned to the calling subscriber. Requirements for recording

such events have not yet been determined.

3.4.3.1.7 Trunk Group Accountability (Traffic Statistics)

Traffic usage statistics, data collection and printout are common features
of a conventional telephone network. Traffic meters are implemented in the pro-
cessor memory at each switch. Information is recorded on a predetermined schedule,
on demand, or when a meter overflows. The types of statistics generally include
summary information for each trunk group (link) such as call attempts, completed
calls, link blocking, trunk group usage in CCS (hundred call-seconds), etc. The
traffic statistics may either be printed or recorded locally or forwarded to a

central switch via CCIS messages.

3.4.3.2 Accountability of Class II Traffic

Several types of accountability will be considered for Class II traffic.

a) Overall Call Accountability

b) Message Accountability
c) Packet Accountability
d) Precedence and Security Accountability

These are discussed below.

3.4,3.2.1 Overall Call Accountability-

It is proposed to maintain overall call accountability by means of journal
entries at both the originating and terminating DAX's so that buffer allocations
may be reestablished by the appropriate receovery procedures (Section 3.5) in
the event of a failure at either DAX. In the case of a call addressed to more than

one subscriber, a journal entry will be made at each terminating DAX.
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3.4.3.2.2 Message Accountability

It is proposed to maintain message accountability by means of reference {
entries at both the originating and terminating DAXs. This will increase the
cross-network delay by the cumulative amount of time to record the message at both
DAX's. Message accountability at tandem DAXs is not feasible in view of the pro-
posed dynamic alternate routing proposed for Class II traffic (Ref. Section 3.2)
because the various packets of a multiple-packet message are each routed through
the network individually and no tandem DAX can be guaranteed to handle the entire

message.

It is conceivable, however that various routes of a message could be traced
by means of packet accountability as described below. Message accountability
will prevent loss of any part of a message due to failure of any DAX through

the use of appropriate recovery procedures (Ref. Section 3.5).

3.4.3.2.3 Packet Accountability

Dynamic accountability of packets across individual links will be provided
by the ADCCP packet acknowledgement procedures which permit recovery from transient
or permanent link transmission failures. When used for this purpose these procedures
do not add to the cross-network delay since the packets need not be transferred to
mass memory as long as there is room for them in the queue within the modulus of
the link sequence numbers. In a high error environment the time to record and
retrieve the packet from mass storage in order to attempt a retransmission must be
considered. Consideration should be given to journal recording the header block of
every packet if the message tracing capability mentioned in the paragraph above is

required.

3.4.3.2.4 Precedence and Security Accountability

Precedence and Security violations for Class 11 calls will be prevented
in the same manner as Class I traffic (Ref. Paragraphs 3.4.3.1.5, 3.4.3.1.6).
Each individual packet will be routed at the precedence level at which the call

was initiated.
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3.4.3.2.5 Message Storage at Terminating Switches

The following procedures are proposed concerning storage of Class II
messages at the terminating switch in the event that the messages are not deliver-

able when received.

3.4.3.2.5.1 Interactive Messages or Queries

The approach proposed in Paragraph 3.2.3.7 obviates the need for
long term storage at the terminating switches since the messages are not accepted
into the network until it has been determined that the called subscriber is

available.

3.4.3.2.5.2 Data Base Updates

It is proposed to handle data base updates in the same manner (store-and-
squirt) as interactive and query/response messages. This will help to eliminate

the problem of synchronizing a new data base update with an earlier data base

update (of lower precedence) which is still stored in the network pending delivery.

3.4.3.2.5.3 Narrative Messages

If narrative messages cannot be delivered immediately, the terminating

switch will store them for later delivery. No advisory message will be sent to the

originator.

3.4.3.2.5.4 Bulk Data Transfers

Whether or not bulk data will be stored at the terminating switch will be
dependant on the size of the transfer. Medium size data blocks will be stored for
delayed delivery with no advisory messages to the originator. Extremely large

data blocks will not be stored, but an advisory message will be returned to the

subscriber.
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3.5 RECOVERY PROCEDURES

3.5.1 Problem

The DAX Communication switching network must be designed with a high
degree of system availability and maintainability as an integral part of the
overall plan. This is necessary to insure that traffic can be provided continuous
high quality service without unnecessary delay. To accomplish this goal requires
good error protection, service with a minimum of interruptions, fast restoral

of service, and minimum loss of information when interruptions do occur.

This report discusses the hardware and software implications for detec-
ting and sectionalizing troubles in the DAX network, and the recovery procedures
used to restore service quickly. The impact of these recovery techniques, for
transient as well as catastrophic interruptions, will be investigated as a func-

tion of traffic class.

3.5.2 Objectives
15 Identification of the hardware § software features necessary to

detect and isolate faults.

2 Recovery procedures which provide a minimum disruption of
service and preserve message information while testing §
configuring the system around faulty units.

3 Consistency with the overall reliability, availability, and

servivability goals of the network.
3.5.3 Approach ang Progress

3.5.3.1 General

A successful military communication system is measured by its ability
tc provide continuous, economical, and accurate service in fulfilling the communi-
cations mission, without causing unreasonable delays. To meet these objectives,
as part of the overall design, the system must exhibit a high degree of reliability,
availability, and maintainability. The availability of continuous high quality
service throughout the design life of the system is of vital importance for

customer satisfaction. Typical objectives are system downtime not to exceed 2
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hours over a 40-year life span and calls handled incorrectly not to exceed .02
percent. In order to provide this service capability, a system must contend with
such things as traffic overloading, transmission - related phenomena (e.g., error
bursts), power anomalies and failures, sabotage, and other factors which tend

to degrade perfermance.

Built-in reliability in itself is insufficient to insure that a system
will exhibit this degree of availability, particularly when equipment must be
left unattended for extended periods of time. Consequently, maintainability - the
ability to detect, diagnose, and correct failures - must be integrated into the
overall system design. Maintenance features provided would include in-service
performance monitoring, protection switchover, redundancy, alarms, and the cap-

ability of rapid fault isolation and repair.

3.5.3.2 .Types of Failure Encountered

We will be concerned with two types of failure - transient and catas-
trophic. A catastrophic failure refers to problems which deny some portion of the
DAX network the ability to provide basic communication services to subscribers .
Such would be the case when a transmission link becomes unavailable or a DAX is
not functioning due to enemy action or power failure. On the other hand, transient
failure is concerned with problems which restrict the ability of the network to
provide effective high quality communications for a limited time but do not nec-
essarily eliminate it altogether. Examples of this would be loss of synchroniza-
tion due to error bursts or software malfunction due to processor error. Table 3-1
lists examples of typical failures encountered under each category. In each
instance the procedure will be to identify the particular problem, determine the

probable cause, and take remedial action.

Survivability of the DAX network refers to the ability to satisfy the
basic communication needs of surviving terminals after disruptive forces have
occurred on the network. These forces may be the result of enemy action, disruptions
in the transmission environment, or equipment breakdown. The survivability of a
network is dependent on its topology, e.g., are nodes located far enough apart so
that two or more nodes cannot be easily destroyed, are offices multi-homed, is
there a diversity of path connections? Although these are important considera-

tions, we will only be concerned here with the ability to rapidly reestablish
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TABLE 3-1. Types of Failure Encountered

Catastrophic
Power Failure
Extreme Traffic Congestion
Enemy Action
Transmission Facility Failure

Control Transfer Failure

Transient
Processor Bit or Word Error
Traftic Demand

Transmission Related Error - Fading,
Error Bursts, Impulse Noise, Phase
Jitter, Envelope Delay

Loss of Synchronization

Environmental Failure - Lightning hits,
Storm Damage

the route after disruptions have occurred. A more detailed investigation of

survivability will be the subject of a future report.

3.5.3.3 Maintenance Plan

Maintainability of the switch should be incorporated as an integral part
of the overall configuration. The maintenance goal is to recover from faults
before service is appreciably affected so that the user is unaware of trouble.
To accomplish this goal, errors and faults must be detected quickly before
incorrect information propagates through the system making detection that much
harder. Diagnostic software and reconfigurable hardware are the means by which

to do this.

Continuous hardware checks provide for detection of faults in the pooled
circuits and processing units. When a fault occurs, it is automatically detected
and an interrupt in the central processor causes program control to be trans-

ferred to a series of fault recognition programs. These pfograms attempt to
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isolate and localize the faulty unit and provide for automatic swithover of the
functional operations of the perturbed and/or failed element to an identical
operational element. The standby duplicate unit is immediately available for use
since it has been run in synchronism with the active unit to keep its contents

up to date. Thus redundancy and switchover are protective features which make

the system less vulnerable to failures in individual units, hence increasing
uptime by insuring that the system will operate in the presence of troubles.

In a similar manner, an alternate protection channel or path diversity is provided

for in the event of a valid signal loss or extreme fading.

Diagnostic software is separated into on-line and off-line programs.
On-line programs are resident and operate concurrently with the operational
program. They are used for recognizing that a fault has occurred and restoring
system capability as quickly as possible to avoid destroying information that is
currently being transmitted. The programs will cause removal of a faulty unit
from service, if necessary, however; in some cases no action need be taken other
than to record that an error has occurred. An attempt is made to resume normal

processing at the point where the fault occurred in as smooth a manner as possible.

Off-line programs are stored in cassettes/discs and are manually loaded
into the processors as required by the maintenance or technical control operators.
They are used when the on-line fault recognition programs experience difficulty
in restoring service. They consist of analysis and diagnostic routines which
exhaustively test suspect units and record system interrupts and troubles in an

attempt to isolate units in order to locate faults.

Table 3-2 lists the major phases of the maintenance philosophy used to assure
system availability. Figure 3-14 shows the task assignments and allocation of equip-
ment at a typical maintenance position. Our concern at this point is mainly
with respect to recovery procedure. When irregular operation is detected, the
control subsystem must react in such a way that will verify the fault, eliminate

the faulty hardware, and restore the system to fault free operation.
In summary the maintenance plan exhibits the following characteristics:

a) Redundant units are used to provide service in the presence of

failures and for routine preventive maintenance.
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TABLE 3-2. MAINTENANCE METHODOLOGY

Establishment of a Failure Occurrance

- Detection of the Failure
- Verification that a Failure has occurred

- Classification of the Failure as Catastrophic
or Transient

- Fault Localization to a Point or Points in
the Network and Communication to Central
Node

- Indication of Points in the Network
where Fault had an Impact

Reconfiguration to Restore Full Operation

- Disabling the Unit in which the Existence
of a Failure has been Established

- Removal of Failed Unit

- Replacement with a Spare Unit (or
Switchover)

- Initialization of Replacement

- Resumption of Normal Operation

Repair of the Failed Element

- Localization of Failure Indications

- Isolation of a Unit which is replaceable
B Replacement and Power-Up

- Initialization Checkout

- Restoration and/or Recovery

- Enablement of Switch-In (if applicable)
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b) Rapid detection of faults by continuous hardware and software
checks.

¢ Recovery procedures by on-line maintenance software designed
to preserve message information while testing and configuring
the system around faulty units.

d) Off-line maintenance software designed to detect malfunctions

in a unit which has been switched out of the on-line system.

3.5.3.4 Examples of Recovery Procedures

A combination of several techniques - Restart, Switchover, and Recovery -
is employed in the DAX to help ensure the requisite levels of availability.
Restart is defined as the resumption of normal operation, usually of the same
unit which has been subjected to a temporary non-catastrophic, external or inter-
nal perturbation. Switchover, as mentioned previously, is the transfer of func-
tional operation from a catastrophically perturbed and/or failed unit to an
identical operation element. Recovery procedures are used to restore operation
after failure and use restart to overcome transient problems. More elaborate
recovery, involving initialization and restart, are used following switchover and
for catastrophic failures. Typical software programs used for store & forward,

circuit § packet switching are described in detail in References 43 and 66.

In the following examples we outline the general recovery procedure

followed during the occurrence of various types of failure.

3.5.3.4.1 Catastrophic Failure - DAX Cannot Process Calls

The loss of a DAX may be the result of a variety of reasons. These include
power failure, control transfer failure, extreme traffic congestion, or enemy
action. Failure is indicated by a series of major visual and audible alarms which
alert maintenance personnel as to what has happened. In the event that the
alarm at the switch is not detected promptly, the failure may be detected by

congestion at other switches.
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When a switch has failed or can no longer process calls, off-line main-
tenance programs must be used. The four'primary functions of the off-line main-
tenance process are detection, isolation, repair, and verification. Since
detection has been accomplished by alarms, the next step is to identify the
probable cause of the failure. There are a variety of causes which could pro-
duce the condition that was identified. Hence it is necessary to eliminate
those causes which could not produce the fault data. This process is then
extended to those causes which could not influence or contribute to the fault
data. Finally, our consideration is reduced to a small number of causes from
which a probable cause can be chosen (subject to verification). The objective
is to isolate faults to a single replaceable unit and in most cases to a replace-
able cords. After a faulty unit or card has been isolated, it can be removed
and replaced manually and the good unit can be verified. Verification is
accomplished with monitor, test, and supervisory programs, some of which may

also have been used in the isolation portion of the process.

While all this is going on System Control (SYSCON) could be reconfiguring
the network to patch around the faulty DAX and operate as if that node had never
been present. Subscribers originally serviced by the failed DAX would be ser-
viced by alternates. It is assumed that multihoming of subscribers is prevalent
so that a simple change in classmark is necessary to accomplish this. Class I
calls in progress at the time of the outage are assumed to be lost unless provision
is made to fail "softly". This would imply independence of the memory portion of
the DAX used for call connection from the main processor. Under this condition
connections would be frozen during the outage interval. No calls would be lost;
however, no new calls could be initiated to these parties unless the calls were
broken down. This last problem could also be overcome if the-supervision of calls
for on-hook and an off-hook indication and origination and termination of calls
were done in a microprocessor which also operated independent of the main pro-
cessor. Thus it is possible to conceive of a situation where none of the Class I

calls are lost during an outage.

Class II calls are relatively unaffected by a DAX outage. DAX's receiving
Class II packets from a failed DAX can assume that the rest of the message is lost

and pass the information forward along the route. It is then the responsibility
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of the switch preceeding the failed DAX to route the remaining packets through the
portion of the network not affected by the outage. Packets lost at the time

of the outage can be identified by the terminating switch and resent via ARQ.
DAX's transmitting Class II packets to a DAX which suddenly fails must alternate
route these packets around the outage to their destination. In this case, packets

for which acknowledgements have not been received must be retransmitted.

3.5.3.4.2 Transient Failure - Loss of Master Frame Synchronization

Loss of frame synchronization can occur due to a transient error in the
Frame Maintenance Unit (FMU) or under extreme fading conditions. When framing
bit errors exceed a specified threshold, a status alarm will indicate the out-of-
sync state to the control processor. This causes a Request-For-Frame pattern
to be transmitted from the DAX which is out-of-sync which notifies adjacent DAX's
that sync between it and the affected DAX should be reinitiated. The processor
then commands the FMU to initiate a frame search and transmits an out-of-sync
pattern consisting, for example, of a sequence of N-bit codes in the framing bit
positions and '"zeroes" in all the other bit positions*. If necessary, framing bits
are sent in the return direction also. When synchronization is achieved normal
data flow is resumed and an in-synchronization message is sent to the processor

status indicator.

3.5.3.4.3 Transient Failure - Processor Word or Bit Error

In this e¢xample we assume that a word or bit error has affected the Class I
memory map in the processor. The DAX could become aware of this situation by (a)
the Class Il region not starting where it should, (b) an inconsistency brought
out by a periodic verification message, or (c¢) notification by Tech Control.
Under this condition one DAX is designated master control and an algorithm is
invoked where the first step consists of a message sent to validate the allocation
of Class I calls. In Figure 3-15, the error has occurred somewhere within the range
of bits allocated to channel j; therefore, the memory map will be verified up

until the point corresponding to the start of this channel. Call allocations

*See Frame Synchronization (Section 4.2) for more detail.
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Figure 3-15. DAX Class I Map During Processor Word or Bit Error
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prior to this (channels 1 to j) are unaffected by the error and are left alone.
Call allocations after this point (channel j+1) are reconfigured to rapidly re-
connect the calls which are affected in order to keep service loss at a minimum.
It is alsc possible that the Class II region is affected by the error in the

Class I region; in this case the Class II region would be disturbed. If it is

not possible to identify in which DAX, A or B, the error has occurred, an off-line
memory map may have to be made available to insure that the correct information

used in the call setup can be addressed.

In the situation where only a few call allocations are affected (e.g.,
channels J+1 to J+3), it should be possible to reconfigure these channel assign-

ments and leave the others untouched.
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SECTION 4

SIGNALLING, SYNCHRONIZATION, AND ERROR CONTROL

4.1 SUBSCRIBER SIGNALLING

0

FR76~1

Problem

The DAX must be capable of providing service to a wide
variety of subscriber terminals. These numerous types of

terminals, however, fall into three general categories:

A. Telephone instruments - transmitting at various
data rates (2400 b/s to 50 kb/s) and employing
elther digital or analog signalling and supervision.

B. Data terminals - transmitting at various data rates
(75 b/s to 200 kb/s), using either character or
message formats, various procedures, and operating
either synchronously or asynchronously by character or

message.

C. Computers - transmitting at various data rates
(4800 b/s and above), using either message or packet
formats, various procedures and operatlng asynchron-

ously by message or packet.

In order to obtain service, a DAX subscriber must be
capable of three phases of operation, call initiation, data
transfer, and call termination. The means by which these
three phases are accomplished will vary by data terminal
category. Therefore, this note will serve the following

purposes.

A. Identify the type of volce and data terminals with
which the DAX 1s required to interface.

B. Identify the various signalling and supervision
schemes appropriate for each subscriber category.

C. 1Identify the DAX interface for each subscriber category.




4.1.2 Objectives

The signalling and interface schemes discussed in this
investigation, whether they currently exist, are proposed or
are a combination of existing and proposed schemes, are intended

to realize the following objectives:
A. Result in a short call-setup time.
B. Utilize control signals which are easily distinguish-
able from each other and from data, which are reliable

and which have a low probability of false detection.

Flace no limitations on subscriber bit patterns or

Q

formats, i1.e., network transparency.

4.1.3 Analysis and Results

4.1.3.1 Subscriber Services

To place the problem in perspective, let us first outline
the type of services available from the DAX. Basic switching
services provided by the DAX include the following:

A. Class I Switched Service

- Virtual circult switched digitized voice or data.
- Full-duplex transmission 2

- Synchronous time transparent operation.

- Subscriber dialed call initiation and signalling*

*
In some cases automated dialing, or out-of-band signalling

may be necessary, e€.g., as with high-speed data terminals.
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B. Class II Switched Service

- Packet switched service (packetizing of subscriber
data performed by DAX, if necessary).

- Full-duplex transmission (Subscriber may choose to
operate half-duplex or one-way.).

- Synchronous or asynchronous operation.

- Signalling performed by self-addressed message/
packet headers.

C. Class I/II Switched Service

- Same as Class II except subscriber dialed call
initiation. :

Relating the three classes of switched service to the three

categories of subscribers results in Table 4-1:

TABLE 4~1. COMPARISON OF CLASSES OF SWITCHED SERVICE WITH
SUBSCRIBER RESULTS

Class of Service Utilized by Subscriber Category
I A B
11 By G
1758 A, B
4-3



4.1.3.2 DAX Local Area Description

The DAX will be required to interface with various types
of tactical aﬁd strateglic equipment in its working environment.
Some of these are shown in Figure 4-1. We will concern ourselves
here only with those subscribers which are dedicated to a DAX.

Interfacing with remote switches, central offices, etc., will be

i

reported on in Section 10.

e local area arrangement for dedicated subscribers is

wn In Figure 4-2 for the three classes of service offered.
There are three component parts to the local access line: the
terminal, the local l1oop,; and the DAX Interface. In
the following paragraphs, each of these components is described

in more detaill.

§:31.3.2.1. Supseriber Terminals

Class I terminals conslst of either telephone instruments
or data terminals requiring circuit switched service (e.g.,
‘acsimile, mag tape equipment). Telephones transmit digitally
encoded voice signals but may signal using either analog or
ilgital techniques. Table 4~2 summarizes the signalling and
supervision characteristics of the different telephores with
which the DAX will interface. The CVSD class of telephone,
which is currently under development, is the type projected
for most DAX voice subscribers. [t uses digital signalling in

the form of cyclically permutable codewords. Data terminals

FR76-1 =4
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TABLE 4-2.

Supervision

2250-Hz Seize, 2600-Hz,
RLSE, 570-Hz ACK, or DC
Phantom Loop Plus 570-Hz
Ring

DC Common Battery Loop,
20-Hz High Level Ring
Same as (2)

DC Common Batterv Loop
on transmit Pair. DC Loop
Controlled Ring 1 Receiver
pair

2600-Hz SF Seize/Release

Same as (1)

20-Hz Ringdown
Common Battery Supv
Local Battery Talk
20-Hz Ring

Common Battery Supv & Talk
20-Hz Ring

Digital

2600-Hz SF
1000-Hz Ring

Same as (4)

4-7
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TELEPHONE INTERFACES

Signalling

DTMF, 12 Digit

Dial Pulse, 10 pulses

per sec. 60% Break,
4O% Make

DTMF, 12 Digit

DTMF, 15 Digit

DTMF, 15 Digit

DTMF, 16 Digit

20-Hz Ringdown Adapter

Common Battery DTMF
Terminal Ckt.

Common Battery DTMF
Terminal Ckt.
Digital

amn

SE Dial Pulse

Same as (4)




requiring Class I service will 1likely have high bit rates and
consequently will use out-of-band signaling (voice coordination)
or Class II type signaling (but classmarked for Class I service).

Class II terminals are composed of message and packet
procedural equipment which include, for example, teletype,
facsimile, paper tape, and computers. There are seven modes of
operation which will be provided for Class II traffic in the
DAX network. The first six are message oriented and are
equivalent to the six modes used in AUTODIN. The seventh will
be used by packet terminals. A definition of these modes 1is as

follows:

A. Mode I - Duplex synchronous operation with automatic
error and channel controls allowing independent and
simultaneous two-way operation. Control characters
are used to acknowledge receipt of valid line blocks
and messages or to return error information. The
terminal (or DAX) responds automatically to the control
characters ty continuing or stopping transmission or
displaying action information to the operator.

B. Mode II - Duplex asynchronous operating allowing
simultaneous two-way operation without automatic

error and channel controls.

Mode III - Duplex synchronous operatibn with automatic

error and channel controls utilizing one-way message

Q

transmission with the return direction used exciusively
for error control and channel coordination response.
Not reversible on a message basis. Control characters

used in same manner as Mode I.

FR76-1 4-8
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Mode IV - Unidirectional, asynchronous operation
without automatic error and channel controls. Not

reversible on a message basis.

Mode V - Duplex asynchronous operation allowing inde-
pendent and simultaneous two-way transmission. Control
characters are used to acknowledge receipt of message,
perform limited channel coordination and display
limited information to the operator.

Mode VI - Extended Mode I, suitable for high-speed
operation over satellite, LOS or tropo links. Simul-
taneous, two-way operation with ARQ and/or FEC.
Control messages are sent on high priority transmis-
sions. Block sequence control and sequencing
capability - no wait for validation before next trans-
mission. Acknowledgment of delivery.

Mode VII - Packet mode equivalent to Mode I. Duplex
synchronous operation.with ARQ and simultaneous two-
way operation. Supervisory packets are used to
acknowledge receipt of valid data packets and for

control.

It should be noted that all inter-DAX transmission of
Class II data will be in packet form¥. To achieve this, all
DAXs will be required to convert non-packet Class II data (Mode

I-VI) into packet form and to convert packet data leaving the

network into a format which is compatible with the terminal to
which the data 1s to be sent.

¥A1l internal network packets w?'l conform to ADCCP as described
in Section 2-1.

FR76-1
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Terminals in Class I/II consist of dual mode telephones
which will provide either normal voice communication or data
communication when used with a suitable data adapter. Signal-
ing for voice calls will be the same as for the equivalent
Class I voice call. When used in the data mode, however, the
operator must first call the Class II switch using a special
number and thereafter he will operate under normal Class II

procedures.
2 Local Loop

The local loop is the transmission system used to connect
a dedicated subscriber terminal to the DAX. A modem will be
used to convert digital baseband signals outputted by a sub-
scriber terminal into quasi-analog form suitable for trans-
mission over the loop. A compatible modem at the DAX will
convert the quasi-analog signals back into digital form prior
to processing by the DAX. If the local loop uses baseband
digital transmission, no modems will be necessary; however,
regeneration of the digital signal at intermediate points may

be required.

It should be noted that the actual loop interface seen
by a duta subscriber is the Line Intérface Unit (LIU) of which
the modem or regenerator is the loop termination portion. A
detailed description of the LIU functions is given in Section 4.3.

3 DAX Interface

Basically, two types of interfaces must be provided by
the DAX. One to interface voice subscribers (telephones) and
the other to interface data subscribers (terminals and com-
puters). Some of the possible local area arrangements and
interfaces are illustrated in Figure 4-2. Voice subscribers
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whether receiving Class I or Class I/II service will use one
of the signaling schemes listed in Table 4~2. Each of the
schemes listed there can be categorized as either analog or
digital signaling. The functional operation of the various
interfaces required for voice subscribers will be independent
of the signaling form (analog or digital). Specifically, a
time-shared scanner will scan each voice loop periodically for
ON/OFF hook signals and a time-shared sender/receiver will be
connected to all off-hook subscribers at the start of each
call in order to communicate necessary supervisory signals.
The mode of operation of the sender/receiver and scanner cir-
cuits, however, will depend on the-signaling form. For
example, analog signaling will require that scanners search
for DC levels and/or tones while digital signaling will
require that scanners search for valid codewords. The exact
functions of the. scanner and sender/receivers will not be
discussed here; their technology and variations are well known

and documented.

The suggested procedure,for interfacing data terminals is
illustrated in Figure 4-2. As hay be seen, each data terminal
recelving Class II service 1s interfaced by a Line Termination
Unit (LTU) at the DAX. The functions of this device include
buffering, reclocking, and possibly error checking (using
parity bits for Modes I through VI and the ADCCP frame check
sequence for packet data). When the LTU determines it has a
complete message (character, block or packet) it sets a flag
which 1s subsequently detected by a scanner. The scanner then
notifies the packet processor to lnput the message. The speed
of the scanner and packet processor must be such that there is
no queueing of messages at the LTU. The functions of the

packet processor include the following:




; A Generate in the proper code and format all hand-

shaking signals required by data terminals.

o Convert the messages and packets received from the
data terminals into data packets sultable for trans-
mission through the network. That 1s, perform all

necessary code and format conversions.

i Convert data packets intended for data terminals

into the proper code and format.

A hybrid procedure may be used to interface terminals
receiving Class I/II service. It 1is suggested that their loops
be scanned in the normal Class I manner; however, when the
receiver determines that they are addressing the Class II
switch and not another voice subscriber, they would be connec-
ted via an internal DAX trunk to the packet processor. There-

after, they would be treated as a normal Class II subscriber.
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4.2 FRAME SYNCHRONIZATION

4.2.1 Problem

Data transmission in a digital network can be accomplished syn-
chronously or asynchronously. When digital switching is included as
a network function, it has been shown that synchronous operation is
preferable[49]. In this light, it will be assumed that the DAX net-
work is frequency synchronized and that the problem to be addressed
is transmission synchronization on a link-by-link basis. More speci-
fically, the problem of acquiring and maintaining master frame syn-

chronization in a communication link between DAXs will be examined.

4.2.2 Objectives
The philosophy on which the DAX structure is based is that the

transmission facilities of the digital network are to be utilized as
efficiently as possible. To accomplish this aim, a synchronization
plan should be employed which minimizes frame acquisition time. Such
an objective must be integrated in}o a synchronization plan which also
meets overall synchronization objectives. However, at this point in
time, these overall objectives have not been defined. Consequently,
only general synchronization proceauyes which meet the following

short term objectives will be discussed:

a. Minimize resynchronization time
Realize a cost effective hardware implementation
Define software supervision which does not overburden
the DAX processor(s)

d. Minimize transmission overhead

In Section 9.2 the specifics of these general procedures
will be defined and the capability of the overall synchronization
plan to meet a range of specifications will be analyzed. For pur-
poses of immediate analysis, the synchronization specifications used

for the AN/TTC-39 (see Table 4-3) will be employed.
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TABLE 4-3. AN/TTC-39 SYNCHRONIZATION SPECIFICATIONS

Noise Model. The AN/TTC-39 shall meet the specified synchroni-
zation performance in a random error environment of 0.1% BER

and in an error environment of 20% random bursts interspersed
with a randomly distributed 0.1% BER. The burst rate shall be
random with an equiprobable distribution between 1 Hz and 20 Hz,
and the burst length shall be 5% of the time between the start
of that burst and the start of the next burst.

Loss-of-Frame Detection. With random data on all channels, loss

of frame shall be recognized within 100 ms with a minimum prob-

ability of 0.9.

Frame Acquisition. In-gsynchronization or Frame Request framing
pattern shall be acquired within 20 ms with a minimum probability
of 0.9 in an error environment of 0.1% BER random errors. In the

burst error environment, In-Synchronization or Frame Request
framing pattern shall be acquired within 40 ms with a minimum

probability of 0.9.
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4.2.3 Analysis and Results

A brief review of the TDM synchronization literature available
demonstrates a multiplicity of 'optimum' framing codes and procedures
currently extant. The following paragraphs describe a procedure which
it is felt merges some of the finer points of these myriad procedures
with technology developed for the AN/TTC-39. It is not claimed that
the following algorithm is optimal, only that it is very efficient in

complying with the above short term objectives.

Those portions of a DAX concerned with frame synchronization are
shown in Figure 4-3. The frame maintenance unit (FMU) illustrated is
the hardware which realizes the chosen synchronization procedures
under software control. An FMU is associated with each full-duplex

inter-DAX link and has the following responsibilities.

a. Monitoring the link for loss-of-sync on the received
channel.
B . Monitoring the link for notification by the distant DAX
of its loss-of-sync. |
s Generation and detection of all synchronization sequences.
d. Coordinating resynchronization with the distant FMU.
e. Advising the DAX processor(s) of the sync status of its

associated link.

The overall link framing process operates as follows. The
first N bits of each master frame comprise the Start of Frame marker
(SOF). When both transmission directions of a link are in-sync, the
number of bits allocated to the SOF will be small, probably on the
order of 5 to 15 bits. When either transmission direction goes out-of-
sync, the appropriate FMU will increase N (implement a new and longer
SOF) so that synchronization can be reacquired with great confidence
within two frames. The number of bits N required in this case should

not exceed 100. The attractiveness of this variable SOF approach is

that it minimizes channel overhead and makes use of the powerful

software capability of the DAX processor(s). Further justification ;
of this procedure may be obtained by considering the fact that when a

link goes out-of-sync, transmission of digitized voice over that link |
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is not possible until the link is resynchronized. Consequently, expanding the

length of the SOF entails no additional inefficlency and, in fact, results in greater

efficiency since 1t shortens frame acquisition time.

The following paragraphs provide further elaboration on specific

areas of the synchronization plan.

4.2.3.1 FMU Procedures

The FMU performs two basic functions. It maintains sychroniza-
tion on its receive channel and aids the distant FMU in maintaining
synchronization on that FMU's receive channel. 1In order to accomplish
these functions, three basic SOF's are proposed; Nl’ N2' and N3. Nl
and N2 are chosen to ke of equal length and represent the short se-
quence mentioned in Section 4.2.3. Similarly, N, is the long SOF
mentioned previously. The significance of these SOF's is as follows:

In-sync pattern. When transmitted from DAX 1 to
DAX 2 (see Figure 4-3), it provides a synchroniza-
tion pattern for DAX 2 and informs DAX 2 that

DAX 1 is in-sync on the channel from DAX 2 to

DAX 1;

Request-for-frame pattern. When transmitted from
DAX 1 to DAX 2, it provides a synchronization
pattern for DAX 2 and informs DAX 2 that DAX 1 is
out-of-sync on the channel from DAX 2 to DAX 1;

Out-of-sync pattern. When transmitted from DAX 1
to DAX 2, it permits DAX 2 to resynchronize with-

in a small number of frames.

=S
!
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The reason for making the length of Nl and N2 equal is so that
they can be based on the same basic code word (e.g., complements or
mirror images) and therefore have the same auto-correlation character-
istic. This simplifies the hardware implementation of the FMU. With
the above definitions in mind, the two basic FMU procedures required
are flowcharted in Figure 4-4. Procedure 1 is used by an FMU to
determine when its receive channel is out-of-sync. Procedure 2 1is
used by an FMU to detect an out-of-sync condition at the distant FMU.

he sync and resync algorithms indicated in Figure 4-4 are taken

up further in Section 9.2.

In the event that both directionsof a link lose synchronization
simultaneously, it will be necessary to have the capability of syn-
chronizing on SOF Nz. An alternative or dual procedure might be to
have a DAX which has lost synchronization transmit a loss-of-sync data
packet (CCIS message) to the appropriate distant DAX over an alternate
route in order to cause the transmission of SOF N3. It should be
noted that in this DAX scheme, loss-of~sync prohibits successful
multiplexing/demultiplexing of digitized voice calls, as in any other
TDM scheme; unlike these other TDM schemes, however, the DAX retains

the capability to exchange CCIS messages and to continue packet data

transmission.

4.2.3.2 Frame Code Sequences

For purpo:ses of frame synchronization, a master frame is com-
posed of a SOF and random data*. The SOF enables the demultiplexer to
detect the start of the data portion of each master frame. Demulti-
plexing of Class I data is then accomplished by simply counting bits
from the SOF with respect to previously allocated Class I bits.

Class II packets are inherently self-demultiplexing.

* It is assumed that except for the SOF, all bits within the master

frame have an equal probability of being a 1 or O.
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For the type of data links being considered, it is known that
the SOF should possess an auto-correlation with a single high peak and
low sidelobes. Experimental results (50) have already shown that when
the SOF is longer than approximately 25 bits, any pseudo-random SOF isg
approximately as good as any other. 1In fact, the critical parameter
in this case is the length of the code. Specifically, the length of
the code must be chosen so that the probability of a random data se-
quence triggering the out-of-sync or resync algorithms is made neg-
ligibly small. In the present case, the probability that the SOF N3
(any 100 bit sequence) described in Section 4.2.3.1 is duplicated in the
random data section of a master frame of length 15440 bits is conserv-

atively bounded by (assuming no bit errors)

=05 She probability

the unicn

.} where each :i is the event that a duplication sequence starts in

v e

position 1, 101 € 1 <& 15341. Obviously, the choice of a specific

je foi 33 18 not critical.
The choice of codes for SOF's N,y and N2 is also not difficult

since they are to be short codes and several codes would be well
suited for this purpose. An example is the Barber code (6) although
a better choice is presented in Section 9.2. The design of the
synchronization algorithms which utilize N1 and N2 is somewhat com-
plicated. These algorithms are a function of the expected bit error
rates, link fades, synchronization specifications, etc., and are
considered in Section 9. 2.
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4.2.3.3 FMU Hardware

The FMU is responsible for generating and detecting all SOFs.
It is expected that detection will be accomplished using some form of
the optimum correlation detector (48). Although this detector is
ideally suited for the short sequence Nl and N2' the length of N3
might make it impractical to incorporate an N, detector in each FMU.
A cost-effective approach would be to time share a single N3 detector

among the FMUs under the supervision of the DAX processor(s).

4.2,3.4 Trunk Encryption

The impact of trunk encryption on the overall frame synchroniza-
tion plan has been ignored for the time being. This aspect of syn-
chronization is examined in Section 4.5, 3.-. It may be noted that the
DAX can handle encrypted Class I calls easily, as can a conventional TDM
scheme. However, application of modern encryption techniques will
have the effect of converting a character, block, or packet-oriented
data terminal into a psuedo-Class I terminal (i.e., one emitting a
continuous, synchronous, binary-symmetric bit stream). At least two
possibilities warrant exploration; one is to handle encrypted Class II
calls as psuedo-Class I calls; the other is to treat the encrypted bit
stream as pure text, and to "super-packetize" this "text" data, analog-
ously to trunk super-encryption of a Stage II call. Aadditionally, a
compromise 1is conceivable such that high speed crypto bit streams
(e.g., 2.4 Kb/s through 32 Kb/s) would receive Class I handling, and
low speed crypto (e.g., 45 B/S through 1200 B/S) would be converted

into packets.

4.2.3.5 Synchronization Implementation

In Section 9.2 the relative cost effectivity of the short, short
complement and:long SOF approach is weighed against the cost effec-
tivity of a short, short complement, and iterated short or short

complement approach.
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e TRUNK/LOOP SYNCHRONIZATION
4.3.1 Problem

Within its local serving area, the DAX must be capable of
communicating with a wide variety of subscriber terminals. This Task

examines the following aspects of this communication problem:

(a) Specify appropriate means for maintaining bit
integrity in the local loop, where the 1local
loop is defined to be any transmission system

connecting a dedicated subscriber to the DAX;

(b) Petermine the impact of various local loop and
subscriber terminal operating characteristics
and control functions on bit synchronization;

(c) PCefiine the timing and control required to
transfer information bits between a local loop and

an internode link by DAX class of service
4.3.2 Objectives

(a) To integrate local loop synchronization into overall
network synchronization, thereby providing end-to-end

bit integrity.

(b) To identify the system functions to be performed by

the loop terminating device at the subscriber location.
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(c) To identify the type of signals required at the
interface between the subscriber terminal and the

loop termination device.
4.3.3 Analysis and Results

4.3.3.1 Background

A prerequisite for reliable digital communications between a
dédicated subscriber and its assigned DAX is a common time scale;
that is both the DAX and the subscriber must possess local timing
supplies which operate, to a high degree of accuracy, at the same
frequency. All timing signals at a DAX are derived from a nodal
clock. It may be assumed that the nodal clock is an extremely ac-
curate and stable oscillator and that any timing signal required
whose frequency differs from the nodal clock frequency is digitally
synthesized with the same accuracy and stability as the nodal fre-
quency. Nodal clocks maintain long-term frequency stability through a

network synchronization plan as described in Section 4.4.

Subscriber timing for synchronous operation can either be
locally generated or slaved to network timing. In the vast majority
of cases (which includes all voice terminals and most data terminals),
subscriber terminals accept timing from the network. In this mode,
the subscriber terminal equipment uses clock signals provided
by a line interface unit* (LIU) to time both its transmit and receive
digital signals. If the terminal equipment cannot slave to exﬁernal

timing, as is the case with most asynchronous terminals, it will be

*A device which interfaces the local loop and the DTE.
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necessary for the network to buffer all data passed between it and the
subscriber in order to insure bit integrity. This buffering when

necessary will be accomplished within the LIU.

It may also be necessary to establish other types of synchro-
nization before communications can occur; these other synchronizations
may require identifying characters, bit patterns (codewords), messages
or packets. As an example, AUTODIN message oriented terminals require
establishing both character and message synchronization prior to data
transfer. However, the exact nature of these synchronizations
depend upon the code, format and mode of operation used. Similarly,
packet oriented terminals operate under a multiplicity of packet
synchronization schemes. The particular packet protocol used in the
DAX network for CCIS and Class II data requires identifying the 8-bit
codeword (flag sequence) 01111110 as signaling the start of a packet.
Character synchronization is not necessary here since the protocol is
bit oriented (see Section 2-4). A number of other packet systems are
based on ASCII characters and therefore require both character and

packet synchronization.

Although these other types of synchronization are an important
aspect of local loop transmission, they are basically software exten-
sions of bit synchronization and are more correctly considered as part

of the subscriber protocol. Obviously, the DAX will conform to all

subscriber protocols on an individual basis as described in Section 4.1.

Section 4.3.3.2 discusses in detail the subject of bit synchronizing

subscriber terminals.

Another aspect of access synchronization concerns the timing
and coordination required to transfer Class I information bits between
local loops and internode links, so as to maintain ﬁhe integrity of
Class I virtual circuit switched service. In a conventional synchro-
nous TDM/digital switching system, once a subscriber is allocated a
channel in a link out of his local node, the allocation remains fixed
for the duration of the call. Consequently, the timing and cross-
office delay associated with that call, as established during the con-
nection phase, also remains fixed. However, with the FTDM scheme
employed in the DAX, the channel allocation of a particular call
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within its master frame may change many times during the course of the
call. As a result, nodal channel coordination is considerably more

complicated than in the conventional TDM. Section 4.3.3.3.1 examines this

subject in greater detail.

4.3.3.2 Bit Synchronization

As described in Section 4.3.3.1, it is necessary for the network an
subscriber terminal to be in bit synchronism. There are two approaches
for achieving this requirement, either the subscriber terminal slaves

to network timing or the network, in effect, slaves to subscriber
timing. 1In the latter case, the LIU would buffer data received from

the subscriber in order to absorb clock differences.

It is assumed that the LIU provides the hardware and, 1if
necessary, software to achieve bit synchronization. Strictly speak-
ing though the LIU would only interface data terminal equipment;
for voice service, a digital telephone would terminate the loop.

As described in Section 4.1, it is assumed that the DAX will inter-
face with all telephone signaling and supervision schemes (analog or
digital) as required. To simplify matters further, bit synchroni-
zation in the local loop will only be discussed with regard to data
terminals. It can be assumed that synchronization for digital tele-

phones can be and is achieved in much the same manner.

The remainder of Section 4.3.3.2 examines a proposed LIU in order
to demonstrate its required functional operations and the impact of

various loop and subscriber requirements on synchronization.

4.3.3.2.1 Line Interface Unit ~ System Operation

A block diagram for a proposed LIU is shown in Figure 4-5.
Because the device is intended to be applicable to all Class I, Class

II and Class I/II data terminals, more operations are shown than might

*The interface circuits shown in Figure 4-5 are not being proposed as a
standard DAX interface at the subscriber level; they are only inten-
ded to demonstrate the type of signals that must be exchanged.
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be required by a particular subscriber. The following subsections
describe how these operations vary by subscriber and loop

characteristics.

4.3.3.2.1 Modem/Regenerator

A modem will be used to convert digital baseband signals out-
putted by a subscriber terminal into quasi-analog form suitable for
transmission over the local loop. A compatible modem at the DAX will
convert the quasi-analog signals back into digital form prior to
processing by the DAX. If the local loop uses baseband digital trans-
mission, the modems will be replaced by digital regenerators.

For Class I or Class I1 service, the modem/regenerator will
provide a transmission capacity equal to the DTE data rate. For Class
I/11 service, however, the modem/regenerator must be compatible with
the data rate of the DTE and the digital telephone (e.g. 16 kb/s
CVSD) , since both are sharing the same local loop. If the DTE
and telephone do not transmit at the same data rate, the modem will
transmit and receive at the higheriof the two rates. When the slower

device is operating, the LIU will provide speed buffering.

4.3.3.2.2 Timing Recovery

Basically this will be accomplished by phase locking a local
oscillator to local loop timing. This recovered clock will be the
primary base for controlling LIU logic and control circuitry, data
transmission and reception, and DTE timing (if the DTE is externally
timed). Stability and accuracy of this time base is derived from DAX

timing.

4.3.3.2.3 Crypto Synchronization

It is assumed that all local loops will be required to provide

complete Communications Security (COMSEC). To this end, compatibility

with encryption and description equipments have been included as LIU
requirements. It is further assumed that the LIU will be capable of
encrypted operation on a link-by-link basis (LIU to LKG at the DAX)

or an end-to-end basis (LIU to LIU) for either local or internode calls.
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Current and future crypto devices as planned by the military
are bit-by-bit substitution devices. That is, a pseudo random bit
stream is combined with a plain text bit stream via a reversible oper-
ation. Consequently, slipping a single bit in the loop modems will
cause loss-of-crypto sync. To minimize the effects of such an occur-
ence, the LIU should be provided with the capability of automatically
detecting and correcting loss-of-crypto sync. As an added precaution,

the LIU should be able to accept a resync command from the DTE.

4.3.3.2.4 Framing/Speed Buffering

This function will likely be employed only when necessary.

Examples of circumstances requiring its use are as follows:

(a) For Class I/Class II operation, speed buffering (bit
stuffing) and/or framing may be necessary to match the
subscriber terminal or telephone transmission rate to the

modem rate.

(b) Asynchronous terminals will be made 'pseudo synchronous'
by speed buffering so that a synchronous crypto device
can be employed. For example, a teletypewriter signal
between characters would appear as an encrypted steady

MARK signal on the local loop.

(c) As a general means of detecting loss-of-crypto sync,
framing all loop signals is a possibility. Loss of
crypto sync would then appear to the LIU controller as

loss-of-frame.

4.3.3.2.5 PForward Error Correction

It is proposed that this function be provided in noisy environ-
ments in order to increase throughput. A likely candidate for FEC is
the (16, 8) quasi-cyclic code which corrects up to two errors in a
16-bit codeword which contains 8 information bits and 8 redundancy
bits. The code performs well in an error environment of 0.1 percent or
less and has the added advantage of accepting and outputting individual
8-bit characters, thus providing the character sync function for ASCII

characters.
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4.3.3.2.6 Frequency and Phase Buffer

The LIU will be capable of operating from the subscriber
terminal clock when transferring data between the LIU and the subscriber
terminal. However, all data transmitted from the LIU to the DAX will
be timed by the LIU clock. In order to bring subscriber data into
synchronism with network timing when the DTE is not timed by the LIU,

a buffer will be used to read subscriber data into the LIU.

4.3.3.2.7 Controller

The controller coordinates all operations within the LIU and
generates and receives all interface signals required by the sub-
scriber terminal (e.g., Data Set Ready, DTE Ready, Resync, Disconnect,
etc.). During the data transfer phase of a call the LIU will provide
a transparent interface; all line protocol required of the network will
be under the control of the LTU or DAX packet processor as described in
Section 7. Additional functions likely to be included under control-

ler supervision include:

(a) On-Hook /Off-Hook supervision: For Class I/II service
the controller will generate all codewords required by
its associated telephone in order to initiate or termi-
nate a call. This mode of operation is analogous to that
provided by the TENLEY DSVT/Data Adapter combination
where the LIU would be the data adapter equivalent.

(b) Loopback: The controller will detect and initiate all
loopback commands directed to the LIU by the DAX nework
should this be required as part of the overall maintenance

plan.

(c) Pre-emption: The controller must detect the codeword
indicating a pre~empt or forced clear condition. It
will then in form the subscriber terminal over the

appropriate interface circuit.

4.3.3.2.8 Interface Circuits

As shown in Figure 4-5, the DTE/LIU interface consists of 8ix

functional interface circuits, one pair for exchanging timing, one
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pair for exchanging clear data, and one pair for exchanging centrul
information. Basic electrical interface circuits such as power and
ground have been ignored. As mentioned previously, this is not a pro-
posed interface, it is only being used to illustrate the system
requirements placed on the LIU. At this point in time, it would not

be appropriate to attempt to define a general DAX/subscriber interface
which would be sufficiently flexible to handle all present and future
DTE needs, especially given the uncertainties relating to the shift
from character-oriented to packet-oriented data link control procedures

being proposed by most Standards committees.

4.3.3.3 Local Loop/Internode Link Data Transfer

Class I virtual circuit switch data undergoes a format change
at both the originating and terminating nodes due to the multiplexing
and switching functions performed at these nodes. To illustrate this
point consider the following: Class I data transmitted to the network
traverses the local loop in the form of a continuous bitstream. At
the originating node this bit stream is fragmented into sections, a
masterframe period in length, consistent with the FTDM concept as
described in Section 2.1. These sections of data are placed in sequence
in the appropriate outgoing link, one section per allocated channel
per each outgoing master frame. The channels then sequentially tra-
verse the network and arrive at the term.nating node, each subject to
the same fixed cross-network delay. At this terminating node the
channels are, in effect, unfragmented and transmitted over the

appropriate local loop as a continuous bitstream.

As described, this fragmenting procedure is the same as would
be required in any conventional TDM/digital switching system. What
complicates the procedure with respect to the FTDM concept is
the fact that channel allocations in each master frame may be dynamic-
ally reassigned on a link-by-link basis. In order to assure that these
reassignments do not cause loss of network transparency (i.e., loss of
bit integrity) all data is delayed (buffered) at each node. The extent
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of the delay at tandem nodes is examined in Section 4.3.3.3.1. The ex-
tent of the delay at both the originating and terminating nodes is ex-
amined below. It should be noted that since the Class II region of the
master frame provdes pseudo real time packet switched service, it is not

affected by this particular timing problem.

4.3.3.3.1 Originating Node Timing

Class I data during the data transfer phase of a call arrives
at the DAX in the form of a continuous bit stream. The data is frag-
mented in sections (a master frame period in length) in real time by
the DAX and each segment is sequentially placed in its outgoing channel
allocation on a frame-by-frame basis. The process is illustrated in
Figure 4-6. To simplify the figure, it is assumed that there is no Class
ITI data and that the entire master frame is composed only of variable
length Class I channels. As shown, section #n is placed in master
frame #n, section #n+l is placed in master frame #n+l, and so on.
Observe that in master frame #n+l, calls 1 through 3 terminate. 1In the
subsequent master frame, the master frame contents are compacted per
the FTDM concept. Due to the random temporal relationship between seg-
ments and master frames, in master frame #n+2 the data for channel 4
which is now adjacent to the start of frame marker is required before
it has been completely received. This channel slip would result in a
loss of bit integrity for this call since the DAX would have to repeat

section #n+l in master frame #n+2, as is shown.
-

To avoid this 'hiccup' effect, it is necessary to delay each
section at the originating node one master frame period before placing
it in its outgoing channel allocation. This assures that a channel
allocation can never be reassigned (moved up in the master frame) to
the extent that its data is required before it is received from the
local loop. 1In effect, this delay aligns the master frames and sec-
tions such that each section ends as the master frame in which it is

to be placed begins. This is illustrated in Figure 4-7.

Observe in Figure 4-7, that the cross office delay at the
nating node is not fixed. At the start of a call, the sections wi

probably be placed near the end of the master frame (dependi:
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traffic load) resulting in a maximum cross-office delay of two master
frame periods. However, as the channel allocation for the call moves
toward the start-of-frame marker, due to other calls terminating, the
delay can become as small as one master frame period.

4.3.3.3.2 Terminating Node Timing

Local loop/link timing and coordination required at the ter-
minal node of a virtual circuit switched Class I call are similar
in concept to those required at the originating node and therefore
will not be described in detail. The major considerations here are
(1) provisions must be made to store a channel for one master frame
period before transmitting it over the local loop; (2) the cross-
office delay at a terminating node will be no less than one and no
greater than two master frame periods. These results are analogous

to those obtained in Section 4.3.3.3.1.
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4.4 NETWORK SYNCHRONIZATION
4.4.1 Problem

The problem being considered is to define the means by which the
DAX network synchronizes switching and multiplexing functions so that all
data which is received at a node from a connected node and is to be trans-
mitted to a connected node, is delivered to the proper destination, in
the proper sequence, and without the addition of extraneous bits. The
problems of synchronizing communications between a DAX and a dissimilar
system such as AN/TTC-39 or a NATO switch, or between a DAX and a dedi-
cated subscriber are examined in Sections 10.1 and 4.3, respectively.

There are two aspects to DAX network timing, internode and intra-
node synchronization. The first includes bit synchronization (network
bit integrity) and master frame synchronization on a link-by-link basis.
The second concerns master frame alighment and coordination at each
node. Maintenance of bit integrity in the DAX network constitutes the
same problem it does in any digital network and is discussed in detail
in this section. Frame Synchronization is examined in Section 4.2 and
will not be considered here. Frame alignment and coordination in the
DAX is somewhat more complicated than in a convention TDM/digital switch
due to the dynamic nature of the DAX master frame. This problem is

considered in Section 4.4.3.2.

Throughout this discussion, it will be assumed that all links
connecting nodes transmit at the same data rate and possess the same
master frame period. The impact of variable link transmission rates
and master frame periods on network synchronization is discussed in
Section 4.4.3.5.

4.4.2 Objectives

To choose a network synchronization scheme out of the various
synchronous and asynchronous plans available which is attractive with
respect to the network factors of survivability, cost, reliability,

and complexity.
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4.4.3 Analysis and Results

4.4.3.1 Background

The network under consideration consists of a set of nodes
(DAX's or similar systems) interconnected by various tr asmission
systems (e.g., LOS radio, coaxial cable, satellite 1 , ete.).
Beéause all data passing through a node undergoes synchronous multi-
plexing and switching, it is necessary to keep this data in frequency
and phase synchronism with the local nodal clock. It is not possible
however to have all nodes within a network in perfect synchronism.
Consequently, any data received at a node from a connected node must
be brought into synchronism with the local clock. There are two
primary methods for performing this internode synchronization:

a. A synchronous or clocked approach where each nodal
clock is controlled so that all clocks maintain
the same average frequency.

b. An asnychronous or unclocked approach where all
nodal clocks are independent, extremely stable
and free running, and buffers are used to absorb
frequency errors.
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Within each primary method there are numerous timing schemes available. This note
will specifically consider the four major internode synchronization methods and

possible combinations:

o ooy ——— — s

Independent Atomic Clocks
Bit Stuffing } Asynchronous Clocks

Master/Slave
Frequency Averaging } Syuchroneus Clocks

an o

In addition to internode synchronization, the necessity for intranode synch-
ronization or coordinating the transfer of Class I channels from input master frames
to output master frames at a node is also addressed. Most of the problems considered

S e—

r within this subject are unique in that they have no analogy in the conventional TDM/

digital switching system.

pem—

4.4.3.2 Master Frame Alignment and Coordination

In a conventional synchronous TDM/digital switching system, master frames
are aligned at each node in order to simplify switching and multiplexing func-
tions. This is illustrated in Figure 4-8. As may be seen, two sub-multiplexed
; channels A and B are to be multiplexed together. Each signal is first bit and frame

synchronized and then frame aligned using a frame reference signal provided by the
; nodal timing system. The frame alignment process assures that channels la and 1b,

Unbrha Ly

2a and 2b, etc., are in time alignment prior to multiplexing. An alternative to

frame alignment is to multiplex the channels in the order in which they are received

y and to transmit this order via a control channel to the demultiplexer in order to
insure proper demultiplexing. This alternate method is considerably more compli-

1 cated than frame alignment and this complexity is the major reason it is not used.

The master frame structure employed in the DAX is shown in Figure 4-9a. For
i the purposes of this discussion, it is assumed that there is no-Class II data and
that the entire frame is composed only of variable length Class I channels. The DAX
{ master frame is dynamic in that a channel allocaticn (its position in the master
frame) can change from frame-to-frame; this is illustrated in Figure A-9a. Note how-

ever that after the initial allocation, a channel can only move toward the start-of-

.

frame marker and never away from it.
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At any DAX, the start-of-frame markers in all outgoing links are in time

alignment and the start-of-frame markers in all incoming links are randomly aligned

with respect to outgoing links. See See Figure 4-9b. This is the same timing relation-

ship that exists in the conventional TDM described above. Unlike the conventional
TDM, there is no absolute need to align master frames in the DAX since the Class I
region map which exists at each DAX for each terminating link uniquely defines the
location of each channel within its master frame. In effect, the CCIS messages pro-

vide the control channel which is required when frame alignment is not used.

Related to frame alignment is the timing or coordination problem generated
by the reassignment of channels within a master frame. To illustrate the nature of
this problem, consider the procedure required to establish a call at a tandem node.
Referring to Figure 4-10a, a Class I call is allocated channel 6 on the incoming link
and channel 5 on the outgoing link. Note that the master frames on the incoming and

outgoing links are out of alignment. Data bits for the call first appear in in-
coming master frame #1 and are placed in outgoing master frame #1. They could have

been placed in outgoing master frame #2 but this would have added additional cross-
office delay, a situation which, if possible should be avoided. Similarly, data
bits received in incoming master frame #2 are placed in outgoing master frame #2;

this procedure continues frame-by-frame until the conclusion of the call.

The problem with this particular channel assignment is that if the first
four calls in the outgoing link were to terminate while all calls in the incoming
link were to continue, channel 5 would be moved to a position adjacent to the start-
of-frame marker; consequently, in the frame in which this move were effectuated, the
call bits to be placed in channel 5 in the outgoing link would be required before
they were received on the incoming link. The probable reaction of the DAX to this
situation would be to repeat the previous frames call bits, as shown in Figure 4-10b.
This channel slip would appear to the customer as a repetition or 'hiccup' of data,

a channel period in length.

There are two ways to avoid this 'hiccup' effect. One is to delay the call
bits from each incoming channel one master frame period before placing them in an
outgoing channel; the other is to never place the call bits from an incoming chan-
nel in an outgoing channel whose corresponding start-of-frame marker begins prior
to the end of that incoming channel. Both methods assure that at any tandem mode an
outgoing channel can never be moved forward to the extent that it slips by

(precedes in time) its corresponding input channel. An examination of both

FR76-1
4-40




3CLLLLG

YINEYW 3WVE4-40-1¥VLS é

dris touuey) e jo orduexy

JLIVNIWYIL STIVD ¥

)

"qQQI-y 2In3t4

mﬂmw_

8

S V777220 NWV///////%//%&
’

.

vle

0
S

BNBEE

elzft

ST 7]

ele]t

ols]ric]e]

v

SpO| WOpuUe] B 3B UOTIBIO[I[Y [duUuey)

1

'

"BQI-t 2aIndt1y

7B BB /EBAIZA4

s |vlele]t
' )

v

v

A1 [E]¢

¥

aERoaL
¥

i

SNTT
ONIODIND
NI
7
1Y oNIwodNI
y
AN
ONIOOLINO
NI
ONIWODNI
——— — o

4-41

FR76-1

At & DR dv.i&@r&.. i



assignment approaches did not show either to possess a significant advantage over
the other, except that the fixed delay approach appears to require somewhat less

processing time.

As a consequence of either assignment approach, there exists the possibility
that the cross-office delay for a particular Class I call at a particular node could
increase by as much as one master frame period during the course of that call, and
could become as large as three master frame periods. This phenomenon is shown in
Figure 4-11. Incoming channel 6 first appears in master frame #1 and is placed in
out ing master frame #2, as would be required by either assignment method. Due to
the alignment of master frames, the delay between input and output is two master
frame periods. If channel 6 on the incoming link moved completely forward, as would
be the case if calls #1 through #5 on the incoming link terminated while all calls
on the outgoing link remained, the delay would increase one master frame period, as
shown in Figure 4-11. At this point, the cross-office delay is at the maximum, three
master frame periods. It does not appear that this worst case cross-office delay

can be reduced without placing constraints on channel reassignments.

4.4.3.3 Frequency Drift and Transmission Delay

Before examining the candidate bit synchronization techniques des-
cribed in Section 4.4.3.4, we must consider the two basic probhlems with which
a bit synchronization plan must content: nodal clock frequency drift and

link transmission delay variations.

4.4.3.3.1 Nodal Clocks

Two type of clocks are primarily used in digital networks; crystal and

atomic clocks. Each is characterized by a stability (or aging rate) given usually in
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parts/fo/day, where fo is the clock's nominal frequency. The stability of a commer-

cial crystal clock may vary, depending on cost, between 10-6 and 10-9; the stability

of a commercial atomic clock is on the order of 10_12. Because of the greater sta-
bility of atomic clocks, they are usually used as the master clock(s) within a net-
work. Crystal clocks are usually used for backup purposes or as nodal clocks
(possibly phased locked to a master) at lower level nodes. Because all clocks
exhibit frequency drift, network timing is usually recalibrated once or twice a year

against a primary standard.

4.4.3.3.2 Buffers
[
When data is received at a node, any frequency difference between recovered

timing and nodal timing will necessitate buffering the data. Buffer operation is as
follows. The buffer is initialized to the half full position. Data is first
clocked into the buffer at the recovered frequency and then clocked out at the nodal
frequency. If the nodal frequency is greater than the recovered frequency, the
buffer tends to empty; if the reverse is true the buffer tends to fill. Whenever a
buffer overflows or underflows data is lost. If the average frequency of the nodal
clock can be kept equal to the average recovered frequency, loss of data can be

prevented.

The difference between nodal and recovered frequency is due to two sources,
nodal clock frequency differences and transmission delay variations. For the pres-
ent, it will be assumed that transmission delay variations are negligible. Subject
to this assumption, the buffer size B required for a link connecting to independently

timed nodes is given by
B =2x 86,400 x (S1 + 52) xFxCxD= 172,800 (S1 + 52) FCD

Where:

S.: stability of each nodal clock in parts/fO/day

F: link transmission rate
C: days since last network timing calibration
D: days before loss of data (time between buffer resets)
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Implicit in the above formula is the worst case assumption that the nodal clocks

drift in opposite directions. Figure 4-12 illustrates the relationship between buffer
size and differential clock stability (S1 + Sz) for the following case:

Network timing recalibrated every 180 days

Link transmission rate of 1.544 x 109 b/s

Buffers reset every 24 hours
Network to be recalibrated within one hour

a0 o

4.4.3.3.3 Transmission Delay Variations

Transmission delay variations also cause timing problems; however, their
effects manifest differently than do the effects of nodal clock variations. To see
this consider two interconnected and independently timed nodes A and B. If the
transmission delay between A and B increases (decreases) in both directions, then
more (less) bits are stored in the link and the receiver buffers at each end of the
link will empty (fill) simultaneously. On the other hand, if the nodal clock at A
is faster (slower) than the nodal clock at B, then the buffer at A will empty (fill)
while the buffer at B will fill (empty). It should be noted that by comparing buffer
changes at both ends of a link, it should be possible to determine whether buffer

changes are due to clock or transmission delay variations.

There are two common approaches for handling disturbances caused by trans-
mission delay variations, inserting adjustable delays in the transmission path or
allocating sufficient buffer space to absorb maximum delay variations. The latter
method is simpler to implement but not as flexible as the former. Which of two
methods is preferable depends on the magnitude and rate of change of the delay vari-
ations. Estimates of these quantities* for LOS radio and coaxial cable are as
follows:

a. Coaxial Cable

1. The dominant cause of delay variations is linear expansion
cause by temperature change;
Changes in transmission delay occur slowly;

For a path length of 3000 miles and a transmission rate of
1.544 x 106 b/s, the change in the number of bits stored in a
cable due to a 22°C temperature change is, approximately, 10 bits.

*Based on data in Reference (1).
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b. Microwave Radio
k. Delay variations are due to changes in temperature, pressure,
humidity and probably rain;
- Rapid and long-term delay variations are possible;
3. Average variations in link bit storage are (1) daily, 0.49 bits;

(2) monthly, 2.5 bits; (3) yearly, 7.4 bits.

It appears from these estimates that, at least for LOS radio and coaxial cable
links, the less complicated and less costly buffer appraoch is more than adequate

for absorbing delay variations.

With tropospheric transmission, short term delay variations are to be expec-
ted, but the magnitude of these variations are not significantly greater than those
experienced in LOS radio links. Consequently, buffers, as opposed to variable delay

elements should be used to absorb delay variations in these systems.

Delay variations in a satellite link during a period of 12 hours can be
quite severe, due primarily to orbital eccentricity. Buffer requirements for such
links on the order of 5000 to 6000 bits are possible. However, this buffering is

provided by the transmission system and need not be considered a DAX requirement.

4.4.3.4 Techniques for Bit Synchronization

4.4.3.4.1 Independent Atomic Clocks

In this approach, each node in the DAX network is equipped with an atomic
clock. During normal operation a crystal clock slaved to the atomic clock provides
all nodal timing. If the crystal clock should fail, the atomic clock provides
timing directly. If the atomic clock should fail, the crystal clock is slaved to
one of the incoming links. If all links were to fail, network timing is not neces-
sary since communications to other nodes is impossible; however, service to dedi;a-
ted subscribers would continue in this mode using the now free -running crystal clock.

as the nodal timing supply.

There are presently two types of atomic clocks commercially available, one
based on cesium beam technology and the other on the rubidium gas cell technology.
The cesium beam clock is a primary standard. It offers a stability of +1 x 10'12
parts/fo/day and at least that performance for longer averaging times. The rubidium
standard offers approximately the same short term stability but exhibits finite
long-term drift, typically +1 . parts/fo/year. Based on these stabilities,

DAX buffer requirements to comjcisate for rubidium or cesium clock frequency drift
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can be computed using the buffer size formula given in Section 4.4.3.3.2. Assuming
network recalibration every 180 days, buffer reset every 24 hours and a transmis-
sion rate of 1.544 x 106 b/s, the buffer lengths required* are given by

Rubidium: 172,800 x (2 x 10°*%) x 1.544 x 10% x 180 x 1 ~ 96 bits
Cesium*: 172,800 x (2 x 107 %%) x 1.544 x 10% x 1 x 1 ~ 1 bit

The chief advantages of independent atomic clocks over other internode synch-

ronization schemes are

a. conceptually simple and a proven technique
b. good reliability
c. good survivability/low risk

The primary disadvantages include

moderately costly
periodic loss

C. atomic clocks are complicated devices and require trained personnel
to maintain them

4.4.3.4.2 Bit Stuffing

In this method, all nodes possess independent, moderately stable crystal
clocks. In order to prevent loss of data due to frequent buffer overflow/underflow,
all data received at a node is retimed as follows. If an incoming bit stream is
slower than the local clock, stuff bits are added to the bit stream to bring the
two into synchronism. If the bit stream is faster, bits are removed or unstuffed
and transmitted over a separate control channel. Extensive control signaling is

required in order to unstuff and reassemble bit streams at each node.

Because digital switching occurs at each node in the network, all Class I
channels would have to be stuffed and unstuffed individually at each tandem node as
well as at the originating and terminating node. This requirement in conjunction
with the dynamic master frame structure of the DAX makes bit stuffing probably
unrealizable in terms of processing time and undesirable in terms of cost. This

technique is therefore rejected and will not be given further consideration.

1'Exclusive of transmission delay variation considerations.
*Assuming +1 x 10-12 parts/f°/180 days.
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4.4.3.4.3 Master/Slave

In this synchronization plan, .a particular node is designated master for the
entire network and all other nodes slave their timing to this node. The master
clock is usually a primary standard while all other timing supplies are moderately
stable crystal clocks. For reliability, all clocks are made fully redundant. The
choice for master node is usually based on geographical considerations. Network
timing is disseminated via a timing tree whose links are a subset of the network
links. The timing tree must be carefully maintained and fully redundant since loss

of a single link can have catastrophic results.

The major objection to this scheme is that loss of the masfer clock severely
cripples network timing. To illustrate this point, assume that the master fails and
that the following optimistic assumptions apply:

a. All crystal clocks are at the identical frequency when the master

fails and they free run at this last remembered frequency;

b. The drift rate is £l x 107> parts/f _/hr;

[ Buffer capacity is 1000 bits.

Then using the buffer size equation in Section 4.4.3.3.2, the amount of time that passes

before loss of bit integrity occurs on the average link is given by
1000 = 172800 x (2 x 10°0) x 1.544 x 10° x D
D~ 1.9 hours

Because 1.9 hours is not considered a very large margin of safety and because of the
vulnerability of such a scheme, the master/slave concept as described is not con-

sidered viable.

It is possible to reduce the risk invelved in the master/slave method by
modifying it in the following manner. The network is functionally divided into
several smaller networks, each with its own master node. Synchronization in any
subnetwork may be maintained as in the conventional master/slave concept or, as is
usually the case, via a hierarchical timing tree. The latter approach requires that
each node within a subnetwork be assigned a level and that the nodal timing at
each node be obtained by slaving to a node one level above. At the top of the hier-
archy is the master node; therefore, all timing within a subnetwork is directly or
indirectly slaved to the master. Synchronization between subnetworks is assured by

synchronizing the master nodes through atomic clocks or frequency averaging
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This hybrid approach is considerably less risky than the straight master/slave
scheme since it uses many masters clocks and since timing at any lower level

node can theoretically be maintained by slaving to any incoming link.

4.4.3.4.4 Frequency Averaging

Frequency averaging requires that the frequency of a nodal clock be main-
tained at the average frequency or phase of all incoming links. This is accomplished
as follows: For each incoming link at a node, a control signal is generated which
is proportional to the buffer fill at that link. All control signals at the node
are appropriately weighted’and added together. This combined signal is then used to
control the nodal clock frequency. For stability purposes, satellite links are
permanently removed from the averaging process. Links which are out-of-service (out-
of-frame, down, excessive error rates, etc.) would be automatically detected and

temporarily removed from the averaging process.
This synchronizing scheme is attractive for many reasons

crystal clocks are adequate
no periodic buffer reset

relatively inexpensive

R O g e

easily implemented using digital téchniques and therefore easily
maintainable

However, frequency averaging is not without its major drawbacks. Although theory
predicts that the network will reach a single sfeady state frequency, frequency
transients caused by natural (link failure, clock failure, start-up) or man made
(jamming) disturbances ripple through the entire network. Studies have shown that
transients caused by natural disturbances die out quickly and the system remains

stable; however, jamming must be detected and counteracted in order to prevent
catastrophic results.
4.4.3.4.5 Conclusions

Based on the foregoing discussions, it would appear that internode synchro-
nization in the DAX network can be accomplished by any of the above schemes with the
probable exception of bit stuffing. The choice of an 'optimum' scheme would depend
on the criteria used. If vulnerability is the major concern, independent atomic

clocks are the only choice. If this criterion is tempered by cost considerations,
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the modified master/slave approach is a likely candidate. If cost and maintain-
ability are the major considerations, frequency averaging appears very attractive.

Network synchronization is considered further in Section 9.1.

4.4.3.5 Transmission System Flexibility

p— o e M ——

Up to this point, it has been assumed that all transmission links provide
the same digital capacity. This Section will examine the impact on network synch-
ronization of interconnecting nodes with links operating at various transmission

rates, such as NATO group rates based on 256 kb/s or TRI-TAC group rates based on
{ 576 kb/s.

-

With regard to bit integrity, there is no dependence on link transmission

bk ang

rate. This is especially true given the state-of-the-art in digital signal proces-
sing. As long as a single accurate and stable frequency source is available at each
node, regardless of whether the source is an atomic clock or a crystal clock slaved
to an incoming link, all required frequencies can be accurately synthesized with the

same stability as the source.

The method of coordinating input and output channels at a node as described
in Section 4.4.3.2 is independent of link transmission rate as long as the master frame
period for all links is a constant. This is true because the only factor affecting
il the width of a Class I channel for virtual circuit switched operation is the period
of the master frame. For example, assuming a master frame period of 10 ms, a 16 kb/s
3 digital Class I connection would receive a 160 bit channel allocation jn each link

transversed by the connection regardless of the link's transmission rate.

When the master frame period is allowed to vary from link-to-link, channel
coordination at a node becomes considerably more complicated. However, there
appears to be no advantage to be gained by building this capability into the DAX,

thus the implications of a non-uniform master frame period will not be considered.
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4.5 COMSEC SYNCHRONIZATION

4.5.1 Problem

The SENET-DAX system must be capable of supporting encrypted digital signals

from a wide variety of users. A major constraint imposed on the total switching
and transmission system by typical modem comsec equipment is the need to establish

and maintain end-to-end bit integrity.

4.5.2 OQObjectives

The objective of this task is to investigate the impact of providing bit
integrity as a function of traffic class for a variety of user end-to-end configur-
ations. Although the SENET-DAX may interface with other switching systems as
illustrated in Figure 4-1 (Section 4.1) this study is limited to DAX local
subscribers and to trunks between DAX switches. The detailed treatment of the
necessary monitoring and control interfaces between modem comsec equipment and the
DAX switching system is very complex and is not attempted at this time. Interest
is focused primarily on those unique conceptual aspects of the DAX switching and
multiplexing system that distinguish it from other digital switching systems such
as the AN/TTC-39.

4.5.3 Analysis and Results

4.5.3.1 Cryptographic Synchronization Problem

The general nature of COMSEC equipment assumed to interface with the
SENET-DAX system is characterized by the stream-cipher technique whereby a
binary keystream is added bit-by-bit modulo two to each successive bit of plain
text. The resulting encrypted digital sequence which appears to be random is
transmitted to the destination where, in order to recover the plain text, it is
necessary to add an identical binary keystream to the received sequence. If the
keystream at the sending and receiving ends are not identical and/or are not

synchronized the plain text cannot be recovered.
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Encryption devices are provided for individual subscriber loops for
handling digitized voice or data at a variety of rates and also for high rate
trunk (or bulk) encryption. A secure voice or data call may be individually
encrypted on a link-by-link basis or on an end-to-end basis. If the call tra-
verses several trunks between DAX switches, some or all of the trunks may be bulk
encrypted. From the point of view of an individual subscriber secure call, a
single bit slip anywhere from the originating terminal to the destination can cause
disruption of service. The transmission system design, the switch and multiplexing
system design and the procedures and protocol for detecting and correcting
synchronization errors must all function efficiently to minimize the amount of

time lost to synchronization errors.

4.5.3.2 Trunk Encryption

Since trunk encryption impacts on all classes of traffic and on individually
secure subscribers as well as non-secure subscribers, it is appropriate to con-
sider this particular problem first. Trunk encryption of the master frame between
DAX switching nodes may be necessary to provide traffic flow security. Such
encryption will randomize the entire frame making it impossible to distinguish the
Start-of-Frame Markers and the Class II packet envelopes in the event of inter-
ception of the encrypted trunk. Crypto synchronization is a prerequisite for
obtaining and maintaining DAX frame synchronization. A similar state of affairs
is common to other time division multiplexing systems. The DAX frame synchroniza-
tion scheme differs from that used in the AN/TTC-39 and DGM families of digital
multiplexing equipment in that it uses a multi-bit frame word to identify the
start-of-frame rather than a single framing bit per frame. For maintaining frame
sync and for signaling 'loss-of-frame'" or "request-for-frame sync," the DAX system
uses a relatively short word on the order of 16 bits. For achieving master frame
synchronization, the start-of-frame marker is a longer word, on the order of 48
bits. The use of multi-bit start-of-frame markers provides for rapid framc sync
acquisition in the presence of random data on the remaining time division multi-
plexed channels. Thus the DAX concept does not require the setting to zero of all
data channels during frame acquisition and the additional signaling necessary to
coordinate the removal and replacement of data as in the above mentioned systems.
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What is necessary of the DAX system is to provide frame sync subsystem perfor-
mance under expected transmission bit error rate environments (including fading
radio channels) that is adequate to provide low false alarm rates while also
being able to rapidly and reliably detect true loss of frame sync. As in the
AN/TTC-39 and DGM systems the procedures designed and implemented for the DAX
frame sync management will differ depending upon whether or not a trunk encryption

device is in the link and the nature of the transmission medium.

The loss of crypto sync on a trunk between switches will cause loss of
traffic on all channels until crypto resync is achieved. The loss of sync
must be recognized at the switch as a loss of master frame sync at the receiving
end and the COMSEC equipment must be caused to enter a resync mode by an external
command. The full duplex exchange of bits between COMSEC equipment to achieve
re-synchronization must be reliable and typically requires several thousand bit
intervals plus several round trip transmission delays. As soon as the COMSEC

equipment has established crypto-sync, the traffic mode is continued using the

long master frame marker. During the first few DAX master frames used for acquiring

frame sync, Class II packet switched data and signaling may be transmitted over
the trunk. Ideally the time delay from the loss of trunk crypto-sync until full
duplex traffic is restored should be as short as possible compatible with the
trunk bit rate, the transmission channel bit error rate characteristics, and the
logical reliability required of the decision making algorithms. On some trunks,
because apparent loss-of-frame sync may be due to a momentary high bit error rate,
procedures can be provided to delay the crypto resync command by a fixed or selec-
table amount of time. If frame sync recovers during the waiting interval, the

resync command is withdrawn.

4.5.3.3 Secure Voice Subscriber

As an example of a Class I user we consider the impact of crypto synchron-
ization on a secure digital voice subscriber. For comparison we also consider a
parallel non-secure digital voice subscriber. Assume for example that calls have
been established and that voice communication is progressing normally. One of

the more simple kinds of malfunction one might expect from a highly dynamic and
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flexible multiplexing scheme such as DAX is that during a master frame when
channels are being reassigned due to rapid changes in Class I traffic some indivi-
dual user channel may occasionally lose or gain a bit. For most non-secure digital
voice terminals, an occasional lost of extra bit would go unnoticed. If the bit
integrity is disrupted on a secure channel, the subscriber loses crypto sync and
hence voice communication. In this situation the switch itself may have no way

of knowing that crypto-sync has been lost on a particular subscriber channel

and simply continues to process the call. The user in this case must initiate

the resync process. In the case of end-to-end encryption, as long as the switch
maintains the connection, the COMSEC equipment at each user terminal can exchange
the necessary on-line control signals to re-establish crypto-sync. Although
end-to-end encryption involves fewer interfaces with COMSEC equipment and maintains
continuity of message security, the procedures for key aistribution throughout

the entire switching network must be provided.

Link-by-1link encryption can be used to connect subscribers having different
area COMSEC keys and perhaps different terminal equipment. The DAX switching
centers must be equipped with the necessary dedicated or pooled COMSEC equipment
to decrypt and re-encrypt messages with the proper compatible crypto keys. The
subscriber loops at each end switch may have crypto keys differing from each other
and from those used on intermediate links between switches. The individual channel
encryption is independent of any trunk or bulk encryption that may also be employed.
When loss-of-crypto-sync occurs on a link-by-link encrypted call, the fault may
lie in any segment and the problem of resynchronization is compounded. A crypto
resync command initiated at a subscriber terminal must be recognized by the local
DAX switch and a COMSEC sync procedure similar to that used in initially setting
up the call must be exercised on each link even though all but one may already

be synchronized.

On a voice call the subscriber becomes aware of the loss of crypto-sync
immediately and can initiate action to re-establish the call. The user terminal
for secure calls will have appropriate mode control buttons or switches which the
user can manipulate. If resync procedures fail, the subscriber has the option

to go On-Hook and later try to re-establish the call.
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4.5.3.4 Secure Data Subscriber

The DAX Class 1 service may be used to support secure data links where

the loss of crypto-sync may have to be recognized by a machine rather than a human.

Many standard data formats provide megns for detecting character errors and/or
gross violations of message format. Loss of crypto sync would generally result in
random bits not satisfying any prescribed format. If the data being transmitted
over the switching network is of sufficient timeliness and importance, it may be
necessary to provide redundant service over parallel or alternate routes. Alter-
natively all or parts of the data may have to be repeated with the aid of human

intervention.

4.5.4 Conclusions

This has been on initial examination of the impact of crypto synchroniza-
tion on the DAX system. The detailed specific requirements and procedures for
interfacing with various existing COMSEC equipment is very complex. Certainly
the synchronization and key distribution problems are of primary concern to users

of secure links independent of the particular multiplexing scheme employed in the

switch. Detailed examination of the interface requirements and operating procedures

for specific families of COMSEC equipment must be integrated into the design of

the DAX switch subscriber loop interfaces.
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4.6 CCIS ERROR CONTROL

4.6.1 Problem

In order to control and coordinate the flow of traffic through the DAX
network, it is necessary for DAXs to exchange control messages. These CCIS
messages typically provide information relating to call originations and termin-
afions, Class I channel reassignments, call preemptions, and synchronization,
as examples. For reasons discussed in Section 2-2, CCIS messages will be in the
form of data packets and will conform to ADCCP, a bit oriented data link

control procedure.

ADCCP packets are inherently self-checking; that is, they utilize a
16 bit polynomial code for error detection. This task will examine the suit-
ability of this form of error control with respect to the following DAX network
parameters: type and average transmission rate of CCIS messages; noise environ-
ment; and retransmission scheme. The need to augment ADCCP error control with

forward error correction (FEC) will also be discussed.

4.6.2 Objectives

There are three basic techniques available for error control in a data

network:
a. Error detection and retransmission of the data found to
contain errors (usually alluded to as Automatic Repeat
Request, or ARQ);
b. FEC (errors remaining after the correction phase are pasced
on along with the good data);
Cs FEC followed by error detection and retransmission (ARQ);

These three techniques along with possible variations offer varying
degrees of reliability (probability of an undetected error) at the expense
of throughput and complexity. The objective of this section is to examine these

trade-offs with respect to error control techniques applicable to the DAX.

FR76-1 4-57




o

4.6.3 Analysis and Results

4.6.3.1 Background

Neglecting FEC for the moment, error control in the DAX network will
be accomplished using the technique of continuous automatic repeat request
When a packet is received at a DAX from a remote DAX, it will be tested for
errors using the frame check sequence (polynomial code) contained within the
packet. If no errors are detected, a CCIS control packet will be transmitted
to the remote DAX specifying that it may erase from memory, subject to DAX

accounting procedures per Section 3, the data packet in question. If an error(s)

is detected, a CCIS control packet will be transmitted to the remote DAX

requesting a retransmission of the erroneous packet. Retransmission of a packet

will also occur if the packet '"times out'. That is, if a DAX does not receive

an acknowledgement, positive or negative, in a specified time for a previously

transmitted packet, the packet will be retransmitted. This '"time out'" applies
to both control and data packets.

Because all DAX packets are sequence numbered, it will only be necessary
to retransmit erroneous packets. Thus this particular ARQ implementation is

superior to both stop and wait ARQ and complete retransmission/continuous ARQ*

in that it provides greater throughput. For elaboration of this point see Section

10. 3.2,

FEC with no ARQ does not provide sufficient reliability to be considered
a viable alternative for CCIS error control; however, when used in conjunction
with ARQ (henceforth denoted FEC/ARQ) it does merit consideration. ‘In this
latter context, each packet received at a DAX would first be FEC decoded using
hardware and then error checked using either hardware or software. FEC is employ-
ed with the intention that for most packets it would correct all errors thus
obviating the need for retransmissiocn and, in turn, increasing throughput. It

should be pointed out that this hybrid error control procedure is not necessarily

superior to straight ARQ, as will be seen shortly.

* Complete retransmission/continuous ARQ requires that the
system backup and retransmit the erroneous packet and
all packets subsequent to that packet.
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4.6.3.2 Noise Model

Error environment plays an important role in determining the error
control to be employed on a channel. To illustrate this point assume the

following applies to a typical inter-DAX link:

a. Bit errors are caused by a binary symmetric channel (BSC);
b. All errors are independent (random);
. The BER is approximately 1072,

Then if the average CCIS control packet is 150 bits long, the average

number of bit errors per packet is 150 x 10-2 = 1.5. Thus, this error environ-

ment appears well suited to FEC/ARQ since an average of 1.5 errors per 150 bits

is well within the capability of most FEC codes.

On the other hand, if the bit errors on the channel occur in bursts
and if errors within these bursts exhibit an average BER of 10~1, then the
suitability of FEC is not so clear. In this case, the average number of biterrors
occurring in a packet caught in a burst is 150 x 10-1 = 15. Although there are
many FEC codes which can handle 15 errors randomly distributed among
150 bits, there are likely to be many cases where the number of errors would
considerably exceed 15 or where the errors would be bunched occurring in a
span of say 25 to 50 bits. Although FEC codes can be designed to fit a particular
burst noise model, it is rare that a real channel obliges by providing errors

which fit the assumed noise model with any consistency.

Obviously a valid noise model is required in order to develop an adequate
error control system. Unfortunately, error statistics applicable to wideband
links of the size and multiplicity required to interconnect DAX's are not avail-
able. To circumvent this problem, the noise model employed in the AN/TTC-39
will be used. Since the AN/TTC-39 is a tactical switch probably comparable in
capacity to a DAX, the DAX noise environment although possibly no better than the
AN/TTC-39's, should certainly be no worse. The assumed noise model is already

given in Table 4-3.
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4.6.3.3 CCIS Packet Statistics
As described previously, CCTS messages are required for the efficient
control of traffic. These messages will be transmitted in-band in the form
of packets. They will be carried in the Class II region of the master frame,
although during abnormal conditions they may be transmitted in the Class I
region. A detailed description of CCIS message structure and procedures is
provided in Sections 2.4, 3.1, and 3.2. CCIS packet statistics are derived in
Section 10.2; the statistics pertinent to the problem at hand are as follows:
a. CCIS packet size varies from, approximately, 100 to 230 bits.
The weighted average packet size is 150 bits;
b. The worst case equivalent BH channel required to handle
CCIS packets is approximately 5500 b/s.
Based on these statistics and the assumption that the average inter-
DAX link provides a transmission rate of 1,544 x 106 b/s, the following results
are obtained:

a. An average packet period of (5500 b/s)/(150 b/packet) =
36.7 packet/s or one packet every 27.3 ms.

b. An average packet duration of (150 b/packet) x (1/1.544 x 106 b/s) ~

0.1 ms.

It is interesting to contrast the burst noise model assumed with the

equivalent CCIS channel described above. This is done in Figure 4-13. Note that

the duration of a packet is short compared to the duration of a noise burst,

regardless of the frequency of the noise burst.
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4.6.3.4 Error Control Analysis

The two candidate error control systems, ARQ and FEC/ARQ will be evaluated

with respect to their performance in the noise environments assumed (non-burst
and bursts). The criteria to be employed in their comparison are probability
of an undetected error and throughput, where throughput is given by the ratio
of the equivalent CCIS channel (as defined in Section 4.6.3.3, 5500 b/s) to the

equivalent channel required to compensate for channel errors.

4.6.3.4.1 Non-Burst Environment

In the non-burst noise environment, errors are assumed to occur

randomly and at a rate of 1",

4.6.3.4.1.1 ARQ

Polynomial codes when used for error detection can, if properly chosen,
provide extremely good reliability. It can be shown (see Reference 36) that for
any polynomial code of order 16, containing (x + 1) as a factor, and containing

another factor having at least 3 terms, the following protection is afforded:

Error Type Probability of Detection

a. Single Errer
b. Double Error

An odd number of bits in error

o
.
e = Y S

An error burst less than 17 bits
in length

e. An error burst exactly 17 bits 1- (3 x 10
in length

f. An error burst greater than 17 P=0 (1,88 X 10‘5)
bits in length

(=9

o

where it has been assumed that all error patterns are equally likely (although

not a realistic assumption, it is certainly not a terrible assumption).

By applying these results to CCIS packets, it is possible to estimate
the probability of an undetected error. Since ADDCP calls for the use of a 16th

order polynomial code for error detection, the probability that a burst greater
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than 17 bits in length goes undetected is 1.53 x 107> and the probability that a
. -5 i

burst exactly 17 bits in length goes undetected is 3 x 10 ~. The probability

of a burst greater than 17 bits in length in a received packet (150 bits) for

the assumed random error environment is conservatively bounded by P (burst >

17 bits) < 150 {30 5 (.001)¥(.999)150-k
P k
k=2,4. ..

which follows from two facts: a burst must contain at least two errors; and

all bursts with an odd number of errors are detected. This last equation may be

evaluated és follows:

150 ( 150 ) (.001)k (.999)10°k
T K
k=2,4...
3 i 130 ) . 00135 090350 % _ ( k ) (.001)*(.999)
k=0 k=3,5...
3 147
& 1 - (.999)"5% 150 (coo1)! (.999)M%-¢ 13% (.001)7(.999) e L)

- 1-(9.8987 x 10°1- (4.76 x 1074 + ..)

n 9.65 x 10™°

Similarly, the probability of a burst exactly 17 bits in length in a received
packet is bounded by

~-3,133 4

133 (10742 (1-107%) 133 = 1016 x 107 .
Therefore, the probability of an undetected error in a received CCIS packet is

pessimistically upper bounded by

(1.16 x 10°Y (3 x 1075 + (9.65 x 1073 (1.53 x 107%) = 1.51 x 10”7

To estimate the throughput obtained using straight ARQ, we observe that

a packet is retransmitted only if it contains one or more errors. The probability
of this event is given by

1 - (.999) 130 - 1. .861 = 0.139
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Therefore, if n CCIS packets are transmitted from one DAX to another, the average
number of retransmissions required after the first transmission of these n packets
is 0.139 n. Neglecting those packets required to initiate the retransmissions,
the total number of packets required to transmit without error the original n

packets is given by

n(1+ 139+ ((139)% + (139)° ¢ ) =0 (;—jgg-) v 1160

0.861.

which equates to a packet throughput of 1/1.16

Another way to interpret this last results is in terms of the increase
in the equivalent Busy-Hour CCIS channel required to offset channel errors. Using
the worst case channel estimate 5500 b/s given earlier, the equivalent CCIS channel

increases to 5500 x 1.16 = 6380 b/s.

4.6.3.4.1.2 FEC/ARQ

The impact of FEC in a random error environment is to effectively
improve the BER. To illustrate this it will be necessary to assume an FEC
code. The most suitable FEC codes to be used with DAX CCIS type messages are
block codes as opposed to convolutional codes. Within the block code class,
there are many codes from which to choose. It will be assumed that the 1/2 rate
Golay code * will be used. This is a very powerful code and finds wide usage

in this type of application.

If all CCIS packets are Golay encoded prior to transmission, then
after reception and decoding the probability of a packet error is less than it
would be without FEC coding. The probability of the second event is..139,
as calculated in the Section above. The probability of a packet error when FEC

is employed may be calculated as follows:

a. The probability of four or more errors in a 23 bit code word
is
- T B k 23-k J k 23-k
ce I ( 23 )(.001) (.999)°7 "= 1- ¢ ( 23 )(.001) (.999)°°"
k=4 \ K k=01 ¥
=8.72x 1077

* The Golay code is a (23, 12, 3) code which means it can correct
up to 3 errors in a 23 bit codeword derived from 12 information
bits.
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b. The probability of one or more of these erroneous codewords in

a CCIS packet is approximately given by

1- (1-P,) 3. 1. - 62 x 107 B 113 21077

where it is assumed that the average CCIS packet encodes into 13 codewords.

As may be seen, FEC has decreased the probability of a packet error (one

or more bit errors) from .139 to 1.13 x 10'7. When FEC is used with ARQ it

would be safe to say then that the probability of an undetected error is, for

all practical purposes, zero. It should be recalled that for straight ARQ, the

probability on an undetected error was conservatively estimated to be less than
-7
1.51 x 10 .

If we make the simplifying assumption that with FEC the probability of a
retransmission of a CCIS packet is zero, then the throughput realized by FEC/ARQ
is still no better than 1/2, since FEC utilizes 1/2 rate encoding. This
translates into an equivalent CCIS channel of 5500 x 2 = 11,000 b/s.

4.6.3.4.1.3 Discussion
Por the random error environment just considered, there are two signi-
ficant results:

Both ARQ and FEC/ARQ provide excellent reliability;

Zs ARQ has the advantage over FEC/ARQ in throughput (0.862 to 0.5

for a BER of 10'3). It can also be shown that as BER imprbves
(BER < 10-3), the ARQ advantage increases since FEC/ARQ throughput

never exceeds 0.5. This is illustrated in Figure 4-14.

It would appear that ARQ without FEC is adequate in a random error
environment. It should be noted though that if the BER increases past 10'3,
ARQ throughput decreases dramatically (See Figure 4-14). If such an occurrence

is to be expected on a long-term basis, the decision to use straight ARQ would

have to be re-evaluated.
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4.6.3.4.2 Burst Environment

In this environment, the errors occurring during a burst are assumed to

1. Between bursts the errors are also

assumed to occur randomly but at a rate of 10_3.

uniformly distributed between 1 and 20 Hz and the burst duty cycle is 5%.

occur randomly and at a rate of 2 x 10°
The frequency of the bursts is

It can be shown that the conclusions reached for the non-burst environment
also apply here. By referring to Figure 4-13 it may be seen that a CCIS packet be-
cause of its short duration as compared to a noise burst will in the great majority
of cases either be hit by a noise burst (BER = 2 x 10'1) or by an inter-burst gap
(BER-IO"S) but not both. It also appears likely that most of the time a packet
will be hit by an inter-burst gap rather than a burst, but this is of lesser
importance. What is important though is the fact that when a packet is hit by a
burst, the average number of errors expected is given by 150 x 2 x 10'1 = 30. If
straight ARQ is used, a packet caught in a burst will certainly have to be retrans-
mitted. However, it is almost certain that a packet that is FEC-protected and
caught in a burst will have to be retransmitted. Consequently, the only portion of
the burst noise environment which impacts on the error control technique is the
inter-burst gap which is, in fact, the same as the non-burst environment (BER = 10'3).
It follows then that the same conclusions apply; that is ARQ does not need to be

augmented with FEX in this case.
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SECTION 5

FUNCTIONAL ALLOCATIONS IN THE SENET-DAX SYSTEM

5.1 SUBSCRIBER SERVICE FEAYURES

5.1.1 Problem

Service features, as applied to telecommunication switching systems from
today's available technology, are many and varied. To a great extent the application
and deployment of the switch indicates the type of features to be implemented. In
a commercial environ=ent, the type of service provided for a PABX would vary from
that of a central office, and the features of a central office would not be the
same available for a tandem or gateway switch. Similarly, the deployment of switches
within the military would indicate different types of features at each hierarchical

level, or if not in type, certainly in quantity of application of individual features.

In designing a telecommunication switching system/network, it is necessary
to take account of the constraints imposed by user requirements. The constraints
imposed by the subscribers are determined by what ends the subscribers of the tele-
communication system pursue. Some want to transmit an urgent message rapidly
irrespective of network traffic loads or have some processing of messages carried
out in the switching/transit centers. Other subscribers want to transmit large
volumes of data without any code restriction. For others still, response time is

all-important. Subscriber requirements can be summarized as follows:

a Short transmission time, systematically or occasionally
b. Simplex, conversational, or inquiry/response-type communications

Transmission of large volumes of data

(g}

d. Temporary storage of data received outside office hours and automatic
retransmission at office opening time

e. Automatic transfer of incoming traffic to an alternative terminal

{0 Possibility of carrying out some simple processing in the switching
centers
Low error rate
Security of transmission
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' Mode/code/speed/format conversions

3 Data operation facilities

The resulting constraints are numerous, varied, and often not easily reconcilable.
This is definitely one of the reasons for the proliferation of custom-designed
networks for the military and commercial world.

Two general classifications of service features can be delineated. These
are subscriber-related features and system control/management features. This section
is devoted to an assessment of the applicability and impact of subscriber-related
service features for the DAX as an access exchange. The impact of subscriber-related
service features for the DAX as a network nodal element in an integrated telecommuni-
cations network is discussed in Section 5.2. Assessments of system control/management

features appear in Section 5.3

5.1.2 Objective

Many subscriber service features are available today in both circuit and
message strategic and tactical switching systems. Several features useful for both
classes of DAX subscribers have been identified from current switching systems
(AN/TTC-38, AN/TTC-39, AUTOVON, AUTODIN, ARPA network), as well as those desirable
with COMSEC operations. There are identities and similarities between the service
features useful for both classes of subscribers, even though some features applicable
to one class have no equivalence in the other. In some cases redefinition of the

feature woutd make it serve both classes.
The objective of this section is to assess the desirability, feasibility,

and impact of an optimized, cost-effective DAX being designed to offer particular

services to data and voice-type subscribers of various classes.

5.1.3 Progress
Subscriber service features for each of the three main categories of switch

services (circuit switch, packet switch, and store-and-forward) are assessed in
terms of their impact on the DAX system architecture for both Class I and Class II
subscribers. These features and their voice/data equivalents are listed in Table

5-1.
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5.1.3.1 Class I (circuit-Switch) Service Features

There are approximately 10 basic subscriber service features available in
varying degrees in strategic/tactical circuit switches today [23] and [60]. These
service features include: precedence and preemption, conference capabilities, call
transfer and call forwarding, compressed and abbreviated dialing, automatic line/
trunk grouping and hunting, attendant services, direct access service, intercept,

data service, and secure mode conversion.

5.1.3.1.1 Precedence and Pre-emption ~ DAX subscribers given this feature will be

capable of establishing local, inter-switch, and extra-switch calls (with precedence
compativle switches) using up to a 5-level precedence and pre-emption service.
When a call (any type) is established, all connections are maintained at the prece-
dence level assigned by the originator of the call, regardless of the precedence
level authorized to other participants in the connection.

The five levels, in order of descending precedence, are FLASH OVERRIDE (FO),
FLASH (F), IMMEDIATE (I), PRIORITY (P), and ROUTINE (R). Calls to switches employing
no precedence, or non-compatible precedence levels, should be afforded the desired
precedence level within the local switch and have the selected precedence translated
to a level compatible with the switch serving the called terminal.

The operational concept of the precedence and pre-emption service should
approach the following:

a. A call shall not be allowed to pre-empt a line, trunk time slot, or

DAX function handling another call of equal or higher level precedence.

b. For a precedence call to a lower-precedence in-progress connection
such as subscriber-to-subscriber, conference, trunk time slot, or
subscriber participating in a conference, the existing connection
shall be released and the called party shall be connected to the
higher precedence originator.

Cs Both subscribers involved in lower-precedence pre-empted calls shall

be informed of the pre-emption by a '"pre-emption tone'", (or a pre-

empt indication to the data subscriber) after the connection is broken,

The called subscriber shall then be immediately connected to the

FR76-1 5.4
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higher precedence caller, while the third party is returned busy tone
for a specified time limit, after which his line is locked-out until

he returns to the on-hook condition.

If the calling party requests precedence for a call, the routing control
function can check his classmark for the maximum precedence level assigned to his

line to make sure that it is not exceeded.

5.1.3.1.2 Conferencing - Four types of conference service are normally employed:
progressive, preprogrammed, meet-me, and broadcast. Conference privileges can be
assigned to subscribers through a classmark service, which is readily aiterable.
Various numbers of simultaneous conferences (of any type), of a fixed size, can be
specified for a given DAX configuration. These numbers are generally linearly pro-
portional to the switch size. When a conference consists of more than this fixed
size, the number of independent, simultaneous conferences may be reduced accordingly,

or several conference bridges can be interconnected.

Appropriate signalling from the subscriber is used to request a conference
connection. If the calling party is properly classmarked, the processor connects
the calling party to a conference bridge. Special numbers can be keyed to indicate
a preprogrammed, meet-me, or broadcast conference. If a preprogrammed conference
number is detected by the signal-receiving function, the called numbers are retrieved
from the processor's memory. For a progressive conference, the calling party dials
the number of the first conferee. In either case, the call processing functions pro-
ceed in their normal manner to ring the called party and connect him to a conference
bridge. Broadcast conferees are also processed normally except that only the receiv-
ing pair of all called conferee lines is connected to the conference bridge. For a

meet-me conference, the requestor is connected to a designated bridge.

5.1.3.1.3 Call Transfer and Call Forwarding - The operational concept for call

transfer is as follows:

a. Any one of the assigned subscribers on a DAX is capable of having

calls to his directory number transferred to another directory number.

b. The subscriber or an attendant is capable of initiating this service

from his telephone instrument by first dialing a special access code

within the constraints of the numbering plan of the DAX and then

FR76-1 5-5
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dialing the directory number to which he desires calls to be transferred.

This telephone instrument may still provide the capability to place out-
ward calls while in the call transfer condition.

e This feature is negated by the subscriber dialing the special access
code and then dialing his own number. The negation is possible only
from the subscriber's telephone.

For call transfer, the signal-receiving control function of the DAX can

recognize the access code which is dialed by the party who wishes to have his calls
transferred, then receive the numbers to which calls are to be transferred. A sub-
routine can check the calling line's classmark to be sure that he has transfer pri-

vileges, if these are restricted to selected subscribers.

5.1.3.1.4 Compressed and Abbreviated Dialing - Compressed and abbreviated dialing

subscriber features are normally as described in the following paragraphs.

With abbreviated dialing, the switch completes local calls when the sub-
scriber dials a portion of the full directory number, usually only the last few

digits. Preemption may be effected by dialing the appropriate prefix digit(s).

Compressed dialing allows subscribers so designated to dial a special 2-digit
number, plus a prefix or an ''end-of-dial', to reach another subscriber. The DAX can
translate the 2-digit code and route the call to the called party. If the calling
party desires preemption service, he must dial the appropriate precedence digit

first. The compressed codes may be applied to any directory number in the numbering
plan as designated by the subscriber.

The signal-receiving control function of the DAX can recognize compressed and
abbreviated dialing by examining the pattern of digits or by detecting the prefix
or "end-of-dial". For compressed dialing, the program searches the compressed
dialing table for the full directory number of the called party. For abbreviated
dialing, no further action is required, because the program recognizes the digit
pattern and infers the local area and office code during translation. In either

case, translation, routing, and call completion proceed normally. -
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5.1.3.1.5 Secure Call Mode Conversion - The DAX may provide secure mode conversion

and key change functions for properly classmarked loops and trunks employing incom-
patible voice security equipment by the use of crypto loop-arounds under control of
the processor. Initial signaling needed by loops and trunks to establish the call
may be transmitted and processed in the clear. Some voice security gear may signal
in encrypted mode. A special dial code consistent with the numbering plan of the
switch in conjunction with classmarking may be used in initiating a secure call to
inform the switch of the need for secure call service and possible mode conversion
or key change.

All secure calls requiring trunking may be routed over approved or appropri-
ately encrypted trunks. The requirement for security can be conveyed from node to

node via the CCIS channel.

5.1.3.1.6 Automatic Line/Trunk Grouping and Hunting - The DAX may provide automatic

idle line hunting service for properly classmarked switch subscribers. Each group
is usually capable of accepting from two to five subscriber lines. The features
provided by this service are as follows:
a. The subscriber addresses in a hunting group need not be arranged in
an orderly numerical sequence.
b. Hunting for an idle line in the group will occur whenever the called
number in a group is busy.
c. In the event all lines in a group are busy, the calling party shall be
returned a line busy tone.
d. When a pre-emptive call experiences an '"all lines busy" condition

within the called group and the calling precedence is higher than
at least one of the busy lines, the lowest precedence busy line shall

SRy pre-empted and the higher precedence caller connected to it.
A directory in the DAX processor's memory can store tables that list all

members of each automatic line and trunk group.
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5.1.3.1.7 Direct Access Service - The DAX should be able to afford designated sub-

it scribers with direct access service via the switched communication network, The
switched direct access service can comply with the following requirements:

a. The direct access capability is designed for assignment to any of
the subscriber terminals.

b The scanning control function of the switch checks the classmarks of
all lines originating a call to see if they have direct access ser-
vice.

€ The switch, upon detecting an off-hook signal from an appropriately
classed subscriber, immediately establishes a connection to a pre-
designated subscriber anywhere in the network.

d. The address and associated prefixes (e.g., precedence, route digit)

are stored at the switching center.

e. The direct access subscriber is suitably protected against false
seizure caused by misdirected control and routing signals and against

non-seizure due to glare.

. If an established direct access connection is disturbed for any rea-
son, the connection can be reestablished by either one or both sub-
scribers going '"on-hook' momentarily, and then "off-hook' to initiate
a new call. Alternatively '"full-period" service will automatically
re-establish a broken connection unless the release is detected at

either party's terminal.

5.1.3.1.8 Attendant Recall/Operator Functions - The DAX may allow telephone sub-

scribers to call or recall the local DAX attendant for assistance. The request is
stored in the attendant's appropriate queue. The attendant exfends either or both
parties of a connection to any other termination to which they are normally allowed
access. The attendant may extend calls or recalls at any level of precedence.
Either connected party may release himself from the connection without releasing the

connection between the attendant and the remaining party.

If the operator is busy at the time he is called, the calling party is placed

in a queue that can be maintained by the software. When the operator releases, the
first call of the highest precedence in the queue can be automatically connected by

the software.
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A special '"release'" subroutine can be used when the operator "hangs up".

This will connect two parties on the bridge to each other. The two parties can now

converse while the operator's bridge is available for other calls.

The operator's "hold" function can be implemented through use of the pro-
cessor's software. Memory space can be provided to store those calls that are being
held. The connections between the held parties and the operator's bridge are re-
served. The processor can reconnect these calls in accordance with the operator

controls.
Any other operator functions which may be required can be added by modular

addition to the common control function.

5.1.3.1.9 Data Service - The DAX can provide real-time data switching for certain
bulk data subscribers (See Section 2.2). This service is provided to properly
classmarked lines of the switch who require large-volume transmission over long
periods of time (e.g., sensor data). Data service can be provided for terminals

operating with a variety of signaling and supervision plans.

The DAX processor must recognize when a Class I bulk data call is being
processed so that it can select functions capable of handling the data rate of the
calling party, compare sending and receiving data terminals for compatibility, and
inform the called party that he will be receiving data instead of voice. If data
service is requested, the program examines the calling line's classmarks to deter-

mine data terminal characteristics, and allocates time slot channels accordingly.

5.1.3.1.10 Intercept - An intercept feature provides for the return of a recorded
announcement or connection to the operator when the number dialed does not exist,

is unassigned, or is marked out of service.

Intercepted calls may be connected to the operator or they may be connected

to a recorded announcement. If connected to the operator, they can be processed as
described for calls to the operator after the intercept condition is recognized. If
connected to a recording, they can be connected to a bus, similar to a tone bus, by

the call completion program.
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5.1.3.2 Class II Packet Switch and Store-and-Forward Service Features

There are approximately nine basic subscriber service features available to

varying degrees in strategic/tactical packet/store-and-forward switches

%
today.(4)’(2")’(54) These service features include: message accountability, message

and communications line security, connection/interruption by precedence and pre-
emption, multiple addressing, universal data subscriber interface capability, mode/

code/speed/format conversion, archival storage, intercept, and retrieval and trace.

5.1.3.2.1 Message Accountability - Accountability in packet and store-and-forward

switching concerns the establishment of very low probabilities that a packet or
message, once acknowledged by a switch, will be lost or not transmitted, and to
equally low probability that a legitimate packet or message will not be recognized
on input, and therefore not serviced.

The DAX operational concept calls for messages to be broken up into packets
of a fixed length, optimized for network throughput. These are the Class II data
transmissions. Note that an exception exists for large quantities of bulk data,
which will be treated as Class I data transmission (see Section 2.2).

The packets forwarded from node to node must be stored in the sending node

until they have been acknowledged by a special control indicator. Within the packet
envelope a numbering scheme and frame check sequence are provided. The numbering
scheme gives an identification number so that the packet is uniquely registered and
messages can be reassembled at their terminating node. The frame check sequence

allows the receiving node to detect transmission errors.

In case a transmission error is detected, the incorrect packet is discarded.

The sending node, after having received a negative acknowledgement link control

indicator, or a time-out without having received a positive acknowledgement, can
repeat the incorrect or any subsequent packet.
When a DAX has accepted and acknowledged a packet it is responsible for that

packet until it in turn receives an acknowledgement from the next DAX on the trans-

mission route, in which event it can discard the packet. Thus, tandem DAX's need only

retain the packet long enough to determine that the packet has been received by the
next switch. Full message accountability is maintained by the originating and ter-

minating DAX's.
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5.1.3.2.2 Message and Communications Line Security - Digital transmission facilities

of the future DCS will be encrypted with equipment of the TENLEY type. Several
possibilities exist for the protection of traffic from the data terminal equipments
(DTE) to the DAX. If both the DAX and the DTE being serviced are in a secure area,
or connected via approved circuits, then no COMSEC equipment is needed on the DTE
loops. In addition, where COMSEC equipment is located at the DTE, it would be
possible for the DAX, via its link protocol, to transfer encrypted traffic without
decrypting it at the DAX. If netted crypto variables are utilized for local secure
calls, it is also conceivable that the DAX may connect an appropriate device upon
receipt of a distinctive signal. It may also prove practical to locate some TENLEY

AKDC/LKG capabilities at the DAX.

5.1.3.2.3 Precedence and Pre-emption - As discussed in Section 3.2 it is our present

intent to equate corresponding precedence levels of Class I and Class II traffic
(shown below) in establishing the rules for pre-emptive traffic. The operational

concept for these pre-emptive rules is discussed in Section 3.2.

EQUIVALENCE OF CLASS I/CLASS II PRECEDENCE

Class I (voice) Class II (data)
--- (none) W (Critic)

FO (Flash Override) Z (ECP)

F (Flash) F (Flash)

I (Immediate) I (Immediate)

P (Priority) P (Priority)

R (Routine) R (Routine)

As the system architecture evolves, the intent is to minimize the complexity
of these rules in order to minimize the impact on the DAX software and hardware as
well. It is also intended to minimize the processing load (time burden) while pro-

viding a reasonable pre-emptive service.

5.1.3.2.4 Multiple Addressing - Multiple addressing with single input will have a

significant impact on DAX storage and processing capability. A network handling
multiply-addressed messages will have to work out some alternative to the source-to-
destination flow control (i.e., not transmitting until receiving-storage is guaranteed

at the destination) that works well for point-to-point traffic as in the ARPA network.
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In such a network, one would neither want to repeat the message individually to each h_!kws
destination, nor (probably) to suspend transmitting it until all destinations had

guaranteed storage. The likely alternative is to provide more buffer storage at
nodes--significant high-speed storage for short, top-priority messages, and disk or
tape--slower but cheaper--for longer messages that can tolerate more delay. A net-

work of this type would thus combine packet switching with customary store-and-for-

ward operation.

5.1.3.2.5 Universal Data Subscriber Interface - The DAX should be capable of inter-
facing with a family of universal data adapters. The TRI-TAC Data Adapter (DA) is I

representative of this family. The DAX should be capable of full-duplex operation

(59). The DAX should be capable of

with the DA at a variety of loop and data rates
operation with the family of DA's directly on a dedicated basis using the Dedicated
Loop Encryption Device (DLED) or on a switched basis using a Digital Subscriber Voice

Terminal (DSVT).

This interface would impact the transmission control hardware/software

—

architecture of the DAX. Message information transfer between the DAX and the DA
(and between DA's) would be controlled by means of a Data Adapter Control Block

(DACB), which is used to establish the parameters of the ensuing data transmission. '
The processing of these parameters and the subsequent synchronization/control pro-

tocol must be considered in design of the DAX interfaces.

5.1.3.2.6 Mode/Code/Speed/Format Conversion ~ The DAX should be capable of inter-

operability with a wide variety of Class Il data terminals/sources. Table 5-2
summarizes the various types of modes/codes/speeds/formats with which the DAX should
be compatible. The extent of the mode/code/speed/format conversion required will

certainly impact DAX architecture.

5.1.3.2.7 Archival Storage - It is suggested that regional DAX or AUTODIN type

centers have the capability for archival storage of large amounts of bulk data for
predetermined times. Through the use of a data communication protocol this archival

bulk data may be accessed by any DAX in the network.

The impact of this feature is primarily the bulk memory storage required at

the regional DAX centers. Also, access and retrieval data communication protocols

must be handled by the DAX control function/processor.
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TABLE 5-2.

"MODES

MODE I - CONTINUOUS/BLOCK-BY-BLOCK

MODE II

MODE 111 - CONTINUOUS/BLOCK-BY-BLOCK

MODE 1V - RECEIVE/TRANSMIT
MODE V
MODE VI

SPEEDS (BPS)

8000N N = 1,2,4

75 X ZN N = 0152 057
45.5

50

2000

4000

FUTURE HI-SPEED FAX

5-13
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TYPES OF MODES/CODES/SPEEDS/FORMATS

CODES

ASCII

BAUDOT (ITA-2)

CONT. RANDOM BIT STREAM
4 OUT OF 8 CODE (IBM)
EBCDIC

FIELDATA

BINARY NONSTANDARD
PARITY MAG TAPE (AUTODIN)
BINARY STANDARD MAG TYPE
(AUTODIN)

DATA FORMAT MAG TERMINAL
(AUTODIN)

FAX

FORMATS

ACP-127

JANAP-128, DATA

ACP-127, MODIFIED
JANAP-128, TELETYPEWRITER
NO FORMAT

SPECIAL FORMAT 1

SPECIAL FORMAT 2




5.1.3.2.8 [Intercept - Among the more common message handling requirements in a
strategic/tactical message switching environment is the capability to intercept
temporarily all traffic for specific routing indicators. This necessity typically
occurs due to the mobility of subscribers and the occasional difficulty in main-
taining communication with stationary subscribers in tactical environments. When
these situations are encountered, the normal message switch respon:se, upon super-
visory command, is to intercept any traffic that would otherwise be delivered to a
temporarily inaccessible subscriber; to store this traffic temporarily; and when
informed administratively that the subscriber can be reached again, to deliver to

that subscriber any received traffic that has been stored.
The capability of executing this function would impact the DAX memory storage.

One possibility is to have a set of regional intercept centers with enough bulk
storage to satisfy the intercept function for all the DAX's in a given region. Inter-
cept data communication protocols wculd then have to be developed to remotely store

and access from these regional intercept centers.

5.1.3.2.9 Retrieval and Trace - Among the capabilities offered to subscribers of

strategic/tactical message switches are the capabilities to trace or retrieve a
message. Trace alludes to the capability to specify a message (by various identifi-
cation criteria) and to receive in return a notification of the time of receipt

or time of delivery of the message. Retrieval is a capability wherein a copy of

a similarly identified message is retrieved from archival storage, and upon super-
visory approval, is transmitted to the requestor.

It is suggested that these capabilities could be made available to the DAX
in that the retrieval and/or trace messages would flow to the DAX which would auto-
matically route them to an associated regional center (such as an AUTODIN center),
and would similarly route the returned trace and/or retrieved message back to the
subscriber, as directed by the switch supervisor at the regional center. Other than
a delay measurable in seconds, there would be no apparent difference to the data sub-
scriber in a retrieval or trace accomplished via a DAX, and a similar action taken

as a dedicated or switched direct subscriber of a regional AUTODIN center.
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§.1.3.3 Relation of Subscriber Service Features to Switch Size

In practice, the service features described have shown an increase in kind,

magnitude, and sophistication as switches have grown in size. This is often because
the '"cost" of a feature (in complexity or dollars) is usually not directly propor-
tional to the number of terminals serviced, and thus this cost can be amortized over
more subscriber and trunk terminations. Today's developing techrology leads us to
be!ieve that the '"cost" of features will decrease such that more varied and sophis-
ticated features will be practical in smaller switches. However, the relative scaling

of features among switches of various sizes will probably continue.

For illustrative purposes, Table 5-3 lists the type and quantity of Class I
service features according to switch size for three tactical military switches-now
in development and production by GTE Syl!vania. AN ‘

An initial assessment has been made of the impact of switch subscriber service
features on DAX system architecture. With the possible exceptions of digital voice
conversion, which remains to be explored further, it appears thatthese features
can be provided within the SENET-DAX concept. Each feature contributes to software
complexity (queue structure, list processing variations, etc.), to processor loading
and consequent throughput, and to interswitch signaling time. Additional program,
random-access, or bulk memory at each switch is often required, as well as the pro-
vision for digital control signaling between line and trunk terminations and the
switch itself. The overall impact of each feature in SENET-DAX system software and
hardware architecture must be evaluated in conjunction with the requirements

of other service features, taking full advantage of commonalities among them.

Besides the general impacts described above, there are specific switch hard-
ware impacts associated with many subscriber features. These include conference
bridging facilities, operator/attendant positions, other common equipment for voice
intercept announcements or signaling, and COMSEC transmission facilities. System
tradeoffs must be made on the use of bulk or core storage, and optimal buffer utili-
zation, for Class II multiple addressing and intercept. The provision for bulk
archival storage leads to consideration of whether this can be provided at the ori-
ginating (or terminating) DAX, or whether it is better provided at some regional'

center.
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formation attend-

ant, or error tone

TABLE 5-3. SERVICE FEATURES VERSUS SWITCH SIZE
SWiTCH DESIGNATION SB-3614 AN/TTC-38 AN/TTC-39**
Number of Terminations 30-90 300-600 300-2400
1. Precedence and 2 levels 5 levels S levels
Pre-emption Priority and
4 Routine
2/ Conferencing
a. Progressive 2 at 10 parties|4-5 party 10-5 party con-
conference bridges|ference bridges
per 750 lines;
max. of 20 parties
per conference
b. Preprogrammed No 19 party confer- {20 list per 750
ence bridge: 10 lines; max. of
lists of conferees |20 conferees per
list
¢. Broadcast No No Max. of 32 conferees
3. Call Forwarding No Yes, up to 25 sub-|Yes, max. of 40
scribers subscribers per
750 lines
4. Compressed Dialing No No 2 digit + end-of-
dial; up to 100 sub
scribers. per 750
tines may have 16
codes each
S. Abbreviated Dialing Yes Yes Yes
6. Call Transfer Yes, via Yes, via attendant |Yes, via attendant
attendant recall recall
recall
7. Secure Call Mode No No* Yes
Conversion
8. Automatic Line/Trunk 2 groups of Line: 30 groups 32 groups, 2 to 5
Grouping 4 trunks with up to 5 lines [lines (terminations)
per group. per group
Trunks: 120 groups
of any size
9. Attendant Services Yes Yes Yes
10. Data Service No No Yes, Real-time
variety of inter-
faces
11. Intercept To Attendant To operator, in- [Recorded announce-

ment

*The AN/TTC-38 is equipped to recognize requests for and connect subscribers to
wideband trunks.
**AN/TTC-39 Features are as called out in Reference [60].
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With regard to mode conversions, the possibility certainly exists for the
DAX to provide translation, as well as key change functions where required, for con-
nections between incompatible voice equipment. Appropriate control information
would be conveyed via CCIS procedures and signaling. Obvious impacts exist in the
areas of translation needs in software, as well as in the possible use of hardware

conversion devices utilizing microprocessors or other integrated circuitry.

5.2 NETWORK IMPACT OF SUBSCRIBER FEATURES

5.2.1 Problem

As described in Section 5.1, current circuit switching, packet switching,
and store-and-forward systems offer varied services to their respective types of
subscribers. Some subscriber service features have an impact only on the local DAX
switch equipment and processing, while others have a measurable impact on network

performance and equipment that must be evaulated.

5.2.2 Objective

This section is devoted to an assessment of the impact of subscriber-related
service features for the DAX as part of an integrated network. There are two main
types of network impact which are evident. One of these is the impact on the switch
itself, and the other is the impact on the network with the switches considered as
nodes in the network configuration. These are somewhat interrelated; however, this
section will primarily look at the DAX network, and only secondarily at the DAX

itself.

5.2.3.1 Definition of Network Impact

By the term '"'metwork impact'', we are referring to a measurable effect on the
network, indicating a change in performance of some kind that can be shown to occur
because of the use of 2 feature, or when network equipment must be provided (e.g.,
COMSEC transmission facilities) that would not normally be required. This effect, or
measure, is a way of evaluating how a certain subscriber-related service feature

enhances or restricts the performance of the network.
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Specific measures of performance are usually related to the capacity, speed
and '"'cost" of the network as affected by the individual services of interest. Mea-
sures thus far identified are:

a. Traffic Throughput: number of non-blocked voice calls and packets

(excluding overhead traffic) existing simultaneously in the network

b. Network Grade of Service: fraction of offered traffic in the entire
network that will be rejected before a connection is established, or

delayed before data is transferred

e Link Grade of Service: fraction of offered traffic between two switch-

ing nodes that will be rejected or delayed

d. Call Completion and Data Transfer Speeds: time needed to establish a
voice call, from end of calling terminal signaling to beginning of
notification to called terminal, or to transfer a data packet through

the network

e. Network Control Complexity: this determines the '"cost'" of a network,
as measured not only in design and implementation dollars, but in
maintenance needs and modification possibilities and in the often

intangible factor of subscriber acceptance

, Special Equipment: This includes COMSEC transmission equipment for

line/trunk security and data adapters for interface flexibility.

It should be noted that a comprehensive estimate of network performance can-
not usually be made until subscriber density, available trunk facilities, and similar

descriptive factors are considered in the analysis.

5.2.5.2 [Impact of Class I Service Features

5.2.3.2.1 Precedence and Pre-emption - This service provides preferential treatment
of a call by the network, whereby calls to busy stations will pre-empt a conversa-
tion existing at a lower precedence level. Multi-level precedence protection of
calls and pre-emption of lower precedence calls when idle circuits are not available
provides privileged subscribers a high call completion assurance, tending to decrease
trunk use due to retries. However, the burden is merely shifted in the network,

since a high percentage of the pre-empted calls are retried by lower-privileged sub-

FR76-1 5-18

3
——— L —— o e——



e

scribers. An additional network impact of this feature is that users with high

precedence privileges tend to call each other at that high precedence level, thus
encountering the same number of station busies (non-pre-emptable) as calls at lower

precedence.

§.2.3.2.2 Conferencing - Conferencing tends to have beneficial effect on network
performance, since discussion with many subscribers can be held over a period of time
less than the sum of that for individual discussions. The increased signaling time

for sequential calling of conferees is usually small in relation to the voice holding

time on trunks.

5.2.3.2.2.1 Progressive Conference - Privileged subscribers or the operator should

have the capability of progressively calling subscribers into a conference call.

If each call made to bring a new conferee uses another trunk, then this can have a
significant impact on the DAX network loading. As with a preprogrammed conference,
this feature is usually operated at a high precedence level in order to increase the
probability of reaching all conferees using pre-emption to accomplish this, if
necessary). The time needed to dial up and contact subscribers is greater than that
of the preprogrammed conference, where it is all done automatically, and trunks and

links are thus busied longer in the network.

5.2.3.2.2.2 Preprogrammed Conference - A preprogrammed conference, initiated by

removing the handset or by dialing a special code, is automatically completed by

the switch to a number of predesignated subscribers. Since the demand for trunks
and processing loading is simultaneous rather than random, a heavy instantaneous
signalling burden may be placed on the DAX network and on the DAX itself during con-
ference setup. The originating subscriber has available his highest allowed pre-
cedence to provide protection for the conference circuit and all conferees. This
level of precedence should be relatively high since the value of a preprogrammed
conference would be greatly reduced if the probability of reaching all conferees at

once were low.

5.2.3.2.2.3 Broadcast (and Meet-me) Conferences - The network impact of these ser-

vices is similar to those progressive and preprogrammed conferences. The broadcast
feature is different from the other contference features only in that it may have a

much greater number of conferees.

FR76-1 5-19




5.2.3.2.3 Call Transfer/Call Forwarding - When DAX subscribers are temporarily

located at another station, incoming calls can be forwarded to a selected station
within a local area, or by an outgoing trunk to a distant location. The latter
situation implies a network impact. This feature has the beneficial effect of allow-
ing the user to complete the call either to the desired party or to someone who can
either take messages or provide the pertinent information. This diminishes the

number of call repeat attempts in the DAX network.

5.2.3.2.4 Compressed and Abbreviated Dialing - The main impact of this feature 1is

in the reduced holding time for registers at the DAX itself. This feature is usually
provided for local nodal subscribers only, and thus impacts at the switch, not the

network.

5.2.3.2.5 Secure Call Mode Conversion - The requirement for interoperability with a

wide variety of digitized voice instruments will impact the DAX itself (as discussed
in Section 5.1) and the DAX network. All secure calls requiring network access must
be routed over approved or approrpiately encrypted trunks. The requirements for

security will impact the network throughput as the requirement for security will be

conveyed from node to node via CCIS traffic.

5.2.3.2.6 Automatic Line/Trunk Grouping and Hunting - When a called station is not

idle or pre-emptable, the call can be routed to an alternate station. Ths hunting
may be performed in a sequential, predetermined or rardom fashion either by equipments
or by directory number. This feature decreases the number of call repeat attempts
since there is a high likelihood of being connected to someone who can either take

a message or provide the desired information.

5.2.3.2.7 Direct Access Service - The main impact of this feature is the reduced

demand on signalling registers at the DAX itself. The network impact is the same

as for ordinary call placement.
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5.2.3.2.8 Attendant Recall/Operator Functions - The attendant operator can be used

to provide a wide variety of subscriber requests and services. These include pro-
viding general call assistance, trouble reporting, information, or last resort rout-
ing of the switching equipment. There are two types of operator calls; local and
remote. Only the remote operator calls will affect the network.

Used effectively, attendant recall with attendant/operator service can reduce
the number of wrong calls in the network, thereby increasing the grade-of-service.
Steps should be taken, however, to ensure that the increased volume of traffic in
the network, due to operator service, is minimal.

Calls to the remote operator can cause an increase in traffic on the links
as well as at the switch. There is also the possibility of tying up trunk links for
some time while the call is being assisted. This occurs since the use of an operator

ordinarily increases the time necessary to process a call.

5.2.3.2.9 Data Service - The DAX will provide real-time data switching for certain
bulk data subscribers. Assigning a Class I time slot for data subscribers with large
amounts of bulk data will increase the network throughout since individual packet
overheads can be eliminated. However, the adaptive routing aspects of the network

will not then be utilized.

5.2.3.2.10 Intercept - An intercept feature provides for the return of a recorded
announcement, or connection to the attendant when the number dialed does not exist,
is unassigned, or is marked disabled. Although it can tie up network trunk circuits
briefly, this feature can often serve to keep users from repeating call attempts by
providing specific information when the call is not completed. This improves the

network grade-of-service.
5.2.3.3 Impact of Class II Service Features
5.2.3.3.1 Message Accountability - The DAX network concept for message accountability

calls for packet accountability at the tandem DAX's and full message accountability
at the originating DAX and the terminating DAX. Packet numbering and network book-

keeping will impact the network throughput. However, high throughput alone is of no

value if packet/message accountability is of prime concern.
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5.2.3.3.2 Message and Communication Line Security - Digital transmission facilities

of the future DCS will be encrypted with equipments of the TENLEY type. There is

a significant network impact of providing this feature. The main impacts are the
cost of the cryptographic equipments required for transmission COMSEC and the network
management required to ensure that communications links requiring security receive it
without an excessive amount of key changing and digital processing/synchronization

delays.

5.2.3.3.3 Precedence and Pre-emption - The main network impact of Class II precedence

and pre-emption processing is that of providing Network Control/Management for tandem
traffic. Providing this feature has an impact on the control/memory architecture for
the backbone DAX network. As the system architecture evolves, the intent is to
minimize the complexity of these pre-emptive rules in order to minimize the impact

on the DAX network processing load (time burden), while providing a cost-effective

network pre-emptive service.

5.2.3.3.4 Multiple Addressing - Multiple addvessing will have a significant impact

on the DAX network storage and processing capability. A network handling multiply-
addressed messages will have to be designed differently from single source-to-single

destination flow control such as currently exists in the ARPA network.

Multiple addressing will impact the network grade-of-service (especially in

the case of the geometric progression of linked multiply addressed messages).

Packet switching techniques do not lend themselves to elegant solutions of
the multiple message copy issue. Pure packet switches generally provide no long-
term storage, so implementation of the store-and-forward automatic multiple-message
generator technique is not consistent with the design objectives of pure packet

switching.

The likely alternative is to provide more buffer storage at nodes -- suffi-
cient high-speed storage for short, top-priority messages, and disk or tape - slower
but cheaper - for longer messages that can tolerate more delay. A network of this
type effectively combines packet switching with customary store-and-forward opera-

tion.
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5.2.3.3.5 Universal Data Subscriber In}erface -~ As discussed in Section 5.1.3.2.5

the TRI-TAC Data Adapter (DA) is a representative universal data subscriber inter-
face. Through the use of a hardware/software processing function the DAX must inter-
face the DA'a operating at several transmission rates, with or without forward error
correction (of several different types), with or without multisampling, or with both
forward error correction and multisampling combined, This data communication flexi-
bility would impact the nodal/network message processing load and certainly would

increase the network ''cost".

5.2.3.3.6 Mode/Code/Speed/Format Conversion - Since the DAX will be capable of
interoperability with a wide variety of data terminal/sources, the amount of the mode/

code/speed/format conversion provided will certainly impact the nodal/network message

processing load by increasing the number of potential connections among data networks.

5.2.3.3.7 Archival Storage, Intercept, and Retrieval and Trace - Among the many

common message handling requirements in a strategic/tactical message switching
environment are the capability for archival storage, message retrieval and trace,

and temporary interception of all traffic for specific routing indicators. They are
treated together here, since the network solution for these services is similar.
Regional archive and intercept centers, along the AUTODIN line, having enough bulk
storage to satisfy the storage function for all the DAX's in a given region, could

be provided. Data communication protocols would then have to be developed to remotely
store and access from these centers. Network ''cost'" would certainly be increased by
providing this communication and by providing the bulk memory storage required at the

regional DAY -enters.
5.3 SYSTEM SERVICE FEATURES

5.3.1 Problem

System control management service features are those services not directly
associated with individual subscribers but related to the overall control of the
switching center and its related switching network. The concepts associated with
DAX system control/management are illustrated in Figure 5-1. The problem is to
assess the applicability and impact of these system/control management service

features on the DAX and the DAX network.
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5.3.2 Objective
The objective of this section is to assess the desirability and feasibility

and impact of providing system service features at the DAX. Three main system ser-

vice features will be assessed:

a. Alternate/Adaptive Routing
b. Traffic Load Control
i Network Technical Control Functions.

5.3.3 Progress

5.3.3.1 Alternate/Adaptive Routing
Switching network routing schemes recommended for the SENET-DAX concept can

be divided into two categories:

a. Alternate Routing (Class I) - based on a fixed average input traffic
matrix of the network

b. Adaptive Routing - (Class II) - based on the dynamic load of the

network.

5.3.3.1.1 Class I Traffic - Alternate Routing - The routing scheme proposed for

Class I traffic (Sections 3.1 and 3.2) incorporates an alternate routing capability
accomplished through the use of routing tables stored at each DAX. These tables
define primary and alternate routes from a given switch to every other switch in a

network. A Class I call will always be routed over the primary route if possibie,
then the first alternate, etc. The routing table at each switch is unique to that
switch and is fixed, i.e., the primary route to a given destination switch is always
the primary route, the first alternate is always the first alternate, etc.

The size of these tables will determine the amount of memory required at
each DAX. Also the size of the tables will determine the'ﬁbmplexity of the search

algorithm and, hence, the amount of processing time consumed by the switch processor.
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5.3.3.1.2 Class II Traffic - Adaptive Routing - The routing scheme proposed for
Class II traffic will incorporate an adaptive routing capability. Class II packets

will be directed to the route which has the smallest predicted delay from the DAX
in question to the destination DAX. The predicted delays to each destination
switch will be contained in an adaptive routing table which is updated periodically.
A technique being considered is an adaptive routing algorithm similar to that used
in the ARPA network. The ARPA network operates with only two levels of precedence:
priority for single-packet segments (which includes system control packets), and

no priority for everything else. The ARPA algorithm will require modification to
handle the multi-level DAX precedence and preemption. For example, the ARPA
algorithm uses queuing delays as a factor in calculating predicted overall delays.
In a network carrying data traffic of various precedence levels, the actual queuing
delay would be dependent on the precedence level of the packet being routed.

Further analysis of these priority queuing delays will be necessary.

Again, the size of the adaptive routing table will determine the amount of

memory required at each switch. The size of the tables will determine the complexity

of the search algorithm and, hence, the amount of processing time consumed by the
processor. The frequency of adaptive routing table updating will also affect the

DAX processing overhead.

5.3.3.2 Traffic Load Control

There are in principle two different modes of operating telecommunications

switching networks: free-wheeling traffic control and complete traffic control. We

say "in principle", because in practice a network is generally operated by a combina-

tion of these modes.

In a free-wheeling environment a terminal or a switching center is able to

generate or forward data at any time and the receiving side has to be ready at all
times to accept this data, i.e., the receiving side is able to cope with every
traffic peak without rejecting any incoming traffic. The alternative mode of
operating a telecommunications facility is to completely control the amount of
incoming traffic. A typical example of complete traffic control is a centralized
computer network, in which widely spread terminals are polled directly by the

central processor. Terminals which have messages to send have to wait until they
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are solicited, that is, until the receiving center signals that it is ready to

accept traffic. In the event that the processor is nearing an overload situation,

in terms of running short of storage or of processing capacity, it is able to reduce
the polling rate, thereby slowing down the receipt of messages, or it can stop polling
completely.

The traffic load control procedure for the DAX network will of course lie
someplace between complete traffic control and free-wheeling traffic control. By
monitoring a switch's send, receive and task queues, buffers, storage and line utili-
zation a traffic load control procedure can be implemented, Note that Class II
(packet/message) traffic will be throttled (delayed) and Class I (voice) traffic
will be blocked by denying access to the switch either at the terminal or the trunk/
time slot allocation level. Further analysis will be required to determine the opti-

mum traffic load control strategy.

5.3.3.3 Network Technical Control Functions

The technical control functions performed by the DAX will probably be of
the communication equipment support type. The normal interface of this function with
transmission equipment is through a communications nodal control function; however,
it should have the capability to interface switched trunks and groups directly with
transmission equipment. When the DAX is in an emergency bypass condition, the equip-
ment support function should probably interface up to 10 percent of the circuits
directly to the transmission equipment.

The DAX equipment support function will be responsible for patching, executing
reconfiguration, restoration, testing and status reporting of all loops and switched

trunks and groups. Line conditioning should also be provided by this function.

The main impact of these technical control functions is the memory storage

required for diagnostic/status reporting software, redundant hardware for rapid
restoration, and the transmission overhead required to communicate the status of the

DAX to the next level in the technical control hierarchy.
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5.3.4 Conclusions

It appears that the use of system control and service features discussed in
this section will impact processor loading and memory requirements at each switch,
and the amount of control overhead sent through the network. It appears that they
will also affect time slot allocation, buffer allocation, use of control storage,

and the kind and magnitude of traffic measurements, among others.

Other system control features requiring investigation in the future are

remote data base interrogation and interswitch master frame synchronization. Remote

data base interrogation and change from remote Syscon centers is obviously a desirable

system feature. The ability of the remote centers to synchronize master frames

among the DAX switches, if feasible, may decrease network call completion times and
data transfer delays.

System control is obviously a function of the switching network structure
and complexity, as well as of the routing scheme, anticipated magnitude of data
changes and traffic reporting, required system availability, and the like. A rea-
sonable system control structure, hierarchical if that seems indicated, must be
hypothesized in order to perform further analysis. Sophisticated computer processing
and displays at the Syscon centers must also be considered.

Further development of system and technical control in a SENET-DAX network
system also requires that the nature, format, and periodicity of the basic data base
information and changes that must be provided to and received from system control
centers must be determined. In addition, the accumulation of traffic data, its
preprocessing in a background mode, and its distribution to system control centers
is also a consideration. This information exchange will impact the frame contents
in the basic switching concept, and the software required for associated data pro-
cessing. The effect of the alternate/adaptive routing technique on the switching

concept, including software impact, must also be studied further.

A reasonable digital interface between a DAX and a Syscon control center is

a necessity. Initially, Syscon data will be assumed to be routed among switches over

the common-user trunks as packetized data, with dedicated Syscon channels between

a Syscon center and its associated DAX.
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Some degree of technical control, interrelated with system control and inte-
grated switch comirol itself, is anticipated to be required. This technical control
will incorporate measurement, although not necessarily feedback control, of trans-
mission quality parameters such as noise, signal levels, delays, etc. Distribution

of the data obtained will be made in the same manner as system control data.
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