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either correct or ~far’ from correct. While the set of perturba tion
programs should be large enough to include many commonly made errors,
it appears that there is a coupling e f fect suggesting tha t errors not
present in the set of perturbation programs are still checked by this
method. Two examples of the use of this method are given.
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Hanson , Lipton , and Sayward 2

ABSTRACT

A new method for increasing confidence in software based on the premise

that competent programmers write correct or “nearly ” correct software is pre-

sented. The envi~ 1oned system takes as input a program and a set of test

data. It produces and executes a set of perturbation programs, an d generates

a list indicating which perturbation programs are indistinguishable from the

original program (with the given data). A non—empty list indicates that the

data is not adequate , that  there ex ist equ ivalent programs in the lin t , or

that the original program is incorrect. A~ empty list indicates t~ it the

original program is either correct or “far” from correct. While the set of

perturbation programs should be large enough to include many commonly made

errors, it appears that there is a couplin~ ~iTect suggesting that errors not

present in the set or perturbation programs are still checked by thin method.

Two examples of the use of the method are given. - 
-

_ _ _ _ _ _ _ _ _  _ _ _  _ _  ~~~- - -~~- . -  - ‘
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1. INTRODUCTION

It is well—known that the design and construction of reliable software is a

difficult task. The pur pose of this paper is to present a new method that may

aid
’ 
in constructing reliable software, and to illustrate the application of

this method to Fortran subroutines.

Current approaches to reliable software fall into three categories:

~~nstraining, proving,~ and testing. By constraining we mean those methods

that place restrictions or constraints on programmers in an effort to force

them to design reliable software. The whole of structured programming [1]

with its restrictions on the use of data and control structures falls into

this category. Also included in this category are the attempts to create a

variety of methodologies , such as those of Parnas [2] and Wirth [3], that

enable programmers to avoid certain common errors. Although these methods

have met with encouraging success they by no means seem to solve the entire

problem.

Another approach is to rely on proving that a program satisfies certain

formal properties . These methods, which are usually referred to as verifica-

tion methods [1~ , 5] ,  hold the promise of correct software. However , for a

variety of reasons —— principally the difficulty of specifying software in

formal terms and the difficulty of the proofs [61 —— these metho ds ar~ not yet

practical for “real” programs. Indeed , one sign ificant problem is thit while

verification techniques may work on “clean” languages such as Aiphard ~7} and

Pascal [8], there has been little evidence that they will be succesaf ii on

Rdirty~ languages such as Fortran . Consequently, verification scheme~ do not

appear appl icable  to the large bulk of exis t ing sof tware , and their  p ayo f f  may

be far in the fu tu re .

Program te st ing  h a n  long been in the paradoxical position of be ing  the

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _
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traditional method of checking real software and yet , until recently [9 — 1k ] ,

receiving little attention in the literature. Our belief is that program

testing, while not on the sound mathematical foundation of the other methods ,

can be used to develop quite powerful and useful methods for constructing

reliable software.

Program testing consists of determining if some program P works correctly

on some given data I. The basic question is then “if P works on I, is P

correct?” The answer is, of course , not necessarily: P may work on I and

yet tall on all other input data. The central problem in program test.ing is

to find a way of determining whether I is an adequate test of F , not in any

formal sense but rather in an empirical sense. More precisely, testir:g Is an

Inductive process whereas other approaches , such as verification , are

deductive approaches.

The majority of work in program testing has been concerned w~.th the ur e of

path analysis and symbolic execution to generate adequate test data [11).

These systems generate test data by solving a system of inequalities con—

structed by symbolically executing all control paths of a program . Although

there is some evidence that the use of conditional statements in langu3ges

such as Fortran often results in a linear system of inequalities , the general f
problem of producing test data for all execution paths is an unsolvabl~ prob-

lem [111].

All of the methods described above ignore the fact that programs pr oduced

by competent programmers are usually “almost” correct. Our approach r’lies on

this observation and attempts to provide a comprehensive evaluation of both

the program and Its associated test data. We assume that It a program is not

correct , then it is a small “perturbation ” of the correct one. The ba~;ic idea

is to take a program and its associated test data ~~ generate ~~ the
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possible simple perturbations of that program , and run each one with the given

data. It all the perturbation programs give incorrect results, it is very

likely that the original program Is correct. It some of the perturbation

programs yield correct results, the data is Inadequate , there is an error , or

the perturbations are equivalent programs.

Superficially, this method would appear capable of detecting only simple

errors such as typographical mistakes leading to undefined variables. How-

ever , there exists a coupling effect; test data that distinguishes a]l simple

perturbations is so sensitive that it also implicitly distinguishes complex

perturbations. This effect is due to the observation that competent program-

mers design programs that are very sensitive to even mild alterations .

The motivation for this approach comes from the fault detection problem in

hardware theory. For example, if C is a circuit that form s the con~plement

of a 32—bit number , then to test an arbitrary circuit we need to check 232

inputs. But circuits, like programs, are highly structured objects, and if

there is an error in C, it is very likely to be a single fault error. By

comparing the original circuit with all possible perturbations of C invol-

ving single fault errors, it is possible to reduce the number of inputs from

232 to approximately 100. The basis for presuming that C is correct is that

the probability of C containing a double fault is extremely small.

Section 2 describes the perturbation method In more detail and indicates

the type of simple perturbations we are considering . Two examples are given

in section 3. The first example illustrates the appl ication of the m e t h o d  to

a correct program , and the second illustrates its application to a pr gram

containing a complex error . This second example demonstrates the couillnç

effect. Section ~I describes how the method can be incorporated into ~ system

and be used by both programmers and managers in large software projec s.

~

. ~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~
. •
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Hanson , Lipton , and Sayward 6

2. DESCRIPTION OF THE METHOD -

Let P be a program and let I be a set of data . We wish to determine if

I is an adequate set of test data . (We do not mean that P is guaranteed to

be correct , but rather that there is empirical evidence that P is correct ——
remembering that P Is not a “random ” program but has been constructed by a

competent programmer.) Our method relies the construction of a set of

perturbation programs P1,... ‘~ k~ 
Initially , each P1 can be thought of as

corresponding to one of all possible errors that could be made in conr tructing

P. We will see, however , that a coupl ing effect suggests that this is an

unnecessarily conservative view . The set of data I is adequate if

(I) P works correctly on I, and

(ii) none of the P1 works correctly on I.

Clearly, if I is adequate then P is correct or the set of perturbation

programs was Improperly constructed .

There are two reasons to believe that this method of considering only sim-

ple perturbations should work . First , there is empirical evidence that most

programming errors are relatively simple. For example , Youngs [15] found that

15% of all non—syntax errors were merely instances of the use of the w rong

variable. Most of the errors studied by Gannon [16), which were used to di-

rect language design , were also relatively simple. Indeed , there are numerous

stories about large software systems failing because of incredibly simple

err or s.

Second , we have evidence that checking only simple perturbation pro~rams

will force the test data to be so sensitive that even more complex errors will

be checked . The s ignif icance of this ~~ppl in~ effrct is that the pote’itlal

exists for catching a wide range of errors while only testing for sirnp ’~c ones.

An example of this  e f fec t  is given below in connect ion wi th  Hoare s FI’~D
program (17] .
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Errors of the type found by Youngs and Gannon might be called ~~riinal

errors. This type of error provides a starting point for the construction of

the programs Pj by making perturbations to P. Let G be a context—free •1
grammar for the language L. For program P in L define te rm (Q) to be

all programs Q in L such that the parse tree of Q differs from the parse

tree of P only at the leaves. For exam ple , if S is a Fortran IF state—

ment , then term(S) would contain only IF statements. If S is the state-

ment

IF (A .EQ. C) B 2

then the statements

IF (A .NE. C) B~~~ 1

IF (A .EQ. B )C~~~2 
—

are members of t e r m ( s ) .

It some Pj dif fers from P by at most k term inal symbols , thc n P1 is

called a k—terminal perturbation of P. The set of k—terminal perturbations

of P is denoted by t~!~~ (p ) .

There are simple errors that are not k—terminal. For example , an error in

the parentheses s t ruc ture  of a Fortran a r i thmet ic  expression is not

k—terminal. Errors of this type , however , are caught during compilation since

P is no longer in L. Permuting the order of program statements and failure

to Initialize a variable are other examples of errors that are not k-terminal.

A more sophisticated system than the one described here could examine the

structure of a program and produce perturbations that reflect the pernutatlon

of statements , variations of loop boundaries , and changes in the flow of eon—

trol. 

_ _ _ _ _ _
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3. TWO EXA MPLES 
- -

In this section , two experiments are described to illustrate the perturba-

tion method .

3.1 MAX

The first example involves the MAX program analyzed by Naur (18]. The

problem is to set H to the index of the first occurrence of the maximum

element in the array A(1),...,A (N). The following Fortran subroutine per-

forms this operation.

SUBROUTINE MAX ( A , N , R)
INTEGER A ( N ) , I , N , R

I R = 1
2 DO 3 I 2, N , 1
3 IF ( A ( I )  .GT . A ( R ) )  R = I

RETURN
END

For this subroutine , the following three classes of 1—terminal perturba—

tions were considered .

Relational operator: Replace the relational operator .GT. in s ta tement  3 by

all the alternatives selected from the set of relational operators (.EQ. ,

.NE., .LE., .LT., .GE., .GTJ.

Cons~.a.ri~~: Replace the three occurrences of constants by members of the set

(0, i , 2). -l
Var i-~bles: Replace the seven occurrences of variables by members of the set

(R , I, N, A(I), A ( R ) } .

Applying these perturbations to MAX yields 39 perturbatIon programs, P1

through P39, whose character is t ics  are summarized in table 1. Fourte~ n of

these programs can be eliminated from further consideration by inspection.

Four programs do not compile , seven lead to subscript errors due mainl i to the

use of un initialized variables , and three have ill-formed ioops. The initial

_ _ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ --~~~~-
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Table 1
- The MAX Experiment

program data 1 data 2 data 2 1,2&3 data ~ 1 ,2,3&1~
perturbation l ine name ( 1 ,2 ,3)  ( 1 ,3, 2) (3 , 1 , 2) (2 , 2 , 1)

.GT . — >  .EQ . 3 P 1 P4

.GT. —> .N E. 3 P2 H

.GT. — >  .LT. 3 P~

.GT. — >  .LE. 3 Pj~.GT . -> .GE. 3 P
5 H H H H

1— > O 1 P5 H M
1— > 2 1 P

7 H H
2— > O ‘2 P8
2-> 1 2 P0 H M P4 P4 H H
1— , n ‘~~~ P~10
1— ) 2 2 P11 H H H
R — > I ‘1 P
R — > N ‘1
R —> A ( I )  * 1
R — ) A ( R)  ‘1 P15I — > R ‘2  P 16
I — > N ‘2  P 17I — >  A ( I )  * 2 P18
I —> A ( R )  * 2 P
Pi ...> T ‘2  P20N — > R 2 P21 H H H
N —> A ( I )  * 2 P22
N — > A (R) 2 P23 H M H

A ( I )  —> I 
~
‘2~ 

M H H H -

A(I) — ) R ~ P25 H H
A ( I )  — ) N 3 P26 H M H H . 

-

A ( I )  — > A ( R )  3 P2.7 H H
A(R) —> I ~ ~28 

H P4 H
A (R) —> R 3 P~~ H H
A(R) — >  N 3 P~~ P1 M
A ( R )  — >  A ( I )  3 P~ 1 H H

R — > I ‘
R — > N ‘3 P
R — > A(I) 3 P~~ H M
H —>  A ( R)  3 P~5 M 

- 

H
I — > R 3 H M
I — > N 3 P ,7 P4 H H
I — > A ( I )  3 P 38 M H M
I — >  A ( R )  3 P 39 M M M

* indicates that the perturbation was eliminated before execution.
H indicates that the execution results are the same as for MAX.
x — , y represents substituting y for x in the Indicated line. 
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test data consisted of three cases ; a three—element vector in which the maxi-

mum is varied over the three positions .

The initial set of test data eliminates all but perturbations P5, P9, P2k ,

and P26. That Is, these perturbation programs gave the same results as the

original version of MAX. The presence of P
5 indicated that the inadequacy

of the test data migh t be due to the absence of repeated array elements.

Hence a fourth case was added to the test data to resolve this inadequacy.

The results of this test are given in the rightmost column of table 1 , whIch

shows that all perturbations except P
9 have been eliminated . P9 as formed

by a change of constants —— the DO loop is started at 1 instead of 2. Al —

though thIs change results in a slightly longer execution time, close examIna-

tion reveals that P
9 and MAX are functionally equivalent programs . There is

no test data that  can be used to dist inguish these two programs. Con:3equent -

ly ,  MAX has passed the 1—terminal analysis.

3.2 FIND

The second example , wh ich is described in less detail , involves Hoare s

FIND program [17). FIND has two input parameters : an integer array A and an

array index F. FIND is to transform A -such that A (I) < A(F) for all

I < F and A(I) > A(F) for all I > F. This problem is of particular inter—

est because a subtle 2—terminal perturbation of FIND , calle d BUGGYFIND , has

been extensively analyzed by SELECT [19), a system that generates test data.

The subtle change is as follows. In FIND the elements of A are interchanged

depending on a conditional of the form

X .LE. A(F) .AND. A(F) .LE. Y

Since A(F) may itself be exchanged , the effect  of this test is preserved by

setting a temporary variable R A(F) and using the conditional

X .LE. R .AND. R .LE. Y

LA ~~~~~~~~~~~~~ .-- -- .~~~~~~~~~~~~~~~ . . .---~~~~~----- .-- -~ 
.
~~~~

-
~~

---
~~~~~
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In BUG GYFIND , the temporary variable R is not used and the first form of the

conditional is used to determine whether the elements of A are exchanged.

The SELECT system derived the test case A = (3 ,  2 , 0 , 1) and F = 3~ on

which BUGGYFIND falls. The authors of SELECT observed that BUGGYFIND falls on

only 2 of the 21~ permutations of (0 , 1, 2 , 3) indicating that the error is

very subtle. (We found that BUGGYFIND failed only on one case; namely , A =

(3, 2 , 0 , 1) and F = 3) .

Taking BUGGYF IND as the original program , consider the following 1—terminal L
perturbations.

~fj. : the conditional is X .LE. A ( F )  .AND . R .LE. Y.

BF2: the conditional is X .LE . R .AND. A ( F )  .LE. Y.

The results of runn ing these programs on all permutations of (0, 1 , 2, 3) are

listed in table 2. Observe that in all cases BUGGYFIND , BF1 , and BF.’ pro duce

identical results.  Consequently,  since BF1 and BF2 cannot be eliminated ,

BUGGYFIND must be viewed with some su..7~icIon. The important point o~
’ this

example Is that a 2—terminal error was detected using only 1—termina l pertur-

bations . This I l lustrates the coupling ef fec t , which ind icates that simple

perturbations are capable of detecting more complex errors.

~~ . IMPLEMENTATION CONSIDERATIONS

We envision a system in which there Is some offline programmer—sy~;tem In—

teraction. The programmer submits a “well—analyzed” program and test. data to

the system. The system returns a list of perturbation programs that are in—

distinguishable from the original progam using the given data. If the l ist  Is

long , the programmer may wish to simply enr ich the data and try aga ir . If the

list Is short —— on the order of 10 programs —— the programmer may aralyze the

perturbations by hand to determine whether they are equivalent progruis or

- - _ _  - _ _ _ _ _  _ _  
_
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Table 2
The Find Experiment , F = 3

A FIND BUGGYFIND BF 1 BF2

0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
0 1 3 2  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3

. 0 2 1 3  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
0 2 3 1  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
0 3 1 2  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
0 3 2 1  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
1 0 3 2  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
1 2 0 3  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
1 2 3 0  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
1 3 0 2  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
1 3 2 0  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
2 0 1 3  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
2 0 3 1  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
2 1 0 3  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
2 1 3 0  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
2 3 0 1  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
2 3 1 0  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
3 0 1 2  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
3 0 2 1  1 0 2 3  1 0 2 3  1 0 2 3  1 0 2 3
3 1 0 2  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
3 1 2 0  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3
3 2 0 1  0 1 2 3  0 2 1 3  0 2 1 3  0 2 1 3
3 2 1 0  0 1 2 3  0 1 2 3  0 1 2 3  0 1 2 3

there is reason to suspect the original program . The key point is that all

perturbation programs thought to be equivalent  to the original prograri must be

“signed off” by the programmer before the program is accepted . Thus by having

the system generate reports indicating who has signed off various pro rar~~,

subsequent f a i lu re  of a program can be readily attributed to the prop’ r

source .

• An apparent drawback to this method Is the potentially explosive n~ ~it ~~r of

pertur bat ion programs , even at the 1—terminal level. The brute-force approach

leads to a large number of programs to be compiled and executed . Ther e seems

to be little that can be don’~ to reduce the execution ti’~ necessary  ~o run

• I-
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all interesting perturbations. However, considering the enormous amount of

time currently spent on ad hoc testing and debugging techniques , the amount of

CPU time required does not seem excessive. - -

For example , the Fortran version of FIND consists of about 30 statements.

This size is typical for a module in a well—structured system . Asssuzning that

it requires 0.01 seconds to run a test case for a four—element array , runn ing

all 214 permutations described above requires 0.214 seconds. There are approxi-

mately 1000 1—terminal perturbations In the Fortran version of FIND. Thus a

complete analysis of 1—terminal per turbat ions  requires less than 5 mInutes  of

CPU time.

There are several ways to reduce the nu mber of the programs to be exe cu ted .

A significant number of perturbations will be rejected by the compiler. The

techniques of some current program validation systems can be applied to fur-

ther reduce the number of programs. For example , the DAVE system [20] can be

used to eliminate programs having uninitialized variables. Presumably, the

competent programmer rare]y makes such errors. The set of perturbatl n pro-

grams may be fur t her reduced by us ing a sym bolic execut ion system to e l i m i n a t e

programs containing non—executable statements or unreachable paths.

A more ser ious pro blem ar ises when a pertur bation program does not halt .

To handle th is , we assume that the or iginal program com pletes In at least t

seconds. The system then stops any perturbation program that runs longer than

Ct second s , where c is some constant supplied by the programmer. These

non—halt ing programs have not been eliminated~ rat her , they are re porte d to

the programmer who must decide to either eliminate them by hand or in~ rea se

the value of c and try again.
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5. CONCLUSIONS

The system descr ibed in th is paper represents a practical approach to pro—

gram testing . The method rests on the validity of the coupling effect , Ihat

is , that simple perturbations are sufficient to catch more complex errors than

actually tested by the simple perturbations. Although the coupling c ffect is

mat hemat ically un prova ble , in it ial ex per ience —— as demonstrate d by BU GGYF I ND

—— suggests Its validity . The perturbation approach also offers the possibil-

ity of testing existing programs , while most of the other approaches to soft-

ware validation , such as program ver if icat ion , the design of new lan~ua~~s, or

specialized methodologies , are ap plicable only to new programs or programs

written in a specific language .

In addition , by the appropriate choice of perturbations , the method In-

cludes several other testing schemes as subcases. For example , given a pro-

gram and its test data we can determine if a given statement is executed by

sim ply changi ng t hat statement to one that div ides by zero . If the ~rcg,ram

does not halt due to a divide—by- zero error , the statement is not ex€ cuted

using the given data. Similar techniques can be used to determine if certaIn

control paths are traversed or if a given variable is referenced befcre its

definition .

The syst em de~ -ribed here is also useful as a management tool. The ~c Ct-

ware manager can u:;~ the reports generated by such a system to rnonit r a t1

control the deve 1op~ent of the modules in a large project. As memtlcned

above , a module P might be considered acceptable If its as~oc1ated test da~

distinguirhe.1 it from all its perturbations P1, or in the event tha t ~~~~
• small number of P1 were Indistinguishable from P, the pro~ramner Ie~ p ’n ~~1—

ble for P cert i f ied that those Pj were equivalent pregrans . If ’  P sub~~’~—

qurntlv fatl -~1 , the perturbations of P that were thou-tht t o  t~ e~1 v ~ 1ir~

_ _ _ _ _ _
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could provide an indication of why P failcd . The manager might also use

this information in evaluating prc~rammer performance.

Recent research in programming language design [16] and programsing methoi-

ology [9] indicates that better languages and specialized methodologies can

significantly improve software reliability . Empirical data obtained by te~°t

ing programs using the perturbation scheme may also offer some tnsight ~~;

what specific kinds of language features and methodologies actually reduce

errors. For example , a high incidence of a part icular error that caises cc’i~-

tam perturbations to be consistently indistinguishable from the ori~ Inal

program would suggest  t h at  the  language be changed  to p reven t  t ha t  e: ’r ~~ ’ . The

u n cl i st in g u i s h a b l e  p e r t u r b a t i o n s  would point to the u n d e s i r a b l e  l anguage  fez~—

t u r e .  In a d d i t i o n , the  method migh t  show the presence of d e f i c i e n ci e 3  in

module specifications , wh ich , in turn , would suggest deficiencies in the pro-

grainming methodology used . Again , the perturbation programs would h- sip det

mine the nature of the deficiency.

Finally, as with any system that collects empirical data , the po~~ Ito I~~ t:,-

exist~- for l f ~- 1~~~r~ vc:-~cnt. Initially, the pcrturbatL~n~ of a i r o .~. a re-

produced without any real knowledge of’ which ones will be helpful In corro ’;-

ting errors. Continued use of the system , however , wouli provide da i -~ on

wh ich typ~ s of p e r t u r b a t i o n s  are most useful. Such data could tLt n c used

“ tu n e ” the  ~;y~;t~~m for  be t te r  p e r f o r m a n c e .
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