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PREFAC C

Because of funding limjtatjo~ s, the Air Force terminated tne
effor t whicn tnis documen t descri bes be fore tne ef for t reac hed• 
its logical conclusion. This report is incomDlete but was

- published in the interes t of caoturinq and dissemin3tinq t h e
computer security technology that was available when tne effort
~as terminated .
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SECTION 1

In tro duc tion

1.1 Purpose

This re por t ore s en ts a se t of pr oce du r e s  in ten ded to e n s u r e  tne
security and integrity of the final Operational Prototype Secure
Multics Demonstration System produced under Project Guardia n .
The report first presents a brief bac kground of th~ goals of the
pro jec t and tn e n  cons id ers  tn e u n u s u a l  se cu r i ty an d in teg r i ty
problems associated with this develoornent. The threats to be
countered are discussed and finally , a set of operating
procedures are oresented . Tne oroblem addressed by these
procedures is essentially that of a trade—off between tne need
and desire for absolute integrity of tne resultinq system and tne
costs and ooerational difficulties encountered in providin g the
desired level of integrity .

1.2 ~a ck q r o u n d

E~roj~ ct Guardian is part of a coordinated effort to develop tne
technology required to su~ oert secure multilevel computina . The
prir -iary ~oal of the project is development and demonstration of a
rnul tiuser resource sharing system tnat is caoable of being
certified for military use. The system must provide secure
ser~~ice for several levels of classified information beino
con cu r r e n tly opera ted u pon by u se rs w i th severa l d i f f e r en t leve ls

• of clearance s.

The military has developed and Diaced in use effective means for
imolementing , v e r i f y i n~~, an d ce r t i f y in ~ ohysical, communication ,
and personnel security . The problem of providina an ecuivalent
level of confidence in coivouter system access controls rem ains
unsolved. A compute r system witn a verifiable and cert ifiable
secure ooerating system is needed to complete tne provision of
secure compu ting services. This problem is bein’~ addressed oy
Projec t Guardian.

The method oein~ use d i s to dev e lop a s~ curity kernel for tne
opera t ino sys tem of a l a r ge gen e r a l  p u r p ose r e s o u r c e  shari n~system and a security Kernel for tne communications processor
tnat serves the large system . The security kernel nas tri o
res ponsibi lity of entorcin’n the access rules of the EoL
In form ation Security Program. The design of trie security Kernel
isolates , in  one a r e a  o f tn e sys tem , all of the mechanism s
re.~uire d to ensure that the security rules are ricidl y enforced .
~y isolatin g only security related functions in tne Kernel, t n e
size ari d complexity of trio Kernel code is reduced to the point
tnat formal metnods of proof of correctr.es .5 c~ n be acolied .
Project Guardian is engaaed in the develo :~me nt of such Kernels

- - -- -. - -
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for  the t~ul tics o~ erating system and for the front—end processor
that connects hultics to communications lines .

The kernel desig n is based upon a mathematical model of a secure
-• system . Formal proofs are used to demonstrate triat the kernel ,

as coded in the system develooment language , does incieed conform
to the recuirements of the model. Conforming means tna t the
kernel cod e performs precisely as trie model indicates .

A formal process of verification of the kernels will take place.
Verification means that the kernels have been technically orover .
to operate as documented , conforming precisely to trie model and
to tri e specifications . Verification is a technical quality
control process that ensures tne correct functionin of the
Kernel .

Formal verification of the suitability and caoabilitv of the
kernel based system to enforce the security rules is trie tarQet
of the technical develoor~ent of Project Guardian . before tue
r e s ul tin .~ system can be used in an operational secure site , it
must me examined and certi fied as suitable for tne use intenbe~~.
Certifi cation is a process where tne res?onsible acorovinm
auth ority decides that trio system will indeed ~er form its
f u n c t i o n s  as specified , that trie functions ~;erforme~1 are
a p p r o p r i a t e  to tne  use  a t  hand , and t h a t  the  sys t em a d e c u at e l v
s uo po r t s  the s e c u r i t y  r e qu i r e m e n t s  of the use r  agency . Tne A i r  —

• Force i n t e n d s  to c e r t i f y  t r i e  r e s u l t i ng  k e r n e l  ha s e~ ~i u l tj c S
system for test and e v a l u a t i o n  a t  an om e r a t i o n a l  A i r  f o r c e
~‘ul tics installation.

Tnis document addresses the requirements for protection of t h e
~iul tics security kernel and tri e Front—End Processor security
kernel in tne final stages of development. The final kernel
basea :~iultics system must be verified -and certified as suitable
for opera t ional  us e, so the kernels must be oroduced and  v e r i f i e d

-
‘ 

in a reliable environment. The characteristics of tme recu irer~
environment and tne crocedures to be followed by trie t~~am tm at
oroduces and verifies the kernels are discussed in later p c r t i o n s
of this report.

1.3 Reauired Characteristics

A secure multilevel resource shaririq system must me capable of:

o orovi d in g com ou t in g se rv ice  to a d i v e r s e  c o m m u n i t y  of
u s e r s .

o accommo d a t in g u s e r s  w ith s eve ra l d i t f e r en t l ev e l s  of
clearance.

o processIng and storin~ da ta with several different levels
of cl assification. 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ — -— -—~~ - _~~~~~~-_ — • -~~~~~ -
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o e n f o r c i n g the Decar tm en t of Defense  In fo rm a t ion Se c u r i ty
Pro g r a m  ~egu1ations .

o be ing technically verified to meet the above
• r ea u i r e m en ts.

o being f o r m a l l y  c e r t i f i e d  as adequate for the specific
a p p l i c a t i o n  i n t e n d e d .

The Air Force has  s p e c i f i e d  t h a t  an ac c e p t a b l e  sys tem m u s t  be
secure as a resul t of the functioning of the hardware and
software. The system cannot depend on secrecy or trie hope tnat
an a n t a g o n i s t  does not  know and u n d e r s t an d  the  m e c h a n i s m
i n v o l v e d .  The se c u r i t y  k e r n e l  p r o g r a m s  a r e  t r i u s  to be
u n c l a s s i f i e d , open ly  d i s t r i b u t e d  to the  ou b l i c , and commerciolly
available.

Tne o v e r al l  goal of P r o j e c t  G u a r d i a n  is to develop a secure
multilevel resource snarine system that meets the above
oojectives. The system being dev elooed is based on tr~ecommerc i al l y  av a i l a ble ~iU1tjCS system of Honeywell Informatio n
Systems , Inc. A description of Project Guardian , and plan s for
the development effort, nas been publisne d . (1) An Omeration al
Prototype Secure ~u1tics Demonstration System is to be produced
as the final output of Project Gua:3ian . This sys t em is trien to
cc used in a test and evaluation situation at an operational Air
rorce iultics site . Tnis system may also be used as a relisole
source for transfer of the system to otne r i~ultics sites.

The ~)peration-a l Prototype Secure Nultics Demonstration System is
expected to be used in a real situation, processing operational
secure (classified ) information. Therefore , it is essential tnat
the system be reliable , veri fiable , -and certifiable for sucn use .
The 3tatement of work for Project Guardian olaces tne followinm
recuirement on the development effort:

Since tne security kernel is fundamental to tne
protection of hig hly classified data, it is important
that the kernel be protec ted from sabotage during tne
development process. Gne example of sabotag e is tne
insertion of trapdoors in the kernel code. Security
procedures shall trierefore be developed for tne aeneral
protection of the kernel durin g trie develoc~r.entprocess. The contractor an d  the A ir Force shall W O t K
together to identify a set of procedures describinc the
clearance recuirem ents for the ~ersonnel and pnysical
envir onment invo1ve -~ in the orotectio n , develooment ,
and certification of the security kernel .

(1) ‘~.u1tics Securit~ Ir.te~irát iori i ecuirements ’ , honey~ e ll
Inform ation Systems , In c . , to be publ isned as an bSD Technical
rcepor t.

-~~ _ _ _ _ _



The Ai r  Force has  f u r t h e r  adv i sed  Fioney~ e1l t h a t  tn e s e c u r i t y
Ie~~ei - of the k e r n e l  s o f t w a r e - v~~r~~f i c a t i o n— ~ 1-fo r - t -~~ay ‘not - -h-aye- - to
me as hig n as thc security level of the data which will be

• p rocessed  by the k e r n e l  based Sys t em . i-iowever , i t is nece ss a r y
t h a t  the s e c u r i t y  l eve l  of tri e v e r i fi c a t i o n  e f f o r t  oe s u f f i c i e n t
so t h a t  u s e r s  w i t h  the h i g h e s t  c l e a r a n c e  w i l l  e n t r u s t  t h e i r
classified data to the kernel . Discussion of tne a p o r o or i a t e
s e c u r i t y  l eve l  to be used and  of tne arocedures to be folio~ ed in 4

• kernel development is trie subject of this docum ent.

Triere are many steps in the development of a security kernel and
m a n y  docu m en~ s and versions involved. Among the documents tha t b
must be protected are the master specifications for the kernels,
the reoresentations of the kernel source cod e , and the oojec~
code of the kernel itself. Most of these materials will exist in
both macnine readable form and in human readanle form. The
threat to be counteracted is any form of unautnorize d
modification of any of these master reoreseritations. There is no
trireat of disclosure, since it is the intent of the oroject to
~uol~ sh trie results openly.

The poss ib le  m e c h a n i s m s  for unauthorized mo dification include tne
p l a n t in g  of T r o j a n  ho r se  p r o c e d u r e s , t r a o d o o r s , or l o os no l e c  in
any of tne materials used for tne development arid verificatio n
process. Sucri modifications could conceivacly be olaced in the
material at any level with the resul t tnat an unknown and
undetected vulnerabilit y might he built into the system for
exploitation at some later date.

Another mechanism for una u thorized modification centers on the
n a r d w a r e  used to suooo r t  the development effort. A modific atior~,
trapdoor, or byPass m ignt be installed in the computer system ’
hardware used to verify the kernel. Such a modif ication m i ght be
used to mask trie presence of a security flaw , p r e s e r v i n g  i t  f o r
later exploitation.

Thus, both tne hardware system used for tne develooment and tue
master develooment materials need to be protected to provide tr~e
degree of confidence required for acceotance of the resultiu~kernel based Multics system .

1.4 Available Tools

The r e  a r e  a num ber o f tools and p roce du r e s av a il ab le to orov i de
tne required cie~ ree of protection. These inclu~ e tne orov~ s~ ons
of the ~oL Information Security Program, tne use of tne Access
Isolation •‘~ec nanism of i~ultics, ano cant icu rat~ cn manai em ert .

Exam ination o~ tna availacle tools and orocedures nas led to trio
conclusion tnat only use of the DoD Information ~ecu ri ty Pro~ ra— ,
with its attendent clearances , ciassifications , and forma liy
defined orocedures , ~roviJes trie deoree of contidence needed to

-
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L
ensure acceptance of the Kernel based system for its intended
use. Only the Information Security Prooram provides a set of

• enforceable criteria for admittance to the group of people
authorized to create and modify tne master materials. Only tne
Information Security Program provides the set of formally defined
and legally enforceamle procedures for the handling of the master
ma terial . Finally, only the Information Security Program

• provides the set of enforceaole legal constraints and penalties
to ensure compliance witn the procedures to ce follo .~ed.

The Access isolation Nechanism of ~ultics orovides a set of
capabilities that can be used to support the re~ uirements of the
Information Security Program. The Access Isolation ~‘1echanism is
an implementation of the rules of the Information Security
Program within the .•iultics system , providing enforcement of the
security rules in the operation of ~:ultics. however , the Access
Isola t ion ~echanism alone is not sufficient to supply trio
o r o t e c t i o n  r e cu i r e d . I t  can e n f o r c e  the  s e c u r i t y  r u l e s  o n ly
within the confines of the :~ultics system . Cther mechanisms a r e
r e q u i r e d  f o r  e n f o r c e m e n t  o u t s i d e  of th e ~u lt i c s  s y s t e m .

C o n f i g u r a t i o n  : i an ag ern en t  is a se t  of f o r m a l  d i s c i p l i n e s  d e s i g n ed
to ensur e that items oroduced under its control conform to tne
approved specifications . The discipline of Confiourstion

• ~a n a g em en t  w i l l  be used to control cnang es and modifications to
the kernels , particularly after tue close of tue verification
onase of activity. (1)

The Inform tion Security Program provides tnree levels of
protection , Cd~cFIDENTIAL , SECE~ET , and TOP SEChET. Considerin~tne  i n t ended  use of the O p e r a t i o n a l  P r o to t y oe  S e c u r e  ~• .ult ics
D e m o n s t r a t i o n  Sys t em ,  the use  of the  TOP SEC ~\E T l eve l of
p r o t e c t i o n  ap oea r s  n e c e s s a r y .  The A i r  Fo rce  m a y  d e s i re  to
i n c r e a s e  tne  l eve l  of p r o t ec t i o n  of tn e m a t e r i a l  by assisr •inq one
or more  special  acces s ca tegor ies as ~.ell as tne desi~ •-iat ion TdP
SECRET. This does not initially aooear to me required.

Tne Information Security Program is described and specified by a
number of Department of Defense, and Air Force publicat ions . The
princioal oublications used to specif y this orogram are:

(l) ‘~ onfi qu rat ion ~anag ement ~lan ’ , t~oneyweil Inform atio n
Sys tems , Inc. , t S L — b — 7 5 — 3 5 4 .  
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DoD 5200.1—b Information Security Program Reaulation

DoD 522O.22—~ In d us tr i a l  Se c u r i ty ~anual for Safequarding
- Classified Information

- 
AF~. 205—1 Information Security Program 
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SECTIOi~ 2

Special Considerations

2.1 Tne Protection Problem

Inc  master m ateria l to oe protecteu . from unoutnorized
m o d i f i c a t i o n  i n c l u d es  bo th  h u m a n  and m a c n i n e  r e a d a b l e
rePresentations of information. It is essential to tne integrity

- of tne verification and certitication orocess that tnere be a
-cuaranteed one—to—one corresoondence between tue num an readable
and tue macnine readaole re~ resentation of a particular piece of
information. Only tne master copies of trio material n eed  sucu
~rotection . One of the requirements of tue croject (no
deoendence on secrecy) means that unauthorize d disclosure of the
material is no threat and requires no orotection. The master
materials must be protected from unaut noriz ed alteration at the
security level desired for the final Kernel based system. In

~ultics access control terms , tne problem is one of givino read
-access  to e v e r y o n e  w h i l e  r e s t r i c t i n g  w r i t e  and m o d i f y  access to a
very small and select group. The difficulty comes from the m a n y
ways tnat a sufficiently motivated malicious person may find to
suovert tne controls imposea .

Lse of tne orocedures of the Information Security Prooram
provides tue de~ ree and Kind O~ orotection needed, cut such use
also provides protection that is not needed. Tue Information
Security Proaram was designed to protect sensitive material from
unautnor ized disclosure as well as to protect it from
unauthorized -alteration. This project does not requi re

~rotection from disclosure , so many -of tne procedures of trie
Inform ation Security Proararn are not required . In oarticular ,
trie re ~s no rec~uireme nt to shield tue commuter nardware to
~revent electrcma~ netic ra~ iation.

2 .2 Lse of Security Classification

The Information Security Program encoura~ es classification of too
least mater ial possible at the  l o w e s t  l eve l  or a c t i c a l . The
lowest accoptaole level appears to 30 ‘f (d P SL C F L T  s i n c e  t h e
resulting Kernel oasec system may well find its w a y  i n t o  tue  mo s t
sensitive usag e areas of the governm ent. Tue least material to
be classifiec aooears to be the master comics at toe item s usen
to scecify, code, and run tne Nultics kernel and tne Front Eno

~- r o ce s so r  A e r n e l .

• • • • • - • • •i~~o ma terial to oc ~rotecteo ~iill me ~electeo ~~ ~-~ecit~ eo
• a-nreemont oet~ een tue Air Force anri i~onevwell. It ~s li~ ely tuot

t o e  so u r c e  p r o g r a m s  ( . . r i tt e n  in  toe  s V s t e m  ~ eve~~o~-m e n t lmn -oum ~ o)
-

• t o t  co t r i  t oe  • k U l t l O S  security kernel an~ toe rro nt Ln:~ ~rocessorsecu r i t y  K e r n e l  w i l l  ne p r o t e c t e d . b i r n i l a r l v , t u e  o r ij e c t  CO ~~e

- ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~
- -—- •

~~— -—~~~- -~~~ -~~~~~
-- - • - • -~~- - •  -~~-— --~~ 

-
~~ 



- 
-

r

L
for the two Kernels recuires protection. Otner items that may oe
consiaereo for protection include both tue macnine readable and
numan readaole representations of the matnematical m om el , tue to?
level kernel specification , the system specification, tne kernel

• development specifications , and the kernel product
specifications .

-: The material is eliaible for the protection of classifi catio n
under the Information Security i~roqram , CoB 52G0 .l—R. Paraaracri

- • 2— 303 , Specific Classifyino Criteria , lists two items met m y
-• 

Project Guardian as criteria for classification. These are:

(a) The information provides the United States , in
comparison with other nations, with a scientifi c,
engineering , tecnnical, ocerational, intelligence ,
strateg ic or tactical advantag e directly related
to the national security.

(e) There is sound reason to believ e tnat knowledge of
the information would: (a) orovide a foretsn
nation with an insinut into toe war Dotential or
tne war or defense plans or posture of the United
States; (o) allow a foreign notion to develop,

• imorove or refine a sim ilar ite;~ of ~ar potential;
( C )  provide a foreiqn nation witn a base ucori
wnicci to develop effective counter measures; (d)
weaKen or nullify the effectiveness of a defense
or military plan , operation , project or activity
~nich is vital to tue national security .

The possession of a certifiable secure multilevel system will
prov iae the United States with an operational advantaje and
m arKedly reduce the exoense of secure comout ine .

Access to tne orotected master representations could ~rovide a
forei :jn power .dtn a base for effective counterm easures turou~ h
samotag e and unautnorized modification to tue r~ernels. Tnis
could weaken or nullify tue e f fe c t i v e n e s s  of  tne  kernel based

~•iultics system as a means of protecti ng milita ry informati on
wnicr . is vital to the national security .

iioneywell recommends use of the Information Security Pro~ ram and
classtfication to protect tne Kernels unuer fin al develooment and
veri fication . Only tne Air force can m aKe toe determination tnat
t n i s  de q r e e  of c r o t e c t i o n  is w a r r a n t e d . m e  f o r m a l  r e c u i r e m e n t s
for sucu determ inati on are outlined in tue referericec : ro~ ulations
(Oo L 52C0.l— ~ -and A~~ 2C5—1) in Para-s ra~ u 2—4C3, ‘~ esearch ,
i evelooment , Test and i~valu ation Program s ’ .

L 
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S E C T I O N  3

Prooosed Procedures

3.1 Protected Environment

It is recommended tuat a protected environment be estaulished for
tue oerformance of the final security kernel develo umeut ,
verification, and demonstration. Tnis protecte d environm ent
snall me as aPpropriate for material ~nd activities at tue T(~.P
SECRET classification. Variations from the re~juirements of a
s t a n d a r d  TOP SE C RET closed a r e a  w i l l  be d i s c u s s ed  m e l o w  in
c o n j u n c t i o n  w i t h  tue  c omp o n e n t s  of the e n v i r o n m e n t  and the
cer sonne l  i n v o l v e d .

• 3 . 2  V e r i f i c a t i o n  Team

A s t a nd a r d  c ar t  of tne I n f o r m a t i o n  S e c u r i t y  P r o g r a m  is toe
restriction of access to toe m inimum n u:roer of ceomle and toe
orantino of security clearances to only toose meomle ..;n-o reouire
access  to tu e  m a t e r i a l .  In accordance witn tnis we l l  establisoe d
~ctncicle , it is recommended tria t a Ve rificatL-o n ‘loam me
estealishem . Th~ V e r i f i c a t i o n  learn snail consist of toe smallest
n u m b e r  of people practical to p e r f o r m  toe functions requires in
tue development , verification , and demonstratio n of tue

eration al ~rototvpe Secure ~ultics Dem onstration System .

Al l  m e m b e r s  of the V e r i f i c a t i o n  Team m u s t  possess s e c u r i t y
clearances of at least t oe  p r o t e c t i o n  l eve l  ch osen  f o r  t h e
-uevelopment. ~ithin the Verification Team, only tnose wito
sqec~ tic need for write ana modify access on tne master materials
s nal l  cc g i v e n  n e e d — t o — K n o w  access .  N e e d — t o — K n o w  access soa l i  me
r e s t r i c t e d  to tu e  so e c i f i c  m a s t e r  m aterial concerned arid ~e vali d
c.-ily L ot  toe t i m e  ce r ioó  required to cerform tue soecific tasK .

~.ne :rem m et  of tue v e r i f i c a t i o n  Team snaIl me desi~ nateJ as System
security Acministrato r witn responsici lity for granting ,
monitorin g , and removing need—to—kno w access orivileces.

Tn-c suoport personnel at tne site must also posess adecua te
• security clearances. These personnel include m achine ome rators ,

clerical support personnel , computer maintenance engineers , and
ouilding maintenance personnel .

3.3 Pnys~ cal Site

The u n y s i c a l  s i t e  used t o r  toe o r o t e c te d  o o r t i o n  of toe K e r n e l
d e v e l c a m e n t  e f f o r t  s h a l l  mc orotectei a t  t oe  l eve l  s e l ec t ed  f o r
tue cevolo-;ment. Closed A r e a s  s n a i l  me e s t ab l i sn e c i  f o r  toe
o f f i c e  soace  f o r  tue T h r i f i c e t i o n  T e a m ,  f o r  tu e  or ot ec t ed
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p term inals used to access the computer , for the computer system
used , and for the stora~ e of the protected master material .
Provisions of the Information Security Pro~ ram , as detailed in
the Industrial Security hanual for Safenuardins Classified

• Information (L0D 522O.22— :~) sn-all be followed in PreParing tuese
- 

- areas . Soecific ~-aivers of recuirement s may be requesteu to
avoid unnecessary operational restrictions an-i exoense. Since

• the Information Security Srogram was designed orim arily for
p r e v e n tion of d i sc lo sur e of inf o r m a ti on , there will be numerous
requirements tnat -urovide protection from tnreats wnich are not
o f c o n c e r n  n e r o .

‘Inc working area for the Verification Team so-all he designated as
a closed Area as defined my Paragreob 34 , “Area Controls ’ , and
Amo endix V , 11Guideline s for tue Pnysical Constr uction of Closed
Areas ” , of the Industrial Security ~~nual. The ouroose of this
c i es lgn a t i on  is to r e d u c e  tue  o p p o r t u n i t y  f o r  u n a u t n o r i z e d
individuals to acces~- the crotected master materials an 5  to
influence tue contents of tO~ materi als.

iOC comouter oarcwa re used to provide Nultics service and to
su c o o r t  tne d em o n s t r a t i o n  s y s t e m  snail me noused in a ~1oseut-~rea . ‘ibis is to ensure that only individuals -.-iitn toe mrooer
level of clearance , or individuals escorteu c~ ~ersonuel with tue
~rooer clearance , can gain access to tne nardw are used for tne

• 

• 
project. The tnreat of unautnori zed modificatio n oi the naruw are
system used is countered cy to is  desiqnatic n . This Closed Area

• may not require the full protection suecified for tue chosen
level of crotection , since unauthorized disclosure of informati on
is not a tureat.

A Closed Area shall be estaolisned to nouse toe term inals used my
tue Verification ‘ream to -access tue  c o r r o u t e r  n a r d - w a r e .  n in e s e
terminals snail me attacued to the commuter by nard~~ired lines
wnic r i  a r e  p r o t ec t e d  a t  tu e same  level as the rest of the system.

A storase facility for the protect ed master materials shall be
esta~ lisned . This facility must meet tue requirem ents of
Para;raon 14, “Storage ” , and Ac oendix I~~, ‘Dutline Construct ion

~ceci fications for Storage Vaults ” , of tne Industria l Security

~‘ianual . Sotn human reacam le (paper) and ma cnine readable
• (magnetic tapes or disks) representations of the protected master

cooies t r u s t  be ko~~t in tue  storage facility. The storage
facility wil l oe used to nold the protected raster copies of the
m aterial wuen they are not in use. The stora-s e facility
com~ letes toe phys ical protection ccoa~ iii ty rec-ut red for
p r o t e c t i o n  of tue master m at erial .

- 



3.4 Operating Procedures

Detailed operating procedures will be establisned for the portion
of the effort tnat is to oe performed under protection. These
procedures hill be based upon the requirements of the Information
Security Program as detailed in the Industr~ aI Security t - a u u a l
aria a3plica~ le Air Force Kegulations. Tue p r o c e d u r e s  w i l l  cie
ao-iinistereo o~ tue aesignatea oystem ~ecurit 1 t~.d~ inistrat or
The ae tai l ea  o p e r a t i n g  procemures will me bases upon these
guidelines : 

-

1. The master copy of eacci item is pro tec t ed by beina
classified at the selected level , p r o b a b l y  I(J P S~.CKET .

2. ~-1as ter copies are m a rt~ed in distinctive fasnion in
accordance with the rules given in the I n f o r m a t i o n
Security Program and relate’a Air force Regulations.

3. All other representations and copies of the material are
not protected and are designated Ur~CL~.~~ IFI~ D. ~o
special m ar kings are required .

4. i’h e m a s t e r  copy of an i t em is K e ct  u n d e r  s t r ic t
accountability control . It is s e r i a l  n u m b e r e d  and

• registered upon creation and is logged in a master
con trol station. All access to the master co~ y is
recorded  at  the  c o n t r o l  s t a t i o n .

5. Sucerceded master copies will be destroyed according to
tue selected level  of p r o t e c t i o n .  A m i n i m u m  n u m b e r  •Q.f -

history cooies , all clearly designated a~ s u c h ,  w i l l  oe
ma in tain ed .

6. Only  tnose me mber s  of the V e r i f i c a ti on  ~e a m w~ o h a v e
‘ne ed—to— Know ” ararited ay tu e  Sys tem S e c u r i t y

A d m i n i s t r a to r will have access to w r i t e  on or m o d i f y  t ne
master copy.

7. Only triose members of ~~e Ve r i f i c a tion Team w~ o n a v e
“ n e e d — t o — now ” g r a n t e d  oy tue ay st em S e c u r i t y
Ad m i n i s tra tor w i l l  be a l lo wed to genera te a ne~ r a s t e r
copy. Generation includes assembly, compilation ,
l i n k in~~, printing , or macnine editing .

8. The System Security Adm inistrator will -grant
‘need— to—Know ” access only to tuose witu ie~ itima t c
requirements for suc h access and only for the ti -i~eper iods  n e c e s s a r y  f o r  the  c o m p l e t i o n  of tn e  f u n c t i o n s .

9 .  All other activities of the Verificat ion leam and toe
uncleared system developers w ill be carried out usin-c

-

— 
unprotected cOpies of tue material.
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p 1G . The act of transferring information from an unprotected
source to tue protected maste r copy will me done witu
the full knowledge and responsimility tn-at this is the
cr itical act in the entire process. Appropriate
sa f e g ua r ds , inc luding distribution of effort, checking ,
and personal signature acKnowledgement will me applied .

3.5 ~.~ rking the Liaster Comies

• The master copy of eacn item is protected by classificatio n wrui le
ott-icr , non m a ster co~ ies are unclassified . m e  master cooj must
me distinctly marked in accordance with the rec~uiremer .ts of the
Industrial Security ~anuai for material of tne selectei level.
LOtfl hUman readable re~ resentations (printed on PaPer) and
mac hine readable representations (neld in t h e  •iuitics virtual
memory or residing on moenetic tape or disk) must be mar ked.

Pa~ er copies shall me stamoed ~itn toe classification level on
tue front and aack. Lacri master cooy uroduced snail r~a ve  a
serial number assi gned to it. A Data ~‘ccount aoility ~-or m wI ll
also be generated for use as a receict wren the master cooy i~
accessec my anyone. ~ne c r e a t i o n ,  acceSs , anc u i so o s i ti on  or
ascii master coPy snail me recorded at a •~aster Control Station.
Capamalities of tue  ~-1ultics Access Isolation ~ecnanism (AI ~ ) ma y
be used to m a r K  t u e  classification on the pages and to generate
the Lata Accou ritaoility Form w~~en tue document is printed .

~achine readable copies saci ll be handled in a manner similar to
that used for oap-e r copies . :,agnetic media containing
representations of a master copy shall me marked on tue media and
on the container with a labe l snowing tue level of protection and
a serial numoer for the media. Data Accountability Forms and
~ia s t e r  C o nt r o l  S t a t i o n  l o g g i n g  w i l l  be used f o r  the  c o n t r o l  of
magnetic media.

~‘~u ile a representation of a master copy is resi ding in toe
v i r tu a l me m ory  of ~ul tics , tne system snail me operated in

-accordance with the regulations of the Industrial Security

~anual. The system shall be o~ erated as a ~rotecteJ system
w o e n e v er  i t con ta in s a re~ resentation of toe protected master
Kernel and it is expected that this representation will me
written out and r e u s e d  as a representation ot tue master.

3.o Use of the lultics Access Isolation ~-iechaoisu

Tue Access Isolation :Iecrianism (All-i ) ~rovides a comouter oased
im~ lementation of tue D oD Inform ation SDCutity Progr am , out is
not -

~ full kernel cas-ed system and so is not ce~ tifi amle to toe
• level desired for this program. ~~~ -does ~rovide a large set of

con trol cacabilities to au~ ment toe protection o~ toe master
co~ ies . Inc ~-~ccess Isolation • ecnanis ,m can me usea on ~- u l t ~ cs t o

rT
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provide the desired protection and isolation of machine readable
represen tations of the maste r materials.

• AIj~j provides sensitivity levels , special access categories , and
need—to—Know controls that are under tne control of the System
Security Administrator. The System Security Administrator can

- - limi t the access capabilities of persons , projects , an d t e r m i n a l
devices. An Audit Log is maintained tnat records selected items
of security interest as tue system is used . A u- , also provides

• for tne automatic marking of the sensitivity level on printer
output and for tne generation of a Data Accountability Form for
cacti item of orotected information printea .

- 

~ Tne Sys tem S e c u r i t y  a d m i ni s t r a t o r can de s igna t e  a p r o t e c t e d  co~ y
of eacn service crog ram tn-at will be used in the editing or
cr eation of a master copy . For example, a particular copy of the
comoiler can be designated as protected , wi th access f o r  i ts us e
restricted , to those members of the Verification Team wito
“need—to— Know ” . All compilations of master ma terial can tnen be

‘-  done using this protected version of the comciler. This will
reduce the possioility of unknowns being introduced my way of
samotag e of the service prog r ams . Service p r o g r a m .s w n i c h  ar e
candidates for Such protection include tne text editor, system
crogra.-nmin g language compiler , linker , and the debug-~ing tools

• use d .

3.7 Accountability and Control -

‘Inc Information Security program (DoD 5200.l—R) and the Air Force
Regulation tuat expands it (A ~~ 205—1) detail tue handlir~
requir ements for material protected at tne TOP SLCRET level.
i~aragraph 7—300 in botu references describes tue requireme nt for
a Top Secret Control C~fficer (TSCO) , who is tue System Security
Administrator referenced earlier. The ~iaster Control Station
uses a log called tue “~ op Secret F—ea ister ” for accountability
reg is tra t ion and documen t con tr o l .

It is recommended that toe ’ proce d ures  g iven  in ~a r a~ rapu 7—300 cc
followed for this puase of the development eftort.

3.8 2ransfer to Other Sites

~nen it is desired to transfer tue Operational Prototype secure
~iultics Demonstration System to another physical SLte , tue need
for protection rei~ains . It is recommended t o at  a protected cooy
of tue Kernels me oroduced and transferre u to toe destin atio n as
a clas sified snimm ent . Once tue new kernel is safely ~ituio toe
cestinatio n , it m a y  ae aeclassifiea if cesir~~~. The rat~or ci-~
for this •netnoa of transfer is to extend protectio n from toe
protected source Kernel to tne new destin ation ~crne1 . 109
:;ro tection suose~ uent1y given the new Kernel ~s toe - ‘reroia:i ve



of tue using organization. It will deoend on tue use made of the
.-~uItjc~ system at tue ne~ site and on th~ securi ty environment at
tue ne w si te. 
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A~ PE~ DIX A

Air Force Llectronic System Division Comments

- 

Section 1.2 —— Incorporate reference to other honeywell , ~ i t r e
and Air Force documents which describe the efforts and results
alluded to by this section.

- i~age 6, line—Il (eleventh line from u’ottom of oa~ e) — —
Uncl assi f ied is also a s e c u r i ty l eve l .

Page 15 —— Add a conclusion to this report.
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