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PREFACE

This repor t provides the status of certain engineering efforts tosupport the development of a secure general purpose computer .The repor t states that these efforts are part of a multi—yeardevelopment to produce a prototype secure Z.lultics. In August197 6, while this report was in preparation, the Air Force.terminated the development of the secure Multics because offunding limitations .
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Sec tion I

Introduc tion to the Computer Security Program

The problem of security in computer systems has been under study
for several years. The Air Force has sponsored studies and

• development projects aimed at improving understanding of security
in compu ter systems , developing a sound tneoretical basis for

• fur ther work , and .dernonstrating accomplishments in the field.
Many of these projects have been associated with the Multics
system .

The over all goal of these efforts has been to develop a
certifia bly secure computer system for general use by the
mili tary to meet their operational requirements. This program ,
known as Pro ject Guar d i an ,  wi l l  take the Mul tics sys tem f r om its
presen t form to a prototype Multics system which can be used to
demonstrate the feasibility of software certification. A
necessary  step in tnis  tr a n s f o r m a tion is the developmen t of a
restructured Multics which operates on a software structure known
as a securi ty kernel. Other activities are the development and
in tegration of a Secure Front—End Processor (SFEP) , and the
iden ti f i c a tion of the tec hnology an d tools wh ich w i l l  a l low the
ac tual certification of the Multics and SFEP software kernels.

Bac kg r o u n d

• The mili tary faces an increasing need for operational computer
sys tems capa ble of process in g severa l  levels  of c l a s s i f i ed
informa tion at the same time . Present systems (except Multics)
are  una ble to suppor t secur e mul ti level  processing d ue to
fundamen tal weaknesses in their  basic design since secur i ty was

• not a concern when they were developed. The weakness is that
c u r r e n t ha rdware/ sof tware  sys tems a r e  una b le to adequa te ly
pro tect the information that they process.

Wi th the exception of the two—level Multics system developed for ,
and in use at, the Air Force Data Services Center , the m i l i ta r y
c u r r e n t l y  mee ts the need fo r  processing several  levels of
informa tion by one of two me thods . Either all security levels
are  processed together a t tne level of the h ig hes t c l a s s i f i c a tion
presen t, or each level is processed by itself. Both methods have
been less than satisfactory. The problem with processing all
levels together is that all users and all equipment , including
terminals and communications facilities , must be cleared to the
highest classification that the system can ever process. The
pro b lem wi th separa te process ing is tha t a separa te  compu ter
sys tem or a separa te pe r io d o f t ime is r equ i re d fo r  each level
handled. Either method is costly and inefficient. Neitner
me thod allows simultaneous handling of information at several
levels for users of several level s of clearance. 
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Mult ics  is the most advanced genera l  com p u tin g sys tem as f a r  as
securi ty is concerned . Security was one of the initial desig n

• goals of the Mul tics system designers and nas been a major
concern of the designers and developers throughout the history of

• the system . Even with this concern for security , the present
Multics system cannot be certified secure. Multics , however ,

• does present the best available base upon which to build a
• cer ti f i a bly secure mul ti level  com pu ter u ti l i ty .

Secure communications has also presented operational problems to
the military. A secure on—line system requires a secure

• • communications network. While the techniques of securing
communications lines and terminals have been well developed, a
certifiably secur e communications processor is still undeveloped .
A secure mul ti level system mus t have a compa tib le an d secure
fron t—end communications processor to be able to properly handle
mul tiple levels of classified information.

Both economic and operational considerations make development of
a cer tifiably secure multilevel system desirable . Recent
advances in computer technolog y indicate tha t it should be
possi b le to produce a sys tem tha t can process an a rb i tr a r y  m i x  of
c l a s s i f i ed an d u n c l a s s i f i ed i n f o r m a tion s imul taneously  on a
single compu ter system . The system should serve both cleared and
unc lea red users  an d shoul d re ly  on the com pu ter sys tem ’s in te rna l

• hardware/software controls to r~nforce securi ty and need—to—know
requirements . Of pr imary importance is that the system be
certifiably secure. That is, i t mus t be possi b le to prove tha t
the system is complete and without flaw in any of its
securi ty—related aspects.

The Air  Force has been wor k ing on the pro b lem of provi d ing a
cer tifiably secure multilevel system . In 1970 , the Air Force
Data Services Center (AFDSC) requested the Electronic Systems
Div i s ion  (~ SD) to sup por t development  o f an open mul t i level
system for the AFDSC honeywell 635 systems . The resulting
stud ies poin ted out  the sever i ty of the p ro blem an d led to the
forma tion of a computer security technolog y planning study panel .
The panel ’s repor t (l) descri bed the f u n d a m e n tal pro b lems an d
delinea ted a program to develop the desired system . The panel
recommended that the technica l  app roac h to the pro b lem be ‘to
start with a sta tement of an ideal system , a model, an d to r e f i n e
and move the statement throug h various levels of desig n into the
mecnanism tha t implement the model system u .

The basic component of the ideal system was also identified by
this panel . This component is known as the Reference Monitor, an
a bstrac t mecn an i s~i that controls access of subjects (active
system elements) to objects (units of information) witnin tne
computer system and enforces the rules of the military security
system on such access. Three requirements were recognized for a
Reference Monitor:

_ _  _ _ _ _ _ _ _ _ _ _ _ _ _  ~~~~~~~~~~~~~~~~~~



- . •

1. Comple te Mediation — the mechanism must mediate every
access of a subject to an object.

2. Isolation — the mechanism and its data bases must be
protected from unauthorized alteration.

3. Verifia bility — the mechanism must be small, sim p le ,
and understandable so that it can be completely tested
an d v e r i f i ed (c e r t i f i ed) to pe r f o r m  i ts f u n c t ions
correc tl y .

The mechanism that implements the Reference Nonitor in a
• par ticular computer system has been termed the security kernel .

Much subsequent work has been devoted to identifying tne
charac ter i s tics of a secur i ty kernel  an d to ex pl o r i n g th e
technology involve d in pro du cin g~ a secur i ty ker~iel for some
computer system . (This report summarizes the more significant
r esearch tas ks which are  evolv ing  the p resen t Mul tics su pe r v i s o r
in to a s e c u r i ty ke rne l  fo r  Mul tics)

ESD initiated development of formal mathe natical models of the
ideal Reference Monitor in 1972. This work (2,3) resulted in a
model of a secure computer system as a finite—state mechanis .n
that makes explicit transitions from one secure state to another.
The ru le s  of the mo de l f o r m a l l y  def ine the con d i t ions un der w h ic h
a transition from state to state can occur. The rules have been

• proven to allow only transitions that preserve the security of
informa tion in the system. The mode l specifies requireirents for
the operation of a security kernel. These requirements were taken
d i rec tly f rom the De fense  Depar tmen t re gula tions on h an d l ing
sensitive information (DOD Directive 5200.l—R) . With the
availa bility of the model, the pro b lem of v a l i d a tion is no w
reduced to providing complete assurance that a particular
securi ty kernel behaves exactly as the model requires .

~or k on the technolog y of certification progressed in parallel
wi th the work on the model. In 1973, W . Price (4) identified a
methodolog y for verification of a kernel . More detailed
developmen ts of th is val i da tion me thodology have been repor ted by
MITRE (5,6) . Another approach has been explored ~hic h may be
more Sui table to large software modules (7)

Other activities have been devoted to tne problem of building a
securi ty kernel for a practical system (8,9). This work has
demonstrated the soundness of the basic concepts and also pointed
ou t some of the pro b lems th a t l ie in the way of r e a l i z i n g a
securi ty kernel on a large system. This work has been the basis
fo r  deve lo pmen t of a s ecure  c o m m u n i c a t ions orocesso r , a detailed
effor t which is an integral part of the computer security
program .

A ma jor p ro jec t in the develo pmen t proc ess is the develo pmen t of
a securi ty kernel for a large resource sharing system. The

________________ 
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system chosen for this effort is tlultics. There are two reasons
that this choice was made. First , the hardware base of the
Mu l tics sys tem,  the Honeywell  68/ 80 com pu ter , has been iden ti f i ed
as best suited of all off—the—shelf large computer systems for
the sup por t of a secur i ty kernel  (10) . Second , the Multics
system arch itecture was conceived and developed with security
re qu i remen ts spe c i f i c a l l y  in min d .

One pro jec t, now comp le ted, involve d the design an d pro duc tion of
a Multics system capable of supporting a two—level (Secret and
Top Secre t) env i ronmen t fo r  the A ir Force Da ta Services  Cen ter
(11,12) . Th is sys tem imp lemen ts secur i ty con trols  based on the
m i l i ta ry  access r u l e s , but it does not completely handle the
tnreat of a hostile penetration . From these efforts , add i tional
insight was gained in the problems of designing and developing a
security kernel for Multics.

Technica l  App roac h of Pro jec t Guar d ian

Desi gn of a secur i ty kernel  fo r  Mul tics is c u r r e n t l y  un der way as
a join t e f f o r t between Honey w e l l ,  ESD , the MITRE Corporation ,
the Massachusetts Institute of Technology (13) , and Stanford
Research Institute. This desig n effort nas led to a more
complete understanding of the general problem and has provided
the foundation for the overall development plan in “Multic 3
Security Integration Requirements , 1976 — 1980” (14) . Work is
prog ress ing on formal  spe c i f i c a tions for  the Mul tics secur i ty
kernel (15) (16) and on simplification and reorganization of the
Multics operating system . The technical approach is to refine
the c u r r e n t  Mul tics sys tem and r e im p lem en t c r i tical por tions of
the sys tem to pro duce a cer tifiab le kernel  wh ich w i l l  in te r face
wi th a certifiable front—end communications processor with its
own security kernel . The result will be a prototype Multics
sys tem wh ic h m ay mee t the goal of A i r  Force cer t i f i c a tion .

The entire project can be described in terms of three coordinated
development activities : development of hardware for a prototype
Secure ‘Front—End Processor (SFEP) and Interface Units ;

• development of a security kernel for the Secure Front—End
Processor ; an d develo pmen t of a cer t i f i a bl e p ro totype secure
Nultics including the Secure Front—End Processor.

These d evelo pmen t ac t ivi ties encompass a f i v e  ye a r e f f o r t d u r i n g
whic h major technical milestones will occur as follows:

1. Preliminary Multics Demonstration

Sp e c i f i c a ti on ,  desig n , implementation, and demonstratio n of
the first kernel—based Multics system. This system is coded
in PL/I and utilizes a DATANET—6600 communicati ons processor .



2. SFEP Development Unit

De l i v e r y  of SFEP sys tem har dw are  to the har dw ar e sys tem test
s o f t w a r e  developmen t fa c i l i t y  a t Honey we l l’ s Aerospace
Division.

• 
3. SFEP Prototype System

• Specification, design, and assembly language implementatio n
of a pro totype SFEP software system .

4. TEMPEST Tested SFEP Hardware

• , 

Availability of prototype SFEP hardware which conforms to
TEMPEST requirements.

5. System Programming Language

Availabi lity of operational comp i l e r s  whic h f a c i l i ta te
program correctness proofs to support the reimplementation of
the Multics and SFEP kernels for the operational prototype
Multics demonstration.

6. Intermediate Nultics Demonstration

• Demonstration of an integrated , PL/I—coded , kernel—based
• Multics system with SFEP capabilities.

7. Tools for Correc tness Proofs

Selec tion of correc tness p r o v i n g tools to f ac i l i ta te
cer t i f i c a tion of t he ke rne l s  in the opera tiona l  Mul tics
pro totype .

8. Begin Correctness Proofs

Begin feasibility demonstration for proof of correspondence
between the specification and kernel software
implementations .

9. Operational Prototype Multics Demonstration (Recoding and
System Integration)

Reim plement3tion of the security kernels in the selected
system programming languages and implementation of
performance enriancements.

10. Correspondence Tecnnology and Specification Proofs

Com p le tion of the cor respon de nce proo fs between the model
and the kernel specifications for the prototype using the
availa ble correspondence proof tools.

_ _ _ _ _ _  
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11. Es tab l i sh  Secure Development S i te

• • Ava i l a bili ty of a secure  com pu ter fa c i l i ty wh ich provi des a
• Top Secret controlled environment in which software

development , system tests , and certification can be
un der taken.

12. Operational Test and Evaluation Site

Availability of an operational Multics site which will
provide the environment for the Test and Evaluation of the
secure Multics system under operational service conditions.

To develop a security kernel for Multics (Task I , Pr e l i m i n a r y
Multics Demonstration above) re—engineering of trie current
(standard) Multics is required . One of the first re—engineering
steps is the investigation into tne identification of which
selected components of the Multics supervisor can be reduced in
both size and complexity to achieve the minimum kernel. (13) The
plan is to evolve Multics into a prototype system which supoorts
tne same essential features currently available. To achieve this
res tru cu r i n g, in tensive r esear c h e f f o r ts in to var i uos  e lemen ts o f
Multics have been experimentally undertaken. The sta tu s of
tnese research tasks is described in Section II of this paper.

Tne resulting system will contain a small and simple central core
of software which comprises a security kernel that can be offered
for certification. The kernel will enforce access constraints
that combine nondiscretionary controls reflecting the information
re lease  pol ic ies  of the m i l i tary  se cu r i ty system an d tne
d iscr et i o n a r y  co n trol s on i n f o r m a tion s h a r i n g th a t con t inue to be
part of the Multics design (17)

• • • • • • • • • ~~~~~~~~~~~~~~~~~~~ •~~• • • • ‘



Sec tion II

Task Sta tus

The fo l low in g r e searc h tas ks a re  in v a r y i n g stages of d evelopmen t
at MIT. Some tasks have been completed ; others are still being
investigated . Honeywell reviews these tasks for their continued
appropriateness to the evolving kernel—based Multics. In this
r ev iew , the f o l l o w i n g technical  c r i ter ia  are  used :

1. effect on system security

2. performance impact

3. compatibility at all interfaces

• 4. ex tent of required re—engineering

Some tasks have yielded definite results. Others have produced
additional insights for further design investigations whose
imme d ia te r esul ts canno t be v e r i f i ed un til the en tir e ke rne l  is
im plemented for Guardian. As the development of the kernel—based
Mul t ics progr esses, the technical results of these research
tasks , whethe r the task is considered complete or still under
inves tiga t ion , will be xxxx into the kernel design as
ap pro p r i a te.

Completed Tasks

The tasks listed below have been completed by the Computer
Sys tems Researc h Divi sion of Pro jec t MAC .

1. Removal of the Linker from Ring 0

This tas k is an im por tan t f i r s t step in p r u n i n g u n n e c e s s a r y
prog r ams from the portion of the system which must be certified .
Seve ra l  other com ponents  of the sys tem , in particular the
mana gemen t of r e f e r e n c e  names , can be removed from the kernel
after the linker has been removed. The project also produced a
MIT Tecnnical Report and a published pape r [18,19).

The initial version of the user ring linker showed 7 to 10
percen t slower performance than the standard system . This was
im p roved to show pe r f o r m a n c e eq ual  to the stan d ar d system. Thi s
task showed that the remova l of the linker from ring 0 can be
done an d in an e f f i c i e n t m a n n e r .  The conce pt s of th is tas k w i l l

I be used and will provide a simplification of ring 0. honeywell
will utilize the technical results of this task in the
kernel—based Multics for Project Guardian.

a 8
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2. Removal of Name Space Management from Ring 0

This task removed from the supervisor the facilities for
manag ing the association between reference names and segments in
the address space of a process. The association between names
and segment numbers is now maintained in the user ring rather
than in ring 0, leaving in the superviso r only the association
between seg ment numbers and unique ID.

Removing the reference name management mechanism from the
supervisor required that a data base central to the management of
the addres s space of a process — the known segment table or KST —
be split into a private and a commo n part, and that the
su per v iso r le arn  to l i e  co n v i n c i n g ly on occas ion  abou t the
existenc e of certain file system directories. The resul t of tne
remova l is a reduction by a factor of five in the size of the
protected code needed to manag e the address space of a process.
Another result is a new simpler interface to tne file system
portion of the supervisor. Instead of identify ing a directory
witn a character string tree name , a segment number is now used .
The algorithm for following a tree name through the directory
hierarchy to locate the named element is thus removed from the
supervisor. Performance tests indicate that the new design
outperforms the old.

The task has been described in a Project MAC Technical
• Report [201. Tne technical results have shown the approach is

both viable and efficient. The concepts developed from this
investigation will be incorporated into the kernel—based Multics
for Project Guardian.

3. Fast Processes in Ring 0

One apDroach to understand ing and simplifying the structure
of ring 0 is to separate portions of the supervisor into separate
processes. It is necessary that there be available a class of
process which is very inexpensive to run so that the separation
could be accomplished . This task has involved the design and
implementation of such fast orocesses. A special kind of process
ha s been developed whic h r u n s  only  in r i n g 0, which has limited
capability , an d is very efficient to execute.

The f a s t proce ss is one whic h ma kes v e r y  re str i c ted dem an ds
on its environment. The process has a legitimate stack , can
abandon the processor by means of the wait and notify mechanism ,
and can take pag e faults , but is restricted from taking segment
faults or adding segments to its address space . The wired
storag e required for these processes has been reduced by two
strateg ies. First , there is one descriptor segment per
proc essor , used by any of these fast processes when it runs.
Second , the Process Descriptor Segment (PDS) has been split into
two components , only one of wnich is needed for these processes.

~~~II_ - i  
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Approximately one—fourth of a page of storage is required for
these processes with the rest of the page available for the
stac k. Thus if a fast process requires less than three—quarters
of a page of stac k , th er e is only  one pa ge r equ i r e d in core wh en

• that process runs.

Fas t processes we re  tes ted in use by r e w r i t in g th e in te r r u pt
side of the terminal device interface module so that it ran as
one of these processes rather than directly as a result of an
in terrupt. Nine pages were able to be unwired as a resul t of

• this change. An initial version of this terminal manager process
• has run for an extended period in a trial xxxxx of a development

sys tem . This test implementation will not be used in the
stan da r d sys tem since a new communica t ions pac kage has re p lace d
the particular terminal manager used . This concept has been
proven to support selected ring 0 system functions. The actual
functions to be supported for Guardian are highly dependent upon

• the actual functions and design structure to be selected as
resident in the security kernel. At the present time , Honeywell
is evaluating the top—level functions to be included in the
kernel at tnis time . During the development of the Kernel ,
Honeyw ell w i l l  use the te c h n i c a l  r esul ts of this  tas k as an
engineering tool to support selected functions when appropriate
for the kernel .

For f u r ther ex pe r i m e n ta ti o n ,  Hon eywel l  ha s im plemen ted a
• version of this technical work which supports the syserr—loggi rig

mechanism . As fur ther results become available , a pp l i ca t ions of
this task to additional ring 0 functions will be identified .

4. high—Level Description of System Functional Capability

As par t o f any a ttem pt to cer t i f y  a sys tem , i t is nece ssa ry
to have some descr i pt ion of the in ten ded f u n c t i ona l i ty of tne

• system itself to serve as a standard against which to certif y.
Various notational schemes have been tried for describing trie

• aspects of various parts of the system . A representatio n of
• sys tem data  base s an d r e l a t ed al gor i thms in the V ienna De f i n i tio n

Lan gua ge was pe r f o r m e d  u sin g the known segmen t tab le as a cas e
study. A similar description of directory control , using English
as the descr i pt ive langua ge, was also perform ed. Finally, the
language was devised for describing programs with complexly
structured data bases, which attempts to avoid implications

• concernin g the implementation of the data base structure [21)
• For the top—level specification of the Multics security kernel ,
• Honeywell has selected the SRi—developed SPECIAL language to

ex press the kernel concepts . The SPECIAL language provides an
eas i e r  mo de of ex p r ession an d lend s i tself  more  rea d i ly  to f o r m al
cer tification techniques.



5. Study of the Removal of User I/O from Ring 0

A strategy has been developed for handling user—initiated
• peripheral I/O which operates almc ;t completely in the user ring .

The only func t ion which is r equ i r e d w i th in the kerne l  is the
• managemen t of multiplexe d devices. The scheme uses as the

• buffering strategy for I/O the virtual memory management
• algorithm of the system . The scheme effectively removes I/O from

• the kernel; however , i t r equi res  an I/ O con tr o l l e r  w i th
• capabi lities slightly greater than the one currently available on

Mul tics. Thus this particular scheme will not be implemented in
the near future. As the development of the kernel—based Multics
progresses , the r e su l ts of th is tec hn ica l  tas k w i l l  be
incorpor tated into the design.



• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

C o n t i n u i ng Tasks

The tas ks lis ted below r e m a i n  ac t ive and are  being pursued
• by the Computer Systems Research Division of Project MAC .

1. Restruc tur ing of Page Control

Research is con ti n u i n g on v a r i o u s  ways to reor gan ize  pa ge
con trol . Using the language devised under the task “Hi gh Level
Descri pt ion of Sys tem Func tiona l i ty ” , a v e r s i o n  of page con trol
was constructed which handled read—write secuences in a separate
process. This approach was then further refined to produce a
ver s ion  of page con trol whic h uses separa te async h ronous
processes to execu te all  of the page con trol f u n c t ions exce pt th e
act of fetching the missing page. It is felt that by isola t ing
func tions in separate processes, and constraining them by
res tr ic t ing the in ter process communica tion pa ths , that it will be
easier to understand and certify the overall algorithm. One of
the other benefits of structuring page control in this way is
tha t i t should be possible fo r  several  processors to serv ice  page
faul ts simu l ta n e o u s l y ,  wi thout interfering with each other.

Tne goal of th is tas k is to u ti l i z e  sever al a sync h ronous
pa ra l l e l  processe s to pe r f o r m  the f u n c t ions of page con tro l .
Separa te processes are  use d to remove pages f r o m  memory an d f rom
the pag ing device so tha t a f r e e  stora ge pool w ill a lway s ex i s t
to be use d f o r  the s e rv i c ing of page f a u l ts. The processes u sed

• are examples of the fast processes developed under the above
comp le ted tas k “Fa st Processes in Rin g 0” . Use of parallel
processes provi des s i m p l i f i c a tion of the al gori thm,  since i t
el i m i n ates some ar ti f i c i a l  in terac t ions tha t occur if the
f u n c t ions a re  p e r f o r m e d a s par t of the same proce ss an d wh ich
cons tr a i n  the f u n c t ions to r u n  in a par t i c u l a r  sync h ron ize d
or der.

Desi gn of a demons tra t ion ve r s ion  of page con trol has been
f i n i s h e d an d cod in g is well  under  way .  The in i ti a l,  exp e r imen tal
implemen tation of this task has shown this technical approach to
r e s u l t  in an i n s u f f i c i e n t ver s ion  of page control . If tnis

• desig n were implemented in the kernel—based Multics , sys tem
performance would be intolerable. The research data from this
task will continue to be evaluated as the design for the security
kernel progresses. The eng i nee r in g approac h of this  task w i l l  be
used if the implementation of page control for the kernel is
sign i f i c a n tly di f f e r en t f r o m  the c u r r e n t r i n g 0 su ch t ha t a
re—implemen ted and improved page control would offer a more
attractive alternative.

2. Restructuring of Traffic Control

Techniques are currently bein explored to restructure and
s i m p l i f y  tne tr a f f i c  con tr o l l e r  i~~ order to speed up the act of
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swi tchin g f r o m  one process to ano ther an d to s i m pl i fy  the
mechanisms involved . The intent is to split the traffic
‘controller into two parts, separating out the actual act of

• swi tching f rom one process to ano ther f r o m  the more com p lex ac t
of deciding which process is eligible to run. The division into
policy an d mechanism shoul d ma ke the al gor i thm eas ier  to
understand .

A desi gn is being ~.ursued which will retructure the traffic
con troller into two levels. The lower level multiplexes the real

• processors of the system among a fixed number of so called
v i r tual p rocessors. By f i x i n g  in advance the num ber of such
v i r tual processes, this  low level  processor mu l tiplexor  nee d make
no use of the systems virtual memory facilities. Thus there is a

• str ic t isola tion an d or de r i n g between the mul tiplexes  an d the
vir tual memory. A higher level scheduler multiplexes some of the
vir tual processors among all of the currently operating real

• Multi~~s processors. This higher level scheduler can use all of
the facilities of the Multics virtual memory, since they a r e
implemen ted a t a lower level .  I t is ex pec ted th a t th is
r est ru c tu r i n g wi l l  c l a r i f y  the re la t ions h ip between tr a f f i c
con trol and page control and also aid in separating the idea of
in te rprocess  sign a l i n g from the idea of traffic control . In this
task, no ring 0 data base (such as the current message table)
will be needed for messages between processes. Messages between
processes w i l l  be sen t us in g segmen ts tha t a re pro tec ted u s i n g
the standard system access control mechanisms . This appears to
be a g rea t sim pl i f i c a tion over the c u r r e n t mec han i s m .

Pro g ress is being ma de in f o u r  a reas  towa r d the develo pmen t
of a demonstration version. First, the low level scheduler which
implemen ts v i r tual proce ssors us in g real  processors is be ing
implemented . Second , the high level scheduler , whic h w i l l
mul tip lex  these v i r tual processors amon g r eal Mul tics processes
is being designed . Third, all portions of the system , other than

• tr a f f i c  con trol , wriich must be modifi ed or redesigned in order to
run the new traffic controller have been identified . Included
are  mo d i f i c a tions to in te r r u p t an d f a u l t han d l ing , chan ges to
page faul t handling , and v a r i o u s  o ther smal l  sys tem ch anges.
Recoding is in process. Fourth , a proposal has been prepared to
e l i m i n a te f rom the sys tem the tr a f f i c  con trol da ta ba se known as
the Interprocess Transmission Table (ITT) . This removal would

• also sim plify the traffic controller. This task is a significant
firs t step to subdivide traffic control into various levels of
abstraction (i.e., separate policy from mechanism ). To date ,
incom p le te da ta on the impac t of th is app roac h on ove ra l l  sys tem
efficien ty is not available. Honeywell will review this work
du r i n g the ke rne l  desi g n to de te r m i n e  if th is tas k is an
appr opriate eng ineering approach for the security kernel .

3. Restructuring of the Answering Service
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The answer in g service is ma de up of those al gori thms which
authen ticate the user, create processes , an d manage tele ty pe

• lines. This is a large interconnected set of functions , al l  of
which are securi ty sensitive. A rearrangement of the answering

• service has been pro posed wh ich w ill  provi de an isola tion of
• those particular components that are in fact crucial to assure
• secure operation of the system. There is a similarity between
• between the creation of a new process and the entering of a new

protection domain. This allows access control lists to be used
to re gula te the crea t ion of processes on the behal f  of any

• 

• particular user. In general , this scheme avoi ds the need fo r
• certified software by providing the means to assure the user that

a process crea ted wi th the user ’s iden ti f i c a tion wi l l  s t a r t
execu t ing only  in cer tain spec i f i ed prog r ams  tha t the user
provi des. These programs are provided with tools which allow
them to determine that the process has been brought into
execu tion un der app ro pr i a te c i r cums tances.

This task has finished with the design phase and is
curren tly undergoing implementation. Complete technical data on
this task is not yet available. Honeywell will review this work

• during the kernel design to be certain that there is no negative
impac t on the user interface and system performance. This review

• will occur when the tecnnical design and experimental data
• becomes available.

4. Multics System Initialization

If one is to cer t i f y  tha t a sys tem works  correc tl y ,  one mus t
begin by v e r i f y i n g the “ i n i t i a l  sta te ” of that system. For this
reason it is very  im por tant  to un ders tand how the Mul tics sys tem
ini tializes itself. The current initialization of Multics is
re la tively uns truc tured  an d is apparen tly no t amena b le to
verifica tion or certification. This task will restructure system

• ini tialization to reduce the amount of code in the initialization
phase and simplify the task of verifying the remainder.

The appr oach is to recognize that much of what is now
• considered initialization ough t  r ather to be consi dered a s

reconfiguration. Initialization is then decomposed into two
phases. The first phase involves getting a minimal Multics up
and running . The second phase is a series of reconfigurations
based on input describing the actual configuration in use. The
a dvan tage of this  st r a tegy is tha t al l  of the r e c o n f i g u r a t ions
r u n  in a comple te , ope r a t i o n a l  Mu l tics e n v i r o n m e n t, whic h is much
easier to understand than a partial and ever—changing environment
as pre sented in the various stages of the current initialization
aPproach . Also , since the minimal Multics is independent of the
ac tual c o n f i g u r a tion (g iven  the m i n i m u m  h ard ware  r eq u i r e d) , i t
can be largely generated as the system tape is created.
Algorit hms which run at tne time that the system tape is created
are easier to verify since they too run in a fully operational

_ _  •
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Mul tics env i ronmen t .

• Detailed design of an experimental and reduced portion of a
res tr u c t u r e d system has been done.  Cod ing an d desig n
verifica tion is underway. Initialization of the security kernel
fo r  the G u a r d i a n  Mu l t i c s  is x x x  add re s sed  as an in teg ral  elemen t

• of the total kernel design progress. This research work has
• provi ded the f i r s t inves tiga tion of Mul tics in i t i a l i za t ion f rom a

securi ty viewpoint. This work will be further reviewed a
• additional data becomes available and then overall kernel desig n

progresses .

5. Mul tita s k i ng in the User Ring

This task wi l l  p rov ide  an e n v i r o n m e n t tha t w i l l  a l l o w t he
user to write various prog rams as if they were executing in
separa te cooperating processes. The execution of these processes
is supported by multiplexino the one single process of the user.
Thus , this is described as multitaskin g rathe r than as
mul tiprocessing . The creation of this program environment in the
user  r i n g does no t d i r ec tly con tr ibu te to s i m p l i f i c a t ion of the
ke r n el ,  bu t the ex i s tence of the f a c i l i ty w i l l  a l l o w othe r

• modifications that will simplify the kernel . Among these is the
design of a sim ple (bu t e f f e c t ive ) QU IT han d l ing mec h anism to
re place the c u r r en t com p l ica ted one , the mul tip l e x i n g of ne twor k
server processes, and the restructuring of the answering service.

One exper imen t involve d im plemen ta t ion of a v ersio n of user
r ing  In ter process Communica tion (IPC ) as par t of an ex pe r imen tal
command processor. In this version , the comman d p rocesso r r u n s
each command in a separate task. ~hen a QUIT is signaled in the
use r ’s process, the result is that only one task need be
suspended and control returned to the listener . Any new task
(command) started will run on a different stack , thus signal
handlers for various tasks never become confused . It is possible
to res tar t any tas k in any o rde r  w i th any num ber of o ther tas ks
suspended .

• The mul titasking environment in the user ring shows a means
of obtaining some second —order effects from simplifying the
kernel (e.g., simplification of QUIT handling). These
second—order effects of this task may be nullified (e.g., loss of
comp atibility at the user interface) as the kernel design
progres ses .

6. A Methodology fo r  Desi g n i n g  Compute r  Systems

This task has been *ncerned with developing a general
methodo logy  f o r  d e s i g n i n g  c e r t i f i a b l y  s ecu re  systems . The goal
is to make the systems easier to certify as correct. A method
has been formulated and is being tested by attempting to desig n a
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security kernel for a system with functional characteristics
similar to Multics. The basic design is complete and some of the
abstract programs have been written in the CU) language (which
resul ted from the comple ted task “High Level Descri pt ion of
System Functionality ”). Work s under way to make the
verifica tion of the resulting system easier and on improving the
eff iciency of the re sulting sys tem wi thout ma k ing the
verifica tion harder.

The hierarchical decomposition of the kernel into abstract
levels is directly applicable to the certification of a
kernel—based Multics. The CLtJ language has been suspended by
SR I ’ s SPECIAL language as the latter more readily lends itself to
formal cer tification. This task has proved to be quite valuable
to the Guardian programs .

Documen tation of the methodology, design of the Multics—like
system, and other results are in process.

7. Study of Multics Security Holes

A li st ing and repor t is made annually ca talog ing all known
securi ty flaws in the sys tem , ways to violate the securi ty of the

• system , or ways to crash the system . An attempt is made to
analyze each f law and to identify the general class of pro b lem

• represen ted by the flaw .

One general class of security loop—hole was discovered and
an au toma ted search was made of the sys tem to de termine which
modules might be susceptible to this particular attack. Several
were found and repaired . After the repairs were made , the nature
of the flaw was published to the develo pmen t communi ty so tha t
the flaw woul d not be repeated .

The implementation technique developed for the Multics
kernel will avoid the flaws uncovered by this task. The kernel
mus t be proven correct and is therefore closely scrutinized
during all stages of development.

8. Restructur ing the Network Control Program

• The Network Control Program (NCP) represents an ideal
candidate to use in an experiment involving a multiple process
implemen ta t ion of a control algori thm , as d iscusse d under
“Multitasking in the User Ring ” . The Network Control Program is
concerned with the flow of data to and from the ARPA Networ k .
Its principle function is the management of a multiplexed
communica t ion path , wh ic h implies the managemen t of mul tip lexe d
buffers. It was proposed that the flow of data between tnese
various buffers be implemented using the fast processes in ring
0.
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A rela ted area is the possibili ty that common elemen ts may
be identified in the sof tware tha t is required to handle
different multiplexed communication streams. It is possible that

• there is a similar function in the software that interfaces the
ARPANET and the 355. A buffer manager routine is an obvious
example of a possib le common rou tine . It is very interes ting and
profi table to identify these modules and to isolate them.

This could markedly reduce the amount of code within the
kernel. Also, if all mul tiplexed communica tion s treams coul d be
han d led oy one se t o f kerne l  mo du le s, such as the networ k server ,
tnis could resul t in great simplification of the kernel . This
observation has lead to the start of a general re—examination of
the way that I/C is done by the system. This research task has
become the standard NCP in Multics until such time that a
replacemen t version becomes available for the kernel—based
Multics .

1 9. New I/O Buffer Strategy

Th is tas k involves the design and imp lementa t ion of a ne w
I/ O o u f f e r i n g s tra tegy wh ich uses the v i r tual  mem or y i tself as a
buffer. The. task has become part of the task of restructuring
tne Network Control Program. The task arose from an attempt to
increase the efficiency of transmitting data to and from the ARPA
i~etwork and at the same time to gain a more basic understanding
of the interac t ion between Input/Output fun ct ions and vir tual
memory computer systems .

The resul t of this desig n is a buffer that uses the virtual
memory and appears to be infinite in length. The use of the
vir tual memory elimina tes any need to compac t or other w ise manage
the buffer area, thus reducing overhead . Since the buffer is in
the process vir tual addres s space , it is d irec tly accessi b le to a

• user process. This avoids tne copying of data to make it
accessible.

it appears tha t this I/O buffer strategy can be exploited
• successfully for all devices for which the system nucleus is

res ponsib le. Th is unifica tion of buf fer  managemen t is a
significant contribution to the certification project due to its
reduction of bulk and complexity in the kernel . This task is
s till being formula ted . No experimental data exists . When this
tas k is fur ther along in its developmen t , a techn i c a l  e v a l u a t ion
can be made.

10. Formulation of Criteria for Inclusion of Modules Within the
1~ernel

Tnis task is an attempt to identif y a se t of general rules
whicn will specify those modu les which must be within the kernel
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of an opera ting system . One approach is a study of the
separation of policy from mechanism in a module.

As part of this task , a discussion of the criteria to be
• used for including portions of the page control system within the
• kernel has been produced . The intent is to perform a similar

study for various other portions of the system and to attempt to
evolve a general theory of the s truc ture of a kernel from them.

• Althoug h this task shows merit as research activity ,
Honeywell does not have any curr ent plans to utilize this ef for t
for Project Guardian.

11. Study of System Error Recovery

The system ’s abili ty to recover from er rors  is rela ted to
the problem of system initialization since both must assure or
cer tify that the system is in some known sta te. This task is
interes ted in determining whether there are some particular
structures for data bases and algorithms that make it much easier

• to assure that the data base is in fact consistent and correct.

A par ticular projec t under this tas k is the a ttem pt to learn
more abou t tne structure of data bases through a comparative

• analysis of Multics and the Burroughs operating System .

Th is tas k has been combine d w ith the s tud y of the
rela tionships between security and reliability below .

12. Study of Relationships between Security and Reliability

This task involves studying the relationship between the
security of a system and the reliability of that system . In the
Mul tics sys tem , it is presumed that a system failure may have an
un known effect on the security status of the system ; this is the

• reason tha t the sys tem is shut down , salvage d, and res tar ted
af ter every unexplained system failure. It is not obvious ,
however, that security is directly dependent on reliability . If
it were possible to determine tha t certain classes of computer
failure coul d not influence the security state of the system ,
then the two functions would have nothing to do with each other.
I’lore strongly, it is possible that a highly reliable system
con tains mechanisms that are not desirable from the viewpoint of
security . For ex ample , one way to increase the reliable storage
of information on a system is to m ake several copies of that
informa tion; many copies, however , increase the probability that
the information may be compromised .

A s tudy of a var ie ty of sys tems wi th high reliabili ty goals
was begun to improve understanding of the relationship of
securi ty and reliability. The project will investigate
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mechanisms in the system in the lig ht of their imp lica t ions for
the securi ty of the informa t ion s tore d on tha t sys tem. The tas k
has been comb ined with the Study of Sys tem Error Recover y task .
Honeywell is interested in this broad research tapes to the
ex tent that the criteria for Guardian are satisfied . ~hen the• detailed results of this task are finalized , Honey wel l  w i l l
re—examine the total task. Until that time , Honeyw ell is unab le

• to use this task for Project Guardian.

13. Removal of the Storage Hierarcny from Ring 0

The removal of the linker and of name space management from
• ring 0 can be considered the first two steps in restructur ing the

file sys tem . The next logical step is the removal of directories
from ring 0. However , this is not appropriate at this time .
This study describes how directory control can be partitioned but
remain within ring 0. The task will be renamed “Separating the
Directory Hierarchy from the Segment Catalog ” to reflect this
redirection.

This research proposes that directory control be partitioned
in to two com ponen ts , each with its own data base . There will be
an unstructured segment catalog , indexed by unique ID. This
ca talog main tains the physical a ttributes for eac h segmen t suc h
as f i l e  map, bit count , various date—time parameters , etc . There
will also be a directory hierarchy which maintains the
associa tion between character string names and unique IDs . This
h ierarc hy wil l also ma intain the ac cess con trol lis t for eac h
segment. The principal change in the current proposal, relative
to earl ier proposal s , is that the access control list will be
stored in the directory hierarchy rather than in a separate
access hierarchy.

Th is eng i n e e r i ng a pp roac h f o r  the res tr u c tu r e  an d remova l of
directory control from ring 0 is becoming an integral part of the

• evolvin g kernel design for Project Guardian. Honeywell is
utilizing elements of this research task.

• 14. Support of User Defined Object Types

A directory can be considered as an object defined in terms
of a lower level objec t, the segment. It is possible tha t the
mechanisms that define the direc tory could be generalized to
allow the definition of new object type s defined by users. This
Sor t of ability has been provided in sys tems that are based on
capa bili ties , but not in sys tems tha t are base d on acce ss con trol
lis ts. This tasK has been considering the question of whethe r
user define d objec t type s c an be su ppor ted in a sys tem suc h as
Multics .
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There are two projects in this area. First , there is the

considera tion of how ex tended objec ts can be suppor ted using an
• appropria te com b ina tion of access con trol lis t and capabili ty

based mechanisms. Secondly, there is the study of the
• • implemen ta t ion of user  de f i n ed objects in a pu r e  access con trol

lis t environment. This project is considering what policies for
pro tec t ion can be impose d u pon these us e r de f i n ed ex tended
objects. The research merit of this task is warranted . However ,• due to the extent of the required re—eng ineering , un known
performance impac t , an d i ts e f f ect on secu r i ty ,  th is tas k is not
presen tly required for Project Guardian.

15. l’iultics Performance Benchmark

As the tasks of simplifying the system are accomplished and
fur ther modifications to the system are proposed , it is important
to be able to determine the performance effects. A stable and
reliable performance me ter is needed .

I 

Two p ro jec ts have been under way. One involves re wor k of the
standard Multics performance bencnmark. There is now a version
of the benchmark that can be debugged on line and is extremely
stable in the virtual cpu time required for the run. The other

• project involves creation of a system load generator. All test
• load generators which have existed for Multics in the past have
• suffered from one of two drawbacks , eithe r they use absentee jobs

to generate their load (which does not exercise the I/O system)
or they require a large number of telephone data se ts (wh ic h is
very expensive ) . A load genera tor has been devel oped th a t can be
run using the ARPANET to drive the test processes. This is
u s e f u l  as i t  inc ludes  a tes t  of the I/O s y s t e m .

Honeywell will use the well—tested standard—scr ipt
cer formance benc hmar k for Pro jec t Guar d ian. As a resul t, this
task to develop a low—generator , dynamic benchmark has become
unnecessary for Project Guardian.

16. Independent Domains and Breakproof Services

This new task is to explore some of the implications of
removin g certain tradition al supervisor functions from the
Mult ics securi ty kernel and to ex plore extend ing the func tion o f
the Multics pro tec t ion mec hanisms to al low mul tip le, independen t
domains to be part of one process.

A tra ditional su perv isor includes many mec han isms that a re
no t secur i ty sensi t ive sim p ly to pr o tec t these me cnan isms f rom

• acci dental damage from user errors. o produce a security kernel
for Multics, many such mechanis as are oein~ moved o u t  of the
supervisor. By moving them to the user environ m ent, mecnanisms
such as the linker , the re ferenc e n ame m ana ger , and the  s e a r ch
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r u l e s become b rea kable ,  which “nuld make the system harder to
use. Fortunately, the Multics protection ring s provide a place
to protect non—kerne l mechanisms that should be breakproof. They
can execu te in a ring, say ring 3, above the kernel but below the
normal user ring . Becaus e all da ta base s mana ged by these
service mechanisms are private to a process , they are not part of
the s e c u r i t y  ke rne l  and need no t  be c e r t i fi e d , yet  they  canno t  be
broken inadvertently by user errors. Part of this project is
figuring ou t how to provide suc h b rea kp roof servi ces for Multics.

• The second as pec t of th is p ro jec t concerns pro tected
subsys tems . Nu l t i c s  has a lways  suppor t ed  u s e r — d e f i n e d  p r o t e c t e d

• subsystems , although the p r o t e c t i o n  r i n g s  can p r o v i d e  o n l y  one
way protection. It is not possible, however , to use the r i n g s to
p ro t ec t  b oth subsys tems  and b r e a k p r o o f  s e rv i ce s  a t  the same t ime
in the same process  w i t h o u t  m a k i n g  the  b r e a k p r o o f  se rv ices  commo n
to a l l  subsys tems in a p rocess  and t h e r e f o r e  p a r t  of the s e c u r i t y
kernel for those subsys tems. The essential dif ficul ty is tne
total ordering of privilege implied oy the protection rings.
Thus , to provide breakproof services some otne r way must be found
to pro tec t su bsys tems , if the functional ity of protected
subsys tems  is to be m a i n t a i n e d . The me thod  be ing  e x p l o r e d  is
s i m u l a t i n g  m u l t i p l e  i ndependen t  d o m a i n s  ( c o n t a i n i n g  r i n g s )  in a
process using multiple descriptor segments for a process. T h iS
project is just beg inning .

The r e s u l t s  of t h i s  t a sk  a re  too p r e l i m i n a r y  f o r  a comp le t e
evalua tion. However , Honeywell presently believes this effort
may r e q u i r e  e x t e n s i v e  r e — e n g i n e e r i n ;  to be u s e f u l  f o r  G u a r d i a n .
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Sec tion III

Summary

This paper has presented the status of the technical tasks in
• a r e sea rch  p r oj e c t  to evolve  the M u l t i c s  s u p e r v i s o r  in to  a

security kernel capable of suPporting c u r r e n t  M u l t i c s  f u n c t i o n s .
A sample of the specific tasks and investigations has been
desc r ibed . F ind ing s f r o m  these t a sks  a r e  be ing  r ev i ewed  to
d e t e r m i n e  a p p l i c ab i l i t y  to de s ign  of the Mu lt i c s  k e r n e l .  In
total , these re sea rch  e f f o r t s  c o n t r i b u t e  to the o v e r a l l  o b j e c t i v e• of determining the best way to reduce  the  s ize  and c o m p l e x i t y  of
the M u l t i c s  s o f t w a r e  w h i c h  w i l l  be c er t i f i e d  as c o r r e c t .
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AP~~L L ’~L I X  A

A ir Force Elec tronic Syst ems Division Commen ts

• k-age 2, para 3, 2nd sentence: Isn ’t tnis true for 1~ultics also?

page 3, fi rs t l i n e : ~ non—honeywell :eference ~ou1u a~~u
• 

• 
credinil ity to tnis claim .

k-a g e 10 , para graph 2: The f i r s t  s en t ence  is s o m e w n at  c r y p t i c .
Ex~~l a i n  w h a t  is m e a n t  by “ to  l i e  c o nv i n c i ng l y ” .

Page 1C , pars 4, 2nd sentence: The reason for tne necessity
inuL cat ed nere is unclear.

• k-age 11, cara 2: The intent of tne last sentence is unclear.

• i-a~~e 11, oara 4: ~eohrase tne fiftn sentence or else ~-ake t~ o
sentences out of it. The :~caning is n o t  clear. Is there only
one suc1i language?

page 12 , 3ara 1, line : ‘La5 ier ” tnan ~~~~ ot:~er ~o~3e? ~io .~r~a t
is tne compar Ison bein~ mac1e ? Same for “m o r e  readily ’ .

i-a~~e 12 ,  p a r a  2: honeywell’ s “ r e v i e~; of t~ 1s task is unclear
If  the  scne me  re~~u i r e s  an I/C controller with more capabi lities
t~ un in tne current ~iultics , and will not be imu1 e~-entea in tne
n e a r  f u t u r e ,  w n y  d i ll  r e s u l t s  of tne w o r k  oe in c o r o o r at e u  i n t u
tn e kernel design? ~.nicn results?

k-u •~e 13, para 3, 2nd sentence: It is unclear now tne conclus iom

~as derived.

ia~ ’e 14, para 2, 3rd sentence: ,\i1l the low level : l : ~lex orn eeu  to ma d e  use of tn e sys tem ’ s v i r t u a l  ne~-or ~ tacil~~ties ~ft n e r e  ar e  more  v i r t u a l  Drocessors  tn an  rea l  Pr o c e s s o r s?  If  ~~~~~~~~~

t n e n  ~aat  does £~ x i n g  t h e  n u m o e r  of v i r t u a l  p r o c e s s o r s  in a d v a n c e
ouy you o v er  not t i x i n g  the number in advance? ~1 hu t  is t~~e

• d i f f e r e n c e in op e r a t i o n between the hi~ h level a n u  low level
rultiolexors?

k -age 14,  p a r a  2 , 4 t n  se~~t e nce :  It  is u n c l e a r  w:i~~ t ‘ m u 1 t ~~olexes ’
a r e .  ar iou ld  tn e  w o r u  o~ ‘~m u l t i p 1ex u r s ?

i~aue 15, cara 2: Is certifie d scft~~~r e  no t n e e d e d  ~ecu u se t~ e

~LL n~~tt~ are ia certiti e~~, or is cer t it ie c soft~~sre sime i~ not
nec j

k-age 16, rar a 2 , sentenci- 2: ~ne~~ e an~ n~ of t~ e ‘ xxx ” ~n tus
sentence is unclear.

t~~— 1



Page 16 , para 2: Typographical error: ‘This ~orK ~.ill oe
fur tner reviewed a additional data becomes availaole a n d  tnen
overal l  kernel design progresses ’ .

Pag e  17, osra  1: Honeywell’ s review of task 5 here is no
c om o l e t e  and is u n c l e a r .

k-age 17, para 3 , line 4: i-lease exolairi wnat is meant by ‘tne
CLL language ass oeen susoendec .

Page 17, Section 7: Briefly describe that nature of tne f l a w .

k-age 17, ocra 7: ~1ore snould be said about this task. Is it
true that all holes found would be corrected by a verified
Ker ne l?  ~ere there no covert cnannels discovered ?

Page iS , para 2— ’~: .~nat nas task6 to do witn a K e r n e l  f o r  a
secur e ~iultic s?

k-age 18, cara 4, last sentence: A researcn task could not become
tne standard ~~~ since the ~.CP is a software system and a
research tas.~ is no t .

Pa~ e 19, pars 7: .dny tne ~urroughs operating s~ utem? :ore
r a t i o n a l e  is r e q u i r e d .

• Page 2C , p ar a  2, l i n e ~: It is unclear wnat . .. oroad res ea rch
tapes . . .“ are.

Page  21 , p ar a  5, 1st s e n t e n c e :  ‘ . . . determine the performance
effects •’ of ‘~aat and/or on .~h at ?

Pag e  22 , p ar a  2 , l i n e  3: E x p l a i n  w n a t  a ‘low— ~ e n e ra t o r , d y n a m i c
cen c flma r k ’ IS.
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