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EXECUTIVE SUMMAR Y

This study was supported by the O f f i c e  of Naval Research as a part

of a larger project concerned with the developmen t of automated and semi—

automated decision aids to assist the commander and s t a f f  of a Naval Task

Force. Previous CRC analysis (Mathematical Decision Aids for the Task Force

Commander and His S t a f f ,  AD #A 023 940 , CRC 593—01—CR) had identified the

p rob lem of f l ee t  ai r defe nse as a particularly promising area for the develop—

men t of mathematical decision aids. At the beginning of this project, after

a gene ral review of fleet’ ai r defense to identif y speci f ic problems most

likely to benefit  from mathematical decision aids, the area of electronic

war fa re  was chosen for  this study . It was chosen not only because it tends

to be critical to combat outcomes but also because of the large quantity of

technical data and the complex system interactions that make it a d i f f i cu l t

area for the application of military judgment. For these reasons, it was

concluded that analysis tools to assist the planner in assessing the effects

4 of electronic policy on potential military outcomes might contrIbute substan—

tially to improved decisions .

Specifically, emission control policy was selected for detailed analysis,

and the effort was directed toward the development of a conceptual design for

an EP (emission policy) decision aiding system. The resulting design includes

three main components :

(1) An air surveillance evaluation component , which provides

a quantitative estimate of the air surveillance perfor—

mance that can be expected under alternative emission

control plans.

(2) An information analysis system, which provides a quantitative

assessment of the information concerning the identity of ships

(particularly high—value ships) that can be given away to the

enemy as a consequence of radar and other electronic emissIons

under any specified emission control plan .
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(3) Two decision aiding disp lays to assist the user in making

trade—of fs between surveillance performance and information

given away by his own ship ’s emissions. One of these

simp ly displays a combined judgmental performance score,

as a function of the judgmental weights assigned to the

two types of information. The second is based on a

quantitative calculation of overall air defense effectiveness,

which is estimated as a function of both the air surveillance

coverage and the information given away to the opponent

(which can be exploited to plan more effective air strikes

against the task force).

During the course of the study an initial prototype version of the

air surveillance portion of this decision aiding system was developed and

demonstrated .

To provide a realistic evaluation of the overall decision aiding

concept, the prototype development should be extended to include the complete

system, and the system should be tested in a simulated fleet environment to

evaluate the potential usefulness of the concept and to compare alternative

wasy of displaying the information available in the system.
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1 INTR ODUCT ION

This study was supported by the Office of Naval Research as a part

of a larger porject concerned with the development of automated and semi—

automated decision aids to assist the commander and staff of a Naval Task
• Force. Previous analysis by General Research Corporation (CRC) (Mathematical

Decision Aids fo r the Task Force Commander and His Staff, AD #A 023 940,

CRC 593—01—CR) had ident if ied the problem of f leet  air defense as a part icularly

promising area for the development of mathematical decision aids. Consequently

the initial effort under this contract was concerned with the identification

of those specific areas in fleet air defense that would benefit most from

• mathematical decision aids . A number of initial visits were made by CRC

personnel to discuss the problems of fleet air defense with experts at Johns
Hopkins Applied Physics Laboratory, the Naval Research Laboratory, the Naval
War College at N ewport , Rhode Island , the Tactical Action Officer Training
School at Dam Neck , Virginia , and a number of Naval o f f i ce rs  (at the Pentagon)

with air defense experience. These discussions revealed that some of the most

di f f icu l t  issues in fleet air defense seemed to be associated with the
electronic warfare aspects of the problem. Indeed, the electronic warfare

problems seemed to provide a particularly promising area for aids to human

planning because of the large quantity of technical data involved, and the

obvious difficulties in visualizing the interactions of electronic systems.

Many other air defense problems could , of course , have been addressed ,
1 
but

it appeared on balance that a decision aiding system dealing with electronic

warfare issues might be the most useful. Moreover, because a study group

at Stanford Research Institute was specifically working on a combined air

strike—air defense planning aid, the choice of the electronic warfare area

for the GRC project would tend to minimize overlap between the two studies.

~i4ow to balance the assignment of aircraf t between air strike ~.nd fleet air
defense activities; where to station combat air patrol aircraft and what
aircraft to assign; how to coordinate the activities of manned interceptors
with missile defense ships; etc.

I
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With the approval of the ONR project monitor , the CRC effort was

focused specifically on electronic warfare (EW). A new round of discussions

was held with electronic warfare experts at NAVELEX, the Naval Research

Laboratory, the Second Fleet, the Johns Hopkins Applied Physics Laboratory ,

and the training school at Dam Neck. Those discussions led to the decision

to concentrate the effort primarily on the issue of emission control policy,

and they provided the background for the overall design concept that is

developed in this report.

2
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2 OVERVIEW OF THE EMISSIONS POLICY PROBLEM
Modern naval warfare is largely a battle of information. Success or

failure is critically dependent on the accuracy and reliability of infor-

mation available to commanderr on both sides. Moreover , the tactics of

cover and deception are likely to play a central role in any future naval

battle . Because modern electronic and acoustic detection systems provide

some of the most important sources of combat information, plans for cover

• and deception usually require close coordination with emission control

policy .

Present EW plans are usually developed in a rather perfunctory or

standardized way that does not really tailor them to the circumstances,

or allow them to be adapted dynamically to the objectives of a particular

mission. A well—designed emissions policy decision aiding system should

not only help the Task Force EW officer develop plans that are better

tailored to the particular mission environment, but it should also provide

displays that will allow the commanding officer to evaluate more accurately

the key choices that are available for the control of his emitters .

Emissions policy is concerned primarily with the acquisition and denial

of information . The objective of any emission control plan is to provide

the most favorable possible balance of information, specifically, to ensure

that the Task Force is able to obtain the essential information needed for

its mission and to deny information to the enemy or to mislead the enemy

by providing him with misleading information.

Present planning procedures call for the development of what is called

an ENCON (emissions control) plan as part of the Task Force OP Order. The

original concept of the ENCON plan was to specify appropriate restircticr.s on

the operation of any emitters (i.e., radar , sonar, or corrinuncations equipment)

that could give important information to the enemy . More recently , especia ll’:
in th e Second F leet , this pe rspect ive h as been r ever sed , and th e policy ~as

been to avoid any emissions unless they are reall’?- important to the Task Force

3 j
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• mission. With this change in perspective , the plans in the Second Fleet

are now described as EMREL (emission release) plans. However, NATO
procedures are still based on the EMCON concept.

Actually, of course, a trade—off is always involved . Restricting

the use of one’s own electronic equipment imposes restrictions on certain
Task Force capabilities and functions. The qi~estion is whether the denial

of information to the enemy is of greater importance . The objective of an

ENCON or EMREL planning aid should be to provide a better understanding of

the information exchange involved so that better trade—off decisions can

be made .

At the present time, the need for an emissions policy planning aid

tends to be obscured by severe operational difficulties that are experienced

in implementing existing EMCON “lans . Experience in exercises has demonstrated

that as a practical matter the commanding officer does not really have control

4 over the ship ’s emissions. Without positive central control of emitters,

some may be inadvertently left on or restored in an untimely manner.

In addition to the operational problems , there are also some rather

serious technical problems that uncessarily degrade readiness. Electronic

equipment cannot be maintained in a high state of readiness unless it is

operated at least occasionally . To allow the equipment to be turned on for

maintenance (or to be kept in a ready status despite EMCON requirements),
many radar systems have been provided with a dummy load which theoretically

should allow the equipment to operate without actually radiating. Unfortu—

nately, in many cases the existing dummy load configurations are technically

defective so that there is substantial radiation even in the dummy load

configuration . These technical and operational problems have been so severe

that recent priorities ir the EW community have been focused on the imple—

mentation rather than the planning aspect of ENCON

.4



Implementing ENCON plans can he traced to three fundamental problems :

(1) The commanding officer does not have any central control panel

that will give him positive control over the radiation of the

electronic equipment of his ship. He depends upon individual

members of the crew to observe the ENCON regulations .

(2) There is no comprehensive capability to monitor emissions from

the ship, or from other ships in the Task Force, so for many

pieces of equipment there may be no way of knowing that they

have been left on.

(3) Even though existing ENCON plans tend to be rather routine,

they are not sufficiently standardized to allow crews to memorize

procedures for each plan. Consequently , implementation of a

plan requires a crew member to check each piece of equipment

against the proper EMCON Op Order . Even after they check the

Op Order , crews may be slow and error prone in impiern~nting
4 the plan.

I
It is obvious that EMCON plans cannot be effectively implemented

unless the commanding of f icer  is provided with a positive control

capability and an effective capability to mon~tor the ships in the

Task Force for EMCON compliance.

p 

The Navy now has under development a positive control system called
MUTE,which will allow central control over each ship ’s emissions. Although

I ~ this system should give the captain of each ship positive control over his own

ship’s emissions, it will not provide either positive control or a monitor-

ing capability at the Task Force level. Most EW officers now seem to be

convinced that MUTE will solve the operational problems . However , this

view may be overly optimistic . Although MUTE will obviously help, it seems

likely that the problems will not really be resolved until the Task Force

EW officer is provided with an effective monitoring capability. A rather

~;.‘~~f~~ l i nc idc~it will explain zhe problem.  On a r ecen t  :ra ining ex er c i s e ,

~;; off icer reported that one of the ships i~ ~~~~~ Task ~~ rce i~as 3~~~ r —
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ati ng the Mk— radar in violation of the EMCON plan . However , at tha t
f requency,  he had no direct ion f inding capabi l i ty  and therefore  could not
identify tie offending ship.

Because of the current difficulties in the implementation of ENCON

pla ns , the re ar e wide differences of op inion about what changes in EMCON

planning procedures mi ght be most help ful .  Some operational officers

wil l argue chat the real problem is the lack of s tandarizat ion of plans.
Each EW o f f i ce r  produces di f fe rent  plans . If the f leet  would onl y sett le
on a few standardized plans, they believe the operational prob lems could

be solved . EW specialists , however, are more likely to believe that

the present use of almost routine plans that are not tailored to the

specific situation is the most serious problem .

An objective appraisal of the situation would probab ly conclude that

the lack of an effective capability to implement EMCON plans is, at present,

4 the most serious immediate problem. Although the implementation problems

appear at present to be the highest priority issue, they do not fall within

the responsibility of the ONR decision aiding project. After these problems

have been resolved , however , emphasis seems likely to shift to developing

really effective plans that can be tailored to a particular situation.

The EW decision aiding concept that is developed here is aimed at such a

time period.

I
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3 GENERAL DESIGN APPROACH

The p resent EMCON p lanning procedures are s u f f i c i e n t l y  pr imi t ive  tha t

even the f i r s t  steps of organiz ing  the data and providing the EW officer with

an effective data retrieval capability would be a major advance. At present ,

the EW o f f i c e r  can be so preoccup ied with the problems of obtaining current

EW informa t ion to use in the planning process that  the planning and decision

process itself gets very little attention. If an EW decision aid is to meet

practical operational needs and gain wide acceptability, it will be necessary

to provide capabilities that range from very simple data retrieval assistance

to more sophisticated decision aid functions.  The design concept for the de—

cision aiding system that will be considered here has been developed in accor-

dance with this principle.

The present development of an EW plan begins with the collection of a

large amount of information. Roughly speaking , the steps are as follows:

1. Identify the specific ships and ,types of aircraft that are

relevant to the problem :
4

a. Own fotces

b. Enemy forces

c. Neut ral forces

• 2. For each pla tform (ship o r a i rc ra f t ) , iden tif y relevant

electronic equipment :

a. Emitters (radar , sonar, communication transmitters)

b. Sensors (ESM,
1 

passive sonars , radio receivers)

P c. Jatnmers

3. For each equipment , obtain electronic characteristics.

4. Match up equipment by frequency range.

S. For each anticipated ENCON opticn , evaluate for each equipment

the advantages and disadvantages of having the equipment in

operation.

elec tronic warfare support measures refers generally to equipment de—
sizned to monitor portions of the electronic spectrum.
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6. Decide equipment status for each EMCON option.

The steps in this process that are most relevant from the perspective

of the decision aids project are , of course , steps 5 and 6. However , these

cannot be carried out unti l  the preceding four steps have been comp leted .
The decision aid concept described here is intended to provide assistance

with all of the steps in the process.

Although the simple data retrieval and data analysis functions that

will be discussed first may not seem to directly address the decision aid—

ing function , they are a necessary precondition for that function. Within

the overall desi gn concept , these preliminary steps serve two separate pur—
poses. First , they meet the critical need of EW specialists for such basic

data management support. Second , they provide the foundation of data pro—

cessing capabilities that is need to support an EW decision aiding system .

4 3.1 BASIC DATA AND DATA PROCESSING REQUIREME NTS

Most of the necessary EW information is already included in proto—
type fo rm as a part of the ONR decision aids data base. Substantial addi-

tional information will probably not be required , although during the develop—

uient of the decision aid certain oversights may be detected in the EW infor-
mation that is currently planned.

The data processing capabilities already provided by the University

of Pennsylvania fo r the ONR project appear to be well suited to the re-
quirements of the EW decision aid. Probably, the easiest way to describe

• these requirements is to discuss the way a data management system would

V be used in the planning process.

The f i r s t  step in the planning process is to identif y the ships and

aircraft , friendly, hostile , and neutral , that are likely to be relevant

to the p roblem. The user will want to beg in by suppl ying the system with

th is  basic information on the forces involved. In the case of his own

forces , he will know exactly what units are involved . In the case of the
enemy forces , there may be some uncertainty, so it may be desirable to

-IB
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allow the user to specify  an est imate  of the probabi l i ty  ~f involvement

fo r spec i f i c  p l a t f o rms o r types  o f p l a t fo rms . At the request of t l e  user ,

the sys tem should then be able to retrieve and disp lay the specific elec-

t ronic equipment for each platform. Similarly, it shou ld be able to retrieve

t he electronic character is t ics  information for  each p iece of equi pment.  The

existing University of Pennsylvania “relational” data base seems ideally

suited for  this task.

3.2 VIDEO DISPLAY CAPABILITY
If the system did nothing but retrieve and tabulate such infurmation ,

however , the user would be presented with  a massive quan t i t y  of undigested

info rmation. Consequentl y,  the information must be organized and presented

in a way that is most useful for the EW p lanner. Fortunately,  the EW prob lem

lends itself quite easily to display in frequency space. Experienced EW

officers often expend a great deal of effort on maintaining personal note—

books that organize the information graphically in frequency space. Thus ,
4 t here should be no doubt about the use f ulness of such a frequency display.

The display might take a left—to—right form in frequency space as

shown in Fig. 1, using color—coded horizontal bars to define the frequency

range for each piece of equi pment. The actual assigned frequency fo r each

piece of equipment could be shown as a heavy line with a light or dotted

line showing the frequency capabilities. The bars for different pieces

of equipment could be staggered vertically to avoid over lap in the dis-

play. The screen should probably be divided into three sections. For

example, the upper third could be devoted to friendly eqi~ipment , the mid—

die third to hostile, and the lower third to neutral (including both

neutral ships and commercial communication channels in the environment).

The user should be able to specify a frequency range of interest and ob—

tam a complete plot (probably in the logarithm of frequency) of all

relevant equipment in the specified frequency range. Color codes might

be used to identify types of equipment——for example , red for  radar , orange

for  j ammers , green for ESM , yellow for  communications . The frequency

9
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display for the radars and other major emitters should include not only

the fundamental frequency but also the major frequency harmonics that

are likely to cause interference with ESM and communications equipment.

Th is t ype of display has many potential  uses :

1. To plan the allocation of friendly ESM coverage of the frequency
bands.

2. To allocate the actual frequencies to U.S .  f i re  control and
surveillance radars to minimize mutual interference.

4 3. To help evaluate the vulnerability of friendly emitters to
enemy ESM.

4. To check for possible peacetime interference with commercial

channels.

This type of frequency display should be designed for use in an

interactive mode. The user should be able to specify what equipment is

to be silent, change frequency assignments for others , and then obtain

a new display. In this way , the user will be able to visually inspect

a display in frequency space to detect errors or oversights in his plan.

V 
To simplify the specification of EMCON plans, the user should be

able to specify broadly the general structure of the plan and then

specify exceptions in detail. To facilitate such an approach, a hierar—

chy of levels of detail is needed in which the more detailed specifica—
-‘ tions override the less detailed. For example, the user might first

specify total silence in bands E through H. He would then specify any

exceptions in terms of specific types of equipment. Finally , he might

specify exceptions within an equipment type for particular platforms .

This type of video display would provide the EW officer with auto—

mated assistance that would bypass a large fraction of the tedious work 
V

that is now involved in the development of ENCON plans.

1 11
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The display is, in fact, a very rudimentary form of outcome calculator. V

For any specified EW plan, the system calculates an “outcome” in frequency

space and displays the outcome for review by the decision maker.

3.3 DATA RETRIEVAL REQUIREMENTS FOR ESM THREAT IDENTI FICATION
The basic data retrieval functions for such a video display involve

a capability to start with the specified platforms, and retrieve the

associated electronic equipment and the electronic characteristics of

the equipment. Many other ESM activities, however, require a capability
to reverse this retrieval process. Having detected a particular electronic

emission which can be characterized by frequency, pulse length , repetition

rate , etc., the type of equipment needs to be identified and then the types

of platforms that could be carriers of the equipment need to be determined .

Fortunately, the relational data base also provides a very effective capa-

bility for such reverse retrieval.

4
a The general ESM threat identification problem is somewhat more corn—

plex. In general, a signal can be ambiguous so that it could be attributed

to more than one possible type of emitter. In addition, ESM surveillance

will often identify more than one emitter on a single platform. Thus,

a kind of Boolean logic is needed to identify the types of platforms that

could be responsible for both emissions. This type of logic should undoubt—

edly be included as a part of the ESM decision aid.

.1~

To use such a system, the user would input the characteristics of

p emissions observed from a platform and as output would obtain a list of

IV.ossible platforms. For the system to be useful as possible, the user

should be able to specify whether the analysis is to be done only with

respect to platforms he has specified as relevant, or whether it is to

done for all platforms in the data base. •

.1
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Although such an ESM threat identification capability has been de-

scribed so far as an operational capability (for use when ESM signals are

actually received) the same capability is required in the development of

EMCON plans. One of the key questions that the EW planner must consider

is the degree to which his emitters will give away identity information,

especially for his high—value surface ships. For any specified assumption

about which emitters are turned on and detected by enemy ESM, the same analy-

sis system could be used to assess how much identity information might be de-

rived by enemy intelligence. Specifically, the system could provide a report

indicating what other ships could generate the same pattern of electro—

magnetic emissions.

3.4 TRADE-OFF SUMMARY

The essential problem that must be faced by the EW planner concerns

the balance of information. How should the Task Force be configured

elect ronically so that the balance of information will be as favorable

4 as possible? Turning off radars and emitters denies certain information

that otherwise might be acquired by enemy ESM equipment. On the other hand

this also denies to our own forces information that might otherwise be ob—

tam ed through active use of the emitters. In some cases, the development

of deception plans will also involve the use of simulated emissions to

mislead enemy ESM analysts. One of the obvious function of a decision aid

should be to help the planner evaluate the specific information involved

in such trade—offs.

The best emissions policy for any specific operation depends not

only on the actual information balance but also on the importance of

specific information to the Task Force objective. Consequently, to arrive

at good decisions , it will be necessary for the planner to supply value

judgments about the relative importance of the various kinds of information.

Thus, such a decision aid should operate in partnership with the planner.
V 

The decision aid would help in identify ing the specific information involved ,

and the planner would evaluate the tactical importance of the information.

13
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Conversations with Naval Officers have revealed some interesting

differences in perspective with regard to this information trade—off.

• Very few officers now see the problem intuitively as a trade—off. Offi—

cers with an air defense orientation seem to think of maximizing air

defense capabilities subject to EMCON constraints , whereas the EW officers

tend to think minimizing emissions that could give away information sub—

ject to the requirement to maintian some essential level of air defense

capability. One of the important effects of an EMCON decision aid might

be to encourage the planners to view the problem from the broader perspec-

tive of an information trade—off.

3;
To provide such a capability , three basic analysis components are

V needed :

1. An emissions analysis tool that can be used to assess the

information that may be given away by having various combina—

tions of equipment turned on, and the confusion that can be

introduced through deception (i.e., the use of simulated

radiators).

2. An air defense radar surveillance model that can be used to 
-

•

assess the effects of various EMCON restrictions on air

defense capabilities , both in an unjaimned and a jamming en—

vironment.

3. Some procedures to assist the user in making the value

judgments that are needed to balance these two consid—

erations.

In actual ENCON planning, there are many other considerations which

must be taken into account such as: the effects of communi cation restrictions
S on Task Force performance; and the policy to be followed with regard to fire

control radars and the selected use of jammers to degrade enemy capbabilities.

However, the foregoing three compone~its provide a basic capability to deal

wi th some of the most importan t trade—offs , and they define a logical frame—

york within which user judgment can ~~~~ applied to take still other factors

into acccurit . Moreover , if the ~‘asic c. ~~~~~t proves su :cessful , the fra~.e~ cr :

could e?V si - be expanded t :  fnclude Sor~e ~f the related anal’V’ t f ca  capabilities .

- VV ~~~~~~~~~~ ~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~ • ~~~~~ ~~
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Thus, in terms of the present ONR objective of providing a

demonstration prototype , the preceding components seem to define a

satisfactory point of departure. The next three sections summarize

the proposed design concept for each of these subsystems.

15
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4 THE EMISSIONS ANALYSIS DECISION AID V

When electronic emissions are intercepted by enemy ESM equipment ,
they can provide the enemy with three different types of information:

1. Detection of presence 
-

2. Location of individual units

3. Identification o~ individual units

The proposed emissions analysis aid will focus primarily on the prob—

p 
lem of identification. Such identification information is important because

it allows the enemy to distinguish and concentrate his resources of high—

value components of the Task Force such as the carriers and cruisers.

Although the other two types of information are also important, there

does not appear to be as much need for an analysis system to deal with them .

L~.l DETECTION

The assessment of ESM detection is relatively straightforward . Current

trends in ESM equipment suggest that, In the future, any radar that is within

the frequency coverage of ESM gear should be detected almost as soon as it

comes on the air, so long as it is within the radar horizon. Thus, the cal—

culation of detection probability can be accomplished by simply checking to

determine whether the radiation frequency is covered by ESM gear within the

radar horizon. Some existing ESM equipment may fail to detect because of
faulty maintenance; or it can have significant time delay before detection

p occurs. Although a model of ESM detection probability vs. time might be
useful in dealing with this equipment, it does not appear to be a high pri-

ority issue for the time period of interest.

4.2 LOCATION

ESM systems can also play an important role in the development of

location information, but at least at present, the enemy is more likely

to rely on his own radar to obtain location information on individual U.S.
units. Of course, if for some reason he is attempting to operate in a com-

pletely passive mode , he may try to obtain location information by triangu-

lation methods, using the direction—finding capabilities of his ESM equipment .

p 16
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Such triangulation can be accomplished with a single airborne sensor by

using the direction—finding capability from differen t points on the air—

craft trajectory . However, the angular accuracy limitation of present

ESM direction—finding equipment together with the operational problems

of plotting and coordination tends to limit the usefulness of triangula-

tion.

In the future, a much more accurate passive location capability can

be provided by analyzing the time of arrival of radar pulses at three or

more ESM receiver locations . Although , in theory, this type of position

finding can be accomplished very accurately without a direction—finding

capability, it does require good communication channels between receivers

that are separated by considerable distances, and this can be a serious

problem for an opponent that is trying to operate in a completely passive

mode .

Because of the coordination and communication problems involved in

the passive location methods, it seems likely that, for the near future ,

military forces will prefer to rely on active radar surveillance for posi-

tion information, since airborne surveillance radars can be used without

giving away any significant information about the location of high—value

surface units.

4.3 IDENTIFICATION

One serious limitation of such active radar surveillance is that it

does not provide information on the identity of the surface units that are

being observed. Thus, it is necessary to supplement the radar data by other

sources in order to obtain the identification information . In periods of

good visibility , visual air surveillance is usually the most reliable source.

But at night and during periods of poor visibility, visual identification may

not be possible . Moreover , there can be tactical reasons why air surveil-

lance cannot be used. Thus the identification function is probab ly the most

17
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important combat role for ESM equipment. It is a function that is needed

regardless of whether the position information is provided by active radars

or by passive monitoring methods. When ESM gear is used in this way, the V

direction—finding capability plays an essential role because it makes it
possible to associate passive emission signals with particular radar returns.

Under such situations , ESM becomes an essential link in the identification
process. One of the most important functions of EMCON plan is to make sure 

V

that this ESM identification function will not be easy for the enemy.

To pu t the identification problem into an operationa l perspec tive ,

it is helpful to visualize the environmen t of a comb at informa tion cen ter
where all participants in a battle or. a crisis situation appear only as

spots on a radar display . Some spots are brighter because they correspond

to larger ships, but there is little or no information designating which

ship is which . Some of the spots actually correspond to commercial ship—

p ing , some to neu tral , f r iendl y, or hostile warships. Some of the hostile

warships, such as destroyers, may be of relatively minor importance compared tc

others that may be cruisers or aircraft carriers. In order to know what targets

to shoot at, how to allocate firepower, and how to maneuver for combat ad—

p vantage, it is vitally important to know which ship is which .

The ease with which the enemy may be able to manage the identifica-

tion function will depend to some extent on the quality of his communica-

tions between ships. If he has operational data links, such as those pro— 
p

vided with the NTDS, he may be able to communicate track and identification

information between ships. However, if~he is operating under ENCON coinmuni—

cation rules that severely restrict such communication , each ship may be

largely on its own with regard to the identification function. In either

case, however, it can be helpful in planning ENCON procedures to have a

way of assessing the amount of identification information that is provided

by one ’s own emissions.
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The prop osed emissions analysis decision aid rakes th e form of a

Bayesian inference analysis system , which evaluates the effects of the

elec tronic emissi ons on the opponen t ’s ability to estimate which ship is

which . If there is no identification information , then each radar return

(or observed emitting p latform) is equally likely to be associated with

any of the ships in the area. If we credit the enemy with an ability to

use the strength and size of the radar return , then he may be able to
classify ships to some extent by size, but he still would not be able

to make any distinctions within a size group .1 Thro ugh the use of ESM ,

p he may be able to refine such general estimates . He may be able to

definitively identify certain ships as U.S. Navy ships. Or , he may be
able to uniquely iden tif y a ship as a U.S. aircraf t carrier , or even a

specific aircraft carrier. The Bayesiar. analysis system can provide a

quantitative measure of the degree to which enemy ESM efforts can reduce

his uncertainty about the identity of each L’.S. ship. Such a system can

evaluate the degree of uncertainty concerning the identity of each blip

4 that would remain after an analysis of the ships’ electronic emissions .

ç Wi thin the sys tem, this estimate takes the form of an identification proba-

bility matrix P.., which specifies the opponen t ’s Bayesian estimate of the

probab ility that the radar return , i, mi gh t ac tually be genera ted by shi p
j. Since each ship must be somewhere , the summa tion of probabili ty for

any ship (or any radar blip) should always be equal to 1.0. Specifically,

~~~
P
i j  ~~~

P
i~ 

= 1.0

F ’
If the idencit; of blip I is reliably known to be ship k, then F ,. = 1.0

if j = k; and P . .  = 0 if j  # k. This matrix representation , of course ,

provides a complete description of the uncertainty in identit .’ for each

observed pla tform . From a theoretical perspecti~rp , the c2lculatior, of

the P~~ matrix is a simple application of Bayesian inference nather~atics.

~Such radar “sire” information is vulnerab e, of course , t c  the use of dece~ —
r ive repeater jarmers that can increase the apocret~t size of a radar tor;et .
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In practice , however, the problem is not so simple because the required

calculation increases very rapidly as the number of ships increases. Con-

sequently , to provide a practical computational system , it is necessary to

use approximation methods . See Sec. A .1 of the appendix for more details.

All-hough the system is described in a context where the opponent is

using ac tive radar to prov ide loca tion inform ation , it is just as applicable

to any situation where he can associate some combination of emitters of

unknown identity . For example, in cases where the platforms themselves

are iden tified on ly by passive methods , the same mathematical methods would
be needed to analyze the identification problem.

Because of the completeness of the information contained in the

matrix, the matrix can be used to answer any specific user queries

about the resulting formation status . Undoubtedly a number of standard

formats should be provided to anser questions such as: What other ships ,

4 or types of ships, are likely to be confused with any high—value ship of

interest? What are the probabilities of such confusion? Similarly, the

same basic probability matrix can be used to define the information state

so that it can be analyzed or evaluated by other computerized algorithms .

However, if the user is dealing with a large Task Force, the size

of the basic matrix can become very large, and it may become very tedious

to examine different EMCON alternatives in terms of such detailed informa-

tion. Therefore, to facilitate the examination of a larger number of al-

ternatives, the system design allows the user to define a single qualita—

tive “score” that he can use to make a first—cut comparison between differ-

ent EMCON alternatives . Since the specific issues of importance can vary

widely depending on the specific objectives and environment of the task

force , the scoring criteria are designed to mak e use of value judgments
that can be supplied by the user . Two different scoring procedures have

been desIgned . One is concerned with errors the opponent is likely to make

I
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in assessing the value of ships as potential targets. The other is con-

cerned with the errors he is likely to make in a more detailed classifica-

tion of the ships by type and class.

It is clear that the importance of identification information depends

on the value of the ship that is being identified . It is usually more im-

portant to know the identity of an aircraft carrier than of a destroyer ,

so this difference in the value of what is being identified should be re-

flected in the scoring procedure . If we look at the problem from the per-

spective of the enemy’s capability to target our force , it becomes apparent

- 

- that what is most important is the enemy ’s ability to estimate the value

of each potential target. For example , if a task force contains two carriers,

we have very little to gain by confusing the enemy in distinguishing between

them . But, if we can leave him confused between a low—value unit like a

destroyer and a high—value unit like a carrier, there is a very real loss

in his ability to do effective targeting . Thus, one useful measure of the

quality of identification information available to the enemy is provided

ç within the system by evaluating the extent to which the enemy ’s estimate

• - of the value of the units as po ten tial targets is uncertain or distorted.

But there are also cualitati--e as well as ‘.~aluative fac tors r~ at are
important in assessing identity information. For example , a tanker and

p 
a destroyer might be of essentially equal value, but they pose very differ-

ent threats, and the appropriate tactics for dealing with them should be

quite different. It is important to be able to recognize ships by class

and type even though the ships may be of very similar value. The structure

of the available classification information can be usefully approximated in

a hierarchial form. The categories migh t be approximated as follows :

Side: Friendly , Neu tral , Hos tile

4 4 1
Type: Cruiser , Destroyer , Carrier , Tanker , Su~ p1v , Commercial

Class: Belknap Class , Virginia Class , Le~ hv Class

mit:  Be1’~na~ ( C C 2 ~~~ ) ,  Jose~ bus t’aniels (C~~~T ) ,  etc.

_ _  

-
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The min imum level of knowledge would be side only. If the side is

correctly identified , the additional credit would be given for knowing

the type ; if the type is correct , additional credit would be given for

knowing the class; and , finally, if type and class are correct , addi-

tional credit would be given for knowing the specific unit.

To allow tor both the value—oriented and the classification—

oriented points of view , the decision aid is designed so that the user

can decide how much weight he wishes to attach to each of the two scor-

ing methods. Thus, the user could decide to place 40% weight on the

value point of view , and 60% weight on the classification perspective .

In addition , he might decide that , with regard to the classification

perspective, he ,would assign 30% for side. 40% for type , 20% for class,

and 10% for unit information. Finally , he could make his own estimate

of the value for each unit involved. With this definition of the de-

cision maker ’s value judgments , the system can evaluate , on a scale

from zero to 100%, the amount of identification information that is

V available to enemy ESM equipment . The score

S = c L V + ( l — c L ) C

would be given as weighted sum of two components , the value component

V and the classification component C. The user would select the weight—

ing coefficient a to reflect the importance he wishes to assign to

value—oriented as opposed to classification—oriented scoring.

I

• To estimate the score V in the value component , we define V as

a dot product between two unit vectors , where one vector is proportional

to the actual value v~ of each ship in the task force as estimated by

the dec ision maker , and the second vector is proportional to the best

Bayesian estimate ~~. of the value that is available to the opponent .
1~

I ~‘ 
Using the probability matrix to estimate v , we obtain
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= ~~~Pij
v
j

Normalizing both vectors to unit vector size, we obtain a value

V for the dot product given by

Evj~ j
V ‘V’ 2 ‘V’-.2 l/2

~~~
v
i 

X

1 1

Of course, the opponent could be confused not only about which ships are

which within the Task Force, but also between the elements of the Task

Force and other commercial and neutral or even the opponent ’s own ships.

To provide a proper reflection of such confusion with non—task force

elements, the values of commercial and neutral shipping should probably

4 be set to zeru (or at least very low) and the values of the opponent ’s

own ships should be treated as negative, to reflect the seriousness to

the opponent of confusing friendly and hostile elements as potential tar-

gets.

To estimate the value of the classification component C, we once

again make use of the probability matrix . But we define a new param-

eter S
ijk 

which is indexed over the hierarchical categories, k:

k =  1 for side

k 2 for type

k = 3 f or class

k = 4 f o r unit

By definition 
~ijk 

is equal to zero unless ship i and ship k fit in the

same clas~ ification at all levels of the hierarchy up to and incl uding

the kth level. Using this def ini t ion of ~ . , we can define a similarity
ijk

score which reflects quantitatively the similarity of two ships i

and j by category . Specifically, we define

23
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k k ij k

- 
where ak are the weights the planner chooses to attach to each of the
hie rarchical ident if ica t ion categories .

The total classification information C is then given by

c =EE~~ Y~~v~/Ev ~

where is the similarity score.

The preceding formulas define a procedure for reflecting the total

amount of identity information that is potentially available to enemy

ESM equipment.
I

The information can be used simply as a scoring procedure for

- - evaluating the information given away by different ESM alternatives , or

it can be used in a trade—off analysis with radar detection performance

to provide an overall figure of merit for an ESM plan when the trade—off

considerations are taken into account.

Obviously , in order to make the trade—off analysis explicit , it is

necessary to provide a parallel decision aid that can deal quantitatively

with the radar performance issues. The next section develops the concept

for the radar analysis decision aid.
t

I
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5 AN AIR DEFENSE SURVEILLANCE DECISION AID

L The ability of a task force to defend against hostile aircraft and

cruise missiles depends on the ability to detect such threat3 at a range

sufficient to allow effective interception with other aircraft , missiles,

or (as a last resort) guns . The probability of detection depends not only

on the physical capabilities of the radar , but also on the alertness of

the radar operators. In many operational situations radar operators fail

to detect threat aircraft even though the track would be clearly identi-

fiable on the radar screen by anyone who knew where to look. Because of

the probabili ty of such human failures , it is usually prudent to provide

f or some redundancy in the radar coverage. As the ENCON restrictions

reduce the number of operational radars, or reduce percentage of time that

the radars can operate, there is an inevitable loss in the redundancy of

coverage, and a corresponding reduction in the probably effectiveness of

the fleet air defense system. This reduction must of course be weighed

against the advantages that can be obtained through EMCON procedures that
deny information to the enemy. The purpose of the air defense surveillance

V decision aid is to provide the decision maker with a more quantitative under-

standing of the effects of EMCON policies on air defense surveillance

capabilities .

V 

As in the case of the ENCON identification issue, the planner needs a

number of different representations of the problem corresponding to dif—

ferent levels of detail in his consideration of the problem. At the most

detailed level the planner would undoubtedly like to see a geographic plot

of his surveillance coverage for any ENCON option he wishes to consider

in detail. Thus, the surveillance decision aid includes a capability to

produce contour plots of radar coverage.

In the past, plots of radar coverage and effectiveness have been

calculated itt several different ways. The most common plots have displayed

simply a “maximum detection range” with perhaps some other contours corres—

ponding to different cumulative probabilities of detection for each radar .

25
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Unfortunately , these traditional contour plots depend on the assumption

that the incoming aircraft is flying directly toward the radar and that

the radar has been on continuously . Such plots do not provide quantita-

tive information on the combined effectiveness of multiple surveillance

V 
radars and they do not provide valid information if the threat aircraft

has changed direction , or if the radars are to be switched off and on

periodically as has been suggested in some of the more recent EMCON plans .

To provide plots that will correctly reflect surveillance effective-

ness in such situations, the design includes an alternative display showing

contours of equal detection probability per unit time. Such contours have

the advantage that they can be easily combined to reflect the effects of —

redundancy in radars and operators. The resulting contours can be labeled

so that they should have a natural intuitive meaning since each contour

also corresponds to a fixed expected time delay before a previously unde—

tected object is likely to be detected . If the time delay is of the order

4 of 1 or 2 seconds, the probability of prompt detection will be very high.

However, in an area where the expected time delay is around 60 seconds

• there is a high probability that an aircraft will be able to penetrate

without being detected . The usefulness of such a display to the planner,

will, of course, depend on the ease with which the planner can become

comfortable with this new type of display. Tests should be conducted to

determine its practicality.

p Ideally one might like the display to reflect the effects of terrain 
-

and weather factors. It would not be difficult to include the effects of

sea state and even of a general rain environment on detection probabilities ,

and this should probably be included in an operational system. However,

it would be much more complex to include the effects of local terrain

k features (mountains, islands, etc.) and isolated weather features such

as clouds and squalls. Because of the data input problems of dealing quan—

titatively with such local features it is probably more realistic to leave

these factors to human judgment even in an operational system. In the

26
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present prototype system the effects of weather and terrain are simply
V treated for an average or typ ical clear sea situation.

I

With this limitation , the decision aid provides a contour map of

radar detection probabilities over the entire Task Force, together with

standard detection range contours. To use the decision aid the user will

specify nominal positions for the radar platforms (ships and CAP aircraft)

in the Task Force. He will also want to supply his own estimate of the

proficiency of his radar operators. The contour plot will then display

the resulting contours in relation to the configuration of the Task Force.

A given plot will, or course, depend on the specific hostile air threat

that is specified , and it is a function of the radar cross section and

penetration altitude of the hostile aircraft. Thus, the user ’s various

plots will correspond to differing threat assumptions .

4 This kind of detailed representation is necessary not only to allow

the user to study specific alternatives in detail, but also to allow him

to develop an intuitive understanding of the analysis system. However,

such a detailed display actually provides too much information to be very

easy to use when many alternatives must be considered . Consequently a

more compact way of representing the results is required , such as an over-

all “figure of merit” that can be calculated for each alternative . The

following paragraphs discuss a procedure that the planner can use to obtain

such a figure of merit for each radar surveillance plan .

Since the main purpose of the air surveillance plan is to protect the

uni ts of the Task Force and the importance of providing the protection is

highest for the high—value units, it seems appropriate to define the sur—

veillance figure of merit, S, as a summation over the units of the Task

Force, in which each unit ± is weighted in proportion to its value v~: I.
s = 

~~~
v
i~i/~~~

v
i
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where v~ is the value of the ith unit and is a measure of the quality

of surveillance protection provided for the value unit.

To give the surveillance score an intuitively significant meaning,

for each individual unit should be defined in terms of simple and intui-

tively significant outcomes. This could be done in various ways. For

example , (1) 
~ 

might represent the percentage of penetrators expected to

get within strike range of the unit before being detected; or (2) it might

represent the number of hits that the penetrator might be expected to

achieve on the unit; or (3) it might represent the expected percentage damage

against the unit. Each of these alternatives has certain advantages and certain

disadvantages. The first has the apparent advantage of simplicity since

it can be estimated without dealing with factors such as the hit probabi-

lity per penetrator or the kill probability per hit , which go beyond the

issue of surveillance. In particular, if the user can define what he means

4 by “strike range,” then the probability that an aircraft will penetrate

within strike range without being detected can be calculated directly from

a radar detection probability model. Thus the first measure avoids involv—

ment in other detailed interactions that go beyond the issue of surveil-

lance quality.

V 

On the other hand, it is difficult to assess the military signifi-

cance of such a measure. What is the meaning of “strike range,” and how

serious is it if some estimated percentage of the hostiles penetrate in—

side this range without beinc~ detected? How does the importance depend

on the value and vulnerability of the uni t in question ?
I

The use of the expected number of “hits” as su~gested in the second

measure provides a more concrete and intuitive output for which it is

easier to judge the military significance. However , if we were to use

the estimated number of hits in a computer program as a direct measure

of surveillance protection for each unit , it would be equivalent to

assuming that the importance of a hit is the same regardless of the type

of unit that is involved. Actually of course , the importance of a hit

28
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depends both on the value and vulnerability of the unit that is hit. Con-

sequently, in order to put the importance of the hits on a comparable scale

for all units, it is necessary to take these additional factors into account.

The third alternative accomplishes this objective by converting the estimated

number of hits into an estimated percentage damage for each unit. When the

percentage of damage is weighted by the value of each unit , it provides a

way of placing the surveillance score for different units on a roughly com-

parable basis. 
V

The disadvantage of the last two alternatives is that they require

an estimate of factors such as hit probability and percentage damage per

hit that go beyond the issue of simple surveillance performance. Neverthe— V

less, it is only when these factors are added that it f5 possible to provide

a measure which gives appropriate weight to different aspects of the sur-

veillance problem .

As a result of the preceding considerations, the following general

concepts were developed for defining the surveillance quality measure 
~
..

1. It would be inappropriate to try to provide a detailed

combat model to calculate outcomes such as expected num-

ber of hits and percentage damage which Involve detailed V

considerations outside the surveillance area. Therefore,

the conversion factors (number of hits and expected damage)

that are needed to convert from pure surveillance perfor-

mance to a properly weighted surveillance score will be

based simply on user—supplied planning factors .

2. The system will be designed so that the user will have access

to any intermediate factors that go into the calculation of

the surveillance quality score for each unit i and will he

able to base his judgment on these intermediate factors as

well as the overall score . Thus he will be able to use the

basic system even if he is not inclined to provide the planning

factors that are needed for some of the more sophisticated plan—

ru ng aids.
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The quality score is calculated from user—supplied planning

estimates and briefly discussed below . For more detail , see the appendix

(Sec. A .2).

Let h1(r) be a function that reflects the planner ’s estimate of the

number of hits that can be expected against unit I if a hostile attacker

is first detected at range r. Let Pi(r) be the probability (as calculated

from the surveillance model) that the threat would first be detected at

range r. The expected number of hits H
i on the unit can then be calculated

as follows:

H. i f  h .(r)P.(r) dr + h.(0)[l.O - f ’P .( r ~ dr]

The first term gives the total expected number of hits for penetra—
tors detected before they reach r = 0, and the second term gives the ex-
pected number of hits for penetrators that are not detected before r = 0.

For analysis purposes it is probably appropriate to use a single
function d

~
(h) which reflects the planner ’s estimate of the expected per-

centage of damage against unit i as a function of the number of hits h.

p Since the number of hits h .(r) is estimated as a function of the detection

range r, one can easily calculate a range—dependent expected damage

d .(r) = d . [ h .(r)]

in which the expected damage against the ith unit is expressed simply

as a function of the detection range . This damage function can be used

to calculate the total expected damage just as the hit function h
~
(r) was

used to calculate the total number of hits. Specifically the total expected

damage D~ i.~ given by

30
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D. f d. (r)P.(r) dr + d .( O) 1 1. 0  - JP .(r) dr]
1 

0
1 1 ‘ L J

With both options available the user can obtain information either

on the expected number of hits , or on the expected percentage of damage .

The damage criterion , however , is the only measure appropriate for use

as the basis for an overall surveillance score , S. Only this damage cri—

ten on satisfies the requirement of providing a score P . ,  which , when

multiplied by target value V . in the formula for S, can correctly reflect

the differences in value and vulnerability for the different units in the

task force so that different surveillance plans can be appropriately corn—

pared. Therefore , in the material that follows we will identify the sur-

veillance effectiveness with the probability of damage D ..

In discussing the surveillance quality measure 4 . ,  we have so far
acted as if the probability of penetration to a given radius is well de—

fined for a given radar configuration. Actually , of course , it depends

upon the direction of approach used by the penetrators. For each pene-

tration azimuth , the probability of penetration to a given range will be

different and the resulting expected damage D. and the expected number
p 

of hits H. will also be different. Thus, we can add an index j  for the

different possible attack azimuths and for each azimuth j  we can calculate d
the expected number of hits 

~~ 
and the expected percentage damage D . . .

Since enemy attacks are likely to be designed to take advantage of

defense weaknesses, our measure ~~. of the overall surveillance effective-

ness at target i should be most sensitive to the effectiveness along the

weakest defense axis. If we were sure that an attack against uni t i would

come from the direction of least surveillance coverage , we could define

the effectiveness as the probability of defense success against

such a threat:

= Max (Di.)
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However , such a measure would be completely insensitive to the sur-

veillance coverage against other threat directions. We can provide art

improved measure that takes all directions into account by defining 
~~~

. as

follows :

= (E -
~~ D~

’
. )~~

“

~

‘

This :unct ion has the desirable property that an improvement in de—

tense etfectiveness along any threat axis will always yield an improvement

in the measure of merit • . For y = 1.0, it provides a simple equal weight-

ing of all threat directions . However, in the limit as y approaches infin-

ity it provides a result which approaches the effectiveness along the

weakest defense axis. For intermediate values of ‘
~ 
such as ‘y’ = 2 or y = 3,

4 it should produce intermediate results which place an appropriate increased

emphasis on that threat axis for which the surveillance coverage is least

effect ive .

If there were only one type of air threat we could provide an overall

measure S of surveillance effectiveness simply by applying the formula given V

earlier:

s = Evi~~. /E
v.

1- owever , this is actually a somewhat oversImplified representation

since the planner will usually want to consider several different threats

corresponding to different radar cross sections, altitudes , and penetration

speeds. To provide an overall measure covering such a mixture of threats

the user will probably want to specify a mixture of threats each with its

own characteristics and provide his own judgmental weighting of the likeli—

hood of the various threats. Thus for each threat k, there would be an

I
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estimated weight or importance Wk, and a calculated surveillance effective-

ness S
k
. The overall surveillance effectiveness S would then be calculated

as follows :

=

k

This information can be provided in a number of alternative ways . For

example, on the geographic or map—type display the overall surveillance score

could be given on the side , as illustrated in Fig. 2 (see Sec. 6). Individual

surveillance scores for the individual units could also be displayed beside

the units (instead of the ID numbers now shown in Fig . 2 ) .

— 

The information could also b-~ displayed in a matrix from which could

• 
give a detailed analysis by threat and by individual Task Force elements.

4 A single entry in the matrix would display the surveillance score for a

particular unit, i, relative to a specific threat k. The column averages

would give the overall value weighted surveillance score averaged over all

units for each threat, whereas the raw averages would give the overall

surveillance score for each unit based on a weighted average of the threats .

H
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6 COMBINED AIR D E F E N S F V / E W  D E C I S I O N  AID

If both the air defense surveillance decision aid and the emissions

analysis decision aid are available , It is a rather simple matter to ex—

pl icitly prouuce from them a combined measure of merit or score. If S.

is tI~e surveillar~ e score and S.~ is the score f’r emission info~~ atiur~

~iven a w ay , we can define a totai cc’~bined score ST 
as fol lows :

S = (1 - 3 )S
1 

+ ~~~(LO - S
7

)

The quantity 3 is a user—chosen weighting factor which reflects the

fraction of the wei ght he wishes to attach to the emission information

issue. The information score , S~ , is introduced with a negative sign be-
cause it is defined in terms of information given away . The best informaticn

score, therefore , occurs when S, 0, whereas the surveillance score was

defined so tha t the best score occurs for 
~l 

= 1.0. The equation above

corrects for this difference in definition so that an improvement in either

score will produce an increase in the combined figure of merit

With such a combined figure of merit , it is possible to provide

scores that should assist the planner in choosing between alternatives.

Moreover , the availability of such a combined measure makes it possible

to nrovide computer—assisted optimization methods , if desired .

We will consider first how the scores might be presented to assist

the planner in making his decision . Figure 2 illustrates a kind of dis—

play that should be useful. The table at the top of the display gives the

raw surveillance and EW INFO Scores for each alternative . The graph

below shows the combined scores for each of the alternatives as a function

af the weight the planner chooses to assign to the two objectives. In
the example shown , alternative C completel y dominates alternative 3 for

3 r
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ALTERNATIVES

A B C 0 E

SURVEILLANCE SCORE .95 .60 .70 .30 .87

EW INFO SCORE .10 .15 .75 .90 .43

V COMBINED WEIGH TED SCORES
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Figure 2. Display of Comb ined Surveillance and E~ i~
Ffl Scores
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all values of the weights. The choice between the other four alternatives

depends on the user ’s judgment about the appropriate weights. The top

envelope of line segments in the order A , E, C , D, defines the preferred

strategie s as a function of the importance attached to EW information .

The planner can use this type of a display to help in selecting alterna—

tives. If he were to decide that plan E was his preferred alternative ,

this would suggest tha t he was mentally assigning a weight of ab e’it 0.3

to the INFO score , for it is only in this range that plan E appears st~~rV e r i o r .

Up to this point we have been concerned only with the calculation

and evaluation of the outcomes for any EMCON plan the planner might wish

to try . However , if the planner can specify an appropriate weight 3 that

he wishes to assign to the INFO score, then it is theoretically possible

to provide a computerized search algorithm that will help the planner to

improve his plans. Although no such search algorithm is included in the

present design , it might be a worthwhile addition to the design assuming

that the rest of the decision aid proves to be satisfactory . In the case

just mentioned the planner might be able to use such an algorithm to de—

V velop an improvement over plan E that would yield a better score using the

weight 0.3. The nature of the problem, however, is such that there are

likely to be numerous alternatives that are locally but not globally optimum .

Consequently, although computerized search procedures might be very effect-

ive in improving on a basic ENCON concept provided by the planner , it

probably would not be very effective in developing entirely new concepts.

Th us , if the search capabili ty were added , ~e could visual ize a

method of operation somewhat as follows . After the planner defines some

of his basic alternatives and obtains a plot such as that in Fig. 2, he

then makes a judgment about the importance or weight ~ that he wishes to

assign to the EW INFO Issue. He then asks the computer to test variations

in the plans that appear best for the weighting he has chosen. The

computer proceeds to examine a long sequence of variations in the neighbor—

hood of the p anner ’s original choice. As a result of this search , it

delivers an improved plan that yields a higher score for the specified

wei gh ting factor. The planner could then examine the “improved” plan ta

36
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see if he believes it is really an improvement over his original concept.

The new alternative might be added to the display as a new alternat ive F~
and a new line co rresponding to tha t a l te rna tive  would appear. In the

case just considered , if the computer is successful it should produce a

new alternative F that would be above alternative E at least in the region

close to weight 0.3.

4

I
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7 IMPLEMENTAT ION OF PROTOTYPE

As part of the present contract , work began on the implementation

of the prototype system. The effort was divided into two parts: the

detailed ~I t V si gn and imp lementation of the air surveillance disp lay and

a:laivsiS subsystem , and the completion of some mathematical research

requ ire-i tar the information analysis subsystem. An initial version of

the air -Vt r v(- ilLan ce subsystem was completed and demonstrated at the ODA

c~Pn tr actu r~ neetiag on 16 December 1976. This section discusses the

system that was demonstrated and recommends some improvements that have

developed as a result of cutmnents and suggestions at the demonstration.

— . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~1~E ~ AT .\ tASFV

An emission control planning system mus t necessarily make use of

V 

a large amount of technical data. The necessary data (in unclassified

form) has been collected by CTEC and stored in the University of Pennsy lvania

relational data base. In order to utilize this data as it is required

within the decision aid , proced ures were developed so tha t the decision

V aid itself could automatically generate the necessary data retrieval corn—

mands for the relational data base.

The GRC prototype system was the first externally developed system

to exploit these potential capabilities of the University of Pennsylvania

data management system. The few system bugs that were encountered were

quickly corrected and the process was surprisingly smooth. It proved

quite simple to utilize the available commands to exploit the relational

characteristics of the data base.

- 

k 7. 2 AN INTERACTIVE COMMAND LANGUAGE

In order to allow a user to work efficiently with a decision aiding

system , the system itself must be provided with a flexible command language.

(which is separate from the basic data management system language , DAISY)
needed for  a wide varie ty of purposes:

38
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1. To inform the anal ysis system what specific ships and aircraft

are relevant for a particular analysis so that the relevan t

data can be retrieved from the overall data base.

2. To give the user flexible control over the positions of ships ,

— and the specific equipments that are assumed to be turned on.

3. To provide the user with a general—purpose inquiry language

that allows him to obtain answers to a wide variety of questions

he may wish to ask concerning the status of forces he is working

with and intermediate computational results that may be of

interest.

4. To allow him to invoke specific standard data formats and

graphical displays when he wishes to do so.

Al though superficially it migh t appear tha t the in terac tive language

4 provided by the University of Pennsylvania in its DAISY system should be

applicable for this purpose, a closer examination shows that this is not

so. The DAISY language is designed to operate on the basic relational data

base. Once information has been retrieved from this data base and modified

for use by a specific decision aid , it has been converted to a new format

specific to the particular decision aid. Thus, the user must be provided
V 

with a separate command language which allows him to interact with and

efficiently control the decision aid. The command language that was

developed for the surveillance sub system should b’~ easily expandable to

control all the components of a more complete emIssions control decision

aid.

7 . 3  THE AIR SURVEILLANCE DISPLAY

Figure 3 shows a reproduction of one of the video displays provided

by the air surveillance component as it was demonstrated at the 16 December

meeting. The system as demonstrated included only what we are not ce—

scribing as the alternative form of the surveillance display . Specifically ,

was a display of surveillance contours showing the mean time to detection

for an undetected threat at ~nv position relative to the Task Force.

I

V. 
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Though this reproduction of the display is in black and white , the actual

display was in color. The left side of the disp lay provides an X—Y plot

showing the location of the various units of the fleet , together with a

contour plo t of the radar surveillance coverage. Three different contours

are shown. The green inner contour surrounds a region of good quality

radar coverage where the mean detection time for the assumed threat should

be 30 sec or less. The blue contour corresponds to an intermediate region

where the mean detection time should be about 2 m m .  The red contour

marks the effective limit of radar coverage where the expected detection

time should be 5 mm or more.

H The surveillance contours that are shown are not round because they

reflec t the accumulated detection probabilities for all of the surveillance

radars in the fleet that have been specified as “on.” The quality of sur-

veillance shown at each point represents the accumulated detection proba—

bilities of all radars covering that point. This kind of representation

4 was expected to be useful in assessing the quality of the coverage since

it specifically displays the advantages of redundant coverage.

Comments during the demonstration , however, made it quite clear that

this form of display was unfamiliar and that Naval officers would not relate

to it easily at least without a careful explanation of its meaning . For

this reason , the decision—aid design has been modified to include a more

traditional alternative which simp ly displays the circular coverage region

far each radar .

The legend at the right of the display shows the characteristics of
- ;V the assumed threat: altitude , radar cross section , velocity, and number of

attackers. It also gives some information about the assumed radar environ—

ment , the meaning of the surveillance contours displayed , and the overall

surveillance score which might correspond to the expected survival probability

of t~.e unit that is assumed to be under attack (weighted , of course , by unit

value).

~ 
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8 WEIGHTING AIR SURVEILLANCE VERSUS INFORMAT ION GIVEN AWAY

In the original design as it was presented at the meeting, it was

assumed that the user would apply his own judgment to assess the proper

weight that should be given to the information obtained by active sur-

veillance as opposed to the information given away to the opponent by one ’s

own emitters. Comments on this approach made it quite clear that there

might be a need for a more objective analytic procedure to assist the user

in making this type of judgment.

In order to prov ide an objective bas is of compar ison , it is , of

course , necessary to define rather concretely the way the enemy might

capitalize on information given away. Since there are many different types

of scenarios that could occur , it  is no t possible to define a sing le

universal procedure that could be used to make the comparison. Neverthe-

less , for  many applications the following approach seems to provide a use-

ful basis of comparison.
4

C Suppose we are concerned with the risk of a surprise air attack

against the fleet. Moreover,assume that the attack could be accomplished

by over—the—horizon targeting of cruise missiles, or by an aircraft attack

in circumstances of low visibility so that the opponent would be dependent

on electron ic me thods to identify potential targets. Under these circum-

stances , there is a rather well defined trade—off between informaticn

given away and the quality of the air surveillance.

For any given enemy attack , the air—defense effectiveness will tend

to increase as more surveillance radars are turned on; and maximum effecti:e—

ness will usually be reached when all radars are in operation . On the other

hand , as more radars are placed in operation , more informatIon will tend t~

be given away to the enemy concerning the identity of the ships in t~ e Task

Force . Obviously the more information the enemy has, the more accUrately and

efficiently he can plan his attack. The optimum EMCON plan therefore  shou ld
be one which keeps enough radars in operation to provide an effective air

defense , but which avoids giving away much identity information that would help

the opponen t in planning an efficient attack.

.1
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To provide an analysis of the trade—off between information given

away and the effectiveness of air surveillance , we can analytically simulate

both the planning and execution of such an attack .

Specifically, for any emission control plan we can utilize the irifor—

matiort analysis subsystem to evaluate what information is potentially

available to the enemy about the identity of our ships. On the basis of

that incomplete information, the analysis system can project an enemy

strike plan in which the available strike resources are allocated as

efficiently as possible to the units of the fleet within the limits of

available information . The success of the strike can then be evaluated , -

on the basis of the quality of the surveillance coverage of each ship in 
V

the fleet, to obtain an estimate of the expected damage from the attack. -

This technique should provide a useful quantitative comparison . -

Obviously it is not the whole story since the commander will undoubtedly

wish to consider many other factors. Nevertheless, it should provide a 
-

useful quantitative comparison which could serve as a starting point for

his consideration of the other factors . The design concept has therefore -

1a~ en extended to ~mclude such a quantitative comparison capability .
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9 CONCLUS ION

The purpose of this document is to provide a status report on the

-~ present state of a research and development project. Considerable work

remains to be done to complete the decision aid and assess the usefulness

of the concepts. For this reason , no attemp t has been made to present

the results in a form suitable for a final report of a research project.

Obviously, when the decision aid is completed detailed documentation

from both a user and a programmer perspective will be necessary . Inclusion

of such material in the present report would be premature. The objectives

of the present report are much more limited: to explain the objectives

of the decision aid , to provide an introduction to the design concept ,

and to provide a report on the present status of the development.
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A P P E N D I X

MATHEMAT I CAL A N N E X

This annex is divided into two sections. Sect~on A.l is concerned

with approx imate methods for evaluating Bayesian probabilities within the

in f o r mation analysis subsystem. Section A .2 is concerned with the inathe—

matical methods used to evaluate surveillance performance.

V~~.l APPROXIMAT E EVALUATION OF BAYESIAN PROBAP JLITY

From a mathematical po int of view the information analysis subsystem

is concerned with the calculation of a single matrix , p .., which represents

the identity information available to the opponent as a consequence of the

information provided in our own ship ’s emissions. Speci f ica l ly  each elemen t

in the ma trix shows the opponen t ’s estimate of the probability that a

specific observed pla tform , i, actually corresponds to a specific ship, ~ .

To develop this 
~~~ 

ma trix the algorithm begins with another matrix ,

q ... The q .. matrix represents a simple heuristic estimate of the likeli—

hood tha t ship j would or could produce the combina tion of radia tions

observable from platform i. The initial calculation of the q .. matrix is

accomplished very routinely by a simple processor which compares the emission

capabiliites of each ship j  with the actual emissions of platform i. If

the radiations from the platform i are feasible , or probable , for  shi p j ,
then q 1. is set rather close to 1.0. If ship j  lacks the electronic gear

to produce the observable radiatian at platform i, then the value of q.. is

set close to zero. -)

The basic mathematical problem is to use this q., . ma trix as input da ta

to an algorithm in order to generate the probability ,atrix p.. . Al tho ugh
13

the p .  matrix is related to the q .. matrix, the two matrices are actually

qVl ite different. The q matrix is independently estimated for each ship/plat—

farm correspondence. The P .j matrix , on the other hand , recognizes that

each pla tform has to he e:~p lained in terms of the emissions of sorre ship,

and  t h a t  each VSh~~~~ must be rerresen ted ia the emissions of some platform . 
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The standard Bayesian approach to the problem is vt~r’i

least in princi ple. In theory we simply consider all possib le ways the

n ships could be identified with the n p latforms , and for edc~1 )t t h $~~~~1V

poss ible “states” we calculate an overall likelihood.

A specif i c “state ” is d e f i ned by a specific association of each ship

with one of the n platforms . The overall probab ility for such a “state”

is calculated simply as the product of the q.. for each of the associations

in the state. The overall probability p .. that a par ticular platform i

actually corresponds to a particular ship j  is obtained simply by summing

these calculated probab ilities over the subset of possible states for which

ship j  corresponds with platform i. When this summation of probabilities 
V

is divided by the total probability summed over all possible states , it

provides a correctly normalized estimate of the probability p ...

4 This theoretical method , however , has a very serious practical defect.

The number of different ways that n ships can be associated with n platforms

is equal to n(ri — l)(n — 2) ... (3)(2)(l) or n!. If n is equal to ten , then

n ! is more than three million. If n is larger than ten, nI very rapidly

approaches an astronomical number.

To provide a practical decision aid , it is important that answers be

obtained quickly,  without excessive computational cost , even when the number
of ships involved is large. It was , therefore , decided to explore some
approximate methods that would work efficiently even when the number of plat—

forms was large.

Two dift~ ren t approaches were undertaken . The first approach involvec~

k the implementation of a recursive algorithm which rigorously solved the

Bayesian probability problem. However , the algorithm was designed to in—

corporate some computational shortcuts which it was hoped would make the

calculation feasible even for quite large problems .
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1. The algorithm began by compressing all identical rows and

columns into compound rows and columns which could be treated

in a sing le c o m p u t a t i o n  (a l io w iag ,  of course , f o r  t h e  m u l t i p l i c i ty

of the  r e su l t i ng  compound rows and c o l u m n s ) .  This al lowed t he

g r o u p i n g  of all sh ips  equipped w i t h  ident ica l  emitters and jil

p l a t f o r m s  r a d i a t i n g  w i t h  ident ica l  e m i t t e r s .

2. The algorithm was designed so tha t  it could then proceed w i t h

the full Bayesian calculation to obtain an exact answer. But

it was also designed so that it would generally encounter terms

in order of decreasing importance. Methods analogous to branch

and bound techniques were programmed to allow the testing of

approximations which avoid processing terms below a certain

V c r i ti ca l  s i ze .

By adjusting this ~ritic al size , statistics were obtained on the

accuracy of the results and the amount of calculation required as a function

of this cutoff parameter. To provide suitable test problems Monte Carlo

statistical techniques were used to generate trial q.. matrices of various

sizes to assess the  c o m p u t a t i o n a l  f e a s i b i l i ty  of the  approach .

The exact answer~ provided by this recursive algorithm were a..~so

used to evaluate some ~rery simp le heuristic approximations , and analyt ic

research was pursued to t rW: to develop a theoretically justified approximation.

Initiail:, on intuitive grounds , it was felt that the probabilit y

should be roughly proportional to q.
~~
, but of course the are subject to

a normalization constraint because in any feasible associa tion of pla tforms
and ships , each platform must be exp lained in terms of some ship and each

V 
ship must be associated with some platform. This gives rise to the normaliza—

tion requirements that

= 1.0 =

I,
‘.4 /
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Consequent  lv , a h e u r ist i c  a l g o r i t h m  was w r i t t e n  which  began s impl y w i t h

the  m a t r i x  q . .  and success ive ly  mu l t i pled rows and columns by whatever

f a c t o r  was needed to normalize each row and column to 1.0. Vfl r e su l t  was

then comparec with the c o r re ct  Bayesian answer .  The r esu l t s  wer e  d i s a p p o i nt i ac .

E x a m i n a t i o n  of the numbers  showed tha t the heu r i s t i c  a p p r o x i m a t i o n  system-

atically underestimated the actual information available. A quick heuristic
2

tix was tried in which q.. was replaced by q.. before the iterative normaliza-

t ion process was used . With this change , results were astonishingly good .

In t h e  f i r s t  cases t r ied , all  values in the p . . ma t r ix  were w i t h i n  abou t 1%
13

It the cor’~~ct Bayesian answer ! (Subsequent  tests , howev er , showed that

errors as large as 3% would sometimes occur.) 

iso of these encouraging results , some analytical work was under-

taken to either justify the approximation or to develop a more accurate

i- - p r x iV aa ti o n .  This work showed : first , that the correct Bayesian a~iswer

is invariant to ~~~~~~~ changes in the q .. matrix that can be accomplished by

multi p lying rows and/or columns ; and second , that when the rows and columns

of the q matrix are normalized so that ~~q .. = 1.0 ~~q. . then the correct
i 13 

—l 3 13
p . .  should include a f ac to r  of the fo rm (1 — q. .)
i3 13

It was, therefore , dec ided to experiment with a generalized form

which began with the normalized q .. matrix and estimated a value ~~.. of p..13 13 13
as fol1ows~

-

The resulting 
~~
.. ma tr ix was once aga in heur istically norma lized and the

results were compared with the exact Bayesian results. This process showed

t ha t  the best results were usually obtained using ~ ~ 1.0 and V
( ~ 2 .~~ . The

results obtained in this way typicall y showed an error less than 1/2 to 1/3

of t ha t  obtained with the q~~~~. ap pro x i m a t i o n .

ii
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Th e success of this approximation suggested that one should look for

an anal yt ic approximation that might be derived based on the simplif y ing

assumption that only one element of a normalized q.. matrix is known . When

this is the case , the expected value of the other terms in the same row or

column is given by (1 — q..)/(n — 1). The expected value of all other

terms in the matrix is then given by (q.. + n — 2 ) / ( n — 1 ) .

Given such a matrix one can calculate an exact solution for p. wh ich
iJ

takes the form

= 

+(n - 2)]

(1 — q..) + q 4- (n — 2)]

Althoug h it seems likely that  this form should produce an even more accurate

resul t  than the previous best approximation , the available resources did not

permit an experimental tes t  of this  approximation . However , it is interesting

to note that in the limit of small q . . ,  th is  new form reduces to

(n — 2)q..
13

13

(1—

which , except fo r  an irrelevant constan t factor , (n — 2 ) ,  is identical with

the best previous approximation.

Although some additional tests are needed , it now appears that a

heuristic approximation based on one of the foregoing heuris tic forms is

likely to provide a very satisfactory algorithm for the decision aid. The

accuracy of the heuristic approximations seem to be entirely adequate

(usually better than 1%) and the calculation time is very modest.

The exper ience with the more rigorous branch and bound methods , in

contrast , has been somewhat d i s a p p o i n t i ng .  For l a r g e  problems , the  c a l c u l a t i on

to o b t a i n  c o m p a r a b l e  accurac :.  b ecom es  cuite hich. Inclusa :-n of

l a r c e  r
VI VV2z±Cr at tarm s at t en ~,eems n~ cessar: to ab:aiu gstisfactcr -

V 
re~~u I t s .

I-

- ~~~L ~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ V~~~~~~~~~-~~~±~ t~~~~~~ V~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ IT



-
~

.--
~ 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~ -.-

Consequentl y, our current plans are to do a little more research on

the h e u r i s t i c  app rox ima t ions  and use one of them as a bas is  fo r  the  f i n a l

algorithm.

-\. 2 CALCULATION OF SURVEILLANCE PERFORMANCE

The basic radar surveillance contour plots produced by the surveillance

model provide an estimate of the probability of detection per unit time for

a radar target of a given radar cross section , and a given altitude.

The overall probability of detection per unit time is calculated

simply by summing the detection probability per unit time for all surveillance

radars within range of the target. Thus, the model requires a way of esti-

mating these detection probability rates for each radar as a function of

the altitude and radar cross section of a target. The basic probabilities

should re f lec t  both  the probabi l i ty  of the skin riaint showing on the screen ,

and the probable time delay before an operator will recognize the radar

return. A brief review of available models of combined operator and radar

performance shows that some careful model development will be requir ed to

provide reliable performance estimates. However , the developmen t of such
an improved radar surveillance performance model would go well beyond the

responsibility of the present ONR project. Consequently, it was decided to

make use of a very simp le formula which provides reasonable but probabl y
not very accurate estimates of detection probabilities. Before an operati onal

version of the aid could be installed , it would be necessary to develop an

improved radar detection model. Moreover in a more sophisticated

vers ion of the sys tem, it should be possible to calculate revised contours

in the context of various jamming assumptions , but this is not included in

the present version of the system design . The material which follows

simply assumes that a suitable function exists which allows us to calculate

detection probability rates for any position of the threat.

50
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To develop the contour plots , this tunction is used to calculate the

d e t e c t i o n  ra tes  on a r e c t a n g u l a r  gr id  of poin ts , and a standard interpola-

tion sys t em is used to i n t e r p o l a t e  between these po in t s  as needed to develop

contours .  The contours  are developed us ing  an ex i s t ing  contour  p lo t t i ng

software package .

The contour plots , however , are used only for display purposes . All

of the calculations for the air defense decision aid utilize the original
detection rate computational algorithm.

To estimate the expec ted number of hits, H.., or the expec ted damage ,
D .., resul t ing from an attack along a particular threat axis , the following

expressions were defined for use in the decision aid:

= f~ h~
( r )  ~~~ (r )  dr + h~ (o) t l . 0  — 1

~ 
P~~

(r) dri

D.. = f d.(r) P~~
(r) dr + d.(O) [1.0 — p..(r) dr}

The previous discussion of the surveillance decision aid , however ,

- 
V did no t describe in any detail how the detection rate information would

be used to provide an estimate of the probability ~~~ (r) of detection vs.

range , or how the user estimate of the hit probability h .(r) or the damage

probabili ty d.(r) would be supplied and adjusted to reflect different

threat velocities. This annex provides a more detailed treatment of these

computational procedures.

Calculation of Hit and Damage Probabilities h .(r) and d .( r )

Although in principle the planner could be allowed to input any

arb itrary function of r , the definition of such a general function would

p r o b a b ly  not be the most convenient approach for him. Moreover , the appro—

priate functions are undoubtedly dependent on the velocity of the aircraft.

I
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To provide a p rac t ica l  way of specifying the function , it will be

necessary to use a standard function for which the user specifies only the

value of certain key parameters. The following parameters seem to be

appropriate:

r
0 

= the assumed effective range of the weapons on the enemy aircraft

(for example , the missile range or the bomb release range)~ If

the penetrator gets within this range , it is already too late to

destroy it.

to 
= the minimum defense response time. If the penetrator is detected

less than to seconds before it reaches the  range r
0

, it is too

late for the defense to take any effective action . —

T = the probable mean survival time of the penetrator after defense
V action begins to be effective.

h°~ = the hit probability against the ith target assuming that the

4 penetrator survives to launch the attack.

= the single sho t kill probab ility for  such a hi t, or the expected

damage for  one h i t .

If these parameters are estimated by the planner and the threat velocity,

v , has been given , the computer can est imate the func t ions  h .( r )  and d .( r )

as follows :

If r < (r
0 

+ vt
0

) then h . (r) =

- - i If r > (r
0 
+ vt

0
) then h

1
(r) = h~ * exp — [(r — r

0 
— vt

0
)/vT]

Although the expression is obviously oversimplified , it takes into

accoun t some of the mos t important planning factors and should give reason—

ab le results. In order to calculate the expected damage for any number of

hi ts, we first calculate the logarithmic kill potential, for a single hit
= —~n (1 — P

1). The expected damage, d1
(r), for n attackers as a

fun c ticn of r is then given by
I

d . ( r )  = 1 — exp [n * * h .( r ) ]
1 
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Calculation of Detection Probability , P~~
(r) dr

This function represents an estimate of the probability that a

penetrator will first be detected between the ranges r and r + dr. The

function must be estimated from basic detection rate information p ..(r) dt,

which is displayed in the surveillance contour plot. This basic detection

rate information defines the detection probability per second for an un-

de tec ted penetrator located at range r. For ~ penetrator approaching at

a velocity v, we have

p..(r) dr = Q(r) ~~
- P1~ (r) dr

where Q(r) represents the probability that the perletrator remains unde—

-; tected at range r. To estimate Q(r) we first calculate the cumulative
V 

detection probability C(r) up to range r:

4 C (r )  I ~ p
~
.(x) dx

0

- 

-
~ If the detection probabil i t ies  were really independent in each

range interval dx , we could exactly ca]Vculate the residual undetected

penetration probability Q(r) as follows:

- Q(r) = exp {—C(r)]

However , in practice this expression will grossly underes tima te the
probability of a penetrator failing to be detected until it is deep within

defense radar coverage . The problem is that the detection probabilities
I are not independent. If the penetrator has failed to be detected during any
V 

one minute , it increases the chance that he will fail to be detected in the

next . The operator may be tired , the radar may be incorrectly aligned ,

the sea clutter may be unusually hig i , or the operator may simp ly have his

- attention focused elsewhere .

-
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Thus for planning purposes the exponential form of ~( r )  is rea l ly

not very satisfactory . What is needed is a function that does not decrease

so rapidly with the cumulative function C(r). For the purpose of the pres-

en t planning aid , the following very simple function appears to he more

appropria te:

Q ( r )  = [1 + C(r)]~~

The two functions are identical in slope and magnitude in the limit

where C(r) = 0.0, but as C(r) becomes large , the revised form of Q(r) de—

d ines much more slowly.

Using the revised form of Q(r) the probability p..(r) dr that the

penetrator will be first detected between the image r and r ÷ dr is given

by:

P
~~
(r) dr = {Q(r + dr) - Q(r)]

= Q(r )  = — 

~~r 
[1 + C(r)J~~

= Q( r )  dr = — 

~r 
[C(r) ] dr

2
p..(r) dr = 

1 
[C(r ÷ dr) — C(r)]

1 + C(r)

Using this form for  the quan tity p~~.(r) dr makes it quite easy to
3

evaluate the expression in a computer algor ithm. The expression for the

expected damage that needs to be evaluated is of the form :

D1. = 1.0 [1 - d .(r)]~~~.(r) dr

I
5!~
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V For evaluation in a computer the expression is written as a summation over

increments in ~lr. The cumulative function C(r) is them evaluated easily

as a running sum if the summat ion  is done in the order from long range to

short range . The difference between C(r + ~lr) arid C(r) is , of course , just
equal to

‘P ..(r) ~r
4 

V 1.3

- so all parts of the integral are easily evaluated .
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